
Document details

 1 of 1

Detecting  false  messages  in  the smartphone  fault  reporting  system
(Conference Paper)

,  ,  ,  ,  ,  ,  
 

Razak Faculty of Technology and Informatics, Universiti Teknologi Malaysia, Skudai, Malaysia
International Islamic Universiti Malaysia, Gombak, Malaysia
School of Engineering and Information Technology, Charles Darwin University, Casuarina, Australia

Abstract
The emergence of the Internet of Things (IoT) in Smart City allows mobile application developers to develop reporting
services with an aim for local citizens to interact with municipalities regarding city issues in an efficient manner.
However, the credibility of the messages sent rise as a great challenge when users intentionally send false reports
through the application. In this research, an evidence detection framework is developed and divided into three parts
that are a data source, IoT device’s false text classification engine and output. Text-oriented digital evidence from an
IoT mobile reporting service is analyzed to identify suitable text classifier and to build this framework. The Agile model
that consists of define, design, build and test is used for the development of the false text classification engine. Focus
given on text-based data that does not include encrypted messages. Our proposed framework able to achieve ��% of
accuracy and showed the highest detection rate using SVM compared to other classifiers. The result shows that the
proposed framework is able to aid digital forensic evidence experts in their initial investigation on detecting false
report of a mobile reporting service application in the IoT environment. © Springer Nature Switzerland AG ����.

SciVal Topic Prominence 

Topic: 

Prominence percentile: 90.592

Author keywords
Application Internet of Things Reporting services Smart City Smartphone Text classifiers

Indexed keywords

Engineering
controlled terms:

Applications Classification (of information) Digital forensics Engines

Intelligent computing Smart city Smartphones Support vector machines Text processing

Engineering
uncontrolled terms

Detection framework Encrypted messages Internet of thing (IOT) Mobile applications

Reporting service Reporting systems Text classification Text classifiers

◅ Back to results

 Export  Download  Print  E-mail  Save to PDF ⋆ Add to List  ▻More...

View at Publisher

Advances in Intelligent Systems and Computing
Volume 1073, 2020, Pages 759-768
4th International Conference of Reliable Information and Communication Technology, IRICT
2019; Johor Bahru; Malaysia; 22 September 2019 through 23 September 2019; Code 235209

Rajoo, S.a  Magalingam, P.a  Samy, G.N.a  Maarop, N.a  Idris, N.B.b  Shanmugam, B.c 
Perumal, S.d  

a

b

c

  View additional affiliations

 View references (28)



Truth | Coreferent | Physical World



PlumX Metrics
Usage, Captures, Mentions,
Social Media and Citations
beyond Scopus.

Metrics 

Cited by 0 documents

Inform me when this document
is cited in Scopus:

 

Related documents

,  , 
(2016) Proceedings - 2016 IEEE
International Conference on Big
Data, Big Data 2016

,  , 

(2017) Proceedings -
International Conference on
Distributed Computing Systems

,  , 
(2016) Proceedings - 2016 IEEE
International Conference on Big
Data, Big Data 2016

 

Find more related documents in
Scopus based on:

❓  ▻View all metrics



Set citation alert ▻

 ▻Set citation feed

On robust truth discovery in
sparse social media sensing

 Zhang, D.Y. Han, R. Wang, D.

Towards Scalable and Dynamic
Social Sensing Using A
Distributed Computing
Framework

 Zhang, D.Y. Zheng, C. Wang,
D.

Towards unsupervised home
location inference from online
social media

 Huang, C. Wang, D. Zhu, S.

View all related documents based
on references

 ▻Authors  ▻Keywords

 
 Search Sources Lists  ↗SciVal Create account Sign in

https://www-scopus-com.ezproxy.um.edu.my/results/results.uri?sort=plf-f&src=s&st1=Detecting+false+messages+in+the+smartphone+fault+reporting+system&st2=&sid=2fed4a164ad14f5c3504266b56379914&sot=b&sdt=b&sl=72&s=TITLE%28Detecting+false+messages+in+the+smartphone+fault+reporting+system%29&offset=1&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2f978-3-030-33582-3_71&locationID=1&categoryID=4&eid=2-s2.0-85077774513&issn=21945357&linkType=ViewAtPublisher&year=2020&origin=recordpage&dig=330f2c96366750cb9869ff32e8facafc&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/sourceid/5100152904?origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=57213352812&amp;eid=2-s2.0-85077774513
mailto:sharmila2207@yahoo.com
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=35302809600&amp;eid=2-s2.0-85077774513
mailto:mpritheega.kl@utm.my
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=35303350500&amp;eid=2-s2.0-85077774513
mailto:ganthan.kl@utm.my
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=45661569600&amp;eid=2-s2.0-85077774513
mailto:nurazean.kl@utm.my
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=15922603300&amp;eid=2-s2.0-85077774513
mailto:norbik@iium.edu.my
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=20436394800&amp;eid=2-s2.0-85077774513
mailto:bharanidharan.shanmugam@cdu.edu.au
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=36165118400&amp;eid=2-s2.0-85077774513
mailto:sundresan.p@usim.edu.my
https://www-scopus-com.ezproxy.um.edu.my/standard/help.uri?topic=12031
https://plu.mx/plum/a/?elsevier_id=2-s2.0-85077774513&theme=plum-scopus-theme
https://www-scopus-com.ezproxy.um.edu.my/results/rss/handler.uri?citeEid=2-s2.0-85077774513
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-85015242462&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Detecting+false+messages+in+the+smartphone+fault+reporting+system&st2=&sid=2fed4a164ad14f5c3504266b56379914&sot=b&sdt=b&sl=72&s=TITLE%28Detecting+false+messages+in+the+smartphone+fault+reporting+system%29&relpos=0
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57193607682&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57193613754&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=55574213902&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-85027280323&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Detecting+false+messages+in+the+smartphone+fault+reporting+system&st2=&sid=2fed4a164ad14f5c3504266b56379914&sot=b&sdt=b&sl=72&s=TITLE%28Detecting+false+messages+in+the+smartphone+fault+reporting+system%29&relpos=1
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57193607682&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57188638749&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=55574213902&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-85015254573&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Detecting+false+messages+in+the+smartphone+fault+reporting+system&st2=&sid=2fed4a164ad14f5c3504266b56379914&sot=b&sdt=b&sl=72&s=TITLE%28Detecting+false+messages+in+the+smartphone+fault+reporting+system%29&relpos=2
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57051644000&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=55574213902&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57193609743&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85077774513&src=s&all=true&origin=recordpage&method=ref&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85077774513&src=s&all=true&origin=recordpage&method=aut&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85077774513&src=s&all=true&origin=recordpage&method=key&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/home.uri?zone=header&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/search/form.uri?zone=TopNavBar&origin=recordpage&display=basic
https://www-scopus-com.ezproxy.um.edu.my/sources.uri?zone=TopNavBar&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/results/storedList.uri?listId=myDocList&origin=recordpage&zone=TopNavBar
https://www.scival.com/home
https://www-scopus-com.ezproxy.um.edu.my/signin.uri?&origin=recordpage&zone=TopNavBar
https://www-scopus-com.ezproxy.um.edu.my/signin.uri?origin=recordpage&zone=TopNavBar
https://www-scopus-com.ezproxy.um.edu.my/signin.uri?origin=recordpage&zone=TopNavBar


References (28)

Engineering main
heading:

Internet of things

Funding details

Funding text
Acknowledgement. This work is supported in part by Redtone IOT Sdn. Bhd., Malaysia. We thank Redtone IoT staff
members who provided insight and data that greatly assisted the research.

Walravens, N.

(2015) Telematics and Informatics, 32 (2), pp. 282-299.  .
doi: 10.1016/j.tele.2014.09.004

Cook, J.
Tell the City of Seattle about potholes and graffiti with new ‘Find It
(2013) Fix It’ App
Accessed 15 July 2019

 

(2019) 

 

(2016) Citiact – Your Key in Building the Next Smart City Applications

 

Aggarwal, C.C., Abdelzaher, T.

(2013) Managing and Mining Sensor Data, 9781461463092, pp. 237-297.  .

ISBN: 978-146146309-2; 1461463084; 978-146146308-5
doi: 10.1007/978-1-4614-6309-2_9

ISSN: 21945357
ISBN: 978-303033581-6
Source Type: Book Series
Original language: English

DOI: 10.1007/978-3-030-33582-3_71
Document Type: Conference Paper
Volume Editors: Saeed F.,Mohammed F.,Gazem N.
Publisher: Springer

 ▻View in search results format

     All Export  Print  E-mail  Save to PDF Create bibliography

1

Mobile city applications for Brussels citizens: Smart City trends, challenges and a reality
check

Cited 42 times

View at Publisher

2

https://www.geekwire.com/2013/city-seattle-potholes-graffiti-find-fix-it-app/

3
http://smartcityapps.urenio.org/improve-my-city_en.html

4

5

Social sensing

Cited 88 times
http://dx.doi.org.ezproxy.um.edu.my/10.1007/978-1-4614-6309-2

View at Publisher

https://www-scopus-com.ezproxy.um.edu.my/search/submit/references.uri?sort=plf-f&src=r&imp=t&sid=9f6b5f24129a7aeb4a86c5c03a259641&sot=rec&sdt=citedreferences&sl=23&s=EID%282-s2.0-85077774513%29&origin=recordpage&citeCnt=1&citingId=2-s2.0-85077774513
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?eid=2-s2.0-84912572063&origin=reflist&sort=plf-f&src=s&st1=Detecting+false+messages+in+the+smartphone+fault+reporting+system&st2=&sid=2fed4a164ad14f5c3504266b56379914&sot=b&sdt=b&sl=72&s=TITLE%28Detecting+false+messages+in+the+smartphone+fault+reporting+system%29&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85077774513&refeid=2-s2.0-84912572063&src=s&origin=reflist&refstat=core
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1016%2fj.tele.2014.09.004&locationID=3&categoryID=4&eid=2-s2.0-84912572063&issn=07365853&linkType=ViewAtPublisher&year=2015&origin=reflist&dig=edae0dc436c55fbca2365aa45dc29f66&recordRank=
https://www.geekwire.com/2013/city-seattle-potholes-graffiti-find-fix-it-app/
http://smartcityapps.urenio.org/improve-my-city_en.html
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?eid=2-s2.0-84949180077&origin=reflist&sort=plf-f&src=s&st1=Detecting+false+messages+in+the+smartphone+fault+reporting+system&st2=&sid=2fed4a164ad14f5c3504266b56379914&sot=b&sdt=b&sl=72&s=TITLE%28Detecting+false+messages+in+the+smartphone+fault+reporting+system%29&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85077774513&refeid=2-s2.0-84949180077&src=s&origin=reflist&refstat=core
http://dx.doi.org.ezproxy.um.edu.my/10.1007/978-1-4614-6309-2
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2f978-1-4614-6309-2_9&locationID=3&categoryID=4&eid=2-s2.0-84949180077&issn=&linkType=ViewAtPublisher&year=2013&origin=reflist&dig=2f656042e035fefc9f66fe05129fff86&recordRank=

