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Abstract

The need for the deployment of reliable and efficient telecommunication systems in extreme emer-
gency scenarios such as disaster response networks imposes a set of emerging unusual communica-
tion and routing challenges and obstacles that questions the performance of existing traditional and
commercial telecommunication systems and networks in such scenarios, the revolution of telecom-
munication and networks industry witnessed the development of enormous telecommunication and
networking services and systems that shaped their implementations in various domains of applica-
tions , in this paper, we study most of these communication standards in terms of their pros and cons,
we also analyze the potentials of these standards in for Disaster Response networks in comparison
with Cognitive Radio technology that has distinct capabilities and functionalities that enabled such
a technology to be highly applicable for such harsh and unexpected scenarios.
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1. Introduction

Existing radio communication systems such Zigbee, Bluetooth, WiFi and others have been imple-
mented for disaster-like emergency networks, these technologies operate in the 2.4GH Z license-free
ISM (industrial, scientific and medical ) frequency band [1], the harsh electromagnetic interference
from devices operating in this band along with link disruptions resulting from disaster occurrence
degrade the wireless channel conditions, the radio frequency interference that results from multiple
devices sending and receiving within the same regional distance in the ISM band in along with po-
tentially multiple technologies operating in different frequency bands trying to gain access to the
network resources for performing network-based activities including sending and receiving data to
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and from other communicating parties connected to the same network or even to other networks will
probably influence reliable DRN communication, the collection and transmission of large volumes of
data related to electrical energy poses a significant challenge for existing communication networks,
therefore. Section 2 illustrates the existing communication technologies that have been implemented
in disaster-like and emergency scenarios, the illustration summarizes the capabilities and limitations
of these technologies and their potential in DRNs application scenario.

In order to overcome the challenges and limitations and insufficiency of traditional communication
systems in DRNs, Cognitive radio (CR) is proved by [2] to be highly potential solution in the scenario
of DRNs, CR is an important technology that will shape the future wireless communication industries
[3]. An important capability of CR is spectrum efficiency which acts an obstacle in all other existing
technologies, this capability enabled network nodes to utilize unused available spectrum known as
TV white space (TVWS) in an efficient manner. In order to efficiently utilize and benefit from the
licensed radio frequency bands that are exclusively assigned to authorized and licensed users referred
to as PUs who have the legal authorization and license to access that band in which they are operat-
ing. Spectrum efficiency and other distinguishing capabilities of CR technology (outlined in section
4 )enabled this technology to provide a reliable solution in future DRNs, Dynamic Spectrum Access
(DSA) is considered the key feature of CR, but there are many other potentials in which CR can be
applied to DRNs, after disaster occurrence, the DRN will be considered as a Secondary User (SU)
while the partially disabled existing network will be considered as the Primary User provided that
the newly deployed SU maintains minimum levels of interference with PU [2].

Routing remains the core challenge in all communication systems, the efficiency of the communica-
tion system is directly determined by a number of factors among which routing algorithm is a key
one. Both decisions related to spectrum management along with decisions related to the routing of
data packets over the network [4] make routing a primary concern in in CRNs due to the variations
in availability of network resources in terms of time and location [5]. Furthermore, the primary user
activities are influenced by the availability of spectrum. In case of multi-hop routing which is highly
applicable in DRNS; the route establishment process is controlled and maintained by SUs’ receiving
and sending nodes through other set of nodes known as intermediate or relay nodes, this process
also involves the selection of the intermediate relay node as well as the frequency to be used on each
link of the communication route. So, DRNs routing algorithm design encounters all the challenges
of traditional multi-hop, multi-channel and mesh networks with many extra challenges due to the
highly variable routing requirements in DRNs specially the consideration of PU activity [6].

In this paper, we study the post disaster scenario and outline the consequences of disaster occurrence
on existing communication systems, we also identify the key requirements for routing in CR-DRNs
and introduce a survey on the existing CR-based routing protocols and their potentials and limita-
tions in CR-DRNSs from perspective of key routing requirements to determine how satisfactory these
routing protocols are, furthermore, we highlight the challenges and future research directions towards
reliable and efficient routing in CR-DRNs.

2. Existing communication technologies in DRNs

The deployment of advanced and modern reliable telecommunication systems is required for var-
ious usual and unusual application scenarios including extreme emergency networks such as DRNs,
the performance of these technologies is directly proportional to a set of factors including the number
of users and their devices, the type of data to be transmitted over this network, the architecture of
this network, the communication environment conditions and status of the existing communication
systems, the existing traditional communication systems can variably handle the distinct routing
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requirements of disaster area up to different extents that determines whether these technologies can
properly cope with these routing requirements, in this section, we summarize the general capabilities
of the existing communication systems so that we conclude whether or not these technologies are
applicable for DRNs.

Table 1: Advantages and disadvantages of existing communication systems.
Standard dAdvantages Disadvantages
ZigBee [7] | 16 5 MHz communication Powered by limited battery power,

channels operating in the
band of 2.4 GHz, low
power usage, not complex,
deployment costs are low.

short transmission range, in sufficient
data rates, processing power is low,
high interference with IEEE802.11
WLANS, Wi-Fi, Bluetooth and

microwave devices.

minimized interference to
network users who are
out-of-band, high data
rates, simple installation,
less cost.

Bluetooth | Consumes less device Short transmission range, low
8] power. throughput rates, insufficient security,
high interference with IEEE802.11
WLAN.
Broadband Sufficient bandwidth, Acceptable data rates, un-reliable
Access [9] allows high user mobility, infrastructure, high deployment cost.
low latency.
Microwave High data rates, wide communication links may be to
[10] coverage range. precipitated, multi-link interference,
less data rates due to strict security.
WLAN Robust, high speed P-P Slow data rates, high interference, not
[11] and P-multipoint comm., available on industrial wireless LAN

devices, complex designs when
availability and reliability are highly
required.
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WiMAX High throughput ranges, Performance negatively affected with
[12] wide coverage range. increasing distance, high power is
consumed in licensed spectrum,
expensive equipment, frequencies of
higher bands don’t cope with
transmission obstacles, lower
frequency bands are required to be
licensed.
Wi-Fi [12] | Provides convenient access | Insufficient for outdoor connectivity,
to variety of devices, prone to security threats, limited
supports users with high transmission range, subject to wide
mobility, easy variety of interference sources,
configuration, low cost. propagation issues, low transmission
rates.
Cellular Extensive coverage, Range depends on service availability,
Comm. improved QoS, connection establishment causes
[13] continuously growing. transmission delay, call drops
produces large data exchange,
expensive service and subscription.
Powerline High speed, low cost, Harsh medium conditions, topology
[14] minimum latency, determines signal quality, requires
availability more wiring and network devices, low
bandwidth, sensitive to disturbances.
DSL [15] High speed, low cost, less QoS is determined by distance
transmission latency, high between user and next telephone
channel capacity, high exchange, standardization is
throughput, wide coverage, insufficient, new connections require
network availability. high installation costs, maintenance is
regularly required, not feasible in
low-density area due to high
installation costs.
Optical High transmission rates, High cost, interoperability.
Networks sufficient bandwidth,
[16] reliability, wide coverage.
CR- High transmission rates, May be disrupted by PU activity,
WRAN wide coverage, immune to security is not a primary concern,
[17] interference, acceptable network is interoperable.

power levels.
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3. Limitations of Existing communication technologies in DRNs

The deployment of infrastructure networks is considered to be unreliable for disaster management
mainly because after disaster there is a high potential for power outage and wired media dysfunc-
tionality, considering that the communication system infrastructure is not thoroughly dysfunctional,
network traffic problems and network congestion may result in network dysfunctionality and makes
the communication over this network virtually unreliable, attempting to repair the network infras-
tructure could be time wasting, expensive and lead to unnecessary loss of lives and properties.

The arrival of Mobile Ad Hoc networks has partially solved the problem of infrastructure network
insufficiency for DRNs specially the issue of power outage and link failure [18], but this networking
paradigm was not fully functional in DRNs due to the distinct characteristics imposed by post dis-
aster circumstances like rapid deployment, existing network utilization, interoperability with hetero-
geneous technologies, reliability and robustness, self-organization, supporting the emergent services
based on (2G/3G/4G/5G) mobile systems with different technologies and the most important char-
acteristic which is the efficient spectrum utilization, in traditional networks [19], these circumstances
may arise individually and network design is required to consider few of these characteristics, what
makes DRNs different and distinct is that these circumstances arrive all together at the same time,
specifically in the same few hours.

According to the comparison in table (1), we conclude that each of the existing communication tech-
nologies has its strengths and weaknesses based on the area of application, the services it provides
and the constraints upon network deployment, the environmental and operational circumstances
imposed by disaster make a particular technology which is favored in usual conditions unfavored in
post disaster scenario, such as:

1. Traditional communication systems that are based on mobile broadband service providing are
efficient communication systems but their service provision is limited only to licensed users.

2. 2. In uncivilized districts where population is much less than major cities and towns, tradi-
tional communication systems are not feasible, sine the cognitive solutions are beyond licensed
solutions, service providers may replace their cellular communication systems in those areas
with cognitive radio based solutions to save the charges of spectrum licensing and also help in
reducing the problem of spectrum scarcity [20].

3. The layers of emergency networks such as DRNs each has its own functional requirements

such as routing requirements and conditions of the surrounding environment, this renders the
network adaption to a single technology or standard logically impossible. WLAN and other
broadband access standards are capable of providing sufficient transmission and coverage ranges
guaranteeing reliable and high transmission rates and operate on both licensed as well as un-
licensed spectrum bands. However, these standards are able to partially cover the DRN layers
and application areas [12].
In uncivilized districts where population is much less than major cities and towns, traditional
communication systems are not feasible, sine the cognitive solutions are beyond licensed solu-
tions, service providers may replace their cellular communication systems in those areas with
cognitive radio based solutions to save the charges of spectrum licensing and also help in re-
ducing the problem of spectrum scarcity [20].
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4. At disaster time, normally the DRN’s power systems are distributed and hence; these systems

cover large geographical areas, which may be governed by certain strict spectrum rules and
regulations [21].

Powerline communications (PLC) is characterized with its high speed, but its performance is
badly degraded by the disastrous hard and unusual communication environment resulting from
disaster occurrence [14].

Digital subscriber line also supports and is aligned with IEEE 802.22 WRAN and compliant
technologies in many aspects, DSL’s application area covers almost each layer of the DRN
architecture but it supports only licensed users [1].

4. Potentials of CR technology for DRNs

Different from all other technologies, Cognitive Radio technology is able to cope with the above

communication and routing obstacles, this fact is inspired from its definition provided by FCC which
defines CR technology as “A cognitive radio is a radio that can change its transmitter parameters
based on interaction with the environment in which it operates.” , it is marked with its capability to
acquire information by sensing this information from its surrounding radio frequency environment
along with its re-configurability capability where the radio to be dynamically programmed accord-
ing to the radio environment , these two distinguishing capabilities enable CR-based networks like
CR-DRNs to perform better and cope with all the challenges and issues of providing reliable and
efficient routing in DRNs [22].

. In post disaster scenarios, CR can help to sufficiently accumulate and send large amounts of

data keeping the spectrum utilization at maximum levels, the architectures of CR networks may
cover home, neighborhood and wide areas, their intelligent nature with reconfigurability ability
and awareness can help to manage the communication across various disaster area ranges [23].

The utilization of TVWS by CR technology can provide reliable low-latency communication
channels for time constrained communication in disaster area [24], this could also reduce the
congestion in ISM band and provided better data transmissions as compared to unlicensed 2.4
GHz band.

The CR-based networks may reduce power consumption, this result from their ability to sense
the surrounding radio environment and dynamically reconfigure the transmission power levels,
the power consumption of these networks is low at the lower frequencies of the TVWS [25].
this also can reduce the overall cost of network deployment.

The establishment of CR-based communication links in disaster area with devices operated
by IEEE standards such as 802.11 and 802.22 don’t need high budgets and investments in
the licensed spectrum like the investments needed for TEEE 802.22 Wireless regional area
networks WRANSs that support long ranges (up to 100 km), this in turn reduces the number of
base stations required for traditional communication systems, CR. WAN architectures can also
readily support for DRNs reliable data collection.

The ability of CR-~based networks and communication systems fits with almost all DRN network
layers of the DRN architecture and a wide range of network application areas [26,27].
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6. CR can flexibly support DRN service applications regardless of certain spectrum utilization is-
sues and regulations, e.g., by communication over recently sensed spectrum holes, CR networks
are also capable of utilizing and sharing the spectrum portions available in multiple networks
around|21].

7. After the occurrence of disaster, it is possible that PU’s authorized access to network services
is degraded due to the occurrence of disasters or a security breach, DRN’s data is hence
transmitted over CRNs utilizing the spectrum holes known as TV white spaces TVWS.

8. Software defined radios (SDR) can be exploited using PCs or embedded computers and devices
to implement CR communications, these radios can reliably change their routing parameters
in the disaster area through software upgrades.

Conclusion

Conventional telecommunication systems are able to provide a wide range of services to their sub-
scribers in usual circumstances, but the occurrence of disastrous events renders these networks virtu-
ally dysfunctional, this imposes the implementation of intelligent networking and telecommunication
solutions that can adapt its transmission parameters and configurations dynamically in such harsh
and noisy situations, the major issue of such harsh scenarios is the spectrum scarcity problem, the
arrival of CR has made a considerable attempt to resolve the issue of spectrum scarcity through
dynamic spectrum access DSA which efficiently utilizes the available radio frequency spectrum.
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