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PREFACE

USE OF THE TERM CA IN THIS DOCUMENT

This document describes the AICPA/CICA WebTrust for Certification Authorities service 

which has been developed as part of the WebTrust family of services.

Within the electronic commerce (e-commerce) industry, companies whose main business is to 

act as certification authorities, or companies who have established a certification authority 

function to support an e-commerce business activity, are routinely referred to as CAs or as 

performing a CA function.

In Canada (and certain other jurisdictions), public accounting professionals, including the 

practitioner’s who are licensed to perform WebTrust assurance services, carry the title of 

Chartered Accountants, also routinely referred to as CAs or as being a CA.

In order to avoid confusion in this document, the term Practitioner, which is used widely in 

accounting literature, is used to identify a Chartered Accountant or Certified Public Accountant 

(CPA), or the equivalent, who is licensed to perform WebTrust assurance services.

The term CA is never used beyond this preface to refer to a Chartered Accountant,

The term CA is only used to denote a Certification Authority (CA) or to refer to the 

Certification Authority function (CA function).

The term practitioner is used to denote a properly qualified and licensed Certified Public 

Accountant (U.S.) or Chartered Accountant (Cdn.).
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INTRODUCTION

This document provides a framework for licensed WebTrust practitioners to assess the adequacy and 

effectiveness of the controls employed by Certification Authorities (CAs), the importance of which will 

continue to increase as the need for third-party authentication increases to provide assurance with respect 

to e-commerce business activities. As a result of the technical nature of the activities involved in 

securing of e-commerce transactions, this document also provides a brief overview of public key 

infrastructure (PKI) using cryptography, trusted third-party concepts, and their increasing use in e- 

commerce.

Confidentiality, authentication, integrity, and nonrepudiation are the four most important ingredients 

required for trust in e-commerce transactions. The emerging response to these requirements is the 

implementation of PKI technology. PKI utilizes digital certificates and asymmetric cryptography to 

address these requirements.

PKI provides a means for relying parties (meaning, recipients of certificates who act in reliance on those 

certificates and/or digital signatures verified using those certificates) to know that another individual’s or 

entity’s public key actually belongs to that individual/entity. CA organizations and/or CA functions 

acting as trusted third parties have been established to address this need. PKI uses public/private-key 

pairs—two mathematically related keys. One of these keys is typically made public, by posting it in a 

publicly accessible read-only repository for example, while the other remains private. Public-key 

cryptography works in such a way that a message encrypted with the public key can only be decrypted 

with the private key, and conversely a message signed with a private key can be verified with the public 

key. This technology can be used in different ways to provide confidentiality, authentication, integrity, 

and nonrepudiation.

Cryptography is critical to establishing secure e-commerce. However, it has to be coupled with other 

secure protocols in order to provide a comprehensive security solution. Several cryptographic protocols 

require an independent trusted third party (the CA) to authenticate the transaction. CAs have assumed an 

increasingly important role in secure e-commerce. Although there is a large body of existing national, 

international, and proprietary standards and guidelines for the use of cryptography, the management of 

digital certificates, and the policies and practices of CAs, these standards have not been applied 

uniformly.
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To increase consumer confidence in the Internet as a vehicle for conducting e-commerce and to increase 

consumer confidence in the application of PKI technology, the public accounting profession has 

developed and is promoting a set of principles and criteria for CAs, referred to as the AICPA/CICA 

WebTrust Principles and Criteria for Certification Authorities. Public accounting firms and 

practitioners, who are specifically licensed by the AICPA/CICA can provide assurance services to 

evaluate and test whether the services provided by a particular Certification Authority meet these 

principles and criteria. The posting of the AICPA/CICA WebTrust  for Certification Authorities seal of 

assurance is a symbolic representation of a practitioner’s unqualified report. Similar to the WebTrust 

seal for business-to-consumer e-commerce, it also indicates that the Certification Authority’s customers 

(subscribers and relying parties) can click on the seal to see the practitioner’s report This seal would be 

displayed on the CA’s Web site together with links to the practitioner’s report and other relevant 

information.

This is an initial version of the AICPA/CICA WebTrust Principles and Criteria for Certification 

Authorities. It is intended to address user (meaning, subscriber and relying party) needs and concerns 

and is designed to benefit users and providers of CA e-commerce assurance services by providing a 

common body of knowledge that is communicated to such parties. We anticipate that future revisions 

will be needed to update these criteria and related materials as the available technology and common 

business practices evolve. Your input is not only welcome, it is essential to help ensure that these 

principles and their supporting criteria are kept up-to-date and remain responsive to marketplace needs.

The AICPA/CICA WebTrust Principles and Criteria for Certification Authorities are consistent with 

standards being developed by the American National Standards Institute (ANSI) and the Internet 

Engineering Task Force (IETF).1

1 The ANSI X9F5 Digital Signature and Certificate Policy working group is developing the X9.79 PKI Practices 

and Policy Framework (X9.79) standard for the financial services community. This standard includes detailed 

Certification Authority Control Objectives against which Certification Authorities may be evaluated. An 

International Organization for Standardization (ISO) working group has been formed to standardize X9.79 based on 

international requirements in a new international standard. In addition, the American Bar Association’s Information 

Security Committee (ABA-ISC) is developing the PKI Assessment Guidelines (PAG) which address the legal and 

technical requirements for Certification Authorities. The PAG makes reference to the Certification Authority 

Control Objectives that are detailed in the draft X9.79 standard and reflected in the WebTrust Principles and 
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OVERVIEW

What is Electronic Commerce (e-commerce)?

E-commerce involves individuals and organizations engaging in a variety of electronic business 

transactions, without paper documents, using computer and telecommunication networks. These 

networks can be either private or public, or a combination of the two. Traditionally, the definition of e- 

commerce has been focused on Electronic Data Interchange (EDI) as the primary means of conducting 

business electronically between entities having a pre-established contractual relationship. Commerce has 

also been conducted electronically for years in the form of credit card transactions authorized at the point 

of sale, debit card transactions, and cash advances from automatic teller machines. More recently, 

however, with the development of the browser and HTML, the definition of e-commerce has broadened 

to encompass business conducted over the Internet between entities generally not previously known to 

each other. This is attributable to the Web’s surge in popularity and the acceptance of the Internet as a 

viable transport mechanism for business information. The use of a public network-based infrastructure 

such as the Internet can reduce costs and “level the playing field” for small and large businesses. This 

allows companies of all sizes to extend their reach to a broader customer base.

What is a Public Key Infrastructure?

With the expansion of e-commerce, PKI technology is growing in importance and will probably be the 

most critical enterprise security investment a company will make in the next several years. PKI enables 

parties to an e-commerce transaction to identify one another by providing authentication with digital 

certificates, and allows reliable business communications by providing confidentiality through the use of 

encryption, and authentication, data integrity, and nonrepudiation through the use of digital signatures.

PKI uses public/private-key pairs-two mathematically related keys. Typically, one of these keys is made 

public, by posting it on the Internet for example, while the other remains private. Public-key 

cryptography works in such a way that a message encrypted with the public key can only be decrypted 

with the private key, and, conversely, a message signed with a private key can be verified with the public 

WebTrust for Certification Authorities © 2000 AICPA / CICA Version 1.0
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key. This technology can be used in different ways to provide the four ingredients required for trust in e- 

commerce transactions, namely: confidentiality, authentication, integrity, and nonrepudiation.

Using PKI, a subscriber (meaning, an end entity (or individual) whose public key is certified in a 

certificate) has an asymmetric cryptographic key pair (meaning, a public key and a private key). The 

subscriber’s private key must be kept secret, whereas the public key may be made widely available. 

Using public key cryptography, the subscriber could send a message signed with his or her private key. 

The signature can be validated by the message recipient using the subscriber’s public key. The 

subscriber could also encrypt a message using the recipient’s public key. The message can be decrypted 

only with the recipient’s private key.

A subscriber first obtains a public/private key pair (generated by the subscriber or for the subscriber as a 

service). The subscriber then goes through a registration process by submitting their public key to a 

Certification Authority or a Registration Authority (RA), which acts as an agent for the CA. The CA or 

RA verifies the identity of the subscriber in accordance with the CA’s established business practices (that 

may be contained in a Certification Practice Statement), and then issues a digital certificate. The 

certificate includes the subscriber's public key and identity information, and is digitally signed by the 

CA, which binds the subscriber's identity to that public key. The CA also manages the subscriber's 

digital certificate through the certificate life cycle (meaning, from registration through expiration).

The following diagram illustrates the relationship between a subscriber’s public and private keys, and 

how they are used to secure messages sent to a relying party.

Public
key key

Private

Can only be Message
opened with encrypted
private key with public

key

A transaction submitted by a customer to an online merchant via the Internet can be encrypted with the 

merchant’s public key and therefore can only be decrypted by that merchant using the merchant’s private 
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key—ensuring a high level of confidentiality. Confidentiality can also be achieved through the use of 

Secure Socket Layer (SSL), Secure/Multipurpose Internet Mail Extensions (S/MIME), and other 

protocols, such as Secure Electronic Transaction (SET).

What is a Digital Signature?

Digital signatures can be used to provide authentication, integrity, and nonrepudiation. Generally 

speaking, if a customer sends a digitally signed message to a merchant, the customer’s private key is 

used to generate the digital signature and the customer’s public key can be used by the merchant to verify 

the signature. The mathematical processes employed are somewhat different depending on the kind of 

asymmetric cryptographic algorithm employed. For example, the processes are slightly different for 

reversible algorithms such as Rivest Shamir Adleman (RSA) and irreversible algorithms such the Digital 

Signature Algorithm (DSA).

The following example illustrates the digital signature generation and verification process for a 

reversible asymmetric cryptographic algorithm (such as RSA). Suppose a customer wants to send a 

digitally signed message to a merchant. The customer runs the message through a hash function 

(meaning, a mathematical function that converts a message into a fixed length block of data, the hash). 

The customer then encrypts the hash with the customer’s private key to create the digital signature which 

is appended to the message. A header is also appended to the message, indicating the merchant’s email 

address, the sender’s email address, and other information such as the time the message is sent. The 

message header, the message itself, and the digital signature are then sent to the merchant. The customer 

can optionally send his/her public key certificate to the merchant in the message itself.

The following diagram illustrates the process of using a subscriber’s signing key pair to ensure the 

integrity and authenticity of a message sent by the customer (subscriber) to a merchant.

Header 
+ 

----  Message 

Merchant

Public 
Decrypts hash with key 
public key, re-creates 
hash and compares to 
validate digital signature

Digital Signature
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To determine whether the message came from the customer (meaning, authentication) and to determine 

whether the message has not been modified (meaning, integrity), the merchant validates the digital 

signature. To do so, the merchant must obtain the customer’s public key certificate. If the customer did 

not send his or her public key certificate as part of the message, the merchant would typically obtain the 

customer’s public key certificate from an online repository (maintained by the CA or another party 

acting as the agent of the CA). The merchant then validates that the customer’s public key was signed by 

a recognized Certification Authority to ensure that the public key actually belongs to the customer. Next, 

the merchant decrypts the encrypted hash (meaning, the digital signature) using the customer’s public 

key to reveal the hash. The merchant then runs the message through the same hash function to recreate 

the hash. To verify the digital signature, the merchant compares these two hashes. If they match, then 

the digital signature validates and the merchant knows that the message came from the customer and it 

was not modified in transit. If the hashes do not match, then the merchant knows that the message was 

either modified in transit or the message was not signed with the customer’s private key. As a result, the 

merchant cannot rely on the digital signature.

Digital signatures can similarly be used to provide nonrepudiation (meaning, both authentication and 

integrity that is provable to a third party, resulting in the fact that the signer cannot deny having signed 

the message). For example, an online brokerage customer who purchases one thousand shares of stock 

using a digitally signed order via the Internet cannot later deny (meaning, repudiate) having authorized 

the purchase.

What are the Differences Between Encryption Key Pairs and Signing Key Pairs?

Nonrepudiation requires that the private key used to create a digital signature (meaning, the signing 

private key) be generated and stored securely under the sole control of the user. Except for CA business 

continuity purposes (as described in the next paragraph), there are generally no technical or business 

reasons to back up a signing private key. In the event a user forgets his or her password or loses, breaks, 

or destroys his/her signing private key, it is acceptable to generate a new signing key pair for use from 

that point forward with minimal impact to the subscriber. Previously signed documents can still be 

verified with the user’s old signature verification public key. Documents subsequently signed with the 

user’s new signing private key must be verified with the user’s new signature verification public key.

Extra care is required to secure the Certification Authority’s signing private key, which is used for 

signing user certificates. The trustworthiness of all certificates issued by a CA depends upon the CA’s 
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protecting its private signing key. As referred to above, CAs often securely back up their private signing 

key(s) for business continuity purposes to allow the CA to continue to operate in the event that the CA’s 

private signing key is accidentally destroyed (but not compromised) as a result of hardware failure, for 

example.

On the other hand, it is often desirable that a key pair used for encryption and decryption be securely 

backed up to ensure that encrypted data can be recovered when a user forgets his or her password or 

otherwise loses access to his or her decryption key. As a result, a PKI typically requires two key pairs 

for each user: one key pair for encryption and decryption and a second key pair for signing and signature 

verification.

What is a Certification Authority?

In order for these technologies to enable parties to securely conduct e-commerce, one important question 

must be answered. How will we know in the digital world that an individual’s public key actually 

belongs to that individual? A digital certificate, which is an electronic document containing information 

about an individual and their public key, is the answer. This document is digitally signed by a trusted 

third party organization referred to as a Certification Authority (CA) and the basic premise is that the CA 

is vouching for the link between an individual and their public key. The Certification Authority provides 

a level of assurance that the public key contained in the certificate does indeed belong to the entity 

named in the certificate. The digital signature placed on the public key certificate by the CA provides 

the cryptographic binding between the entity’s public key, the entity’s name, and other information in the 

certificate, such as a validity date. For a relying party to determine whether the certificate was issued by 

a legitimate CA, the relying party must verify the issuing CA’s signature on the certificate. The public 

keys of many common Root CAs (as later defined) are pre-loaded into standard Web browser software 

(for example, Netscape Navigator or Microsoft Internet Explorer). This allows the relying party to verify 

the issuing CA’s signature using the CA’s public key to determine whether the certificate was issued by a 

trusted CA and to determine that the public key contained in the certificate has not been tampered with.

The purpose of a CA is to manage the certificate life cycle, which includes generation and issuance, 

distribution, renewal and rekey, revocation, and suspension of certificates. The CA frequently delegates 

the initial registration of subscribers to Registration Authorities (RAs) which act as agents for the CA. In 

some cases, the CA may perform registration functions. The CA is also responsible for providing 

certificate status information though the issuance of Certificate Revocation Lists and/or the maintenance 
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of an online status checking mechanism. Typically, the CA posts the certificates that it has issued to a 

repository (such as an online directory) which is accessible to relying parties.

What is a Registration Authority?

A Registration Authority (RA) is an entity that is responsible for the identification and authentication of 

subscribers, but does not sign or issue certificates. In some cases, the CA performs the subscriber 

registration function internally. In other cases, the CA might delegate the RA function to external 

registration authorities (sometimes referred to as Local Registration Authorities or LRAs) that may or 

may not be part of the same legal entity as the CA. These external registration authorities are required to 

comply with the relevant provisions of the CA’s business practices disclosures, often documented in a 

Certification Practice Statement and applicable Certificate Policy(s). In performing a WebTrust for 

Certification Authorities engagement, the practitioner must consider how the CA handles the RA 

function and whether the RA function is within the scope of the examination. For example, a CA that 

provides CA services to several banks, might delegate the subscriber registration function to RAs that are 

specifically designated functional groups within each bank. The functions performed by these specific 

groups would typically be outside the scope of the WebTrust for Certification Authorities examination 

performed for the CA. In this case (in which a direct report is issued), the practitioner should disclose in 

the WebTrust for Certification Authorities examination report those aspects of the registration process 

that are handled by the CA and should examine the CA’s controls over those aspects. In this same 

scenario (in which an attest report is issued), the practitioner should examine the same CA controls; 

however, the practitioner should disclose in the WebTrust for Certification Authorities examination 

report those aspects of the registration process that are not handled by the CA.

The initial registration process for a subscriber is as follows, though the steps may vary from CA to CA. 

The subscriber first generates his or her own public/private key pair. (In some implementations, a CA 

may generate the subscriber’s key pair and securely deliver it to the subscriber.) Then the subscriber 

produces proof of identity in accordance with the CA’s requirements and demonstrates that he or she 

holds the private key corresponding to the public key (without disclosing the private key). Once the 

association between a person and a public key is verified, the CA issues a certificate. The CA digitally 

signs each certificate that it issues with its private key to provide the means for establishing 

authentication and integrity.
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The CA then notifies the subscriber of certificate issuance and gives the subscriber an opportunity to 

review the contents of the certificate before it is made public. Assuming the subscriber approves the 

accuracy of the certificate, the subscriber will publish the certificate and/or have the CA publish it and 

make it available to other users. A repository is an electronic certificate database that is available on

line. The repository may be maintained by the CA or a third party contracted for that purpose. 

Subscribers may obtain certificates of other subscribers and certificate status information from the 

repository. For example, if a subscriber’s certificate was revoked as a result of the suspected 

compromise of the subscriber’s private key, the repository would indicate that the subscriber’s certificate 

has been revoked and should not be relied upon. The ability to update the repository is typically retained 

by the CA. Subscribers and other relying parties would have read only access to the repository.

The following diagram illustrates the relationship between the subscriber and the RA and CA functions.

Registration function 
(performed by CA 
or separate RA)

What are a Certification Practice Statement and a Certificate Policy?

A Certification Practice Statement (CPS) is a statement of the practices which a Certification Authority 

employs in issuing and managing certificates. A Certificate Policy (CP) is a named set of rules that 

indicates the applicability of a certificate to a particular community and/or class of application with 

common security requirements. For example, a particular Certificate Policy might indicate the 

applicability of a type of certificate to the authentication of electronic data interchange transactions for 

the trading of goods within a given price range.
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What is the Difference Between Licensed and Nonlicensed CAs?

Many countries, states, and other governmental jurisdictions have enacted or are developing digital 

signature laws. In those jurisdictions that have digital signature laws and provide for CA licensing, 

certificates issued by licensed Certification Authorities typically have a higher level of legal recognition 

than those issued by nonlicensed CAs. For a number of jurisdictions, the use of certificates issued by 

licensed CAs are provided specific recognition in those jurisdictions’ digital signature laws. In the 

United States, for example, several state digital signature laws require that audits of Certification 

Authorities be performed as a requirement for licensing. One of the purposes of this document is to 

provide standards that would meet the requirements of various governmental jurisdictions and the 

marketplace.

What Is Cross-Certification and Why Does a CA Have to be a Trusted Third Party?

CAs may be linked using two basic architectures or a hybrid of the two: (1) hierarchical and (2) cross

certified (shared trust). In a hierarchical model, the secured central CA is deployed and subordinate CAs 

may be set up for various business units. The Root CA validates the subordinate CAs, which in turn issue 

certificates to the users. Such a Root CA typically has more stringent security requirements than a 

subordinate CA. Although it is difficult for an attacker to access the Root CA, one drawback to this 

model is that the Root CA represents a single point of failure. In the hierarchical model, the Root CA 

maintains the established “community of trust” by ensuring that each entity in the hierarchy conforms to 

a minimum set of practices. Adherence to the established policies may be tested through audits of the 

subordinate CAs and, in a number of cases, the Registration Authorities.

The following diagram illustrates the structure and relationships between certification authorities and 

subscribers operating in a hierarchical model.
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In an alternative model, cross-certified CAs are built on a “peer-to-peer” model. Rather than deploying a 

common Root CA, the cross-certification model shares trust among CAs known to one another. Cross

certification is a process in which two CAs certify the trustworthiness of the other’s certificates. If two 

CAs, CA1 and CA2, cross-certify, CA1 creates and digitally signs a certificate containing the public key 

of CA2 (and vice versa). Consequently, users in either CA domain are assured that each CA trusts the 

other and therefore subscribers in each domain can trust each other. Cross-certified CAs are not subject 

to the single point of failure in the hierarchical model. However, the network is only as strong as the 

weakest CA, and requires continual policing. In the cross-certified model, to establish and maintain a 

community of trust, audits may be performed to ensure that each cross-certified CA conforms to a 

minimum set of practices as agreed upon by the members of the community of trust.

The following diagram illustrates the structure and relationships between certification authorities and 

subscribers operating in a cross-certified (shared trust) model.

In a hybrid model, both a hierarchical structure and cross-certification are employed. For example, two 

existing hierarchical communities of trust may want to cross-certify each other, such that members of 

each community can rely upon the certificates issued by the other to conduct e-commerce.

What Are Some of the Business Issues Associated with CAs?

Unless they are subject to governmental licensing and regulation, CAs may use different standards or 

procedures to verify the identity of persons to whom they issue certificates. Thus a digital signature is 

only as reliable as the CA is trustworthy in performing its functions. Consequently, a relying party needs 

some way to gauge how much reliance it should place on a digital signature supported by a certificate 

issued by a particular CA.

CA topology (for example, a hierarchical, cross-certified, or a hybrid model) is a developing issue. 

Which model is most appropriate depends on the particular business circumstances. Although it is 

important that public keys be certified, the issuance of nonstandard certificates can be a concern. For 
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example, if the broadly recognized International Telecommunications Union-Telecommunication 

Standardization Sector’s (ITU-T) X.509 data format standard2 is not used, subscribers and relying parties 

may be unable to process such certificates. Implementing the cross-certified CA model (discussed 

above) would also be very difficult.

2 ITU-T Recommendation X.509 (1997) was also standardized by ISO as ISO/IEC 9594-8.

THE WEBTRUST FOR CERTIFICATION AUTHORITIES SEAL OF ASSURANCE

The Web has captured the attention of businesses and consumers, causing the number and kinds of 

electronic transactions to grow rapidly. Nevertheless, many believe that e-commerce will not reach its 

full potential until customers perceive that the risks of doing business electronically have been reduced to 

an acceptable level. Customers may have legitimate concerns about confidentiality, authentication, 

integrity, and nonrepudiation. In e-commerce, participants need the assurance of an objective third party. 

This assurance can be provided by an independent and objective practitioner and demonstrated through 

the display of a secured WebTrust for Certification Authorities seal on the CA’s Web site.

The WebTrust for Certification Authorities seal of assurance symbolizes to potential relying parties that a 

qualified practitioner has evaluated the CA’s business practices and controls to determine whether they 

are in conformity with the AICPA/C1CA WebTrust Principles and Criteria for Certification Authorities, 

and has issued a report with an unqualified opinion indicating that such principles are being followed in 

conformity with the WebTrust for Certification Authorities Criteria. See Appendix A, “Illustrative 

Examples of Practitioner Reports." These principles and criteria reflect fundamental standards for the 

operation of a Certification Authority organization or function.

Practitioners as Assurance Professionals

Practitioners are in the business of providing assurance services, the most publicly recognized of which 

is the audit of financial statements. An audit opinion signed by a qualified practitioner is valued because 

these professionals are experienced in assurance matters and financial accounting subject matter and are 

recognized for their independence, integrity, discretion, and objectivity. Practitioners also follow 

comprehensive ethics rules and professional standards in providing their services. Financial statement 

assurance is only one of the many kinds of assurance services that can be provided by a practitioner. 

Practitioners also provide assurance about controls and compliance with specified criteria.
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Practitioners started providing Internet focused assurance services in 1998. The first service was 

WebTrust for Business-to-Consumer Electronic Commerce. Under this service, practitioners provide 

assurance services to evaluate and test whether a particular Web site meets the WebTrust Principles and 

Criteria for Business-to-Consumer Electronic Commerce) for business and information privacy 

practices, transaction integrity, and information protection.

In general, the business and professional experience, subject matter expertise (e-commerce information 

systems security, auditability, and control) and professional characteristics (independence, integrity, 

discretion, and objectivity) needed for such projects are the same key elements that enable a practitioner 

to comprehensively and objectively assess the risks, controls, and business disclosures associated with e- 

commerce.

Obtaining and Keeping the WebTrust for Certification Authorities Seal of Assurance

The Assurance Process

The CA’s management will make assertions along the following lines:

Management has assessed the controls over its CA operations. Based on that assessment, in 
Management’s opinion, ABC-CA has performed the following for its Certification Authority (CA) 
operations at LOCATION during the period from January 1, 2000 through June 30, 2000, in conformity 
with the AICPA/CICA WebTrust  for Certification Authorities Criteria:

• Disclosed its key and certificate life cycle management business and information privacy 
practices and provided its services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of keys and 
certificates it manages is established and protected throughout their life cycles

• Maintained effective controls to provide reasonable assurance that—

Subscriber and relying party information is properly authenticated, restricted to 
authorized individuals, and protected from uses not related to the CA’s business 

The continuity of key and certificate life cycle management operations is maintained 

CA systems development, maintenance, and operation are properly authorized and 
performed to maintain CA systems integrity

For an initial representation, the historical period covered should be at least two months or more as 

determined by the practitioner. (For established CAs and CA functions, two months may be quite 

sufficient, while for new CAs and CA functions, the practitioner may believe that a longer initial period 

would be more appropriate). For subsequent representations, the period covered should begin with the 

end of the prior period to provide continuous representation with reports issued at least every twelve 
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months. (In some situations, the practitioner may believe a shorter subsequent period would be more 

appropriate given the business needs or expectations of relying parties.)

In order to have a basis for such assertions, the CA’s management should have made a risk assessment 

and implemented appropriate controls for its CA operations. The WebTrust for Certification Authorities 

Criteria and illustrative controls provide a basis for a risk assessment and a minimum set of CA controls.
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An independent, objective, and knowledgeable practitioner will perform tests of these representations 

under AICPA or CICA professional standards3 and provide a professional opinion, which adds to the 

credibility of management’s representations.

3 These services are performed in the United States under the AICPA’s Statement on Standards for Attestation 
Engagements (SSAE) No 1, Attestation Standards (AICPA, Professional Standards, vol. 1, AU sec. 100) or in 
Canada under the CICA’s Standards for Assurance Engagements (also known as CICA Handbook, Section 5025). 
Practitioners will need the appropriate skills and experience, training in the Certification Authority Trust service 
offering, and a WebTrust business license from the AICPA, CICA, or other authorized national accounting institute 
in order to provide the Certification Authority Trust services to their clients. The practitioner needs to perform an 
“examination” (audit) level engagement in order to award the Certification Authority Trust seal. A review level

Comparison of a WebTrust for Certification Authorities Examination with Service Auditor Reports

Professional standards currently exist for auditors to report on controls of third-party service providers (a 

service auditor’s engagement). Guidance for these engagements is set out in the AICPA’s Statement on 

Auditing Standards (SAS) No. 70, Service Organizations (AICPA, Professional Standards, vol. 1, AU 

sec. 324), and the CICA Handbook—Assurance Section 5900, “Opinions on Control Procedures at a 

Service Organization.” A WebTrust for Certification Authorities engagement differs from a service 

auditor’s engagement in a number of ways including the following:

Purpose- WebTrust for Certification Authorities provides a new framework for reporting activities of 

certification authorities through auditor communication to interested parties including business 

partners and existing or potential customers. SAS No. 70 and Section 5900 (Service auditor reports) 

were designed for auditor-to-auditor communication to assist the user auditor in reporting on the 

financial statements of a customer of the service organization.

Target of evaluation-WebTrust for Certification Authorities was designed specifically for the 

examinations of certification authority business activities. Service auditor reports were designed for 

service organizations in general.

Type of engagement-WebTrust for Certification Authorities requires reporting on compliance with 

the AICPA/CICA WebTrust Principles and Criteria for Certification Authorities. Service auditor 

reports were designed for reporting on the design and existence of controls and the effective 

operation of those controls when the report covers a period of time.

Examination standards-WebTrust for Certification Authorities follows the Statements on 

Standards for Attestation Engagements (U.S.) and Standards for Assurance Engagements (Cdn.)
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Service auditor reports follow generally accepted auditing standards.

Coverage of activities-WebTrust for Certification Authorities requires coverage of specific areas 

defined by the AICPA/CICA WebTrust Principles and Criteria for Certification Authorities, 

including CA business practices disclosure, service integrity (including key and certificate life cycle 

management activities), and CA environmental controls. Service auditor reports were designed for 

reporting upon controls related to financial information

Linkage to authoritative standards-WebTrust for Certification Authorities provides uniform 

standards derived from the draft ANSI X9.79 standard, (which is intended to be submitted to ISO for 

international standardization). Standards underlying service auditor reports do not specify the 

control objectives that must be covered by the report.

Period of coverage of review-WebTrust for Certification Authorities requires continuous coverage 

from the point of initial qualification. Qualification after compliance can be tested over a minimum 

two-month period, with updates over a specified period (currently one-year maximum). Service 

auditor reports cover a period of time specified by the service organization, but do not require 

continuous coverage.

In addition, this approach maintains consistency in the professional standards used for the WebTrust 

family of reports. WebTrust for Business-to-Consumer Electronic Commerce, WebTrust for Certification 

Authorities, WebTrust-ISP and WebTrust Third Party Service Provider (TPSP) reporting all use CICA 

Section 5025 and AICPA AT Section 100 as reporting standards.

A table highlighting the differences between a WebTrust for Certification Authorities engagement and 

SAS NO. 70 and Section 5900 engagements is provided in Appendix E, “Comparison of CICA Section 

5900, AICPA SAS No. 70, and AICPA/CICA WebTrust for Certification Authorities Reports Covering 

the Business Activities of Certification Authority Organizations,” of this document.

Obtaining the WebTrust for Certification Authorities Seal

To obtain the WebTrust for Certification Authorities seal of assurance, the CA must meet all the 

applicable WebTrust for Certification Authorities Principles as measured by the WebTrust for 

Certification Authorities Criteria associated with each of these principles. In addition, the entity must (1) 

engage a practitioner, who has a WebTrust Business license from the AICPA, CICA, or other authorized 

engagement is not sufficient.
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national accounting institute, to provide the WebTrust for Certification Authorities services, and (2) 

obtain an unqualified report from such practitioner.

Keeping the WebTrust for Certification Authorities Seal

Once the WebTrust for Certification Authorities seal is obtained, the CA will be able to continue 

displaying it on its Web site provided:

1. Its assurance practitioner updates his or her assurance examination of the assertion as described 

below. The interval between such updates will depend on matters such as the following:

• The nature and complexity of the CA’s operations

• The frequency of significant changes to the CA’s operations

• The relative effectiveness of the entity’s monitoring and change management controls for 

ensuring continued conformity with the applicable WebTrust for Certification Authorities 

Criteria as such changes are made

• The practitioner’s professional judgment

An update may be required more frequently for a CA whose operation is expanding, changing 

extensively and rapidly, or which is issuing high assurance certificates that are used for very 

sensitive transmissions or high-value transactions, as compared to a CA that issues few certificates 

and has a relatively stable operation. In no event should the interval between updates exceed twelve 

months and this interval often may be shorter. (For example, in the situation of a start-up CA or CA 

function, it may be more appropriate that the initial examination period be established at three 

months, with the next review being performed six months after the WebTrust for Certification 

Authorities seal is awarded, thereafter moving to a twelve-month review cycle.)

2. During the period between updates, the CA undertakes to inform the practitioner of any significant 

changes in its business policies, practices, processes, and controls particularly if such changes might 

affect the CA’s ability to continue meeting the WebTrust Principles and Criteria for Certification 

Authorities, or the manner in which they are met. Such changes may trigger the need for an 

assurance update or, in some cases, removal of the seal until an update examination by the 

practitioner can be made. If the practitioner becomes aware of such a change in circumstances, he or 

she would determine whether the seal would need to be removed until an update examination was 

completed and the updated auditor’s report is issued.
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The Seal Management Process

NOTE: At the time of publication of this Exposure Draft of the WebTrust Principles and Criteria for 

Certification Authorities, the seal management process for the WebTrust program is under review by the 

AICPA/CICA. Should the process and arrangements be changed, it will be applied to the WebTrust for 

Certification Authorities as well.

The WebTrust for Certification Authorities seal of assurance will be managed using an independent 

trusted third-party service organization (the seal manager) along the following lines:

• The CA will need to apply for and receive a special Class 3 Certificate (the WebTrust for 

Certification Authorities digital certificate) from the seal manager.

• If the Certification Authority receives an unqualified report, the practitioner will notify the seal 

manager that the seal can be displayed on the Web site of the Certification Authority with a 

particular digital identification and will provide an expiration date.

• The practitioner or seal manager also will provide an applet to the CA, which instructs a Web 

page to communicate with the seal manager and, if authorized, display the seal and related hot 

links to the practitioner’s report and other relevant information. The seal manager _will also 

provide a special WebTrust for Certification Authorities digital certificate to the CA.

• If, for an appropriate reason, the practitioner determines that the seal should be removed from 

the CA’s Web site, they will notify the CA and request that the seal and the related practitioner’s 

report be removed from the Web site. The practitioner also will send a seal display authorization 

removal notification to the seal manager. This will electronically revoke the seal and prevent it 

from being displayed by the CA.

• Unless an update notification is received, (1) the authorization to display the seal will expire, (2) 

the Web site will be requested to remove the seal and the practitioner’s report and (3) the seal 

manager will remove the CA’s seal display authorization as of the expiration date.

WebTrust for Certification Authorities Seal Authentication

To verify whether the seal displayed on a CA’s Web site is authentic, the customer can click on the seal 

and a graphic display, which looks like a certificate, will appear. This display will provide the customer 

with directions on how to view the special WebTrust for Certification Authorities digital certificate 

issued by the seal manager using the browser. This digital certificate provides the customer with 
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evidence that the WebTrust for Certification Authorities seal is valid. The digital certificate will indicate 

(1) that it was issued by the seal manager, (2) that it was issued as a result of a WebTrust for 

Certification Authorities examination, (3) who it was issued to, and (4) where the company awarded the 

seal is located. Without this digital certificate, the WebTrust for Certification Authorities seal should not 

be considered valid.

The Year 2000 Risk

The Year 2000 issue has attracted much publicity, and all entities should be aware of it. The issue has 

arisen because many computerized systems use two digits rather than four to identify a year. Date

sensitive systems may recognize the year 2000 as 1900 or some other date, resulting in errors when 

information using year 2000 dates is processed. Although January 1, 2000 has now passed, it is not 

possible to conclude that all aspects of the Year 2000 Issue that may affect the entity, including those 

related to customers, suppliers or other third parties, have been fully resolved. It is important to 

recognize that it is not and will not be possible for any Certification Authority to represent that it has 

achieved complete Year 2000 compliance and guarantee its remediation. The problem is simply too 

complex for such a claim to have legitimacy. The nature and complexity of the issue means that efforts 

to deal with Year 2000 problems are effectively risk mitigation. Accordingly, no assurance regarding 

Year 2000 compliance is provided as part of the WebTrust for Certification Authorities service.
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WEBTRUST PRINCIPLES AND CRITERIA FOR CERTIFICATION AUTHORITIES

In order to be understandable to the ultimate users-the subscriber and relying party, the principles set out 

in the following sections have been developed with the relying party in mind, and, as a result, are 

intended to be practical and nontechnical in nature.

WebTrust for Certification Authorities Principles

CA Business Practices Disclosure

The Certification Authority discloses its key and certificate life cycle management 

business and information privacy practices and provides its services in accordance with 

its disclosed practices.  

The Certification Authority must disclose its key and certificate life cycle management business and 

information privacy practices. Information regarding the CA’s business practices should be made 

available to all subscribers and all potential relying parties, typically by posting on its Web site. Such 

disclosure may be contained in a Certificate Policy (CP) and/or Certification Practice Statement (CPS), 

or other informative materials that are available to users (subscribers and relying parties).

Service Integrity

The Certification Authority maintains effective controls to provide reasonable assurance 

that the integrity of keys and certificates it manages is established and protected 

throughout their life cycles.

Effective key management controls and practices are essential to the trustworthiness of the public key 

infrastructure. Cryptographic key management controls and practices cover CA key generation, CA key 

storage, backup and recovery, CA public key distribution, CA key escrow (optional), CA key usage, CA 

key destruction, CA key archival, the management of CA cryptographic hardware through its life cycle, 

and CA-provided subscriber key management services (optional). Strong key life cycle management 

controls are vital to guard against key compromise which can damage the integrity of the public key 

infrastructure.
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The certificate lifecycle is at the core of the services provided by the CA. The CA establishes its 

standards and practices by which it will deliver services in its published CPS and Certificate Policy(s). 

The certificate lifecycle includes the following:

• Registration (meaning, the identification and authentication process related to binding the individual 

subscriber to the certificate)

• The renewal of certificates (optional)

• The rekey of certificates

• The revocation of certificates

• The suspension of certificates (optional)

• The timely publication of certificate status information (Certificate Revocation Lists)

• The management of smart cards through their life cycle (optional)

Strong controls are essential to ensure that the registration process is operating effectively, as poor 

identification and authentication controls jeopardize the ability of subscribers and relying parties to rely 

on the certificates issued by the CA. Effective revocation procedures and timely publication of 

certificate status information are also critical elements, as it is critical for subscribers and relying parties 

to know when they are unable to rely on certificates that have been issued by the CA.

CA Environmental Controls

The Certification Authority maintains effective controls to provide reasonable assurance 

that—      

• Subscriber and relying party information is properly authenticated, restricted to 

authorized individuals, and protected from uses not related io the CA’s business.
 
 

• The continuity of key and certificate life cycle management operations is 

maintained.  

• CA systems development, maintenance, and operation are properly authorized and 

performed to maintain CA systems integrity.  
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The establishment and maintenance of a trustworthy CA environment is essential to the reliability of the 

CA’s business processes. Without strong CA environmental controls, strong key and certificate life 

cycle management controls are severely diminished in value. CA environmental controls include CPS 

and CP management, security policy management, security management, asset classification and 

management, personnel security, physical and environmental security of the CA facility, operations 

management, system access management, systems development and maintenance, business continuity 

management, monitoring and compliance, and event journaling.

WebTrust for Certification Authorities Criteria

In order to provide more specific guidance on meeting the WebTrust for Certification Authorities 

Principles, the WebTrust for Certification Authorities Criteria have been developed. These provide a 

basis against which a CA can make a self-assessment of its conformity with the criteria and provide a 

consistent set of measurement criteria for practitioners to use in testing and evaluating CA practices.

The WebTrust for Certification Authorities Criteria are presented under three principles-CA Business 

Practices Disclosure, Service Integrity including key and certificate life cycle management controls, and 

CA Environmental Controls. Within each principle, there is a series of criteria which the CA’s 

management asserts that it has achieved. Depending on the scope of services provided by the CA, a 

number of the criteria may not be applicable. Those criteria that are considered optional, depending 

upon whether the CA provides the related services are: - key escrow, certificate renewal, certificate 

suspension, the use of smart cards, and the provision of subscriber key management services. If any of 

these services are provided by the CA, then the criteria are applicable and must be tested by the 

practitioner. If any of these services are not provided by the CA, then the criteria are not applicable and 

no modification of the standard report is necessary. In some situations, some RA services may be 

outsourced to another party that is not controlled by the CA, and therefore the activities of which are not 

included in the examination of the CA. In these circumstances, the standard report (United States only) 

should be modified to specify the exclusion of the specific RA activities from the scope of the 

examination as shown in Appendix A, Illustration No. 2. This may be accomplished by reference to the 

CA’s business practice disclosures in which the CA specifies which RA activities it does not control. In 

all instances, some RA activities will be performed by the CA and should be tested by the practitioner for 

compliance with the controls disclosed in Principle 1 and the criteria specified in Principle 2.
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In performing, a WebTrust for Certification Authorities engagement, the practitioner must gain an 

understanding of the CA’s business model and services provided to determine which control criteria may 

not be applicable. For each of the disclosure and control criteria, there is a detailed list of illustrative 

disclosures and control procedures that might be followed by the CA to meet the related criteria. The 

illustrative disclosure and controls do not necessarily need to be in place in order for a criteria to be met 

in a given business circumstance and alternatives may be sufficient.

The CA Business Practices Disclosure criteria were derived primarily from the Internet 

Engineering Task Force’s (IETF) Internet X.509 Public Key Infrastructure Certificate Policy and 

Certification Practices Framework—Request For Comments Draft (RFC 2527), which has been 

incorporated into Annex A of the draft ANSI X9.79 standard. For specific key and certificate life 

cycle management and CA environmental illustrative controls, in which the CA’s implemented 

controls may vary depending on the CA’s business practices, such illustrative controls refer to 

specifically required CA business practices disclosures included in Principle 1.
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Appendix A - Illustrative Examples of Practitioner Reports

This appendix presents six illustrative reports for WebTrust for Certification Authorities 

engagements. Illustrations 1-3 are prepared in accordance with the American Institute of 

Certified Public Accounts’ (AICPA’s) attestation standards. Illustrations 4 and 6 are prepared in 

accordance with the Canadian Institute of Chartered Accountants’ (CICA’s) assurance standards.

Both attest and direct engagements and reporting are supported in Canada. The practitioner’s 

communication will vary depending on whether the assurance engagement is an attest 

engagement or a direct reporting engagement. In an attest engagement, the practitioner’s 

conclusion will be on a written assertion prepared by the accountable party. The assertion 

evaluates, using suitable criteria, the subject matter for which the accountable party is 

responsible. In a direct reporting engagement, the practitioner’s conclusion will evaluate 

directly, using suitable criteria, the subject matter for which the accountable party is responsible.

Under the U. S. Attestation Standards, the first paragraph of the practitioner’s report will state 

that the practitioner has performed an examination of management’s assertion about disclosures 

of its business practices and effectiveness of its controls in conformity with the WebTrust 

Principles and Criteria for Certification Authorities. The practitioner may opine (1) on 

management’s assertion or (2) directly on the subject matter. Samples of both kinds of reports 

have been provided.

WebTrust for Certification Authorities © 2000 AICPA / CICA Version 1.0

Page 84



Illustration No. 1 for Use in the United States 
(Example where all criteria are applicable)

Report of Independent Certified Public Accountant

To the Management of
ABC Certification Authority, Inc.:

We have examined the assertion by the management of ABC Certification Authority, Inc. (ABC-CA) 
that in providing its Certification Authority (CA) services at LOCATION, ABC-CA, during the period 
from Xxxx xx, 2000 through Yyyy yyy, 2000—

• Disclosed its key and certificate life cycle management business and information 
privacy practices (hot link to CA Business Practices Disclosure] and provided 
such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of 
keys and certificates it managed was established and protected throughout their life 
cycles

• Maintained effective controls to provide reasonable assurance that:

- subscriber and relying party information was properly authenticated, restricted to 
authorized individuals, and protected from uses not related to the CA’s business;

- the continuity of key and certificate life cycle management operations was 
maintained; and

- CA systems development, maintenance and operations were properly authorized 
and performed to maintain CA systems integrity

in conformity with the A1CPA/CICA WebTrust for Certification Authorities Criteria [hot link to 
WebTrust for Certification Authorities Criteria]. ABC-CA’s management is responsible for its 
assertion [hot link to management’s assertion]. Our responsibility is to express an opinion on 
management’s assertion based on our examination.

Our examination was conducted in accordance with attestation standards established by the American 
Institute of Certified Public Accountants, and accordingly, included (1) obtaining an understanding of 
ABC-CA’s key and certificate life cycle management business and information privacy practices and its 
controls over key and certificate integrity, over the authenticity and privacy of subscriber and relying 
party information, over the continuity of key and certificate life cycle management operations, and over 
development, maintenance and operation of systems integrity; (2) selectively testing transactions 
executed in accordance with disclosed key and certificate life cycle management business and 
information privacy practices; (3) testing and evaluating the operating effectiveness of the controls; and 
(4) performing such other procedures as we considered necessary in the circumstances. We believe that 
our examination provides a reasonable basis for our opinion.

Because of inherent limitations in controls, errors or fraud may occur and not be detected. Furthermore, 
the projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) 
changes made to the system or controls, (2) changes in processing requirements, (3) changes required 
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because of the passage of time, such as to accommodate dates in the year 2000, or (4) degree of 
compliance with the policies or procedures may alter the validity of such conclusions.

In our opinion, for the period Xxxx xx, 2000 through Yyyy yy, 2000, ABC-CA management’s assertion, 
as set forth in the first paragraph, is fairly stated, in all material respects, based on the AICPA/CICA 
Web Trust for Certification Authorities Criteria.

The relative effectiveness and significance of specific controls at ABC-CA and their effect on 
assessments of control risk for subscribers and relying parties are dependent on their interaction with the 
controls, and other factors present at individual subscriber and relying party locations. We have 
performed no procedures to evaluate the effectiveness of controls at individual subscriber and relying 
party locations.

The WebTrust for Certification Authorities seal of assurance on ABC-CA’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance.

This report does not include any representation as to the quality of ABC-CA’s services beyond those 
covered by the WebTrust for Certification Authorities Criteria, nor the suitability of any of ABC-CA’s 
services for any customer’s intended purpose

 

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]
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Illustration No. 2 for Use in the United States
(Example where external RAs are used, the CA does not support key escrow, 

certificate renewal, certificate suspension, the use of smart cards, or the 
provision of subscriber key management services)

Report of Independent Certified Public Accountant

To the Management of
ABC Certification Authority, Inc.:

We have examined the assertion by the management of ABC Certification Authority, Inc. (ABC-CA) 
that in providing its Certification Authority (CA) services at LOCATION, ABC-CA during the period 
from Xxxx xx, 2000 through Yyyy yy, 2000—]:

• Disclosed its key and certificate life cycle management business and information 
privacy practices [hot link to CA Business Practices Disclosure] and provided 
such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of 
keys and certificates it managed was established and protected throughout their life 
cycles

• Maintained effective controls to provide reasonable assurance that:

- subscriber and relying party information was properly authenticated, restricted to 
authorized individuals, and protected from uses not related to the CA’s business;

- the continuity of key and certificate life cycle management operations was 
maintained; and

- CA systems development, maintenance and operations were properly authorized 
and performed to maintain CA systems integrity

in conformity with AICPA/CICA WebTrust for Certification Authorities Criteria [hot link to WebTrust 
for Certification Authorities Criteria]. ABC-CA’s management is responsible for its assertion [hot link 
to management’s assertion]. Our responsibility is to express an opinion on management’s assertion 
based on our examination.

ABC-CA makes use of external registration authorities for specific subscriber registration activities as 
disclosed in ABC-CA’s business practice disclosures. Our examination did not extend to the controls of 
external registration authorities.

Our examination was conducted in accordance with attestation standards established by the American 
Institute of Certified Public Accountants, and accordingly, included (1) obtaining an understanding of 
ABC-CA’s key and certificate life cycle management business and information privacy practices and its 
controls over key and certificate integrity, over the continuity of key and certificate life cycle 
management operations, over the authenticity and privacy of subscriber and relying party information 
and over development, maintenance and operation of systems integrity; (2) selectively testing 
transactions executed in accordance with disclosed key and certificate life cycle management business 
and information privacy practices; (3) testing and evaluating the operating effectiveness of the controls; 
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and (4) performing such other procedures as we considered necessary in the circumstances. We believe 
that our examination provides a reasonable basis for our opinion.

Because of inherent limitations in controls, errors or fraud may occur and not be detected. Furthermore, 
the projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) 
changes made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, such as to accommodate dates in the year 2000, or (4) degree of 
compliance with the policies or procedures may alter the validity of such conclusions.

In our opinion, for the period Xxxx xx, 2000 through Yyyy yy, 2000, ABC-CA management’s assertion, 
as set forth in the first paragraph, is fairly stated, in all material respects, based on the AICPA/CICA 
WebTrust for Certification Authorities Criteria.

The relative effectiveness and significance of specific controls at ABC-CA and their effect on 
assessments of control risk for subscribers and relying parties are dependent on their interaction with the 
controls, and other factors present at external registration authorities and individual subscriber and 
relying party locations. We have performed no procedures to evaluate the effectiveness of controls at 
external registration authorities and individual subscriber and relying party locations.

The WebTrust for Certification Authorities seal of assurance on ABC-CA’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance.

This report does not include any representation as to the quality of ABC-CA’s services beyond those 

covered by the WebTrust for Certification Authorities Criteria, nor the suitability of any of ABC-CA’s 

services for any customer’s intended purpose

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]
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Illustration No. 3 for Use in the United States 
(Example where all criteria are applicable)

Report of Independent Certified Public Accountant 
- Direct Report

To the Management of
ABC Certification Authority, Inc.:

We have examined the assertion [hot link to management’s assertion] by the management of ABC 
Certification Authority, Inc. (ABC-CA) regarding the disclosure of its key and certificate life cycle 
management business and information privacy practices oh its Web site and the effectiveness of its 
controls over key and certificate integrity, over the authenticity and privacy of subscriber and relying 
party information, over the continuity of key and certificate life cycle management operations and over 
development, maintenance and operation of systems integrity, based on the AICPA/CICA WebTrust for 
Certification Authorities Criteria [hot link to WebTrust for Certification Authorities Criteria], during 
the period Xxxx xx, 2000 through Yyyy yy, 2000.

These disclosures and controls are the responsibility of ABC-CA’s management. Our 
responsibility is to express an opinion based on our examination.

Our examination was conducted in accordance with attestation standards established by the American 
Institute of Certified Public Accountants, and accordingly, included (1) obtaining an understanding of 
ABC-CA’s key and certificate life cycle management business and information privacy practices and its 
controls over key and certificate integrity, over the authenticity and privacy of subscriber and relying 
party information, over the continuity of key and certificate life cycle management operations and over 
development, maintenance, and operation of systems integrity; (2) selectively testing transactions 
executed in accordance with disclosed key and certificate life cycle management business and 
information privacy practices; (3) testing and evaluating the operating effectiveness of the controls; and 
(4) performing such other procedures as we considered necessary in the circumstances. We believe that 
our examination provides a reasonable basis for our opinion.

Because of inherent limitations in controls, errors or fraud may occur and not be detected. Furthermore, 
the projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) 
changes made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, such as to accommodate dates in the year 2000, or (4) degree of 
compliance with the policies or procedures may alter the validity of such conclusions.

In our opinion, during the period from Xxxx, xx, 2000 through Yyyy yy, 2000, ABC-CA in all material 
respects—

• Disclosed its key and certificate life cycle management business and information privacy 
practices and provided such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of keys and 
certificates it managed was established and protected throughout their life cycles

WebTrust for Certification Authorities © 2000 AICPA / CICA Version 1.0

Page 89



• Maintained effective controls to provide reasonable assurance that subscriber and relying party 
information was properly authenticated, restricted to authorized individuals, and protected from 
uses not related to the CA’s business; the continuity of key and certificate life cycle management 
operations was maintained; and CA systems development, maintenance and operations were 

. properly authorised and performed to maintain CA systems integrity

in conformity with the AICPA/CICA WebTrust for Certification Authorities Criteria [hot link to 
WebTrust for Certification Authorities Criteria].

The relative effectiveness and significance of specific controls at ABC-CA and their effect on 
assessments of control risk for subscribers and relying parties are dependent on their interaction with the 
controls, and other factors present individual subscriber and relying party locations. We have performed 
no procedures to evaluate the effectiveness of controls at individual subscriber and relying party 
locations.

The WebTrust for Certification Authorities seal of assurance on ABC-CA’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance.

This report does not include any representation as to the quality of ABC-CA’s services beyond those 
covered by the WebTrust for Certification Authorities Criteria, nor the suitability of any of ABC-CA’s 
services for any customer’s intended purpose

[Name of CPA firm]
Certified Public Accountants
[City, State]
[Date]
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Illustration No. 4 for Use in Canada

Attest Report Based on CICA Standards 
Unqualified Opinion 

Auditor’s Report

To the Management of
ABC Certification Authority, Ltd.:

We have audited the assertion by the management of ABC Certification Authority, Ltd. (ABC-CA) that 
during the period Xxxx xx, 2000 through Yyyy yy for its Certification Authority (CA) operations at 
LOCATION, ABC-CA—

• Disclosed its key and certificate life cycle management business and information 
privacy practices [hot link to CA Business Practices Disclosure] and provided 
such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of 
keys and certificates it managed was established and protected throughout their life 
cycles

• Maintained effective controls to provide reasonable assurance that:
- subscriber and relying party information was properly authenticated, restricted to 

authorized individuals, and protected from uses not related to the CA’s business;

- the continuity of key and certificate life cycle management operations was 
maintained; and

- CA systems development, maintenance and operations were properly authorized 
and performed to maintain CA systems integrity

in conformity with the AICPA/CICA WebTrust for Certification Authorities Criteria [hot link to 
WebTrust for Certification Authorities Criteria]. ABC-CA’s management is responsible for its 
assertion [hot link to management’s assertion]. Our responsibility is to express an opinion on 
management’s assertion based on our audit.

We conducted our audit in accordance with standards for assurance engagements established by the 
Canadian Institute of Chartered Accountants. Those standards require that we plan and perform our audit 
to obtain reasonable assurance that management’s assertion is not materially misstated. Our audit 
included (1) obtaining an understanding of ABC-CA’s key and certificate life cycle management 
business and information privacy practices and its controls over key and certificate integrity, over the 
authenticity and privacy of subscriber and relying party information, over the continuity of key and 
certificate life cycle management operations and over development, maintenance and operation of 
systems integrity; (2) selectively testing transactions executed in accordance with disclosed key and 
certificate life cycle management business and information privacy practices; (3) testing and evaluating 
the operating effectiveness of the controls; and (4) performing such other procedures as we considered 
necessary in the circumstances. We believe that our audit provides a reasonable basis for our opinion.

In our opinion, ABC-CA’s management’s assertion for the period Xxxx xx, 2000 through Yyyy yy,

WebTrust for Certification Authorities © 2000 AICPA / CICA Version 1.0

Page 91



2000, is fairly stated, in all material respects, in accordance with the CICA/AICPA WebTrust for 
Certification Authorities Criteria.

Because of inherent limitations in controls, errors or fraud may occur and not be detected. Furthermore, 
the projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) 
changes made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, such as to accommodate dates in the year 2000, or (4) degree of 
compliance with the policies or procedures may alter the validity of such conclusions.

The WebTrust for Certification Authorities seal of assurance on ABC-CA’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance.

The relative effectiveness and significance of specific controls at ABC-CA and their effect on 
assessments of control risk for subscribers and relying parties are dependent on their interaction with the 
controls, and other factors present at individual subscriber and relying party locations. We have 
performed no procedures to evaluate the effectiveness of controls at individual subscriber and relying 
party locations.
This report does not include any representation as to the quality of ABC-CA’s services beyond those 
covered by the WebTrust for Certification Authorities Criteria, nor the suitability of any of ABC-CA’s 
services for any customer’s intended purpose

[Name of CA firm] 
Chartered Accountants

[City, Province] 
[Date of report]
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Illustration No. 5 for Use in Canada
Example where external RAs are used, the CA does not support key escrow, 

certificate renewal, certificate suspension, the use of smart cards, or the 
provision of subscriber key management services)

Attest Report Based on CICA Standards 
Unqualified Opinion 

Auditor’s Report

To the Management of
ABC Certification Authority, Ltd.:

We have audited the assertion by the management of ABC Certification Authority, Ltd. (ABC-CA) that 
during the period Xxxx xx, 2000 through Yyyy yy for its Certification Authority (CA) operations at 
LOCATION, ABC-CA—

• Disclosed its key and certificate life cycle management business and information 
privacy practices [hot link to CA Business Practices Disclosure] and provided 
such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of 
keys and certificates it managed was established and protected throughout their life 
cycles

• Maintained effective controls to provide reasonable assurance that:
- subscriber and relying party information was properly authenticated, restricted to 

authorized individuals, and protected from uses not related to the CA’s business;

- the continuity of key and certificate life cycle management operations was 
maintained; and

- CA systems development, maintenance and operations were properly authorized 
and performed to maintain CA systems integrity

in conformity with the AICPA/CICA WebTrust for Certification Authorities Criteria [hot link to 
WebTrust for Certification Authorities Criteria]. ABC-CA’s management is responsible for its 
assertion [hot link to management’s assertion]. Our responsibility is to express an opinion on 
management’s assertion based on our audit.

ABC-CA makes use of external registration authorities for specific subscriber registration activities as 
disclosed in ABC-CA’s business practice disclosures. Our audit did not extend to the controls of 
external registration authorities.

We conducted our audit in accordance with standards for assurance engagements established by the 
Canadian Institute of Chartered Accountants. Those standards require that we plan and perform our audit 
to obtain reasonable assurance that management’s assertion is not materially misstated. Our audit 
included (1) obtaining an understanding of ABC-CA’s key and certificate life cycle management 
business and information privacy practices and its controls over key and certificate integrity, over the 
privacy of subscriber and relying party information, over the continuity of key and certificate life cycle 
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management operations and over development, maintenance and operation of systems integrity; (2) 
selectively testing transactions executed in accordance with disclosed key and certificate life cycle 
management business and information privacy practices; (3) testing and evaluating the operating 
effectiveness of the controls; and (4) performing such other procedures as we considered necessary in the 
circumstances. We believe that our audit provides a reasonable basis for our opinion.

In our opinion, ABC-CA’s management’s assertion for the period Xxxx xx, 2000 through Yyyy yy, 
2000, is fairly stated, in all material respects, in accordance with the CICA/AICPA WebTrust for 
Certification Authorities Criteria.

Because of inherent limitations in controls, errors or fraud may occur and not be detected. Furthermore, 
the projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) 
changes made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, such as to accommodate dates in the year 2000, or (4) degree of 
compliance with the policies or procedures may alter the validity of such conclusions.

The WebTrust for Certification Authorities seal of assurance on ABC-CA’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance.

The relative effectiveness and significance of specific controls at ABC-CA and their effect on 
assessments of control risk for subscribers and relying parties are dependent on their interaction with the 
controls, and other factors present at individual subscriber and relying party locations. We have 
performed no procedures to evaluate the effectiveness of controls at individual subscriber and relying 
party locations.

This report does not include any representation as to the quality of ABC-CA’s services beyond those 

covered by the WebTrust for Certification Authorities Criteria, nor the suitability of any of ABC-CA’s 

services for any customer’s intended purpose

[Name of CA firm]
Chartered Accountants

[City, Province] 
[Date of report]
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Illustration No. 6 for Use In Canada

Direct Report Based on CICA Standards 
Unqualified Opinion

Auditor’s Report

To the Management of
ABC Certification Authority, Ltd.:

We have audited, for its LOCATION, ABC Certification Authority, Ltd.’s (ABC-CA) disclosure of its 
key and certificate life cycle management business and information privacy practices) and the 
effectiveness of its controls over key and certificate integrity, over the authenticity and privacy of 
subscriber and relying party information, over the continuity of key and certificate life cycle 
management operations and over development, maintenance and operation of systems integrity during 
the period Xxxx xx, 2000 through Yyyy yy, 2000 . These disclosures and controls are the responsibility 
of the ABC-CA’s management. Our responsibility is to express an opinion on the conformity of these 
disclosures and controls with the WebTrust for Certification Authorities Criteria [hot link to WebTrust 
for Certification Authorities Criteria], based on our audit

We conducted our audit in accordance with standards for assurance engagements established by the 

Canadian Institute of Chartered Accountants. Those standards require that we plan and perform our audit 

to obtain reasonable assurance as a basis for our opinion. Our audit included (1) obtaining an 

understanding of ABC-CA’s key and certificate life cycle management business and information privacy 

practices and its controls over key and certificate integrity, over the authenticity and privacy of 

subscriber and relying party information, over the continuity of key and certificate life cycle 

management operations and over development, maintenance and operation of systems integrity; (2) 

selectively testing transactions executed in accordance with disclosed key and certificate life cycle 

management business and information privacy practices; (3) testing and evaluating the operating 

effectiveness of the controls; and (4) performing such other procedures as we considered necessary in the 

circumstances. We believe that our audit provides a reasonable basis for our opinion.

In our opinion, during the period Xxxx xx, 2000 through Yyyy yy, 2000, ABC-CA in all material 
respects—

• Disclosed its key and certificate life cycle management business and information 
privacy practices [hot link to CA Business Practices Disclosure] and provided 
such services in accordance with its disclosed practices

• Maintained effective controls to provide reasonable assurance that the integrity of 
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keys and certificates it managed was established and protected throughout their life 
cycles

• Maintained effective controls to provide reasonable assurance that:
- subscriber and relying party information was properly authenticated, restricted to 

authorized individuals, and protected from uses not related to the CA’s business;

- the continuity of key and certificate life cycle management operations was 
maintained; and

- CA systems development, maintenance and operations were properly authorized 
and performed to maintain CA systems integrity

in conformity with the AICPA/CICA WebTrust for Certification Authorities Criteria [hot link to 
WebTrust for Certification Authorities Criteria].

Because of inherent limitations in controls, errors or fraud may occur and not be detected. Furthermore, 
the projection of any conclusions, based on our findings, to future periods is subject to the risk that (1) 
changes made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, such as to accommodate dates in the year 2000, or (4) degree of 
compliance with the policies or procedures may alter the validity of such conclusions.  

The WebTrust for Certification Authorities seal of assurance on ABC-CA’s Web site constitutes a 
symbolic representation of the contents of this report and it is not intended nor should it be construed to 
update this report or provide any additional assurance.

The relative effectiveness and significance of specific controls at ABC-CA and their effect on 
assessments of control risk for subscribers and relying parties are dependent on their interaction with the 
controls, and other factors present at individual subscriber and relying party locations. We have 
performed no procedures to evaluate the effectiveness of controls at individual subscriber and relying 
party locations.
This report does not include any representation as to the quality of ABC-CA’s services beyond those 

covered by the WebTrust for Certification Authorities Criteria, nor the suitability of any of ABC-CA’s 

services for any customer’s intended purpose

[Name of CA firm]   Province]
Chartered Accountants [Date of report]

WebTrust for Certification Authorities © 2000 AICPA / CICA Version 1.0

Page 96



Appendix B - Illustrative Examples of Management’s Assertion

Illustration No. 1 for Use in the United States and Canada 
(Example where all criteria are applicable)

Assertion of Management as to 
its Disclosure of its Business Practices and its Controls Over 

its Certification Authority Operations
during the period from January 1, 2000 through June 30, 2000

[Date]

ABC Certification Authority, Inc. operates as a Certification Authority (CA) known as ABC-CA. ABC- 
CA, as a Root CA [or as a subordinate CA of DEF Certification Authority, Inc.], provides the following 
certification authority services:

• Subscriber key management services

• Subscriber registration

• Certificate renewal

• Certificate rekey
• Certificate issuance

• Certificate distribution [using an online repository]

• Certificate revocation

• Certificate suspension

• Certificate revocation list processing [using an online repository]

• Smart card life cycle management

Management of ABC-CA is responsible for establishing and maintaining effective controls over its CA 
operations, including CA business practices disclosure [hot link to CA Business Practices Disclosure], 
service integrity (including key and certificate life cycle management controls), and CA environmental 
controls. These controls contain monitoring mechanisms, and actions are taken to correct deficiencies 
identified.

There are inherent limitations in any controls, including the possibility of human error and the 
circumvention or overriding of controls. Accordingly, even effective controls can provide only 
reasonable assurance with respect to ABC-CA’s Certification Authority operations. Furthermore 
because of changes in conditions, the effectiveness of controls may vary over time.

Management has assessed the controls over its CA operations. Based on that assessment, in 
Management’s opinion, ABC-CA has—

• Disclosed its key and certificate life cycle management business and information privacy 
practices and provided its services in accordance with its disclosed practices.
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• Maintained effective controls to provide reasonable assurance that the integrity of keys and 
certificates it manages is established and protected throughout their life cycles.

• Maintained effective controls to provide reasonable assurance that.

Subscriber and relying party information is properly authenticated, restricted to authorized 
individuals, and protected from uses not related to the CA’s business.

- The continuity of key and certificate life cycle management operations is maintained.

CA systems development, maintenance and operation are properly authorized and performed 
to maintain CA systems integrity.

for its Certification Authority (CA) operations at LOCATION during the period from Xxxx xx, 2000, 
through Yyyy yy, 2000, in conformity with the AICPA/CICA WebTrust for Certification Authorities 
Criteria [hot link to WebTrust for Certification Authorities Criteria] including the following:

CA Business Practices Disclosure

Service Integrity

Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup, and Recovery
CA Public Key Distribution
CA Key Escrow
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management
CA-Provided Subscriber Key Management Services

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Suspension
Certificate Revocation List Processing
Smart Card Life Cycle Management

CA Environmental Controls

Certification Practice Statement and Certificate Policy Management
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
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[Name] 

[Title]

Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling
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Illustration No. 2 for Use in the United States and Canada 
(Example where external RAs are used, the CA does not support key escrow, 

certificate suspension, the use of smart cards, or the provision of subscriber key 
management services)

Assertion of Management as to 
its Disclosure of its Business Practices and its Controls Over 

its Certification Authority Operations 
during the period from January 1, 2000 through June 30, 2000

[Date]

ABC Certification Authority, Inc. operates as a Certification Authority (CA) known as ABC-CA.

ABC-CA, as a Root CA [or as a subordinate CA of DEF Certification Authority, Inc.], provides 

the following certification authority services:

• Certificate rekey

• Certificate issuance

• Certificate distribution (using an online repository)

• Certificate revocation

• Certificate revocation list processing (using an online repository)

ABC-CA makes use of external registration authorities for specific subscriber registration activities as 
disclosed in ABC-CA’s business practice disclosures.

Management of ABC-CA is responsible for establishing and maintaining effective controls over its 
Certification Authority operations, including CA business practices disclosure [hot link to CA Business 
Practices Disclosure], service integrity (including key and certificate life cycle management controls), 
and CA environmental controls. These controls contain monitoring mechanisms, and actions are taken 
to correct deficiencies identified.

There are inherent limitations in any controls including the possibility of human error and the 
circumvention or overriding of controls. Accordingly, even effective internal control can provide only 
reasonable assurance with respect to ABC-CA’s Certification Authority operations. Furthermore 
because of changes in conditions, the effectiveness of controls may vary over time.

Management has assessed the controls over its CA operations. Based on that assessment, in 
Management’s opinion, ABC-CA has—

• Disclosed its key and certificate life cycle management business and information privacy 
practices and provided its services in accordance with its disclosed practices.

• Maintained effective controls to provide reasonable assurance that the integrity of keys and
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certificates it manages is established and protected throughout their life cycles.

Maintained effective controls to provide reasonable assurance that its Certification Authority (CA) 
operations at LOCATION during the period from January 1, 2000, through June 30, 2000, in conformity 
with the AICPA/CICA WebTrust for Certification Authorities Criteria [hot link to WebTrust for 
Certification Authorities Criteria] includes the following

Subscriber and relying party information is properly authenticated, restricted to authorized 
individuals, and protected from uses not related to the CA’s business.

The continuity of key and certificate life cycle management operations is maintained.

CA systems development, maintenance and operation are properly authorized and performed 
to maintain CA systems integrity.

CA Business Practices Disclosure

Service Integrity

Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup and Recovery
CA Public Key Distribution
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Revocation List Processing

CA Environmental Controls

Certification Practice Statement and Certificate Policy Management
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling

WebTrust for Certification Authorities © 2000 AICPA / CICA Version 1.0

Page 101



[Name] 

[Title]
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Appendix C - Illustrative Examples of Management’s Representation

ILLUSTRATION NO. 1 FOR USE IN THE UNITED STATES AND CANADA 
(Example where all criteria are applicable)

[Date]

X, Y & Z [Name of CPA or Chartered Accountant firm] 
[Address]

Dear Members of the Firm:

Management confirms its understanding that your examination of our assertion related to ABC 
Certification Authority, Inc.’s (ABC-CA) business practices disclosure and controls over its Certification 
Authority operations during the period from Xxxx xx, 2000, through Yyyy yy, 2000, was made for the 
purpose of expressing an opinion as to whether our assertion is fairly presented, in all material respects, 
and that your opinion is based on criteria for effective controls as stated in our assertion document. We 
are responsible for our assertion. In connection with your examination, management—

a. Acknowledges its responsibility for establishing and maintaining effective controls over its 
Certification Authority (CA) operations at LOCATION, including CA business practices 
disclosure, service integrity (including key and certificate life cycle management controls), and 
CA environmental controls.

b. Has performed an assessment and believes that ABC-CA’s CA business practices disclosure, 
service integrity (including key and certificate life cycle management controls), and CA 
environmental controls met the minimum requirement of the criteria described in our assertion 
document during the period from January 1, 2000, through June 30, 2000.

c. Believes the stated criteria against which our assertion has been assessed are reasonable and 
appropriate.

d. Has disclosed to you that there are no significant deficiencies in the design or operation of the 
controls which could adversely affect the Company’s ability to comply with the control criteria 
related to ABC-CA’s CA business practices disclosure, service integrity (including key and 
certificate life cycle management controls), and CA environmental controls, consistent with the 
assertions of management.

e. Has made available to you all significant information and records related to our assertion.

f. Has responded fully to all inquiries made to us by you during your examination.

g. Has disclosed to you any changes occurring or planned to occur subsequent to June 30, 2000, in 
controls or other factors that might significantly affect the controls, including any corrective 
actions taken by management with regard to significant deficiencies.

In management’s opinion, ABC-CA has—

• Disclosed its key and certificate life cycle management business and information privacy 
practices and provided such services in accordance with its disclosed practices.
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Maintained effective controls to provide reasonable assurance that the integrity of keys and 
certificates it manages is established and protected throughout their life cycles.

• Maintained effective controls to provide reasonable assurance that:

Subscriber and relying party information is properly authenticated, restricted to authorized 
individuals, and protected from uses not related to the CA’s business;

The continuity of key and certificate life cycle management operations is maintained;

CA systems development, maintenance and operation are properly authorized and performed 
to maintain CA systems integrity.

for its Certification Authority (CA) operations at LOCATION during the period from Xxxx xx, 2000 
through Yyyy yy, 2000, in conformity with the AICPA/CICA WebTrust for Certification Authorities 
Criteria including the following:

CA Business Practices Disclosure

Service Integrity

Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup and Recovery
CA Public Key Distribution
CA Key Escrow
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management
CA-Provided Subscriber Key Management Services

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Suspension
Certificate Revocation List Processing
Smart Card Life Cycle Management

CA Environmental Controls

Certification Practice Statement and Certificate Policy Management
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
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Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling

Very truly yours,

[Name] 
[Title]
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ILLUSTRATION NO. 2 FOR USE IN THE UNITED STATES AND CANADA 
(Example where external RAs are used, the CA does not support key escrow, 

certificate renewal, certificate suspension, the use of smart cards, or the 
provision of subscriber key management services)

[Date]

X, Y & Z [Name of CPA or Chartered Accountant firm] 
Address

Dear Members of the Firm: Management confirms its understanding that your examination of our 
assertion related to ABC Certification Authority, Inc.’s (ABC-CA) business practices disclosure and 
controls over its Certification Authority operations during the period from Xxxx xx, 2000, through Yyyy 
yy, 2000, was made for the purpose of expressing an opinion as to whether our assertion is fairly 
presented, in all material respects, and that your opinion is based on criteria for effective controls as 
stated in our assertion document. ABC-CA makes use of external registration authorities for specific 
subscriber registration activities, as disclosed in ABC-CA’s business practice disclosures. We are 
responsible for our assertion. In connection with your examination, management—

a. Acknowledges its responsibility for establishing and maintaining effective controls over its CA 
operations, including CA business practices disclosure, service integrity (including key and 
certificate life cycle management controls), and CA environmental controls.

b. Has performed an assessment and believes that ABC-CA’s CA business practices disclosure, 
service integrity (including key and certificate life cycle management controls), and CA 
environmental controls, met the minimum requirement of the criteria described in our assertion 
document during the period from January 1, 2000 through June 30, 2000.

c. Believes the stated criteria against which our assertion has been assessed are reasonable and 
appropriate.

d. Has disclosed to you that there are no significant deficiencies in the design or operation of the 
controls which could adversely affect the Company’s ability to comply with the control criteria 
related to ABC-CA’s CA business practices disclosure, service integrity (including key and 
certificate life cycle management controls), and CA environmental controls, consistent with the 
assertions of management.

e. Has made available to you all significant information and records related to our assertion.

f. Has responded fully to all inquiries made to us by you during your examination.

g. Has disclosed to you any changes occurring or planned to occur subsequent to June 30, 2000, in 
controls or other factors that might significantly affect the controls, including any corrective 
actions taken by management with regard to significant deficiencies.

In management’s opinion, ABC-CA has—

• Disclosed its key and certificate life cycle management business and information privacy 
practices and provided such services in accordance with its disclosed practices.
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• Maintained effective controls to provide reasonable assurance that the integrity of keys and 
certificates it manages is established and protected throughout their life cycles.

• Maintained effective controls to provide reasonable assurance that:

Subscriber and relying party information is properly authenticated, restricted to authorized 
individuals, and protected from uses not related to the CA’s business.

The continuity of key and certificate life cycle management operations is maintained.

CA systems development, maintenance and operation are properly authorized and performed 
to maintain CA systems integrity.

for its Certification Authority (CA) operations at LOCATION during the period from Xxxx xx, 2000 
through Yyyy yy, 2000, in conformity with the AICPA/CICA WebTrust for Certification Authorities 
Criteria including:

CA Business Practices Disclosure

Service Integrity

Kev Life Cycle Management Controls

CA Key Generation
CA Key Storage, Backup and Recovery
CA Public Key Distribution
CA Key Usage
CA Key Destruction
CA Key Archival
CA Cryptographic Hardware Life Cycle Management

Certificate Life Cycle Management Controls

Subscriber Registration
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation
Certificate Revocation List Processing

CA Environmental Controls

Certification Practice Statement and Certificate Policy Management
Security Management
Asset Classification and Management
Personnel Security
Physical and Environmental Security
Operations Management
System Access Management
Systems Development and Maintenance
Business Continuity Management
Monitoring and Compliance
Event Journaling
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Very truly yours, 

[Name] 
[Title]
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Appendix D - WebTrust for Certification Authorities Criteria and ANSI X9.79 (draft) 
Cross-Reference

Mapping of the WebTrust for Certification Authorities Criteria 
to the ANSI X9.79 (draft) PKI Practices and Policy Framework standard’s 

Certification Authority Control Objectives (CACO)

WebTrust for Certification Authorities Criteria X9.79

§1 CA Business Practices 
Disclosure

§7, §A, &§B General Requirements - CP 
and Certification Practice 
Statements; PKI Practices and 
Policy Elements; and 
Certification Authority Control 
Objectives

§2 Service Integrity §B.2 & B.3 Key and Certificate Life Cycle 
Management Controls

§2.1 Key Life Cycle Management 
Controls

§B.2 Key Life Cycle Management 
Controls

§2.1.1 CA Key Generation §B.2.1 CA Key Generation
§2.1.2 CA Key Storage, Backup and 

Recovery
§B.2.2 CA Key Storage, Backup and 

Recovery
§2.1.3 CA Public Key Distribution §B.2.3 CA Public Key Distribution
§2.1.4 CA Key Escrow §B.2.4 CA Key Escrow
§2.1.5 CA Key Usage §B.2.5 CA Key Usage
§2.1.6 CA Key Destruction §B.2.6 CA Key Destruction
§2.1.7 CA Key Archival §B.2.7 CA Key Archival
§2.1.8 CA Cryptographic Hardware Life 

Cycle Management
§B.2.8 CA Cryptographic Hardware Life 

Cycle Management
§2.1.9 CA-Provided Subscriber Key 

Management Services
§B.2.9 CA-Provided Subscriber Key 

Management Services

§2.2 Certificate Life Cycle 
Management Controls

§B.3 Certificate Life Cycle 
Management Controls

§2.2.1 Subscriber Registration §B.3.1 Subscriber Registration
§2.2.2 Certificate Renewal §B.3.2 Certificate Renewal
§2.2.3 Certificate Rekey §B.3.3 Certificate Rekey
§2.2.4 Certificate Issuance §B.3.4 Certificate Issuance
§2.2.5 Certificate Distribution §B.3.5 Certificate Distribution
§2.2.6 Certificate Revocation §B.3.6 Certificate Revocation
§2.2.7 Certificate Suspension §B.3.7 Certificate Suspension
§2.2.8 Certificate Revocation List §B.3.8 Certificate Revocation List
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WebTrust for Certification Authorities Criteria X9.79

Processing Processing
§2.2.9 Smart Card Life Cycle 

Management
§B.3.9 Smart Card Life Cycle 

Management

§3 CA Environmental Controls §B.1 CA Environmental Controls

§3.1 Certification Practice Statement 
and Certificate Policy 
Management

§B.1.1 Certification Practice Statement 
and Certificate Policy 
Management

§3.2 Security Management §B.1.2 Security Management
§3.3 Asset Classification and 

Management
§B.1.3 Asset Classification and 

Management
§3.4 Personnel Security §B.1.4 Personnel Security
§3.5 Physical and Environmental 

Security
§B.1.5 Physical and Environmental 

Security
§3.6 Operations Management §B.1.6 Operations Management
§3.7 System Access Management §B.1.7 System Access Management
§3.8 Systems Development and 

Maintenance
§B.1.8 Systems Development and 

Maintenance
§3.9 Business Continuity Management §B.1.9 Business Continuity Management
§3.10 Monitoring and Compliance §B.1.10 Monitoring and Compliance
§3.11 Event Journaling §B.1.11 Event Journaling
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