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ABSTRACT

The necessity of developing a mathematical model for the functioning of adaptive routing
protocols in telecommunication networks with the ability to self-organize has been sub-
stantiated. The results of the study of the information transmission route choice in commu-
nication networks with the possibility of self-organization under the influence of deliber-
ate interference and cyber-attacks are presented. New analytical dependencies have been
obtained that allow calculating the influence of destabilizing factors on the efficiency of
determining the route in the network.

Object of research: development of a mathematical model of the functioning of adaptive
routing protocols in telecommunication networks with the ability to self-organize.
Investigated problem: taking into account additional destabilizing factors when choosing
the information transmission route.

Main scientific results: when forming a route in a special-purpose network with the
possibility of self-organization, the following are taken into account: battery charge,

nodel of the functioning of adaptive routing protocols in telecommuni-

mathematical model

information transfer rate, the presence of cyber-attacks, the presence of deliberate in-
terference, the reliability of the route and the time of packet delivery to the addressee. It

or

has been established that the use of all parameters in the system allows to increase both

elf

the total operating time of a special-purpose network with the ability to self-organize
as a whole, and an individual node. It is shown that the presence of a DoS attack in the
network is identified by increasing the delay time for information transmission between
network nodes.

Review of the practical use of research results: automated systems for various purposes.
Innovative technologies product: a technology for choosing the information transfer
route, which can increase the efficiency of choosing the information transfer route, taking
into account additional destabilizing factors.

cation networks with the possibility of s

Review of an innovative technological product: automated control systems, network

Nalapko, O. (2020). Development

controllers when choosing a route for information transmission.

© The Author(s) 2020. This is an open access article under the CC BY license http://creativecommons.org/licenses/by/4.0).

1. Introduction

Existing and prospective special-purpose information transmission systems should serve
a large number of stationary and mobile users, arbitrarily located within a certain territory. As
a result, today there are promising systems that are able to organize wireless networks with the
ability to self-organize. In wireless networks with the ability to self-organize, there is no need for
centralized network management, each node is peer.

A network with the ability to self-organize provides two options for data transmission: direct
communication between a node, transfers information and a node, receives it, or transit information
transfer between them. In such systems, multicast access is provided in a common frequency channel,
in which the nodes transmit and receive information independently of each other. The main mechanism
for improving the efficiency of wireless networks with the ability to self-organize is routing protocols.

For a substantiated analysis of dynamic routing protocols in special-purpose wireless net-
works, it is necessary to solve the problem of assessing a telecommunication network operating
under the conditions provided for by the corresponding model.
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1. 1. The object of research
The object of research is a wireless network with the ability to self-organize, functioning
under the influence of interference and cyber-attacks.

1. 2. Problem description

Research on modeling the processes of functioning of complex technical systems in the con-
ditions of opposition of organizational and technical systems was carried out in works [1, 2]. The
works [3, 4] are devoted to the problems of streaming models of buggy routing in telecommunica-
tion networks. The works [5, 6] are devoted to the development of a fault-tolerant routing model.
The study of models with multicriteria choice is disclosed in [7].

The general problems of modeling telecommunication networks are highlighted in stud-
ies [8, 9].

In [10], the authors introduce a quantitative parameter of the stability of communication in a
special wireless network under the condition of Ornstein-Uhlenbeck mobility.

Also, at present, a lot of work is devoted to improving routing models, to support QoS (Qual-
ity of Service) [11].

In [12], a model is proposed where, in routing modeled on the global satellite network, Spase
X proposes the use of routes based on snapshots of network connectivity.

1. 3. Proposed solution the problem

However, the issues of modeling the process of functioning of the packet flow transmission
system in the presence of information attacks and the impact of electronic suppression means have
not been considered in the known literature.

The aim of research is to develop a mathematical model for the functioning of the dynamic
routing protocol in special-purpose wireless networks with the ability to self-organize. The model
being developed should take into account many parameters of both the physical and network layer
of the OSI model, functioning in conditions of electronic suppression and in conditions of DoS
attacks.

2. Materials and methods
For a scientific task, the author used the basic provisions of the theory of queuing, cyber
security, noise immunity, electronic protection, multi-parameter optimization and routing.

3. Research results

To construct a radio communication model for mobile nodes, let’s introduce the following
designations for input parameters, restrictions and assumptions.

Parameters of a mobile radio network: the network is represented by a directed graph
G=(, E), where V = {vi}, i=1, N — a set of randomly located nodes, each of which has an
identification number, and E = {el}, [ =1,L —aset of radio channels between mobile nodes (sym-
metric, half-duplex). N — the total number of nodes in the mobile radio network.

Parameters of a mobile radio network node: each node is equipped with a battery, the ca-
pacity of which at each moment of time# can’t exceed a certain maximum value e () < e’ . The
nodes of the mobile radio network have the ability to change the transmitter power depending on
the situation p,(t) < p,, ... Also, the receiver of each mobile node is characterized by a real sen-
sitivity p,, which determines the minimum signal strength p, that can be received by the node.

Initial data for setting the problem. The network is represented as a set of mobile radio net-
works of various levels / =0, 3 (/=0 — wireless sensor networks; /=1 — combat radio networks; /=2 —
a network of mobile base stations; /=3 — a network of unmanned aerial vehicles), each of which can
be represented in the form of a graph G' =(V', E') with many vertices V' = {vi} and set of edges.
E'={(, j)}, i,j =1, N, N— the number of nodes in the MR. Next, let’s consider mobile nodes and
the channels through which they are connected within the MR of the same level.

Parameters of node v;: e, (t) — capacity of the node battery; r()=[0...r ] - data trans-
mission rate p ()<p - transmission power of the i-th node; g; (¢)=|0...g},.,, | — input load from
flows of &-type at time t; ()=[0...0_ ] — movement speed. The building of a route between the
sender and the addressee is carried out using the DSR protocol, which provides the sending node
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with information about the neighboring nodes v, located at a distance of one or two relay intervals.
Types of cyber-attacks — DoS.
Radio channel parameters (i, j) € E: bandwidth sij(t)is.].

ijmax’

t(% — delay time of the &-h traf-
fic type; € =1, 3 —traffic type (data, speech, video). Radio communication between network nodes
is supported by one of the link layer protocols (random, with carrier sense, etc.). Types of interfer-
ence — noise in the part of the band, noise barrage.

Assumptions: according to the organizational structure of the units in the tactical control
level, a small MR zone, in which constant radio communication between the nodes should be en-
sured, there are many squad or platoon nodes, that is, consider that N <10. Within a zone (branch),
the connection between mobile nodes occurs either directly or by building routes using a minimum
number of relays (usually up to three). Taking into account the fact that each node has information
about its neighboring nodes, as well as the decentralized principle of MR control and the dynamic
nature of their functioning (frequent changes in MR topology caused by the mobility of all nodes),
it can be concluded that the issue of radio communication should be considered separately between
each a pair of nodes forming the /_th interval, and not along the entire transmission path m,,.

For simplicity, let’s denote the set of parameters that determine the state of the node and MR
as X ={x,(t)}, b=1, B.

An intelligent control system operates as part of each mobile node (Fig. 1).

D
R

Calculation of connectivity of]
nodes

N

Calculation of transfer time
and download probability

C = O

Fig. 1. Algorithm of the mathematical model of the functioning of adaptive routing protocols

Taking into account the fact that each node has information about neighboring nodes, as
well as the decentralized principle of mobile wireless network management and the dynamic nature
of their functioning (frequent changes in the topology of the mobile wireless network caused by
the mobility of nodes), so we can conclude that the issue of radio communication It is advisable to
consider the differences separately between each pair of nodes forming the A-th interval, and not
along the entire transmission route m,,.

The set of parameters that determine the state of a node and a mobile wireless network are
denoted by X ={x,(t)}, b=1, B.

1t is necessary: to develop a mathematical model for ensuring radio communication of the
nodes of a mobile network X(¢)={x,(¢)}, b=1, B, which, taking into account the current situ-
ation in a mobile wireless network (or its zone), will make it possible to make such management
decisions at the physical W, (r) and W, () network levels of the OSI model that will meet the system
objective function

W' (ty=arg opt  CEYXOW, @)W,V Z,=1,i,j€N,i#j, )

W, (). Wy (0£Q

where C(¢) — the control goal at the moment of time,
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C(t)={P(t); M(1)}; ®)
X0 ={p, 0, Ps(0), Py BER, (1), € (1), E(0. Ty, Y0, Py (0}, 3)

X(t) - setof node states at a time; Z; —radio communication between nodes i and ;.

This will minimize the energy consumption of mobile nodes and ensure the specified qual-
ity of service for the &-th type of traffic on the transmission route m , while meeting the resource
constraints

Q={p, < Ps £, (02 py . BER, () BER, . ) <€ <&, @
where W, (¢) — set of control decisions of the nodal CS of the physical OSI model for choosing
the optimal values of the transmission power P(t)={p,(t)}, i,j=1, N in the radio channel i,
W, (t) — variety of control decisions at the network layer of the OSI model for choosing the optimal
transmission routes M (¢) = {m_, (t)}, a,b=1, N between the sender v, and destination nodes v,
or intermediate nodes v, and v; along the route m ,; e;’. i — the minimum allowable battery capac-
ity required to support the transmission of streaming traffic of the volume determined within the
current connection (for bursty/random traffic, such as language or video in real time, is determined
by the minimum allowable battery capacity e; min Tequired for the operation of the node); IT;, —
priority of the &-st traffic type in the channel jj.

According to expressions (1)—(5), at the physical level of the OSI model, the condition for the
successful transfer of information between each pair of nodes i — on the transmission route m , (or
two nodes a and b) can be written as a system:

®)

L if AER,,. — BER (1)>0;
d 0, otherwise,

where Z,, —radio communication betweennodes i and j (i,j € N, i # j); N —the total number of

nodes of the mobile wireless network or its zone; BEREW (t) —acertain value of the error probability

for the &-th traffic type at the moment of timet ; AE admissible value of the error probability

for the &-th type of traffic.

As noted earlier, in the absence of a direct line of sight between the sender and the address-
ee, radio communication can be ensured by building transmission routes between them. Taking
into account the fact that when transmitting information to a route that consists of 4, A=1, N -1
intervals (retransmission), the number of uncorrected errors will be added at each interval, we re-
write expression (5) in the following form:

add &~

H
1, if AER, ;. — Y BER! (1) > 0;
= ©)

p
0, otherwise,

where BERg’ ), h= I,_H — certain value of the error probability for the &-th type of traffic at the
time ¢ between two nodes on the transmission route, which correspond to the /-th relay interval.

In the general case, physically, the interaction between two nodes in the process of transfer-
ring information can be described by the following system of equations:

BER,, (1) = f(pii (1), BER,, (1 _1))’
by (t) = g(wi (t)’pif (t—l)),

where p, (), p;(t—1)€ P(t) —power of the transmitter node at the current (¢) and previous (7 —1)
moments of time, respectively; BER,, () and BER,(t—1) — the value of the error probability
for the &-th traffic type at the moments of time (t) and (t —1), respectively, determined by the
receiver node; w, (t) € W, (¢) — control decision of the node i on the choice of the required value of
the transmitter power.

™)
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A model of the process of transmitting a stream of packets in conditions of cyberattacks,
in which the time for transmitting packets from node i to node j for path m can be found using the
following expression:

where N, — the number of radio network nodes in the m-th path; ¢, — transmission time of
packets through communication channels adjacent to the n-th node of the m-th path; ¢, — service
duration of the packet stream by the n-th node of the m-th path.

The time a node serves packets consists of the time the packet waits in the queue and the time
the packet is processed by the node. If the packet processing time is fixed and usually small (from a few
microseconds to several tens of microseconds), then the waiting time for a packet in the queue fluctuates
within a very wide range and is, as a rule, a random value. If we accept as an assumption that the node is
a single-channel queuing system with waiting, and the input stream is a Poisson stream, then the prob-
ability density of the packet servicing time by the n-th node will be described by the exponential law:

£, =B, ", ©

where B, — intensity of the packet service by the node, taking into account the time of its process-
ing and the waiting time of the packet in the queue; the parameter B, is calculated as follows:

A
B, =u-(1-p), atp:ﬁ’ so B, =pn—A2, (10)

where A — intensity of the packet flow at the input of the node relays the packets; u — intensity of
the packet flow processing by the node by the packet relay.

To determine the distribution density of the probability of packet transmission time from
node i to node j for the m-th path f, (¢), it is necessary to convolve the distribution densities
S, (0), at n= [1; Nm] for all nodes of the m-th path:

Fn @=L, O S, O £, (O 1

where the convolution of two distribution densities, for example f, . (¢) and f, () is deter-
mined by the expression:

Funrs = | foss @ foy (t= D). (12)

In the case when the number of nodes in the path is three or more, the problem of convolu-
tion of the distribution density f, (¢) is a laborious task.

If to accept the assumption that the random servicing of packet streams by nodes retransmits
the telecommunication network packets independent values, and the packet delay time on the path
is determined by the sum of the packet stream servicing time by each node, retransmits, then the
probability distribution of the packet stream transmission time from node i to node ;j can be describe
the Gamma distribution. In this case, the distribution density f, (¢) is determined by the expression:

Ba -1 —B,-t
H=—"—1""-e"", 13
Ju (@) (o) (13)
where A(at) — the second-order Euler function.
4. Discussion of the results on the development of a mathematical model

A mathematical model of the functioning of adaptive routing protocols in telecommunica-
tion networks with the ability to self-organize is proposed.
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The main advantages of the proposed model are:

— unambiguity of the obtained estimate of the channel state;

— wide scope of use (radio communication and routing systems);

— ability to adapt to the signaling environment in the channel;

— greater accuracy of channel state estimation;

— possibility of synthesizing the optimal structure of radio communications and net-
work devices.

The advantages of this model are due to the fact that a greater number of destabilizing
factors are taken into account than the known ones. The model takes into account in the complex
intentional interference of an additive and multiplicative nature, destabilizing factors caused by the
presence of cyber-attacks.

The disadvantages of the proposed mathematical model should be considered a large com-
putational complexity compared to simpler mathematical models. This is due to the calculation of
a larger number of channel state indicators.

The specified mathematical model is advisable to use in radio stations with programmable
architecture, it functions under conditions of active electronic suppression, automated control sys-
tems and network devices

The specified complex mathematical model will allow:

— dentify the structure of the interference, its type and the law of setting;

— assess the state of the channel;

— use effective signal-code structures to ensure channel noise immunity;

— ensure efficient use of the radio frequency resource of programmable radio commu-
nications;

— increase the speed of evaluation of communication channels;

— develop measures aimed at increasing the noise immunity.

It is advisable to use the mathematical model proposed in the work in the development of
software for modules (blocks) for evaluating promising radio communications, based on the inter-
faces of the open architecture of the SCA 2.2 version.

The directions for further research should be considered the development of a methodology
for choosing a network topology, taking into account the influence of electronic suppression.

5. Conclusions

1. The development of a mathematical model of the functioning of adaptive routing proto-
cols in telecommunication networks with the ability to self-organize.

The difference of the proposed model is as follows:

— allows to determine the factors influencing the functioning of adaptive routing protocols
in telecommunication networks with the ability to self-organize at the physical and network levels
of the OSI model;

— takes into account the effect of electronic suppression on the functioning of adaptive rout-
ing protocols in telecommunication networks with the ability to self-organize at the physical and
network levels of the OSI model;

— takes into account the influence of cyber-attacks (DoS attacks in the network) on the func-
tioning of adaptive routing protocols in telecommunication networks with the ability to self-orga-
nize at the physical and network levels of the OSI model.

2. Research results can be used in the development of automated control systems in
special-purpose wireless networks with the ability to self-organize, operating in conditions
of high dynamism of nodes, as well as automated control systems for robotic complexes for
various purposes.
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