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infrastructure, which can greatly contribute to the development of measures to prevent
and minimize the negative consequences of emergencies possible in Ukraine at critical
infrastructure objects.

Scope of the innovative technology product: state system for critical infrastructure pro-
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1. Introduction

In many countries around the world, especially EU and NATO member states critical in-
frastructure protection is recognized as a priority in national security policy. As a result, these
countries are actively developing national systems for protection (security) and resilience of critical
infrastructure, adopting legislative documents to regulate the risk assessment, training relevant
staff, establishing partnerships with the private sector, educational activities. In the US the De-
partment of Homeland Security primarily conducts assessments for each of the three elements of
risk — threat, vulnerability, and consequence for critical infrastructures from the three sectors —
Critical Manufacturing; Nuclear Reactors, Materials, and Waste; and Transportation Systems.

1. 1. The object of research
Risk assessment for critical infrastructure protection in Ukraine.

1. 2. Problem description
The operation of numerous mining, chemical, energy companies, the large number of indus-
trial-urban agglomerations, and the high population density in them cause the increase of the risk
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of emergencies with large-scale negative consequences due to the threat of damage and destruction
of critical infrastructure (CI) facilities. Among such objects, spatially distributed railway tracks,
oil and gas pipelines, bridges, potentially dangerous production facilities, truck power grids, whose
safe operation is supremely important for the socio-economic development of Ukraine, are partic-
ularly concerned.

Critical infrastructure of Ukraine is systems and physical or virtual resources that provide
functions and services, failure of which can lead to significant negative consequences for society,
social and economic development of the country and ensuring national security [1]. The national
legislation defines the following categories of objects with special conditions for their protection
and functioning, which may belong to critical infrastructure according to world practice [1]:

— companies of strategic importance for the economics and security of the state;

— particularly important objects of electric-power industry;

— especially important objects of the oil and gas industry;

— important state-owned objects, in particular the units of the state government and local
administration;

— objects of possible terrorist attacks;

— facilities subject to protection and defense in emergencies and during special periods;

— facilities subject to mandatory protection by the State Protection Service under contracts;

— public authorities subject to free protection by the National Guard of Ukraine;

— high risk objects;

— objects included in the State Register of Potentially Dangerous Objects;

— radiation hazardous objects for which a project threat is being developed;

— objects classified as civil protection;

— objects belonging to business entities, the design of which is carried out in accordance
with the requirements of engineering and technical measures of civil protection;

— dispatch system for emergency assistance to the population via a single toll-free emergen-
cy number 112;

— emergency rescue services;

— National confidential communication system;

— State system of government communication of Ukraine;

— payment systems;

— immovable cultural heritage sites.

In accordance with the Civil Protection Code of Ukraine, an emergency situation is the situ-
ation in a certain territory or business entity on it or on a water body, characterized by a violation of
normal living conditions of the population, caused by a catastrophe, accident, fire, natural disaster,
epidemic, epizootic, epiphytoxics, the use of means of destruction or by another dangerous incident
that led (may lead) to a threat to the life or health of the population, to a large number of dead and
injured, causing significant material losses, as well as the impossibility for the population to live in
such a territory or facility, to carry out economic activity on it [2].

A threat is considered as a dangerous phenomenon, substance, human activity or condition
that can lead to social and economic losses, loss of life, injury or other consequences for public
health, loss of property, livelihoods and services, environmental damage [3].

In this paper, risk is considered as a combination of the negative consequences of an incident
or a threat and associated probability of its occurrence [4].

1. 3. Suggested solution to the problem

The investigation of the basic tendencies and nature of changes of emergencies of natural
and man-made origin in the world convinces that there is an increasing risk of their occurrence [5].
Current programs and reports of the UN and the World Bank on the consequences of natural disas-
ters and man-made disasters in recent years show a significant increase in economic losses because
of them [5, 6]. The main approaches to assessing the risk of emergencies of different origin, used in
Ukraine [7, 8] and the world [9, 10], are analyzed.

In [11], an assessment of the risk of death due to emergencies has already been carried out in
the context of critical infrastructure protection. However, an important aspect regarding the risk of
economic loss was not taken into account in the publication. In today’s context, this is fundamen-
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tally important, given the limited resources for protecting critical infrastructure and the growing
threats of natural origin caused by climate change

The analysis shows the growing threat of a decrease in the security level of numerous crit-
ical infrastructure facilities in Ukraine due to the over-exploitation of structures, constructions,
equipment and engineering networks that operate on the brink of exhaustion of their resources and
pose serious risks of natural and man-made emergencies for the safe operation of critical infra-
structure objects [12, 13].

In addition, in the context of the military conflict in the Donbass (Ukraine) due to the
destruction of many industrial and residential buildings as a result of military operations, there is
an increased risk of emergencies of anthropogenic origin. The destruction and damage of many
critical infrastructure facilities, including water treatment plants, chemical plants and agricultural
enterprises caused by military actions, pose a serious threat to the population and the environment.

Studies in the field of prevention and counteraction to threats of different origin indicate that
the state system of protection of the population from natural and man-made emergencies requires
the introduction of a risk-oriented approach to effectively prevent and reduce the risk of catastro-
phes of different origin for critical infrastructure objects [14, 15].

It should also be taken into account that the negative nature of changes in environmental and
man-made threats that occurs due to pollution of atmospheric air, river basins and groundwater,
the destruction of landscapes and objects of the nature reserve, significantly reduces the level of
safety of life of the population in the area of military conflict in eastern Ukraine, as well as in other
environmentally related territories of Donetsk and Luhansk regions.

The presence of a large number of flooded and semi-flooded mines, which have permanent
hydraulic connection with operating mines in the territory of Lugansk and Donetsk regions, is the
great threat of emergencies of natural and man-made origin. The poor environmental status of the
coal-mining areas, especially in the Donbas region, is also complicated by the high concentration
of metallurgical and chemical companies, which increases the anthropogenic burden on the envi-
ronment and poses real threats to public health.

In addition to the Donetsk and Luhansk regions, Zaporizhzhia and Dnipro regions belong to
the industrialized areas of Ukraine with the predominance of heavy industry with the highest con-
centration of mining and processing companies. In particular, it can be noted that the Zaporizhzhia
region, especially the city of Zaporizhzhia (Ukraine), belong to the territories of significant man-
made impact. Increased anthropogenic load on the air, soil and water bodies is formed not only by
a large number of industrial companies, but also due to the inefficient operation of gas treatment
facilities, domestic and industrial waste water treatment facilities. One of the most significant and
toxic pollutants of the city’s atmospheric air is carbon monoxide, which concedes only to alcohol
and poisoning at work and at home [16].

The list of environmentally hazardous objects of Zaporizhzhia (Ukraine) includes PISC
“Ukrainian Graphite” — a well-known manufacturer of graphite electrodes for electric smelters and
other types of electric furnaces, commercial carbon masses for electrodes [17-19]. This company
together with other industrial companies-polluters of Zaporizhzhia, whose emissions make up 60-
70 % of the total gross amount of pollutant emissions, makes a major contribution to the air pollu-
tion of the city. Along with the emissions of solids particles, nitrogen and sulfur oxides, the share
of toxic carbon monoxide emissions is 42 % of the total emissions of the facility [20]. Given the
importance and scale of production, an object such as PJSC “Ukrainian Graphite” can be attributed
to critical infrastructure.

1. 3. 1. Suggested solution to the problem

The aim of research is the analysis of the nature of changes in natural and man-made emer-
gencies in Ukraine, the adaptation of international experience in national risk assessment for crit-
ical infrastructure, possibility of its implementation and practical application in Ukraine, the risk
assessment of economic losses due to emergencies of different origin in Ukraine, emphasizing
attention to the Zaporizhzhia region.

During 2000-2010 there were 4459 emergencies of different origin in Ukraine, among them
1939 had natural character, 2299 were of man-made and 221 of social origin (Table 1). The eco-
nomic losses because of these emergencies amounted to 11689089 thousand UAH.
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Table 1
Characteristics of emergencies in Ukraine during 2000-2010

Type ofemergency Number ?f Economic losses,
emergencies thousand UAH
Emergencies of anthropogenic nature
ZT:;I%SE‘;?: ;1111.1; ;(zpalzziiglelrsl)ts or disasters at transportation 541 62703
Emergencies due to fires, explosions 928 1015453
Emergencies as a result Qf accidents invo_lving the emissigns (tl_lreat of emissions) of 2% 35
hazardous chemicals, minerals at other sites (except traffic accidents)
Emergencies due to the presence of harmful (polluting) and radioactive substances
above MPC in the environment 124 76038
Em.erger.lcies due to accidents involYing emissions (threat of emissions) of 3 0
radioactive substances (except traffic accidents)
Emergencies as a result of sudden destruction of buildings and structures 120 101764
Emergencies due to accidents in electric power systems 277 41714
Emergencies due to accidents in life support systems 249 216210
Emergencies due to crash of telecommunication systems 21 2474
Emergencies caused by accidents at treatment plants 20477
Emergencies due to accidents in the systems of oil and gas industrial complex 2 125
Emergencies of natural character
Geophysical emergencies 2 1028
Geological emergencies 117 467714
Meteorological emergencies 780 4681500
Hydrological marine emergencies 8 14478
Hydrological emergencies of surface waters 60 4845643
Emergencies related to fires in natural ecological systems 157 106454
Medical and biological emergencies 815 34366
Emergencies of social character
Armed attacksi seizing or retentign of objects of the state importanf:e (the most | 0
important and important state objects) or the real threat of such actions
Infringement on life of a statesman or a public figure 4 25
Installation of an e).iplosive device in a.crowded place, institution (organization, 4 36
company), residential area, transportation
Emergencies relate(:i to the disa}ppearance or theft of weapons apd dangerous 4 18 0
substances from objects of their storage, use, processing or during transportation
Emergencies related to accidents with people 156 802
Total 4459 11689089

Source: [21]

As for 2017, in the first quarter of this year, 48 emergencies were registered in Ukraine,
including 14 of man-made, 33 of natural and 1 of social character [22]. During these emergencies,
47 people were killed and 261 were injured. Compared to the same period of 2016, the total number
of emergencies in 2017 increased by 71.4 %, while the number of emergencies of anthropogenic na-
ture did not change, and the number of natural emergencies more than doubled, which is explained
by the increase in the share of biomedical emergencies. As for the characteristics of the emergen-

cies during the years 2018-2019, the use of such information is not for general access.

It should be particularly emphasized the cases of increased risk of emergencies of anthro-
pogenic origin in the Antiterrorist operation (ATO) zone due to the destruction of many industrial
and residential buildings as a result of military operations. The damage of critical infrastructure,
including water treatment plants, chemical plants and agricultural companies, caused by the mili-
tary conflict in eastern Ukraine, poses a serious threat to the population and the environment, not
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only in Donetsk and Luhansk regions, but also in the whole Ukraine. Therefore, the protection of
infrastructure in a military conflict is extremely important. The OSCE has repeatedly called on the
conflicting parties in the Donbass to make every effort to protect the vital civilian infrastructure of
the region, as damage to any of them can lead to an environmental disaster that would significantly
worsen the condition of the population on both sides of the warfare line [23].

Given the transboundary scale of the impact of emergencies of various origins, international
cooperation in the area of disaster risk reduction is of extremely important for Ukraine. The im-
portance and the need to coordinate efforts to reduce the risk of emergencies at the international,
regional and local levels has been emphasized in recent years in a number of multilateral frame-
work programs and declarations. Among them, the «Yokohama Strategy and Plan of Action for a
Safer World. Guidelines for Natural Disaster Prevention, Preparedness and Mitigation», which was
adopted in 1994, is important and at present it is the UN basic document in the field of disaster risk
reduction and mitigation of their negative consequences [24].

The Third UN World Conference on Disaster Risk Reduction, held on March 1418, 2015
in Sendai (Miyagi Prefecture, Japan), adopted the Sendai Framework for Disaster Risk Reduc-
tion 2015-2030 [25].

Disaster risk reduction is a globally recognized integrated approach that involves the work-
ing out of targeted political, technical, social and economic measures. Such activities can take
many forms, such as strategic guidelines, legislation, preparedness plans, agricultural projects, in-
surance programs etc. This approach takes into account the needs of the entire society in a safe liv-
ing environment by making sound management decisions in the area of disaster risk reduction and
minimizing their negative effects on the population, critical infrastructure and the environment.

In general, this approach involves the fulfillment of relevant tasks at the state level, the most
important of which is the inclusion of disaster risk reduction measures in socio-economic devel-
opment plans and programs [25]. The ultimate goal is to prevent the emergence of new and reduce
known risks of catastrophes by undertaking integrated and inclusive economic, structural, legal,
social, health, cultural, educational, environmental, technological, political and institutional mea-
sures that prevent and reduce exposure to hazardous factors and vulnerability to disasters, increase
readiness for response and recovery, and thereby strengthen the capacity of the state to counteract.

Disaster risk reduction should be undertaken at local, regional and national levels, taking
into account the following priorities [25]: understanding of disaster risk; improvement of the orga-
nizational and legal framework for disaster risk management; investment in disaster risk reduction
measures to enhance counteraction potential; increasing disaster preparedness to ensure effective
response and the implementation of the «Do better than it was» principle in recovery, rehabilitation
and reconstruction activities.

An important task here is to implement disaster risk reduction activities as an integral part
of civil protection strategies and programs and to increase the resilience of the state to the impact
of defeating factors. Particular attention should be paid to ensuring the stability of health facilities
and water supply infrastructure to provide access to rescue emergency services and water supply
in emergency situations.

The positive experience of many countries indicates that the creation of an effective disaster
risk reduction mechanism in Ukraine will have several benefits, including: improved coordination
with neighboring countries, attraction of resources from private companies and international orga-
nizations, sharing experience with disaster risk reduction specialists in different countries, as well
as enhancing the positive image of our country through the introduction of globally recognized
risk-oriented approaches to increase the resilience of the state to the impact of emergency situations
of different origin.

2. Materials and methods

This paper performs a risk assessment, which generally involves several steps:

— identification of risks as a process of their identification and description;

—risk analysis, which involves understanding the nature of the risk and determination
of its level;

—risk assessment, which involves comparison of the results of a risk analysis with the crite-
ria for determination whether the risk is acceptable or tolerable.
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If the problem of prevention and preparedness for a particular type of threat is addressed, the
risk can be quantified as a function of the probability of threat, exposure (total cost of all elements
exposed to risk) and vulnerability (specific impact on exposure) [26].

In the EU countries, in order to conduct a National Risk Assessment for critical infrastruc-
ture, it is recommended to use a risk matrix of 5x5 as a means to visualize the results of the assess-
ment (Fig. 1).

Risk assessment should be based on three different categories of impact and take into ac-
count the negative consequences for humans (population), the economy (and the environment), as
well as the political and social consequences. At the same time, for the first two categories of im-
pact, the negative consequences are defined in quantitative terms as the number of dead (injured)
persons or economic losses in UAH (EUR). The consequences for the third category of influence,
given the social and political linkages, are determined by qualitative indicators.

In the European Union, each country must carry out a risk assessment for each impact cat-
egory and build three different risk matrices correspondingly when conducting a risk assessment
for critical infrastructure. Among all threats of various origins to security of critical infrastruc-
ture (CI), the following are identified as the most important [26]:

—natural: floods, extreme weather events, forest fires, earthquakes, epidemics and pandem-
ics, epizootics;

— man-made:

a) unintentional: industrial accidents, nuclear/radiological accidents, traffic accidents, loss
of critical infrastructure;

b) malicious: cyber attacks, terrorist attacks.

Relative consequences

1 2 3
Relative probability

Low Moderate High Very High

Fig. 1. Sample of risk matrix
Source: [26]

Particular attention needs to be paid to the interrelationships and interdependencies between
threats of natural origin, when the emergence of some dangerous phenomena leads to the formation
of new ones through the mechanism of cascading effects (Table 2).

Realization of the cascading effects of modern threats is quite difficult due to the relation-
ship between infrastructure objects and their environment. The failure of stakeholders and political
leaders to agree on forecasting and mitigating the negative effects of new threats, especially those
of natural origin, could lead to serious disruptions to critical infrastructure in the nearest future.

In this paper, the risk assessment of the economic losses from emergencies of natural and
man-made origin is carried out according to the available data of the State Emergency Service of
Ukraine on emergency situations of various origins, therefore, a risk matrix is built. Using statis-
tical data, the probability of occurrence of dangerous situations and the probability of economic
losses because of them are calculated and, on this basis, the corresponding dependence is formed,
which was done to reach the aim of this publication (Fig. 2). The probability of an emergency was
defined as the ratio of the number of emergencies of the certain type to the total number of emer-
gencies that occurred during 2000-2010.
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Table 2
Relationships and interdependencies between threats

Threat

Related threats

Dangerous weather phenomena

Earthquakes
Landslides, earthquakes, volcanoes

Nuclear, chemical and traffic accidents,
loss of critical infrastructure

Loss of critical infrastructure
Pollution

Source: [26]
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ACCIDENTS IN ELECTRIC

EMERGENCIES DUE TO
ACCIDENTS IN THE
SYSTEMS OF OIL AND
GAS INDUSTRIAL
COMPLEX

GEOPHYSICAL
EMERGENCIES

EMERGENCIES CAUSED
BY ACCIDENTS AT
TREATMENT PLANTS

EMERGENCIES DUE TO
CRASH OF
TELECOMMUNICATION
SYSTEMS

POWER SYSTEMS

EMERGENCIES AS A
RESULT OF SUDDEN
DESTRUCTION OF
BUILDINGS AND
STRUCTURES

Fig. 2. The relationship between the probabilities of emergencies and economic losses due to
emergencies during 20002010
Source: calculation of the authors

On this basis, the distribution of the probability values of the occurrence of threats and
economic losses is determined, and the importance categories are estimated depending on the
probability values of emergencies. Further, taking into account the results of likelihood assessment
of emergencies and the economic losses because of them, a risk matrix is built in accordance with

the model used in the EU.

2. 1. Experimental procedures

Obviously the obtained probability values do not fully reflect the overall picture, because
they are not comparable in this case. There is a need for further generalization in order to bring
the obtained values to the type used in the EU. To do this, the probability values of threats and
economic losses due to them were divided into five categories, of which 5 reflects the most likely

event (Table 3).

The probability value for emergencies due to accidents or traffic disasters means that
541 emergencies of this type with a probability of 12.13 % may happen within 11 years. Given the
high probability value, it can be referred to the 4th category of importance on the corresponding

scale (Table 4).
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Table 3
Distribution of probability values of occurrence of threats and economic losses
Amount of Probability of Category of Category of
Type of emergency Code losses, occurrence of probability of  probability of occur-
thousand UAH emergency, % economic losses  rence of emergency
Emgrgenmes due to acc1depts or | 62703 12.13277 ) 4
disasters on transportation
Emergencies due to fires, 2 1015453 20.81184 4 5
explosions
Emergencies as a result of
accidents involving the emissions
(threat of emissions) of hazardous 3 85 0.58309 1 1
chemicals, minerals at other sites
(except traffic accidents)
Emergencies due to the presence
of harmful (polluting) and
radioactive substances above MPC 4 76038 2.780893 2 2
in the environment
Emergencies as a result of sudden
destruction of buildings and 5 101764 2.691186 3 2
structures
Emergenm.es due to accidents in 6 41714 6.212155 ) 3
electric power systems
Emerg@nmes due to accidents in 7 216210 5584212 3 3
life support systems
Emergenmes. duf? to crash of 3 2474 0.470958 | |
telecommunication systems
Emergencies caused by accidents 9 20477 0.179412 ) 1
at treatment plants
Emergencies due to accidents in
the systems of oil and 10 125 0.044853 1 1
gas industrial complex
Geophysical emergencies 11 1028 0.044853 1 1
Geological emergencies 12 467714 2.623907 4 3
Meteorological emergencies 13 4681500 17.49271 5 5
Hydrological marine emergencies 14 14478 0.179412 2 1
Hydrological emergencies of 15 4845643 1345593 5 )
surface waters
Emergencies rele_tted to fires in 16 106454 3.520969 3 )
natural ecological systems
Medical and biological 17 34366 18.27764 2 5
emergencies
Infringement on l%fe gfa statesman 18 25 0.089706 | |
or a public figure
Installation of an explosive device
ina crow'ded.place, institution 19 36 0.941915 | |
(organization, company),
residential area, transportation
Emergencies related to accidents 20 302 3.498542 | )

with people
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Table 4
Distribution of categories of importance depending on the probability values of an emergency
Range of change in the probability of an emergency, % Category of importance
upto?2 1
2-3 2
3-6 3
6-15 4
more than 15 5

Taking into account the adopted generalizations, a new relationship between the relative
probabilities of emergencies and economic losses due to emergencies during 2000-2010 was

built (Fig. 3).

5 ® ® ®
X 17 5
3 13
§ 1
s 4 ®
$
ot
1}

6

b 12
-
g 3 ° @ °
2 19 7
]
@ 20 16
ke 4 15
5 2 ° ® ® ) °
>
=
2
8 1 3 14
s 1 @ ®
s °
=
[}
3 18 10
[
3 8

0

0 1 2 3 4 5

Relative probability of emergencies, %

Fig. 3. The relationship between the relative probabilities of emergencies and economic
losses due to emergencies during 2000-2010: 1 — Emergencies due to accidents or disasters at
transportation; 2 — Emergencies due to fires, explosions; 3 — Emergencies as a result of accidents
involving the emissions (threat of emissions) of hazardous chemicals, minerals at other sites
(except traffic accidents); 4 — Emergencies due to the presence of harmful (polluting) and
radioactive substances above MPC in the environment; 5 — Emergencies as a result of sudden
destruction of buildings and structures; 6 — Emergencies due to accidents in electric power
systems; 7 — Emergencies due to accidents in life support systems; 8 — Emergencies due to crash
of telecommunication systems; 9 — Emergencies caused by accidents at treatment plants;

10 — Emergencies due to accidents in the systems of oil and gas industrial complex;

11 — Geophysical emergencies; 12 — Geological emergencies; 13 — Meteorological emergencies;
14 — Hydrological marine emergencies; 15 — Hydrological emergencies of surface waters;

16 — Emergencies related to fires in natural ecological systems; 17 — Medical and biological
emergencies; 18 — Infringement on life of a statesman or a public figure; 19 — Installation of
an explosive device in a crowded place, institution (organization, company), residential area,
transportation; 20 — Emergencies related to accidents with people

3. Results

Taking into account the obtained results of the probability assessment of emergencies oc-
currence and economic losses due to them, the risk matrix is built according to the model used in
the EU (Fig. 4).

The analysis of the obtained results shows that the high risk of economic losses in Ukraine
is for emergencies due to fires, explosions and meteorological emergencies, which pose a per-
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manent threat not only to objects of critical infrastructure, but also to the population and the
environment of the state.

®)

3)

)

Relative economic losses

M

M @) (3) “4) ®)
Relative probability
Fig. 4. Risk matrix of economic losses due to emergencies during 2000-2010:

1 — Emergencies due to accidents or disasters at transportation; 2 — Emergencies due to fires,
explosions; 3 — Emergencies as a result of accidents involving the emissions (threat of emissions)
of hazardous chemicals, minerals at other sites (except traffic accidents); 4 — Emergencies due to

the presence of harmful (polluting) and radioactive substances above MPC in the environment;

5 — Emergencies as a result of sudden destruction of buildings and structures;
6 — Emergencies due to accidents in electric power systems; 7 — Emergencies due to accidents in
life support systems; 8 — Emergencies due to crash of telecommunication systems;
9 — Emergencies caused by accidents at treatment plants; 10 — Emergencies due to accidents in the
systems of oil and gas industrial complex; 11 — Geophysical emergencies;
12 — Geological emergencies; 13 — Meteorological emergencies;
14 — Hydrological marine emergencies; 15 — Hydrological emergencies of surface waters;

16 — Emergencies related to fires in natural ecological systems;

17 — Medical and biological emergencies; 18 — Infringement on life of a statesman or a public
figure; 19 — Installation of an explosive device in a crowded place, institution (organization,
company), residential area, transportation; 20 — Emergencies related to accidents with people.
Source: calculation of the authors

An increased risk level of economic losses is observed for biomedical emergencies, emer-
gencies due to accidents, traffic accidents, emergencies due to accidents in electric power systems,
emergencies due to accidents in life support systems, and geological emergencies. In modern con-
ditions, threats of geological origin are becoming especially relevant for Ukraine, they have a
steady tendency to intensify due to the effects of global climate change.

The average risk level of economic losses is observed for emergencies due to the presence
of harmful (polluting) and radioactive substances above the MPC in the environment, emergencies
due to sudden destruction of buildings and structures, hydrological emergencies, and emergencies
related to fires in natural ecological systems.

From the management decision making point of view to the risk reduction of economic loss-
es due to emergencies of various origins, it is clear that the primary attention should be focused on
counteracting the negative consequences of meteorological threats, fires and explosions, including
at the critical infrastructure objects.

In the general case, management and to some extent risk reduction involves the implemen-
tation of measures following certain scenarios:

—risk avoidance, i. e. the completion or denial of activities that causes risk;

— risks taking in order to take advantage of certain opportunities;

— exclusion the source of risk;

— change in probability;

— change of consequences;

— risk sharing with the other party through contracting or risk financing;

— maintaining the existing level of risk on the basis of an agreed solution.
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Given the complex interrelationships and interactions of the main factors of formation of
threats of natural and man-made origin, an effective process of economic losses risk reduction will
involve the combined implementation of several scenarios, which can be worked out using expert
assessment methods. Particular attention in this case is drawn to the risk distribution with the other
party through the contracting or risk financing, which is a relatively new and promising area for
our country.

However, it should be taken into account that the risk matrix (Fig. 4) in determination
of economic and environmental losses due to emergencies at the regional level (for example, in
the Zaporizhzhia region of Ukraine) may slightly differ from the considered above, because the
influence of natural hazards (meteorological emergencies and dangerous exogenous geological
processes) in technogenically intensive regions of Ukraine can be changed to the increase of
the impact of man-made factors associated with fires, explosions, industrial incidents at critical
infrastructure objects.

4. Discussion

For most developed countries, especially EU and NATO member states, several fundamen-
tal approaches and principles are generally accepted, which are implemented in the creation of the
critical infrastructure protection system with certain variations depending on specific conditions.
Security and sustainability of critical infrastructure are among the priorities of the national securi-
ty and defense sectors, and the relevant activities are regulated by several regulations, including at
the national level. National critical infrastructure protection systems to ensure that their objectives
are met must operate based on risk-based approaches, a clear division of powers and responsibilities
for critical infrastructure usually determined by the responsible public authority or authorities.

Taking into consideration the growing risks of natural and man-made emergencies for crit-
ical infrastructure objects, it seems appropriate to recommend the National Security and Defense
Council of Ukraine to consider the possibility to include the issues related to risk reduction of
natural and man-made emergencies at objects of critical infrastructure at the territory of the An-
titerrorist operation, in the negotiation process of the tripartite contact group in Minsk (Belarus).

The basis for the development of relevant regulations and programs in the field of critical
infrastructure protection is the approval by the Cabinet of Ministers of Ukraine the Concept of
creating a state system of critical infrastructure protection in Ukraine, the project of which was
developed at the National Institute for Strategic Studies.

An important stage is the development and submission to the Verkhovna Rada of Ukraine
the draft Law «On Critical Infrastructure Protection», which should address issues related to all as-
pects of creating a state system of critical infrastructure protection, including the body responsible
for coordination of critical infrastructure protection activities.

Among them, the supreme importance belongs to the determination of the functions and au-
thority of central executive bodies in the field of critical infrastructure protection, the rights, duties
and responsibilities of owners and operators of critical infrastructure objects, the introduction of
criteria for classifying of the objects as facilities of critical infrastructure on the base of criticality
scale, the procedure for their certification and categorization.

At the same time priority should be given to the formation of criteria for classifying ob-
jects, including potentially dangerous ones, to critical infrastructure, assessing threats to critical
infrastructure, developing plans to ensure the sustainability of critical infrastructure and forming a
national system of cooperation in accordance with competence of relevant ministries.

Taking into consideration the significant growth of environmental and man-made threats in
the ATO, it is advisable for the Cabinet of Ministers of Ukraine, the Ministry of Energy and Envi-
ronmental Protection of Ukraine, the State Emergency Service of Ukraine to apply to international
organizations UN, OSCE with a request to form an expert mission to conduct environmental risk
assessment in the Donbass, to identify priority measures for the restoration of critical infrastructure
objects and elimination of the consequences of emergency situations related to military activities.

In order to introduce a modern risk-oriented approach in the practice of specialized agencies
in the field of critical infrastructure protection, a working group should be established at the State
Emergency Service of Ukraine to develop proposals to determine the composition of participants
and justify priorities for establishing a National Disaster Risk Reduction Platform in Ukraine.
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Prospects for further exploration in this area are related to the risks assessment of natural
and man-made emergencies for critical infrastructure objects of Ukraine, their categorization by
types and risk levels, as well as the development of reasonable measures to prevent emergencies
with large-scale negative consequences for critical infrastructure objects.

The availability of actual and objective data on monitoring of current natural and man-made
threats especially on economic losses from their implementation are important for risk assessment.
These data have to be provided annually by the Ministry of Energy and Environmental Protection
of Ukraine and the State Emergency Service of Ukraine in the form of reports on the state of the
environment and the state of technogenic and natural safety, respectively.

In this regard, it is important to restore the full functioning of the Governmental Informa-
tion and Analytical System for Emergency Situations and, on this basis, to improve the system for
early detection of threats and reduce the risks of emergency situations of natural and man-made
nature at critical infrastructure objects.

This system will provide effective interagency information interaction and support for man-
agement decision-making to prevent emergencies of various origins based on the use of modern
methods of spatial analysis and mathematical modeling of emergency risks based on integrated
processing of real-time, analytical, reference, expert and statistical data obtained from various
information sources.

5. Conclusions

Currently in Ukraine there is a growing tendency to further decrease in the security level
and reduction of the life-time duration of critical infrastructure objects, arising from over-exploita-
tion of structures, constructions, equipment and engineering networks that operate on the brink of
exhaustion of their resources and pose serious risks of natural and man-made emergencies for the
safe operation of critical infrastructure objects.

In the context of the hybrid war in the east of Ukraine there is an increase in the risks of
emergencies of man-made origin in the anti-terrorist operation area due to the destruction of many
industrial and residential buildings as a result of military operations. The damages to critical infra-
structure, including water treatment plants, chemical plants and agricultural enterprises caused by
the military conflict in eastern Ukraine, poses a serious threat to the population and environment
of the region.

A significant risk of emergencies of natural and man-made origin on the territory of the
anti-terrorist operation is generated by the presence of a large number of flooded and semi-flooded
mines in Luhansk and Donetsk regions (Ukraine), which have a permanent hydraulic connection
with operating mines. The poor environmental situation in the coal-mining areas of Donbas is
aggravated by the concentration of metallurgical and chemical companies, which increases the
anthropogenic burden on the environment and poses real threats of man-made emergencies with
large-scale negative consequences for the population.

The development and implementation of measures for risk reduction of emergencies of var-
ious origins at critical infrastructure objects is hampered by the lack of a national body responsible
for coordination of the existing state defense and crisis response systems in the field of critical
infrastructure protection. Today, the country does not have a single methodology for assessing
threats and risks to critical infrastructure, which also complicates the development of measures
to prevent and minimize the negative consequences of emergencies possible in Ukraine at critical
infrastructure objects.

The current system for monitoring threats and reducing the risks of emergencies of various
origins in the country does not provide a systematic and substantiated study of trends and the na-
ture of changes in the main sources of threats to the environmental safety of the state and requires
fundamental improvement. The state system of the population protection from natural and man-
made disasters requires the introduction of a risk-based approach to effectively prevent disasters
of various natures.

The efficiency and effectiveness of the system of early threats detection and reduction of
risks of natural and man-made emergencies at critical infrastructure objects is reduced due to the
inability of the Governmental Information and Analytical System for Emergency Situations to
function in full.
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