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ABSTRACT

A number of risk analysis methods became obsolete

because of the profound changes in information technologies.

Revolutionary changes in information technologies have
converted many risk analysis methods into inconsistent, long
lasting and expensive instruments. Therefore, risk analysis
methods should be adaptively modified or redesigned
according to the changes in information technologies, so that
they meet the information security requirements of the
organizations. By taking these requirements into
consideration, a survey based approach is proposed for
analyzing the risks of information technologies. This new
method is named as Risk Analysis Method for Information
Security (RAMIS). A case study is conducted to show the
steps of RAMIS in detail and to obtain the risk results. To
verify the results of the case study, simulation is performed
based on the real statistical data. The results of simulation
showed that RAMIS yields consistent results in a reasonable
time period by allowing the participation of the manager and
staff of the organization.

Keywords: Information Security, Risk Analysis, Risk Management,
Simulation, Survey

1. Introduction

A number of information security risk analysis methods
have been affected by the enormous changes in information
technologies. These methods tumed into inconsistent, long
lasting and difficult to use instruments [1]. The risk analysis
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methods that were designed for yesterday’s simple
information systems are complex in nature. Complicated
mathematical and statistical instruments are the main
components of these risk analysis tools. Thus, applying these
complex risk analysis tools into today’s complicated
information technologies has become infeasible.

Because the success and continuity of organizations vastly
depends on the availability of information technologies, the
responsibility of protection of information technologies
increased. In 1980s, the responsible staff for protection of
information technologies was the head of computer systems
department of organization. Today, the company managers
are taking this responsibility [2]. Thus, managers of
organizations have to understand the risk analysis process
that directly affects the protection of information
technologies. Moreover, managers may desire to participate
in risk analysis process. Yesterday’s complex risk analysis
methods are not in a structure that may allow the
participation of managers.

With these requirements, a new risk analysis method, Risk
Analysis Method for Information Security, is proposed.
RAMIS is designed for analyzing the risks at complex
information systems by allowing the participation of
managers and staff.

The steps of a case study are shown briefly to help reader
to understand the RAMIS. To verify the results of the same
case study, a risk model is setup up with Arena simulation
software. The collected real-life statistical data, which is
related with the case study, is introduced to the risk model.
The result of simulation showed that RAMIS gives correct
and realistic risk results.



2. Risk Analysis Methods for Information
Security

Basically there are two types of risk analysis methods
according to tools used inside them. Quantitative risk
analysis methods use mathematical and statistical tools to
represent risk. Qualitative risk analysis methods does not use
any mathematics, instead risk is stated with the help of
adjectives. Risk analysis methods that use intensive
quantitative measures will not be suitable for information
security risk analysis. On the contrary of the past decades,
today’s information systems have a complicated structure
and their use is widespread. Therefore, intensive
mathematical measures to model risk for complex
environments will make process difficult. Calculations
performed during the risk analysis process will be very
complicated. Quantitative methods may not be able to model
today’s complex risk scenarios. Risk analysis methods
which use qualitative measures are more suitable for today’s
complex risk environment of information systems. But, one
important drawback for qualitative risk analysis methods is
their nature that yields inconsistent results. Because
qualitative methods does not use tools like mathematics and
statistics to model the risk, the result of method is vastly
depended on the ideas of people who conduct the risk
analysis. There is a risk of giving subjective result while
using qualitative risk analysis methods.

As two examples, TUAR is a quantitative tool which uses
fault trees and fuzzy logic to express the risk [3]. RaMEX is a
qualitative tool which does not use mathematical or statistical
instruments [4].

Both qualitative and quantitative risk analysis methods
may be supported by software. On the contrary of this, risk
analysis methods which are executed without assistance of
software are called paper based methods [5]. There are a
number of risk analysis methods that are supported by
software [6]. The risk analysis methods that are supported by
software have some certain disadvantages. Firstly, the cost of
method will be usually high. Secondly, the main frame of
risk analysis process is drawn by software. Thus, some
necessary variations during risk analysis process may not be
achieved. Paper based risk analysis methods consist of
meetings, discussions and working sheets. Paper based
methods are more flexible than the methods supported by
software. One important drawback for paper based method is
their duration. Because of nature of meetings, paper based
methods may take a long time to give the risk results.

The Buddy System [7] and Cobra [8] are the examples of
risk analysis methods supported by software. The Buddy

System is quantitative, Cobra is qualitative in contrary.
European Security Forum is an example of paper based
method [9].

Both quantitative and qualitative risk analysis methods
may be supported by standards like Common Criteria
Framework, ISO 17779 and the other ISO standards related
with information technologies [10]. These standards put
forward robust and well-defined risk analysis methods.
However, these methods require the participation of expert
risk analysts because of complexity and formality of methods.
As an example, CRAMM [11] is a quantitative, software-
based risk analysis method that is compatible with standards.

3. Our Approach for Information Security
Risk Analysis

By taking the today’s information technology environment
into consideration, risk analysis method should allow
effective participation of manager and staff to the process [2].
In today’s technological environment, the risk analysis
method for information systems should not contain
complicated mathematical and statistical instruments. This
will cause a long and complex process [1]. Also, the risk
analysis process should not contain pure qualitative measures.
This may cause subjective results [S]. The information
security risk analysis of today should not extent the risk
environment. This causes costly, long lasting and
complicated risk analysis process. Also, the risk analysis may
give inconsistent results. Risk analysis methods that do not
have these properties may not meet the requirements of
organizations. RAMIS is designed to have these properties.

The peculiarity of RAMIS is to perform information
security risk analysis by using public opinion. Public opinion
is obtained by conducting survey. RAMIS is basically a
survey preparation and conduction process to assess the
security risks in an organization. Survey is composed of
questions and answer choices related to the information
security problem. Manager, directors, technical personal and
usual staff are the candidates for answering the survey
questions. The aim of the survey is to understand the effect of
information security problem on the system or the
organization. In other words, conducting a survey is
somewhat making an as-is analysis. RAMIS makes a
structured as-is analysis to assess the risk caused by
information security problem. The preparation and
conduction of the survey and obtaining a risk result from the
survey is defined according to the well-defined steps.

The underlying risk model of RAMIS is based on formula
(1), which is a fundamental and simple risk formula. [12, 13,
14].



Risk = Probability of occurrence of security breach
X Consequences of occurrence of security breach
Formula (1): Basic Risk Model

Formula (2) is the risk model of RAMIS, which is based

on the fundamental risk formula (1).
). e

Formula (2): Risk Model of RAMIS

Formula (2) is composed of two main parts that
corresponds to two fundamental risk parameters in formula
(). Two separate and independent survey processes are
conducted in RAMIS for the two risk parameters that are
probability of occurrence of security breach and
consequences of occurrence of security breach.

The parameters that are contained in RAMIS risk model
are:

i: The number of questions for the survey to estimate the
probability of occurrence of security breach parameter,
determined at step-2 and step-3

j: The number of questions for the survey to estimate the
consequences of occurrence of security breach parameter,
determined at step-2 and step-3

m: The number of participants for the survey to estimate
the probability of occurrence of security breach, becomes
definite at step-5

n: The number of participants for the survey to estimate
the consequences of occurrence of security breach, becomes
definite at step-5

w: Weight of the question, determined at step-2

p: Value of the answer choice, determined at step-3

T1: Risk table to analyze the result of probability of
occurrence of security breach, constructed at step-4

T2: Risk table to analyze the result of consequences of
occurrence of security breach, constructed at step-4

Risk: Single numeric value to represent the risk, obtained
at step-6

RAMIS consists of seven main steps. At first step,
awareness of information security problem occurs. After the
first step, RAMIS process is divided into two parallel sub-
processes. One of these sub-processes is for the probability of
occurrence of security breach parameter and the other is for
the consequences of occurrence of security breach parameter.
Hereafter, only the sub-process for the probability of
occurrence of security breach will explained. The work done
is the same for the other risk parameter.

At the second step of RAMIS, all the factors that may
affect the probability of occurrence of security breach are
listed. This is a vital part of RAMIS to obtain the realistic and
objective results from RAMIS. For this process to become
successful, at least three people should participate in the
listing of the factors. All these people should have general
security perspective and be from the company itself. These
people should have enough knowledge about the
information security problem, its effects and its probable
causes. Also, these people should have enough knowledge
on the information system that is affected by the problem.
After listing all possible factors for the basic risk parameter,
numeric values are given to the factors to weigh each factor.
Weight factor is used because the listed factors do not affect
the probability equally. One factor may have more effect on
the probability of the occurrence than the other.

At the third step of RAMIS, the factors are converted into
the survey questions and answer choices are determined for
each question. All the questions must have the same number
of choices for a consistent analysis of the results. At least four
answer choices are suggested for a successful analysis. Like
the factors, the answers choices to questions have to be
selected carefully. Because, the answers selected by survey
participants will be the main assessment components for the
risk. Thus, certain differentiations have to be supplied
between the answers of a question. The choices should be
selected so that, each choice should represent a different risk
level. The team who lists the factors should work on the
selection of the choices. The choices to the questions should
be arranged so that the answer choice which affects the
probability of occurrence of security breach mostly should be
the first choice. The answer choice which affects least should
be the last choice. This is an important point because risk
amount is calculated quantitatively according to the survey
results at step-6. For quantitative analysis, answer choices
will be converted into numbers. For a successful analysis, the
answer choices should be listed orderly.

At the fourth step, risk tables are prepared. These tables
scale the fundamental risk parameters both quantitatively and
qualitatively based on the survey results. These tables are the
main reference points for the evaluation of the survey results.
They prevent the confusion during the assessment of results.
These tables scale the possible survey results for two
fundamental risk parameters. Risk tables are dynamic tables.
Their contents change according to the different surveys
conducted. A risk table forms a connection between the result
of the survey and the quantitative and qualitative values of
risk parameter in consideration.

After preparation of risk tables is over, survey is conducted.



This is the fifth step of RAMIS. This step is the most peculiar
part of RAMIS in which ordinary information system users
participate actively in risk analysis process. The answers to
the survey questions are already valuable information for the
sake of whole risk analysis process. But, the main purpose of
RAMIS is to convert these answers to numeric values and
calculate a single risk value.

At the sixth step of RAMIS, Formula (2) is applied to get
the quantitative results from the answered surveys. During
this quantitative process, risk tables are used to obtain
objective quantitative results.

The last step of RAMIS is the assessment phase. At the
assessment phase, not only the numerical survey result,
which is obtained at the previous step, are assessed but also
the single answer choices of survey participants are
examined.

All of these phases allow the active participation of
managers and staff to the risk analysis process. During all of
these phases, there are no complicated mathematical tools
used. The number of survey questions, the types of questions
and the structures of risk tables are changeable according to
the information security problem. The flexibility of method
allows RAMIS to apply to diverse information security
problems effectively.

Step-2, 3 and 4 are the most vital parts of RAMIS for an
objective risk analysis. Company staff must work carefully
during these steps to wvanish any subjectivity and
incompleteness.

4. Case Study

In our case study, RAMIS is used to analyze the risk arise
from computer viruses. Our environment of risk analysis
composed of three computers. These computers belong to a
small-sized company, let say company-a, and are used by
staff to connect to Intemet via dial-up technology. These
three computers are shared among seventy five company
workers, who are potential candidates of survey of RAMIS.
Thus, company workers who use one of three computers
took action in the survey to obtain the public opinion on
computer viruses.

At step-2, separate analyses are made for two main risk
parameters, which are the probability of infection and the
consequences of infection. In these analyses, the factors
which affect these two risk parameters are determined and
weighed. Weight factors are appointed as “1”, “2”” and “3”,
which correspond to least effective, average and most
effective, respectively.

Two of the factors that affect the probability of a virus

infection are;

The number of downloads per day (Weight Value: 3)

The type of a download (Weight Value: 2)

By using same procedure, the factors that affect the
consequences of infection are listed by risk analysis team. A
sample list and assigned weights for these factors is;

The type of data at the computer (Weight Value: 3)

The backup condition of data at the computer (Weight
Value: 2)

At step-3, all the factors for two risk parameters are
converted into survey questions. A sample question, which is
converted from the second factor of probability of infection
parameter, is below;

2. What type of files do you download?

Executables for my personal needs
Executables for company

c o

Word documents
d.  Notapplicable

As you realize, the answer choices are placed so that the
most influential answer is the first choice and the least
influential one is the last choice. The last action taken at step-
3 is to give numerical values to each answer choices in
decreasing order starting with point 4 for the choice “a” and 1
for choice “d”.

At the fourth step of RAMIS in our case study, two risk
tables are constructed for two risk parameters.

To construct the risk table of probability of infection
parameter, firstly, minimum and maximum numerical values
that can be obtained from the survey are found out.

For the survey of probability of occurrence of security
breach parameter, there are eight questions and four answer
choices for each question. The weight of each question was
also determined during our case study. According to these
values, the maximum value is obtained for the condition of
all the answer choices are selected as “a”. In this case,

Zwixpi Zwl‘

Maximum Output= ! =4* i =68

In the same manner, the minimum output obtained from a
survey is found as 17, at which all the answer choices are
selected as “d”.

Table 1 is the risk table constructed for the probability of
infection parameter.



}S{er\:jz Qualitative scale | Quantitative scale
17-26 | Very Low |
Probability
27-36 | Low Probability |2
37-48 | Medium 3
Probability
49-59 | High Probability |4
60—68 | Very High 5
Probability

Table 1: Risk Table for the Survey of
Probability of Infection Parameter

68 points presents the highest probability for infection of a
virus. 17 points presents the lowest probability for infection
of a virus. In Table 1, the values between 17 and 68 are
arranged to represent risk levels. As you can see from the
Table 1, the possible results from a survey is scaled and
matched to quantitative and qualitative values.

In a similar way, another risk table is constructed for the
consequences of infection variable.

A final risk table, Table 2, is prepared by using the risk
tables of two main risk parameters. Table 2 is constructed by
multiplying the quantitative scale values of previous risk
tables according to formula (1). The multiplication operation
gives the various risk values between 1 and 25. This final risk
table will prevent confusions in the assessment of risk. The
uppermost row of final risk table shows the values of
probability of infection parameter. The leftmost column
shows the values of consequences of infection parameter.

Risk=(1)*(2) 1: Very 3: 4:High | 5: Very High
2:Low
Low Medium
1: Negligible I:Very | 2:Very |3:Very |4Low |5Low
Low Low Low
2: Minor 2: Very [ 4:Low |6:Low |8: 10: Medium
Low Medium
3: Important 3: Very | 6:Low | 9: 12: 15: High
Low Medium | Medium
4: Serious 4:Low | 8: 12: 16:High | 20:  Very
Medium | Medium High
5:Very Serious 5:Low | 10: 15:High | 20: Very [ 25:  Very
Medium High High

Table 2: The Final Risk Table

After preparation of risk tables for two risk parameters and
the final risk table, the questionnaires are ready for the
distribution to the staff. Thus, the preparation phase of survey
process is over. At step-5, survey questions can be distributed

to the relevant staff in hardcopy or it can be answered
electronically. All the survey results are recorded carefully.
Note that, in our case study, two separate surveys are
answered by the staff for two different parameters. But, this is
not necessarily done so. One survey may contain the
questions of both risk parameters. In our case study, 73
people are participated in the survey of probability of
occurrence of security breach and 75 people are participated
in the survey of consequences of occurrence of security
breach.

After the participation of all the staff to the surveys,
Formula (2) is applied by using numerical values that are
obtained from surveys. This is the main action taken at step-6.
In our case study, the probability of infection of a virus to a
computer is found as 2, which is “low” at qualitative scale.
The consequence of infection of a virus is found as 4, which
is “serious consequence” at qualitative scale. As a result,
value of risk is found as 8 which is a medium level risk
according to the Table 2.

The most important output of RAMIS is the single risk
value obtained at step-6. This risk value is obtained after
performing considerable amount of preliminary work.
Preliminary work included listing out the factors, designating
answer choices, weighting the factors, giving values to
answer choices and preparing risk tables. The quality of this
preliminary work will definitely affect the accuracy of single
risk value.

To obtain consistent and accurate results from a survey, it
is important to carefully list the factors and prepare the
questions and answers. According to the nature of problem,
the number and type of staff that participate in a survey may
change. All the staff may participate in a survey that plans to
express the risk arise from viruses. However, only computer
department staff may be participate in a survey that tries to
express the risk for a web server.

As stated earlier, today the company managers are taking
the responsibility of production of information systems. Thus,
managers of organizations have to understand the risk
analysis process that directly affects the protection of
information technologies. A single risk value that presents the
risk level, which arises from a specific information security
problem, is an easy to comprehend risk outcome for
company managers.

On the other hand, while assessing the survey results at
step-7, not only these calculations are made and not just the
final numerical result is considered but also answers to
questions are examined in detail.

By examining the answers to the survey questions in our
case study, some important results are obtained. Viruses that



mostly infect the computers are e-mail viruses. Backing up
the data and user security awareness should greatly reduce
the probability and consequences of infection. An important
fact is that some computer users require urgent security
awareness.

The assessment of survey results is an important part of
RAMIS. Managers and staff can easily participate in this step
and express their opinions.

The survey results are assessed and suggestions are put
forward for the risk mitigation process. The outcome of
RAMIS is a risk report which clearly puts forward the survey
results and assesses these results.

5. The Results of Application, Verification and
Comparison

In order to verify the results of RAMIS case study, we
have gathered statistical data and run simulation based on
statistical data. We have used Arena simulation software to
model the risk environment and simulate on the real
statistical data.

By making analyses on the pilot network, it is seen that,
three main sources of virus are e-mails, downloads and
floppy diskettes. So, the gathered statistical data is composed
of the number of received e-mails, downloads and floppy
usage per day, per computer and per user basis. The statistical
data is gathered for one month. During one month, virus
incidents are carefully noted. The sources and number of
infections are written down.

After the completion of gathering the statistical data, three
independent risk models are constructed at Arena software.
Three sources of data, which come to computers, are
independent of one another. Because of this situation, three
independent risk models are constructed.

At the risk models, the data is generated by the entities
represented by exponential probability distribution function.
Mean value of the probability distribution function is
determined according to the gathered statistical data for e-
mail traffic, number of downloads and floppy usage. The
generated data is passed through the probability of infection
and the consequences of infection entities of all three risk
models. The probability of infection is constructed according
to the statistical data. Consequences of infection entities are
constructed after the discussion with experts.

Simulation is run for a period of time which is equal to one
year in real life situation. Table 3 depicts a sample simulation
result for one computer. It is not possible to write down all
the simulation results here.

Risk Report 1 Date: 31 December 2002
E-mail Virus
Model Time:
Model

Parameter

Total e-mails

2:03:56PM

Lowest Highest

5079.00

Average
492925

4806.00

E-mails comes

to computer-1 2449.17 2307.00 2513.00

E-mails without
viruses 4920.75

4799.00 5073.00

E-mails with
viruses 8.5000 4.0000
E-mails with

15.0000

viruses for
computer-1 44167 1.0000 8.0000
Computer-1
infected viruses 0.5000 0.00 1.0000

Total infected 34167 2.0000 8.0000
The number of
e-mails that

contain viruses
but does not

infect 5.0833 1.0000
The number of

infections that

10.0000

cause very
serious
consequences 1.1667 0.00 3.0000
The number of
infections that

cause serious
consequences 1.0000 0.00 3.0000
The number of
infections that

cause important
consequences 0.5833 0.00 1.0000
The number of

infections that

cause minor
consequences 0.5000 0.00 1.0000
The number of

infections that

cause negligible
consequences 0.1667 0.00 1.0000

Table 3: Sample Simulation Result

The simulation results revealed the similar results with
RAMIIS. First of all, simulation results show that, the most of



the viruses comes from via e-mail attachments. 80 percent of
computer viruses arise from e-mails. The same result was
obtained while assessing the answers to the survey questions.

The probability of a virus infection is considerable low. As
we can see from Table 3 the number of infection is low
compared with the number of the e-mails. But, the number of
very serious and serious consequences of infection is high.
Namely, once a virus infected the network, the consequence
of infection is expected to be high. These two results are
compatible with the results obtained at the step-6 of RAMIS.
At the step-6 of RAMIS, formula (2) was applied and single
values for probability of occurrence and consequences of
occurrence were found. The value for first parameter was 2
(low) and the value for second was 4 (serious consequences).

“As-if” analyses are made during simulation. According to
these analyses, by training the staff, the probability of
infection of viruses may be decreased by minimum 20
percent and maximum 50 percent. Backing up data and user
security training may decrease the consequences of infection
by minimum 30 percent and maximum 80 percent.

While assessing the survey results, answers to the survey
question revealed the necessity of user security awareness
and back-up. At this point, the simulation results and RAMIS
results say the same thing,

As a result, the results of simulation, which is based on
gathered statistical data, are compatible with the results of
RAMIS case study. RAMIS gives the similar results in a
much shorter time period without struggling with statistical
data and by allowing participation of staff.

RAMIS is basically a quantitative survey tool for making
risk analysis of information systems. Quantitative tools
included in RAMIS are simple numbers, risk tables,
multiplication and addition operations. There are no
complicated mathematical and statistical instruments in
RAMIS like other quantitative methods like TUAR. As said
previously, qualitative methods may give subjective results.
RAMIS is a quantitative tool with well-defined steps and
mathematical measures. With careful operation, RAMIS will
give objective risk result. The comparison of our case study
and simulation results proves this situation.

Software based risk analysis methods have a rigid frame.
During risk analyses in which software is used, necessary
variations may not be achieved. This is not the case for
RAMIS. RAMIS does not have rigid frames. The number of
questions and answer choices, risk tables, weight values and
the other values may be changed from one analysis to
another. RAMIS has well-defined steps. So, the duration of
RAMIS is deterministic. There is no risk of long period of
analysis like the paper based methods.

6. Conclusion and Future Work

The main advantage of RAMIS over other risk analysis
methods is its ease of use. In today’s technological arena, risk
analysis methods that contain complicated mathematics and
statistics may give inconsistent results, take a long time and
be costly. These risk analysis methods were particularly
designed for 1980s’ simple systems. Because the qualitative
risk analysis methods may give subjective results, these
methods may require expert participation. For today’s
information systems, a quantitative method which does not
contain complicated mathematical and statistical instruments
is necessary. Therefore, manager and the staff may
effectively participate in risk analysis process. It is suggested
that information security risk analysis should be business
oriented [13, 15, 16]. RAMIS fulfills both the business and
technology requirements by taking today’s needs into
consideration.

RAMIS may be used for a wide range of problems. From
technical problems like the one in our case study, to
procedural and political issues like to find out the risk arise
from the weaknesses of information security policies. In
some cases, the number of survey participants may be very
low. But this is not a reason for RAMIS to give inconsistent
results. One of such cases is the business oriented surveys
like to try to estimate the risk arise from untrained technical
staff.

The next step for RAMIS is to develop an automated
survey process by using programming tools. This work will
ease both the preparation and answering phases of survey.
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