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ABSTRACT 

Information and communication technologies (ICTs) have made life much easier for 

many people but have also brought many dangers to the world. School learners are 

amongst the users of ICT who are becoming cyber citizens. This age is good at 

exploring new things, with a growing number of school learners having access to ICT 

devices, such as mobile phones, tablets and desktop computers. This is due to the 

affordability of mobile phones, which they normally receive as gifts from their parents. 

Due to easy access of ICT, school learners can now access cyberspace which offers 

them many advantages and benefits. Such advantages and benefits include having a 

platform to socialise, improved and ease of access to information as well as improving 

their learning. Despite these benefits, school learners (primary school learners in 

particular) are prone to falling victim to a range of cyber risks and attacks since 

cyberspace is an unregulated platform that poses many potential dangers  

Common cybersafety threats associated with school learners include cyberbullying, 

sexting/“sextortion”, engaging with strangers, accessing inappropriate content and 

being exposed to a breach of privacy. Because the cybersafety of children, especially 

primary school learners, is often compromised, there is a need to protect them from 

the threats associated with ICT. However, protecting children from the aforementioned 

cybersafety threats is complicated because access to cyberspace is no longer 

confined to the home computer, but has extended to mobile phones, which are even 

more pervasive. Therefore, it is essential for school learners to be educated on how 

to protect themselves and their information in the virtual computer world. 

A number of developed countries like Australia, New Zealand, Canada, United States 

of America (USA) and United Kingdom (UK) have included cybersafety education in 

their school curricula. Similarly, the rapid growth of the Internet around the world, 

allowed some countries in Africa to take the initiative to start implementing cybersafety 

education in schools including Mauritius, Tunisia, Kenya, Ghana, Mozambique, 

Cameroon, Egypt and Rwanda. Countries like Uganda, Sudan, Morocco and South 

Africa are still facing challenges in this aspect. This study is focused on the cybersafety 

of primary school learners in the South African context. 
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Cybercrime is very high in South Africa and the country has the third highest number 

of cybercrime victims in the world, contributing significantly to these cybercrime 

statistics. To circumvent cybercrime, a cybersafe culture is needed. However, 

cultivating a cybersafe culture in South Africa, may be challenging due to the huge 

diversity of the population in terms of religion, culture, language, economic 

dispensation; diversity of knowledge access and technology; as well as the absence 

of centralised e-learning policies and resources. Yet, ICT use in schools is becoming 

the norm and an increasing number of learners are exposed to ICT devices at school, 

ranging from mobile phones and tablets to computers. 

Currently, South Africa has no formalised curriculum in place to teach learners about 

cybersafety and there is less involvement from the government’s side to implement 

cybersafety education in South Africa. Nevertheless, some effort has been made to 

address cybersafety education in South Africa. The Department of Basic Education 

(DBE) has come forward with guidelines to assist schools in implementing cybersafety 

education. More so, researchers from various institutions like the Nelson Mandela 

University, the University of Johannesburg and the University of South Africa (Unisa) 

are still trying to assist in this regard. However, according to this study, when 

addressing cybersafety education in South Africa one has to look closely at the context 

which is being addressed. This might help in improving cybersafety education in South 

Africa. Therefore, this study proposes a framework on how to address cybersafety 

education, particularly for primary school learners in South Africa. 

To address cybersafety education in South Africa, this study started with a literature 

review to identify the problem area, many primary school teachers in South Africa 

are ill-equipped to implement cybersafety initiatives, thus leading to learners 

being vulnerable to cyber-related threats. Thus, leading to the following identified 

research objectives together with research methods, to address the problem area. 

To identify the key cybersafety threats and related risks to primary school 

learners. 

To address this research objective, more investigations were conducted through 

literature review. This was in line to identify cybersafety threats and related risks for 

primary school learners. These threats and related risks were used towards 

developing the solution 
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To investigate current cybersafety initiatives both globally and in South Africa. 

Having to identify the cybersafety threats and related risks to primary school learners. 

The next step was to investigate the current cybersafety initiatives in South Africa and 

globally. Therefore, a qualitative content analysis and another literature review were 

conducted, to identify what efforts are there in South Africa and globally. 

To identify the main challenges relating to cybersafety education in the South 

African context. 

The purpose of this research objective was to highlight main challenges relating to 

cybersafety education in South Africa. Therefore, to identify these challenges a 

comparative analysis, literature and argumentation were conducted. 

To determine the key components required to overcome the challenges 

identified in addressing the cybersafety education of primary school learners in 

South Africa. 

Finally, comparative analysis, literature review and argumentation were research 

methods used to identify key components required to overcome the challenges 

identified in addressing the cybersafety education for primary school learners in South 

Africa. Through argumentation, modelling and critical reasoning, these components 

were used to develop a framework for cybersafety education of primary school 

learners in South Africa. 
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CHAPTER 1  

INTRODUCTION 

1.1. BACKGROUND 

Information and communication technology (ICT), which includes computers, mobile 

telephones and the Internet (Kritzinger, 2014a), plays a vital role in today's society. 

Examples of where these devices and technology are used include business, 

education, games, and social media. Boren (2014) noted that in 2014, the world had 

more mobile phones than people and 40 percent of the global population has access 

to ICT (Boren, 2014).  

Media today makes use of the Internet which is convenient as it helps people to 

connect and communicate in business, social life and for many more reasons. Whilst 

it may be true that ICTs have made life much easier for many people, it has also 

increased the risk of exposure to danger to millions of people worldwide. When ICT is 

used in a positive way, it typically yields positive results; however, when used 

negatively, it can create macro-level disasters (Halder, 2015). ICT is associated with 

information security risks like identity theft and computer viruses (Kritzinger & 

Padayachee, 2007).  

According to the World Economic Forum (WEF) school learners around the world, 

including South Africa are one group of ICT users who are becoming cyber citizens 

(Khanyile, 2019). These school learners are vulnerable online and 62 percent of them 

are exposed to at least one cyber risk (Khanyile, 2019). It is therefore important to 

create a culture of awareness with regards to the potential dangers of cyberspace and 

the actions that can be implemented to reduce the risk of being exposed to them. This 

culture can be achieved through cybersafety initiatives which primarily focus on the 

protection of the physical and emotional well-being of those using ICT. According to 

the Story Park website (2018) the safe and responsible use of ICT “is not just about 

keeping information safe and secure, but also involves being responsible with that 

information, being respectful of other people online, and using good ‘netiquette’ 

(internet etiquette)”.  

Common cybersafety threats like cyberbullying, sexting/“sextortion”, talking or meeting 

with strangers (particularly through social media platforms), accessing inappropriate 
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content and exposure to a breach of privacy can also be found through the use of ICT 

devices (UNICEF, 2012). According to Smith, Mahdavi, Carvalho, and Tippett (2006) 

cyberbullying involves using electronic devices or technology to bully and harass 

someone  while sexting involves sending a text of a sexual nature or nude images and 

sexually explicit photos (D'Antona, Kevorkian, Russom & Lauderdale, 2010).  

Novice users of all ages (including school learners) are likely to face a range of ICT 

threats simply because of they are not familiar with the technology, making it difficult 

for them to recognise the potential threats and to understand the protection required 

(Atkinson, Furnell, & Phippen, 2009). Since the cybersafety of children, especially 

primary school learners, is often compromised, there is a real need to protect them 

from the threats associated with ICT. However, the task of protecting school learners 

is difficult because access to cyberspace is no longer confined to the home computer, 

but has extended to mobile phones, which are easily available for everyone. (Kritzinger 

& Padayachee ,2013).  

In an investigation conducted by Kritzinger (2017a) focus was on learners who are 8 

years or younger and the study noted that most primary school learners engaged in 

the survey (72 percent) own mobile devices. Livingstone and Smith (2015) also 

emphasised that more school learners than before now have access to ICT devices, 

such as mobile phones, tablets and desktop computers. Factors such as the increased 

affordability of mobile phones, the peer pressure to own one from a younger age and 

the increasing need to be connected to the Internet for school projects are further 

contributing to the complication. Ramaphosa’s pledge in the 2019 State of the Nation 

Address (SONA) stated that every school age child will have access to a tablet device 

by 2025 (Presidency Republic of South Africa, 2019). This clearly indicates that more 

and more school learners will from now onwards have access to ICT devices. 

According to Longe, Ngwa, Wada and Mbarika (2009) the Internet and mobile phones 

are platforms and tools that can be exploited for identity theft, email scams, trafficking, 

sexual exploitation and prostitution. Paedophiles disguising themselves as 

responsible citizens prey on children on cyber platforms like social networks, forums 

and chat rooms (Kritzinger & Padayachee, 2013). Kritzinger (2017a) is of the view that 

the age of learning about and experimenting with technology, cyberspace and social 

media starts as early as primary school. School learners that have access to 
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cyberspace benefit from socialising, having access to information and it helps with 

their learning. However, cyberspace is an unregulated platform, due to few rules 

governing cyberspace As a result, the platform is potentially dangerous for school 

learners, particularly learners in primary school who could easily fall victim to a range 

of cyber risks and attacks (Furnell, 2010). It should be noted that school learners now 

spend more time online than ever before (Park, Na &  Kim, 2014). This shows that a 

growing number of school learners are being exposed to technology earlier on in life 

(Chandrashekhar, Muktha & Anjana, 2016; Srivastava, 2017; Rigby, 2017). Therefore, 

it is essential for school learners to be educated to protect themselves (and their 

information) in the cyber environment (Cross, Shaw, Hadwen, Cardoso, Slee, Roberts, 

Barnes, b2016; Kritzinger, 2014b) 

Many cyber risks and threats associated with cyberspace may have a short- and/or 

long-term impact on the socio-physical and emotional well-being of school learners 

(Byron, 2008). Stone (2013) points out that cyber risks for school learners fall into 

three main categories: 

• Individuals’ intentions to harm the learner – Cyberbullying, trolling, flaming, 

excluding, masquerading, mobbing, denigrating, outing, harassing, cyber 

grooming, impersonation, blackmail, cyber snooping, identity theft, social 

engineering and online predators. 

• Learners’ exposure to harmful online interactions – Inappropriate content or 

material, digital reputation ruin, social platforms and chat rooms, viruses, 

malware and cookies. 

• Learners place themselves in harmful situations – Illegal file sharing, 

plagiarism, inappropriate online posting, free downloads, copyright 

infringements, non-ethical postings of others’ material and sexting. 

Bada (2017) further elaborated on cyber risks and issues to be dealt with in primary 

schools, which include: passwords protection, managing privacy settings, observing 

cyber etiquette, meeting in person people initially met online, age-appropriateness and 

digital footprint. As these threats are so wide ranging in nature it is important that 

primary school learners are made aware of them and educated on how to best 

minimise them in order to protect their personal safety.  
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1.2. CYBERSAFETY GLOBALLY 

Cybersafety education has been included in the school curricula of numerous 

developed countries across the world, e.g. the United Kingdom (UK), Australia, the 

United States of America (USA), New Zealand (NZ) and Canada. The government of 

the UK has successfully integrated the cybersafety curriculum at primary level (De 

Barros & Lazarek, 2018). Australia has incorporated several measures into the 

education of cybersafety in a bid to protect school learners (Department of 

Communications and the Arts, Australia, 2014). USA, NZ and Canada are also 

educating school learners about cybersafety (Kortjan & Von Solms, 2014).  

However, in many African countries, cybersafety education is an issue that is often 

poorly advised and regularly overlooked. Most African countries have been regarded 

as lacking the skill of cybersafety (Kritzinger, 2017b). Moreover, Africa has high 

computer illiteracy and legislation that is not effective (Kritzinger, 2017b). However, 

due to the fast growth of the Internet  around the world, some countries in Africa have 

taken the initiative to start implementing cybersafety education in schools including 

Mauritius, Tunisia, Kenya, Ghana, Cameroon, Egypt and Rwanda (De Barros & 

Lazarek, 2018). Also Mozambique has started to address the gap for cybersafety 

education among primary and secondary shool learners (Zucule de Barros & Lazarek, 

2018). Whereas countries like Uganda, Sudan, Egypt, Morocco, Kenya and South 

Africa are still facing challenges in this respect (Von Solms & Von Solms, 2014).  

1.3. CYBERSAFETY IN THE SOUTH AFRICAN CONTEXT 

The availability of faster and cheaper access to the internet has increased the 

vulnerability of African countries to cyber threats (Wolfpack, 2013). In South Africa, 

service providers have even provided statistics to prove this effect. Cell C service 

provider stated that the effective price per megabyte has decreased by 20 percent in 

2016, 36 percent in 2017 and 28 percent in the first half of 2018 (Pretorius, 2019). 

According to the 2013 Norton Report, South Africa scored 73 percent in terms of 

cybercrime and was listed as a country with the third highest number of cybercrime 

victims in the world (Symantec, 2013). The country with the highest cybercrime is 

Russia with 85 percent, seconded by China with 77 percent (Symantec, 2013).  

South Africa lost more than R3.7 billion to cybercrime in 2012 (Mochiko, 2012). 

According to Mochiko (2012) cybercrime is dominant in internet banking, ecommerce 
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and social media sites. These statistics also include cybersafety. With around 1.5 

million cybercrime victims each year, cybercrime has been largely ignored by the 

South African government (Magumane, 2012). In a recent survey conducted by the 

World Economic Forum, it has also been indicated that South Africa is among the top 

ten countries that are facing an increase in cyber risk (Khanyile, 2019).  

Cultivating a cybersafe culture in South Africa, may be challenging due to the huge 

diversity of the population in terms of religion, culture, language, economic 

dispensation; diversity of knowledge access and technology; as well as the absence 

of centralised e-learning policies and resources (Czerniewicz, 2010). Yet, ICT use in 

schools is becoming the norm and an increasing number of learners are exposed to 

ICT devices at school, which include mobile phones, tablets and computers (DBE, 

2010; De Lange, 2012). This is confirmed by the figures from the National Education 

Infrastructure Management System which show that as of March 2018, 9 313 primary 

schools around South Africa have internet connectivity (Writer, 2018).  

Threats such as cyberbullying are a major concern, as many parents and teachers 

lack the capacity or self-confidence to address cyber risks (De Lange & Von Solms, 

2012). In addition, teachers are not well trained on cybersafety, they have limited ICT 

capacity, and are ill-equipped to assist the learners (Kritzinger, 2014b) or handle ICT 

and cyber-related incidents. This is due to the generation gap, speed of internet 

growth, and lack of substantiated training. South Africa having 11 official languages 

could also be a factor, i.e. a language barrier that is affecting cybersafety awareness.  

A substantial amount of available information and guidance about cybersafety is 

produced in the English language, as it is generally acknowledged as being the 

language of business in SA. It has been noted that South African legislation has made 

provision for foundation phase learners (from grade R up to grade 3) to be taught in 

their individual official language, this in turn contributes towards the digital divide. More 

so, the lack of budget within schools has been identified as a constraint to teachers in 

educating primary school learners about cybersafety, while access to technical 

infrastructure and geographical location are further barriers to cybersafety in South 

Africa (Kritzinger, 2015).  

According to the statistics from the National Education Infrastructure Management 

System, as of March 2018, Gauteng has 280 primary schools with internet access 
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whereas the Northern Cape schools have no internet connectivity pipeline (Writer, 

2018). Since technology is continually advancing, teachers may experience difficulties 

in keeping abreast with the rapidly changing online landscape, the associated 

cybersafety threats, as well as the various methods of protection from cybercrimes 

(Miles, 2011). According to South Africa’s State of Nation Address, it is important that 

school educators receive annual training in ICT use, so that they are in a position to 

assist school learners (Presidency Republic of South Africa, 2019).  

Kritzinger (2015) summarised the current situation in South Africa regarding school 

learner’s awareness of cybersafety as follows:  

• Limited commitment shown by the South African government to improve 

cybersafety awareness amongst school learners, nor are there any policies in 

place that protect learners in the event of a cyber incident. The government is 

not committed to the implementation of cybersafety education in the school 

curriculum.  

• Teachers and schools are ill-equipped to implement cybersafety initiatives 

without backstopping support; they lack knowledge about ICT and are also 

hampered by limited resources (time and money).  

• Schools are ill-equipped and have limited infrastructure to resolve problems with 

ICT devices and argue that there are economic, language and educational 

barriers within schools that contribute to the lack of a cybersafety culture in South 

Africa.  

• Limited cyber-related initiatives are being implemented by the South African 

government.  

The above list clearly indicates challenges that South Africa is currently facing 

regarding cybersafety education. Nevertheless, this study suggests that to a certain 

extent South Africa has made some efforts in trying to address cybersafety education. 

In 2010 the Department of Basic Education (DBE) provided guidelines to implement 

cybersafety education in schools. This contradicts the findings above and pre-dates it 

by seven years. These guidelines (DBE, 2010) include topics like plagiarism and 

copyright infringements, obsessive use of the Internet, exposure to unsuitable content, 

physical danger and sexual abuse, inappropriate or illegal online behaviours and 
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online harassment and cyberbullying. According to (DBE, 2010) the following role 

players were identified to be important when implementing cybersafety education in 

schools: teachers, learners, and their parents/guardians. However, the document was 

not clear when it comes to the role of principals and governing bodies.  

Currently, South Africa has no formalised curriculum in place to teach learners about 

cybersafety (Von Solms & Fischer, 2017). The University of South Africa, the 

University of Johannesburg and the Nelson Mandela University have collaborated to 

form the South African Cyber Security Academic Alliance (SACSAA, 2011). The main 

responsibility of SACSAA is to provide free cybersafety education in the form of 

posters, flyers and school curricula (Von Solms & Von Solms, 2015). All this material 

for cybersafety education is available in English and very little material has been 

translated into other South African languages.  

Most of the material that has been developed to educate school learners about 

cybersafety education by universities, research institutions, private and public 

organisations, in the attempt to keep school learners safe, is available online (Google, 

2017; Unisa, 2017; University of Pretoria, 2017). Many children struggle to find the 

material online (Kritzinger, 2016; Von Solms & Von Solms, 2014) due to limited 

internet access in school and due to the language barrier as much of this material is 

available in English. To make information more accessible, the University of Pretoria 

has created teachers’ manuals and activity books for school learners relating to 

cybersafety, while private sectors have secured partnerships with the government in 

trying to provide necessary ICT infrastructure in schools. This is being done through 

programmes like SA Connect which has already started to connect some of the 

schools, health centres, government facilities, post offices and Thusong service 

centres in rural areas. However, this is a relatively slow process as the programme 

started in 2013 and hopes to be completed only by 2030 (Mzekandaba, 2019).  

1.4. PROBLEM STATEMENT  

Based on the reviewed literature, the specific problem addressed by this research was 

the following:  

Many primary school teachers in South Africa are ill-equipped to implement 

cybersafety initiatives, thus leading learners to be vulnerable to cyber-related threats. 
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1.5. RESEARCH OBJECTIVES  

1.5.1. Primary Objective  

To address the problem identified, the primary research objective of this study was: 

To develop a framework for the cybersafety education of primary school 

learners in South Africa, in order to overcome the cybersafety threats and 

related risks that these learners are exposed to. 

1.5.2. Secondary Objectives  

To achieve the primary research objective, the following secondary objectives were 

identified: 

• Secondary objective 1 (SO1): To identify the key cybersafety threats and 

related risks to primary school learners. 

• Secondary objective 2 (SO2): To investigate current cybersafety initiatives 

globally and in South Africa. 

• Secondary objective 3 (SO3): To identify the main challenges relating to 

cybersafety education in the South African context.  

• Secondary objective 4 (SO4): To determine the key components required to 

overcome challenges identified in addressing the cybersafety education of 

primary school learners in South Africa. 

1.6. DELINEATION  

This research focuses on supporting teachers in the cybersafety education of primary 

school learners in the intermediate phase (Grades 4 to 6) in South Africa.  

1.7. RESEARCH PROCESS 

This study commenced with a literature review to identify the problem areas with 

regards to cybersafety in primary schools in South Africa. It was evidenced that many 

primary school teachers in South Africa are ill-equipped to implement cybersafety 

initiatives, thus leading to learners being vulnerable to cyber-related threats. To 

address this problem area the following research objectives were identified (and also 

indicated in Table 1.1 below): 
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• To identify the key cybersafety threats and related risks to primary school 

learners 

In order to address this research objective, a further literature review was 

conducted. This aimed to identify what the cybersafety threats and related risks 

for primary school learners are (refer to Chapter 3.) These threats and related 

risks were subsequently utilised towards developing the solution (refer to 

Chapter 5). 

• To investigate current cybersafety initiatives both globally and in South 

Africa 

The next step in this research was to investigate current cybersafety initiatives 

both globally and in South Africa. A qualitative content analysis and a literature 

review were used to identify what efforts, both globally and in South Africa, have 

been made with regards to cybersafety education (refer to Chapter 4).  

• To identify the main challenges relating to cybersafety education in the 

South African context 

The main challenges relating to cybersafety education in the South African 

context are highlighted in Chapter 4. To identify these challenges a comparative 

analysis, a literature review and argumentation were undertaken.  

• To determine the key components required to overcome the challenges 

identified in addressing the cybersafety education of primary school 

learners in South Africa 

Finally, in order to determine the key components required to overcome the 

challenges identified in addressing the cybersafety education of primary school 

learners in South Africa, a comparative analysis, a literature review and 

argumentation were conducted. Through argumentation, modelling and critical 

reasoning, these key components were used to develop a framework for 

cybersafety education of primary school learners in South Africa (refer to Chapter 

5). 
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Table 1.1: Research Methods Related to Research Objectives 

Objectives Research method used 

PO • To develop a framework for 
cybersafety education of primary 
school learners in South Africa, , in 
order to overcome the cybersafety 
threats and related risks that these 
learners are exposed to.  

Argumentation/Critical 
reasoning/ Modelling. 

SO1  • To identify the key cybersafety threats 
and related risks to primary school 
learners. 

Literature review  

SO2 • To investigate current cybersafety 
initiatives both globally and in South 
Africa. 

Literature review/ Qualitative 
content analysis. 

S03  • To identify the main challenges relating 
to cybersafety education in the South 
African context.  

Literature review/ 

Comparative 
analysis/Argumentation. 

S04 • To determine the key components 
required to overcome the challenges 
identified in addressing the cybersafety 
education of primary school learners in 
South Africa. 

Literature review/ 

Comparative analysis/ 

Argumentation. 

 

1.8. ETHICAL CONSIDERATIONS  

No ethical clearance was required in this study as all secondary data was obtained 

through review of the literature and content analyses.  

1.9. STUDY OVERVIEW – LIST OF CHAPTERS 

Chapter 1: Introduction – This chapter focuses on the background of this research 

study. The problem area is identified, together with the research objectives and the 

research methods that were used.  

Chapter 2: Research Process and Design – The purpose of this chapter is to 

introduce the research process and design used in this study which is qualitative 

approach. This research approach involved undertaking a literature review, various 

content analyses, comparative analyses, critical reasoning, modelling and 

argumentation.  
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Chapter 3: Cybersafety – The aim of this chapter was to identify the key cybersafety 

threats and related risks to primary school learners (SO1). To attain this research 

objective an investigation around cyberspace was conducted. The chapter also 

discusses the advantages of cyberspace, the risks associated with using cyberspace, 

and explores safety measures around cyberspace. 

Chapter 4: Cybersafety Education in Primary Schools – Chapter 4 focuses on 

investigating cybersafety education globally (SO2). Secondly, it presents the main 

challenges identified that relate to cybersafety education in the South African context 

(SO3). Next, it presents the key components necessary to overcome challenges 

identified in addressing the cybersafety education of primary school learners in South 

Africa (S04). It also discusses the commonalities, gaps and findings that were 

identified for developing key components of a cybersafety educational framework for 

primary school learners in South Africa.  

Chapter 5: The Proposed Framework – The purpose of this chapter is to propose 

an appropriate framework to address cybersafety education for primary school 

learners in South Africa. 

Chapter 6: Conclusion – This chapter summarises the research findings and argues 

how this study has met each research objective. This chapter also discusses the 

limitations of this study and notes considerations for possible future studies in the 

same research area.  

1.10. CONCLUSION 

This study primarily focused on primary school learners who have been identified as 

being highly vulnerable in cyberspace. It has been evidenced that they do not have 

the necessary skills and knowledge on how to protect themselves from cybersafety 

threats and related risks. Moreover, for the exact same reason, many teachers are not 

able to assist them. However, according to  Kritzinger, Bada and Nurse (2017) 

cybersafety education must start as early as primary school since it is the entry point 

of education and the age to explore technology. Therefore, this study proposes a 

framework on how to address cybersafety education, particularly for primary school 

learners. To develop the proposed framework, this study followed the research 

process discussed in Section 1.6. Chapter 2 discusses in detail the research process 

followed by this study. 
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CHAPTER 2  

RESEARCH PROCESS AND DESIGN 

2.1. INTRODUCTION 

Chapter 1 Section 1.1 provided a brief background on the challenges relating to 

cybersafety education in South Africa. These challenges include: a lack of commitment 

from the South African government regarding cybersafety education, ill-equipped 

teachers, a lack of infrastructure and limited cyber-related initiatives. Furthermore, the 

problem area of this study was also identified in Chapter 1 Section 1.4, followed by the 

research objectives of this study.  

Chapter 2 discusses the research methodology in Section 2.2, describes the research 

setting in Section 2.3 and the research process in Section 2.4. The research process 

includes the following research objectives that were formulated to address this area of 

study: to identify cybersafety threats and related risks to primary school learners; to 

investigate cybersafety initiatives both globally and in South Africa; to identify the main 

challenges relating to cybersafety education in the South African context; determining 

the key components required to overcome the challenges identified in addressing the 

cybersafety education of primary school learners in South Africa; and developing a 

framework for cybersafety education of primary school learners in South Africa. 

2.2. RESEARCH METHODOLOGY 

The purpose of this section is to discuss the research methodology utilised by this 

study. In lay terms, research methodology is a way to conduct a research study 

(Williams, 2007). To conduct a research study, there are three common approaches 

that are followed, namely qualitative, quantitative and mixed methods (Matthews & 

Ross, 2010). A qualitative research approach aims to gain an understanding of primary 

reasons, motivations and people’s perceptions towards their experiences around the 

world (Creswell, 2003). In a qualitative research process, texted data is analysed to 

bring up arguments, draw up conclusions or highlight any finding (Krippendorff, 1980). 

Normally in a qualitative research approach the researcher has a general idea of what 

he is looking for. A qualitative research approach involves methods such as semi-

structured/unstructured interviews, gathering related documents and focus groups 

(Matthews & Ross, 2010).  
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A quantitative research approach is normally presented as numerical data (Walliman, 

2010). Text data is grouped into certain categories and described as statistics to draw 

up conclusions or highlight any finding (Matthews & Ross, 2010). In a quantitative 

research approach, the researcher normally knows what he is looking for (Matthews 

& Ross, 2010). The quantitative approach includes closed-ended information such as 

content analyses, surveys and questionnaires and case studies (Creswell, 2003; 

Matthews & Ross, 2010).  

The mixed methods research approach combines qualitative and quantitative 

research methods in a way that is suitable for a specific research project (Matthews & 

Ross, 2010). The researcher collects and analyses both numeric and narrative data 

and both result in qualitative and quantitative research process. This method benefits 

a study by overcoming the weaknesses of both the qualitative and quantitative 

research approaches (Williams, 2007).  

For the purpose of this study, a qualitative research approach was followed.  

2.3. RESEARCH SETTING 

This research was conducted focusing on supporting teachers in the cybersafety 

education of intermediate phase primary school learners (Grades 4 to 6) in South 

Africa.  

2.4. RESEARCH PROCESS 

A research process is an overview of the objectives for a research project, specifying 

sources for data collection, and discussing how the researcher plans on conducting 

the research (Saunders, Lewis, & Thornhill, 2009; Mafuwane, 2011). Figure 2.1 

provides an outline on how the research process was conducted to lead to the 

solutions for this study. 



Page | 14  

 

Figure 2.1: Research Process Diagram 

 

To begin this study, a literature review was conducted. This involved reviewing a 

variety of articles, books, journals and other sources that were relevant to this study 

being undertaken. A literature review is a process of studying relevant information that 
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has been published previously (Boote & Beile, 2005). According to Matthews and Ross 

(2010), one will be able to discover what is already known about your research area; 

compare and contrast different sources and the opinions of experts; put your research 

into a context and find the important issues or variables in your topic. Through the 

information gathered in the literature review, a problem statement was identified, i.e. 

many primary school teachers in South Africa are ill-equipped to implement 

cybersafety initiatives, thus leading to learners that are vulnerable to cyber-related 

threats.  

In order to address the identified problem area, research objectives were formulated 

in Chapter 1 (Section 1.4) and further literature reviews were undertaken to 

subsequently explore these objectives and to identify the key cybersafety threats and 

related risks to primary school learners. The identified cybersafety threats and related 

risks were further utilised in developing a framework for cybersafety education for 

primary school learners in South Africa – which is discussed and dealt with in Chapter 

5. 

During this study, related documents were gathered to collect data for further analysis. 

This was done using qualitative content analysis, literature review, and comparative 

analysis. According to Krippendorff (1980), content analysis is a research method for 

making replicable and valid inferences from data to their context, with the purpose of 

providing knowledge, new insights, a representation of facts and a practical guide to 

action. It is an empirical method in which data, text, images and expressions are 

analysed in the context of their use (Krippendorff, 1980).  

When completing a content analysis, a researcher starts with a question in mind and 

reads the content of previous studies in order to ascertain if the findings within them 

are applicable to their own area of research study. A content analysis can either be 

qualitative or quantitative. In quantitative content analysis, text data is grouped into 

certain categories and described as statistics whereas in qualitative content analysis, 

texted data is analysed to bring up arguments, draw conclusions or highlight any 

finding (Krippendorff, 1980). This study conducted a qualitative content analysis to 

investigate current cybersafety initiatives globally and in South Africa.  

To conduct the content analysis, firstly, the research objectives to be answered need 

to be selected and secondly, the sample to be analysed must be selected. Each 
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literature source is evaluated and, if the resource is found to be both trustworthy and 

relevant, it is analysed according to the thematic questions that have been chosen.  

The thematic questions for this study were chosen from the following studies: 

Guidelines to Establish an e-Safety Awareness in South Africa (De Lange, 2012) and 

a Cybersecurity Awareness and Education Framework for South Africa (Kortjan, 

2013). These thematic questions had to be dealt with prior to the development of the 

cybersafety education framework. Therefore, the following thematic questions were 

used to conduct a content analyses, which is presented in Chapter 4: 

• What are the goals of the initiatives?  

• Who are the overseers of the initiatives? 

• What is the target audience? 

• What are the topics to be covered? 

• What resources are to be used?  

• What is the context of the initiatives? 

• Who are the role players? 

2.4.1 Scope of the analysis 

The objective of the literature review for this study was to examine cybersafety 

educational initiatives both globally and in South Africa to provide a clear overview of 

current cybersafety efforts. A search was conducted from a wide variety of sources, 

such as the Institute of Electrical and Electronics Engineers (IEEE), Science Direct, 

Springer, Research Gate, Google engine and Google Scholar. These sources were 

deemed as relevant to this research study by the researcher. To conduct a content 

analysis, the search term ‘cybersafety education’ was initially used as the key 

searching term and only studies from 2007 to 2018 were included. However, a further 

screening was conducted which solely identified cybersafety education for primary 

school learners and 24 articles were selected to investigate cybersafety education 

globally, in Africa and in South Africa. 

To investigate cybersafety education globally and in South Africa, as discussed in 

Chapter 1 Section 1.1 and 1.2, the countries selected were Canada, UK, USA, 

Australia, NZ, Mauritius, Tunisia, Kenya, Ghana, Cameroon, Egypt and Rwanda. 

Some of these countries have already implemented cybersafety education at primary 
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school level, such as Canada, UK, USA, Australia and NZ. However, Mauritius, 

Tunisia, Kenya, Ghana, Cameroon, Egypt and Rwanda are still in their initial stages. 

South Africa is also still lagging in this aspect. Therefore, a content analysis focused 

on cybersafety initiatives of these countries as well as on nationally initiated and driven 

cybersafety educational initiatives. From the analysis, the efforts already made relating 

to cybersafety education globally and in South Africa were identified. 

A comparative analysis was used to identify the main challenges relating to 

cybersafety education in primary schools in South Africa and to identify the key 

components required to overcome these challenges (SO3). According to Mills, Van de 

Bunt, and De Bruijn (2006) a comparative analysis is defined as a method to search 

for similarity and variance from different data sources. A comparative analysis is used 

to study two or more countries or cultures; it is commonly used in policy studies 

(Matthews & Ross, 2010). Normally a comparative analysis includes a detailed 

examination of an aspect, policy or issue. The researcher is not only interested in 

similarities and variances of countries, but also variances in the contexts (Matthews & 

Ross, 2010). These contexts may include the history, customs, institutions, ideologies, 

values and lifestyles of the country, culture, organisation or community (Matthews & 

Ross, 2010). Therefore, this aspect was quite relevant for this study as the focus was 

on the South African context, with unique values, customs, culture, community, history, 

lifestyle and institutions.  

Through argumentation, the main challenges relating to cybersafety education in 

South Africa and the key components used to address them were argued (SO4). With 

argumentation, conclusions are reached through logical thinking (Van Eemeren & 

Grootendorst, 2004). In simple terms, argumentation forms the core principle of 

developing a solution (Tekeni, Botha & Thomson, 2015). Therefore, through 

argumentation a framework for cybersafety education of primary school learners in 

South Africa was subsequently developed.  

Through critical reasoning and argumentation, key components to develop a 

framework for cybersafety education of primary school learners in South Africa were 

identified (SO4). Critical reasoning includes the element skills of analysing arguments, 

making suggestions, using inductive or deductive reasoning, judging or evaluating, 

and making decisions or solving problems (Lai, 2011). It involves both cognitive skills 
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and dispositions. These dispositions can be seen as attitudes or habits of mind and 

they include open- and fair-mindedness, interest, flexibility, a tendency to seek reason, 

a desire to be well-informed, and a respect for and willingness to entertain diverse 

viewpoints (Lai, 2011). A model can be defined as a “theoretical construct that 

represents physical, biological or social processes, with a set of variables and a set of 

logical and quantitative relationships between them” (Tomhave, 2005). It can be an 

abstract or a conceptual model and is not necessarily detailed in implementation. This 

means that it is a high-level construct representing processes, variables and 

relationships (Tomhave, 2005). Therefore, through modelling, a high-level framework 

was developed in this research, linking all the relationships between the identified key 

components.  

2.5. CONCLUSION 

Chapter 2 focused on the overview of the research methodology, the research process 

and the research setting of this study. It was highlighted (in Section 2.2) that all the 

research processes involved in this study utilised qualitative methods. The study was 

conducted through a literature review, modelling, critical reasoning, arguments, a 

comparative analysis and a content analysis. Therefore, the chapters to follow expand 

on these processes of the study, providing detailed information regarding the 

investigation conducted for this study, the solution and future recommendations. 
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CHAPTER 3  

CYBERSAFETY 

3.1. INTRODUCTION 

Chapter 1 provided a brief background on the challenges regarding cybersafety 

education. These challenges include, but are not limited to, a lack of commitment from 

the South African government, ill-equipped teachers, lack of infrastructure and limited 

cyber-related initiatives. 

Chapter 2 provided the research process that was followed in this study which 

included: a qualitative content analysis; a literature review; a comparative analysis; 

argumentation; modelling and critical reasoning. 

Chapter 3 provides an overview of key cybersafety threats and related risks to primary 

school learners. The chapter also discusses the advantages of cyberspace, the risks 

associated with using cyberspace, and explores safety measures around cyberspace. 

3.2. CYBERSPACE 

The use of cyberspace in society has become undebatable (Kritzinger, Bada, & Nurse, 

2017). According to Sawyer (2017) ICT and the Internet provide the backbone of 

cyberspace. De Wet, Koekemoer, and Nel (2016) defined ICT as the use of electronic 

gadgets such as computers, telephones, internet and satellite systems that store, 

retrieve and distribute information in the form of data, text and images. Cyberspace is 

described as an intricate context which results from the interaction of people, software 

and services on the Internet through technological devices and networks connected 

to it, which do not exist in any physical form (ISO/IEC 27032, 2012).  

Cyberspace comprises digital storage, the exchanging and improving of data through 

networked systems and is supported by crucial information infrastructure. Hence, it 

can be viewed as a global community where 1.7 billion people are connected to 

exchange ideas, services and friendship (Kosseff, 2018). Figure 3.1 indicates the 

current number of users online around the world. It is identifying Asia, Europe and 

Africa as having the highest number of online users. Asia has 2197 million users, 

seconded by Europe with 719 million online users, followed by Africa with 492 million 

users.  
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Figure 3.1: Internet Users in the World (Miniwatts Marketing Group, 2019) 

Cyberspace has redefined the lives of many people, including those of school learners. 

The more school learners access cyberspace, the deeper and more diverse are their 

online activities (Livingstone et al., 2012a). It has been indicated in Figure 3.2 that 

school learners visit cyberspace for a variety of purposes such as education, 

socialising, gaming and information gathering, playing music, watching videos and 

uploading photos. In addition, Figure 3.2 presents some of the cyberspace activities 

that are undertaken amongst school learners of different age groups. However, this 

study focused on the target audience of 10 to 12-year olds, which typically comprises 

intermediate phase primary school learners in South Africa. Thus, information was 

gathered from age groups listed in Figure 3.2.  
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Figure 3.2: Reasons for Going Online, by Age (Livingstone, Davidson, Bryce, & 

Batool, 2017) 

As illustrated in Figure 3.2, school learners aged between 10 and 12 years of age 

access most of the cyberspace activities. Due to their age, they make moderate use 

of social media platforms, education, information gathering and uploading photos. 

Conversely, they mainly access cyberspace for messaging friends/family, online 

gaming, listening to music, watching videos and education. With these activities comes 

various cyber-related risks and thus the need for the development and knowledge of 

cybersecurity, cybersafety and cyberethics. 

3.3. DEFINING CYBERSECURITY  

The global adoption of cyberspace has made its security a primary concern. Singer 

and Friedman (2014) emphasised that cybersecurity is a matter of global urgency that 

warrants clarity and understanding. Cybersecurity is used to secure cyberspace 

(Klaper & Hovy, 2014). It attempts to ensure the completion and maintenance of 

security properties of organisations’ and users’ assets against relevant security risks 

in the cyber-environment. The general security objectives include confidentiality, 

integrity and availability. These objectives are commonly referred to as the CIA triangle 

(Von Solms & Van Niekerk, 2013). Confidentiality ensures that any information being 

developed, accessed or processed is only available to authorised individuals (ISO/IEC 

27002, 2005) whilst the focus of integrity is to guarantee that information remains 
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uncompromised, i.e. meaning that the information remains in its original state (Van 

Niekerk & Thomson, 2010). According to Klaper and Hovy (2014) cybersecurity is a 

technical discipline that defends digital systems against abuse and intrusion. Kritzinger 

(2011) defined cybersecurity as the physical safeguarding (both hardware and 

software) of personal data and technological resources from unauthorised access 

gained through technological means. Boyes’ (2015) definition of cybersecurity is 

similarly holistic and includes people, processes, physical, and technological aspects. 

Cybersecurity has been defined as “the protection of cyberspace itself, the electronic 

information, the ICTs that support cyberspace, and the users of cyberspace in their 

personal, societal and national capacity, including any of their interests, either tangible 

or intangible, that are vulnerable to attacks originating in cyberspace” (Von Solms & 

Van Niekerk, 2013). The definition of cybersecurity by Von Solms and Van Niekerk 

(2013) includes the support of ICTs and the users of cyberspace, and thus these users 

need to be educated in cybersafety. 

3.4. DEFINING CYBERSAFETY 

According to Radoll (2014) cybersafety is a general term used to describe one’s 

personal safety in the digital world. It is associated with all types of computers, mobile 

devices and all types of digital information from text messages, to social media, emails 

and website content. Cybersafety also focuses on the negative uses of cyberspace 

such as cyberbullying. Cybersafety can be described as the state of being shielded 

against any harm, any damage or failure in cyberspace which can be either physical, 

social, financial, political, emotional or occupational, and so on (ISO/IEC 27073, 2012). 

According to this definition, there is a clear indication that cybersafety focuses on the 

human aspect of harm and harm prevention when engaging with cyberspace. This 

definition of cybersafety was used for the purpose of this study.  

Cybersafety can also be referred to as e-safety, internet safety, online safety or digital 

safety (Radoll, 2014). It can be used to educate children about the positives and 

negatives of using ICTs and aims to help safeguard children from internet predators, 

who often attempt to contact children online and arrange unmonitored meetings (Grey, 

2019). However, cybersafety education is a complex matter; it can be particularly 

difficult for school learners to grasp as they do not fully comprehend the social and 

technical complexities of the Internet. Therefore, Berson and Berson (2004) are of the 
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view that cybersafety education should provide guidance and direction on cyberethics, 

in order to assist users to develop appropriate attitudes towards their safety in their 

use of ICT. 

3.5. DEFINING CYBERETHICS 

Cyberethics are the moral and ethical decisions that people make when they are using 

Internet-capable technologies and digital data (Pusey & Sadera, 2011). It refers to the 

code of responsible behaviour on the Internet. As with everyday life, people are taught 

to act responsibly whilst upholding moral values such as; do not take what does not 

belong to you and do no harm to others. These lessons are equally applicable in 

cyberspace. Therefore, it can be said that safe, responsible conduct on the Internet, 

should mirror that of good behaviour in everyday life. Cyberethics establishes 

boundaries for users to prevent self-harm and it also assists in identifying online risks 

in order to subsequently counteract them (Pruitt-Mentle, 2001). According to Kritzinger 

(2011) cyberethics deals with several different aspects including plagiarism, hacking, 

piracy and the uploading of inaccurate or incorrect data.  

After briefly discussing cybersecurity, cybersafety and cyberethics, it is apparent that 

they are intricately linked. The following section serves to further discuss this 

relationship. 

3.6. RELATIONSHIP BETWEEN CYBERSECURITY, CYBERSAFETY AND 

CYBERETHICS 

Klaper and Hovy (2014) elaborated on the fact that while cybersecurity remains a very 

technical practice, it is people that make decisions and who have the ability to 

domineer cyberspace. Klaper and Hovy (2014) went on to suggest that it is important 

that users of cyberspace, that hold sensitive data, know the importance and 

application of safety principles and mechanisms. As previously mentioned, (in Section 

3.3), good cybersecurity is holistic and based on a comprehensive approach that 

includes people, processes, physical and technological aspects. Cybersafety, as cited 

in Section 3.4, relates to individuals’ personal safety within the digital domain. As with 

everyday society, it requires people to act with good moral intentions and values, 

which concurrently form the basic principles of cyberethics. Therefore, it is important 
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that users of cyberspace are aware of the threats and risks related to their behaviour 

when engaging in cyberspace.  

The next section looks into the most common current cybersafety threats as they relate 

to primary school learners. 

3.7. CYBERSAFETY THREATS 

School learners are becoming cyber citizens. Access to cyberspace has provided 

them with a multitude of benefits, from increased access to resources and knowledge, 

to improved and expanded methods of communication. However, this leaves them 

vulnerable to becoming victims of cybersafety risks. The increase in the use of 

technology worldwide has caused an increase in the occurrence of cyber threats as a 

form of aggression amongst learners (Smit, 2015). To help build awareness of 

potential issues that can happen while using these technologies, it is vital that school 

learners appreciate and understand the cybersafety threats associated with 

cyberspace. The most common cybersafety threats amongst primary school learners 

include: cyberbullying, immoral or illegal online behaviours, physical danger, sexual 

abuse, invasion of privacy, plagiarism and copyright violation, inappropriate content, 

online gaming, identity theft and talking to and meeting strangers (DBE, 2010; Grey, 

2019; Kritzinger, 2015; De Lange, 2012; Von Solms & Von Solms, 2014; UNICEF, 

2012; Third, Forrest-Lawrence, & Collier, 2019). 

3.7.1. Online Harassment and Cyberbullying  

Cyberbullying can take various forms and includes using ICT devices for sending 

unwanted messages; “cyber stalking” and the posting of hurtful or insulting statements 

about others that can make them feel uneasy, upset, depressed, or afraid. School 

learners often form groups and friendship circles in cyberspace where activities that 

start out as harmless and innocent fun, such as expressing a different opinion to 

another school learner, can quickly turn into something much more serious. In South 

Africa, cyberbullying has remained a concern as recently a teenager committed 

suicide due to repeated, unwanted online communication (Gous, 2019). School 

learners need to be informed that online bullying carries serious consequences (DBE, 

2010). It is therefore crucial that learners understand that the same rules apply to 
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bullying in both the physical and cyber worlds. School learners must likewise be taught 

how to appropriately respond to cyberbullying. 

3.7.2. Inappropriate or Illegal Online Behaviours  

School learners may become involved in other inappropriate, anti-social or illegal 

behaviour while using ICT. Such behaviours include, but not limited to the following 

(DBE, 2010): 

• Identity theft  

• Participating in hate or cult websites  

• Buying and selling stolen goods  

• Divulging or sharing personal information online 

• Posting endangering information which may taint a person’s reputation.  

The teaching of appropriate behaviour and critical thinking skills is essential as it will 

enable school learners to be safe and lawful when in cyberspace (DBE, 2010). School 

learners involved in risky or illegal behaviours in cyberspace may benefit from 

professional support or counselling to readdress the balance of their cyberspace and 

real-world life (DBE, 2010). Some school learners may become participants or victims 

of major cyber risks. It is important that school learners become aware of how 

dangerous it is to leave online tracks, also known as a CyberCV. A CyberCV can 

contain personal information which includes remarks that individuals have made or 

that have been made about them online, and future employment opportunities may be 

negatively affected along with an increased exposure to identity theft (DBE, 2010). 

3.7.3.  Physical Danger and Sexual Abuse 

Some criminals use cyberspace services such as “chat-rooms” to interact with school 

learners (DBE, 2010). Their aim is to create and develop relationships with school 

learners in an attempt to persuade them into sexual activity and exploitation (DBE, 

2010). Paedophiles often target specific individuals, to develop an online friendship by 

pretending to be a school learner with similar interests and hobbies until they gain the 

trust of the learner to such an extent that they create other forms of communicating 

like text messaging and eventually meeting in person. They could possibly persuade 

the learner to participate in creating or distributing inappropriate material such as 

explicit photographic images. Such acts are examples of criminal conduct and any 
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adult persons who commit such acts can be convicted of the “sexual grooming” of 

children. 

Cyberstalking is whereby individuals keep track of the activities of their victims through 

their participation on social networking sites (DBE, 2010). This can result in physical 

stalking if the location of the targeted individuals are revealed in cyberspace. 

Therefore, school learners need to understand that giving personal information, 

sharing pictures of an explicit nature or arranging to meet their online contacts, could 

pose a direct risk to their safety, and/or that of their loved ones (DBE, 2010). 

3.7.4.  Inappropriate Content  

Exposure to inappropriate material poses risks when in cyberspace. School learners 

can be exposed to unsuitable content (De Lange, 2012), such as pornographic 

material, content that is hateful or violent in nature, activities that are dangerous or 

illegal, and/or material that is inappropriate for their age or biased (DBE, 2010). 

Cyberspace is open to all, but sadly this also means that everyone can share their 

ideas without restraint or considering the effects those views may have on others. 

Therefore, one can access inappropriate content unknowingly either by clicking 

unknown links or pop ups or by searching using the wrong terms (Paraiso, 2016). 

Cyberspace is host to an enormous amount of pornographic material. Through the use 

of ICT devices such as mobile phones, school learners may become involved in the 

creation and circulation of inappropriate content and indecent images. Thus, they may 

consciously or otherwise be adding to the available online pornography content (DBE, 

2010). It is important to raise awareness amongst school learners that inappropriate 

content poses a direct risk to them. 

3.7.5.  Obsessive Use of the Internet  

De Lange (2012) identified that addictive behaviours and obsessions can be 

developed by school learners who are regularly engaged in cyberspace. This is 

concurrent with the DBE’s (2010) report which found that typical addictive behaviour 

in cyberspace creates the potential for school learners to become obsessed with the 

online world. As a result, this has a negative impact on their lives. Spending a great 

deal of time in cyberspace causes a drop in the quality of schoolwork being produced, 

results in learners having less sleep, and may have negative impacts on their family 
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relationships (DBE, 2010). All of these are indications that cyberspace has the 

potential to take too high a priority in a school learner’s life and, if not managed 

appropriately, can have serious effects on their academic performance (DBE, 2010). 

According to De Lange (2012) such obsessive use or addictive behaviours may lead 

the school learner to feel lonely and depressed.  

3.7.6. Sharing of Information 

We live in a world where information is vital to our everyday lives. Most information is 

now available online and a number of websites have made it easy to share information 

(De Lange & Von Solms, 2012). Children connect to one another through cyberspace, 

using mobile phones, emails, social media and many more (Von Solms & Von Solms, 

2014). Common platforms include Facebook, Twitter and My Space for 

communicating between individuals (De Lange, 2012). It has become inexpensive to 

upload and publish information due to these technologies. However, criminals are 

targeting these media platforms to commit cybercrime. School learners are uploading 

information on social media without contemplating the consequences, and thus they 

serve to be easy targets for those who aim to groom or predate them (De Lange, 

2012). 

 

More so, misusing ICT devices in the school environment includes spreading anything 

not related to school such as large file attachments. This does not only affect the 

connectivity speed but also becomes time consuming to manage the inappropriate 

and personal activities carried out during school hours which can end up being costly 

to the performance of the teacher and the learner (DBE, 2010). 

Hence, it is important that school learners be educated on how to protect their own 

privacy online, including the sharing of passwords, personal details and spreading 

information that is not school related. 

3.7.7. Game Addiction 

 School learners are becoming increasingly addicted to the Internet and mobile phone 

chats, spending more time online. Many learners neglect their schoolwork, have 

limited sleeping time and neglect family time and relationships because of their internet 

obsession (DBE, 2010). According to the DBE (2010) game addiction is another risk 
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factor which school learners may be exposed to. Many learners would prefer to play 

online games rather than go out with their friends or play a sport. The addiction of 

games can lead to poor health, poor eating habits and bad social reputation (Von 

Solms & Von Solms, 2014). Games may require money to purchase them online, 

which can be very expensive or expose school learners to identity theft (as they are 

not aware if it is a trusted website) as they upload their personal information online 

(Von Solms & Von Solms, 2014). Games are often designed to keep people returning 

to play them through the use of daily rewards or special features that can only be 

obtained once a set number of playing hours have been reached. It is therefore crucial 

that school learners be monitored and educated about the negative effects associated 

with prolonged hours spent online.  

3.7.8. Copyright 

School learners have been indicated to regularly download music files and copy and 

paste homework assignments. They often do this with little or no awareness that 

copyright laws apply on the Internet. School learners need to be taught that it is illegal 

to download information, music, images, videos and software without the owner’s 

consent. They also need to be taught that it is unethical to use someone’s work as 

their work or their own idea (Kritzinger, 2011). Topics such as referencing, and 

citations must be taught to learners when they are writing their assignments. Social 

media is regarded as one of the platforms that has allowed the sharing of information 

without acknowledging the source (DBE, 2010). It is important that learners are made 

aware that copyright laws also apply in cyberspace. 

3.7.9.  Sexting 

Sexting can be defined as the act of sending and receiving sexually suggestive text 

messages, photos or videos (Burton & Mutongwizo, 2009). It also refers to the 

participation of school learners in sending and receiving sex content, which can be 

termed child pornography or paedophilia (Online Safety and Technology Working 

Group, 2010). School learners need to be educated on how unethical it is to circulate 

sex content and that they may be breaking the law in doing so.  
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3.7.10. Talking or Meeting with Strangers 

Cyberspace gives school learners the ability to converse as well as freely and remotely 

share ideas and knowledge (UNICEF, 2012). However, sharing information and online 

chatting often prompts individuals to then meet up face-to-face (UNICEF, 2012). 

Unfortunately, sharing of information and chatting offers a wide platform for predators 

as well (Paraiso, 2019). According to Canadian statistics, between 2014 and 2016, 

cyber-related criminal activity increased from 15,000 cases to 24,000 cases and 22 

percent of these cases targeted school learners in the form of making and distributing 

of child pornography, exploitation and child luring (Eagle, 2018). In South Africa, news 

reports and research studies have highlighted that many school learners are meeting 

an increasing number of strangers online and subsequently meeting them in person 

(UNICEF, 2012). 

3.8.  CONCLUSION 

This chapter identified cybersafety threats in cyberspace as they relate to primary 

school learners. Cyberspace has proven to be beneficial to many; however, primary 

school learners should be made aware that it also has a dark side. Hence, it is 

important that primary school learners recognise the benefits and risks associated with 

cyberspace. Many primary school learners are being affected by these risks and they 

do not know how to adequately respond. It is important that these primary school 

learners are taught how to identify these cybersafety threats. To cultivate this culture 

among primary school learners, cybersafety education is essential. As such, 

cybersafety educational initiatives in developed and developing countries were 

investigated and are presented in the next chapter. This investigation was undertaken 

by the researcher in order to identify the key components that could guide the 

proposed framework for cybersafety education for primary school learners in South 

Africa. 
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CHAPTER 4  

CYBERSAFETY EDUCATION IN PRIMARY SCHOOLS 

4.1. INTRODUCTION  

Chapter 3 described and discussed what is meant by some of the key terms utilised 

when referring to cyberspace. It explored the concepts of cybersecurity, cybersafety, 

cyberethics and how they inter-link. 

Chapter 4, Section 4.2, discusses global cybersafety educational initiatives, while 

Section 4.3 discusses cybersafety educational initiatives in Africa (excluding South 

Africa). Section 4.4 discusses cybersafety educational initiatives in South Africa. 

Section 4.5 comprises a discussion of all these findings. How to address cybersafety 

education in South Africa is explored in Section 4.6. 

To investigate current cybersafety initiatives globally, in Africa (excluding South Africa) 

and in South Africa (SO2), this chapter presents the literature that was reviewed for 

this purpose, as well as a qualitative content analysis (in order to address this research 

objective). The chapter points out the main challenges identified relating to cybersafety 

education in the South African context (SO3) and the key components identified that 

are required to overcome these identified challenges; in addressing the cybersafety 

education of primary school learners in South Africa (SO4). To address these research 

objectives a literature review, comparative analysis and argumentation were used. 

These research methods are discussed, in detail, in Chapter 2 Section 2.4 including 

the process followed to conduct a qualitative content analysis and a comparative 

analysis. 

Section 4.2 presents global cybersafety educational initiatives that the researcher 

investigated. A literature review and a qualitative content analysis were both 

conducted to investigate the efforts that have been made to date.  

4.2. GLOBAL CYBERSAFETY EDUCATIONAL INITIATIVES 

School learners are being exposed to technologies at a very early stage (De Lange & 

Von Solms, 2012). Hence, they must be taught how to make wise decisions online as 

they would in real life, for instance not to talk to strangers, not to give away personal 

information and not to go to unsafe places (Von Solms & Von Solms, 2014). “The 
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pedagogy for educating school children about cybersafety threats should be the same 

as traditional education of children on ethics and the grounded principle of ‘do no 

harm’” (Kritzinger, 2015). Therefore, it is wise to properly educate children on rules 

that govern cyberspace at an early stage when they are adopting the use of technology 

(Kritzinger, 2017a). Developed countries have included cybersafety education in their 

school curricula and amongst these countries is the United Kingdom (UK), where all 

school learners from the age of 11 to 14 years are educated on cybersafety (Farrell, 

2014). Australia has implemented several cybersafety measures to better protect their 

learners (Australian Government, 2014). Countries such as Canada, USA and NZ are 

also educating school learners about cybersafety (Kortjan & Von Solms, 2014). The 

remainder of this section focuses on these developed countries and their respective 

cybersafety positions, specifically amongst primary school learners.  
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Table 4.1: Summary of Findings for Cybersafety Educational Initiatives Globally 

Initiative Goal Overseers Target audience Role players Delivery 
method 

 Resources Access 
method 

Context 

ThinkUknow 
https://www.think
uknow.co.uk/8_1
0/grown-ups/ 

Protect 
children both 
online and 
offline. 

NCA-CEOP 8 to 10year olds 
and 11 to 13-year 
olds 

Teachers and 
learners 

Education 
curriculum 

 Videos and 
stories  

Bandwidth English 
UK 

Safer Internet 
centre 
https://www.nets
afe.org.nz/the-
kit/resource/the-
primary-zone-
resources-for-3-
11s-safer-
internet-centre-
uk/ 

Helps children 
to stay safe 
online. 

Childnet 
International, 
InternetWatch 
Foundation and 
SWGfL 

Primary school 
learners (3 to 11-
year olds) 

Teachers and 
learners 

Education 
curriculum 

 Films, 
eBooks, 
games, and 
quizzes  

Bandwidth English 
UK 

UKCCIS 
https://www.think
uknow.co.uk/prof
essionals/guidan
ce/ukccis-
framework-
education-for-a-
connected-world/ 

Protect 
children and 
young people 
to navigate in 
the digital 
world. 

UK 
Government 

7 to 14-year olds Teachers and 
learners 

 Education 
curriculum 

 Framework 
curriculum 

Offline English 
UK 

Cyber Safety for 
K-12  
https://rems.ed.g
ov/docs/Cyber_S
afety_K-
12_Fact_Sheet_
508C.PDF 

Aims to 
protect 
children from 
obscene or 
harmful 
content on the 
Internet. 

Readiness and 
Emergency 
Management 
for schools 

Primary school 
learners (K-12) 

Teachers and 
learners 

Education 
curriculum 

 Power point 
slides, videos, 
presentations, 
classroom 
activities and 
tip sheets. 

Offline/ 
Bandwidth 

English 
USA 

https://www.thinkuknow.co.uk/8_10/grown-ups/
https://www.thinkuknow.co.uk/8_10/grown-ups/
https://www.thinkuknow.co.uk/8_10/grown-ups/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.netsafe.org.nz/the-kit/resource/the-primary-zone-resources-for-3-11s-safer-internet-centre-uk/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://www.thinkuknow.co.uk/professionals/guidance/ukccis-framework-education-for-a-connected-world/
https://rems.ed.gov/docs/Cyber_Safety_K-12_Fact_Sheet_508C.PDF
https://rems.ed.gov/docs/Cyber_Safety_K-12_Fact_Sheet_508C.PDF
https://rems.ed.gov/docs/Cyber_Safety_K-12_Fact_Sheet_508C.PDF
https://rems.ed.gov/docs/Cyber_Safety_K-12_Fact_Sheet_508C.PDF
https://rems.ed.gov/docs/Cyber_Safety_K-12_Fact_Sheet_508C.PDF
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Internet safety 
https://www.cybe
rtip.ca/app/en/int
ernet_safety-
for_children 

To help 
educate 
Canadians 
about how to 
keep children 
safe while 
online. 

Canadian 
centre 
Child protection 

Primary school 
learners (5 to 11 
years) 

Teachers and 
learners 

Education 
curriculum 

 Books, power 
point 
presentations, 
and videos 

Offline/  
Bandwidth 

English 
Canada 

e-Safety 
https://esafety.go
v.au/education-
resources/classr
oom-resources 

Helping all 
Australians 
have safe, 
positive 
experiences 
online. 

Australian 
Government 

Middle primary 
school learners  

Teachers, 
learners and 
parents 

Education 
curriculum 

 Videos, 
games and 
blogs 

Bandwidth English 
Australia 

Netsafe 
https://www.nets
afe.org.nz/advice
/young-
people/page/3/ 

To educate 
the 
community on 
the risks of 
cybercrime. 

Industry  
Government 

Primary school 
learners (3 to 11 
years) 

Teachers and 
learners 

Education 
curriculum 

 Videos Bandwidth English 
New 
Zealand 

Stop.Think.Conn
ect 
https://www.cisa.
gov/sites/default/
files/publications/
Kids%20Cyberse
curity%20Presen
tation.pdf 

Campaign to 
help 
Americans 
understand 
the dangers 
that come with 
being online 

Industry 
Government 

School learners 
(8-18 years) 

Teachers, 
Learners, 
Parents 

Education 
curriculum 

 Games, 
books, 
presentations, 
work sheets 

Bandwidth/ 
Offline 

English 
USA 

https://www.cybertip.ca/app/en/internet_safety-for_children
https://www.cybertip.ca/app/en/internet_safety-for_children
https://www.cybertip.ca/app/en/internet_safety-for_children
https://www.cybertip.ca/app/en/internet_safety-for_children
https://esafety.gov.au/education-resources/classroom-resources
https://esafety.gov.au/education-resources/classroom-resources
https://esafety.gov.au/education-resources/classroom-resources
https://esafety.gov.au/education-resources/classroom-resources
https://www.netsafe.org.nz/advice/young-people/page/3/
https://www.netsafe.org.nz/advice/young-people/page/3/
https://www.netsafe.org.nz/advice/young-people/page/3/
https://www.netsafe.org.nz/advice/young-people/page/3/
https://www.cisa.gov/sites/default/files/publications/Kids%20Cybersecurity%20Presentation.pdf
https://www.cisa.gov/sites/default/files/publications/Kids%20Cybersecurity%20Presentation.pdf
https://www.cisa.gov/sites/default/files/publications/Kids%20Cybersecurity%20Presentation.pdf
https://www.cisa.gov/sites/default/files/publications/Kids%20Cybersecurity%20Presentation.pdf
https://www.cisa.gov/sites/default/files/publications/Kids%20Cybersecurity%20Presentation.pdf
https://www.cisa.gov/sites/default/files/publications/Kids%20Cybersecurity%20Presentation.pdf
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Table 4.1 is a presentation of the cybersafety educational initiatives like ThinkUknow, 

e-safety, Netsafe, UKCCIS, Internet safety, cybersafety for K-12, Safer Internet Centre 

and Stop.Think.Connect are applicable and available to primary school learners in the 

developed countries studied. As previously stated, these countries have implemented 

cybersafety education for primary school learners. In every one of these initiatives the 

following were identified: the goal of the initiative, the overseers (the individuals that 

are responsible for the initiative), target audience (who the initiative is aimed at), role 

players (the individuals that are involved in the initiative), delivery method (where the 

material is delivered), the resources to be used in the initiative, access methods 

(whether it be on line or off line learning) and context (i.e. the geographical location, 

the language utilised and the age appropriateness).  

Many of these initiatives have created their own resources to educate primary school 

learners, with the exceptions of Netsafe initiative and K-12 initiative, which make use 

of resources from other initiatives, for example, ThinkUknow initiative. These countries 

have all utilised the English language in order to deliver and implement an educational 

curriculum inclusive of cybersafety. Furthermore, there is clear evidence of more than 

one delivery method being used to communicate cybersafety education. Access to 

most of these educational curricula requires bandwidth; as very few of them are 

supported offline. 
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4.2.1. Cybersafety Threats for Primary School Learners Globally 

Figure 4.1 below is a graphical representation of cybersafety threats as they relate to 

primary school learners for each of the initiatives studied during this research. For a 

complete list of each of the cybersafety threat topics identified from global educational 

initiatives refer to Appendix A. 

 

Figure 4.1: Global Cybersafety Threat Topics  

 

Figure 4.1 illustrates the seven common cybersafety threat topics that were included 

in global initiatives aimed at educating primary school learners about cybersafety. As 

indicated, all of the initiatives studied covered the topic of cyberbullying, which infers 

that it is perceived as a principal threat to primary school learners. Followed by sharing 

information which was covered by almost initiatives.  Four initiatives covered topics of 

a sexual nature, i.e. grooming and sexting, online privacy and inappropriate content. 

Whilst no reasons are provided for such, one could surmise that such topics may be 

deemed age inappropriate, particularly with those in the younger primary school 

grades. Social networking was also only covered four initiatives, which may be since 

most social networking sites (Facebook, Twitter, Instagram, Snapchat and Skype) 

require users to be 13 years or older; therefore, they are not primary school aged 

learners. 
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4.3. CYBERSAFETY EDUCATIONAL INITIATIVES IN AFRICA (EXCLUDING 

SOUTH AFRICA)  

Section 4.2 investigated cybersafety educational initiatives for developed countries. 

The same content analysis process followed in Section 4.2 was applied in order to 

investigate cybersafety education in African countries; with the exclusion of South 

Africa. 

The issue of cybersafety education has been a challenge in developing countries, 

especially within Africa. Many school learners are being exposed to cybersafety 

threats and related risks (Dlamini & Modise, 2012). This is due to a lack of the requisite 

knowledge and skills in cybersafety (Dlamini, Taute, & Radebe, 2011). According to 

Von Solms and Von Solms (2015) Rwanda, Tunisia, Kenya, Ghana, Cameroon, Egypt 

and Maurituis have begun to address cybersafety education. Rwanda and Mauritus 

has started on addressing cybersafety education among children, where as Ghana the 

focus to address cybersafety education is in high schools at the moment (Kingson, 

2019).  

In Tunisia the department of education and DCAF has already started to promote the 

need of cybersafety education in schools (DCAF, 2018). Through research 

departments, Mozambique has started to address the gap for cybersafety education 

among primary and secondary shool learners (Zucule de Barros & Lazarek, 2018).  In 

Cameron, Kenya, Egypt and Tunisia there is still a lack of published studies with 

regards to cybersafety education. Uganda, Sudan and Morocco do not have measures 

yet in place for national cybersafety initiatives (Von Solms & Von Solms, 2014). Table 

4.2 refers to cybersafety educational initiatives in Africa (excluding South Africa). This 

table was derived using the thematic questions identified in Chapter 2 Section 2.4. The 

headings/sections of Table 4.2 are as discussed in Section 4.2 of this chapter. 
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Table 4.2: Summary of Findings for Cybersafety Educational Initiatives in Africa (excluding South Africa) 

Initiative Goal Overseers Target 
audience 

Role players Delivery 
method 

Resources Access 
method 

Context 

Cyberteq 

http://rwandainspirer
.com/2018/01/28/wh
y-children-should-
be-aware-of-cyber-
crimes/ 

Children should 
be aware of 
cybercrime. 

Industry Primary 
school 
learners (11 
years old) 

Industry and 
learners 

Classroom Power point 
slides 

Offline English 
Rwanda 

National Computer 
Board 

http://cybersecurity.
ncb.mu/English/Pag
es/Kids.aspx 

To educate the 
community on 
the risks of 
cybercrime. 

Industry and 
Government 

Kids (age not 
specified) 

Children, 
industry, 
government 
and parents 

Website Blog Online English 
Mauritius 

A Cyber Safety 
Model for Schools in 
Mozambique 

Zucule de Barros & 
Lazarek, 2018 

Promoting a 
cyber safety 
culture among 
children and 
young people. 

 

Researchers 
(Technical 
University of 
Dresden, 
Germany) 

Primary and 
secondary 
school 
learners 

Teachers 

Learners 

Private sector 

Parents 

Government 

International  

cooperation 

 

Model Posters 

Leaflets 

Books 

Newspaper 

article 

Workshop 

Videos 

Offline/ 

Online 

Portuguese 
and other 
languages 

http://rwandainspirer.com/2018/01/28/why-children-should-be-aware-of-cyber-crimes/
http://rwandainspirer.com/2018/01/28/why-children-should-be-aware-of-cyber-crimes/
http://rwandainspirer.com/2018/01/28/why-children-should-be-aware-of-cyber-crimes/
http://rwandainspirer.com/2018/01/28/why-children-should-be-aware-of-cyber-crimes/
http://rwandainspirer.com/2018/01/28/why-children-should-be-aware-of-cyber-crimes/
http://cybersecurity.ncb.mu/English/Pages/Kids.aspx
http://cybersecurity.ncb.mu/English/Pages/Kids.aspx
http://cybersecurity.ncb.mu/English/Pages/Kids.aspx
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Table 4.2 presents cybersafety educational initiatives in Rwanda, Mozambique and 

Mauritius. There is a clear indication that cybersafety education in these countries is 

still in its early stages. Some of these initiatives have goals which are to address 

cybersafety among primary school learners for Rwanda and Mozambique, whilst 

Mauritius focuses on the community. It is illustrated in Table 4.2 that these initiatives 

have overseers, namely the government, research departments and industry. 

Furthermore, these initiatives target a specific audience which in this case includes 

primary school learners.  

As indicated in Table 4.2, the delivery method used in Rwanda for teaching 

cybersafety is through classroom learning (offline), in Mozambique materials will be 

accessed offline medium such as newspapers, books, leaflets, posters and workshops 

and through online methods such as videos. Mauritius the material can accessed via 

a website (online). In Mozambique cybersafety education has tried to focus in 

addressing their context whereas Rwanda and Mauritius initiatives are delivered in 

English, which highlights some of the challenges we are currently facing in South 

Africa, as a nation with 11 official languages, regarding cybersafety education. Having 

investigated these initiatives, there is a clear indication that Africa is still in its early 

stages regarding the development and delivery of cybersafety education. As indicated 

in Table 4.2, Africa as a whole is under resourced, and the context, specifically the 

language of delivery (i.e. English) of cybersafety education, remains a concern and as 

found with Mauritius, the goal is primarily aimed at the wider community and there is 

little or no focus on primary school age learners. 

The following were concluded to be the common topics covered in cybersafety 

educational initiatives in Africa (excluding South Africa): cyberbullying, online 

etiquette, social networking, identity theft and inappropriate language. For a 

comprehensive list of these cybersafety threats please refer to Appendix B. 

Cybersafety educational initiatives identified in South Africa are discussed in the next 

section.  

4.4. CYBERSAFETY EDUCATIONAL INITIATIVES IN SOUTH AFRICA 

The previous section (4.3) investigated cybersafety initiatives in Africa (excluding 

South Africa). There was a clear indication that Africa is still in the process of 

identifying a need for and subsequently developing and delivering cybersafety 
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education. This section investigates cybersafety educational endeavours in South 

Africa.  

The same content analysis and data collection process that was utilised and presented 

in Section 4.2 and 4.3, also applies in this section. 

It has been identified that South Africa does not have any formal cybersafety education 

in place and that cybersafety is not currently incorporated into their school curriculum 

(Von Solms & Fischer, 2017). As a result, many primary school learners lack the skills 

and knowledge needed in cybersafety. Kritzinger (2017a) noted that the lack of 

cybersafety education in school has left doors open for many cyber-attacks on school 

learners. In addition to this, it was documented that teachers in schools are not trained 

about cybersafety and some of them do not know how to use ICT devices correctly. 

As a result, they are ill-equipped to assist school learners in this regard. Several other 

factors that have been associated in negatively affecting cybersafety education in 

South Africa include: access to technical infrastructure, geographical location and a 

language barrier (Kritzinger, 2015).The language barrier is one of the main aspects 

that hinders and exacerbates the gap concerning cybersafety in most developing 

countries. South Africa has 11 official languages and it has presented an opportunity 

to its foundation phase learners (7 to 9 years) to be educated in their own languages 

(Kritzinger, 2017a). However, as indicated with global studies, the majority of 

cybersafety education is presented and delivered to learners in the English language. 

Table 4.3 highlights cybersafety educational initiatives in South Africa. This table was 

again derived by using the same thematic questions from Section 3.2.1 and the table 

headings are the same as those utilised in Sections 4.2 and 4.3. 
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Table 4.3: Summary of Findings for Cybersafety Educational Initiatives in South Africa 

Initiative Goal Overseers Target audience Role players Delivery 
method 

Resources Access 
method 

Context 

Kritzinger & 
Padayachee, 
2007 

To survey how 
life skills 
learning 
outcomes can 
be extended to 
the safe use of 
ICT. 

Researchers 
(University of 
South Africa) 

Applicable to 
everyone 

School learners, 
government, 
parents, guardians, 
internet service 
providers and 
teachers 

Educational 
framework 
(in Life 
Orientation) 

Framework Offline English SA 

Kritzinger & 
Padayachee, 
2013 

To provide an 
overview of a 
possible 
framework to 
engender an 
e-safety 
culture among 
all relevant 
role players 
and the 
application 
thereof. 

Researchers 
(University of 
South Africa) 

Primary school 
learners (age group 
not specified) 

Primary school 
learners, teachers, 
parents, guardians 
and government 

Educational 
curriculum 
Life 
Orientation 

Framework Offline English SA 

Kritzinger, 2011 To deliver 
cybersafety 
awareness 
throughout 
South Africa to 
all groupings 
of the 
population. 

Researchers 
(University of 
South Africa) 

Primary school 
learners (age group 
not specified) 

Schools, learners, 
parents and 
teachers 

Educational 
curriculum 

Class activity 
and 
Homework 
activity 

Offline English SA 
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Kritzinger, 2015 To propose a 
framework that 
can be used to 
design offline 
cyber safety 
games to grow 
a cybersafety 
culture among 
school children 
in South 
Africa. 

Researchers 
(University of 
South Africa) 

Pre-primary, 
primary, or 
secondary school 
category (5 to 19 
years old) 

Government, 
learners, parents 
and teachers 

Framework 
for offline 
cyber safety 
game 
development  

Offline cyber 
safety game 

Offline Translated 
into many 
Languages 
SA 

Kritzinger, 
2017a 

To identify 
children 
(school 
learners); 
readiness in 
becoming ICT 
users; and the 
gaps regarding 
cybersafety 
awareness 
and education. 

Researchers 
(University of 
South Africa) 

Children (school 
learners) (age not 
specified) 

School learners, 
parents/guardians; 
teachers/caregivers
, government; 
including the 
Department of 
Education; industry 
and educational 
systems (schools) 

Educational 
curriculum 
(Life 
Orientation) 

Cyber-culture 
approach 

Offline English SA 

Kritzinger, 
2017b 

To identify 
children 
(school 
learners); their 
readiness to 
become ICT 
users; and the 
gaps regarding 
cybersafety 
awareness 
and education. 

Researchers 
(University of 
South Africa 

School learners (7 
to 13 years old) 

Teachers, learners, 
parents, external 
role players, and 
school governing 
bodies 

Educational 
curriculum 

Board games 
and online 
games. 

Offline/ 
Bandwidth 

Translated 
into 
different 
languages 
SA 

Von Solms and 
Von Solms, 
2014 

To empower 
primary school 
teachers, 

Researchers 
(Nelson 
Mandela 

Primary school 
learners (7 to 13 
years old) 

Government, law 
enforcement, 
parents/guardians, 

Educational 
curriculum 

Online 
videos 

Bandwidth English SA 
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specifically in 
Africa, to 
impart the 
basic 
principles of 
cyber safety to 
their learners. 

University and 
University of 
Johannesburg) 

schools, teachers 
and peers 

Von Solms and 
Von Solms, 
2015 

To introduce a 
curriculum for 
teaching 
cybersafety in 
junior or 
primary 
school. 

Researchers 
(Nelson 
Mandela 
University and 
University of 
Johannesburg) 

Primary school 
learners (7 to 13 
years old) 

Teachers and 
primary school 
learners 

Education 
curriculum 

Online 
videos 

Bandwidth English SA 

Reid and Van 
Niekerk, 2014 

To introduce a 
novel 
approach for 
educating the 
youth about 
information 
security. 

Researchers 
(Nelson 
Mandela 
University) 

Ages (7 years old 
and above) 

School learners Board Game Game 
(Snakes and 
Ladders) 

Offline English SA 

Reid and Van 
Niekerk, 2013 

To create a 
case study of 
a cybersafety 
awareness 
campaign 
conducted 
amongst 
school children 
in the Nelson 
Mandela 
Metropolis. 

Researchers 
(Nelson 
Mandela 
University) 

 Primary school and 
secondary school 
(7 to 19 years old) 

Primary School 
learners, secondary 
School learners 
and teachers 

Educational 
Poster 

Posters and 
Videos 

Offline English SA 

De Lange and 
Von Solms, 
2012 

To propose a 
framework that 
might 
contribute 

Researchers 
(Nelson 

Primary and 
secondary schools 
(7 to 19 years old) 

Schools, teachers, 
parents and 
learners 

Educational 
curriculum 

Framework  Offline English SA 
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towards the 
development 
of an e-Safety 
culture. 

Mandela 
University) 

DBE, 2010 

 

 

 

 

To equip role 
players with 
guidelines 
around the 
ability to 
recognise 
potential 
dangers and 
be discerning 
enough to 
avoid them. 

Government Teachers, learners 
and 
parents/guardians 

Teachers, learners 
and 
parents/guardians 

Guidelines Guidelines Offline English SA 

Von Solms & 
Fischer, 2017 

Promoting 

Digital 
awareness 

Among 

children 

Researchers 

(Nelson 
Mandela 
University) 

Children 

(no age stipulated) 

DBE, Learners and 

Teachers 

Book Short 
messages, 

Poems 

Offline English SA 
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As presented in Table 4.3, South Africa has set goals for numerous cybersafety 

initiatives. However, there is a clear indication that the South African government and 

the private sector have had minimal involvement in these cybersafety educational 

initiatives. Research departments from various universities like Unisa, the University 

of Johannesburg and the Nelson Mandela University in South Africa have taken the 

leading role in the development and implementation of cybersafety initiatives. As 

several of the initiatives had a wide target audience, i.e. the whole community or both 

primary and secondary school aged learners, it was not always possible to separate 

the data into the specific target audience that this research was concerned with, 

namely primary school children aged between 10 and 12 years of ages.  

Table 4.3 shows that some of the initiatives did not include all necessary role players 

such as the government, the governing body and principals. Table 4.3 also serves to 

highlight that in every single initiative there is only one identified delivery method which 

can reduce their effectiveness, as we have seen from previous research that the best 

approach to learning is a holistic approach. This research has indicated that South 

Africa has failed to consider the issue of language as a barrier to learning and 

geographical location as having significance. This can be ascertained from the findings 

in that most of the initiatives use the English language and are delivered using online 

methods. 

4.4.1. Cybersafety Threats for Primary School Learners in South Africa 

This section provides a graphical representation of cybersafety threats and related 

risks (as topics) for primary school learners. A comprehensive list of these cybersafety 

threats are presented in Appendix C. 
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Figure 4.2: Cybersafety Threat Topics in South African Initiatives 

 

Figure 4.2 shows the cybersafety threat topics which are common in South African 

cybersafety initiatives. As depicted, there is a clear indication that the most common 

cybersafety threat topics covered are as follows; cyberbullying, inappropriate content, 

identity theft, sexting, with game addiction, sharing information, meeting strangers, 

copyrights, online privacy, online addiction and cyberstalking are moderately covered 

topics. Again, it can be surmised that a key factor in determining the topics that are 

covered is the age of the children that the initiatives are aimed at, i.e. bullying is a long 

highlighted in primary schools and so it would be prudent to extend anti-bullying 

campaigns to cyberspace.  

Sexting and information sharing are often seen by older primary school children to be 

a form of teasing/childish banter. Both topics were covered by many initiatives and it 

can be deduced that this is to ensure that children understand the implications that 

such actions have and the legalities surrounding what they may deem as innocent 

pranks. Whilst identity theft is usually associated with credit card/banking fraud (and 

considered an adult issue), its prevalence in modern society may provide an 

explanation as to why the topic is covered in so many initiatives for primary school 

children; forewarned is forearmed. This also includes topics like sexting and copyright, 
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which have not been covered in this study as they are not age appropriate for the 

target audience of this study. 

4.5. DISCUSSION OF FINDINGS 

The previous sections, Section 4.3 and Section 4.4, presented a qualitative content 

analysis of cybersafety educational initiatives for the UK, USA, Canada, Australia, New 

Zealand (NZ), Mozambique, Rwanda, Maurituis and South Africa. Based on the 

analysis, this section provides a discussion of the findings and conclusions through a 

comparative analysis. The layout of the discussion is according to the thematic 

questions that were posed in this analysis, as listed below: 

• What are the goals of the initiatives?  

• Who are the overseers of the initiatives? 

• Who are the role players? 

• What is the target audience? 

• What is the context of the initiatives? 

• What are the resources being used?  

• What are the topics covered? 

• What are the delivery methods? 

4.5.1. Goals of Cybersafety Educational Initiatives 

As presented in Table 4.1, in the UK the goal for cybersafety initiatives is to protect 

children so that they stay safe online and offline. In the USA, the goal is to protect 

children and young people. Canada’s main goal is also to protect children whilst they 

are online, whereas in Australia the goal is to help Australia have safe, positive 

experiences online and in NZ the goal is to educate the community on the risks of 

cybercrime. Having investigated Australia and NZ, it is evident that they have different 

goals from the UK, USA and Canada. Whilst in the UK, USA and Canada cybersafety 

initiatives directly address children, Australia and NZ are more aligned to address the 

community at large.  

As presented in Table 4.2, in Rwanda the goal of their cybersafety educational 

initiative was to educate primary school learners on exposing their information online 

and threats in cyberspace, whilst Mauritius also focused more on the community at 
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large. In Mozambique the gaol is to address both primary and secondary school 

learners. 

As presented in Table 4.3, researchers in South Africa have set goals in their 

cybersafety educational initiatives. Some of these goals include: the delivery of 

cybersafety awareness throughout South Africa, empowering teachers to educate 

learners on cybersafety education, proposing frameworks that can assist design of in 

the offline cybersafety games, proposing a framework to contribute towards the 

development of an e-safety culture, and using open resources as a cybersafety 

curriculum. The common goal in these initiatives is to protect children, whether it be in 

directly educating them, or indirectly through educating the adults involved in their 

lives, for example, parent/guardians and teachers, for them to impart their knowledge 

to the children.  

 As with any concept, having a clear goal can be regarded as an important aspect in 

its success. Goals serve to identify what the initiative seeks to achieve and enable the 

measurement of the effectiveness of each initiative. 

4.5.2. Overseers of Initiatives  

As indicated in Table 4.1, developed countries’ cybersafety educational initiatives have 

been delegated by governments, industry, non-governmental organisations, as shown 

in Table 4.4. 

Table 4.4: Cybersafety Educational Initiatives and Overseers 

Initiatives Overseers 

ThinkuKnow (UK) NCA-CEOP 

Safer internet centre (UK) Childnet international 

UKCCIS (UK) UK government 

Cybersafety K-12 (USA) Government 

Internet safety for kids (Canada) Canadian centre 

Child protection 

e-safety (Australia) Australian government 

Netsafe (New Zealand)  Industry and government 

Stop.Think.Connect Government/Industry 
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As presented in Table 4.4, there is clear evidence that the government for some 

developed countries, like UK, USA and NZ, work together with the private sector in 

designing and implementing cybersafety initiatives. On the other hand, Australia is led 

by the government and Canada by non-governmental organisations.  

As indicated in Table 4.2, Africa (excluding South Africa) has followed the same 

principle. In Rwanda the private sectors are involved in delegating cybersafety 

education while nothing has been done by the government as plans are still 

progressing. In Mauritius, it is both the private and government sectors which are 

involved in cybersafety education. Whereas in Mozambique the research departments 

have taken the initiative to try and address cybersafety education.  

However, in South Africa, as presented in Table 4.3, various research departments 

from different universities in South Africa have acquired most of the responsibility in 

designing and implementing cybersafety education of primary school learners in South 

Africa. There is clear evidence that there is less involvement from the government of 

South Africa and the private sector and little collaboration in promoting and executing 

cybersafety education. The UK, USA and NZ have shown that collaboration between 

government and private sectors is possible. Having more than one agency involved in 

an initiative can be beneficial as it not only combines experience and knowledge from 

more than one area, but it also assists in promoting accountability, as one partner will 

be held accountable for their actions etc. by the other/s involved. With many initiatives 

in Africa, including South Africa, being led by a single organisation, these benefits are 

not being realised. 

4.5.3. The Role Players  

According to Kortjan (2013) cybersafety education is a shared responsibility and 

everyone enjoying the cyberspace has a role to play. This means that role players 

such as the government, the researchers, school principals, governing bodies, the 

private sector, teachers, the parents and the learners all have a role to play in 

cybersafety education. In developed countries, the government has taken a leading 

role in resourcing cybersafety education. In addition, industries have partnered with 

the government in implementing cybersafety education, thus indicating a sense of 

shared responsibility. In Mauritius, government has partnered with the industries, 
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whilst Rwanda is industry led and thus it doesn’t show any collaboration with the 

government. In Mozambique it is the research department leading the initiatives, also 

they are no evidence of the government being involved. The research data however 

reflects that in South Africa, both the government and industry have been involved to 

a lesser extent. It is the field of research that is leading the way in developing and 

implementing cybersafety in primary schools. More so, some of the initiatives 

suggested in South Africa are not clear in this matter of role players in cybersafety. 

Moreover, as highlighted in Chapter 1 (Section 1.3), the Department of Education is 

not yet clear with regards to their contribution as role players in this regard. Governing 

bodies and school principals were also demonstrated to be unclear in their position as 

key role players.  

Therefore, when implementing cybersafety education, role players should be 

identified, and their relevant responsibilities should be defined. Additionally, 

partnerships with relevant stakeholders should be considered as beneficial as well.  

4.5.4. The Target Audience 

It is important that every initiative of cybersafety education focuses on specific 

groupings of the society. These groupings may include; businesses, school learners, 

teachers and parents. For this study, the target audiences were primary school 

learners and Tables 4.1, 4.2 and 4.3 presented cybersafety education in these 

groupings for the analysed countries. Developed countries have done well in grouping 

their target audiences. Mauritius just says ‘children’ and therefore it is also not specific 

in its target audience and Rwanda have tried the same in specifying target audience. 

Mozambique has combined both primary and secondary school learners, yet they are 

affected differently. Several South African initiatives (as per Table 4.3) have shown a 

clear indication that they are aimed at primary school learners and/or high school 

learners. It is important to focus on these groupings separately as they are targeted 

with different cybersafety threats and the best delivery methods also vary, mainly in 

accordance to the difference in age of the children involved.  

4.5.5. Context for Cybersafety Educational Initiatives  

When addressing cybersafety education, it is of paramount importance to consider the 

following: language, infrastructure, geographical location and age appropriateness. 
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The environment in which cyberspace is being utilised additionally impacts 

considerations for cybersafety education, and this may differ depending on the target 

audience. Using an example of school learners and businesses; school learners can 

be contacted at school whereas businesses can be contacted at their work premises 

and increasingly outside of the traditional business premises – with the introduction of 

intra-nets and employees being issued smart phones for business purposes. 

Consideration should be paid to the different types of school environment. For 

example, in South Africa there are Model C schools, public schools and private 

schools. The environment in which these schools are run and governed varies vastly 

from the way in which education that is taught to the physical infrastructure that is in 

place.  

In Table 4.1, it can be seen that the majority of the initiatives have been communicated 

via bandwidth and are all in English; English being the main official language in each 

of the countries. This clearly shows that developed countries have taken into 

consideration the context in which they are addressing cybersafety. However, in Africa 

and South Africa, this has proven to be a problematic issue. Most initiatives have been 

designed, developed and communicated in English, yet South Africa has many 

languages (11 that are officially recognised). Therefore, understanding the language 

of the initiatives can be seen as a barrier to learning for school learners. Moreover, the 

issue of infrastructure has been of concern in South Africa, with many schools being 

under resourced when it comes to ICT infrastructure; as indicated in Chapter 1 

(Section 1.3). However, in the attempt to tackle this, some initiatives have been 

borrowed from other developed countries. Therefore, context should be a serious 

consideration when developing cybersafety education as it should influence the 

method and/or tools to be utilised by the initiative.  

4.5.6. Resources for Cybersafety Educational Initiatives  

Most developed countries have created their own materials for use with cybersafety 

education. These materials come in a variety of forms and range from using games, 

poems, discussions, posters, books, videos, activity cards, frameworks and pledges. 

However, some of the materials that are available can be accessed on YouTube, for 

example Hectors’ world. In Mauritius and Rwanda, material is being constructed by 

ways of PowerPoint presentations and a blog (respectively); however, these initiatives 
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are still in their early stages of development. In Mozambique research departments 

has suggested that media like posters, leaflets, books, newspaper articles, workshops 

and videos should be updated cover cybersafety topic. Also, the model indicates 

International Cooperation. In South Africa, researchers have developed their own 

materials to address cybersafety education, although some initiatives have been found 

to borrow material from developed countries, for example the school curriculum 

suggested by Von Solms and Von Solms (2015). It is important to consider where the 

material is coming from before making use of it, as this may affect the target 

audiences. A curriculum must be approved for the age group that it’s directed at and 

the incorporated topics must be both age and culturally appropriate.  

4.5.7. Topics to be Covered 

Figure 4.1 presented the topics in cybersafety that are identified as relevant to primary 

school learners for developed countries. Figure 4.2 presented the same information 

with regards to South Africa. Examples of common cybersafety threats for primary 

school learners in developed countries and South Africa are cyberbullying, sharing 

information, and sexting. Whilst other topics such as password protection, online 

privacy, meeting strangers online, online grooming were categorised as different 

topics between developed countries and South Africa, they can be seen to have the 

same general theme.  

It has been evidenced that some of the initiatives within South Africa have presented 

the same topics for different target audiences. For example, the DBE of South Africa 

developed guidelines to implement cybersafety education but did not specify the target 

audience for the suggested topics. An e-Safety Educational Framework in South Africa 

was suggested by De Lange (2012) for primary school learners and secondary school 

learners. However, research has identified that these two target audiences are 

affected by different cybersafety threats to one another. Thus, before implementing 

cybersafety, it is important to first identify who the target audience is and then utilise 

topics that are appropriate for that audience. It cannot be a ‘one size fits all’ approach.  

Several of the aforementioned topics were discussed in detail as cybersafety threats 

in Chapter 3 Section 3.7. Each of these topics is associated with learning outcomes 

that school learners are supposed to master at the end of each lesson. Some of the 



 

Page | 52  

following learning outcomes, listed in Table 4.5, were adopted from a private 

curriculum created by Von Solms and Von Solms (2015). 

 

Table 4.5: Learning Outcomes for Cybersafety Topics 

Cybersafety Topics Learning Outcomes 

Cyberbullying • Learners will know how to respond appropriately to 
cyberbullying. 

Inappropriate content • Learners will know the risks associated with viewing 
and sharing inappropriate content. 

Sharing information • Learners will understand and be able to implement 
measures to protect their personal details online. 

Meeting strangers online • Learners will be able to identify and understand the 
potentially negative consequences/dangers of 
meeting strangers online and know how to react if 
someone requests them to do so.  

Online privacy • Learners will be aware of the importance of privacy 
settings and how to activate them. 

Online grooming • Learners will be able to identify online grooming 
techniques that are utilised by predators and be able 
to respond appropriately, e.g. stop conversing with 
the predator and inform a responsible adult.  

Protecting of passwords • Learners will understand and be able to utilise 
effective password protection techniques. 

Game addiction • Learners will be able to recognise the signs and 
symptoms of gaming addiction, be aware of how to 
avoid becoming addicted and know where to seek 
help if they are suffering from game addiction. 

 

Table 4.5 depicts the learning outcomes that primary school learners are supposed to 

master at the end of each lesson.  

4.5.8. Delivery Methods 

Cybersafety education can be communicated using different media. However, one 

should take target audiences into consideration when dealing with this aspect. For 

example, to communicate cybersafety education to primary school learners is different 

from communicating it to high school learners. As presented in Table 4.1, there are 
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different forms of media that can be considered to communicate information to primary 

school learners, including games, videos, books, education curriculums and 

frameworks. It is also noted that more than one medium has been taken into 

consideration to implement cybersafety educational initiatives in developed countries.  

With regards to research into cybersafety education delivery in Africa, Mauritius and 

Rwanda were both shown to be one dimensional in that they communicated 

cybersafety education using only one medium. Whereas in Mozambique the model 

has tried to adopt different delivery methods. The same applies in South Africa, and 

whilst there are a variety of mediums used, which include games, videos, posters, 

pledges, books, frameworks and guidelines, only four initiatives have used more than 

one medium; most were one dimensional in their delivery. In order to be most effective, 

it is recommended that initiatives incorporate more than one medium as means of 

delivery.  

4.6. CHALLENGES RELATING TO CYBERSAFETY EDUCATION IN SOUTH 

AFRICA  

South Africa has taken relevant action in trying to address cybersafety awareness and 

education, although there is no formalised cybersafety education curriculum in place 

(Von Solms & Fischer, 2017). The South African government has been involved with 

minimum effort in addressing the issue of cybersafety education. As stated in Chapter 

1, the national cybersecurity strategy has not been clear in how to implement 

cybersafety awareness and education. However, universities around South Africa 

have developed multiple online cybersafety education and learning materials (Von 

Solms & Fischer, 2017). From Table 4.3 it is evident that frameworks, games, posters, 

books, and information sharing sessions have been suggested as solutions to try and 

address cybersafety education in South Africa. However, this study has identified the 

following as gaps that South Africa still needs to address and most of these gaps have 

been mentioned in Chapter 1 (Section 1.3) as reasons why cybersafety education is 

still a challenge in South Africa and these include:  

• The South African government not being able to implement a formal 

cybersafety education curriculum.  
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• Most cybersafety material is accessed online and this has been a challenge to 

most schools as there is a need of finances to address infrastructure and 

delivery methods. 

• The issue of language barrier and geographical location. Moreover, the issue 

of infrastructure has been of concern in South Africa, with many schools being 

under resourced when it comes to ICT infrastructure as indicated in Chapter 1 

(Section 1.3). 

• More so, some of the initiatives suggested in South Africa are not clear in this 

matter of role players in cybersafety. As highlighted in Chapter 1 (Section 1.3), 

the Department of Education is not yet clear with regards to their contribution 

as role players in this regard. Governing bodies and school principals were also 

highlighted as being unclear in their position as key role players.  

• Several South African initiatives (as per Table 4.3) have shown a clear 

indication that they are aimed at primary school learners and/or high school 

learners. It is important to focus on these groupings separately, as they are 

targeted with different cybersafety threats and the best delivery methods also 

vary, mainly in accordance to the difference in age of the children involved.  

• The Department of Basic Education of South Africa developed guidelines to 

implement cybersafety education but did not specify the target audience for the 

suggested topics 

In conclusion, having identified these as challenges that South Africa is currently 

facing, this study suggests that important considerations have to be put in place when 

developing and delivering cybersafety initiatives within the primary school 

environment. These include: the target audience – their age and their cultural 

background; the environment in which their schooling takes place; collaboration of the 

key role players involved in the delivery of the initiative; and the language and methods 

utilised for the delivery.  

4.7. ADDRESSING CYBERSAFETY EDUCATION IN SOUTH AFRICA 

The previous section (4.5) presented a discussion of the findings from a comparative 

analysis. Based on these findings and subsequent conclusions, this section presents 

the key components required to overcome the challenges that have been identified in 

addressing the cybersafety education of primary school learners in South Africa. The 
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layout of these suggestions is in accordance with the thematic questions that were 

posed for this analysis in Chapter 2, Section 2.4. 

4.7.1. Goals of Cybersafety Education in South Africa 

Firstly, it is important that in every initiative a goal must be set in order to provide clear 

objectives and subsequently measure the effectiveness of the initiative. Therefore, 

specific goals must be clear and in place from the outset.  

4.7.2. Overseers of Cybersafety Educational Initiatives in South Africa 

Secondly, it has been identified that there is less support from the South African 

government and the private sector regarding cybersafety education. Therefore, at 

present, the research departments from various universities have been at the forefront 

with regards to this matter. These are the ones delegating the initiatives. It is important 

to have overseers in cybersafety initiatives, and it is most effective when the 

government partners with other departments, for example the private sector and 

industry in order to achieve their cybersafety goals. It is the overseers who are 

responsible of setting the goals. 

4.7.3. The Role Players in South Africa 

As mentioned in Chapter 1, teachers and schools have not been able to implement 

cybersafety education on their own. Table 4.3 clearly indicates that, in South Africa, it 

is researchers at universities who are mostly responsible for implementing cybersafety 

education. To address this challenge, this study strongly recommends that every 

initiative must be accompanied with appropriate training and supporting guidelines to 

help schools and teachers on how to deliver cybersafety education to primary school 

learners. Also, learners must be provided with supporting material, in their home 

language, that is both multi-dimensional and age appropriate, in order to assist in their 

understanding of cybersafety education. It is important to firstly identify who the role 

players in the initiative are and to address them accordingly. It therefore means that 

role players such as the government, the researchers, the principals, governing 

bodies, the private sector, the teachers, the parents and the learners all have different, 

but inter-connected roles to play in cybersafety education. 

An example of this is as follows: the government can form partnerships with private 

sectors in implementing cybersafety education. The role of the private sector together 
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with the government is to provide funding to implement cybersafety initiatives. The 

governing body and the principals, according to De Lange and Von Solms (2012) are 

responsible for the implementation of school policies and rules. In addition, they 

provide the environment in which cybersafety education and the school curriculum are 

implemented. The government of South Africa, meaning the DBE, is responsible for 

the school curriculum and to a lesser extent also responsible for cybersafety 

education. The teachers and the parents’ roles are to assist learners in acquiring the 

skill and knowledge on how to operate in cyberspace. Teachers, learners and parents 

can also be learners, advisors and educators. However, as mentioned in Chapter 1, 

parents and teachers in South Africa need to first acquire the relevant skills and 

knowledge concerning cyberspace.  

4.7.4. Context of Cybersafety Educational Initiatives in South Africa 

 The issue of addressing context has been of concern in South Africa and therefore 

this study focused on language barrier, geographical location, lack of finances and 

infrastructure. It is clear in Table 4.3 that some of the initiatives in South Africa have 

not been considering this component as a matter of urgency. Most initiatives have 

been implemented in English, yet South Africa has many languages, and only a few 

of the initiatives can be translated. Moreover, the issue of infrastructure has been of 

concern in South Africa, mainly due to financial constraints. To address this challenge, 

this study strongly suggests that when implementing cybersafety education, it is 

important to consider the context in the initial planning stages. Translated initiatives 

and printed material must be considered when implementing cybersafety education.  

Furthermore, addressing the context helps the target audience to receive the message 

for cybersafety education as effectively as possible. Some of the cybersafety initiatives 

in South Africa have incorporated materials from developed countries. However, the 

issue of deciphering foreign accents in these cases has been of concern amongst 

primary school learners in South Africa (Von Solms & Fischer, 2017). To address this 

concern, this study recommends that, as an example, games can be played offline by 

using skills and concepts implemented in real life (Fisch, 2005). Games can contain 

animals as characters that can be recognised by African children (Von Solms & 

Fischer, 2017). Moreover, themes like; ‘do not talk to strangers’ or ‘looking both ways 

when you cross the street’ can be used for cybersafety education. According to Miles 
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(2011) and Von Solms and Von Solms (2015) children are taught these concepts to 

stay safe in the real world, and so they must be applied online as well. Therefore, 

having these types of concepts will serve to help children to understand cybersafety 

education in an effective way as they are relating to concepts they already know in 

real life. 

4.7.5. Resources for Cybersafety Educational Initiatives in South Africa 

Due to the lack of a formalised school curriculum to educate school learners to stay 

safe online, multiple websites and learning material on cybersafety have been made 

available by universities, research institutions, private and public organisations to keep 

children safe online (Google, 2017; South African Cyber Security Academic Alliance, 

2015; Unisa ,2017; University of Pretoria, 2017). Many of these activities are accessed 

online while a few can be accessed offline. This has been a barrier to most learners 

as many schools lack ICT infrastructure (Jossel, 2016; Kritzinger, 2016). According to 

the Centre for Justice and Crime Prevention (CJCP) and the United Nations Children's 

Fund (UNICEF) (2012) and Kritzinger (2016) studies have indicated that initial 

awareness-raising phased campaigns must involve more than a website presence to 

create awareness and knowledge. Therefore, different forms of resources apart from 

websites must be available when addressing cybersafety education. These can 

include games, books, poems, videos and posters. More so, resources can be 

adopted and adapted from other initiatives, as long they are appropriate for the context 

and target audience. 

This study strongly recommends that Life skills, as a subject in Curriculum 

Assessment Policy Statements (CAPS) or with existing cybersafety curriculums, can 

be utilised to improve the current status regarding cybersafety education for primary 

school learners in South Africa. According to Kritzinger and Padayachee (2013) risks 

cannot be identified only as technological, but may have a physiological, psychological 

and sociological influence on school learners, and hence it would be wise to teach 

these learners cybersafety as part of a programme that includes, health, social, 

physical and personal development issues. Life Skills as a subject, deals with 

complete development of the learner throughout childhood (Kritzinger & Padayachee, 

2013); thus it would serve to provide an appropriate platform in assisting school 

learners to have a better understanding of cybersafety education.  
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4.7.6. Topics to be Covered in South Africa 

As highlighted in Section 4.7.4, some of the initiatives have not been isolating target 

audiences, resulting in topics being the same regardless of the target audience. Yet 

different target audiences are affected by different cybersafety threats online. It is 

important to identify the cybersafety threats and related risks that are applicable for 

each age group before implementing the initiative; as they can be affected differently. 

In this study, cybersafety threats and related risks were identified and presented in 

Chapter 3 (Section 3.7 and Section 4.5.7) together with their learning outcomes in 

Section 4.5.7 and these are used as topics in Chapter 5 towards the proposed 

framework.  

4.7.7. Delivery Methods in South Africa 

As was evidenced in Table 4.1, there is a clear indication that developed countries 

have made use of combined delivery methods in each initiative. These delivery 

methods include videos, stories, films, eBooks, frameworks, curriculums, PowerPoint 

slides, presentations and games. However, in South Africa, as per Table 4.3, most 

initiatives have focused on one delivery method in every initiative to try and address 

cybersafety education and these include: frameworks, books, games, poems, flyers, 

posters, guidelines and online videos. Therefore, this study recommends that, to 

improve cybersafety education in South Africa, initiatives must be multi-faceted and 

employ more than one delivery method. Mahlangu (2019) suggested that a 

combination of delivery methods can be used to form a strategy. The aim is to exploit 

the strengths of the delivery methods while attempting to minimise the effect of their 

weaknesses.  

Games can be used as a short-term method to address cybersafety education, 

meanwhile allowing the government to implement a suitable long-term approach (i.e. 

inclusion in the curriculum). Reid and Van Niekerk (2014) supported the idea of games 

by indicating that school learners prefer games as a learning tool. In addition, 

Giannakas, Kambourakis, and Gritzalis (2015) indicated that games can be formal and 

informal and that they can support outdoor activities in addition to traditional classroom 

methods. A large variety of games can be printed offline and translated into many 

different languages (Kritzinger, 2015). Games can be played offline by using skills and 

concepts implemented in real life (Fisch, 2005). Games can contain animals as 
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characters that can be recognised by African children (Von Solms & Fischer , 2017). 

Thus, this study strongly recommends that cybersafety education for primary school 

learners in South Africa can be improved through gaming, in order to address the 

highlighted issues such as financial constraints, language barriers and infrastructure. 

According to Miles (2011) and Von Solms and Von Solms (2015) school learners are 

taught concepts to stay safe in the real world, and so they must be taught how to apply 

them online as well. Acknowledging the connection between the cyber world and the 

real world will assist in the understanding of cybersafety amongst primary school 

learners. 

Life Skills as a subject has been identified as a platform that can be developed to 

deliver cybersafety education. As discussed in Section 4.7.5, Life Skills is concerned 

with the complete development of the learner throughout their childhood. Therefore, 

learners are equipped with real Life Skills at an earlier stage. The same is needed with 

regards to cybersafety education in that learners need to be equipped with knowledge 

and skills on how to navigate safely in cyberspace from an early age.  

Therefore, to address the challenges that South Africa is currently facing, all 

arguments formulated above were compiled and applied towards the solution to this 

study. They fell under the defined components, as identified from the thematic 

questions, to form the basis of the proposed framework for cybersafety education of 

primary school learners in South Africa (which was the primary objective of this study). 

These components were drawn from the conclusion and deductions. In light of the 

following constraints that were identified in Section 4.7.4 – lack of funding, 

infrastructure shortages, language barriers and geographical location and 

teacher/parent lack of based knowledge – this study considered a component 

constraint rather than context. Hence, the components of the framework were 

identified as follows: 

• Role players 

• Constraints 

• Resources 

• Life skills 

• Topics 

• Learning outcomes 
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• Delivery methods. 

4.8. CONCLUSION 

Since school is compulsory in most countries and primary school is an entry point, 

most developed countries have found it easier to educate school learners about 

cybersafety at this point (Bada, 2017). Therefore, it should be a priority for the South 

African government to provide resources to schools so that they can afford the 

necessary education to equip school learners on how to act safely whilst online. This 

can be achieved through cybersafety education being introduced in schools as early 

as primary school level. The purpose of this chapter was to investigate cybersafety 

education globally as well as to do a comparative analysis to identify challenges 

currently facing South Africa regarding cybersafety education and subsequently to 

suggest possible solutions to these identified challenges. An investigation was first 

conducted for both developed and developing countries and key components were 

deduced. The basis on which the proposed cybersafety educational framework could 

be developed was established. The following chapter (Chapter 5) presents the details 

of the framework.  
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CHAPTER 5  

THE PROPOSED FRAMEWORK  

5.1. INTRODUCTION  

Chapter 1 focused on the background of this study, where the problem area was 

identified as “many primary school teachers in South Africa are ill-equipped to 

implement cybersafety initiatives, thus leading to learners that are vulnerable to cyber-

related threats”. 

Based on the literature reviewed, there is clear evidence that ICT plays a vital role in 

today’s world. Kortjan and Von Solms (2014) claimed that it has redefined the way in 

which school learners communicate, gain access to and share information and 

entertain themselves. Section 1.2, however, revealed that school learners are a 

subgroup of society who particularly need cybersafety education. Cyberspace is a 

complex environment, since it is extremely difficult to enforce rules of law within it. 

Thus, children must be taught how to protect themselves from the threats associated 

with cyberspace. 

However, to date, cultivating a cybersafe culture in South Africa has shown to be 

problematic. Several factors have been identified as contributing towards this, namely 

diversity in religion, culture, language, economic dispensation, knowledge and access 

to technology, the absence of centralised e-learning policies and resources, as well as 

the lack of a formal cybersafety education curriculum in place. The South African 

government, through the DBE (2010) has created guidelines to implement cybersafety 

education in schools. However, according to De Lange (2012) these guidelines alone 

are not enough to implement cybersafety education in schools. Moreover, teachers 

are presently unable to assist as they lack the relevant skills and knowledge to do so. 

The aim of this chapter is therefore to present a proposed framework that will assist 

teachers in addressing cybersafety education for primary school learners in South 

Africa.  

According to Tomhave (2005), a framework is “a fundamental construct that defines 

assumptions, concepts, values, and practices and that includes guidance for 

implementing itself”. It is further linked to demonstrable work. To develop a framework 
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for cybersafety education for primary school learners in South Africa, a comparative 

analysis, a literature review, argumentation and modelling were conducted. 

There are three main types of schools within the South African mainstream education. 

These include: Public schools (which are fully dependant on the government for 

materials and funding), Model C schools (which receive government funding but are 

administered and largely subsidised by the Governing body), and Private schools 

(which are independent from and not owned by the government) (Richmond 

Magazine, 2019). For the purpose of this study, the framework was aligned with the 

context of Model C and Public Schools. However, it can be adopted in any context. 

Section 5.2 discusses the three main types of schools in the South African Education 

system to provide the context for the proposed framework presented in Section 5.4, 

while Section 5.3 highlights the key elements of the proposed framework. 

5.2. THE SOUTH AFRICAN EDUCATION SYSTEM 

The South African education system has three main types of schools, namely private 

schools, public or government schools, and Model C schools.  

5.2.1. Public Schools in South Africa 

These are also known as government schools. They are fully dependant on the 

government for resources. Every province has a responsibility to ensure that its 

schools are equipped and have budgets for running costs and teachers’ salaries. The 

school standards differ depending on the environment in which they are located and 

how they are being managed. Since it is the government’s responsibility to fund the 

education system in public schools and the province’s discretion to assign individual 

schools’ budgets, the funding at these schools can be very low. The infrastructure, 

particularly in rural areas, is grossly underdeveloped (with over 4500 government 

schools still using pit toilets; and over 20 schools in the Eastern Cape being identified 

as having no sanitation facilities at all). Teachers in these schools are appointed by 

the DBE. They regularly have to teach with insufficient materials and equipment. It can 

be concluded that whilst not all schools, many schools in this subgroup provide fewer 

educational opportunities than Model C and private schools. 

However, despite this chronic shortage in essential infrastructure, at the recent SONA 

(Presidency Republic of South Africa, 2019) president Ramaphosa pledged to provide 
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all school pupils with a tablet within the next six years. This demonstrated a recognition 

by the government that learners must have access to current ICT; subsequently also 

meaning that cybersafety frameworks, such as the one proposed by this study, will 

become an increasingly essential part of the school curriculum and learners’ lives.  

5.2.2. Model C Schools in South Africa 

Model C schools receive funding from the government, whilst also receiving additional 

funding from the parent body. These are fee paying schools, with the fees varying from 

school to school; the fees are set by the parent body and bursaries are available on a 

sliding scale for those families who can prove that they receive little or no income. The 

top South African schools fall into this category. Due to the additional, parent-based 

funding, these schools have larger budgets than government schools. As Model C 

schools are based on what parents can afford, they are often seen to be equipped with 

the latest technologies and have outstanding extramural programmes for the learners 

to participate in. Many of these schools are English speaking schools. They do, 

however, very often become oversubscribed with learners (particularly in suburban 

areas) as families strive to get better standards of education for their children without 

being subjected to private school fees. 

5.2.3. Private Schools in South Africa 

These schools are known as independent schools and the government does not own 

or run these schools. They are owned either by the church, community, a for-profit 

company or operated by a trust. Private schools are funded by school fees and the 

parents’ body. They typically have small class sizes of 15 children to one teacher and 

one assistant, which is many parents’ preference. Schools like CURRO and Spark are 

examples of private schools. These schools are supported by private investors and 

have innovative business models. Such schools have access to the latest technologies 

and require tablets and data as part of their stationery list as online learning is 

commonplace within them.  

Many private schools in South Africa follow the IEB (Independent Examinations Board) 

curricula, with others following the Cambridge International Examinations (CIE) 

curricula. This means that government-led initiatives and mandates are not 

necessarily incorporated into their learning outcomes. In spite of this, the proposed 
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framework for cybersafety education is still applicable to these schools as it 

emphasises collaboration between relevant parties, including the private sector. 

Furthermore, with the increased availability of and regular exposure to ICT at these 

schools, these learners have a heightened need for cybersafety awareness initiatives. 

The following section discusses the key elements of the proposed framework. 

5.3. KEY ELEMENTS OF THE PROPOSED FRAMEWORK 

The framework in this section is discussed under the following structure: Key role 

players (Section 5.3.1); Key constraints (Section 5.3.2); Key resources (Section 5.3.3). 

The following sections dealing with the key delivery methods which encompass key 

topics, learning outcomes and delivery methods within the Life Skills curriculum. 

5.3.1. Key Role Players 

This section provides details of how various key role players were considered as part 

of the proposed framework. Some role players were identified as overseers; these are 

individuals who are responsible for delegating the initiatives and setting the initiative 

goals.  

As depicted in Table 5.1, each key role player has been discussed in sections in the 

previous chapters. 
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Table 5.1: Key Role Players 

Key role player Sections 

Government (Department 
of education) 

Sections 1.3; 4.4.1 and 4.6.4 

Private sector Sections 1.3; 4.4.1 and 4.6.4 

Researchers Sections 1.3; 4.4.1 and 4.6.4 

Governing body Sections 1.3; 4.4.1 and 4.6.4 

Principals Sections 1.3; 4.4.1 and 4.6.4 

Teachers Sections 1.3; 1.4; 4.4.1 and 4.6.4 

Parents Sections 1.3; 4.4.1 and 4.6.4 

Learners Sections 1.3; 1.4; 4.4.1 and 4.6.4 

 

The key role players (as depicted in Table 5.1 and Figure 5.1) are discussed below. 

 

Figure 5.1: Key Role Players 

 

To implement a cybersafety initiative, the roles of the key role players must be clearly 

defined. This study has identified the following key role players as vital in implementing 

a cybersafety initiative. 

5.3.1.1. The Government 

The South African government is considered to be one of the main overseers and role 

players to ensure that school learners are being educated about cybersafety and cyber 

use. According to Farrel (2014) it is the government who makes sure that school 

learners are protected against all possible cyber dangers, threats and exploitation. The 

DBE has attempted to address cybersafety education within South African schools 

and devised guidelines to implement cybersafety in the schools. The DBE is also 

responsible for devising, implementing and delivering public educational curricula. 
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Therefore, it is the DBE’s duty to create cybersafety education material, policies and 

procedures to be utilised by schools (Badenhorst, 2011). As stated in Chapter 4 

(Section 4.7.2), in this capacity the government (through the DBE) acts as overseers 

and their responsibility is to delegate tasks and oversee the whole implementation of 

cybersafety initiatives. Overseers are responsible for making sure that all constraints 

have been considered or catered for before the implementation of the cybersafety 

initiative. To promote cybersafety education in school, the government must consider 

the following (Kritzinger, 2017a):  

• Include in national legislation cybersafety for school leaners. 

• Include cybersafety awareness in the school curriculum, incorporating it into the 

current life skills programme.  

• Provide access to dedicated teacher training programmes to improve cyber 

knowledge amongst teaching staff. 

• Provide an action plan for the reporting and the handling of cybersafety incidents.  

• Implement a monitoring process to ensure accountability and responsibility for 

actively pursuing a decrease in cyber incidents amongst school learners.  

• Mandate schools to comply with and implement a national cybersafety policy. 

• Ensure parents and SGBs and principals know what the government is 

mandated to do with regards to cybersafety education and know which channels 

to address for assistance with upholding these duties.  

 

5.3.1.2. The Private Sector 

The private sector (coupled with the government) is responsible for funding 

cybersafety initiatives. As previously revealed (in Chapter 1, Section 1.2), the private 

sector can have multi-faceted responsibilities. These may range from funding 

infrastructure within schools to helping drive cybersafety awareness campaigns to 

assist government with finances and resources. The private sector can form 

partnerships with the government to be overseers of initiatives. Below are some of the 

activities that the private sector can do to contribute towards cybersafety education 
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among school learners. It is working within these parameters that would assist in the 

proposed frameworks’ success (Becta, 2009): 

• Provide funding to create age and culturally specific cybersafety materials.  

• Provide expertise to assist other role players with the necessary cyber 

knowledge and skills to grow a cyber-culture. 

• Interact with schools to create and implement ICT/cyber policies and procedures. 

• Assist with teacher and parent training to improve cybersafety knowledge, 

through materials, workshops and open days. 

5.3.1.3. The Researchers 

To date (as indicated in Chapter 4, Section 4.7.5), researchers have been found to 

have undertaken the majority of the groundwork in implementing cybersafety 

curriculum in South Africa. They have devised this curriculum after conducting 

extensive research studies into all aspects of cyber threats, cybersafety and cyber 

awareness amongst children. Chapter 1 (Section 1.2) revealed that currently no formal 

cybersafety education curriculum exists in South Africa. The framework in this study 

would encourage researchers to utilise their knowledge and expertise to work hand in 

hand with other role players, particularly the government, to act as overseers of 

cybersafety initiatives. 

5.3.1.4. The School  

The school includes the school principals and the school governing body. De Lange 

(2012) ascertained that it is the school that decides who the important role players are 

based on their own environment regarding cybersafety education. Role players such 

as governing bodies can collaborate with higher role players such as the DBE. 

Therefore, when implementing cybersafety education, schools must take legislation 

and regulations into consideration (De Lange, 2012). Moreover, schools are where 

cybersafety initiatives, as a part of the Life Skills curriculum, should be introduced 

(Kritzinger & Padayachee, 2013). Therefore, it is the governing body’s duties to take 

the leadership in implementing cybersafety education. Below are some suggested 

duties that the governing body should undertake with regards to cybersafety (South 

West Grid for Learning Trust [SWGfL], 2010): 
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• Be responsible for the approval of the cybersafety school rules and policy; 

• Regularly monitor cybersafety incident logs and filtering logs;  

• Support the principal in developing cybersafety strategies;  

• Ensure funds are available for the implementation of the various cybersafety 

initiatives; 

• Promote cybersafety to parents; and  

• Address policy breaches. 

On the other hand, principals are responsible for taking care of the day-to-day activities 

of cybersafety activities within their schools. This means that all issues regarding 

cybersafety activities lie within the hands of the principals, though they work under the 

governing body wherever necessary. Below are some of the principals’ responsibilities 

regarding cybersafety activities (SwGfL, 2010):  

• Being responsible for the day-to-day cybersafety activities;  

• Ensuring that the cybersafety school rules and policy are implemented;  

• Taking full responsibility for cybersafety issues;  

• Ensuring that the teachers receive the necessary support to carry out their 

cybersafety responsibilities; 

• Supporting the teachers to cultivate a cybersafe culture amongst the children 

within the school; 

• Ensuring that the governing body is informed and up to date with all cybersafety 

matters, especially the school rules and policy; 

• Budgeting for cybersafety to be carried out; 

• Promoting cybersafety across the curriculum; 

• Addressing serious policy breaches. 

The framework proposed in this study seeks to adopt the implementation of the 

aforementioned responsibilities in order to ensure that there is consistency across 

each of the three identified models of schools within South Africa.  
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5.3.1.5. The Teachers 

Teachers can hold different roles and interchange between them as and when needed. 

These roles include: an advisor, a learner, an identifier and a teacher (De Lange,  

2012). Teachers have been found (refer to Chapter 1, Section 1.2) to be lacking 

cybersafety skills to help school learners to be cybersafe. It is crucial that teachers 

fully understand cybersafety threats and the related risks themselves before they 

attempt to educate learners. As such, this framework recommends that teachers are 

exposed to learning materials and participate in courses to improve their subject 

knowledge base. This can be done through a combination of using available, existing 

resources (i.e. utilising initiatives that have proven good practice in SA and other 

countries), help from the government, the researchers and the private sector. In this 

instance, teachers can be regarded as learners since De Lange (2012) highlighted 

that teachers do not necessarily need to be experts in cybersafety, but they must be 

well informed. Cybersafety additionally requires teachers to monitor school learners 

when they are using ICT devices (Grey, 2019) and in return learners need to be secure 

in the knowledge that they can confide in and trust their teachers with any cyber-

related issues that they encounter. Becta (2009) compiled a list of 

duties/responsibilities which teachers have with reference to cybersafety. These are 

in keeping with the ethos of this study’s framework and are as follows: 

• Contributing to the development of cybersafety policies and school rules;  

• Adhering to teacher Acceptable Use Policy (AUP);  

• Knowing when to escalate cybersafety issues to a higher level;  

• Embedding cybersafety into the school curriculum where possible; and  

• Maintaining a professional level of conduct in their personal use of ICT, both 

within and outside of school. 

5.3.1.6. The Parents and Guardians 

Chapter 1 (Section 1.2), identified parents as lacking the relevant skills and knowledge 

to assist school learners with cybersafety education. As with teachers, parents can 

also carry four distinct roles. They can be learners, identifiers, advisors, and teachers 

to children (De Lange, 2012). It is the parents’ obligation to make sure that their 

children develop safe and responsible online behaviour. Therefore, when delivering 
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cybersafety education in schools, the school must ensure that parents are invited to 

be involved and that they are actively included in awareness campaigns (Becta, 2009).  

There is a direct correspondence between parents’ awareness of ICT and the 

boundaries that they put in place with regards to their children’s use of ICT. Valcke, 

De Wever, Van Keer, and Schellens (2011) highlighted that an increase in parental 

awareness leads to an increase in rules. In addition to this, De Lange (2012) found 

that younger parents tend to have more ICT knowledge than their older counterparts 

and so were much stricter in setting rules and boundaries for their children’s ICT 

usage. Parents should be educated in the early warning signs of their children having 

what can be deemed as an unhealthy or a problematic relationship with ICT. This can 

take many forms such as spending long hours on the Internet, disengagement from 

physical and social activities, reluctance to discuss their online activities, behaviour 

changes, changes in eating and sleeping patterns and turning off the monitor when 

the parent enters the room. Therefore, empowering parents with the skills and 

knowledge required to appropriately address these issues, if and when necessary, is 

an essential part of this framework. In return, they should display a commitment to and 

be willing and open to discuss cybersafety with their children. Listed below are the 

parents’ responsibilities as classified by Becta (2009) which also align with the 

fundermentals of this study’s proposed framework as they emphasise collaboration 

between the schools, the parent and the learner:  

• Be able to contribute to the development of cybersafety policies and school rules; 

• Use the resources the school recommends appropriately; and  

• Discuss cybersafety issues with children and reinforce the approaches and 

behaviours the school is trying to enforce. 

5.3.1.7. The Learners/Target audience 

As role players, the learners have been acknowledged to be vulnerable to cyber-

attacks and are therefore the focus of this study. These learners need to be prepared 

for cybersafety education. However, their needs must be identified according to their 

age groups, thus meaning that the school must adapt to their needs. As with teachers 

and parents, school learners can undertake the roles of a teacher and an advisor 

alongside that of a learner. School learners should encourage and support one 
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another to be safe online through peer-mentoring; thus, demonstrating an advisory 

role. School learners often have a greater knowledge of ICT than their parents or 

teachers. This can be attributed to increased generation exposure which often results 

in learners becoming quick identifiers of problems arising with their peers’ ICT usage 

and their cybersafety. In the event of such occurrences, pupils should undertake the 

responsibility to act as advisors to their peers (in addition to disclosing their concerns 

to an appropriate adult). Listed below are some of the responsibilities for school 

learners regarding cybersafety which have been included in the proposed framework 

to increase its prospects of success (Becta, 2009):  

• Contribute to the development of cybersafety school rules and cybersafety 

policies; 

• Adhere to school policies and rules; 

• Keep themselves and others safe online; 

• Understand the significance of reporting cybersafety issues; 

• Understand the significance of adopting good cybersafety practices; and  

• Openly discuss cybersafety issues with parents/guardians/teachers. 

The proposed framework acknowledges that role players are a vitally important 

component in the success of cybersafety education. Therefore, all identified role 

players must accept their identified roles and collaborate in order to deliver cybersafety 

education to primary school learners in South Africa.  

5.3.2. Key Constraints  

The definition of a constraint is “something that controls what you do by keeping you 

within particular limits” (Procter, 1995). 

This section provides details of various key constraints, listed in Table 5.2, that were 

considered for the proposed framework.  

Table 5.2: Key Constraints 

Key constraint Sections 

Age appropriateness Sections 3.7; 4.4.7; 4.5.7; 4.6.6 and 4.6.7 

Geographical location Sections 1.3; 4.4.7; 4.5.7; 4.6.6 and 4.6.7 
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Key constraint Sections 

Language barrier Sections 1.3; 4.4.7; 4.5.7; 4.6.6 and 4.6.7 

Funding Sections 1.3; 4.4.7; 4.5.7; 4.6.6 and 4.6.7 

Infrastructure Sections 1.3; 4.4.7; 4.5.7; 4.6.6 and 4.6.7 

Teachers/Parent 
cybersafety knowledge 
base. 

Section 1.3 and 1.4 

 

The key constraints were identified from reviewing current literature and studies from 

within South Africa, Africa as a whole and the developed world. Figure 5.2 depicts the 

key constraints that have been considered applicable when implementing a 

cybersafety initiative in South Africa. 

 

Figure 5.2: Key Constraints 

 

The context of the framework is an umbrella term under which, age appropriateness 

(i.e. the target audience), geographical location (where the initiative is being 

delivered?) and identified language barriers (i.e. the language that it is being delivered 

in, is it in a home language of which there are 11 in South Africa?) fall under. Finances 

(i.e. funding), infrastructure and teacher/parent cybersafety knowledge base are also 

deemed to be key constraints. Therefore, when developing a cybersafety initiative it is 

critically important to factor in these constraints. In the initial stages, one must consider 

the budget for the cybersafety initiative, whether there are funds available and what 

measures can be taken to source funds, e.g. partnerships with the private sector, 

parent fundraising, government and/or research grants/initiatives.  

Secondly, the infrastructure that the initiative requires must be identified. Does it need 

bandwidth or ICT resources? What space and input are required? Which role players 

need to be actively involved as overseers? This leads to the important role that parents 

and teachers play in delivering, identifying and advising learners about cybersafety. 
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As was identified earlier on, parents (Section 5.3.1.6) and teachers (Section 5.3.1.5) 

must be informed and knowledgeable about cybersafety in order to successfully 

promote and deliver cybersafety training. To date, there has been a large cybersafety 

knowledge gap in teachers and parents. Thus, to minimise this constraint, a clear path 

of training and development must be identified to address this cybersafety knowledge 

gap of parents and teachers.  

Age, geographical location, and the language constraints are all influenced by the 

context in which the initiative is to be developed and they directly impact the delivery 

of the cybersafety initiative. It is crucial that the initiative is age appropriate in order to 

ensure that the learners not only understand the concepts being taught but also that 

these concepts are meaningful and have a relatable context to their life experiences. 

Geographical location holds a major key to the infrastructure and funding that is 

available, and to a large extent the existing knowledge that teachers/parents have. 

Rural areas have been found to have poor connectivity/available bandwidth and are 

more likely to be government schools with fewer resources, less collaboration with the 

private sector, and very limited cyber-based knowledge amongst older generations.  

Model C schools, on the other hand, are more likely to be diverse in terms of languages 

utilised, particularly with the delivery of education largely being through the English 

medium, increased connectivity, higher level of exposure to ICT and more effective 

school collaborations with interested parties. Identifying the constraints assists one to 

know what delivery methods to consider. For example, in rural schools one would 

consider offline material such as printed materials or even offline games, to override 

the issue of infrastructure, and materials would need to be made available in-home 

languages to negate language barrier issues. A successful initiative is one that 

addresses its context; it cannot simply be a ‘one size fits all’ (Von Solms & Fischer, 

2017). 

5.3.3. Key Resources 

This section provides details of the key resources that were considered for the 

proposed framework as shown in Table 5.3 
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Table 5.3: Key Resources 

Key resources Sections 

ThinkUKnow (UK) Section 4.2.1 

Netsafe (New Zealand) Section 4.2.1 

e-safety (Australia) Section 4.2.1 

Cybersafety for K-12 
(USA) 

Section 4.2.1 

Stop.Think.Connect Section 4.2.1 

Cybersafety frameworks Section 4.4.1 

Cybersafety guidelines Sections 1.3 and 4.4.1 

Posters Sections 1.3; 4.4.1 and 4.6.6 

Board games Sections 4.4.1 and 4.6.6 

Online videos Sections 4.4.1 and 4.6.6 

 

As depicted in Table 5.3, these key resources have been discussed in various sections 

in the previous chapters.  

 

Figure 5.3: Key Resources 

 

Figure 5.3 shows the key resources that are an integral part of the proposed framework 

for delivering cybersafety education. This study identified that several resources are 

available and relevant to developing and delivering cybersafety education in South 

Africa. These key resources have been made available in the form of guidelines 

(developed by the DBE), frameworks, books, private curricula for cybersafety 

(developed by researchers and the private sector) and initiatives taken from developed 

countries such as ThinkUKnow (UK) and Netsafe (NZ).  
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Chapter 1 (Section 1.2) and Chapter 4 (Section 4.7.2 and Section 4.7.3) found that 

whilst the government and researchers have devised both guidelines and a private 

curriculum (respectively) to address cybersafety education in South Africa, both have 

fallen short of providing a comprehensive solution. Issues such as the lack of funds, 

access to materials, knowledge of how to utilise ICT, and materials not being delivered 

in home languages have been acknowledged. Therefore, this proposed framework 

establishes that in order for resources to be effective, the role players responsible for 

the resources must firstly consider the constraints and how to overcome them.  

Resources that are readily available have been incorporated into this proposed 

framework as they have been found to assist in implementing cybersafety educational 

interventions. These existing resources can also be adapted, prior to implementation, 

to suit the demographics of the school learners they are being delivered to, for 

example, the language they are communicated in, the infrastructure that they require, 

and the age group of the children being targeted. Even though the resources appear 

to be the final output, these can be used to produce new or improved interventions, 

for example, for developing relevant games and revising curricula. When using these 

resources, one must consider using effective delivery methods, as discussed in Life 

Skills curriculum. 

5.3.4. Life Skills Curriculum 

This section provides details on how Life Skills, as a current subject in the CAPS 

curriculum and previously discussed in Section 4.7.7, has been incorporated into the 

proposed framework.  

As discussed in Chapter 4 (Section 4.7.7), Life Skills as a subject in the Curriculum 

Assessment Policy Statement (CAPS) has topics that can be related to cybersafety 

topics. These topics include physical bullying (which is addressed in Grade 4). The 

difference is in the environments in which they occur. Topics in cybersafety education 

include risks that can be identified as technological, but may have a physiological, 

psychological and sociological influence on school learners. Hence, it is advised to 

include cybersafety as part of a programme that incorporates learners’ health, social, 

physical and personal wellbeing and development issues – and this is part of the Life 

Skills curriculum. Figure 5.4 illustrates the different aspects of the Life Skills curriculum 

and how cybersafety can be integrated into this curriculum. 
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Figure 5.4: Integrating Cybersafety into the Life Skills Curriculum 

 

5.3.5. Key Topics 

Incorporating key topics into the Life Skills curriculum assists in ensuring that age and 

contextually appropriate subject matter is delivered to learners. These key topics, as 

depicted in Table 5.4, were compiled from the literature review, Chapter 3 (Section 

3.7) and Chapter 4 (Sections 4.2.2, 4.4.2, & 4.5.4) in order to identify what material is 

appropriate for the targeted age group (learners aged between 10 and 12 years old). 

This section provides details outlining why identifying relevant key topics is an 

important contributory factor to the success of the proposed framework.  
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Table 5.4: Key Topics 

Key topics Sections 

Inappropriate content  Sections 3.7.4; 4.4.2 and 4.5.4 

Cyberbullying Sections 3.7.1; 4.2.2; 4.4.2 and 4.5.4 

Password protection Sections 4.2.2 and 4.5.4 

Online grooming Sections 4.2.2 and 4.5.4 

Meeting strangers online Sections 3.7.10; 4.4.2 and 4.5.4 

Online privacy Sections 4.4.2 and 4.5.4 

Game addiction Sections 3.7.7; 4.4.2 and 4.5.4 

Sharing information Sections 3.7.6; 4.2.2; 4.4.2 and 4.5.4 

 

 

Figure 5.5: Key Topics 
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Table 5.5: Cybersafety Topics 

Topic Age appropriateness 

Inappropriate or illegal online behaviours (T1) 10 to 12 years 

Passwords protection (T2) 10 to 12 years 

Talking to strangers online (T3) 10 to 12 years 

Game addiction (T4) 10 to 12 years 

Cyberbullying (T5) 10 to 12 years 

Online grooming (T6) 10 to 12 years 

Online privacy (T7) 10 to 12 years 

Sharing information (T8) 10 to 12 years 

Downloads/Plagiarism 13 + years 

Sexting  13 + years 

 

As depicted in Table 5.5, key topics are considered important when developing a 

cybersafety initiative. When determining the key topics for incorporation into a 

cybersafety programme, the school must ensure that they are appropriate for the 

target audience. For example, it is inappropriate to teach learners aged 10 to 12 years 

about sexting as they are not deemed mature enough to meaningfully engage in this 

subject matter (Clark, Lewis, Bradshaw, & Bradbury-Jones, 2018) .  

Table 5.5 indicates the cybersafety topics that were identified in Chapter 3 (Section 

3.7). Von Solms and Von Solms (2014) and Third, Forrest-Lawrence, Collier, 

Stranges, Ul Haq, Dunn, Lazarek (2019) managed to group these topics according to 

relevant age groups, which helped this study to identify what topics are appropriate for 

the intermediate phase learners. Furthermore, this study had to argue why some of 

the topics referred to in Table 5.5 are not appropriate for the intermediate phase. 

However, topics like inappropriate content, password protection, talking to strangers 

online, game addiction, cyberbullying, online grooming, online privacy and sharing of 

information, form the building blocks of the topics covered in specific initiatives such 

as curricula, games, books and frameworks. Overseers must make use of the 

previously mentioned resources (Section 5.3.3) to gather suitable materials which 

provide the information covered in the specified topics in order to impart that 

information to the learners.  
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5.3.6. Learning Outcomes 

This section provides details for learning outcomes, discussed in Section 4.5.7, that 

were considered in the proposed framework. A learning outcome is defined as ‘a clear 

statement of what a learner is expected to be able to do, know about and/or value at 

the end of a completion of a unit of study’ (Teaching and Learning, 2019)  

Table 5.6: Cybersafety Topics and Related Learning Outcomes 

Cybersafety Topics Learning Outcomes 

Inappropriate content (T1) • Learners will know the risks associated with 
viewing and sharing inappropriate content. 

Password Protection (T2) • Learners will understand and be able to utilise 
effective password protection techniques. 

Talking to strangers online 
(T3) 

• Learners will be able to identify and understand 
the potential negative consequences/dangers of 
meeting strangers online and know how to react 
if someone requests them to do so. 

Game addiction (T4) • Learners will be able to recognise the signs and 
symptoms of gaming addiction, be aware of how 
to avoid becoming addicted and know where to 
seek help if they are suffering from game. 

Cyberbullying (T5) • Learners will know how to respond appropriately 
to cyberbullying. 

Online grooming (T6) • Learners will be able to identify online grooming 
techniques that are utilised by predators and be 
able to respond appropriately, e.g. stop 
conversing with the predator and inform a 
responsible adult. 

Online privacy (T7) • Learners will be aware of the importance of 
privacy settings and how to activate them. 

Sharing Information (T8) • Learners will understand and be able to 
implement measures to protect their personal 
details online. 
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Figure 5.6: Learning Outcomes 

 

This proposed framework has identified key topics that are appropriate for the target 

audience, together with learning outcomes associated with each topic. School learners 

must be able to master these learning outcomes at the end of studying each topic.  

The achievement of learning outcomes should be measurable (either through formal 

or informal assessments) as they can be used to provide information about the level 

of understanding that the pupils have harvested upon completion of the topics. This 

can in turn be utilised to inform future teaching practice and delivery methods. As such, 

the learning outcomes play a vital role in determining the success of the proposed 

framework and the implementation of associated cybersafety initiatives. 

5.3.7. Delivery Methods 

The delivery methods are different mediums which information from the 

aforementioned topics (Section 5.3.5) that address cybersafety could be presented to 

the learners. To model this component of the framework, various delivery methods, as 

shown in Table 5.7, were considered. 

Table 5.7: Delivery Methods 

Delivery Methods Section 

Cybersafety Initiatives in South Africa Sections 4.4.1; 4.5.8 and 4.6.7 

Delivery method (offline games, online videos, 
books, cybersafety curriculums, posters, 
pledges, books) 

Section 4.5.8 

Delivery method (games; frameworks, books; 
curricula; guidelines) 

Section 4.6.7 
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Figure 5.7: Delivery Methods 

 

Delivery methods are an important aspect in every educational intervention. Chapter 

4 (Section 4.7.7) detailed some of the delivery methods such as games, frameworks, 

books, curricula and guidelines, and elaborated upon the purpose that they serve. The 

delivery method must be informed by the context, the resources, the topics and the 

learning outcomes. It essential that all relevant information is gathered in order to 

ascertain how to deliver the initiative in a manner that is effective. For example, it 

should be delivered in the home language of the learners (where necessary), it can be 

online or offline, it should be affordable and encompass topics that are age appropriate 

which address the stated learning outcomes. The delivery methods must also be a 

method in which the teachers have received appropriate prior training. As highlighted 

under key constraints, teacher knowledge and skills are an essential component to the 

success of the proposed framework and associated cybersafety initiative.  

This proposed framework recommends that cybersafety is incorporated into the 

current Life Skills curriculum as other researchers have recommended. Thus, all 

delivery methods would fall under Life Skills. However, there are multiple options 

available for delivering appropriate content of the cybersafety initiative. Delivery 

methods such as games, as discussed in Chapter 4 (Section 4.7.7), can address 

several of the key constraints that South Africa is currently facing, for example, the 

lack of funding. Games can be extremely cost effective, the language barrier can be 

addressed by translating into home languages, they can be reproduced, they typically 

have a set rules and so are relatively easy to teach educators, parents and learners 

how to deliver and participate in them (respectively) and they can be presented in 

offline environments especially for those schools who have limited or no bandwidth. 

Mahlangu (2019) has long upheld the belief that combined methods for learning are 

most beneficial. Therefore, this proposed framework recommends that combined 
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delivery methods be used to implement cybersafety education. Having combined or 

multiple delivery methods that appeal to a target audience is effective in consolidating 

information and thus in learners obtaining the stipulated learning outcomes. It was 

identified that a cybersafety curriculum blended with games can assist school learners 

to understand cybersafety education in a more comprehensive manner. It was 

highlighted that school learners enjoy games as a learning tool, and they can be 

adapted to outdoor activities which are also preferable for learners. Poems, posters, 

books and school campaigns are highly visible media meaning that they can reach a 

larger target audience more quickly than online material. They are also effective 

delivery methods as they can be adapted to different levels of understanding, 

incorporate a variety of topics or be topic specific, are cost effective as they can be 

reused, and they can be produced in numerous languages. These have been 

specifically included in this proposed framework, not only to broaden the learners’ 

understanding, but also to address the identified key constraints in a country as 

diverse as South Africa. This framework also proposes making use of some of the 

existing cybersafety curricula that have already been developed. The framework could 

amalgamate them with the existing Life Skills curriculum and wherever possible adapt 

them into home languages and offline activities.  

Online activities and games are included as delivery methods as the key topic within 

cybersafety. It is clearly beneficial for learners to be able to put into practice, online, 

what they learn in the classroom through the initiatives. However, as previously 

highlighted, access to bandwidth varies vastly in South Africa depending on 

geographical location and socio-economic factors (amongst other factors).  

5.4. THE PROPOSED CYBERSAFETY EDUCATIONAL FRAMEWORK 

Figure 5.8 depicts the proposed cybersafety educational framework for primary school 

learners, aged between 10 and 12 years, in South Africa, which can be applied to the 

various types of schools as described in Section 5.2.  
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Figure 5.8: The Proposed Framework 
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5.5. IMPLEMENTATION OF THE PROPOSED FRAMEWORK 

Section 5.2 investigated the three different education systems available in South 

Africa. Two of these were selected as examples of how to implement the proposed 

cybersafety framework in Figure 5.8, namely Public schools in South Africa and Model 

C schools in South Africa. This study utilised all of the information gathered and 

presented in the previous sections, which was in turn informed from the previous 

chapters, in order to implement the proposed solution into these two different school 

settings. However, the research did not focus on Private schools as they appear to 

have most sufficient technology resources available as indicated in Section 5.2.3. This 

research was conducted to provide a solution to less privileged schools. 

The point of entry into the framework for cybersafety is the overseers, who were 

described in detail in Section 5.3.1. Regardless of whether a school is a public or a 

Model C school, the role of the overseers is crucial. They are responsible for 

delegating the cybersafety initiative to other role players. This framework emphasises 

that role players are important in every initiative; these are the government (including 

the Department of Education), private sector, researchers, governing bodies, 

principals, teachers, parents, and finally learners. Within this framework, the 

government maintains the responsibility for funding the initiatives, providing both a 

public curriculum and a cybersafety curriculum (using Life Skills as an umbrella 

subject) through the DBE.  

As there is an acknowledged shortage in government funds, particularly affecting 

Public schools, this framework seeks to engage the private sector and researchers in 

collaborating with the government to be overseers. This could prove to be particularly 

beneficial to public schools and schools in rural areas lacking in both funds and 

infrastructure. Such collaboration could ensure cohesion between what learners 

attending both, Public and Model C schools, throughout the country are taught. It is 

with such cohesion in mind that the framework has set out the topics that are required 

to be delivered within the intermediate phase of primary school. Government experts, 

researchers and the private sector are responsible for defining these topics as areas 

of learning which should fall under Life Skills and be taught in all Public and Model C 

classrooms across the country.  
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The governing bodies and the school principals must engage in the initiative, and they 

must ensure that school rules and policies are put into place that align with the 

cybersafety curricula. Being the holders of the day-to-day running of the school, the 

principals must also ensure that they actively identify and address gaps in knowledge 

and skills that their teaching staff may have. Once these are identified they must 

pursue appropriate recourse – seek training and monitor the effectiveness of that 

training. The government and the private sector will be sought to design and offer 

appropriate training to teaching staff in their roles as overseers. Governing bodies, 

principals and teachers must work hand in hand in order to foster a greater 

understanding of cybersafety amongst the parents of their learners. They can do this 

by holding workshops, seminars, and community programmes and using media 

resources such as posters, leaflets and information books. Again, due to budgetary 

constraints, this framework would seek assistance in funding for such measures from 

the private sector and researchers. In Model C schools, parent-led funding would also 

be sought. The framework makes ample provision for offline resources (such as 

books, poems, posters, offline games, etc.) which will more likely be the main delivery 

methods for Public schools; particularly in rural areas. When selecting such resources, 

emphasis must be placed on whether or not they are age appropriate, they align with 

the framework’s specified topics, and that they are able to be delivered in home 

languages and not just English, as has previously been the case.  

Whilst many Model C schools have been shown to deliver the majority of their learning 

through the medium of English, the same cannot be said for Public schools. Thus, in 

order to negate language as a barrier to learning, multilingual versions of the resources 

are vital. As this framework is based in the school setting, teachers will be the key 

facilitators of the initiatives. It is vital that they equip themselves with the knowledge 

and understanding in order to do this. The teachers will be the primary initiators of the 

usage of the specified resources. They must ensure that all the specified topics are 

covered within the designated time frame and that the associated learning outcomes 

are met by their learners. The framework puts emphasis on utilising combinations of 

resources in order to improve and consolidate the learners’ subject knowledge. The 

teachers hold the responsibility for ensuring that this happens. Formal and informal 

assessments should be utilised in order to both measure the success of this and inform 

future delivery/learning.  
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The proposed framework is aimed at intermediate phase school learners in South 

Africa, from 10 to 12-year olds. This is applicable to both Public and Model C schools 

as the stipulated primary school phases are the same in both schools. The learners 

have a duty of responsibility to engage in their education and follow the school rules 

and policies. In acknowledging the impact that peers can have on one another, the 

framework seeks to encourage learners to also assume the roles of advisors and 

identifiers. In these roles, learners become quick identifiers of problems arising with 

their peers’ ICT usage and their cybersafety. Peer group compliance and peer 

pressure are common phenomena that expand across both geographical location and 

socio-economic development and are common to both Public and Model C schools.  

Collaboration of all interested parties can be seen to be the key to the success of this 

proposed framework for cybersafety. The need for such collaboration is common to 

both Public and Model C schools. However, the degree to which the various role 

players are engaged is dependent on and reflective of the individual schools’ needs. 

This is primarily determined by the constraints that they face. Both subsets of schools 

must utilise each step of the framework in order to ensure that they use the 

components that are most applicable to their circumstances, particularly with regards 

to resources and delivery methods. This could in turn foster consistency and 

exemplary learning. 

5.6. CONCLUSION 

This chapter introduced a cybersafety framework for primary school learners in South 

Africa. The cybersafety framework has various components that were considered, and 

these include: 

• Role players 

• Constraints 

• Resources 

• Topics 

• Learning outcomes 

• Delivery methods 

Different role players were identified, each with specific responsibilities. These role 

players are greatly important, and they should work together to implement cybersafety 
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education amongst primary school learners in South Africa. If this framework is 

implemented and managed properly it could contribute towards raising cybersafety 

education among primary school learners in South Africa, improve the relevant skills 

and assist in cultivating a cybersafe culture. This chapter has accomplished the 

primary objective of this study, which is to propose a framework that will assist primary 

school learners in South Africa in creating a cybersafe culture in cyberspace. The 

following chapter concludes this study.  
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CHAPTER 6 CONCLUSION 

6.1. INTRODUCTION 

This research study focused on cybersafety education, with the emphasis being 

placed on primary school learners. It has been revealed that primary school learners 

are the most vulnerable in cyberspace as they are at the age when children start to 

experiment with technology; however, they are often unaware of the potential risks 

and threats associated with ICT use. Hence, there is a clear need for the development 

of the knowledge and the skills required to protect them from cybersafety risks and 

threats. Although the South African government has made some commitments 

towards cybersafety education, they have been deemed as insufficient in supporting 

the majority of teachers to assist school learners with cybersafety. Therefore, the aim 

of this study was to propose a framework for cybersafety education for primary school 

learners in South Africa, which was presented in Chapter 5.  

This chapter forms the conclusion of the study, it provides a summary of the primary 

findings and arguments from the previous chapters, revisits the objectives to ascertain 

whether or not they have been met and finally discusses the limitations of and 

applications of the study for possible future research.  

6.2. SUMMARY OF CHAPTERS  

Chapter 1  

Chapter 1 demonstrated that a growing number of school learners, who are at the age 

of primary school education, are experimenting with and are being exposed to 

technology, which subsequently makes them extremely vulnerable in cyberspace. 

This is due to the fact that they are unaware of the risks and threats associated with 

cyberspace. It has been highlighted that the South African government has been in a 

position to and holds the primary responsibility of addressing cybersafety education 

throughout primary schools in South Africa. In spite of this, there is currently no formal 

curriculum for cybersafety education in place. Instead the DBE formulated guidelines 

to address cybersafety education. De Lange (2012) research similarly concluded that 

these guidelines are not enough to address the complexity of cybersafety education 

in South Africa. Nevertheless, initiatives have been implemented in select schools by 

researchers from various South African universities. These researchers have 
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developed their own curricula, resources and materials to be utilised in schools to 

tackle cybersafety.  

The delivery of these independent research programmes is sporadic at present and 

so cannot be seen as an effective solution to tackle the identified problems. Another 

issue highlighted by the research in this study is that many primary school teachers in 

South Africa are ill-equipped to implement cybersafety initiatives, leading to learners 

that are vulnerable to cyber-related threats. Teachers are the key role players in 

delivering the topics, formed by educational frameworks, to learners. Whilst many 

teachers lack the knowledge and skills along with the materials and resources, to 

effectively deliver cybersafety education, the learners will possibly not be enlightened 

and will continue to be at risk. The research objectives and processes were formulated 

from the information gathered in this chapter and are discussed in the following 

sections.  

Chapter 2 

The purpose of this chapter was to introduce the research process and the design 

methods used in this study, namely the qualitative approach. It provided reasoning for 

why this approach was preferable to other approaches in addressing the objectives. 

This research approach involved undertaking a literature review, a content analysis, 

comparative analysis, critical reasoning, modelling and argumentation.  

Chapter 3 

In the modern world, cyberspace has become part of the daily lives of millions of 

people worldwide; introducing technologies and applications that make life easier and 

more efficient. Further, in this modern world, cyberspace is increasingly becoming 

more of a necessity than a luxury. School learners visit cyberspace for many reasons 

such as social networking, entertainment and education. The cyberspace has brought 

many advantages to daily life. However, cyberspace is a complex environment 

because there are few enforceable rules governing it, and thus it has introduced 

exposure to a new set of risks. As such, it is imperative that school learners are taught 

to be able to identify the benefits and risks associated with cyberspace and how to 

protect themselves from the risks. Therefore, the purpose of Chapter 3 was to identify 

the key cybersafety threats and related risks to primary school learners (SO1). In order 

to achieve this, the researcher investigated cyberspace, defined cybersecurity, 
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cybersafety and cyberethics and their relationship to one another. It was ascertained 

that the most common threats among primary school learners include cyberbullying, 

access to inappropriate content, online grooming, game addiction, password 

protection, meeting online strangers, sharing of information and online privacy. 

Chapter 4  

Cybersafety education plays an important role in cultivating a cybersafe culture 

amongst school learners. Chapter 4 investigated current cybersafety initiatives 

globally, in Africa and in South Africa (SO2) (i.e. in both developed and developing 

countries). The investigation focus was to identify the main challenges relating to 

cybersafety education in the South African context (SO3). The following were 

subsequently identified as main the challenges: South Africa has no formal 

cybersafety education curriculum in place and is therefore currently lagging behind the 

progress being made in developed countries.  

South Africa has 11 official languages, yet most initiatives are conducted in English. 

This can prove to be a highly problematic language barrier which consequently 

restricts pupils’ learning. Additional factors affecting cybersafety education in South 

Africa include limited delivery methods, lack of skills and knowledge from the teachers 

and parents, insufficient infrastructure, funding and geographical location. It was 

concluded that educating primary school learners on cybersafety should be a priority, 

since it is the entry point of education. Therefore, it is important that the government 

of South Africa channels some of its resources to schools in order to equip school 

learners on cybersafety.  

Based on the commonalities, gaps and findings identified, key components were 

constructed with the goal of overcoming the challenges identified in addressing the 

cybersafety education of primary school learners in South Africa (SO4). Therefore, this 

study proposed a framework for the cybersafety education of primary school learners 

in South Africa – the details of which are dealt with in the next section. 

Chapter 5  

Chapter 5 introduced a solution to the problem defined this study, which is a 

cybersafety framework for primary school learners in South Africa. To address the 

challenges in South Africa, this framework was proposed as a solution with the 

following components:  
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• Role players 

• Constraints 

• Resources 

• Life skills 

• Topics 

• Learning outcomes 

• Delivery methods. 

These components were drawn from thematic questions used for the content analysis 

as well as the deduction and conclusion in Chapter 4. These thematic questions were 

derived from previous similar studies and were concluded to be important when 

implementing a cybersafety initiative.  

The framework places a large emphasis on identifying and addressing the constraints 

to delivering cybersafety in South African primary schools. The language barrier, 

geographical location, funding, target audience, infrastructure, lack of teacher’s 

knowledge base and limited delivery output were the commonly identified constraints 

and as such they were woven into the framework. Furthermore, the framework 

recognises that in every initiative it is essential to identify the role players and ensure 

that they have clearly defined roles.  

Topics from which learning outcomes are taken are an important component of the 

framework as they seek to address the cybersafety threats and related risks which 

have been identified as relevant to the age group. They provide a focus for the learning 

resources and delivery methods to tackle. These topics can be identified from existing 

resources which can either be external (developed countries) or internal (local); the 

priority is for them to overcome the constraints that were identified in the planning 

phase of the initiative.  

The final component discussed was the delivery methods. This communicates the 

methods that will be utilised in order use the resources to communicate the curriculum. 

For example, board games, books, existing frameworks etc. The delivery methods are 

how the teachers impart the relevant information to the learners. This framework 

places an emphasis on combining delivery methods in order to increase their efficacy; 

improving and consolidating learners’ knowledge. The framework emphasises 

combining Life Skills topics and cybersafety topics to communicate cybersafety 
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education to primary school learners in an effective way that they understand. More 

so, it emphasises incorporating cybersafety education to be part of Life Skills 

curriculum.  

6.3. MEETING THE RESEARCH OBJECTIVES 

The primary objective of this study as stated in Chapter 1 (Section 1.4.1) was to 

develop a framework for the cybersafety education of primary school learners in South 

Africa, in order to overcome the cybersafety threats and related risks that these 

learners are exposed to. The purpose of this is to address the need to educate primary 

school learners and teachers about cybersafety threats, since many teachers are ill-

equipped to implement cybersafety initiatives by themselves. To achieve the primary 

objective, the following secondary objectives were identified: to pinpoint the key 

cybersafety threats and related risks to primary school learners (SO1); to investigate 

current cybersafety initiatives globally and in South Africa (SO2); to identify the main 

challenges relating to cybersafety education in the South African context (SO3); and 

to identify key components required to overcome challenges identified in addressing 

the cybersafety education of primary school learners in South Africa (SO4).  

Chapter 2 discussed how the research process was conducted and the design 

methods that were applied. Chapter 3 addressed the first secondary objective, i.e. to 

identify the key cybersafety threats and related risks to primary school learners (SO1). 

This was achieved through a literature review which distinguished the key cybersafety 

threats learners face, such as cyberbullying, online privacy, protection of passwords, 

online grooming, inappropriate content, addiction to games, sharing of information and 

meeting online strangers. It was noted that as school learners are becoming cyber 

citizens, they are at risk of falling prey to some of the threats associated with 

cyberspace; hence, they need to be taught how to identify these online cybersafety 

threats. The identified threats and related risks were then used (in Chapter 5) to form 

cybersafety topics which were incorporated into the proposed cybersafety framework 

for primary school learners in South Africa.  

The second secondary objective was to investigate current cybersafety initiatives 

globally and in South Africa (SO2) and this was addressed in Chapter 4 through a 

literature review and qualitative content analysis. Through a qualitative content 

analysis, the study recognised that both developed and developing countries have 



 

Page | 93  

promoted cybersafety education within primary schools; however, the spectrum of 

these initiatives differs vastly between the developed and the developing world.  

A comparative analysis, literature view and argumentation were used to identify the 

main challenges relating to cybersafety education in the South African context (SO3). 

Through this comparative analysis it was established that most developed countries 

educate school learners about cybersafety in primary school, as it is the entry point of 

education and the age of learning about and experimenting with technology. In 

addition, it was discovered that Africa as a whole is lagging behind in terms of 

cybersafety (though some countries like Mauritius, Tunisia, Kenya, Ghana, Cameroon, 

Egypt and Rwanda have started to implement cybersafety education in schools). 

South Africa specifically is failing its learners as there is currently no formal cybersafety 

curriculum in place. This has been determined (primarily) to be the responsibility of the 

government which, in spite of recent promises to enable all school learners’ access to 

ICT, has shown very little commitment to developing, funding and implementing these 

promises.  

Through the processes of a literature review, arguments and critical reasoning, key 

components required to overcome challenges to address the cybersafety education of 

primary school learners in South Africa (SO4) were identified. These key components 

were used to develop the proposed solution for a framework for cybersafety education 

for primary school learners in South Africa. The following are the key components the 

framework identifies: recognising all of the role players needed, considering the 

constraints before implementing any cybersafety education, making use of available 

resources to improve or create new initiatives, incorporating cybersafety education 

into Life Skills, identifying age appropriate topics, formulating the topics learning 

outcomes and making use of combined delivery methods. It was through the 

amalgamation of these key components that the framework for this study was created. 

Hence the research has succeeded in addressing the primary objective, which was to 

develop a framework for cybersafety education of primary school learners in South 

Africa.  

6.4. RESEARCH CONTRIBUTION 

The primary objective of this research was to develop a framework for cybersafety 

education of primary school learners in South Africa, in order to overcome the 
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cybersafety threats and related risks that these learners are exposed to. Hence, the 

contribution of this research is the developed framework. 

The primary objective of this research was met in Chapter 5 where the framework for 

cybersafety education of primary school learners in South Africa was proposed in 

Section 5.3. The proposed framework is presented to include the following key 

components: The role players, the constraints, the resources, the Life Skills, the topics, 

the learning outcomes and the delivery methods. This framework was developed to 

assist primary school teachers in implementing cybersafety education in schools. The 

main aim of this framework is to try and focus on the constraints which various schools 

encounter when implementing cybersafety education. Therefore, the framework 

suggests that before implementing, one should in the planning phase always look out 

for the constraints that might have an impact on the success of cybersafety education 

in different schools. More so, the framework suggests cybersafety education must be 

part of Life Skills as a subject in South Africa. Therefore, teachers can blend 

cybersafety topics with Life Skills topics for school learners to have a better 

understanding since both of the subjects equip pupils with Life Skills.  

In addition, the framework suggests that every topic in cybersafety education must 

have learning outcomes that students must master at the end of each lesson. Lastly, 

the framework suggests that to deliver cybersafety education, teachers can ensure 

multiple delivery methods to try and help learners understand better cybersafety 

education. For example, there can be a curriculum that can be presented in class, and 

a game can be designed for every cybersafety topic as outdoor activities to help 

learners enjoy and better understand cybersafety education in a relaxed environment. 

To illustrate how the proposed framework could be implemented by teachers, the 

implementation was discussed in Chapter 5 (Section 5.3.2).  

6.5. FUTURE RESEARCH  

Cybersafety education forms the foundation of a cybersafety culture. This culture of 

awareness is increasingly needed in today’s environment where more and more online 

activities are taking place, transcending age groups, cultures, religions and 

geographical locations. In this study, a framework was proposed to assist teachers to 

educate primary school learners in South Africa in creating cybersafety education. The 

framework will provide the necessary cybersafety understanding and knowledge to 



 

Page | 95  

South African primary school learners this would therefore contribute to the creation 

of the envisioned cybersafe culture. 

The framework is acknowledged to be a small step towards the envisioned cybersafety 

culture. It has been devised in such a way that it is applicable and adaptable to different 

school environments. However, this study had its limitations, one of which is that it did 

not focus on measuring the effectiveness of the framework. Therefore, this study 

recommends that any future research deliberates on measuring the effectiveness of 

the implementation of the proposed framework. 

6.6. LIMITATIONS OF THIS RESEARCH STUDY 

The study focused on primary school learners in the South African school 

environment. However, the research has identified that there is a need for cybersafety 

principles to be transferable to everyone. 

As identified in Section 6.4, this research did not include measuring the effectiveness 

of the framework. It relies on the assumption that the learning outcomes alone will be 

used as a benchmark for success. 

The proposed framework relies heavily on the governments’ compliance to funding, 

designing and implementing a cybersafety curriculum to be incorporated into the 

current Life Skills curriculum. It also emphasises the need for collaboration amongst 

many interested parties in order to be fully effective. Such collaborations can bring 

issues of organisation, governance and accountability. They have also to date proven 

to be implemented on a small scale and not on national basis. 

6.7. FINAL WORD 

Cyberspace is being adopted by humans at a rapid rate. Increasingly, cyberspace is 

redefining the way school learners communicate, gain access to information, share 

information and entertain themselves (Kortjan & Von Solms, 2014; Stone, 2013). 

School learners are growing up as cyber citizens, surrounded by and using many ICT 

technologies, environments, and services. However, although cyberspace comes with 

such benefits, school learners will continue to use and access cyberspace unsafely 

and insecurely if not taught or made aware of this secure conduct in cyberspace 

(Sawyer, 2017). This is problematic, as school learners will continue to access 

cyberspace throughout their lifetimes and will always be exposed to cyber risks 
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(Sawyer, 2017). Therefore, school learners are a subgroup of society who particularly 

need cybersafety solutions, and the relevant knowledge and skill sets to implement 

them. School learners are amongst the most vulnerable members of society to 

cybersafety risks (Von Solms & Von Solms, 2014).  

This study discovered that primary school education plays a key role in embedding 

cybersafety into modern culture. As such, this study developed and discussed a 

cybersafety framework that will be instrumental in assisting teachers to educate 

primary school learners in South Africa. This framework serves to foster, facilitate and 

promote a culture of cybersafety amongst primary school learners in South Africa. 
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APPENDIX A – Identified Cybersafety Threats and Global Educational Initiatives  

Cybersafety Threat 
Topics  

ThinkUKnow 

(UK) 

Safer 
internet 

Centre 
(UK) 

UKCCIS 

(USA) 

Stop.Think. 

Connect 

(USA) 

Cybersafety 

K-12 

 (USA) 

Internet 
Safety 

(Canada) 

e-safety 

(Australia) 

Netsafe 

(New 
Zealand) 

Total sources 

n=8 

Cyberbullying         7 

Sharing information         5 

Social networking         4 

Sexting         4 

Online 

grooming/predators 

        4 

Protecting 
Passwords 

        3 

Identity theft         3 

Online pedestrian         3 

Online Privacy         3 

Inappropriate 
content 

        3 

Copyrights         3 

Online addiction         2 

Games addiction         2 

Online etiquette         2 
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Meeting strangers 
online 

        2 

Tell an adult that 
you are online 

        2 

Hacking          1 

Ransomware         1 

Viruses         1 

Cyberstalking         1 

Free downloads         1 
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APPENDIX B – Identified Cybersafety Threats and African Educational Initiatives  

 

 

 

 

Cybersafety threat topics National Computer 
board 

(Mauritius) 

Cyberteq 

(Rwanda) 

A Cyber Safety Model 
for Schools in 
Mozambique, 2018 

 

Total sources 

n=3 

Cyberbullying    3 

Online etiquette    2 

Social networking    2 

Identity theft    2 

Online 

grooming/predators 

   1 

Sharing information    1 

Inappropriate content    2 

Meeting strangers online    1 

Online addiction    1 

Sexting    1 

Online Privacy    1 
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APPENDIX C – Identified Cybersafety Threats and South African Educational Initiatives 

Cybersafety threat 
topics  

Kritzinger & 
Padayachee, 
2007 

Kritzinger & 
Padayachee, 
2013 

DBE, 2010 Kritzinger, 
2015 

Kritzinger, 
2017b 

 

Von Solms & 
Fischer, 2017 

Kritzinger, 2011 

Cyberbullying        

Inappropriate 
content 

       

Identity theft        

Sexting        

Sharing information        

Meeting strangers 
online 

       

Online Privacy        

Games addiction        

Copyrights        

Cyberstalking        

Online addiction        

Protecting 
Passwords 

       

Social networking        
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Online etiquette        

Tell an adult that 
you are online 

       

Viruses/Phishing        

Online 
grooming/predators 

       

Hacking         
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Identified Cybersafety Threats and South African Educational Initiatives (continued) 

Cybersafety threat 
topics 

Kritzinger, 
2017a 

Reid & Van 
Niekerk, 2014 

Niekerk, Thomson, 
& Reid, 2013 

Von Solms & 
Von Solms, 
2015 

Von Solms & Von 
Solms, 2014 

De Lange & Von Solms, 
2012 

Total of 
Sources 

n=13 

Cyberbullying       12 

Inappropriate 
content 

      9 

Identity theft       8 

Sexting       7 

Sharing information       5 

Meeting strangers 
online 

      5 

Online Privacy       4 

Games addiction       5 

Copyrights       4 

Online etiquette       3 

Viruses       3 

Cyberstalking       4 

Online addiction       4 

Protecting Passwords       3 

Social networking       3 
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Online 
grooming/predators 

      2 

Tell an adult that you 
are online 

      2 

Cookies/Malware       2 

Phishing scams       1 

Hacking       1 

Digital footprint       1 
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