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Abstract. The workforce of an organization plays a critical role for the success 
(or failure) of digital innovation; they need to have specific skills, which are 
required for creating the needed digital change. Therefore, organizations need to 
continuously upskill their workforce. Different ways to prepare and upskill the 
workforce for the digital future exist. However, a structured approach to guide 
organizations on how to retrain and upskill their workforce is lacking. In the light 
of this context, the research goal is to provide an action-oriented guideline in 
form of design principles supporting organizations to handle digital upskilling. 
To achieve this goal a hermeneutic literature review and semi-structured expert 
interviews as well as a focus group discussion have been performed to deduce 
design principles. Based on an applicability check proposed by Rosemann and 
Vessey [1], the usefulness and applicability of the resulting 15 design principles 
in organizations are validated. 

Keywords: Digital Upskilling, Applicability Check, Design Principles, Digital 
Intelligence. 

1 Call for Digital Upskilling in Organizations 

Digitalization accelerates the spread and use of digital technologies like cloud services, 
big data, internet of things, artificial intelligence, and smart workspaces. Widespread 
adoption has a significant impact on how organizations stay competitive in today’s 
globalized economy. It requires organizations to adapt their established business 
models and operations to keep pace with the ever-changing environment. 

One crucial aspect of such a change is that digital systems and human systems co-
evolve and continuously transform each other. Companies like Facebook, Uber, 
Airbnb, and Alibaba were built to operate in a digital economy from the very beginning 
and can, therefore, be considered as pioneers in utilizing digital technologies to generate 
the highest possible business value [2]. On the other hand, companies that are not 
structured around a digital economy at their core need to go through a process of digital 
transformation in order to stay competitive, including their cyber and human systems 
[2]. For instance, companies like Henkel, L’Oréal, Voith, PriceWaterhouse Coopers 
(PwC), and Amazon run upskilling programs to equip their workforce with the new 
skills and mindset to tackle organizational digital transformation, making sure that both 
their technology as well as their human resources are endowed with what they need to 
thrive [3–5]. This pattern shows that there is a global call for digital upskilling 
initiatives, although many organizations report that they lack the digital talent, i.e. 

mailto:cordes@ercis.uni-muenster.de


“someone who is proficient in at least one of the 24 hard digital skills and in at least 
four of the eight soft digital skills” [6, p. 1], to run these initiatives successfully [6]. 

To successfully realize digital upskilling, organizations need to continuously upskill 
their workforce [7]. Putting the focus onto the workforce reveals widely discussed 
challenges like the increasing talent gap especially for digital skills [6]. There are 
different ways to prepare the workforce for the digital future: “retrain, redeploy, hire, 
contract, and release” [7, p. 50]. The latter four, redeploy, hire, contract, and release 
seem to be less appropriate because of the existing talent gap [3, 6, 7], budget 
restrictions [8], and  the effort to integrate them in the organizational routines. That is 
why retraining is becoming more and more a reasonable approach for digital upskilling. 
However, a structured approach to guide organizations on how to retrain their 
workforce is lacking. 

In the light of this context, the research goal is to provide an action-oriented 
guideline in form of design principles supporting organizations to handle digital 
upskilling of their workforce. No specific target workers are addressed in this article 
since the target workers depends on the focus of the intended digital upskilling initiative 
of the respective organization. It could be the whole workforce or only a specific 
department. The development of the design principles is based on the conceptual 
framework for developing organizational digital intelligence proposed by Cordes and 
Rosemann [9] as that framework is formulated on a high level of abstraction and a 
guideline for organizations on how to apply that framework is missing. Therefore, the 
main theoretical contribution is the instantiation of Cordes and Rosemann’s [9] 
organizational digital intelligence framework by giving recommendations in form of 
design principles for applying the framework. By extending the framework, it 
demonstrates the applicability of it in the organizational context. Hence, it contributes 
to the context-extension [10]. The managerial contribution of this article is to provide 
a tangible artifact that guides organizations dealing with digital upskilling, aimed at 
facilitating digital upskilling. To achieve this goal a hermeneutic literature review and 
semi-structured expert interviews have been performed in order to deduce design 
principles. Based on an applicability check in form of a conducted focus group 
discussion proposed by Rosemann and Vessey [1], the usefulness and applicability of 
the design principles in organizations are validated. 

In the remainder of this paper, the research background is introduced followed by 
the research method. Next, the design principles are presented and discussed. The paper 
concludes with potential limitations, and highlights future research opportunities. 

2 Theoretical Background 

2.1 Organizational Digital Upskilling 

Digital upskilling refers to equipping the existing workforce with the right digital 
skills that enable them to participate in organizational digital transformation by 
providing learning and development offers that add value to the whole organization. It 
is one way of creating the workforce of the future [11]. It is a means to give “people 
the opportunity to gain the knowledge, tools, and abilities they need to use and 



understand advanced and ever-changing technologies in the workplace and their daily 
lives” [11, p. 2]. The aim is to teach them how to acquire the mindset and the behavior 
to confidently succeed in a digitally-enabled surrounding [11]. 

Digital upskilling can be done in three ways, that can also be applied in conjunction: 
(1) raising the workforce’s capacity of skills, by teaching them new or different skills, 
(2) increasing the level of the workforce’s existing skills, and (3) hiring entry-level 
employees to develop their skill set according to the organization’s needs [7]. 

Organizations are already offering learning and development measures, including 
upskilling programs to equip their employees with the necessary skills. However, a 
survey about the investigation of a digital talent gap in companies of 753 surveyed 
employees working in the USA, Western Europe, or India reports not being satisfied 
with the upskilling programs offered by their organizations [6]. Moreover, 48% of the 
interviewed employees feel that they are not given enough time to attend upskilling 
opportunities. This leads to the observation that senior management and human 
resources departments need to ensure that the initiatives provided to the organization 
are perceived as both more attractive and more effective by the workforce, and that 
front-line managers actively encourage their employees to participate. In addition, 
employees should be given sufficient time to upskill [6]. 

Continuously informing the workforce about new ideas and plans for the 
organizational future helps to keep employees motivated to strive for the organization’s 
goals. Staying connected and investing into the development of current employees 
promises more commitment and acceptance from their side and facilitates the 
management of the changing circumstances to be beneficial for the organization [8]. 

In conclusion, digital upskilling is crucial for organizations dealing with digital 
transformation [3]. Due to the widening talent gap [6] and budget limitations [8], digital 
upskilling is a reasonable alternative [7] for organizations to remain competitive in an 
increasingly digitally enabled business environment [2]. 

2.2 Organizational Digital Intelligence Framework 

Cordes and Rosemann [9] introduce a conceptual framework entitled ‘organizational 
digital intelligence framework’, which addresses the organizational digital 
transformation from a dynamic-capabilities-perspective with a focus on the human 
resources of an organization. They define organizational digital intelligence “as […] 
the capability of an organization to assess, understand, evaluate, implement and 
appropriately use digital technologies” [9, p. 4]. 

The framework has two layers, as displayed in Figure 1: the phase layer and the 
activity layer. The first layer consists of three phases that structure the process of 
developing digital intelligence in organizations. The phases are (1) digital ambition, (2) 
digital skills, and (3) digital literacy. The second layer contains more specific 
organizational activities, each related to one of the three phases [9].  

The first phase of the digital intelligence framework, (1) digital ambition, aims at 
fostering a drive for continuous exploration of an organization’s environment for 
technology-related opportunities to improve their business and build competitive 
advantage [9]. The activity, (1.1) scanning, refers to the effort of becoming aware of 



ideas for technology-driven change by searching external sources of information [9, 
12]. The second activity, (1.2) shaping, relates to building on the results from the (1.1) 
scanning activity to develop and communicate a clear digital strategy along with the 
specification of required skill needs [9]. 

The second phase, (2) digital skills, intends to specify how an organization can 
develop the previously identified skills that are required to pursue the digital strategy 
and to provide an environment that enables the organization’s workforce to acquire 
these skills successfully. The activity, (2.1) selecting, invokes the compiling of the 
desired skill portfolio. This means that an organization needs to identify the skills its 
workforce requires and to put it together in a selection of skills, that is a skill portfolio. 
These skills could already be available internally or could be taught through training 
offerings. The (2.2) structuring activity includes creating a learning infrastructure that 
enables the workforce to acquire the previously defined desired skillset. A well-
thought-through learning environment and approach will help the workforce to create 
the motivation and the ability to acquire the required skills [9] . 

 
Figure 1. Organizational Digital Intelligence Framework: Phases and Activities [9] 

The final phase of the organizational digital intelligence framework called (3) digital 
literacy, reflects a state of continuous alignment between the digital strategy and 
existing organizational operations. The phase includes the motivation and preparation 
of the workforce to pursue the organization’s digital strategy and execute the needed 
change. (3.1) Stimulating includes inspiring and encouraging the employees to integrate 
the organization’s digital strategy into their daily operations, making them develop their 
own ambition to strive for a digitally enhanced future, aligned with their organization’s 
digital ambition. (3.2) Schooling is the second activity and comprises the actual 
teaching and acquisition of knowledge, and the learning process of the organization. 
During this activity, the workforce acquires the identified skills [9]. 

3 Research Approach 

The article’s goal is to define a guideline that helps organizations with designing digital 
upskilling initiatives. This guideline is presented in form of design principles (DP).  
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Design principles are a method used in design science research “to specify design 
knowledge in an accessible form” [13, p. 1622] and popular due to their compactness 
and instructing action-oriented character [14] and therefore suitable for the research 
goal, because the developed guideline should comprise key aspects of a complex 
project described as compact as possible and prompting for specific actions. Gregor and 
Hevner [15] consider design principles as an artifact, originated from nascent design 
theory, that is more abstract allowing a condensed description of what to do. 

In order to develop a preliminary set of design principles, different research methods 
are combined. First, a hermeneutic literature review proposed by Boell and Cecez-
Kecmanovic [16] and semi-structured expert interviews have been conducted. 
Moreover, the initial version of the design principles has been validated by conducting 
an applicability check in form of a focus group discussion [1]. 

In the context of this article, proceeding through the first circle of a hermeneutic 
literature review following Boell and Cecez-Kecmanovic [16] allowed an initial 
understanding of what is meant by digital upskilling in organizations, who is currently 
dealing with the topic in practice, and which organizations have already triggered such 
initiatives. The second circle was executed to identify major theoretical concepts that 
address digital upskilling in a narrow or broad sense and decide on methods for data 
collection, enabling the inclusion of practice-oriented information.  

Qualitative data is gathered using semi-structured interviews, which allow a more 
detailed investigation around a set of fixed research topics. The interviews are used to 
investigate what recommendations can be given for organization when planning digital 
upskilling initiatives. To ensure a systematic and consistent procedure, an interview 
guide has been developed and used. It includes an introduction to the purpose of the 
interview and research, a set of central topics ((1) requirement definition, (2) initiative 
execution, (3) communication and change management, and (4) quality of initiative 
results) including predefined questions, anticipated probes and prompts, as well as 
closing comments. The interview questions were phrased based on previous 
knowledge, such as the central research goal, the findings of the literature review and 
the organizational digital intelligence framework [9, 17]. As interview partners, experts 
from the industry were chosen to improve the research relevance for practice. Each 
interviewee has a different organizational function and thereby introduces insights from 
different perspectives [17]. Each interview lasts 45-60 minutes to cover the topics 
defined in the interview guide in a satisfying depth [18]. The interviews are recorded 
and transcribed for a re-assessment at a later point in time. The content has been 
analyzed and embedded into the argumentation of each design principle [19]. Table 1 
presents an overview of the three experts involved.  

All experts interviewed are involved with the digital upskilling initiative at a German 
DAX30 company that operates globally in the business-to-business market as well as 
the business-to-consumer market. The organization is structured as a matrix 
organization with business units that each focus on one core business field of the 
organization and supporting corporate functions such as human resources, digital, 
finance, and IT. Interviewee 1 has been working for the selected organization for eleven 
years, with eight years of experience as head of the area learning and development. 
Interviewee 2 has been working at the same organization for 21 years, heading the 



collaboration topic for six years. The collaboration topic is part of the digital workplace 
team that is responsible for providing the tools and processes for the workforce to work 
digitally and initiate upskilling initiatives to enable the people to work within the 
provided workplace. Interviewee 3 works for the same organization as a business 
consultant on the topic of change management related to the introduction and use of IT-
related solutions. This person can draw from experiences with upskilling programs at 
other organizations, mainly German DAX companies. These experts were selected due 
to the diversity of areas and functions within the organization that they represent. It 
allows a thorough investigation from different and potentially opposing perspectives. 

Table 1. Overview of the Interviewees 

Role of Interviewee Data Collection Method Reference 
Interviewee 1: 
Head of Learning and Development 
(Human Resources Department; HR) 

Semi-structured interview Interview #1 

Focus group Focus Group 

Interviewee 2: 
Head of Collaboration 
(Information Technology Department; IT) 

Semi-structured interview Interview #2 

Focus group Focus Group 

Interviewee 3: 
Change Management Expert 
(Business Consultant with Psychology 
Background) 

Semi-structured interview Interview #3 

Focus group Focus Group  

The results of the literature review together with three semi-structured expert 
interviews provided the basis for developing a preliminary set of design principles for 
digital upskilling. This work was done in a deductive approach [20] based on theories 
and ideas from literature and statements from the experts.  

The preliminary set of design principles was then tested in one focus group 
discussion, according to the applicability check approach by Rosemann and Vessey [1]. 
As recommended by the authors [1], a focus group discussion can be conducted as an 
applicability check. During the focus group discussion, the role of the researcher is to 
act as a facilitator, encouraging the focus group members to exchange ideas with one 
another. This research approach enables the researcher to get insights into people’s 
experiences, opinions, ways of thinking, and social interactions. It also allows the focus 
group members to highlight aspects important to them [21, 22]. 

One of the objectives of the focus group discussion is to examine any major 
discrepancies in the results. For each potential discrepancy, questions were prepared 
upfront and outlined in a dedicated guideline. Possible comments and questions are 
anticipated upfront and incorporated in the focus group guideline as well. Three focus 
group participants and two researchers took part in the discussion. The participants 
were selected because they have experience with a digital upskilling initiative recently 
launched in their organization; each of them brings in a different perspective, as they 
work in different departments and roles (see Table 1). The focus group discussion was 
limited to 60 minutes and took place at their organization’s site. Prior to the focus group 
discussion, the set of 14 design principles for digital upskilling has been shared with 



the focus group for evaluation, so that the focus group discussion could focus on 
significant discrepancies only. A question guideline has been created and served as an 
orientation for the person conducting the check. It included a rough outline of what is 
to be covered during the discussion. However, it leaves enough room for the 
participants to freely exchange their opinions and add further comments if needed. For 
the analysis of the content, the core statements of the focus group discussion were noted 
and incorporated in the argumentation for each design principle. 

4 Design Principles for Digital Upskilling 

In the following it is elaborated how each of the design principles (DP) is built based 
on the supporting literature and how they are informed by statements from the expert 
interviews, as well as statements from the focus group discussion. Each design principle 
is formulated in a format that allows a focus on action and gives the desired outcome 
as proposed by Chandra et al. [14]. Table 2 gives an overview of the design principles.  

Table 2: Design Principles for Digital Upskilling in Organizations 

Topic Design Principle 

Principle of Board 
Sponsorship 

 

DP1: Define one board member, who is empowered by the 
complete board, to drive the initiative and to articulate the 
digital ambition. 

Principle of 
Dedicated Budget 
 

DP2: Provide budget, especially human resources dedicated to 
digital upskilling exclusively, to ensure capacities and 
commitment for executing the initiative. 

Principle of Digital 
Upskilling Team 
 

DP3: Form a digital upskilling team with diverse skills, topic 
and change management experience, and access to an 
organization-wide network to steer digital upskilling. 

Principle of Vision 
and Strategy 
 

DP4: Define a digital upskilling strategy that is closely linked 
to the organization’s digital strategy, to realize defined 
objectives and to achieve the organizational digital vision. 

Principle of 
Stakeholders 
 

DP5: Identify and involve stakeholders in the preparation phase 
who can potentially impede or promote organizational change 
to reduce misunderstandings and obstacles. 

Principle of 
Planning and 
Timing 

DP6: Define a detailed planning, with milestones and timings, 
which allows for iterations of stages and activities, to prepare 
and execute the initiative within time and budget. 

Principle of 
Workforce 
Involvement in 
Requirement 
Definition 

DP7: Consult market trends, scientific research, consultancies, 
upskilling experts, topic experts, and especially job-family 
representatives to define digital skill requirements and levels 
that reflect job-family-specific needs. 



Topic Design Principle 

Principle of Digital 
Skill Level Review 

DP8: Analyze the digital skill set and level of each employee, 
from different perspectives, to get insights on the organizational 
status and the magnitude of upskilling. 

Principle of Digital 
Skill Fit 
 

DP9: Provide customized digital upskilling recommendations 
to each employee, according to skill level and job family, to 
offer personalized learning and development where required. 

Principle of 
Learning System 
 

DP10: Provide a learning system, with a comfortable 
atmosphere, a convenient toolbox, and suitable training 
content, to allow effective learning during work time. 

Principle of Role 
Models 
 

DP11: Engage workforce representatives, who are well-
recognized amongst their colleagues and can motivate them to 
participate, to act as role models, to establish a link to the 
workforce, and to reduce their concerns. 

Principle of Benefit 
Communication 
 

DP12: Publicize successful change and personal benefits, 
things the workforce can relate to, to create interest and 
ambition in the workforce to improve their digital skills. 

Principle of 
Communication 
and Collaboration 
 

DP13: Utilize diverse communication channels, for a regular 
exchange of information and knowledge with the workforce, to 
manage expectations proactively, and to foster organization-
wide collaboration and organizational learning. 

Principle of 
Monitoring 

DP14: Define evaluation criteria, success factors and 
mechanisms, that can reflect the skills set and level of the 
workforce, to monitor the progress of the initiative and to 
ensure sustainable digital upskilling. 

Principle of 
Interorganizational 
Alliances 

DP15: Form or enter interorganizational alliances, with other 
organizations who also work on digital upskilling, to exchange 
best practices and lessons learned. 

DP 1 – Principle of Board Sponsorship: Define one board member, who is 
empowered by the complete board, to drive the initiative and to articulate the digital 
ambition. 

Within the organizational digital intelligence framework by Cordes and Rosemann 
[9] the responsibility for scanning the environment and articulating the organization’s 
digital ambition is assigned to the top-level management of an organization [9, 23, 24]. 
Vahs [25] also sees the need for top-level management to be committed to the change, 
for it to be successful. An analysis of the expert interviews shows that it is prudent to 
have a board member sponsoring the initiative, for example, the head of human 
resources or the head of information technology (Interview #2). It requires someone, 
like the chief executives, who invites the workforce to participate in the initiative. It is 



important that the workforce does not feel forced to participate but rather participates 
voluntarily (Interview #2).  

Further research shows that having the whole board support the organizational 
changes such as digital upskilling, can empower the coordination between the different 
areas in an organization [26]. This is also confirmed by expert interviews and the focus 
group discussion. The HR expert states that in addition to one board member who owns 
the initiative, the whole board should push the initiative and empower that person to 
drive the initiative (Interview #1). The focus group agrees that all board members need 
to generally support the digital upskilling initiative to leverage its full potential. 

DP 2 – Principle of Dedicated Budget: Provide budget, especially human 
resources dedicated to digital upskilling exclusively to ensure capacities and 
commitment for executing the initiative. 

The principle of dedicated budget fits in the order after (1.2) shaping, because it 
assumes that a board member sponsors the initiative (see DP1). 

Burnes [26] argues in his model for managing organizational change that it is prudent 
to dedicate specific resources to change projects. To fulfill that need, budget is to be 
dedicated specifically to change management. Additionally, the analysis of the expert 
interviews shows that there is a need for drawing attention to the importance of 
dedicating budget to digital upskilling. All interviewed experts (#1 - #3) report that they 
are often restricted in terms of time and resources that relate to budget. Besides, like 
Burnes [26], the experts point out that the workforce cannot cope with the change 
during their regular work time, while still delivering the same performance (Interview 
#2, #3). Thus, capacities and commitment for digital upskilling need to be ensured. 

DP 3 – Principle of Digital Upskilling Team:  Form a digital upskilling team with 
diverse skills, topic and change management experience, and access to an 
organization-wide network to steer digital upskilling. 

According to the experts, it is “definitely important” (Focus Group) to have a team 
in place that manages digital upskilling. Burnes [26] also describes the need for creating 
a team that manages the change. In addition, as elaborated before, people cannot 
permanently deal with change on top of their normal job (Interview #2, #3), which is 
why resources should be allocated to managing digital upskilling. The team responsible 
for managing the digital upskilling in the organization should be diverse in terms of 
competences, background, and organizational function (Focus Group). The team 
should be populated with representatives of the different employee groups who are 
affected by the initiative, as well as topic experts from the different organizational areas 
(Interview #1, #2), a change expert, and a sponsor from the management board [26]. 

DP 4 – Principle of Vision and Strategy: Define a digital upskilling strategy that 
is closely linked to the organization’s digital strategy, to realize defined objectives and 
to achieve the organizational digital vision. 

Digital upskilling is a form of change, because it requires a transformation of the 
workforce [11]. Thus, it requires a strategy for its execution. Therefore, a clear strategy, 
concrete actions and a plan to execute them have to be defined to execute a digital 
upskilling initiative [9]. Each action can then be assigned to human resources who will 
be responsible for completing the action [26]. Vahs [25] remarks that it is crucial to 
communicate a clear vision for successful change. It is essential to set clear objectives, 



i.e., clearly defining what the outcome of the initiative should be (Interview #3). The 
focus group recommends that the digital upskilling team has to clearly define what 
should be accomplished by running the initiative (Interview #2, Focus Group) as clear 
objectives will provide a guidance [26].  

DP 5 – Principle of Stakeholders: Identify and involve stakeholders in the 
preparation phase who can potentially impede or promote organizational change to 
reduce misunderstandings and obstacles. 

Burnes [26] postulates that it is important to identify key people and groups within 
the organization who can promote or impede changes [9]. Johnson et al. [27] refer to 
those people as stakeholders, providing the following definition: “Stakeholders are 
those individuals or groups who depend on an organization to fulfill their own goals 
and on whom, in turn, the organization depends” (Focus Group). Further, it is important 
to identify the people in the organization who have an influence on the collective 
opinion of the people who surround them. It is crucial to involve these people and to 
make sure they understand the reasons and urgency for the planned change. If they 
favor the change, it is likely that the people on whom they have an influence also tend 
to favor the change. If they do not favor the change, the opposite can happen [26]. The 
expert interviews reveal that it is judicious to consider the following type of people as 
stakeholders for digital upskilling in order to reduce misunderstandings and obstacles: 
(1) the workforce as a whole, especially those who are affected by the digital upskilling, 
(2) the area representatives who are involved in the requirement definition, (3) the 
sponsor of the initiative, and (4) the board of directors (Interview #1; Interview #2). 

DP 6 – Principle of Planning and Timing: Define a detailed planning, with 
milestones and timings, which allows for iterations of stages and activities, to prepare 
and execute the initiative within time and budget. 

This design principle has the goal to raise the awareness of how important it is to 
have a planning that considers the defined objectives of the initiative and formulates a 
procedure that shows how to achieve the objectives [26, 28, 29]. The interviewed 
change expert also highlights the importance of defining a clear planning with 
milestones, timings, and allocation of the responsibility for meeting them to the digital 
upskilling team (Focus Group). It was said that it is difficult to define realistic timings 
for most of the activities, especially iterative ones (where the number of required 
iterations may not be known). But the publication of the trainings, timings, or rather 
deadlines can be a means to convey the urgency of the participation in the initiative to 
the workforce (Focus Group). Vahs [25] also states that a lack of understanding the 
urgency of the change is factor for failure of organizational transformation. 

DP 7 – Principle of Workforce Involvement in Requirement Definition: Consult 
market trends, scientific research, consultancies, upskilling experts, topic experts, and 
especially job-family representatives to define digital skill requirements and levels that 
reflect job-family-specific needs. 

Aguninis [30] argues from a performance management perspective that people who 
are involved in the creation of something are more willing to “support what they help 
create” [30, p. 172]. Wilson [31] states that organizational change could fail if the 
people affected by the change are not involved. Giving responsibility to the people will 
most likely make them more likely to support the change [26]. According to the 



interviewed experts, it seems most effective to visit team meetings, to talk to people 
personally, to accompany them during their daily work and – most importantly – to 
“listen to the organization” (Interview #2), granting the word-of-mouth high 
importance (Interview #1). But also the topic experts from areas like finance or 
marketing should provide their input, to make sure the skill requirements reflect job-
families’ specifics (Interview #2, #3). A job-family is a cluster of jobs with the same or 
very similar qualification profiles like salespersons. The digital intelligence framework 
by Cordes and Rosemann [9] addresses the need for defining a skills portfolio to deal 
with digital transformation in organizations in the form of establishing digital 
intelligence. The activity that comprises the skill portfolio definition is called (2.1) 
Selecting. 

DP 8 – Principle of Digital Skill Level Review: Analyze the digital skill set and 
level of each employee, from different perspectives, to get insights on the organizational 
status and the magnitude of upskilling. 

The knowledge about the current skill set and level of the workforce, enables the 
management to decide what other measures are necessary to digitally upskill the 
workforce. According to McKinsey Global Institute, there are five actions to equip the 
workforce with the digital skills that will be needed to handle digital transformation 
successfully: “retrain, redeploy, hire, contract, and release” [7, p. 50]. The key 
challenge for surveying the digital skill set and level of the employees is that it varies 
day-to-day (Focus Group). Ideally, an information technology system would analyze 
the skill sets and levels of the individual employees, providing customized development 
measures to each employee, but that is currently not yet possible (Focus Group).  

DP 9 – Principle of Digital Skill Fit: Provide customized digital upskilling 
recommendations to each employee, according to skill level and job-family, to offer 
personalized learning and development where required. 

The provision of customized upskilling measures makes it more likely that the 
affected people are more willing to make use of the offers and pursue the continuous 
improvement [26] of their digital skills. It is important to make sure the workforce 
effectively benefits from the digital upskilling initiative (Interview #1 - #3). It seems 
reasonable to train job-family-specific skills, such as digitalizing content in the 
marketing area, or utilizing sales-specific applications in the sales area (Interview #2). 

DP 10 – Principle of Learning System: Provide a learning system, with a 
comfortable atmosphere, a convenient toolbox, and suitable training content, to allow 
effective learning during work time. 

External providers can provide training material for the basic functionalities of 
employed tools. When it comes to organization-specific content, area representatives 
may have to contribute (Interview #1). The HR department is responsible for preparing 
organization-specific learning and development offers (Interview #2). The training 
material for digital upskilling is often a combination of content provided by digital 
solution providers (e. g., Microsoft), organization-specific material provided by the HR 
department, and job-family-specific content provided by the job-family-representatives 
and topic experts (Interview #2). In addition, the workplace should be designed to 
inspire the employees to acquire new ways of working [11]. Furthermore, Cordes and 



Rosemann [9] emphasize to design a motivating learning environment for successful 
digital upskilling in the activity (2.2) structuring.  

DP 11 – Principle of Role Models: Engage workforce representatives, who are 
well-recognized amongst their colleagues and can motivate them to participate, to act 
as role models, to establish a link to the workforce, and to reduce their concerns. 

The principle of role models is intended to express the importance of supporters in 
the organization who are enthusiastic about digitally upskilling themselves and who 
delightedly motivate their colleagues also to upskill themselves. The term role models, 
“a person looked to by others as an example to be imitated,” [32] was chosen because 
it is a commonly known and understood term and because it summarizes all other 
potential terms mentioned by the interviewed experts that express the same idea, such 
as key users (Interview #2), ambassadors (Interview #3) or gurus (Interview #1), freeing 
them from company-specifics or relying on area-specific knowledge. Key users, for 
instance, is a term that is often used amongst the employees of the information 
technology department (Interview #2). Cordes and Rosemann [9] point out the need for 
motivating the workforce to take part in digital upskilling, expressed in form of the first 
activity of the (3) digital literacy phase in their framework: (3.1) stimulating. The 
design principle of role models refers to those people in the organization who embody 
a role model function, inspiring others, independent of their formal role [26] and are 
willing to push change on top of their normal duties. 

DP 12 – Principle of Benefit Communication: Publicize successful change and 
personal benefits, things the workforce can relate to, to create interest and ambition in 
the workforce to improve their digital skills. 

Cordes and Rosemann [9] draw the attention to the need for motivating the 
workforce to upskill themselves, conveyed in the (3.1) stimulating activity of the (3) 
digital literacy phase of their framework. (3.1) Stimulating aims to raise the workforce’s 
ambition to become digitally upskilled [9]. In addition to engaging role models for 
motivating the workforce’s participation, communicating the benefits that the initiative 
brings to the employee’s daily work and their personal life is an option [26]. Even 
though it is important to make the workforce aware of the benefits they receive from 
digital upskilling, it is a challenge to do so on an individual basis (Focus Group). 
Moreover, it can be supportive if the trained workforce sees that the offered solution 
works properly and can effectively improve their daily work (Interview #3). 

DP 13 – Principle of Communication and Collaboration: Utilize diverse 
communication channels, for a regular exchange of information and knowledge with 
the workforce, to manage expectations proactively, and to foster organization-wide 
collaboration and organizational learning. 

Communication is key for an organization going through a process of change [26]; 
communication should be bi-directional between the people affected by the change and 
the people managing the change [25]. It is important to provide and use channels for 
regular two-way communication encouraging employees to talk about and understand 
their ideas and concerns. The interviewed experts recommend making use of diverse 
communication channels, “to meet the people where they are” (Focus Group). This 
allows the change management team to better understand what drives the workforce 
and what fosters their willingness to learn. Keeping up the communication to the people 



affected by the digital upskilling initiative is advisable [31]. The focus should be on 
presenting features that are beneficial for them (Interview #2), connecting use cases to 
the different job-families to which they apply (Interview #3). 

DP 14 – Principle of Monitoring: Define evaluation criteria, success factors and 
mechanisms, that can reflect the skills set and level of the workforce, to monitor the 
progress of the initiative and to ensure sustainable digital upskilling. 

Change is an ongoing process that needs continuous management [26]. To assure 
that the defined digital upskilling objectives are achieved, it is required to monitor the 
progress of ongoing activities [26] and the skill level of the employees by collecting 
feedback [26]. Experience shows that training evaluation surveys are “happy sheets” 
asking questions like “did you like the training?” and “was the trainer nice?”. Instead, 
a personal conversation may reveal more constructive feedback that can show whether 
people have actually understood the training and can apply their newly acquired skills 
(Interview #3). Therefore, for monitoring the progress of the organization, it is essential 
to maintain contact with the people by talking to the teams, joining their team meetings, 
and providing interactive question and answer sessions, because the progress of digital 
upskilling cannot be measured by only regarding hard facts, like number of emails sent 
(Interview #3). Therefore, it is crucial to “listen to the organization” (Interview #2). 
since (3.2) schooling focuses on the organizational learning process [9] that should be 
monitored regularly, to ensure the sustainability of digital upskilling.  

DP 15 – Principle of Interorganizational Alliances: Form or enter inter-
organizational alliances, with other organizations who also work on digital upskilling, 
to exchange best practices and lessons learned. 

The focus group discussion has crystalized the demand for interorganizational 
cooperation in regards to digital upskilling in organizations. In addition, one of the 
experts articulated strong interest in the results of further research regarding digital 
upskilling that is aimed at surveying other organizations about their approaches to 
digital upskilling, in addition to: “I sense that all the companies are at the same point. 
And all are struggling with the same things. So, if these people would exchange on the 
lessons learned, that would help. Because everyone is doing the same mistakes in this” 
(Focus Group). Furthermore, surveys published by consultancies prove that there are 
many organizations nowadays dealing with digital upskilling [33]. Therefore, it seems 
to be a strong demand for a knowledge exchange with other organizations, to learn from 
their mistakes and to generate best practices. However, even though the experts seem 
to be aware of other companies dealing with digital upskilling, their organization is not 
part of an interorganizational alliance on digital upskilling (Focus Group). 

5 Discussion 

5.1 Final Set of Design Principles 

The previous section presented the final set of design principles. One challenge was 
to find the right amount of design principles and the appropriate level of detail each of 
the design principles expresses. The aim was to avoid overwhelming the audience with 



too many or too detailed design principles while ensuring to cover the most important 
aspects at a level of detail that is useful for people applying the guideline to practice. 
The set of principles was established through an iterative approach of adapting the 
content and formulation throughout the research. 

The design principles that were developed are intended to be generic enough to serve 
different types of organizations while being detailed enough for practitioners to get an 
adequate overview of concrete actions required for a successful digital upskilling in 
their organization. However, smaller organizations who operate regionally or locally, 
or organizations that do not have a central human resources department and information 
technology department that have a corporate reach, may need a slightly modified set of 
design principles. For instance, organizations without a management board but a single 
director, would need to interpret the principle of board sponsorship as the principle of 
organizational head sponsorship. A reoccurring statement in literature and the 
conversations with experts also confirms that there is no one-size-fits-all-approach for 
digital upskilling in organizations. Therefore, the set of design principles developed in 
this article may need minor modifications for each specific use case. 

The conducted research and the results of the focus group discussion emphasized 
that it is required to distill meaningful design principles, comprising all key aspects, in 
a single sentence. Still, the provision of further explanation seems recommendable, 
since the focus group discussion revealed that people might interpret individual terms 
differently, that simply cannot be avoided completely just in the phrasing of one 
sentence.  

The design principles of role models and benefit communication could be combined 
because both are related to motivating the workforce to participate in the initiative. 
However, both aspects are important for themselves and were mentioned by the experts 
explicitly (Focus Group; Interview #1 - #3). Therefore, they are listed as separate design 
principles to give each of them sufficient attention, especially in the first reading of the 
presented set of design principles. 

The measures of motivating the workforce to participate in digital upskilling, focus 
on non-monetary incentives, such as higher reputation as a result of successful 
upskilling, gamification of the upskilling results, and clearly visualizing the added 
convenience for their daily work. The reported expert experience suggest that non-
monetary incentives are more effective than monetary incentives. The decision on 
which kind of incentive to employ depends on the organizational setup, the culture, and 
the desired outcome of the planned initiative. Therefore, monetary incentives should 
also be considered as a reasonable means to get people engaged with digital upskilling. 

5.2 Modifications of Design Principles After the Focus Group Discussion 

As an outcome of the focus group discussion, minor changes in the wording of the 
following design principles for digital upskilling were made and one additional design 
principle was formulated. 

The principle of benefit communication originally stated ‘Publicize personal benefits 
and success to create intrinsic motivation […]’, but the first part was rephrased because 
the focus group agreed that it is difficult for the digital upskilling to generate ‘intrinsic 



motivation’ in the workforce for participating in the initiative. The change management 
expert argued that it is something very personal and hard to influence, and the other 
focus group members agreed (Focus Group). Therefore, ‘intrinsic motivation’ was 
rephrased to ‘interest and ambition’ that all discussants agreed on (Focus Group).  

The design principle of workforce involvement in requirement definition does not 
further specify an additional boundary condition, because it does not seem to be adding 
value to the message of the design principle but rather prolongs it unnecessarily. 
Therefore, no explicit boundary condition was phrased because the principle was 
understood and perceived as important and applicable by the participants of the focus 
group discussion (Focus Group). 

The principle of communication and collaboration was also rephrased. The focus 
group pointed out that the original wording excludes, for example, emails, from the 
scope of the design principles by referring to communication platforms. Since emails 
are a crucial part of the communication, the participants suggested the term 
communication channels instead of platforms. In addition, the focus group highlighted 
the importance of utilizing existing communication channels, to “meet the people where 
they are”, that can be diverse and should be used regularly (Focus Group).  

Even though the focus group confirmed that the developed set of design principles 
does not lack any key aspects and that it can serve as an adequate starting point for 
other organizations dealing with digital upskilling, the principle of interorganizational 
alliances was added to further enhance the final set of design principles. While the 
principle of stakeholders and the principle of workforce involvement in requirement 
definition, both addressing the cross-functional cooperation, were pointed out as vital 
design principle one additional design principle was deduced from the discussions. 
Especially the following statements led to the decision to enhance the set of design 
principles by adding a principle of interorganizational alliances: “I sense that all the 
companies are at the same point. And all are struggling with the same things. So, if 
these people would exchange on the lessons learned, that would help. Because everyone 
is doing the same mistakes in this” (Focus Group). 

6 Conclusion 

The aim of this article was to develop a set of design principles for digital upskilling 
that enhances the organizational digital intelligence framework [9] by providing 
guidance on how to apply the framework. The developed set of 15 design principles is 
supposed to be phrased generically enough to be applied in different kinds of 
organizations as well as sufficiently detailed to enable practitioners to get an adequate 
impression of what aspects to consider when designing digital upskilling initiatives in 
their organization. The guideline shall help employees who are in charge of designing 
and executing a digital upskilling initiative with an organization-wide reach. 

As with every research, this paper is subject to limitations and leaves room for 
further research work. Future research could focus on developing a set of methods, 
along with decision criteria regarding the method selection, for each of the design 
principles. Each of the presented principles would benefit from a collection of methods 



developed to provide guidance on possible approaches to conform with the principle. 
Moreover, the perspectives of other organizational areas than those departments 
represented by the interviewed experts could be examined how they perceive digital 
upskilling. The clear demand for personalized upskilling recommendations suggests 
that further research could focus on developing a system or technology that can analyze 
the employees’ skills set and levels and make recommendations based on that analysis.  

Concluding, digital upskilling initiatives are a suitable approach for upskilling the 
workforce of organizations, enabling them to thrive in an increasingly digital future. 
The herein presented design principles provide an adequate guideline for designing and 
executing digital upskilling in organizations. 
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