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Abstract: This paper introduces an eigen filterbank based design for image cryptography. The proposed method consists of 

designing a wavelet filterbank using eigenfilter based approach and use the designed filterbank for image encryption with 

new methodology. Design of multilevel two-channel filter bank is extension of an eigenfilter based methodology. This 

technique is based on designing analysis filter and complementary multilevel synthesis filter. The designed filterbank has 

various user defined parameters (key) like, number of bands in the filter spectrum, cutoff frequency of individual frequency 

band and the level of decomposition. Based on the selection of these parameters, we can design a unique filterbank which 

can be used for the image encryption. At the decryption end, the original image can be reconstructed only if user selected 

parameters are known. We present few design examples for the illustration purpose. We also give detail of complexity 

analysis of the entire cryptography system and also present the time analysis. The proposed approach provides a greater 

number of user parameters as compared to modern methods, which can be used as more secure key. It is also noticed that 

the encryption time of the proposed methodology is comparable. 
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I. INTRODUCTION  

In the growing technologies of multimedia and networks 

system, we need to transmit and store large number of 

images over the internet and wireless networks. In medical, 

military and legal field, the images are transferred in 

encrypted format for security purpose. It will be sent only to 

particular client, hence interpolar cannot see the images. It 

becomes more important to maintain privacy in data 

transmission. The image encryption differs from the data 

encryption techniques. To provide data security to the user, 

image encryption is very essential to protect from any 

unauthorized user access. The image encryption differs from 

the data encryption techniques. the secured encryption 

algorithm is used to secured the transmitted data [1]. 

                   Therefore, it is necessary to design cryptography 

algorithm or encryption process to ensure the security of 

given data over communication channel. The commonly 

used encryption methods fail to give better results in terms 

of compatibility and encryption quality of images. The text 

encryption methods frequently create issues in cryptographic 

systems in terms of incompetence of encryption and 

decryption, less feasibility and less security [2]–[5]. 

Therefore, it becomes necessary to investigate cryptography 

algorithm or encryption process to ensure the security of 

given data over a communication channel [6]-[9]. With the 

increasing demand for image encryption, many researchers 

have been proposed various encryption methods [10]. The 

commonly used algorithms and methods includes image 

encryption based on random sequence, image encryption 

using different image decomposition techniques pixel 

transformation, and based on key parameter [2], [3], [5]. 

Most of these techniques involves different mathematical 

transformation of image pixel. The quality of encryption is 

decided by the complexity of the mathematical 

transformation. 

The chaos technology is difficult to decrypt. The 

randomness in the transformation makes the digital image 

encryption technology more secure. The chaos techniques 

have been introduced by many researchers to increase the 

accuracy in the security. In [10], new method has introduced 

logistic chaotic system for image encryption. In this method, 

the stream encryption technology has been used as an 

encryption technology, which specifically combines the 

chaotic power and cryptography. Although, the encryption 

techniques cannot meet the commercial requirements in 

terms of encryption precision, encryption security capability 

and actual encryption efficiency. It plays an important role in 

the design of chaotic encryption technology. The iterative 

encryption method of chaotic cipher is a major breakthrough 

for chaotic encryption technology [11]. In recent time, many 

authors have proposed transform domain image encryption. 

In these approaches image in transform into other domain 

such that the correlation between the input image and the 

transformed data is minimal, hence it cannot be decoded 

easily. The most classical transformation is finite field 

transforms [12]. This work exploits the modulo arithmetic to 
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transform the data into the random format to achieve high 

complexity. Along with this, the research has been initiated 

in the filterbank based encryption [13]. 

This paper introduces new method of image encryption using 

eigen filterbank. We extend the wavelet filterbank design 

using eigenfilter approach to a multiband wavelet. In 

proposed design, the user facilitates to choose the shape of 

analysis filter. We design the analysis filter with multiband 

spectrum, which is defined by the number of bands and the 

start and stop cuttoff frequencies (user parameters) of each 

band. The user defined parameters are used as key in 

encryption & decryption process. The encryption process is 

performed by means of selecting the user parameters 

randomly in the order to increase complexity and the 

decryption process is based on the nature of scrambling and 

applying the synthesis filterbank (complimentary to analysis 

filterbank defined by user parameters). 

 This paper is structured as follows: The review of two 

channel wavelet filterbank is presented in section II. Section 

III explains the eigenfilter framework for the wavelet 

filterbank design and its extension to the multiband wavelet 

for cryptography application. In Section IV, we proposed 

method of image cryptography using designed multiband 

wavelet filterbank. Section V presents experimentation for 

the proposed method and results discussion and we conclude 

the paper in section VI. 

 

II. REVIEW OF WAVELET FILTER BANK 

In this section, The review of two channel wavelet 

filterbank is presented [14]–[19]. 

The intention of analysis filter is to split the input signal 

spectrum into multiple frequency bands. In contrast to 

analysis filter, synthesis filter recombines the spitted band 

into original signal as shown in Figure 1. 
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Y(Z) is a linear combination of X(Z) and X(−Z) in Z domain 

(Z=e
jω

). The A0(z), S0(z) are lowpass filters and A1(z), S1(z) 

are highpass filters of analysis & synthesis side. To meet 

perfect reconstruction (PR) condition, following conditions 

needs to be satisfied: 

         -
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        0 0 1 1  0A z z AS z zS     

Fig. 1. Structure of Two channel filter bank. 

The alias cancellation constraint is expressed in (3). We 

select C=2 for clarification in (2) where C is scalar constant 

and D is delay occurred in the filter bank system. The 

synthesis filter satisfied the requirements for (2) and (3). 

    0 1A z S z   

    1 0A z S z    

The product polynomial in Z-domain is given as, 

      0 0p A z zSz   

It is seen that the perfect reconstruction condition is fulfilled 

by P(z) if the even power terms of z in P(z) except origin 

should be zero. Above relationship shows that, the design of 

two channel wavelet filterbank is nothing but to design a 

A0(z) filter alone. Once A0(z) filter is designed, (6) gives S0(z) 

analysis highpass and synthesis highpass filters are obtained 

by (4) and (5) to complete a wavelet filtebank. There are 

multiple approaches available in literature for the design of 

Ho(z) filter. The most common used approaches are [20]-[23]. 

In most of the applications, it is desirable to have a filter with 

linear phase property. The analysis and design of linear- 

phase wavelet filterbank have received a lot of attention in 

the literature [24]-[25].  

 

 

Fig. 2.   Frequency spectrum of 2 band and 3 band analysis filter 
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Among these approaches we focus on the eigen filter based 
approach as, by vary design of the filter can have user defined 
parameters and which can be used as a cryptography key. 

 

III. DESIGN OF MULTIBAND WAVELET FILTER BANK 

USING EIGEN FILTER APPROACH 

 

A.  Review of Eigenfilter approach for filterbank design 

The least square error function E is defined as E= a
T
Pa where 

a is a real vector& P is positive definite matrix. The filter 

coefficients are related to the element of vector  ̅   which 

minimizes E. According to Rayleigh principle, minimum 

eigen vector of P gives eigen vector as solution vector. The 

trivial solution is avoided by forcing the constraints a
T
a=1. 

The frequency response of linear phase filter h[n] where  

-N ≤ n ≤ N having length of 2N+1 is given as: 

 ( )  [0] 2. [ ]cos( )

1

N
H h h n n

n

   


 

This can be written as    TH a c  , where, 

  [ [0]  [1]  [2]  [ -1]  [ ]]Ta h h h h N h N   
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This can be written as ( )  ( )TH a c  . 

The desired frequency response for 1-D low-pass filter can 

be given by, 
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Where ωp and ωs passband and stopband cutoff frequencies. 

Therefore, by considering this D(w), the stopband error can 

be written as: 

  
2
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Es can be written as:  


T

S sE a P a  

where, 
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T
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Ps is real, symmetric and positive definite matrix.  

The passband error given as:        

  
2

0

p
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where,  pe   is given as: 

    (0) ( )T

pe a c c    

and Ep can be written in the form 


T

p pE a P a  

Where,  

   
0
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PP is real symmetric, positive definite matrix. Total error to 

be minimized is: 


T

p s aF E E a P     

Where, 

p sP P P    

Where, α and β are the weighing constants for passband error 

and stopband error respectively. 

The vector  ̅  can be used to obtain the optimum filter 

coefficient. The optimal filter coefficients for analysis low-

pass filter are obtained from (8). These coefficients are used 

in product filter P(z) i.e. in (6) to obtain synthesis low pass 

filter and analysis highpass and synthesis highpass filters are 

obtained by (4) and (5). 

 

B. Extension of Eigenfilter Method for design of Multiband 

Filterbank for Cryptography application 

 

As discussed in the previous section, the frequency spectrum 

of the designed filters is governed by the loss function given 

in (18). The loss function is divided into the passband and 

stopband by selection of cuttoff frequency. In other word 

current design will have single cutoff frequency as a user 

defined parameter. To use designed filterbank for the 
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Fig. 3.   Proposed image encryption and its key structure 

 

cryptography application we need to have multiple user 

parameter which will govern the frequency spectrum of the 

filters. To achieve this, we split the passband and stopband 

of the filters hence to have a multiband spectrum, wherein 

each band will have start cutoff and stop cutoff frequency. 

For two band spectrums of given filter, we will have eight 

users defined frequency cuttoff and for three band twelve 

frequency cutoffs. By extending the current eigen filter 

approach to multiband, we can have a filterbank as a multi 

variable system and these variables can be used as the keys 

for cryptography. Passband error for new multiband filter 

can be defined as the summation of pass band error over 

different frequency cutoffs. For two band case, pass band 

error is given as, 

2 4

1 3

2 2[ ( ) ( )] [ ( ) ( )]pE D H d D H d
 

 
               (19) 

Similarly, the stopband error is defined as 

6 8

5 7

2 2[ ( )] [ ( ) ( )]sE H d D H d
 

 
             (20) 

 

Rest of the design steps for the filter design remain same as 

the previous section. For illustration purpose, we have 

designed the analysis filter with two band and three band 

spectrums as shown in Figure 2. 

 

IV. PROPOSED METHOD FOR IMAGE ENCRYPTION USING 

MULTIBAND WAVELET FILTER BANK 

In this section, we present the proposed image encryption 

algorithm using the filterbank designed in the above section. 

We decomposed the input image (which is to be encrypted) 

using the filterbank deigned in previous section in various 

frequency bands. Wavelet transform can decompose the 

image up to N level for a image of size 2N × 2N. For 

illustration  

 

 

purpose we decomposed image up to level 3. As a result, the 

image is encrypted in approximation and detail sub bands at 

three level and these subbands will be a dependent on the 

filter coefficients from parameterized filterbank, as mention 

in above section. At the reconstruction end by operating 

converse operation, the image is reconstructed which is just 

replica of original image.  

 

As shown in Figure 3 For 1st level input image 

decomposition, we use the multiband wavelet filterbank 

designed in above section with user parameters (cutoff 

frequencies) e.g. w0, w1, w2, w3, w4, w5 Similarly, 2
nd

 and 

3
rd

 level decomposition are performed. In this approach, 

filter design parameters, approximation subband A3 and 

detail subband D1, D2, D3 form the Bookkeeping vector S. 

Also, we have added level of decomposition and sequence of 

code as extra key parameter. This makes the Bookkeeping 

vector unique, which is a major and important characteristic 

for encryption process.  

 

Note that, we have kept filter design parameter, level of 

decomposition, sequence of code, detail and approximation 

subband coefficient in one stack format which is unique and 

known to client only. It is ensured that, the original image   

can be decrypted only when key parameters are known to the 

client. To enhance the complexity of key, the decomposition 

process is repeated up to level 5. The encryption time is 

determined for each decomposition level. 

 
Steps of the encryption algorithms are, 

1. Select number of bands for the analysis filter. 
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2. Select cutoff frequencies for passband and 

stopbands. 

3. Design a multiband wavelet filterbank. 

4. Select level of decomposition. 

5. Wavelet decomposition of input image 

6. Scrambling of the wavelet band order.  

7. Create a book keeping vector as per Figure 3  

 

Steps at the decryption end would be, 

1. Design the synthesis filterbank using the cutoff 

frequencies in bookkeeping vector. 

2.  Re-order the wavelet bands form bookkeeping 

vector. 

3.  Wavelet reconstruction (based on level of 

decomposition mention in bookkeeping vector). 

 

 

Fig. 4. Wavelet decomposition of Lena image at 1st decomposition level 

using 2 band analysis wavelet filter 

 

 
 
Fig. 5. Wavelet decomposition of Lena image at 1st decomposition level 

using 3 band analysis wavelet filter 

V.     EXPERIMENTATION AND RESULTS 

 

For experimentation purpose, we have applied the encryption 

algorithms given in the above section on standard Lena 

image. The size of image we have choose is 256 × 256. The 

resolution of the image is 8 (bits per pixel) bpp. We have 

done the experimentation on MATLAB and the system 

memory is 4GB with Intel core 3 processor. Figure 4 and 6 

shows first level wavelet decomposition of the Lena and 

Cameraman image respectively using two band analysis filter. 

Similarly, Figure 5 and 7 shows first level wavelet 

decomposition of the Lena and Cameraman image 

respectively using three band analysis filter. To enhance the 

complexity of key (bookkeeping vector), the decomposition 

process is repeated up to level 5.  
 

 
 

Fig. 6. Wavelet decomposition of Cameraman image at 1st decomposition 
level using 2 band analysis wavelet filter 

 

 

 
 

Fig. 7. Wavelet decomposition of Cameraman image at 1stdecomposition 

level using 3 band analysis wavelet filter 
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The correlation between decomposed and input image should 

be less [26]. The encryption time is determined for each 

decomposition level as tabulated in Table I. 

 
                      TABLE I. 

ENCRYPTION TIME FOR DECOMPOSITIONLEVEL 

 
Level of decomposition Encryption Time in second 

I 0.01401 

II 0.01512 

III 0.016823 

IV 0.0179478 

V 0.019945 

 

The correlation coefficients and Information entropy of Lena 

image and cameraman image for various level of 

decomposition is given in Table II. 

 
TABLE II. 

CORRELATION COEFFICIENT AND INFORMATION 
ENTROPY FOR A DECOMPOSITION LEVEL 

Decomposition 
Level 

Correlation Coefficient Information Entropy 

Lena 
Image 

Cameraman 
Image 

Lena 
Image 

Cameraman 
Image 

I 0.8115 0.7945 7.4451 7.0097 

II 0.8078 0.7838 6.9832 6.4256 

III 0.7165 0.6958 5.8821 5.2121 

IV 0.6531 0.6285 3.6712 3.1156 

V 0.5936 0.5678 2.5672 2.0526 

                                           

The expectation is to have low correlation between the input 

image and the decomposed one at each level. Table II shows 

that, as we increase the level of decomposition the correlation 

values and Information entropy decreases which shows better 

encryption. Time and correlation analysis of proposed 

algorithm with respect to level of decomposition is displayed 

in Figure 8. The performance of the proposed algorithm is 

better than the state of art methods [26-29]. 
 

 
 

Fig. 8. Time and correlation analysis of proposed algorithm with respect to 
level of decomposition 

 

TABLE III. 
COMPARISON WITH DIFFERENT FILTERBANK 

ALGORITHMS 

To demonstrate the effectiveness of the proposed design, we 

have compared the designed filters with existing methods in 

terms of number of user parameters and encryption time 

measures. The strength of the encryption algorithm is based 

on the complexity of unique key, which is defined by the 

number of user parameters. We have compared proposed 

algorithm with the similar state of the art algorithms such as, 

finite field wavelet transform (FFWT) [13], parameterized 

halfband filterbank (PHFBs) approach [10], discrete wavelet 

transform (DWT) algorithm [26], Fractional Fourier 

Transform [30] and Fresnel Transform [31]. Table III shows 

the comparison of the different algorithms. It has been 

observed that the proposed algorithm has a greater number of 

user parameters, hence more complex key for a comparable 

encryption time. 

V. CONCLUSION 

This paper proposes a novel technique of image encryption 

based on eigen filterbank. The filter design parameters, level 

of decomposition, approximation and detail subband 

coefficient act as unique key parameters to enhance security 

of the system It has been ensured that the proposed 

encryption algorithm gives comparable correlation coefficient 

value while having more number of user selection parameters 

as a key. More the user selects parameters, the more complex 

is the cryptosystem to external attacks. Therefore, proposed 

encryption algorithm is robust and powerful to prevent 

several cryptography interferences. It is difficult to break and 

the proposed algorithm has low computing complications. 
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