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ARTICLE INFO ABSTRACT

Article history: The current situation of the Covid-19 pandemic is currently increasing
Received 27-05-2020 public concern about the community. The government has especially
Revised 19-06-2020 ded S H d the imol . f PSBB i
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various regions. One of the concerns is when the election of regional
leaders to the general chairman. Even though there is already a
safeguard regulation, this is not considered safe in the current Covid-
19 pandemic. The solution in this research is the use of a blockchain-
based E-voting system to help tackle election unrest during Covid-19.
Where e-voting with blockchain technology can be carried out
anywhere through the device without the need to be present in the

Keywords: voting booth, reducing data fraud, accurate and decentralized voting
Covid-19, results that can be accessed by the public in real-time. The use of
Eigg&?r?éin cryptographic protocols is applied for data transfer between system
cryptography components as well as valid system security. This research method

uses SUS trial analysis in a significant system of the Covid-19
pandemic situation. The implication that the SUS Score analysis
shows 90 shows an acceptable E-voting system, meaning that the
community can accept it because it brings positive and significant
impacts such as effectiveness and efficiency.
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I. INTRODUCTION

Technology has now entered the 4.0 era; all activities in all fields should be supported by the digitalization
of transformation [1], [2]. However, in the case of voting activities in Indonesia that we still feel at this time
are still using conventional methods, namely voting on paper. Fraud that often occurs in elections is no
longer denied by the manipulation of ballot data sent to the center because it is done directly at the polling
stations (polling stations), where the funding of this election project can add to the burden of the state in 5
years [3][4]. Then the outbreak of Covid-19 is the government's consideration for the election. Covid-19,
which has now looted to various worlds, begins with the spread of China [5]. Graphic Figl is a case of
Covid-19 globally when the beginning of the pandemic continues to increase from China, Europe, and
others [6]. Common signs of infection will be Covid-19 infection with an average incubation period of 5-6
days to 14 days, namely in acute breathing with, for example, shortness of breath, fever, and cough [7] .
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Figure 1. Epidemic curve of confirmed COVID-19, by date of report and WHO region through (17 March 2020)

The biggest impact of Covid-19 influences distance learning in order to maintain social distancing[8]. So,
when the general chair (election) or regional elections (pilkada) that occur in Indonesia indeed become a
question of how it can go according to the Covid-19 protocol in order to maintain social distancing. As a
result of the COVID-19 pandemic, the KPU has issued a KPU decision letter Number: 179/ PL.02-kpt / 01
/ KPU / Il / 2020 explaining the rules for delaying several stages of the 2020 elections, including the
inauguration and the working period of the Voting Committee (PPS), verification of the support
requirements of individual candidates, the establishment of the Voter Data Update Officer (PPDP) and the
implementation of matching and research (coklit), as well as updating and compiling the voter list [9]. The
importance of the government's role in announcing the restriction order during this pandemic is to prevent
the spread of the Covid-19 virus [10]. This will be discussed in this study that E-voting with blockchain
technology can assist in the electoral process in the situation of the Covid-19 pandemic with the blockchain
e-voting framework [11]. This e-voting is a modern voting activity. Therefore, the system and application
that will be created will answer some voting needs with the implementation of blockchain technology [12]
[13]. The blockchain technology application can answer with the nature of the blockchain, which is
transparency, meaning that the data stored is open to the public, thereby increasing fairness and truth.
Anonymity, only the voter himself knows information about votes, and all ballots collected have nothing
to do with voters. Dependability means that every vote will be counted and cannot be replaced, duplicated
or deleted, and produces credible results. Eligibility is only a verified user and has voting rights who can
vote and vote. Verifiability is a system that is open to checking the system procedures' truth to the results
issued [14] .

Il. Literature Review

This research also collected ten literature reviews to strengthen perspective from E-voting and blockchain.
Satria Damai Kurnia Hu,et al. conducted this research discussing electronic voting or voting using the media
of an application and by using blockchain technology, because conventional voting itself is still hampered
by its security aspects, as well as more expensive cost issues, and also the implementation of an E-voting
only in terms of security is still in doubt, therefore in this E-voting, blockchain technology is included.
Where this blockchain we cannot modify, delete data so, the authenticity of the data is guaranteed [15].
Research on blockchain applied in the education sector has also succeeded in making students more active
and motivated in blockchain-based iLearning learning [16]. Research conducted by Sandi Rahmadika et
al., who discussed blockchain technology is a technology to maintain data security at a low cost that has
been decentralized to maintain data confidentiality without the involvement of third parties [17].
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Furthermore, 2017 research that discusses, blockchain technology is an up-and-coming technology behind
bitcoin and is very interesting to face a challenge that arises in managing authorization that utilizes the
consistency of blockchain technology, to manage access control on behalf of restricted devices [18]. Then
research on an election guard application was made to be a real count media by using blockchain technology
so that data can be distributed well without worrying about hacking attacks [19]. Another study by Snehal
Kadam, Khushaboo Chavan, et al. explained the application of the blockchain as a service to implement a
distributed electronic voting system with an E-voting application to increase security and reduce the costs
of holding elections [20]. Next research Rasim Alguliyev et al about exploring the E-voting system as one
of the main tools of e-democracy and analyzing its strengths and weaknesses for effective decision making
[21]. Other blockchain research on the application of blockchain technology in higher education assessment
systems so that the information delivered is transparent and decentralized [22]. Kashif Mehboob Khan
conducted the study, Junaid Arshad and Muhammad Mubashir Khan, entitled "Secure Digital Voting
System Based on Blockchain Technology." This study discusses the e-voting system using blockchain
technology to improve system resilience and utilize the benefits of blockchain to achieve an effective
scheme on e-voting systems [23]. The latest research is the application of E-voting with SMS (Short
Message Service) technology to get speed, security, and accuracy of data that is designed simply so that the
costs incurred are relatively inexpensive [24].

A. Blockchain

Blockchain is a data structure that is arranged as a block and connected with other blocks to form a chain;
each new block is processed by nodes that enter the P2P (Peer-to-Peer) Blockchain network. To determine
the mechanism of the Blockchain, we must have a basic concept of the block. The block consists of block
headers, and the main block includes raw serial transactions. This hash value transaction is a raw transaction
containing the unique identifier (TxID). Then the identity value of all transactions for each block forms the
Merkel tree leaf node [25]. Each breastfeeding must follow the PoW (Proof-of-Work) consensus
mechanism [26]. There are several types of Blockchain, namely 1) Blockchain is private, meaning that
permission is only specified by one entity, where there is only one domain that is trusted. 2) Blockchain
without permission for examples such as Ethereum or bitcoin means that anyone can "write" and can
participate, and 3) Blockchain permission to identify nodes that can update data and control simultaneously
and can control who can issue transactions [27]. Adopting blockchain technology in distributing databases
on an E-voting system can reduce sources of fraud and database manipulation with methods based on
rotating nodes in making Blockchain [28].

1. METODE

A. System Usability Scale (SUS)

This study uses the System Usability Scale (SUS) test. SUS is a subjective assessment of the system made
in terms of usability, such as effectiveness, efficiency, and satisfaction felt by the community towards the
E-voting system with blockchain. To calculate SUS scores, it takes a variety of data variables. The
following four steps were carried out by researchers. SUS scores can be generated through several stages
in which researchers conduct data collection. The population from various disdukcapil in the electoral
district is in progress. Thus, the number of folks who have voting rights to choose the regional head can be
seen.

N
n=——-:
1 + Ne?
The next stage of the total population who have voting rights is recalculated using the Slovin formula to
determine the right number of samples. Next is the stage of distributing the questionnaire given to all sample

respondents through online media such as Google forms; each answer from the respondent has a value on
a Likert scale.
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(((R1) + (R2) + (R3) + (R4) + (R5) + (R6) + (R7) + (R8) + (R9) + (R10) +
(R11) + (R12) + (R13) + (R14) + (R15))) » 2,5) » N

N

X =

The final step of all variables of each statement that the respondent gave when following the questionnaire
will be accumulated by putting it in the variables R1 through R15 and calculated to produce the total value
of the SUS score.

B. Blockchain E-Voting Framework

Customized Work

Fig 2. Blockchain E-Voting Framework

The blockchain-based E-voting system has implemented a new framework by the current condition of the
Covid-19 pandemic, where the previously commonly carried out framework was transformed into a new
thing that must be done when the Covid-19 Pandemic, a more flexible, effective and efficient framework
very needed. The new framework concept combines 7 (seven) elements that have been transformed along
with the Covid-19 pandemic period.

a.

Anytime, meaning that we can do work with any weight at this time, and difficulty is not limited
by time. If previously, the voting process was obliged to follow the government's schedule, so now
every individual has full control over the time held to use their voting rights, of course, with a
predetermined deadline.

Anywhere, work can be anywhere, and anytime is the most critical thing in the Covid-19 pandemic.
The e-voting system that is designed can be accessed online with an internet connection, so there
is no need to vote based on the specified place. The public can use any device to provide voting
rights such as smartphones, tablets, personal computers, and notebooks, which are elements that
combine current sophisticated technology with traditional voting to prevent the spread of Covid-
19.

Focus to Output; If the voting is traditionally focused on input provided by the community, then
with this system, the organizer only needs to focus on the output produced. The system
automatically handles all input processes, voice security, and user privacy can be protected with
the blockchain. Furthermore, the traditional voting process has generally been predetermined,
wants to proceed as planned, is very inflexible to disturbances such as the Covid-19 pandemic.
Customized Work, to solve these problems, Blockchain-based E-voting systems can customize the
voting flow so that it is safe for the committee and the public.

Sharing Information, the output provided by the Blockchain E-voting System is shared
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transparently. However, while maintaining the privacy of the voting rights owner.

f. Relies on Collaboration Technologies, the transformation of dependent habits from ballots using
paper and manual calculations to become entirely dependent on technology.

IV. RESULT AND DISCUSSION
A. Application Design

Organizer Admin

T e T

Change Password Set Organizer Set the Selection
Universal Verification

. Account Verification _—
SettheSelector KB O o
e d ChangePassword _
ﬂ Change Password " & S
\ —_—T Vote pa— n
‘ Manage Candidates B © oo
— See Results
Voters . See Results G Organizer
—’) Account settings

Fig 3. Use Case Diagram

In Fig3, use case diagram E-voting blockchain flow from each actor. The interface design of the website
application is adjusted to the existing access rights, namely the Organizer Admin, Organizer, and Voters.
Each application design aimed at each access right has different according to function and needs. The
application design for the organizer admin has functions to manage to vote, manage organizer data, and
manage data access rights from those who run the voting. The interface design for the organizer admin
consists of a change password page, view results, manage elections, manage organizers, and manage access
right. The organizer's application design has functions for managing voter data and managing candidate
data that follows the voting.

The interface design for the organizer consists of a change password page, view results, manage voters, and
manage candidates. While the design of applications for voters has the function to vote, see and check the
votes that have been done. The voter interface design consists of the change password, view result, vote,
and individual ballot verification pages. Besides, some pages can be accessed by all users, including the
login page, register, account setup, and universal ballot verification. The login, register, and account setup
pages have functions to help users manage their accounts when they first access the application. The
universal ballot verification page has a function to check the sound that has entered the system.
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B. System Architecture

Blockchain Node Blockchain Node

2 2
GG

Fig 4. System Architecture

Fig4 explains the architecture system design on blockchain-based E-voting. This architecture system has
components in the form of Blockchain Node, Web Server, and Client Computer. The client computer
component is a computer that is used at an election place to be used in voting. The client computer accesses
web pages on the webserver. All data and web application interactions between client computers and web
servers use HTTP or HTTP methods. The web server component is a web application that provides voters
and organizers services in the voting process. Web Server uses a computer (centralized) to manage all
activities carried out from the client computer (voter).

Web Server is also connected to a local database to store data needed in voting, such as election data, user
data (voter, candidate, organizer), and other supporting data. The webserver is also connected to a
blockchain node to make API calls. The blockchain component of the node provides an API call with the
JSON RPC method. This component is a computer in a peer-to-peer network of blockchain. The JSON
RPC API call is used by the webserver to manage the blockchain in meeting voting needs. Ballot generated
by the voter (client computer) will be saved to the blockchain on the blockchain node by the webserver.
With blockchain technology accompanied by Multi Chain tools can sort out the results of valid and invalid
votes. A valid ballot is a ballot that has; 1) Signature (digital, sender's address) of an organizer, voters who
vote, and the node where the ballot was sent as proof of the validity of the ballot. 2) The recipient's address
as the polling place for the ballot is addressed. 3) An asset as a voting right or means of voters to vote and
send ballots. 4) Data in the form of candidates chosen by voters with a particular format signifies a valid
election (voting). 5) Valid status (on the blockchain) as a ballot sign is valid and has been accepted in the
voting system.

C. System Evaluation

To find community satisfaction with the blockchain-based E-voting system, researchers used the System
Usability Scale (SUS) because evaluating SUS shows how the benefits, effectiveness, and efficiency of the
blockchain-based E-Voting system through questionnaires distributed to each respondent who has voting
rights—starting from getting the data of a known population of 5,521 people who entered the permanent
voter list. Moreover, to facilitate the evaluation process, the Slovin formula is used to find the right number
of samples. Population information is then entered into the N variable; then, it will be calculated with a 1%
error margin to produce the following.

Mustofa Kamila et.al (Covid-19: Implementation e-voting Blockchain Concept)



ISSN: 2579-7298 International Journal Of Artificial Intelegence Research
Vol 5, No 1, June 2021, pp. 25 - 34

5521
n=
1+5521.(0, 1)2

5521
n=
56,21

n=98,22 —98

Obtained a sample size of 98.22, if rounded up to 98 respondents. Questionnaires, in the form of google
forms, are distributed through links and e-mails. Each respondent has the right to state each question asked.
The Likert scale is used to calculate the weighted values of statements given on a scale of 1 to 5. The values
of the Likert scale will be accumulated to produce an individual SUS score. The researcher uses the average
value of the statement the respondent gave. Then from the average value of the respondents' statements
entered into variables R1 through R10.

X=(@D+O)+O)+@)+B@)+@)+B@)+B)+3)+(3)=*2,5

X = 90 » 98
98
X = 8.820 _ 90
98

Starting with finding the value of X, which is the total value of the overall SUS score of the statements
following the questionnaire with a valid status, the number who took the questionnaire was 98 respondents.
From the statement of 98 respondents, the average value is obtained and entered into the variables R1 to
R10, then multiplied and divided by the number of N, namely the number of respondents. It was resulting
in a SUS score of 90.

E-VOTING BLOCKCHAIN SUS

MARGINAL
AccERTABLE

DETRACTOR
NET PROMOTER

SCORE SUS

BASED ON THE RESULTS OF
THE VOTERS RESPONDENTS
E-VOTING BLOCKCHAIN

Fig 5. System Usability Scale (SUS) graph
With the SUS Score reaching 90, the Blockchain E-voting system is proven to be able to answer the
community's need to stay in the general election without having to worry about gathering somewhere to
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lead to the Covid-19 pandemic. The E-voting system's positive impact makes it a strength that can meet the
level of user satisfaction.

Table 1. SUS Score from Acceptability of Level

Acceptability Range
Acceptable 70-100
Marginal-High 62-70
Marginal-Low 50-62
Not Acceptable 0-50

In addition to evaluating using SUS, this study also evaluates by calculating the reliability of the E-voting
blockchain system, based on the normal variant of items produced by the following respondents:

Table 2. Total Variant Item E-Voting Blockchain System
2.455 1.289 1.886 0.989 2.397 0.999 2.276 3.109 1.361 2.668

From the Variant items above, the researcher will calculate the total reliability, to get the Cronbach’s
alpha results as follows:
Table 3. Total Reliability System E-voting blockchain

Total Variant Item 1-10
Total Variant Respondent 1-98 pg:XeGE}

Reliability

Based on table 1, the SUS score with a range of 70-100 is declared to be in the Acceptable category; of
course, the E-voting blockchain system that gets a SUS score of 90 already meets the requirements as a
system with an Acceptable category. In SUS, another type of category can determine whether a system in
the future will be used by many people referred to as Net Promoter; if a system gets a SUS score> 82, then
it can be declared as a Net Promoter. Conversely, if you get <67, then it is declared as a detractor, which
means that in the future, the system will experience a decrease in users because it is less useful for people's
lives. Blockchain E-voting system already qualifies as a Net Promoter because the resulting score exceeds>
82 ie 90 besides the Blockchain E-voting system gets a reliability score of 0.820> 0.6 can be interpreted
that the system is believed to be able to be the right solution by respondents. From the evaluation results
above obtained values that indicate that the system is suitable for meeting the needs of the community, the
SUS score reached 90, and reliability was 0.820. Illustrates that with the presence of an E-voting block
system, regional, regional and general chairpersons who are active, safe, and efficient during the Covid-19
pandemic. Viewed from the side of the drawbacks with e-voting that is using the internet network, where
in addition to using the internet e-voting blockchain, it will not run smoothly other than that in the
blockchain public network to process every vote transaction that takes 10 to 20 seconds.

V. CONCLUSIONS

The Covid-19 pandemic situation has delayed the holding of elections and the extension of office in the
present. Increasingly sophisticated technology must participate in these problems. So this study discusses
the use of blockchain-based E-voting for digitizing voting. The hope with this E-voting system is to reduce
the meeting of human physical contact in election activities without having to be present in the voting booth.
The use of blockchain technology with a strong cryptographic protocol makes a secure encryption block so
that the results of votes made by the public are real, safe, and transparent without being able to be
manipulated. Using ballot, which has a function as proof validity of a vote that has been chosen by the
voter/community against the candidates. Then the multi-chain function is useful in order to facilitate storing
large amounts of E-voting data. New information and previous information are stored to produce new
blocks. The system will continue to monitor the incoming blocks and continue to renew the chain when
new blocks arrive, so there is no duplication of data or collisions between incoming data.
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Stored data is transparent and can be accessed by the public, with guaranteed privacy for the voting rights
owner. SUS Score Analysis results show the number 90.5. This indicates that the blockchain E-voting
system provides satisfaction for the public to vote in terms of security when the covid-19 pandemic, the
efficiency of time and place of voting, and can be declared effective. It can prevent the spread of the Covid-
19 pandemic at a low cost by high system security and accuracy of the collected voice information because
no one can manipulate it. Viewed from the side of the drawbacks with e-voting that is using the internet
network, where in addition to using the internet e-voting blockchain, it will not run smoothly other than
that in the blockchain public network to process every vote transaction that takes 10 to 20 seconds.
Suggestions for future research to further develop and refine the program with the E-voting application in
the form of mobile apps with phone number authentication connected by blockchain technology.
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