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List of acronyms and definitions

AEB Accident evolution and barrier function

ASSET Assessment of Safety Significant Event Team

ATHEANA A Technique for Human Event Analysis

CAS-HEAR Computer Aided System for Human Error Analysis in Railway Operations

CCDF Conditional Core Damage Frequency

CCDP Conditional Core Damage Probability

CCF Common Cause Failure

CRT Current Reality Tree

ESReDA the European Safety Reliability and Data Association

FRAM Functional Resonance Analysis Method

HF Human factors

HFE Human factors engineering

HFIT Human Factors Investigation Tool

HPEP Human Performance Evaluation Process

HPES Human Performance Enhancement System

HPIP Human Performance Investigation Process

HRA Human reliability analysis

IAEA International Atomic Energy Agency

IE Institute for Energy; Initiating Event

INES International Nuclear Event Scale

IRS Incident Reporting System

JRC Joint Research Centre of European Commission

LL Lessons Learned

MORT Management Oversight and Risk Tree

MTO Man, technology, organisation

NPP Nuclear Power Plant

NRC Safety Nuclear Regulatory Commission

OEF Operating Experience Feedback

PRCAP Paks Root Cause Analysis Procedure

PROSPER  Peer Review of the effectiveness of the Operational Safety Performance Experience
Review

PSA Probabilistic Safety Assessment

PWR Pressurised Water Reactor

QA, QC Quality assurance, quality control

RASP Risk Assessment Program

RCA Root Cause Analysis

SAR Safety Analysis Report

SOL Safety through Organisational Learning

STEP Sequential Timed Events Plotting

TSO Technical Supports Organisation

WANO World Association of Nuclear Operators

WGOE Working Group of Operational Experience Feedback

3CA Control Change Cause Analysis

The majority of terms and definitions in this report are used in accordance with IAEA documents [1, 2]
and/or IAEA glossary [37]. Some specific or newly suggested definitions are discussed and explained in
the text of the report.
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Executive summary

The feedback from operating experience is one of the key means of enhancing safety and operational
risk management. The focus on risk management is growing in our society, because increasing accident
rates and system losses in different industrial sectors endanger safety, threaten economic growth, cause
environment pollution, and negatively affect public perception. The effectiveness of learning from
experience at nuclear power plants (NPPs) could be maximised, if the best event investigation practices
available from a series of methodologies, methods and tools, in the form of a ‘toolbox’ approach, were
promoted.

With the development of technology, system reliability has increased dramatically during recent
decades, while human reliability has remained unchanged over the same period. Accordingly, human
error is now considered the most significant source of accidents or incidents in safety-critical systems.
Therefore, there is a need for effective instruments that can help identify the types and causes not only
of equipment failures, but also of human errors, and to derive effective countermeasures to prevent or
reduce their future recurrence. As a consequence of the prevailing role of human factors in most events
and accidents, and the urgent need to increase the reliability of human performance, numerous
methodologies, methods, tools and techniques for the analysis of events and incidents have been
developed; currently most of these are oriented towards not only technical systems, but also human,
organisational and safety culture related factors in particular. Theoretical and practical results and
experience accrued by event investigators, scientists and practitioners have established the knowledge
related to event investigation as a separate scientific discipline. However, different accident models and
analysis methods affect what accident investigators look for, which contributory factors are found, and
which recommendations are made. So, the effectiveness of efforts targeted at the enhancement of safety,
through learning from operational experience, depends on the ability of investigators to select and
implement the most appropriate practices and instruments for event investigation.

Based on available sources of technical, scientific, normative and regulatory information, an inventory,
review and brief comparative analysis of the information concerning event investigation methods, tools
and techniques, either indicated or already used in the nuclear industry (with some examples from other
high risk industry areas), was performed in this study. Its results, including the advantages and
drawbacks identified from the different instruments, preliminary recommendations and conclusions, are
covered in this report.

One of the first findings identified during the analysis was lack of standardisation in the area of event
investigation methodologies: there is no universally accepted system of classification, terms, definitions
and criteria for the evaluation of different event investigation methods, tools and techniques. Despite the
fact that much information about the individual attributes of numerous event investigation instruments
has been published, only a limited number of studies designed to compare the different event
investigation methods and tools have been performed. These studies usually aim for specific goals, use
different comparison criteria, which are not commonly accepted,, are of limited scope, and cover only
small number of instruments from the available toolbox. Some results of such comparisons seem to be
of a promotional type, one-sided and unfair.

In line with the concept of separating the event investigation instruments of different levels, a
classification system comprising three levels (methodologies, methods and tools) was suggested. In
pursuance of this classification system, an inventory, review and brief comparative analysis of event
investigation methods, tools and techniques, either recently developed or already used in the nuclear
industry (with some examples from other high risk industry areas) was performed. Some advantages and
drawbacks of these different instruments were identified and analysed. It is demonstrated that the
supposed advantages of simple, easy to use root cause analysis (RCA) tools (sometimes actively
promoted by providers), requiring neither training nor qualification of the user (especially some software
based RCA tools) should be not overestimated. These tools could be used effectively, taking into
account their existing limitations.



Lack of means for selecting the appropriate root cause analysis methods and tools, based upon objective
performance criteria, was identified. Most of the available recommendations concerning selection and
usage of different event investigation methods, tools and techniques are not exhaustive and user-
friendly. They usually cover only a few instruments, of different levels, selected without adequate
substantiation; event types for which some methods or tools are recommended for use are not adequately
specified; and some recommendations contradict others. So, most of the available recommendations are
of little practical value, leaving current and future event investigators (including newcomers, who are
not yet proficient) to make decisions about the selection of event investigation methods and tools, based
on their own knowledge, or providers’ promotional materials.

There are no established threshold criteria for performing an event investigation of an appropriate level.
Every organisation needs to establish its own threshold criteria for defining the level of analysis,
depending on the type of industry, organisation and potential risk of activities. The validity of such an
approach could be questioned (especially for high risk industries like nuclear energy), and the potential
to institute a system of clearly defined threshold criteria should be considered.

Unstructured processes of root cause analysis put too much emphasis on opinions, take too long, and do
not produce effective corrective measures or lasting results. For further improvement of operational
reliability and better employment of operational experience feedback in the nuclear industry, it is
necessary to establish baseline standards, setting out criteria and minimum requirements for what is to
be considered RCA, policies for training, and best practice, using structured root cause analysis methods
and tools. The alternative is to continue to assume that existing efforts will somehow produce different,
better results.

The results of comparative analysis of nuclear event investigation methods, tools and techniques,
presented in this interim report, are preliminary in character. It is assumed that, for the generation of
more concrete recommendations concerning the selection of the most effective and appropriate methods
and tools for event investigation, new data, from experienced practitioners in the nuclear industry and/or
regulatory institutions are needed. It is planned to collect such data, using the prepared questionnaire
[156] and the survey currently being performed. This is the second step in carrying out an inventory of,
reviewing, comparing and evaluating the most recent data on developments and systematic approaches
in event investigation, used by organisations (mainly the utilities) in the EU Member States. After the
data from this survey are collected and analysed, the final conclusions and recommendations will be
developed and presented in the final report on this topic. This should help current and prospective
investigators to choose the most suitable and efficient event investigation methods and tools for their
particular needs.



1. Introduction

Effective use of operational performance information is an important element in any plant operator’s
arrangements for enhancing the operational safety of a nuclear power plant (NPP). This has been
recognised in many references (e.g. IJAEA Safety Fundamentals and Guides [32, 33, 105], INSAG 12
[106] etc. One of the principles of the safe operation of NPPs is that ‘The precursors to accidents have to
be identified and analysed, and measures have to be taken to prevent the recurrence of accidents. The
feedback of operating experience from facilities and activities and, where relevant, from elsewhere is a
key means of enhancing safety. Processes must be put in place for the analysis and feedback of
operating experience, including initiating events, accident precursors, near misses, accidents and
unauthorised acts, so that lessons may be learned, shared and acted upon’.

This principle is further expanded in the IAEA Safety Standards [33] under the ‘Feedback of Operating
Experience’ which requires that:

e ‘Operating experience at the plant shall be evaluated in a systematic way. Abnormal events with
important safety implications shall be investigated to establish their direct and root causes. The
investigation shall, where appropriate, result in clear recommendations to plant management who
shall take appropriate corrective action without undue delay. Information shall be fed back to the
plant personnel.’

e ‘Similarly, the operating organisation shall obtain and evaluate information from the operational
experience at other plants which provides lessons for the operation of their own plant. To this
end, the exchange of experience and the contribution to national and international data is of great
importance.’

e ‘Operating experience shall be carefully examined by designated competent persons to detect
any precursors of conditions adverse to safety, so that corrective action can be taken before
serious conditions arise.’

e ‘All plant personnel shall be required to report all events and encouraged to report near misses
relevant to the safety of the plant.’

e ‘Plant management shall maintain liaison as appropriate with the organisations (manufacturer,
research organisations, designer) involved in the design, with the aims of feeding back operating
experience and of obtaining advice, if needed, in the event of equipment failures or abnormal
events.’

e ‘Data on operating experience shall be collected and retained for use as input for the
management of plant ageing, for the evaluation of residual plant life and for probabilistic safety
assessment and periodic safety review.’

IAEA Safety Guide No NS-G-2.11 [105] establishes a requirement, that the analysis of any event should
be performed by an appropriate method. It is common practice that organisations regularly involved in
the evaluation process use standard methods to achieve a consistent approach for the assessment of all
events. These standard methods usually involve different tools and techniques. Each tool or technique
may have its particular advantages for cause analysis, depending on the type of failure or error.
However, currently there are no well-reasoned comprehensive recommendations for selection of event
investigation methods, tools and techniques. On the contrary, there is a view that ‘it is not possible to
recommend any one single technique. Either one technique or a combination of techniques should be
used in event analysis to ensure that the relevant causes and contributing factors are identified, which
aids in developing effective corrective actions’ [1, 2].

Experience of general interest is not limited to events with a direct impact on the operation of a facility,
but also relates to conditions, observations and new information of all kinds that could affect nuclear
safety. Lessons about risks to nuclear facilities should also be learned from other technical fields,
although INSAG-23 [34] recognises that these may be difficult to collect. For example, investigations
into accidents at other large, technically sophisticated facilities, such as power plants fired with fossil
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fuels or oil refineries, may provide useful insights for nuclear operators and regulators. Operators in the
nuclear industry need to be constantly on the lookout, to identify relevant hazards outside of their
industry [34].
One of the important threats to a nuclear facility comprised of people, hardware and organisational
structures, is from the accumulation of delayed-action hidden failures or ‘latent’ failures in the system,
most of which originate from the organisational and managerial areas. A latent failure is either a
decision or action with damaging consequences which may lie dormant within the system for a long
time. These weaknesses only become evident when they combine with a local triggering factor such as
active failure, a technical fault, or atypical system conditions. In many cases they originate from people
whose activities are remote from the human-machine interface, such as designers or managers. The more
complex, interactive and opaque the system, the greater will be the number of latent failures. In addition,
as we move higher up the organisation, greater opportunities exist for generating latent failures, and
their reach is broader. In a highly protected system, the probability of an isolated action leading to an
accident is very small. But several causal factors can create a ‘trajectory of opportunity’ through the
multiple safeguards. In summary, latent failures may lie dormant in the system until a trigger initiates an
accident sequence. Thus, the main thrust of accident prevention programmes should be aimed at
eliminating these failures [92].
With the development of technology, system reliability has increased dramatically during the past
decades, while human reliability has remained unchanged over the same period. Accordingly, human
error is now considered the most significant source of accidents or incidents in safety-critical systems.
Therefore, there is a need for methods and techniques that can help to identify the types and causes not
only of equipment failures, but also of human errors, and to devise effective countermeasures to prevent
or reduce their future recurrence.
Reliable human performance is a requirement for safe operations in many settings, including the
operations of commercial nuclear power and nuclear materials licensees [4]. Increasing accident rates
and system losses in different industrial sectors endanger safety, threaten economic growth and cause
pollution damage. Ever since the systematic study of human performance and accidents began, it has
been clear that human errors (i.e., inappropriate or inadequate human actions) contribute to a large
proportion of accidents and incidents. This has proved true for vehicle operation (aircraft, cars,
motorcycles, bicycles), for industry (commercial aviation maintenance, manufacturing, chemical
processing, mining), and for electric power generation. According to statistics regarding railway
accidents in Korea from 1995 to 2004, 61 % of the train accidents involving collisions, derailments and
fires were attributed to human error. In addition, 74 % of level crossing accidents were caused by human
error, most of which were violations by car drivers. Also in the United States’ railroad industry, train
accidents related to human factors make up a significant proportion of all train accidents [17]. In
industries in Japan relating to the operations of railroads, airlines and chemical plants, human errors
have in recent years accounted for 40% to 80% of all incidents [38]. In nuclear power generation, the
proportion of events or mishaps attributed at least in part to human error has ranged from 40 % to 80 %,
depending on the study and the specific measures used, but it is consistently reported as having a major
role (see Figurel.l) [35, 40, 107]. Human error is a major cause of accidents and losses in the chemical
process industry, contributing within a range of 60-90% to the occurrence of such accidents [134].
Conventional safety and risk analysis methods focus mainly on describing technological malfunctions
and lack a systematic consideration of the human impact, i.e., human error, on the process under
consideration.
Human errors may play several different roles in an event sequence. An error may:

e directly cause an event;

e contribute to an event by setting up the conditions that, in combination with other events, or

conditions, allowed the event to occur (e.g., leaving a valve open that should be closed);
e make the consequences of an event more severe;
e delay recovery from an event.



The criteria for attributing an incident to human error are very strictly defined in the nuclear industry, in
view of their decisive effect on the relevant statistics. Applying the strict criteria thus defined, the
frequency of human error incidents has remained through the years preceding 1994 at an almost constant
level in the nuclear industry, at around 0.1 incident per year per unit, despite a steady diminution in the
overall incident frequency in this industry during the same period [38].

The trend is thus toward a gradually rising proportion of human-related nuclear power plant incidents.
Alongside this trend, the complicated mechanisms present in recently-built nuclear power plants are all
the more significant: a minor human error caused by a shortcoming in human activity - e. g., a
technician with inadequate understanding of the consequences of his act - can potentially lead to
extensive damage, the consequences of which are magnified due to the large scale of the plant affected.
This adds to the importance of the human factor in plant operations, and applies to all industries in
general.

Human Errors

Occurrences
ﬂ 70% Latent

Organization 30%

80% Human Error

Weaknesses* Individual
(Slips, trips, lapses)

20% Equipment
Failures

Figure 1.1. Role of different sources contributing to occurrences [40]. *Latent Organisation Weakness —
hidden deficiencies in management control process or values creating workplace conditions that can
provoke an error and/or degrade the integrity of defences

There is no way to achieve absolute safety, even in the operations of facilities which are not as complex
as nuclear power plants. Some likelihood of an incident will always exist. So, it is important to
understand why accidents occur, and to find the best way to prevent the root cause. According to data
from the Japan Functional Safety Laboratory [35], about 70 to 80% of accidents are caused by human
factors.

Accident investigation practices used in different economic sectors in Europe were widely discussed and
analysed during the ESReDA (The European Safety Reliability and Data Association) seminar ‘Safety
Investigation of Accidents’, which was organised at IE JRC in Petten in 2003 [97]. The need to develop
a common EU approach to accident investigations was expressed [96]. The European Commission
indicated that there was a growing need for independent technical investigations geared towards
revealing the causes of accidents. Such investigations should:

e be aimed at establishing the root, real and technical causes of accidents;

e be conducted autonomously and impartially (requiring therefore the functional independence of
the investigating body or entity);

e be held independently of those responsible for the accident (determination of liability and
compensation for damages);

e be independent of the judicial authorities, insurance companies, industry, operators and
regulators or any party whose interest could conflict with the task entrusted to the investigating
body;

e enable the establishment of safety recommendations and follow-up actions.
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In order to enable accident investigations to be carried out with optimum effectiveness, the following
general principles should be applied: independence, transparency, credibility and influence. To assist the
European Commission in the formulation of common European methodological elements for
independent technical accident investigations in the different sectors of EU industry, the Working Group
on Accident Investigations (WGAI) was established in 2004 [154]. Its main objective was to improve
the quality of accident investigation, and thereby to improve also the ‘learning from experience’ process
and safety performance. One of WGAI’s important achievements was the preparation of Guidelines for
safety investigation of accidents [155].

There is an increasing focus on risk management in society today. The urgent need to ensure the safe
operation of complex technical installations, by increasing the reliability of human performance, has led
to the development of numerous methodologies, methods, tools and techniques for analysis of events
and incidents. Each of these instruments has different areas of application and different qualities and
deficiencies. A combination of several instruments should be used in the comprehensive investigation of
complex accidents. As a consequence of the prevailing role of human factors in the majority of events
and accidents, most of these instruments are currently oriented not only to technical systems, but also to
human, organisational and safety culture related factors in particular. In recent decades, theoretical and
practical results and experience gained by event investigators, scientists and practitioners has led to
knowledge related to event investigation being seen as a separate scientific discipline. However,
different accident models and analysis methods affect what accident investigators look for, which
contributory factors are found, and which recommendations are made [119].

There is a lot of information about the individual attributes of different event investigation methods,
tools and techniques; however, there is little information regarding the performance of these instruments
relative to each other. The extent to which investigators are aware of the pros and cons of specific event
investigation methods, tools and techniques has not been explored sufficiently. Thus, problem solvers
and decision makers are likely to select what they may consider to be an adequate instrument based on
convenience rather than on its actual performance characteristics. So, comparison of the attributes of
different event investigation instruments, with the purpose of providing problem solvers with a
mechanism that can be used to select the appropriate instrument for the specific event, is an issue of
paramount importance.

Another problem facing most event investigators is related to the lack of a commonly accepted system
of definitions and classification of terms and concepts used in the literature concerning event
investigations. Even such basic terms as ‘root cause’, ‘human factors’, ‘organisational factors’, ‘safety
culture’ etc. are ambiguous, with different meanings for different people. For example, there should be a
clear distinction between event investigation methodologies, methods and tools. A tool should be
distinguished by its limited use, relatively narrow scope and concretely defined inputs, procedures and
outputs, while a method may involve many steps and processes and has wide usage. Each event
investigation method is realised using one or more (sometimes a combination of several) tools and
techniques. However, there is no commonly accepted system for classification of event investigation
methods, tools and techniques, and sometimes different authors use different terms to identify the same
approach. One of the most comprehensive systems of classification of event investigation methods and
tools is presented in [1], but this cannot be considered sufficiently exhaustive, because numerous new
tools and techniques are being developed and appearing in different countries each year.

1.1. Background
The European Network on Operational Experience Feedback (OEF) for Nuclear Power Plants (NPP),
hereafter referred to as the European Clearinghouse on NPP OEF, was established by several European

Nuclear Safety Regulators to promote regional collaboration on operational experience, dissemination of
the lessons learned from NPP operation, understanding of the role of operational experience feedback
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systems in the safe and economic operation of existing as well as new build NPPs, and promotion of
advanced event assessment approaches and methods.

In 2007 general agreement was reached on a common interest in establishing the European
Clearinghouse on NPP OEF at the Institute for Energy, Petten site, and an IE institutional project on this
was initiated. A multi-partner collaboration arrangement on the European Clearinghouse on NPP OEF
was agreed by the Regulatory Bodies from Finland, Hungary, Lithuania, the Netherlands, Romania,
Slovenia and Switzerland in February 2008, in Petten. Regulatory Authorities from Spain and the Czech
Republic participated as observers. Following the Kick-off Meeting of the Enlarged Clearinghouse (28-
29 April 2010, Amsterdam) it currently comprises 13 European Safety Authorities (Finland, Hungary,
the Netherlands, Lithuania, Romania, Slovenia, Switzerland, Bulgaria, Czech Republic, France,
Germany, Slovak Republic, Spain — the last six being observers) and two European Technical Support
Organisations (France, Germany).

The overall objective of the European Clearinghouse on OEF for NPPs is to facilitate efficient sharing
and implementation of operational experience feedback to improve the safety of NPPs. In particular, the
project is aiming at:

e Improvement of NPP safety through the strengthening of cooperation between licensees,
regulatory authorities and their Technical Support Organisations (TSOs) staff to collect,
communicate, and evaluate reactor operational events information and apply systematically and
in a consistent manner lessons learnt throughout European countries participating in the project.

e Establishment of European best-practice for assessment of NPP operational events, through the
use of state-of-the art methods, computer aided assessment tools and information gathered from
different national and international sources, such as EU National Regulatory Authorities event
reporting systems, Incident Reporting System (IRS) jointly operated by IAEA and OECD/ NEA,
etc.

e Provision of EU resource base staff to coordinate the European Clearinghouse on NPP OEF
activities and maintain effective communication between experts who are involved in OEF
analyses from European Regulatory Authorities and their TSOs.

e Support to the long-term EU policy needs on OEF, through exploitation of the JRC and
European TSOs competence in research in nuclear event evaluation methods and techniques.

This report has been prepared on behalf of the European Clearinghouse on NPP Operational Experience
Feedback in the framework of technical task ‘Comparative study of event assessment methodologies
with recommendations for an optimised approach in the EU’ according to the NUSAC work program for
2010, which was approved during the Technical Meeting of European Clearinghouse (1 December 2009,
Petten).

1.2. Objectives and scope

Learning from experience is acknowledged as one of the cornerstones of modern approaches to risk
management. Investigations and analyses of events are seen as valuable sources of information related to
safety, and thereby constitute important insights towards improvement. In recent years there has been
rapid development of knowledge and systematic approaches, methodologies and tools to aid the event
investigation practices used within the nuclear industry. However, despite obvious achievements,
accidents are still occurring and recurring. They illustrate the multiple organisational failures of risk
management processes, including the deficiencies of the OEF process and incidents when lessons are
not fully learned. Consequently, it is necessary to evaluate and find ways to improve the quality of the
event investigation which is the main vehicle of OEF and risk reduction processes.

This project was launched by JRC/IE SPNR in order to perform the background research in support of
specific scientific and technical nuclear safety related areas. The general purpose of this project is
further improvement of safety provisions by optimising the application of event investigation methods
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and tools to enhance the operational experience feedback process. Based on the results of this project,
JRC-IE SPNR intends to provide useful guidance and information for organisations wishing to develop
or strengthen their capabilities in this area.

The JRC-IE SPNR implementation plan for this project includes three main steps:

e Carrying out an investigation and preparation of an interim report on the topic ‘Comparative
analysis of nuclear event investigation methods, tools and techniques’. Based on available
technical, scientific, normative and regulatory documentation, this interim report will include a
review and brief comparative analysis of information concerning event investigation methods,
tools and techniques, either proposed or already used in the nuclear industry (with some
examples from other high risk industry areas). The identified advantages and drawbacks of the
different instruments will be covered in this report.

e Preparation of a questionnaire and carrying out a survey, with the aim of collecting available
information on practical experience of the individual event investigation methods and tools
currently used in the nuclear industry. This is the first step in recording, reviewing, comparing
and evaluating the most recent data on developments and systematic approaches in event
investigation used by organisations (mainly utilities) in the EU Member States.

e Preparation of the final report, which will be based on the data obtained from the survey and
include conclusions and recommendations relating to the most efficient event investigation
methods and tools. This should help current and prospective investigators to choose the most
suitable one for their particular needs.

With the aiming of achieving readability, and taking into account the limited extent of this interim
report, its scope is restricted to providing only the most important, essential information about the basic
principles of each selected event investigation method or tool, supported by a minimum number of
illustrations. While presentation of more comprehensive descriptions of selected methods or tools,
complemented by adequate examples, would be certainly useful, it is beyond the scope of this work.

1.3. Structure of the report

Chapter 1 of this interim report contains a general introduction, some background information, a
description of the main objectives and scopes of the report and a brief description of its structure.

Using the suggested system of classification of instruments for event investigation, some of most
commonly used event investigation methodologies and methods are briefly reviewed and analysed in
chapter 2; more comprehensive information about them can be found, using the references provided.

The main characteristics of the most commonly used event investigation tools and techniques, including
their advantages and disadvantages, are presented in chapter 3.

Chapter 4 presents the main results of a comparative analysis of the applicability and effectiveness of
event investigation methodologies, methods and tools, outlined and analysed in chapters 2and 3.
Chapter 5 provides preliminary recommendations (based on available information) regarding the
different approaches to selection of the most effective event investigation methodologies, methods and
tools; preliminary conclusions are given in chapter 6, and chapter 7 contains a list of references.
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2. Event investigation methodologies and methods

The main objective of an event investigation is to enable the identification of corrective actions adequate
to prevent recurrence, or reduce its probability, and thereby protect the health and safety of the public,
the workers, and the environment. The line of reasoning in the investigation process is:
e Outline what happened (or could happen), step by step.
e Begin with the occurrence and identify the problem (condition, situation, or action that was not
wanted and not planned).
e Determine what programme element was supposed to have prevented this occurrence. (Was it
lacking or did it fail?)
e Investigate the reasons why this situation was permitted to exist.
This objective of an event investigation could be achieved effectively if the inquiry follows one of the
commonly accepted approaches, based on a well structured system of instruments, including
methodologies, methods, tools and techniques.
Methodology can be defined as a system of ways of doing or studying something; it is a body of
methods, practices, procedures, and rules used by those who work in a discipline or engage in an
inquiry. Methodology can properly refer to the theoretical analysis, study or implementation of the
methods appropriate to a field or to the body of methods and principles particular to a branch of
knowledge. Event investigation methodology can be defined also as merely a thought process — a way of
thinking through why things go wrong, or like the category representing the specific approach to
conducting event investigation [54].
For the purposes of this report an event investigation methodology is a set of working methods
establishing the strategy of an inquiry and describing an integrated system of event investigation
activities (study of documents, collection of facts, interviews, observations, analysis, calculations,
modelling, etc.), designed to achieve understanding of the real or potential occurrence, its precursors,
circumstances, conditions, direct and root causes, and organising the facts and data obtained in order to
arrive at a logical set of findings and conclusions, allowing identification of effective corrective actions
and/or countermeasures to prevent or reduce probability of future recurrences [1, 11].
Method is a set of practices, procedures, and rules establishing the tactics of an inquiry and providing
the discipline and guidance for the user for following a methodology in a particular way. Method may
involve many steps and processes and has wide usage; it is realised using one or more (sometimes a
combination of several) tools and techniques and usually has its own taxonomy.
A root cause analysis tool is a relatively simple event investigation instrument, developed through
experience to assist groups and individuals in identifying root causes, and providing detailed step-by-
step working procedures for event analysis that can be recorded, repeated and verified. It is just one of
vehicles to implement method; it is distinguished by its limited use, relatively narrow scope and
concretely defined inputs, procedures and outputs.
Important desirable characteristics of an event investigation and analysis methodology suitable for
application to single events include the following [2]:
e The scope of the event investigation and analysis methodology covers all the systems already
described above, i.e. people, technology, organisation and environment.
e The methodologies are flexible to meet the needs of plants with varying levels of event
investigation and analysis expertise.
The methodologies are efficient, economical, and practical.
The methodologies encourage the use of teams in the investigation and analysis of events.
The users of the methodologies have adequate training in the methodologies they apply.
The methodologies counteract human problem solving and decision biases such as: monocausal
thinking, early hypothesis formulation and orientation, search for scapegoats, and hindsight bias.
e The methodologies promote proactive actions in order to detect problems before they occur.
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e The methodologies are easy to review, making it possible to follow each step in the process up to

the conclusions and results.

Collection of event information and review of significant data.

Analysis in search of contributing factors.

Development of focused and practicable corrective actions.

Determination of the efficacy of the corrective actions.

Prioritisation among corrective actions.

Assessment and follow-up of corrective actions.
e Event reporting that emphasises and facilitates learning (including support for event aggregation)

in the process of operating experience feedback.

An event analysis methodology suitable for review of event aggregates should have the following
characteristics:

e Event trending and analysis should be based on clearly defined data sets (valid high quality data

are necessary).

e Methodologies used should consider accessibility and usability of national and international

databases for event evaluation purposes.

e The users of the methodologies should have adequate training in statistical methods.
Traditionally, the analysis of operational events has targeted the identification of root causes and the
prevention of their reoccurrence. The basic traditional event investigation process is well-established but
purely qualitative; it includes five stages:

1. Establish the facts - what happened.

2. Analyse data to determine how it happened, and the causes or why the event occurred.

3. Develop recommended corrective preventive actions.

4. Report the lessons learned, internally and externally.

5. Conduct an Effectiveness Review.
There are four accepted main methodologies for nuclear event investigation, establishing the strategy of
an inquiry and describing an integrated system of event investigation activities [23]:
* Root Cause Analyses;
* Probabilistic Safety analysis based methodology (Precursor Analyses);
* Deterministic Transient Analyses;
* Safety Culture Impact Assessment.

Event
investigation
methodologies

]
Probabilistic Safety culture
Root cause safety analysis Deterministic impact
analysis (RCA) (PSA) safety analysis assessment

Figure2.1. The main accepted methodologies for nuclear event investigation

Each of these methodologies are represented by the set of working methods establishing the tactics of an
investigation and providing the discipline and guidance for the user for following a methodology in a
particular way. Unlike the four methodologies, a lot of event investigation methods of different
complexity and effectiveness, with different goals and areas of application, exist or are being developed
in different countries.
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One of the antecedents of event investigation methods currently used in the nuclear industry is the US
Aviation Safety Reporting System (ASRS) [112]. The ASRS collects, processes and analyses voluntarily
submitted aviation safety incident/situation reports from pilots, controllers, dispatchers, flight attendants,
maintenance technicians, and others. Reports submitted to ASRS may describe both unsafe occurrences
and hazardous situations. ASRS’s particular concern is the quality of human performance in the aviation
system. The ASRS acts on the information these reports contain. It identifies system deficiencies, and
issues alerting messages to persons in a position to correct them. This system has won repute for its
serving as a criterion for establishing the legal immunity of pilots from prosecutions [39]. In Japan,
certain industrial sectors — such as railroads, shipping, chemical and steel manufacture — also practice a
reporting system focused on analysing the human errors involved in an incident [38].

Since the Three Mile Island (1979) and Chernobyl (1986) accidents, extensive research on human error
has been conducted, especially in the nuclear power industry. HPES (Human Performance Enhancement
System) [18], which is based on ASRS, and HPIP (Human Performance Investigation Process) [19] are
the two examples of methods for analysing and managing human error in nuclear power plants. These
methods include all the steps, from analysing the accident sequence to reporting the results; at each step,
a detailed procedure, useful techniques, and worksheets are provided. They have both been updated over
time, using continued feedback from field applications and theoretical developments (e.g. [4]).
TapRooT®, which has procedures and tools that are similar to those of HPIP but is intended for use in
any industry, is being used in a wide variety of industries such as those related to health care, railways,
oil, chemicals, airlines, and construction [20]. Moreover, according to a recent survey, TapRooT®
software commands nearly 50% of the US market share of all-purpose root cause analysis (RCA)
software [17].

In the aviation industry, HFACS (Human Factors Analysis and Classification System) is widely used as
a human error analysis technique. Unlike HPES and HPIP,it does not involve all the steps of analysis,
but systematically classifies the types and causes of errors by human operators. It was developed based
on a model of the causality behind an accident, which is known as the ‘Swiss cheese model’ [95].
TRACE-r (Technique for the Retrospective and predictive Analysis of Cognitive Errors in air traffic
control) enables analyses of the modes and mechanisms of human error more deeply than HFACS does,
and it also includes an analysis of error detection and correction. Recently, the two techniques were
adapted to the railway industry: HFACS-RR (railroad) and TRACETr for drivers.

In the marine industry, CASMET (Casualty Analysis Methodology for Maritime Operations) was
developed as part of the movement towards an integrated system for human factors and accident
analysis in Europe. The human factors classification of the Marine Accident Investigation Branch
(MAIB) in the UK has also been used in this industry. Recently, HFIT (Human Factors Investigation
Tool) was developed to analyse human errors in the UK offshore oil and gas industry. As one of the
techniques developed for use in any industry, CREAM (Cognitive Reliability and Error Analysis
Method) is well known [17]. It provides detailed classification schemes of erroneous actions and causal
links between genotypes, but more specialised classification schemes are needed before it can be used
for a specific domain. While other techniques are mainly concerned with the completeness of human
error analysis by providing detailed procedures or classification systems, CREAM provides not only
detailed procedures and classification schemes, but also effective means of increasing the efficiency of
the analysis. One approach is to use the description of common performance conditions (CPCs) as the
basis for determining probable causes. This is done using a simple matrix that indicates the relationship
between CPCs (e.g. adequacy of organisation, working conditions) and main genotype groups (person,
technology and organisation-related genotypes). Another approach is to use the relationships between
the classification groups. The possible cause-and-effect relationships between the elements in the
classification groups are predefined. These links make it easier to determine the causes of human error
and their relationships. For practical use, however, these two means should be refined and specified for a
certain domain.

Hazard and Operability studies (HAZOP) technique was developed in the early 1970s by Imperial
Chemical Industries Ltd. HAZOP can be defined as the application of a formal, systematic, critical
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examination of the process and engineering intentions of new or existing facilities to assess the hazard
potential that arises from deviation in design specifications and the consequential effects on the facilities
as a whole. This technique gained wide acceptance in process industries as an effective tool for plant
safety and operability improvements [45].
The number of computer-aided systems that support RCA and human error analysis is constantly
growing. For example, in Korean nuclear power plants, a computerised system of K-HPES, referred to
as CAS-HPES [14], has been used since 2000. It has recently been revised as a web-based system [15].
In the railroad industry, RAIT (Rail Accident Investigation Tool) [16], a computer-based tool, was
developed based on solid theoretical grounds; however, at present it is difficult to find examples of its
application. There are also commercial software tools for root cause analysis (RCA) or human factors
analysis (e.g. TapRooT®, Apollo, Realitycharting®, ProAct®, Reason®, RAIDTM). However, they all
are intended for use in any industry and for investigating general problems as well as human error. For
this reason, their processes and techniques are relatively simple and general, and the supporting features
they offer are not sufficient. In addition, they are stand-alone systems that do not have the advantages of
web-based systems (e.g. no need for installation, easy updates).
The effort was made [17] to develop a managerial error analysis system, referred to as HEAR (Human
Error Analysis & Reduction), for use in the Korean railway industry. HEAR, which includes a detailed
procedure, useful tools, and recording forms, was initially developed for human error analysis. CAS-
HEAR (Computer-Aided System for HEAR), a web-based system, was then designed to increase the
quality and efficiency of human error analysis using the HEAR procedure. To develop HEAR and CAS-
HEAR, the advantages and disadvantages of existing techniques for human error analysis were
thoroughly reviewed, and a complete model of accident causation was developed, from which the main
components of the analysis were derived. For each analysis step, the functional and design requirements
for CAS-HEAR were derived in terms of improving the quality and efficiency of the analysis. A
prototype of CAS-HEAR, in which some features, such as opening and reporting an analysed case, are
not included, was implemented, based on requirements.
The NRC guidance document [41] provides useful information for evaluating the adequacy of a human
reliability analysis (HRA), particularly with respect to the HRA method used (considering its strengths,
limitations, and underlying knowledge and databases). Depending on the application, some methods
may be better suited and, in fact, more appropriate to use than others, particularly if the characteristics of
a method are incompatible with those needed, based on the application. For instance, if an application
requires an examination of potential causes leading to human failures, and an application submission
presents an analysis performed using an HRA method that analyses human failures using a simple time-
reliability correlation, whereby time is the surrogate underlying cause for all errors or failures to
respond, the use of such a method, by itself, would not be appropriate for that type of application. Thus,
knowing how a particular HRA method fares with respect to good practice (and, therefore, when other
sources of guidance may be desirable to help address a particular type of good practice), and being
knowledgeable about each method’s strengths, limitations, and underlying bases, provides a starting
point for analysts, reviewers, and users to determine whether an analysis is appropriate and technically
adequate to address the specific issue examined. The following HRA methods are compared and
analysed in document [41]:

e Technique for Human Error Rate Prediction (THERP);
Accident Sequence Evaluation Program HRA Procedure (ASEP);
Human Cognitive Reliability (HCR)/Operator Reliability Experiments (ORE) Method;
Cause-Based Decision Tree (CBDT) Method;
Electric Power Research Institute (EPRI) HRA Calculator;
Success Likelihood Index Methodology (SLIM) Multi-Attribute Utility Decomposition
(MAUD);
Failure Likelihood Index Methodology (FLIM);
e Standardised Plant Analysis Risk Human Reliability Analysis (SPAR-H);
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e A Technique for Human Event Analysis (ATHEANA);

e Revised Systematic Human Action Reliability Procedure (SHARPI).
An important contribution to development of nuclear events investigation methodology is made by
IAEA. ASSET, introduced in 1991 and then gradually replaced by PROSPER (initiated in 2000),
methods developed by IAEA and supplemented by adequate services, are widely used in the nuclear
industry and available to all countries with nuclear power plants under commission or in operation. The
aim of these IAEA services is to provide advice and assistance to Member States to enhance the safety
of nuclear power plants throughout their operational life cycle, from construction and commissioning to
decommissioning. The ASSET method is developed for investigating events of high significance with
related managerial and organisational issues. PROSPER is not actually an event investigation method; it
involves self assessment and peer review of the effectiveness of the operational safety performance
experience review.

21. Root cause analysis methods

What is RCA? Is it a methodology, method, tool or process? This question is not so simple, because
even notable experts cannot agree on it. The most reasonable answer seems to be that RCA is a
methodology — a set of working methods based on the same approach on a way of thinking through why
things go wrong [54]. It is applicable anywhere and under any circumstances. RCA methods are the
particular realisations of RCA methodology representing the various approaches to conducting RCA.
These methods have various rules embedded in their approaches and use one or more tools. Rules
provide the discipline for following their RCA methodology. Following these rules provides guidance
for the user in adhering to the discipline of the method in the hope of a successful outcome. Many users
think of the RCA tools as being the RCA methods, but that is not the case. The tools are merely vehicles
to implement the method. These tools, be they manual (paper-based) or electronic (software-based),
embed the rules from the different methodologies.

Historically, the RCA process has been in use for centuries under a variety of names [138]. As a
discipline, root cause analysis has its origins in the nuclear branch of the US Navy [104]. Most of the
early root cause analysis methods were developed through collaboration between nuclear Navy
personnel and staff at the Atomic Energy Commission (AEC, today called the Nuclear Regulatory
Commission or NRC), who were concerned with the design, operation, maintenance and fuelling of
naval nuclear reactors. From 1980 to 1990 root cause analysis methods were found to be very effective
in analysing specific accidents, and RCA began to creep beyond the field of nuclear operations into the
general body of knowledge used by safety professionals in different spheres of human activity. During
the last two decades RCA has emerged as one of the common methodologies that can benefit quality,
environmental, health and safety practices.

To solve a problem, one must first recognise and understand what is causing it. If the real cause of the
problem is not identified, then one is merely addressing the symptoms and the problem will continue to
exist. For this reason, identifying and eliminating root causes of problems is of utmost importance [51,
94, 110]. Root cause analysis could be defined as the process of identifying causal factors, using a
structured approach and methodology, with adequate methods, tools and techniques, designed to provide
a focus for identifying and resolving problems [7].

The general logic of RCA follows the classical process: define the undesired outcome, define the
analysis requirements, gather data, analyse data, form conclusions, check conclusions, and recommend
corrective action [110, 138]. The theory behind root cause analysis is deceptively simple: event based
problems are solved by eliminating or mitigating at least one cause. ‘Event based problem’ means a
series of events (conditions, actions, triggers, etc.) that culminated in an unwanted outcome. In some
cases, added layers of protection are provided as a means to control or mitigate causes. The effectiveness
of a solution depends on several factors, such as the degree to which it prevents recurrence and the cost
of the solution. Based on this theory of controlling causes, it can be seen that the more we understand
the causes of an event based problem, the better we can control it. The key similarity between all root
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cause analysis methods is recognition that controlling causes translates into controlling the problem.
Apart from this, RCA methods vary greatly [29].

In general, a root cause analysis repeatedly asks the question ‘Why?’ about the events and conditions
that caused or contributed to the event or human performance problem. Once the evidence has been
gathered and the important causes for the event or human performance problem have been identified, the
root cause analysis then looks for any relationships among the causes. The root cause analysis
determines whether the causal factors demonstrate any order or precedence, in terms of either time or
scope of effect. If one causal factor preceded another in time and affected it, or if a causal factor
accounted for more than one of the human errors that occurred in an event sequence, or among those
comprising an adverse human performance trend, it is a candidate root cause. The goal of the analysis is
to determine which causal factor(s), if corrected, would prevent (or minimise the risk of) the recurrence
of the same and similar errors.

When starting the investigation, definition of the basic concepts is of utmost importance, because ‘you
will always find what you are looking for‘. However, here the confusion starts: there are no universally
accepted standards for RCA. You can call any event based problem solving methodology a Root Cause
Analysis, and you are correct. In the absence of an accepted standard or specification, root cause
analysis is anything that anybody wants it to be. For the same reason, you can call any cause of a
problem a ‘root cause,” and you are correct. An opinion exists, that the root cause is a myth [60]. Is
‘Root Cause Analysis’ really an appropriate phrase? Seeking the ‘Root Cause’ seems to be an endless
exercise because no matter how deep you go there’s always at least one more cause you can look for.
Lack of the common agreement of definitions and concepts within the field of accident investigation
(especially regarding the notion of cause) leads to a confusion of ideas and makes the comparison of
different methods, tools and techniques difficult [54, 56, 68]. Some specialists even recommend
avoiding the word cause in accident investigations and instead talking about what might have prevented
the accident. As a good illustration of such confusion, we may use some of the existing variety of
definitions of root cause:

1. Root Causes are the most fundamental reasons for an incident or condition, which if removed
will minimise the risk of recurrence of the incident or condition [Conger, 24].

2. A Root Cause is the fundamental cause of an initiating event, correction of which will prevent
recurrence of the initiating event (i.e. the root cause is the failure to detect and correct the
relevant latent weakness(ess) and the reasons for that failure) [TAEA, 37].

3. Root Cause: any cause in the cause continuum that is acted upon by a solution such that the
problem does not recur [Gano, 25].

4. Root causes are specific underlying causes, which can reasonably be identified, controlled to fix
by management and those for which effective recommendations for preventing recurrences can
be generated [Rooney, 13].

5. It is a myth which mistakenly focuses on finding root causes prior to finding solutions; even
usage of the word cause should be avoided in accident investigations; people should rather think
and talk about what might have prevented the accident [Gano, 60].

6. A Root Cause is the most basic cause (or causes) that can reasonably be identified that
management has control to fix and, when fixed, will prevent (or significantly reduce the
likelihood of) the problem’s recurrence [Paradies, 20].

7. A Root Cause is the absence of a best practice or a failure to apply knowledge that would have
prevented the problem [Paradies, 110].

Despite the abundance of definitions, no one of them is perfect. For example, the first definition seems
to be quite logical; however, it stresses that there should be several root causes, not one. But in that case,
all of these root causes should be removed to minimise the risk of recurrence of the incident or
condition. Such a recommendation seems not very practical, and the distinction between ‘root cause’
and ‘cause* is lost. Definition (2) lacks clarity and concreteness, because some other undefined terms are
used for explanation, and the requirement ‘to prevent recurrence of the initiating event’ completely
seems to be unrealistic. Definitions (4, 6) state that only those causes which ‘can reasonably be
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identified, controlled to fix by management‘ could be defined as root causes; this implies that root

causes could only be found at levels below management; moreover, only this cause could be called a

‘root cause‘, for which effective recommendations for preventing recurrences can be generated

(definition 4). However, later it will be shown that (according to statistics and the opinions of numerous

investigators) frequently root causes lie just inside management, and only improvement in management

could help to prevent (or significantly reduce the likelihood of) the problem’s recurrence. Lack of

concreteness as well as the requirement ‘to prevent recurrence of the event or problem‘ seem to be

shortcomings of definitions (3, 7).

For most situations which arise within an organisational context, there are multiple approaches to

resolution. These various approaches generally require different levels of resource expenditure to

execute. And, due to the immediacy required in addressing most organisational situations, there is an

inclination to opt for the solution which is the most expedient in terms of dealing with it. In doing this

the tendency is generally to treat the symptom, rather than the underlying fundamental problem that is

actually responsible for the situation occurring. Yet, in taking the most expeditious approach and dealing

with the symptom, rather than the cause, what is generally ensured is that the situation will, in time,

return and need to be dealt with again.

A true RCA process should include the following essential elements [56]:

1. identification of the real problem to be analysed in the first place;

identification of the cause-and-effect relationships that combined to cause the undesirable outcome;

disciplined data collection and preservation of evidence to support cause-and-effect relationships;

identification of all physical, human and latent root causes associated with the undesirable outcome;

development of corrective actions/countermeasures to prevent the same and similar problems in the

future;

6. effective communication to others of lessons learned from analysis conclusions.

An effective and reliable RCA process additionally must provide three essential qualities [158]:

1. It must take advantage of people’s knowledge while preventing their biases from controlling the
direction of the investigation.

2. It must depict the facts of the case so that the causal relationships are clear and the causal relevance
of those facts can be verified.

3. It must also help the analyst and management understand what actions must be taken to implement
potential solutions and who in the organisation needs to take those actions.

Numerous methods of root cause analysis, many having a similar basis, have been developed or are

under development to address the connection between root causes and corrective actions. Since there is

no single best technique for use for all events, selection of the most appropriate tool for use for the event

in question is often a fairly complex problem. Below is a non-exhaustive list of some of the most

popular and commonly used RCA methods in the nuclear industry, supplemented by some relatively

new but potentially useful methods employed in other industries (see Figure 2.1.1):

HPES (human performance enhancement system);

MORT (management oversight and risk tree);

ASSET (assessment of safety significant event team);

Methods, derived from HPES: K-HPES, J-HPES, UK-HPES, HPIP, MTO, AEB, PRCAP,

CERCA, CAS-HPES;

SOL — Safety through Organisational Learning;

TRIPOD;

STEP;

Remedy-oriented RCA system (Takano, Japan)

HF - Compatible RCA method (GRS, Preischl, Germany);

10. 3CA - Control Change Cause Analysis;

11. FRAM;

12. CAS-HEAR;

13. Reality charting (Apollo root cause analysis);
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14. Other RCA related methods.

HPES is a comprehensive RCA method designed specifically for investigation of events in nuclear
facilities involving human factor related problems, and is widely distributed within the nuclear industry.
Due to numerous advantages confirmed by practice many other methods similar to HPES have been
developed and adapted as necessary by different individual organisations for their specific needs and
requirements, for example: HPIP (HPEP) by the USNRC, MTO by the Swedish NPP operators, K-
HPES by the Korean NPP operators, J-HPES by the Japanese NPP operators, and UK-HPES by the
United Kingdom NPP operators. Such methods as MTO, AEB, PRCAP, CERCA, CAS-HPES can also
be attributed to this group. Therefore, for the purposes of a strengths and limitations review, these
methods can be considered to generally fall into one ‘school’ of approach.

The common objective of all these methods is to determine: a) what was expected; b) what has
happened (real consequences); c) what could have happened (potential consequences); d) cause-effect
relations; e) faulty/failed technical elements (structures, systems or components); f) failed or missing
barriers; g) inadequate procedures; h) inappropriate actions (human, management, organisational); and
subsequently to identify: direct causes, contributing factors, root causes, common causes, lost
opportunities, and recurrent causes from previous events.

Root cause analysis methods

MORT SOL TRIPOD . STEP
ASSET 3CA FRAM ] CAS-HEAR
1
Remedy Compatible .
oriented RCA RCA (GRS) Other || Apparent CA
HPES — Reality
charting
[ | | |
AEB MTO HPIP PRCAP }j':ggg
CERCA UK-HPES
CAS-HPES
PROSPER HPEP

Figure2.1.1. Some most popular and commonly used RCA methods in the nuclear industry,
supplemented by some relatively new but potentially useful methods employed in other industries

In parallel with the RCA methods listed above, the method named Apparent Cause Analysis should be
considered. This method, prevailing in some utilities, is based on limited investigation, trying to quickly
and simply determine the most immediate, or apparent cause of a less significant event or sub-standard
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condition, without recourse to full root cause analysis, by considering the readily-available facts with
little or no detailed investigation [1].

There are some instruments for regulatory oversight or peer review of OEF process based on event
investigation methods. Such instruments, indirectly coherent with RCA methodology, are HPEP (human
performance evaluation process) and PROSPER (Peer Review of the effectiveness of the Operational
Safety Performance Experience Review process). Since, practically, HPEP and PROSPER are not
designed for nuclear events investigation purposes, they are very important and useful for learning and
understanding how the event investigation should be performed, and for further increasing the reliability
of nuclear installations, because effective working methods, based on practical experience, are presented
for evaluation of investigations of human performance problems, root cause analyses and corrective
actions.

Conducting a Root Cause Analysis requires resources, so it is typically performed on events of high
significance. According to IAEA documents [1, 111], events are classified in three categories:
significant events, near misses and low level events. In the case of a significant event, a full root cause
investigation can be conducted by an experienced individual trained in appropriate root cause analysis
techniques, or for more complex issues by a multidisciplinary team containing a trained root cause
analyst. In the case of near misses and low level events, an Apparent Cause Analysis or simple
investigation may be conducted to determine the apparent cause of the event. All events (including near
misses and low level events) are used for to establish trends. Consideration of trends in events over a
period of time may identify common cause events that warrant a root cause analysis.

The criteria to determine the level of an event are taken from the organisation’s technical specifications
and supporting procedures. All incidents are screened against some pre-defined categorisation system to
determine the level of investigation necessary. While management may be able to use their discretion
not to perform a root cause analysis on some events, these exceptions need to be carefully monitored to
ensure that systemic programme weaknesses are not developed.

2.1.1. HPES - Human Performance Enhancement System

HPES is a method developed by Institute of Nuclear Power Operations (INPO) in 1990 [1, 2, 18]. It is
designed specifically for investigation of events in nuclear facilities involving human factor related
problems and is widely distributed within the nuclear industry. It is user friendly and makes extensive
use of graphic representation.

HPES method utilises event and causal factor charting, in which the tools of barrier analysis, change
analysis and cause and effect analysis have been graphically incorporated into the same chart. The
integrated chart shows the direct causes, the root causes, the contributing causes, and the failed barriers,
with their interconnections and dependencies. Although valid for all types of issues (technical,
procedural, etc), the methodology is oriented to enhancing the identification of human performance
issues. A human performance specialist is recommended to be part of the team. Nevertheless, due to its
systematic approach, the methodology can be used effectively by non specialists after a short practical
training. The event investigation team members’ proficiency in the technique is maintained by training,
using the method frequently and participating in investigation teams.

The HPES method is a systematic process to guide the event investigator first to understand what
happened before attempting to understand the causes. To understand the mechanism of human
performance (or the individual’s behaviour) during the event it is necessary to find out how the event
happened. To find the causes, it is determined why the behaviour occurred and what additional factors
contributed to the event. This is achieved by the coherent performance of several steps.

1. Task analysis. One of the first priorities when beginning an event investigation is to determine as
much as possible about the activity that was being performed. This requires a review of work
documents, logs, technical manuals and other documents, in an effort to determine what the task was
about and how it was performed. Task analysis can be carried out using paper and pencil, when the task
is broken down into sub-tasks identifying the sequence of actions, instructions, conditions, tools and
materials associated with the performance of a particular task. Otherwise, in walk-through task analysis,
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personnel conduct a step-by-step walk-through of the actions required for the performance of a task for
an investigator, without actually performing the task. In both variants of the analysis, the investigator
records each step of the task and notes any discrepancies or problem areas.
2. Change analysis. The purpose of this step is to explore the potential affective changes which might
be contributory to the event. The analysis process consists of six sub-steps in which the situations before
and after the event are compared and the differences are set down:
Analyse the situation containing the inappropriate action.
Analyse a comparable situation that did not have an inappropriate action.
Compare the situation containing the inappropriate action with the reference situation.
List all differences whether they appear to be relevant or not (seemingly insignificant differences
can work together to cause events).

e Analyse the differences for effect on causing the event.

e Integrate the information relative to causes into the investigation process.
3. Barrier analysis. During an HPES investigation, the investigator should think in terms of barriers and
identify all applicable physical and administrative barriers (controls) which are in place to protect the
equipment and personnel, and determine what barriers (e.g. procedure) failed, allowing the event to
progress. It should then be determined how (e.g. procedure not used) and why (e.g. procedure not
considered necessary) the barriers failed.
4. Events and causal factor analysis. An event and causal factor chart (ECFC) is a graphically
displayed flow chart of an entire event illustrating barriers, changes, causes and effects; it shows how
these were involved in a human performance problem. The structure of the ECFC is illustrated below
(Figure2.3). The basis of an ECFC is the sequence of events plotted on a time line. The actions or
happenings, primary events, directly leading up to or following the inappropriate action are shown in
rectangles on the primary event line. Events not directly involved in the situation, secondary events, are
shown below or above the primary event line. Each primary or secondary event must describe a single
action or happening which can be described by a short sentence with one active noun and one active
verb. Undesirable primary events which were critical for the situation being analysed are called primary
effects and are shown as diamonds. The ECFC is completed by integrating the results of the change
analysis and the barrier analysis on the graph.
For each primary event and primary effect the conditions are examined which allowed or forced it to
occur. Conditions are circumstances pertinent to the situations that may have influenced the course of
events. The conditions (causes) are placed on the chart (in ovals) showing their relationship to the effect.
For each identified condition, the question is asked, why that condition existed, i.e. the condition is
treated as an effect and the causes are determined. This cause-and-effect process is repeated until:

e the cause is outside the control of the plant staff;
the cause is determined to be cost prohibitive;
the primary effect is fully explained;
there are no other causes that can be found that explain the effect being investigated;
further cause and effect analysis will not provide further benefit in correcting the initial problem.
The HPES Causal Factor Work Sheets provide guidance for performing the cause-and-effect process
and for determining the actual causal factors and root causes of the event. The identified root and
contributing causes should meet the criteria that correction or elimination of the causes will prevent
recurrence of similar conditions.
Based on each root cause and failed barrier, the corrective actions are identified. The corrective actions
must meet the adequacy and feasibility criteria and should be checked by answering questions:

e Will the corrective actions prevent recurrence of the event?

e s the corrective action within the capability of the utility to implement?
This method is used mostly for significant events. The HPES system is useful to help question potential
contributing causes that may initially be outside the mindset of the investigator. A full analysis typically
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requires 200-300 human resource hours on average. Lower level events can be investigated in a
simplified format with fewer resources [3, 18].
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Figure2.1.2. Structure of an event and causal factor chart (ECFC)

Strengths

e While the main focus is on human factors, it has been demonstrated that it can be applied equally
to equipment and design related issues.

e [tis a systematic approach which can be used by non-human factors specialists to give consistent
results following a limited period of training and practice in the methodology.

e The event and causal factors charting is a powerful tool for presenting the event genesis, root
cause development, and failed barriers in a concise and easily understood format.

e Corrective actions which address the root causes can be easily developed from the event and
causal factors chart.

e Involvement of NPP line management in corrective action identification has proved effective in
improving ‘ownership’ by line managers for corrective actions in their area.

e [t is an effective instrument for the investigation of individual events, with a proven track record
at many NPPs.

e It can be used flexibly or in a shortened format if required. This is particularly useful for
‘apparent cause’ analysis of near miss or low level events for subsequent use in significant event
precursor trending.

e It has proved effective in identifying training and knowledge weaknesses whenever they are
contributing factors to events.
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e [t can be used proactively to identify and correct ‘error-likely’ conditions and situations before
they result in events.

e Identification of specific root causes and causal factors by coding allows for easy identification
of trends in event contributing factors.

Limitations

e Organisational and managerial factors are not strongly supported by the method. It can be
difficult to target management weaknesses from a single event investigation.

e The application of the whole process can be time consuming, particularly in the area of
interviews of personnel. Such interviews can be difficult, especially if there is no ‘blame
tolerant’ culture in place. However, it has been shown that continued use of HPES in some plants
has promoted development of a healthy blame-tolerant environment.

e To maintain effectiveness, trained investigators need to practise investigation skills routinely.
Corrective actions depend on the experience of the analyst (as for many other methodologies).

The HPES and associated methods have now been adopted by many countries and organisations. The
approach has been proven to be practicable and successful across a broad spectrum of NPP operators
and cultures, having been adapted where necessary to meet local needs. Its limitations in the managerial
and organisational areas have been addressed by those organisations which are increasing their focus on
these issues. A more comprehensive description of HPES methodology is presented in the document
[18].

2.1.2. MORT - Management Oversight and Risk Tree

The Management Oversight and Risk Tree (MORT) method is an analytical procedure for inquiring into
causes and contributing factors of accidents and incidents [21, 24, 149, 150]. The MORT method
reflects the key ideas of a 34-year programme run by the US Department of Energy to ensure high levels
of safety and quality assurance in its energy industry. The MORT programme started with a project
documented in SAN 821-2, W.G. Johnson, February 1973.

MORT is a method originally developed for analysing events of nuclear safety significance for which
organisation and management issues are apparent, and was later adapted for more general accident
investigation and safety assessment. The MORT method is a logical expression of the functions needed
by an organisation to manage its risks effectively. These functions have been described generically; the
emphasis is on ‘what’ rather than ‘how’, and this allows MORT to be applied to different industries.
MORT reflects a philosophy which holds that the most effective way of managing safety is to make it an
integral part of business management and operational control.

According to the philosophy of the MORT system, an accident is caused by an energy flux which is not
controlled in the right way by adequate barriers and/or control upon the unwanted energy transfer. It is
based on developing the analysis through several interconnected fault trees, each one representing a
domain of investigation, and filling in the fault trees using a predetermined check list. A predetermined
checklist of around 100 generic problems and 200 basic causes is utilised. The implementation of this
method presents a certain complexity, which requires expert users, with relatively high expenditure on
human resource hours and other resources for the investigation. Some versions of this technique have
been registered as a commercial product and are supported by software to expedite the diagnosis.

The MORT method is realised using the three steps procedure:
Step 1: define the events to be analysed;
Step 2: characterise each event in terms of unwanted transfers of energy;
Step 3: evaluate the hypothesis that the unwanted transfers of energy were the result of how risks
were being managed in the activity in which the accident occurred.
Step 1 is supported using a procedure called Energy Trace and Barrier Analysis. In this step the analyst
tries to identify a complete set of events comprising the incident or accident, and to define each event
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clearly. It is very difficult to use MORT, even in a superficial way, without first performing an Energy
Trace and Barrier Analysis.

In Step 2, the analyst looks at how the energy was exchanged with the person or asset. This way of
characterising accidents — as a series of ‘energy exchanges’ — was proposed as a means of analysing
accidents scientifically. There may be several different energy transfers that need to be considered in the
same investigation. In this step, the analyst aims to understand how the harm, damage or danger
occurred.

In Step 3, the analyst considers how the activity was managed. This step involves the analyst looking at
the ‘local’ management specific to the activity and resources. The analyst also looks ‘upstream’ to find
management and design decisions about people, equipment, processes and procedures that are relevant
to the accident. To help make this analysis systematic, the analyst uses the MORT chart (Figure2.1.3);
this lists the topics and allows an analyst to keep track of their progress.

Each topic on the MORT chart has a corresponding question in the set of questions provided in advance
[21, 24]. The questions in MORT are asked in a particular sequence, one that is designed to help the user
clarify the facts surrounding an incident (Figure 2.1.4). The analyst, focused on the context of the
accident, identifies which topics are relevant and uses the questions in the manual as a resource to frame
their own inquiries.

Like most forms of analysis applied in investigations, MORT helps the analyst structure what they know
and identify what they need to find out, mostly the latter. The accent in MORT analysis is on inquiry
and reflection by the analyst [11, 21, 24].

Strengths

MORT is a proven method, and free to use. It looks to the whole management structure, uses a detailed
fault tree and gives up to 1 500 potential causal factors. MORT uses barrier analysis and identifies the
assumed risks taken by management. Computerised versions are available.

Limitations

e [tis perceived by some to be complex, costly and time consuming due to extensive task analysis.

e As with other event investigation methods, MORT requires more training and experience for
proficient use.

e  Some versions of MORT and appropriate software are a commercial product that is only available
for a fee.

e [tis not appropriate for use by NPP staff in routine investigations.

A detailed description of the MORT methodology is provided in the document [21].

A simplified modification of MORT Safety management organisation review technique (SMORT) has
been developed in Scandinavia [21, 45]. This technique is structured by means of analysis levels with
associated checklists, while MORT is based on a comprehensive tree structure. Owing to its structured
analytical process, SMORT is classified as one of the tree based methods.

The SMORT analysis includes data collection based on the checklists and their associated questions, in
addition to evaluation of results. The information can be collected from interviews, studies of documents
and investigations. This technique can be used to perform detailed investigation of accidents and near
misses. It also serves well as a method for safety audits and planning of safety measures.
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2.1.3. ASSET - Assessment of Safety Significant Event Team

ASSET is an IAEA method developed in 1991 for investigating events of high significance with related
managerial and organisational issues. Issues and corrective actions identified by ASSET are often at a
high level, more applicable to management policy and philosophy, and of a generalised nature [1, 2].
According to the ASSET method, the work process at a nuclear power plant has three basic elements:
people, procedures and equipment. The reason for an error in the performance of the work process must
be a deficiency in one, or several of these basic elements. The ASSET approach is based on the logic
that events always occur because of a failure (of people, procedures or equipment) to perform as
expected, due to a latent weakness (direct cause) which was not eliminated at the appropriate time due to
deficiencies in the plant surveillance programme (root cause). In ASSET analysis, the event is broken up
into logically connected occurrences which can be attributed to a single failure of either people,
procedures or equipment, and the direct cause and root causes of each occurrence are identified to
determine the corrective actions which will eliminate the direct cause and root causes.

The basis of the ASSET root cause analysis of an event is the following philosophy [3, 28]. Events result
from preceding occurrences due to latent weaknesses that were not prevented by quality control, nor by
preventive maintenance, and that were not discovered by plant surveillance and/or not covered by a
feedback programme. An occurrence exists when any element of equipment, personnel or procedure
fails to perform as expected. The root cause analysis is applied to an event, defined as a reportable
failure. In this context, the term ‘reportable’ may be used for events reported which are internal or
external to the plant and its headquarters, and for mandatory reporting of significant events to the
supervisory authorities. Most events are preceded by one or more occurrences, in each of which a single
element (of equipment, personnel or procedure) failed to perform as expected. The fundamental
approach to the ASSET method is shown in the following diagram [3]:

DISTUEBANCES TO
(NUCLEAR INSTALLATIONS)

SAFETY PERFORMANCE
(1) WHAT HA4PPENED? EVENTS

OCCUE. AND EECTUR
BECATISE OF

SAFETY PROBLEMS
(2) WHY DID IT HAPPEN? DIRECT CAUSES

DUE TO

SAFETY CULTURE
(F)IWHY WAS IT NOT PREVENTED?  ROOT CAUSES

According to ASSET, the objective of the root cause analysis is to establish exactly what happened and
why, so as to contribute to the prevention of repetitious events. The root cause analysis is a process with
three phases, namely:
e Investigation: the determination of what exactly happened, the identification of all the
occurrences making up the event and their temporal and logical relationships;
e Analysis: the analysis of selected (or all of the) occurrences;
e Formulation of recommendations: the identification of corrective actions on which to base
recommendations.
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INVESTIGATION

The purpose of the investigation phase is to obtain a clear, logical picture of what happened in the period
leading up to, as well as during, the event. The information required to build up this logical picture is
derived from a range of sources, some of which are listed below:

station operating log;

plant control log;

workshop logs and journals;

fire team logs (for fire events);

fire team incident reports (for fire events);

event reports (may be several at different times of origin);

investigation reports (may be several, each concerning specific areas of plant or activity);
interviews with plant personnel involved, either directly by the analysts or from transcripts taken
during other parts of the investigations/inquiries;

plant inspections;

plant safety analysis report and technical specifications;

construction, installation, maintenance records, etc.

The prime source of information is the discussion between the investigation team members and their
plant counterparts. It is thus very important to establish the rules of engagement. The investigation team
members should stress the importance of establishing a blame-free culture in the context of promoting a
good safety culture. It should be pointed out that there is no interest in blaming individuals or groups of
individuals. There must be an open flow of information in order to establish exactly what happened.

The outputs of the investigation phase are:

1.

2.

A title for the event, indicating the nuclear safety implications of the event as well as the
apparent lack, failure or deficiency that was involved.

A descriptive narrative a structured record of the event as derived from the investigation. From
the narrative the reader should be able to understand how the event unfolded in time and in logic.
Short sentences or statements increase clarity. It should be easy to identify the individual
occurrences, to find out what element failed and the nature of the failure. The occurrences should
be identified on the basis of narrative. ASSET uses the term ‘occurrence’ to describe the
situation in which an element of equipment, personnel or procedure failed to perform as
expected. The standard for what is expected is derived from the relevant specifications, e.g.
design specifications and acceptance criteria for equipment and systems, work specifications and
procedures for operational and maintenance work, training specifications and acceptance criteria
for personnel and scope, and style and quality specifications for procedures. The narrative is
complete when it does not leave questions unanswered and when it gives a complete picture of
the event in terms of the time sequence of the occurrences and of the equipment, procedures and
personnel involved.

A chronological list of occurrences, based on the narrative. It is important to identify quite
closely which person or group of persons failed to perform as expected. This is because later in
the analysis corrective actions in the shape of training and refresher courses will be discussed,
and it will be necessary to know to which category the person(s) who failed to perform as
expected belonged. Also, part of the corrective measures will be directed towards the
individual(s) who failed which makes it necessary to identify the person concerned. Personal
names, however, should not be included in a root cause analysis report. The chronological order
of occurrences is just another aid, like the title of an event and the narrative, to make sure that the
correct picture of the event has been established. If it is difficult to put the identified occurrences
in the right order, there might still be some information missing in the narrative.

A logic tree of the occurrences which make up the event. This is a schematic diagram,
illustrating the logical sequence in which the event unfolded and the logical relationships
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between the individual occurrences which make up the event. An example of a logic tree of
occurrences is shown in Figure2.1.5. Constructing the logic tree the following are noted:

e The earliest occurrence is shown at the bottom of the tree and the ‘event’ is at the top.

e Two or more occurrences are shown in parallel if the succeeding occurrence depends on
the existence of all of them, i.e. the event would not have progressed further if one of the
parallel failures had not happened.

e Single occurrences, or groups of parallel occurrences, are shown in series if the upper is a
logical consequence of the lower. To make it obvious why occurrences in series logically
follow one another, it is sometimes helpful to indicate the situation or state which exists
between them. The occurrences are shown in solid boxes, while the situation or state is
indicated in a dotted box.

e Arrowed lines are used to indicate the logical connection between occurrences (and
conditions).

e The occurrences in the logic tree are numbered for identification purposes.

e The nature of the occurrences is preferably indicated in the right hand margin of the page
presenting the logic tree. This can be only one of three possibilities: equipment,
procedure or personnel. The only purpose of identifying the nature of an occurrence is to
make sure that the right picture of the event has been created. If the nature of the event is
not quite clear, some information is still missing and must be obtained.

ANALYSIS

The analysis is applied to some or all of the occurrences identified in previous phases. If only a selection
of occurrences is to be analysed then a brief note regarding the reasons for selection should be made.
Occurrences chosen for analysis should be those judged to have the most significance for nuclear safety
or those which offer the best insights into the safety culture at the plant.

The ASSET analysis is in fact the process of completing the event root cause analysis form (ERCAF)
shown in Figure 2.1.6. The essential elements are the identification of the direct cause and the root
cause. The direct cause is the latent weakness in the element which failed. The root cause is either the
reason why the latent weakness was not discovered before an in-service failure, i.e. a failure of the
surveillance programme OR it stems from the inadequate restoration of a previously recognised latent
weakness. The direct cause has contributors stemming from deficiencies in quality control and/or
preventive maintenance programmes. The root cause has contributors which can only be deficiencies in
the management of, or the policy for, surveillance and/or experience feedback.

FORMULATION OF RECOMMENDATIONS

For each occurrence analysed, corrective actions are suggested to eliminate the latent weakness
identified, bearing in mind that prevention of repeated failures is paramount. For example, if a failed
piece of equipment has, for some compelling reason, to be replaced by an identical piece of equipment,
the corrective action should also address the frequency of maintenance and/or surveillance testing to
prevent further failures. Similarly, if the occurrence involves personnel and the corrective action
proposed concerns training or refresher training, attention should also be given to the frequency of
refresher training and to end of training testing (pre-service qualification).

The recommended corrective actions relating to the contributor to the latent weakness should
specifically address the quality issues identified in the analysis. The aim is that future quality control and
maintenance activities will ensure that further failures are avoided. The corrective actions offered to
address the root cause identified in the analysis should be specific enough to ensure that the latent
weakness will in future be identified before an in-service failure and/or that restoration activities are of
sufficient quality to reduce the probability of possible in-series failures in the future.
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The contributors to the root cause lie in the formulation of policies and their execution. The outcomes of
event investigation should include focused suggestions for improving policy and/or its implementation
to ensure future effectiveness of surveillance.

The corrective actions to be entered in the right-hand boxes of the root cause analysis form should be
both practically and economically feasible measures which support the organisation, its staff and
management in the enhancement of the prevention of incidents. Because different levels in the
organisation are addressed, it is important to include the appropriate levels of responsibility in defining
these corrective actions.

Quality control, typically, is performed prior to operation, which means quality control after
manufacturing of components and before they are stored for future use, examination of personnel after
training and before they are allowed to perform their job, and validation of procedures before release for
use at the plant. Effective quality control, preventive maintenance and surveillance require the
availability of clear and comprehensive acceptance criteria as a reference point. Preventive maintenance
is necessary to mitigate the degradation of the quality of equipment, procedures and personnel. Based on
experience, on information from the manufacturers, and taking into account the acceptance criteria,
structured programmes can be designed for periodic overhaul, cleaning and exchange of components
and equipment, periodic checks of procedures, refresher courses of personnel, etc.

Quality control and preventive maintenance programmes deal with expected degradation. Unexpected
weaknesses and unexpected degradation are guarded against by the deployment of surveillance
programmes. If an event has occurred, it means that the surveillance programme has been deficient. The
analyst must identify the specific deficiency and enter it in the appropriate box on the form.

As mentioned above, each occurrence relates to one latent weakness. However, the deficiencies in
quality control, preventive maintenance, acceptance criteria and surveillance, and their corrective
actions, usually have broader implications. In particular, policy and management aspects influence other
areas in the prevention of incidents. This means that plant personnel, performing ASSET root cause
analysis of many events, should produce corrective actions for each one of the identified latent
weaknesses, but should combine the results of analysis of related events to create a comprehensive
recommendation for corrective action in connection with quality control, preventive maintenance,
acceptance criteria and surveillance. A similar course should be followed in formulating corrective
actions regarding management and policy aspects.

Strengths

— Useful for investigation of generic events which are applicable to a large number of NPPs.

—Can be useful for investigating a single event of high safety significance which has related managerial
and organisational aspects.

— Useful for retrospective review of a population of events where a trend of recurring problems has
been identified.

Limitations

— Uses a different terminology and definition of root cause compared with other techniques.

— Because the method identifies deficiencies in management, organisation and higher policy issues,
knowledgeable senior staff with practical experience is needed to perform the analysis.

— Issues and corrective actions identified by ASSET method are often at high level, more pertinent to
management policy and philosophy, and of a generalised nature. This makes development of
concise, measurable, and achievable corrective actions difficult.

— ASSET services are no longer supported by the IAEA, and hence training and further improvements
for the ASSET method may no longer be available through IAEA [1, 2]

The ASSET method, when applied to discrete events of limited safety significance, develops root causes

which are at the higher managerial levels, and as a result generate more global corrective actions. Such

actions have been found to be difficult to implement due to issues relating to high cost and insufficient
focus of ownership and accountability. Additionally, in such cases, the potential exists to reduce the
impact and opportunity for learning from experience, if such global actions are transferred to other
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utilities in the international event reporting forum. Existing experience indicates that the application of
other available methods in this respect can be more effective than the ASSET method for discrete

events.

EVENT:

degradation of safety function “containment of radicactive material™ due to

loss of reliable fuel temperature indication due to the effects of fire

1

Occurrence 7:

failure of material of cable seal to M&DM cubicle to withstand fire

Egquipment

Occurrence 6:

failure of control engineer to make arrangements for fire watch in cable race
following his decision to leave fixed equipment 1solated
Personnel

incipient fire starting from hot weld debris on accumulated rubbish
Personnel

Oceourrence 5:

failure of welder to ensure that all was safe and cold before leaving

Personnel

the site of the work

Occurrence 4:

failure of welder to appreciate all the safety hazards relating to hus task

Personnel

Occurence 3:

failure of maintenance foreman to observe that the welder’s sense of safety
awareness had become eroded
Personmnel

Occurrence 2

Occurrence 1:  failure of fire engineer
to organize mspections of
Personnel

failure of contractors
to remove rubbish
cable race Personnel

Figure 2.1.5. Example of logic tree of occurrences used in ASSET analysis [3]
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IAEA EVENT ROOT CAUSE ANALYSIS FORM ASSET
Safety consequences due
Event title: o ininating fallure
SAFETY PERFORMANCE.: Comective
OCCURRENCE: What failed to perform as expected? actions
Occurrence by plant
title:
Personnel failure Occurrence results from a| [Ap- |Com- |Im-
failure during operation pro- |pre-  |ple-
Nature of the failure Equipment failure Occurrence results from a| |pri-  |hen- |ment-
deficiency discovered by ate  |sive |ed
Procedure failure periodic testing
SAFETY PROBLEMS: How to eliminate the TN |Ye|l |Yell¥o
DIRECT CAUSE: Why did it happen? problem? o
(Corrective actions by ASSET i
method)
Latent weakness of the I
element that failed to
perform as expected
Ceontributor to I
the existence of the latent
weakness:
Wot qualified
PrIOT to
operation. Poor
quality control
Qualification
degraded during
operation. Poor
preventive
Imalntenance
SAFETY CULTURE: How to prevent
ROOT CAUSE: Why was it not prevented? recurrence’
(Corrective actions by
ASSET method)
Deficiency in timely II1
eliminating the latent
weakness:
Detection
Eestoration
Contributor to the IV
existence of the
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Figure 2.1.6. Event root cause analysis form (blank) to be filled in result of ASSET analysis



2.1.4. RCA methods derived from HPES

To this group can be attributed the following RCA methods: HPIP, K-HPES, J-HPES, UK-HPES, HPIP;
MTO, AEB, PRCAP, CERCA, CAS-HPES.

K-HPES is a Korean-version HPES developed on the basis of INPO-HPES in 1993. The development of
K-HPES was an effort by KEPRI (Korea Electric Power Research Institute) to reduce human errors and
to enhance human performance in nuclear power plants (NPPs), and the programme is currently being
operated at all NPPs in Korea. KEPRI is now developing a computerised support system, tentatively
named CAS-HPES (computer-aided system for HPES), which facilitates the K-HPES analyser in
performing K-HPES analysis tasks [14].

2.1.4.1. HPIP - Human Performance Investigation Process

This process, called the Human Performance Investigation Process or HPIP, was developed to meet the
particular needs of US NRC personnel for the identification of root causes of human performance
problems [19]. HPIP leads the investigator through the technique to perform an in-depth investigation of
human contributions to an event. HPIP combines current procedures and field practices, expert
experience, human performance research, and the best applicable investigation techniques. This
blending of experience and proven techniques results in a system that is intuitive, easy to learn and to
use, and that helps event analysts to perform better field investigations of human performance problems.
The Human Performance Investigation Process is a systematic method for investigations of nuclear
power plant events that involve human performance issues. HPIP can be flexibly applied by the
investigator, by choosing to use only the investigation techniques, forms, etc. that are needed.
The HPIP method is based on a simplified fault tree, and provides six investigative modules
(procedures, training, verbal communications, organisational factors, human engineering, and
supervision) for determining the root causes of human performance related events. There are six tools
(techniques) that comprise a flexible HPIP procedure for identifying the root causes of human
performance problems. These six tools are:

e Events and Causal Factors Charting

e SORTM (Stimulus, Operation, Response, Team performance, Management) a guide to HPIP
Modules
Barrier Analysis
HPIP Modules
Change Analysis
CHAP - Critical Human Actions Profile.
The HPIP Flow Chart (Figure 2.1.7) portrays the process graphically and consists of three parts:

e The NRC HPIP Flow, which displays the steps used to investigate an event (centre column of the

diagram);
e The Purpose of each major section of the process (left column of the diagram);
e The Tools which are the investigation techniques required to perform each major section of the
process (right column of the diagram).

Some of the HPIP tools (Events and Causal Factors Charting, Barrier Analysis and Change Analysis) are
universal; they are briefly outlined in chapter 3 of this report.
SORTM is a simple paper-and-pencil expert system that provides basic questions, similar to those that
an expert human performance investigator would be expected to ask during an event investigation.
These questions are presented as a Yes/No logic tree. SORTM ensures consistency in the breadth of
contributors that are considered during an investigation. The answers to SORTM’s questions lead the
investigator to those human performance areas most likely to have contributed to human error during the
accident / incident. SORTM, therefore, helps the investigator allocate investigation effort to those areas
where the causes of human error are most likely to be identified.
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Figure 2.1.7. The HPIP flow chart [19]

The Critical Human Action Profile (CHAP) is an operationally oriented investigation technique, roughly
based on the human factors technique of task analysis. An investigator using CHAP identifies and
records all the critical human actions. A critical human action is one that, if performed correctly, could
have prevented the event from occurring or could have significantly reduced the event’s consequences.
CHAP provides several techniques to help an investigator identify the critical human actions. The list of
critical human actions can then be analysed using SORTM or, if special expertise is needed, the list can
provide a starting point for investigation assistance by a human performance expert. CHAP does not

35



have to be used for every investigation, but should be used when identification of the causes of the event
is difficult or controversial, when extremely complete documentation of the event is required, or when
assistance from human performance experts is needed. HPIP offers the following advantages [22]:

e Itis especially designed to meet regulatory needs;

e The methods of analysis of root causes are enhanced with the experience in human
performance gathered by experts;

e It enables resident inspectors to make a preliminary assessment immediately after the
occurrence of an event;

e (Consequently, it strengthens communication with the support team, improving the
systematisation of the investigation conducted and the evaluation to be made by the group;

e [t allows the employment of different techniques of root causes analysis;

e Regulatory actions can be focused on safety conditions during operation and maintenance;
therefore, the impact of human performance on the development of events can be more easily
identified;

e It contributes to the identification of programmatic causes, which will be used to assess the
corrective actions taken by the utility at the organisational level;

e Asaresult of the analysis, deterioration in the Quality/Safety Culture can be detected.

With respect to its application, this method presents the following limitations:

e Specific training of inspectors is needed. This aspect becomes significant in the trial
applications of the method that will be carried out as part of this project, since it involves an
additional effort on the part of the staff not included in the project;

e [t can only be applied to aspects related to human performance; hence, to make a complete
analysis of an event, other techniques have to be applied beforehand in order to detect its
direct causes.

A more comprehensive description of HPIP methodology can be found in the document [19].

2.1.4.2. MTO - Man-Technology-Organisation Investigation

MTO (Man-Technology-Organisation Investigation) is a systemic theory with a focus on the interactions
between people, technology and organisations. It is a modified version of the HPES method adopted by
the Swedish nuclear industry. This method leads to the identification of root causes related to human and
organisational factors. The MTO method uses three basic tools, relating to event and cause analysis,
barrier analysis and change analysis. To structure the process events and causal factors flow-charts are
used. MTO investigations are mostly used for significant events related to human and organisational
factors. Proper training in the application of MTO is required to conduct an MTO investigation.
The basis for the MTO-analysis is that human, organisational, and technical factors should be focused
equally in an accident investigation [62]. The essence of the MTO method is illustrated in Figure 2.1.8.
The MTO-analysis is based on the employment of three commonly used tools:

1. Structured analysis by use of an event and cause diagram;

2. Change analysis by describing how events have deviated from earlier events or common practice;

3. Barrier analysis by identifying technological and administrative barriers which have failed or are

missing.

The first step in an MTO-analysis is to develop the event sequence longitudinally and illustrate the event
sequence in a block diagram (see Figure 2.1.8 - the MTO-analysis worksheet). Then, the analyst should
identify possible technical and human causes of each event and draw these vertically to the events in the
diagram.
The next step is to make a change analysis, i.e. to assess how events in the accident’s progression
deviated from the normal situation, or common practice. Normal situations and deviations are also
illustrated in the diagram below.
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Further, there is an analysis of which technical, human or organisational barriers failed or were missing
during the accident’s progression. All the missing or failed barriers are illustrated below the events in
the diagram. The basic questions in the analysis are:

e What may have prevented the continuation of the accident sequence?

e What may the organisation have done in the past in order to prevent the accident?
The last important step in the MTO-analysis is to identify and present recommendations. The
recommendations should be as realistic and specific as possible, and might be technical, human or
organisational.
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Figure 2.1.8. MTO-analysis worksheet [62, 68]

Strengths: Describes the context of event analysis in terms of necessary background knowledge and
organisational structure. Has a strong connection to human factors.

Limitations: Limitations of specific techniques applied (i.e. barrier analysis, ECFC, change analysis)
are apparent.

2.1.4.3. AEB - Accident evolution and barrier function

This method was developed by O. Svenson (1991) [114]. The AEB method models the interaction
between human and technical systems. It consists of the narrative of the accident, the flow chart model
of human and systems malfunctions, errors and failures, and barrier function analysis.

As a basic principle for classification in the AEB method, the evolution leading to an accident evolution
is modelled as a chain or sequence of malfunctions, failures, and errors in human and technical systems
[114]. With reference to this, a distinction is made between barrier functions and barrier systems. A
barrier function represents a function (and not, e.g., an object) which can arrest the accident evolution so
that the next event in the chain is never realised. Barrier systems are those maintaining the barrier
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function. Such systems may be an operator, an instruction, a physical separation, an emergency control
system, and other safety-related systems, components, and human factors organisational units [114].
More generally, a barrier function can be defined as the specific manner by which the barrier achieves
its purpose, whereas a barrier system can be defined as the foundation or substratum (or embodiment)
for the barrier function, i.e., the organisational and/or physical structure without which the barrier
function could not be accomplished. The use of the barrier concept should be based on a systematic
description of various types of barrier systems and barrier functions, for instance as a classification
system. This will help to identify specific barrier systems and barrier functions and to understand the
role of barriers, in either meaning, in the history of an accident [114].

The distinction between barrier systems and barrier functions was used as the basis for a general
Accident Evolution and Barrier Function (AEB) model [114]. This model represented the development
of an accident as a sequence of steps belonging to either the human factors / organisational system or the
technical system (see Figure 2.1.9). Each step represents either (1) the failure or malfunction of a
component or (2) an incorrectly performed function within each system, and the barrier functions are
used to indicate how the development of the accident could be arrested. In Figure 2.1.9 barrier functions
are shown as two parallel lines “//.

Hum an factors - Teclnial
ongankatinalsystean systan
| 72
/2
HO1 > Tl
| /13
/4
HO2 | T2
I /5
'
HO3 T3

Figure 2.1.9. The Accident Evolution and Barrier (AEB) function model [114]

The AEB model proposed three different barrier systems, namely physical, technical, and human
factors/organisational. Coupled with most links in this sequence of malfunctions, failures, and errors in
human and technical systems there are opportunities to arrest the accident evolution through barrier
functions, (e.g. a physical barrier function) controlled by barrier function systems (e.g. a computer-
controlled lock). In contrast to a tree representation of the contributing factors to barrier function
failures, this method implies that failures and failing barrier functions are analysed at successively more
detailed levels.

Strengths: AEB method formalises the links between human performance and technology and uses the
barrier function in a more graphical way. It is particularly focused on failures and errors and free to use.
Limitations: Does not present all the data in the AEB main flow chart and hence runs the risk of
missing potential relevant contributory factors. Sometimes issues emerge while deciding when to stop
going further back in the chain and barrier function analysis.
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2.1.4.4. PRCAP - The Paks Root Cause Analysis Procedure

Developed in Hungary, PRCAP was originally an adaptation of HPES and MORT [1, 2]. Nevertheless,
significant modifications and amendments of these methods were made to satisfy the specific interests
and practices of safe and reliable operations at the Paks NPP. PRCAP represents a disciplined approach
to systematic investigations and analysis of root causes of events that occur at operating NPPs. PRCAP
includes a number of techniques such as change and barrier analysis, event and causal factor charting,
event tree drawings, and causal factor searches.

CERCA: Developed in Hungary, CERCA is a computer based event investigation documentation
method in use at the Paks NPP.

2.1.5. SOL - Safety through Organisational Learning

SOL (Sicherheit durch Organisationales Lernen - Safety through Organisational Learning) was initially
developed by the research group in 1997 under the guidance of Bernhardt Wilpert at the Berlin
University of Technology in collaboration with the TUV [115-117]. It was initially developed for the
nuclear power industry; however, a version for the chemical industry exists and a computer supported
version was developed as well in 1999. The SOL method has been adopted by the Swiss and German
nuclear industries as standard procedure for their in-depth event analyses. SOL aims at facilitating
organisational learning from events by supporting the process of analysing events, ensuring its
standardised conduct and mobilising expert knowledge and creativity in the analysis.

The SOL method covers the identification of human factors as well as technical, organisational and
management factors. During the first phase of the analysis the event objective data is collected, without
questioning its significance (see Figure 2.1.10). In the second phase the data is organised into elements
of the event as individual actions performed by the personnel, organisational unit or systems. This is
then classified chronologically by each person and represented in an actor-action-time illustration. The
method uses a predetermined set of direct causes and contributing factors. On the basis of the selected
direct causes, the method proposes questions to be addressed to help identify the contributing causes.
These elements are successively added to the actor-action-time illustration, thus facilitating the progress
of the investigation and the further collection of information.

Analysing events with SOL is conceptualised as a backward oriented problem-solving process [68, 115-
117]. SOL operationalises the concept of event analysis in a set of two standardised process steps: (1)
the description of the actual event situation, and (2) the identification of contributing factors. For both
steps guidelines have been developed which support the event analyst. As the first step of the analysis, a
situational description is constructed. The information needed for the description of the event is gathered
by interviews and document analysis. A set of questions helps the analyst to ask the right questions in
order to completely reconstruct the course of an event. Based on the STEP method [101] the information
collected is broken down into a sequence of so-called event-building blocks, i.e. the event is broken
down into a sequence of single micro-events to clarify and illustrate what happened [68, 115-117]. For
each event-building block the information is categorised according to the actor (human and technical
actors), the action, the point in time of the action, the location (where the action takes place) and
additional remarks. Thus, an event is determined by a sequence of individual actions by different actors.
The starting point of an event (i.e. the first event-building block) is defined as the first deviation from a
warranted course of action. These deviations are identified by contrasting actions against formal
procedures and technical system design, or against ‘normal’ system performance, based on the appraisal
of an event analyst. The end point (i.e. the last event-building block) is defined as the recovery of a safe
system state. The situational description illustrates only observable facts (what happened). Actions
which were not shown, as well as hypotheses about potential causes, should not be incorporated into the
situational description. Each event-building block is ordered graphically in a time-actor diagram, which
provides an overview of the recomposed event and serves as an important information source for the
subsequent identification of contributing factors.
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The identification of contributing factors, i.e. the second step, is conducted in the following way: for
each event-building block a separate analysis is conducted. A guideline with categories of possible
contributing factors — the identification aid — supports this second step. The identification aid consists of
categories of potential contributing factors which cover individual, technical, group, organisational and
inter-organisational aspects to guarantee a sufficient scope of investigation.

uilding blocks

: [dentification of contributing factors
P soL Directly and indirectly contributing factors

Evaluation of factors

!

|dentification of corrective actions

!

Documentation

i

Reporting systems / Event data bases

Figure 2.1.10. SOL and SOL-VE analysis procedure [116, 117]

In order to support the identification of contributing factors, each factor is assigned to a general
question. For instance, the factor ‘working conditions’ is transferred into the question: ‘Could the
working conditions have affected the operator’s performance?’ For each factor several specific examples
are given to support the analysts, e.g. for ‘working conditions’ the examples are time pressure, noise,
heat, lights or disturbances. Thus, the aid contains general questions related to possible contributing
factors covering each of the five sub-systems in order to ensure the comprehensiveness of the analysis.
Since it is assumed that an event analyst may not be exclusively a human factors specialist, the aid also
gives illustrative examples of potential influences on contributing factors with the aim of stimulating
creative problem solving processes. These examples are concrete enough to cover a broad range of
potentially contributing factors, but they are not meant to be exhaustive. To guarantee the
comprehensiveness of the analysis all general questions are linked to others. These so-called cross-
references are theoretically and empirically based. If one question is answered in the affirmative, the
team is guided to answer another set of questions in order to identify other potentially contributing
factors. Contributing factors are roughly divided into direct and indirect factors. The analysis process
starts with the identification of direct factors which are linked to a couple of indirect factors due to the
cross-references. For instance, if the direct factor ‘personal performance’ is identified, a cross-reference
to the indirect factor ‘training’ is given. By these cross-references mono-causal thinking and attaching
too high a significance to active errors should be overcome. Finally, all identified contributing factors
are added to the time-actor-matrix (see Figure 2.1.11), thus successfully completing the reconstruction
of the event and its causes.
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Figure 2.1.11. Example of the SOL time-actor diagram with contributing factors [116]

Overall, SOL is assumed to overcome the above mentioned problems in analysing events. The
separation of information search and identification of contributing factors prevents premature
hypotheses leading to a restricted information and causal search. The cross-references between potential
contributing factors support the identification of factors remote in time and space (latent failures),
prevent a focus on solely individual contributions and avoid mono-causal thinking by the analysts. The
identification of contributing factors for each single event-building block prevents premature hypotheses
and the identification of contributing factors due to past accidents. Finally, the questions and examples
in the identification aid support the analysts in identifying ‘out of sight’ factors (e.g. factors that
contribute by their absence).
In summary, SOL ensures sufficient scope of investigation by introducing 21 categories of possible
contributing factors, with more than 160 specific and illustrative examples. SOL provides degrees of
freedom for the analyst’s problem solving, but at the same time standardises the process of analysis. It
requires a multidisciplinary team in order to ensure a broad approach.
SOL-VE (SOL —Versio Electronica) is an MS-Windows based software tool for event analysis,
including the administration of events and associated corrective actions within a database. It covers the
identification of human factors as well as technical factors, and supports the whole procedure of event
analysis as a problem solving process. Tests and experience show that it fulfils the necessary criteria and
that it is a useful and easy to handle method. The application includes database functions that allow
trending of the various root causes across all event investigation results [2, 115-117].
SOL develops the concept of event analysis in a set of standardised process steps [62, 68, 69, 115-117].
A set of three specific instruments is aimed at supporting the process of event analysis, to ensure its
standardised conduct while at the same time mobilising expert knowledge and creativity in the analysis,
which can be compared to a backward oriented problem solving process:

1. Guideline for the description of the situation;

2. Guideline for the identification of contributing factors;

3. Guideline for the reporting of the event.
Guideline for Description of the Situation.
As soon as possible after an event occurred the whole event must be described, i.e. recording what
happened between a starting point and an end point of the event. An accidental event is determined by a
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sequence of individual actions by different actors (maybe a person or a technical component).The
starting point is defined as the first alarm or the first perceived deviation from a warranted course of
action. The end point is defined as the recovery of a safe system state. The description aims to separate
the processes of information gathering and interpreting this information. Similarly to the STEP method
(Sequential Timed Events Plotting) [68, 102], the event is broken down into a sequence of event-parts,
i.e. single actions of different actors (person or machine), and event building blocks, and no contributing
factors should be identified at this stage.

Guideline for the Identification of Contributing Factors (CFs).

This guideline takes the analysts through the individual steps of an event analysis in a certain sequence.
It provides the standardisation of the analysis process. Every single action (representing an ‘event
building block”) identified in the description of the situation should be analysed by asking the question
‘why’. Each event building block is located within a time-actor diagram. This graphic charting of the
individual building blocks of the event is completed by identifying contributing factors. Every
contributing factor is complemented by adding further contributing factors. The contributing factors are
related to five subsystems shown in Figure 2.1.12. Thus, a graphic chart is developed which represents
the event and all contributing factors in their whole complexity.

Technology

Individual Team

Organization Organizational
environment

Figure2.1.12. Socio-technical system model of event genesis [68, 118]

SOL differentiates directly contributing factors from indirectly contributing ones. Six factors are deemed
to be directly contributing in terms of their direct and immediate contribution to the genesis of an event:
a) information; b) communication; c¢) working conditions; d) personal performance; e) violation; f)
technical components.

Indirectly contributing factors are seen to be those which are temporally and spatially somewhat more
distant from the actual event evolution, but nevertheless often crucial for the event. A list of 19
categories of contributing factors (later extended to 21) was collated to assist the search for contributing
factors : 1. Information; 2. Communication; 3. Working conditions; 4. Personal performance; 5.
Violation; 6. Operation scheduling; 7. Responsibility; 8. Control and supervision; 9. Group influence;10.
Rules, procedures and documents; 11. Qualification; 12. Training; 13. Organisation and management;
14. Feedback of experience; 15. Safety principles; 16. Quality management; 17. Maintenance; 18.
Regulatory and consulting bodies; 19. Environmental influence.

All possible contributing factors are transferred into general questions. Thus, the aid contains general
questions related to possible contributing factors for each of the five subsystems and so ensures the
comprehensiveness of the analysis. These questions serve as a support to the team’s problem solving
process by giving them an idea of how certain factors could have contributed to the occurrence of the
event.

Guideline for reporting of the event

This guideline is an aid for the composition of the event description, the event report, and the allocation
of descriptors. The event description constitutes a comprehensive documentation of the process of
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analysis and provides the main basis for the NPP’s internal organisational learning. The guideline
ensures the standardisation of reports in all NPPs; it contains information about the role, form and
writing of the event report, and also information about the classification of contributing factors for
statistical analysis.

The evaluation of SOL was conducted in two separate steps: (1) an empirical evaluation by conducting
experiments with student samples and (2) expert judgments of actual use in the nuclear power and
chemical industries. Overall, the results showed that the SOL methodology may help to overcome the
above mentioned biases [116]. Specifically, the subjects exhibited broad causal search, multi-causal
thinking, and consideration of factors beyond individual errors. SOL was also evaluated for its
applicability by international scientists and practitioners in the field. Practitioners from nuclear power
plants judged that SOL leads to at least as good, or even better, results than conventional methods which
were used in the German industry. SOL was judged to be an analysis methodology which supports
practitioners in NPPs and enhances systemic thinking and a questioning attitude. Meanwhile, the
computerised version SOL—VE has been adopted by the Swiss and German nuclear power industries as
the standard procedure for their in-depth event analyses.

2.1.6. TRIPOD

Research into the TRIPOD concept started in 1988, when a study by the Universities of Leiden and
Manchester that was contained in the report “TRIPOD, A principled basis for accident prevention’ [152]
was presented to Shell International Petroleum Exploration and Production Company. The idea behind
TRIPOD is that organisational failures are the main factors in accident causation [62, 71, 152]. The
Tripod theory uses an approach to safety aimed at the underlying problems that lead to incidents. It
emphasises that the immediate causes (unsafe acts, people’s errors), do not occur in isolation but are
influenced by external factors — organisational or environmental preconditions. Many of these factors
themselves originate from decisions or actions taken by planners, designers or managers who are far
away from the scene of the accident — the latent failure. The nature of latent failures means that they
usually have a broad impact. Hence, identifying and addressing them will bring wider benefit when
compared to the immediate cause of the accident. These ‘latent’ factors, when contributing to an
accident, are always followed by a number of technical and human errors. The complete TRIPOD-model
2 is illustrated in Figure 2.1.13.

Substandard acts and situations do not just occur — they are generated by mechanisms acting in
organisations, regardless of whether or not there has been an accident. Often these mechanisms result
from decisions taken at a high level in the organisation. These underlying mechanisms are called Basic
Risk Factors (BRFs), and BRFs may generate various psychological precursors which may lead to
substandard acts and situations. Examples of psychological precursors to slips, lapses and violations are
time pressure, and being poorly motivated or depressed. According to this model, eliminating the latent
failures categorised in BRFs, or reducing their impact, will prevent psychological precursors,
substandard acts and operational disturbances. Furthermore, this will result in prevention of accidents.
The identified BRFs cover human, organisational and technical problems.

The different Basic Risk Factors are defined in Table 2.1.1. Ten of these BRFs relate to ‘operational
disturbance’ (the ‘preventive’ BRFs), and one BRF is aimed at controlling the consequences once the
operational disturbance has occurred (the ‘mitigation’ BRF). There are five generic prevention BRFs (6-
10 in Table 2.1.1.) and five specific BRFs (1-5 in Table 2.1.1.). The specific BRFs relate to latent
failures that are specific for the operations to be investigated (e.g. the requirements for tools and
equipment are quite different in an oil drilling environment compared to an intensive care ward in a
hospital). These 11 BRFs have been identified as a result of brainstorming, a study of audit reports,
accident scenarios, a theoretical study, and a study of offshore platforms.
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Figure 2.1.13. The complete TRIPOD model [62, 71]

Table 2.1.1. The definitions of the basic risk factors (BRFs) in TRIPOD [62, 71]

No | Basic Risk Factor Abbr. Definition
1 | Design DE Ergonomically poor design of tools or equipment
(user-unfriendly)
2 | Tools and equipment TE Poor quality, condition, smtability or availability of
materials, tools, equipment and components
3 | Mamntenance MM No or inadequate performance of maintenance tasks
management and repairs
4 | Housekeeping HK No or insufficient attention given to keeping the work
floor clean or tidied up
3 | Error enforcing EC Unsuitable physical performance of mamntenance
conditions tasks and repairs
6 | Procedures PR Insufficient quality or availability of procedures,

gmidelines, instructions and manuals (specifications,
“paperwork”, use in practice)

7 | Tramming TR No or msufficient competence or experience among
employees (not sufficiently suited/inadequately
tramed)

& | Communication co No or meffective communication between the various

sites, departments or emplovees of a company or with
the official bodies

9 | Incompatible goals IG The situation in which emplovees must choose
between optimal working methods according to the
established rules on one hand, and the pursuit of
production, financial, political, social or individual
goals on the other

10 | Organisation OR Shortcomings in the organisation’s structure,
organisation’s philosophy, organisational processes
of management strategies, resulting in madequate or
wneffective management of the company

11 | Defences DF No or insufficient protection of people, matenal and
environment against the consequences of the
operational disturbances.

TRIPOD Beta

The TRIPOD Beta-tool is a computer-based instrument that provides the user with a tree-like overview
of the accident that was investigated. It is a menu driven tool that guides the investigator through the
process of making an electronic representation of the accident. TRIPOD Beta is distributed by Tripod
Solutions (for more information, see [71]).

TRIPOD Beta-tool merges two different models, the HEMP (‘The Hazard and Effects Management
Process’) model and the TRIPOD Beta accident causation model. This merging has resulted in an
incident causation model that differs conceptually from the original TRIPOD model. The HEMP model
is presented in Figure 2.1.14.

The TRIPOD Beta accident causation model is presented in Figure 2.1.15. This chain is used to identify
the causes that lead to the breaching of the controls and defences presented in the HEMP model.
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Although the model presented in Figure 2.1.15 looks like the original TRIPOD model, its components
and assumptions are different. In the Beta-model the defences and controls are directly linked to unsafe
acts, preconditions and latent failures. Unsafe acts include how the barriers were breached and the latent

failures why the barriers were breached. An example of a TRIPOD Beta accident analysis is shown in

Figure 2.1.16.
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Figure 2.1.14. ‘Accident mechanism’ according to HEMP [62, 71]
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Figure 2.1.15. TRIPOD Beta Accident Causation Model [61, 70]
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Figure 2.1.16. Example of a TRIPOD Beta analysis (abbreviations explained in table 2.1.1) [62, 71]
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2.1.7. STEP - Sequential Timed Events Plotting

STEP (Sequential Timed Events Plotting) - a multi-linear method for accident analysis was developed
by K. Hendrick and L. Benner in 1987 [68, 102, 118]. They proposed a systematic process for accident
investigation based on multi-linear event sequences and a process view of the accident phenomena. In
STEP, an accident is a special class of process, whereby a perturbation transforms a dynamically stable
activity into unintended interacting changes of states with a harmful outcome. In this multi-linear
approach, an accident is viewed as several sequences of events, and the system is broken down into a
structure consisting of interacting events, in sequences or in parallel. STEP provides a comprehensive
framework for accident investigation from the description of the accident process, through the
identification of safety problems, to the development of safety recommendations.

STEP is built based on four key concepts:

1. Multi-linear event sequence, aimed at overcoming the limitations of the single linear description
of events. Neither the accident nor its investigation is a single linear chain or sequence of events.
Rather, several activities take place at the same time. This is implemented in a worksheet with a
procedure to construct a flowchart to store and illustrate the accident process (see Figure 2.1.17).

2. The description of the accident is performed by universal events building blocks. A building block
describes one event, i.e. an event is defined as one actor performing one action. To ensure that
there is a clear description the events are broken down until it is possible to visualise the process
and be able to understand its proper control. In addition, it is necessary to compare the actual
accident events with what was expected to happen. The event Building Block format for data is
used to develop the accident description in a worksheet.

3. Events flow logically during a process. Arrows in the STEP worksheet illustrate the flow. This
concept is achieved by linking arrows to show proceed/ follow and logical relations between
events. The result of the third concept is a cascading flow of events representing the accident
process from the beginning of the first unplanned change event to the last connected harmful
event on the STEP worksheet.

4. Both productive and accident processes are similar and can be understood using similar
investigation procedures. They both involve actors and actions, and both are capable of being
repeated once they are understood.

With such a process concept, a specific accident begins with the action that started the transformation
from the described process to an accident process, and ends with the last connected harmful event of that
accident process.

The STEP worksheet provides a systematic way to organise the building blocks into a comprehensive,
multi-linear description of the accident process. The STEP worksheet is simply a matrix, with rows and
columns. There is one row in the worksheet for each actor. The columns are labelled differently, with
marks or numbers along a timeline across the top of the worksheet, as shown in Figure 2.1.18. The
timescale does not need to be drawn on a linear scale; the main point of the timeline is to keep events in
order, i.e., how they relate to each other in terms of time. An actor is a person or an item that directly
influences the flow of events constituting the accident process. Actors can be involved in two types of
changes, adaptive changes or initiating changes. They can either change reactively to sustain dynamic
balance or introduce changes to which other actors must adapt. An action is something done by the
actor. It may be physical and observable, or it may be mental if the actor is a person. An action is
something that the actor does and must be stated in the active voice.

The organisation of the events is developed and visualised as a ‘mental motion picture’. The
completeness of the sequence is validated with three tests. The row test verifies that there is a complete
picture of each actor’s actions through the accident. The column test verifies that the events in the
individual actor rows are placed correctly in relation to other actors’ actions. The necessary and
sufficient test verifies that the early action was indeed sufficient to produce the later event, otherwise
more actions are necessary. The STEP worksheet is used to show a link between the recommended
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actions and the accident. The events represented in STEP are related to normal work and help to predict
future risks. The safety problems are identified by analysing the worksheet to find events sets that
constitute the safety problem. The identified safety problems are marked as triangles in the worksheet
(see Figure 2.1.18). These problems are evaluated in terms of severity. They are then assessed as
candidates for recommendations. A STEP change analysis procedure is proposed to evaluate
recommendations. Five activities constitute this procedure: the identification of countermeasures to
safety problems, the ranking of the safety effects, assessment of the trade-off involved the selection of
the best recommendations, and a quality check.

T, Time
I ] ] ] ] ] -._
Actor A
Actor B
Actor G
Actor D
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Figure 2.1.17. STEP worksheet [62, 68, 70, 102, 118]
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Figure 2.1.18. Simplified example of the STEP worksheet applied to air traffic incident NAX541 [118]

STEP is relatively simple to understand and provides a clear picture of the course of events. However,
STEP only asks the question, which events happened in the specific sequence of events under analysis.
This means that events mapped in STEP are separated from descriptions of the normal functioning of
socio-technical systems and their contexts. For example (see Figure 2.1.18), the STEP diagram
illustrates that the requested switch to another frequency was delayed, but not why. Instead, STEP only
looks for failures and safety problems, and highlights sequence and interaction between events. STEP
interpretation and analysis depend extensively on investigator experience. STEP is suited to describing
tractable systems, where it is possible to describe the system in full, the principles of functioning are
known, and there is sufficient knowledge of key parameters.
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2.1.8. A remedy-oriented event investigation system

A remedy-oriented system for systematically analysing and evaluating human-related incidents
occurring in nuclear power plants is proposed in Japan [38]. This system aims particularly at identifying
causal factors and at deriving proposals for specific hierarchical countermeasures. Unlike conventional
methods (e.g. HPES), which are based on a check-sheet format, are thus devoid of logical methodology
for conducting the analysis, and which thus lack the means of searching for underlying causal factors,
and which do not record factual information on the sequence of events, the system presented by Takano
et al incorporates innovative techniques such as: (a) a modified fault tree method for searching the
underlying causal factors, (b) compilation of related events into sequential charts, (c) a technique for
devising proposed hierarchical redundant countermeasures, and (d) implementation procedures set out in
a practical manual form for easy familiarisation and application.

Through several trial applications, this method has been shown to permit the identification of underlying
causal factors, even down to those associated with the software aspects of human action and state of
mind, and with the mode of management, organisation, operating rules and document forms, all of
which are liable to be overlooked.

The overall structure of a remedy-oriented system is shown in Figure 2.1.19. The system comprises the
three constituents of Implementation Procedure, Evaluation Forms and Evaluation Guides, which are
individually detailed in what follows.

SYSTEM
CONSTITUENTS SUBSTANCES
system —_A. Implementation 1. Correct understanding of events
Procedure 2. Circumstantial analysis
3. Causal analysis
4. Proposing countermeasures
1. Summary Report Forms

B. Evaluation Forms
B —[ 2. Circumstantial Analysis Forms

1. Worksheet for Fact-finding

— C. Evaluation Guide survey
Interview Technique Guidance
Interview Survey Check List
Task Analysis Worksheet
Table of Causal Factor Categories
Action Mode — Causal Factor
Category Matrix

7. Table Correlating Causal Factors to
— Countermeasures

SR

Figure 2.1.19. The overall structure of a remedy-oriented system [38]

The Implementation Procedure, originally developed through a three-fold trial application in Japanese
nuclear plants, furnishes instructive advice on how to proceed on analysis and evaluation; the Evaluation
Forms provide the format in which to record the results of analysis; and the Evaluation Guides are to aid
personnel in efficiently performing their tasks in operations of analysis and evaluation. One part of the
system constituents — covering records of circumstantial analysis — prescribes the use of check-sheets,
similar to the HPES evaluation forms, and patterns of form presenting features that are common with the
HPES have been adopted, so as to permit the carrying out of statistical analyses. The forms specified for
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performing the circumstantial analyses, however, have been modified from those of the HPES, to be
more suited to use in the Japanese nuclear industry. The Summary Reports describe originally devised
forms in which to record the major results obtained by applying the newly developed techniques and
method mentioned.

Of the foregoing three constituents, the Implementation Procedure plays the key role. It is divided into
four stages, which are further subdivided into 15 steps in all (see Table 2.1.2). For each step, the
Implementation Procedure Manual indicates concisely the sequence of procedures to be followed, the
formats for recording the results of analysis (in generalised form and accompanied by illustrative
diagrams), and the methods and items to be surveyed, together with an indication of the particular
Evaluation Guide that contains the relevant reference material.

Evaluation Forms comprise two parts that complement each other, and which cover (a) Circumstantial
Analysis, and (b) Summary Report. Both parts are stored in the database.

The seven Evaluation Guides have been devised applying the latest knowledge in human-factors
engineering, to ensure efficient implementation free form oversight of the prescribed operations of
survey, analysis and evaluation in proper sequence. The Guides, in the form of worksheets for easy use,
have been prepared bearing in mind their application to case studies of the knowledge available in
human-factors engineering.

The most notable features of the proposed system include the implementation of Procedure Manuals,
which has significantly reduced the time required for personnel to become familiar with the system, and
which has extended the range of application to all personnel wishing to use the system. Also, the
modified fault tree method has made it possible to search for underlying causal factors, even down to
those associated with the software aspects of human action and state of mind, which are highly liable to
be overlooked. This modified fault tree method further serves usefully in proposing hierarchical
redundant countermeasures that are more practically applicable and functionally effective than is
possible with the current method. Another merit of our system is that the results obtained with it can be
directly utilised for reporting to plant managers charged with implementing the countermeasures. The
Summary Report Form contains a succinct description of the sequence of events, which can serve as
useful material for subsequent activities aimed at promoting plant operation safety.

Table 2.1.2. Implementation procedure of 4 stages and 15 steps

Stage Step

1. | Correct understanding of events 1. | Correctly note sequence of states presented in
equipment, and effects of change in state

2. | Identify the relevant trigger action

3. | Identify the sequence of tasks involving the trigger
action

Draft sequential chart of related events

2. | Circumstantial analysis Fill in circumstantial analysis forms A, B, C

3. | Causal analysis List causal factors of trigger actions
Identify direct causal factors
9. | Identify indirect/potential causal factors

10. | Complete causal relation chart

4
5.
6. | Complete sequential chart of related events
7
8

4. | Proposal of countermeasures 11. | Propose level 1 countermeasures

12. | Propose level 2 countermeasures

13. | Propose level 3 and 4 countermeasures

14. | Evaluate the proposed countermeasures

15. | Complete the table of proposed countermeasures
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2.1.9. HF- compatible RCA method

This method was presented by W. Preischl (GRS) [42]. Derived from behavioural science, task
objectives (usefulness for in-depth analysis of notifiable events; fitness in established technical
approaches for root-cause analysis, suitability for generation of recommendations for improvements,
knowledge base for further HF-activities and OEF), and limitations of practical work, this method
consists of Event description, Event model, M/M-system model and Performance shaping factors (PSF)
modules. Structures of the Event model and the M/M-System Model are presented in Figs. 2.1.20 and

2.1.21. Interaction of Event / Man-Machine-Systems (A) / PSF Modules is illustrated in Figure 2.1.22.
Time t

SE1 |SE2| SE3 SEi

L/
/ 1

Rec 1 —1 Final Rec

Figure 2.1.20. Structure of the event model (SE — sub-event, Rec — recovery actions) [42]

Some characteristics of the HF-System: it includes PSF-modules such as ‘Information‘, ‘Action‘,
‘Person‘, ‘Environment‘, ‘Organisation‘ etc., and about 150 items (in total about 400 hierarchically
structured items). Each module is provided by a system of pre-defined descriptors; additional coding for
each item and grouping in accordance with PSF classification are possible. Special groups for the
aspects ‘Safety culture‘, and ‘Precautions for failure detection / failure compensation’ are established.

PSF external demands PSF
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l object
demands . .
Human demands L Interactionobject
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s techn.component or I
* person .
. other element of the behavior
* cognitive process )
action plant
/ communication
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PSF documentation PSE

Figure 2.1.21. Structure of Structure of the M/M- System Model [42]
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Figure 2.1.22. Interaction of Event / Man-Machine-Systems (A) / Modules [42]
2.1.10. 3CA - Control Change Cause Analysis

This method has its origins in a cooperative project run by Humber Chemical Focus and the UK Health
& Safety Executive between May and November 2000 [73]. The venture was aimed at line managers of
chemical sites in the Humber region and sought to develop their skills in identifying underlying causes
of accidents and incidents. The project aimed to equip people with tools to help them investigate and
identify lessons to be learned.
Most incidents contain more than one event that requires explanation, and often there are several.
Identifying events for root cause analysis can be approached in a number of ways. One of the first
methods considered was Energy Trace and Barrier Analysis (ETBA); this uses ‘unwanted energy flows’
as the defining characteristic. ETBA was evaluated and found not to interface adequately with the root
cause method. What was needed was a different tool for identifying problematic events - a simpler root
cause tool, one that structured the process of inquiring into underlying causes, but without burdening the
user with long lists of prompts, and one that did not use the energy flow concept. This produced a
generalised form of barrier analysis called ‘Control Change Analysis’ (or 2CA), still present as the first
part of a new prototype - 3CA. In 2007-08, the NRI Foundation and HSE, working in partnership,
produced the B-form of 3CA [73].
The results of trials of applying 3CA in a number of different companies and organisations suggested
that 3CA:

e is quick to learn;

e provides a structured way of taking the specific events and outcomes of an incident through to

the relevant areas of the safety management system, identifying ineffective ones;

e is systematic and reproducible;

e produces visible results that are easy to communicate;

e isrecordable and can be audited.
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Control Change Cause Analysis — 3CA — is designed to help investigators structure their inquiries into
the underlying cause of incidents and to make it easy for others to review their reasoning. The manual
[73] provides an explanation of the 3CA method and a description of the process.

An incident or accident happens as part of a continuous flow of changes. From this complex whole, the
3CA analyst selects facts by applying various tests of relevance to the incident or accident. The analyst
sets out these facts in a worksheet to form explanations and sets of questions. The result of the analysis
is a concise description of the incident — seen in terms of changes and limitations in the control of
changes — and a set of questions that the investigator needs to fill gaps in the description.

The analyst can begin the 3CA process as soon as they have the basic facts about what happened. It is
best to start early, because the analysis is likely to raise questions. In most investigations, the 3CA
analysis will be revisited one or more times; as new facts emerge, the analyst can answer the questions
posed earlier. These answers sometimes trigger new questions.

In 3CA, the analyst treats accidents and incidents as a sequence of events in which unwanted changes
occur. This sequence begins with the moment that control is reduced and ends with the moment that
control is restored. Some of the events in the sequence are ‘significant’ in the sense that they increase
risks or reduce control in the situation, so allow further unwanted changes to occur. The first job for the
3CA analyst is to identify these significant events. With the set of significant events established, the
analyst identifies what measures could have prevented them or limited their effects. To ensure the
thoroughness of this identification, the analyst describes each significant event in terms that make
explicit who/what is acting, the action and who/what is acted upon. In this way, the analyst scrutinises
all the elements of unwanted change from the point of view of prevention. The analyst has to identify in
what ways prevention was ineffective. In the first part of the analysis the focus is on tangible barriers
and controls, those at the operational level. Next, the analyst restates the facts as differences between
what was expected (based on norms such as standards and procedures) and what was true in the actual
situation. The differences between the actual and expected situations provide the agenda for the rest of
the analysis. The investigator seeks to account for these differences in terms of the reasoning used by
people responsible for the barriers and controls, the organisational and cultural factors that influenced
the situation and the systems and management arrangements that caused or allowed the difference to
exist.

The analysis runs in parallel with other investigative efforts; after the initial 3CA analysis, it is likely
that one or more revisions will be made as further enquiries yield new insights and, in some cases, new
questions. The initial 3CA analysis is performed in two parts, as in the sequence described below and
indicated in Table 2.1.3.

In the first part, you complete column 1 (the significant events) before completing column 2 (the barriers
and controls). You finish the first part of the analysis by setting priorities in column 3; these priorities
decide the sequence for the second part of the analysis. In the second part of the analysis, you complete
columns 4 and 5 for one significant event at a time.

In 3CA, an event is defined as a moment of change. To be significant in 3CA terms, an event must
significantly decrease the control over subsequent events and/or increase significantly the risk of
subsequent unwanted events. The analysis begins by identifying a set of significant events from the
wider collection of events that comprise the incident. The outcome of this part of the 3CA process is a
list of the events marking important moments of unwanted change. It is important that you select items
for analysis from a full, rather than a partial set of events. If the picture of what happened, and how, is
incomplete, you may miss events that warrant inclusion in the analysis. To ensure completeness, you
might consider using an ‘event sequencing’ method (such as Events and Conditional Factors Analysis —
ECFA, ECFA+ or other).

The detailed step-by-step recommendations, aids and tips on how to perform the 3CA procedure,
including an illustrated approach to 3CA (see Figure 2.1.23.) and a system prompt list, are presented in
[73].
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Table 2.1.3. Schematic showing sequence of the 3CA analysis [73]
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Figure 2.1.23. Diagram showing how to perform 3CA using a graphical approach [73]
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2.1.11. FRAM - Functional Resonance Analysis Method

The Functional Resonance Accident Model, with its associated Functional Resonance Analysis Method

(FRAM), considers safety as an emergent property of the socio-technical system as a whole [118].

Rather than physical components and sequences of events, functions and function performance are the

units of analysis. A function may be defined as ‘a set of actions that a system performs or is used for,

which are valuable for the achievement of a set of goals’. FRAM embodies a systemic approach for
accident analysis and is based on four principles:

1. Both successes and failures result from the adaptations that organisations, groups, and individuals
perform in order to cope with complexity. Success depends on their ability to anticipate,
recognise, and manage risk. Failure is due to the absence of that ability (temporarily or
permanently), rather than to the (organisational, human or technical) inability of a system
component to function normally.

2. Complex socio-technical systems are by necessity underspecified and only partly predictable.
Procedures and tools are adapted to the situation, to meet multiple, possibly conflicting goals, and
hence, performance variability is both normal and necessary. The variability of one function is
seldom large enough to result in an accident.

3. The wvariability of multiple functions may combine in unexpected ways, leading to
disproportionately large consequences. Successes and failures are therefore emergent phenomena
that cannot be explained by looking solely at the performance of (organisational, human or
technical) system components.

4. The variability of a number of functions may resonate, causing the variability of some functions
to exceed normal limits, the consequence of which may be an accident. FRAM as a model
emphasises the dynamics and non-linearity of this functional resonance, but also its non-
randomness. FRAM as a method therefore aims to support the analysis and prediction of
functional resonance in order to understand and avoid accidents.

FRAM takes into account the non-linear propagation of events based on the concepts of normal
performance variability and functional resonance. The analysis consists of four steps (that may be
iterated):

Step 1: Identifying essential system functions and characterising each function by six basic parameters.
A function is defined as an action of a component of the system. The nature of the functions may be
technological, human, organisational, or a combination of human, technology and/or organisation. The
functions are described in terms of six aspects: their input (I, that which the function uses or transforms),
output (O, that which the function produces), preconditions (P, conditions that must be fulfilled to
perform a function), resources (R, that which the function needs or consumes), time (T, that which
affects time availability), and control (C, that which supervises or adjusts the function). They may be
described in a table and subsequently visualised in a hexagonal representation (FRAM module, Figure
2.1.24). The main result from this step is a FRAM ‘model’, with all basic functions identified.

Step 2: Characterising the (context dependent) potential variability through common performance
conditions. Eleven common performance conditions (CPCs) are identified in the FRAM method to be
used to elicit the potential variability: (1) availability of personnel and equipment; (2) training,
preparation, competence; (3) communication quality; (4) human—machine interaction, operational
support; (5) availability of procedures; (6) work conditions; (7) goals, number, and conflicts; (8)
available time; (9) circadian rhythm, stress; (10) team collaboration; (11) organisational quality. These
CPCs address the combined human, technological, and organisational aspects of each function. After
identifying the CPCs, the variability needs to be determined in a qualitative way in terms of stability,
predictability, sufficiency, and boundaries of performance.

Step 3: Defining the functional resonance based on possible dependencies/couplings among functions
and the potential for functional variability. The output of the functional description of step 1 is a list of
functions, each with their six aspects. Step 3 identifies instantiations, which are sets of couplings among
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functions for specified time intervals. The instantiations illustrate how different functions are active in a
defined context (see Figure2.1.25). The description of the aspects defines the potential links among the
functions. For example, the output of one function may be an input to another function, or produce a
resource, fulfil a precondition, or enforce a control or time constraint. Depending on the conditions at a
given point in time, potential links may become actual links; hence adjustment of the model for those
conditions is recommended. The potential links among functions may be combined with the results of
step 2, the characterisation of variability. That is, the links specify where the variability of one function
may have an impact, or may propagate. This analysis thus determines how resonance can develop
among functions in the system. For example, if the output of a function is unpredictably variable,
another function that requires this output as a resource may be performed unpredictably as a
consequence. Many such occurrences and propagations of variability may have the effect of resonance;
the added variability under the normal detection threshold becomes a °‘signal’, a high risk or
vulnerability.
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Figure2.1.24. Example of a FRAM module [118]

Step 4: Identifying barriers for variability (damping factors) and specifying required performance
monitoring. Barriers are hindrances that may either prevent an unwanted event taking place, or protect
against the consequences of an unwanted event. Variability is materialised due to trade-offs in face of
multiple conflicting goals within available time. In this context, it is necessary to have barriers that both
damp unwanted variability and facilitate desirable variability. Hence, barriers can be seen as both
hindrances and enablers. On the one hand, barriers may either prevent an unwanted event from taking
place, or protect against the consequences of an unwanted event. On the other hand, they may enhance
the capabilities allowing the system to continue its operation. Barriers can be described in terms of
barrier systems (the organisational and/or physical structure of the barrier) and barrier functions (the
manner by which the barrier achieves its purpose). In FRAM, four categories of barrier systems are
identified.

Compared with other accident analysis methods, for example STEP, FRAM refrains from looking for
human errors and safety problems, but tries to understand why the incident happened. Since FRAM
addresses both normal performance variability and the specifics of an adverse event, it broadens data
collection of the analysis compared to a STEP-driven analysis: thus the development of the incident is
contextualised in a normal socio-technical environment. Through asking questions based on the
common performance conditions and linking functions in instantiations, FRAM identifies additional
factors and the context of why performance varied becomes apparent.

In relation to the question of when each method should be used, the type of incident and system to be
analysed needs to be taken into account. With respect to other methods, FRAM is better suited to
describing tightly coupled, intractable systems of which the system described in [118] is an example.
Because FRAM does not focus only on weaknesses but also on normal performance variability, this
provides a more thorough understanding of the incident in relation to how work is normally performed.
Therefore, FRAM may lead to a more accurate assessment of the impact of recommendations and the
identification of factors left unexplored with other methods that may have a safety impact in the future.
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While the chain of events is suited for failures of one or more components,, it is less adequate to
satisfactorily explain system accidents.
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Figure2.1.25. Example of a FRAM instantiation applied to air traffic incident NAX541 [118]

Three practical implications are found. The first is that FRAM provides new ways of understanding
failures and successes, which encourages investigators to look beyond the specifics of the time sequence
and failure under analysis, moving the analysis into the conditions of normal work. The second is that
FRAM models and analyses an intractable socio-technical system within a specific context. Third, since
other accident analysis methods, for example STEP, and FRAM are based on different understandings of
the nature of accidents, their combined application during accident analysis provides complementary
perspectives, and may contribute to a more comprehensive understanding of, and more effective
learning from, an incident or accident.

While FRAM as a model has been accepted in the majority of discussions with practitioners and seems
to fulfil a need for understanding intractable systems, as a method it is still young and needs further
development.

2.1.12. CAS-HEAR - Computer-Aided System for Human Error Analysis & Reduction
2.1.12.1. Underlying model of CAS-HEAR

To conduct a systematic and thorough analysis of human error in an accident, it is essential to
understand the process of accident causation. Of the aforementioned techniques, some are based on a
model of accident causation. The models, however, do not include all elements related to the occurrence
of an accident; hence, analyses using these techniques may be effective but are ultimately incomplete.

A managerial error analysis system, referred to as HEAR (Human Error Analysis & Reduction), was
developed for use in the Korean railway industry [17]. HEAR, which includes a detailed procedure,
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useful tools, and recording forms, was initially developed for human error analysis [65]. CAS-HEAR
(Computer-Aided System for HEAR), a web-based system, was then designed to increase the quality
and efficiency of human error analysis using the HEAR procedure. To develop HEAR and CAS-HEAR,
the advantages and disadvantages of existing techniques for human error analysis were thoroughly
reviewed, and a complete model of accident causation was developed, from which the main components
of the analysis are derived (see Figure 2.1.26).
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Figure 2.1.26. Accident causation model of CAS-HEAR [17]. H/W — hardware, S/W - software

The model explains how an accident or a near-miss occurs, what types of events can contribute to the
accident, which factors can influence the events, and how to prevent an event or an accident. For an
accident to occur, the initiating event must occur by penetrating barriers in a normal situation. There are
three types of events: 1) human failure (error or violation by an operator); 2) technical failure (a fault in
hardware or software); 3) external intrusion (e.g. a person on the railway tracks). When an event occurs,
the entire system in operation enters into an unsafe situation. In this situation, another event occurs by
breaking through the barriers, or humans or protective systems detect and recover from the event. In the
latter case, if the intervention is implemented in a timely and accurate manner, or if luck is involved, a
near miss results; otherwise, an accident/incident results, with loss of life and/or property, or the entire
system continues in the risky and sometimes worsened situation. According to this model, human error
can occur at two different stages: the ‘occurrence’ stage and the ‘intervention’ stage. In other words,
human error can be not only a new event, but also a failure of human responses to events that have
already occurred. A variety of factors can cause human error. Local factors which include human
factors, task characteristics, tools/equipment, and the work environment influence human performance
directly. Likewise, local factors are under the influence of organisational factors that include
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organisational processes/policies, supervision, the safety culture, system design and maintenance,
procedures, and training.

This model can help prevent analysts from missing any important aspects of human error analysis,
which include event sequence analysis, context analysis, root cause analysis, barrier analysis, and the
analysis of error detection and recovery processes.

2.1.12.2. Procedure of CAS-HEAR

The procedure of CAS-HEAR was developed based on the aforementioned model of accident causation.
It also maximised the strengths and minimised the weaknesses of the earlier techniques, considering
both the quality and efficiency of human error analysis. The analysis procedure and data flow of CAS-
HEAR are depicted in Figure 2.1.27. The procedure consists of nine steps. It starts by selecting the
human errors to be analysed in detail and ends after evaluating the corrective actions that are developed.
This procedure is a ‘Lite’ version of the original HEAR [17, 65], which omits some parts judged to be
inadequate for a computer-based analysis. It is assumed that all related information (e.g. physical
evidence, documents, and the initial statements of people involved) has been collected and that the
accident sequence analysis has already been completed. For each step, worksheets and guidelines are
provided.

Full details of the separate steps of the CAS-HEAR procedure are as follows:

1. Select human errors to be analysed.

Human errors to be analysed are selected from the accident sequence. In other words, the analyst
determines the critical human errors for each of which a detailed causal analysis is needed. Essentially, it
is recommended that analysts select all human errors in the sequence. However, in cases that involve
numerous human errors, it may be inefficient to perform a causal analysis (Step 3 - Step 6) of all human
errors. For this reason, a number of elimination criteria (e.g. ‘Human errors triggered by the preceding
error, if there is no particular cause except the preceding human error, can be eliminated.”) are given.

2. Analyse the context.

For each of the human subjects who committed the selected errors, the context is analysed. Four tables
are provided for analysing, respectively, operator-related, task-related, environment-related, and
organisation-related contexts. Each table consists of approximately 11 factors, with a total of 45 factors.
For each factor, the content is recorded and the degree of influence on the accident is rated on a five-
level scale, ranging from ‘very low’ to ‘very high’. Each contextual factor has links to the causal factors
analysed in Step 4, and causal factors related to the contextual factors rated as ‘high’ or ‘very high’ are
highlighted, to support the task of identifying error causes. For each of the selected human errors, Steps
3 to 6 are iterated.

3. ldentify error types.

First, the task types related to the error are selected. Second, the error types are determined. CAS-HEAR
provides five error types. Four of these are based on a model of human decision making — perception
error, situation assessment error, decision-making error, and execution error. The other type refers to
violations. Each type is re-divided into several sub-types. More than two types can be selected.

4. ldentify error causes.

All factors that influenced the occurrence of the error, often known as ‘performance-shaping factors
(PSFs)’, are identified, by using a given classification scheme. The classification scheme has 13
categories: the mental states of the operators, the physical states of the operators, the
knowledge/experiences/abilities of the operators, task characteristics, tools/equipment, the work
environment, training/infrastructure, rules/procedures, human resource management, communications,
team factors, supervision, and the organisational processes/policies/culture. Each category consists of
approximately 10 factors, with a total of 138 causal factors. The classification scheme also includes
causal links between the factors in order to reduce the complexity of finding the root causes. As
mentioned above, causal factors linked to contextual factors rated as problematic in Step 2 are
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considered as candidate causes. After a causal factor is selected as an error cause, other factors that
influenced the factor are identified by following the causal links. This process is repeated until the root
causes of the error are found. While finding error causes, a why-because tree, which depicts all causes of
an error and their causal relationships, is automatically drawn.
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Figure 2.1.27. The CAS-HEAR procedure and data flow [17]

5. Analyse error handling.

Error handling processes, including error detection and recovery, are analysed. First, factors related to
when, how and by whom the error was detected are analysed. Then, if the error was detected by
someone, when, how and by whom the error was recovered from, are analysed. Lastly, the factors that
had positive or negative influences on the detection and recovery processes are identified.

6. Analyse barriers.

First, there is an analysis of whether or not barriers existed that could have prevented the error from
occurring. If they existed, the reason behind the failure of each barrier is analysed. Second, there is an
analysis of whether or not barriers existed that could have prevented the error from proceeding to an
accident. If they existed, the reasons for the failure of each of these barriers are analysed. A barrier can
be of two types: the first is a physical barrier, such as an automatic train control (ATC) system; the
second is an administrative or procedural barrier, such as standard operating procedures (SOPs).

7. Review causal analysis.

In this step, the analysis results of Steps 3 to 6 (i.e. the types and the why-because tree of each error, the
factors that had negative effects on error detection and recovery, and the failed barriers and their causes)
are put together. The key causes of the accident are then determined.

8. Develop corrective actions.
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For the key causes, corrective actions are derived in two dimensions. The first of these focuses on
improving physical systems, while the second focuses on improving administrative systems and
procedures. For each category, several subcategories are provided, so that analysts can develop
corrective actions from various viewpoints.

9. Evaluate corrective actions.

Each corrective action developed in the previous step is evaluated by four criteria, which are adapted
from SMARTER (specific, measurable, accountable, reasonable, timely, effective, and reviewable) of
TapRooT® [20].

Major Aiding Features of CAS-HEAR

There is no doubt that root cause analysis, which corresponds to Step 4 of the CAS-HEAR procedure, is
the most important and demanding step in an accident analysis or human error analysis. Although many
existing techniques provide a comprehensive taxonomy of causal factors, it is often cognitively
demanding and time-consuming to find the causes of a certain error from among so many (sometimes
over a hundred) possible causes. Furthermore, even if a list of causes was selected from a classification
scheme, determining causal relationships between the causes so that the root causes can be found is
another complicated task. There is a strong need to maximise the efficiency of this process without
losing the quality of the result. Thus, CAS-HEAR focuses on aiding the task of finding the root causes
of human errors. For this, Hollnagel’s ideas [64], linking causal factors (‘genotypes’ in his words) with
contextual factors (‘common performance conditions’ in his words) and making links between causal
factors, were refined and extended for practical use in the railway industry. Figure 2.1.28 shows a
schematic picture of the links between contextual and causal factors and the links between causal
factors. The links are predefined; they are incomplete but plausible. Contextual factors marked as
problematic send their related causal factors (1.1, 1.2, 2.3, 2.1, 3.1, and 3.4 in Figure 2.1.28) to the ‘error
cause analysis’ step, where the causal factors are highlighted and used as candidate causes. Causal
factors marked as error causes (1.1 and 2.3), from both the highlighted and non-highlighted causes, send
their related causal factors (1.7, 3.8, 4.1, 4.4, 9.5, 3.1, 6.1, 6.2, and 7.13) to the analysis of the second-
level causes. Likewise, causal factors marked as second-level causes (9.5, 3.1, and 7.13) send their
related causal factors to the analysis of the third-level causes. This is the method by which the error
cause analysis of CAS-HEAR proceeds. If a causal factor selected as an error cause has no further link
(9.10 and 7.17), other factors that are not linked to it are searched, or the cause analysis of the error
ends.

Linking contextual factors with causal factors

As an accident or a human error occurs in a specific context, it is unnecessary to examine all causal
factors in a given taxonomy; it is often impractical in the field because there are a great many accident
or incident cases to be analysed, while time and resources are limited. For any given context, there are a
number of causal factors that are more likely to apply compared to others. Therefore, it is often helpful
to use the result of assessing the context as the basis for determining the probable causes of an error. As
a starting point for this approach, a simple matrix is proposed [64], indicating the relationship between
the common performance conditions (CPCs) and the main genotype groups. However, this simple
matrix is not very helpful in practice. Hollnagel also noted that developing a specific version of the
matrix is necessary for use in practice for a given domain. In CAS-HEAR, probable links between 45
contextual factors and 138 causal factors are provided. In other words, each contextual factor has links
to causal factors related to it.
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Figure 2.1.28. Links between factors of CAS-HEAR [17]

As mentioned in the description of the CAS-HEAR procedure, the analysis of the context is conducted
as the second step of CAS-HEAR. Figure 2.1.29 displays part of the context analysis. For each human
subject, four tables (operator-related, task-related, environment-related, and organisation-related) are
recorded. While the content of a contextual factor is recorded, the corresponding contents of other
subjects are shown on the left side of the display as a reference. This aiding feature will be particularly
helpful when analysing the environment-related and organisation-related factors; in many cases, the
subjects involved in an accident are in the same work environment and in the same organisation. If the
influence on the accident of a contextual factor is rated as ‘high’ or ‘very high’, such as ‘sleeping hours’
in Figure 2.30, the causal factors (e.g. ‘physical fatigue’) related to it are highlighted in the ‘error cause
analysis’ (Step 4) for human errors by the subject, as shown in Figure 2.31. The highlighted causal
factors can be used as candidate causes of the errors. In addition, part of the results of the context
analysis related to the highlighted causal factors is presented on the left side of the display for reference.
The predefined links between contextual factors and causal factors are not complete, but they reduce the
complexity of the analysis. The analysis of the context enables a prior sensitisation of the various
causes, but it cannot lead to the exclusion of any of them. The highlighted causal factors should not be
used as absolute criteria, but only as a reference.

Linking between causal factors

Accidents occur due to multiple layers of factors rather than one factor alone. Most human errors also
occur due to several levels of causes. Therefore, for an effective error analysis, not only the immediate
causes but also the root causes of the error should be determined. Although a large number of
classification schemes for error causes have been used in various industries, it is not easy to find the root
causes of an error using these schemes. They merely provide a list or a structured taxonomy of possible
error causes, and do not produce information about relationships between the error causes. If possible
relationships between various causes are provided, the root causes of an error will be found relatively
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easily. To determine completely the causal links between causal factors is impossible, but it is possible
to establish effective links based on theory and experience.

In contrast to other classification schemes, CREAM [65] provides possible links between the groups of
error causes. However, the elements and links between them should be extended for practical use in a
particular domain. Considering these limitations of existing schemes, CAS-HEAR selected 138 causal
factors for the railway industry, classified them into 13 categories, and determined possible causal links
between the 138 causal factors.
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Figure 2.1.29. CAS-HEAR display for context analysis [17]

In the analysis of the causes of an error (Figure 2.1.30), when the analysis of a category (e.g. ‘2.
Physical states of operators’) was completed, and if more than one factor (e.g. ‘2.1. physical fatigue’) in
the category were checked as error causes, the analyst clicks the button ‘why-because tree’. A new
window displaying a why-because tree of the error then appears, as shown in Figure 2.1.31. A
description of the error at hand is in the first column of the table; factors that have been checked as error
causes, the first-level causes, are shown in the second column.

63



[ Why-Because Tree ] | Hurman error #1 |v] | 4. ldentify Error Causes M

Profile of Human Error 1. Mental states Z Ehysical 3 Ko fhipe 4. Task char. 2 lools S mork 2 Trding
e slates /Abilities Equipment environment Infrastructure
Human error #1
Bl m,' . 11. Team factors 12, Supervision 13. Org. processes/policies/culture
Procedures Communications
1) Subject : driver(#2661)

|

2) Details ¢

The driver did not ohserve the red 2. Did physical states of the operator affect the error?

signal, so did not reduce the speed

of the train (#2861} [Describe the details) .

Check all factors thal were associated with the occurrence of the error.

Causal Factor Description
Related Contextual Factors

21 Fhysical fatigue Fatigue e.g, due to long shift or lack of rest
Lisleeping huues 22 | [ |Physicalillness The symptoms of physical iliness (e.. fever, headache) 1
1) Day before accident : 3 hr 23 [0  Alcohol ar drug use Use af alcohol or drugs priar to or during working hours
2) Aws, of the week before accident : T "
4 hr 2.4 El s larle el The sense of sight or hearing was impaired temporarily e,9, due to tunnel pass or noise,

heating impairment
58 O] Fhsicel properties Warker's physical properties (e.g. heighl, weidght, hand size} were inadequale for the task or
toals/equipment.

26 [ General motor ability Lack of motor abilities to perform a task (.9, muscolar strenath, agility)

27 [  Ase gender ‘Worker performance was influenced by age- or gender-related factors

28 [0 Etc. (descrition needed) | ]

Figure 2.1.30. CAS-HEAR display for error cause analysis: the main window
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Figure 2.1.31. CAS-HEAR display for error cause analysis: pop-up windows

For each first-level cause, the second-level causes should be found. When ‘find the next level of causes’
is selected from a context menu, which is created by pressing the right button of the mouse, a new
smaller window appears. It shows a list of possible second-level causes from the predefined links
between causal factors. The results of the context analysis are also used in this window. Among the
causes in the list, causal factors that are related to contextual factors rated as problematic are highlighted
(e.g. ‘inadequate management of working hours’ in Figure 2.1.31). In addition, part of the results of the
context analysis, which is related to the highlighted causal factors, is presented on the top of the window
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as a reference. If there is no appropriate factor in the list, searching for other factors by typing in
keywords is possible. Factors that are selected as the second-level causes, whether highlighted or not,
are placed in the third column of the table. The causal relationships between the first-level and the
second-level causes are indicated using an arrow. In this way, the third-level, fourth-level, and fifth-level
causes (and other causes, if they exist) can be found. This process is continued until the root causes of
the error are found. If a causal factor is selected in the pop-up window and generated in the why-because
tree, it is also checked automatically in the main window of the error cause analysis. According to the
predefined links, causal factors included in the latter categories, in particular the 12th and 13th
categories, are more likely to be the root causes of an error.

The why-because tree is automatically generated while an error cause analysis is conducted. Figure
2.1.32 shows an illustration of a completed why-because tree. Marking a box (i.e. a cause) as the key
cause of the error (e.g. the shaded boxes in Figure 2.1.32), deleting a box, and moving the location of a
box are allowed using the context menu.

A prototype of CAS-HEAR, a web-based support system, was developed to reduce the high cognitive
load in the analysis of human error and to improve the quality of the analysis. This system helps the
analyst to find multiple levels of the causes of an error and their causal relationships, using predefined
links between contextual factors and causal factors, and links between causal factors. In addition, the
support system is based on a complete accident model, which helps the analyst to conduct a thorough
analysis without missing any significant part of the human error analysis.

The procedure of CAS-HEAR was subjectively evaluated by experienced field analysts at KORAIL
(Korea Railroad Corporation). Its usefulness in human error analysis was confirmed; in particular, the
links between contextual and causal factors, and the links between causal factors, were recognised as
highly effective and efficient. However, field applications of CAS-HEAR that are more extensive in
scope are clearly needed before its actual use in the field. These tests are expected to be conducted when
the system is fully implemented and its use in field analyses is approved by the relevant regulatory
authorities.

Although CAS-HEAR was developed specifically for the railway industry, it can be used in other
industries with minor modifications. Some aspects of the contextual factors and causal factors may need
to be customised for a particular industry. The examination of the transferability of CAS-HEAR to other
domains represents another potential future task.
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2.1.13. Apollo root cause analysis

Unlike the majority of previous root cause analysis methods, the Apollo Root Cause Analysis (ARCA)
problem solving method does not use any pre-defined grouping or categorisation scheme or check list of
possible causes or causal factors. The ARCA method is based on the assumption that the goal of the
analysis is not to find the root cause, but to identify the most effective solution to prevent the primary
effect. It is based on a Cause and Effect principle that holds true for everything that happens [25]. The
Cause and Effect Principle provides four basic characteristics that allow us to understand reality in a
simple, structured way. These four characteristics are as follows:
1. Cause and effect are the same thing;
2. Causes and effects are part of an infinite continuum.
3. Every effect has at least two causes in the form of actions and conditions;
4. An effect exists only if its causes exist at the same point in time and space.
Some specific terms and definitions are used in the ARCA process:
e Action causes — momentary causes that bring conditions together to cause and effect;
e Conditional causes — causes that exist over time prior to the companion action and create the
relevant environment for event to occur;
e FElemental causal set — fundamental causal element of all that happens. It is made up of an effect
and its immediate causes that represent a single causal relationship. The causes consist of an
action and one or more conditions. Causal sets, like causes, cannot exist alone. They are part of a
continuum of causes with no beginning or end.
The Apollo Root Cause Analysis method has four phases:
e Defining the problem;
e Creating a Realitychart;
¢ Identifying effective solutions;
e Implementing the best solutions.
The Apollo Root Cause Analysis (ARCA) starts with complete problem definition, which should
include four elements, presenting answers to following questions: a) what is the problem (primary effect,
recurrence of which should be prevented); b) when did it happen; c) where did it happen; d) what is the
significance of the problem.
Creating a Realitychart has five elements or steps:
1. For each primary effect, ask ‘why’;
2. Look for causes of primary effect in actions and conditions;
3. Connect all causes with ‘Caused By’;
4. Support all causes with evidence;
5. End each cause path with a symbol ‘?’ or a reason for stopping.
Performing these five steps produces the elemental causal set, made up of an effect and its immediate
causes — an action and one or more conditions. Then each cause is treated as effect, and the five-step
procedure is repeated, generating the next elemental causal set. By continuing this process further,
elemental causal sets are combined to form a reflection of common reality, just like a jigsaw puzzle —
the Realitychart having no boundaries. If some elemental causal sets do not fit, they are probably part of
another problem. Each causal path is ended with a symbol ‘?” or when a valid reason for stopping is
identified. A symbol ‘?’ indicates our point of ignorance, denoting our lack of knowledge and the need
to get more information. There are four valid reasons for stopping the further expansion of the
Realitychart: a) reaching the desired condition; b) reaching the situation without control; c¢) finding new
primary effect when need to do a separate analysis is identified; d) finding other more productive cause
paths.
Identifying effective solutions. Since an infinite number exists of causes of an event connected through
causal relationships in many ways, an infinite number of possible solutions exist. The solution may
affect one or several causes in a chain, such that the problem does not occur anymore, but the cause,
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which could be fixed most effectively, does not have to be at the end of a cause and effect chain. The
goal of the investigator is to find the best solution, which must meet the following criteria: a) prevent
occurrence; b) be within our control; ¢) meet the set goals and objectives (not to cause other
unacceptable problems and provide reasonable value for its cost). An effective solution is found by
challenging each cause in the Realitychart and checking possible solutions against the best solution
criteria.

Implementing the best solutions. Implementation of solutions should be based on the effective
problem-solving programme, showing the inherent value of the identified most effective solutions and
convincing all stakeholders about their effectiveness. This programme should be oriented to continuous
improvement and institutionalisation of defined problems.

2.1.14. Other RCA related event investigation methods

Organisational accident theory and analysis.

Over the past decade a significant change has gradually occurred in how we perceive events—both
accidents and incidents [98]. They are now understood not only as the immediate and direct
consequence of adversely combined technical failures and/or human errors, but also as the result of a
historical background and an unfavourable organisational context. A historical background, in as much
as a number of decisions and unfavourable circumstances at safety level progressively generate a pre-
accident situation, long before the occurrence of the initiating event and the triggering of the accident
sequence. The historical context of the accident is analysed through the progression in time of the pre-
accident situation (the ‘accident incubation period’). In addition, this situation of pre-accident safety
deterioration may be worsened, speeded up, or even precipitated through specific conditions in the
organisational context, such as increasingly heavy competition, new environmental and climatic
conditions, etc. The analysis of these conditions and their impact on the organisation in charge of
managing the hazardous system (aircraft fleet, nuclear power plants (NPP), chemical plant facilities,
railway network, etc.) constitutes the second specific aspect of an organisational accident analysis.

The concept of organisational accidents refers to an accident examined from an organisational
perspective. Here, organisation is taken in the broad sense of the term; it is the in-house organisation of
the business directly implicated in the accident, but also, by extension, of other businesses or institutions
indirectly implicated, including sub-contractors, safety control organisations, etc. It may extend to the
organisation of an entire industrial sector. This point of view may be extended according to the
requirements of the accident analysis and an effective curative or preventive action. The benefit of this
concept is its capacity to escape the fatality of unforeseen accidents and repeated accidents or incidents,
apparently all different, and to develop preventive action insofar as possible.

One of the most significant aspects of the theory of organisational accidents is that it considers the
accident as resulting from concurrent local, technical and human causes, and broader organisational
causes or factors, possibly generic, often pre-existing, which play an aggravating role in the case of a
dysfunction, namely by reducing defences, or even by generating other dysfunctions which make it
worse. Accident analysis, seen from this organisational angle, owes its richness to the construction
(implicit or explicit) of what may be called an ‘organisational network’ of the accident. Little by little,
the impact made by all those involved in various capacities in the accident, as well as by their institution
and, within this institution, by their managers and senior managers responsible for the work organisation
and work situations, leads to building empirically the actual accident network in time and space, and
beyond the organisational theoretical structures. Acting in this way enables us to do something which is
rarely done as a rule. That is, to highlight the consequences of the most recent decisions, taken in real
time, at the moment of the accident or just before, as well as the most distant decisions, going back to
the design stage of the technical installations or the setting up of the business organisation, the
weaknesses of which were suspected, if not clearly identified, by their designers.

Standard accident analysis methods rely on ‘causal methods’; this approach demonstrates limitations
with regard to taking into account interactions between events, temporal dependencies and non-causal
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relations between events. In other words, these methods are insufficient to reveal the organisational
factors at the origin of the occurrence and/or development of an accident. One way to progress in the
field of accident analysis would be to carry out an analysis of the organisational type addressing three
issues, as a complement to causal analysis:

¢ historical reconstitution of the event, going as far back as possible in order to ‘catch’ the first
signs of situation deterioration;

e development of an organisational network of the event, or ‘laying bare’ the relations,
dependencies and interactions of the actors involved and their entities, in order to locate the
organisational dysfunctions;

e inspection of the organisation’s background in order, among other things, to identify decision
making, and ‘re-question’ the role of managers and their level of implication in the occurrence of
the event.

In conclusion, the approach recommended fits into a company policy of organisational vigilance
concerning safety problems, contributing to a more effective prevention policy.

Methods for analysis of dynamic systems: GO method, digraph / fault graph, event sequence
diagrams, Markov modelling, dynamic event logic analytical method and dynamic event tree analysis
method [45].

The GO method is a success-oriented system analysis that uses 17 operators to aid in model
construction [45]. It was developed by ‘Kaman Sciences Corporation’ during the 1960s for reliability
analysis of electronics for the Department of Defense in U.S.

The GO model can be constructed from engineering drawings by replacing system elements with one or
more GO operators. Such operators are of three basic types: (1) independent, (2) dependent, and (3)
logic. Independent operators are used to model components requiring no input, and the dependent
operators require at least one input in order to have an output. Logic operators, on the other hand,
combine the operators into the success logic of the system being modelled. With the probability data for
each independent and dependent operator, the probability of successful operation can then be calculated.
The GO method is used in practical applications where the boundary conditions for the system to be
modelled are well defined by a system schematic or other design documents. However, the failure
modes are implicitly modelled, making it unsuitable for detailed analysis of failure modes beyond the
level of component events shown in the system drawing. Furthermore, it does not treat common cause
failures, nor provide structural information (i.e. the minimum cut sets) about the system.

The fault graph method / digraph matrix analysis uses the mathematics and language of graph theory
such as ‘path set’ (a set of models travelled on a path) and ‘reachability’ (the complete set of all possible
paths between any two nodes) [45]. Fault graphs are the natural evolutionary step over a traditional
fault-tree model. A fault graph is a failure-oriented directed graph with logic connectives that allows
cycles. For example, a system’s diagram could be constructed as a fault graph to trace the piping and
instrumentation drawing (P&ID) of the system, but with logical AND and OR conditions added. Then
the fault graph is analysed and evaluated with computer codes based on graph-theoretical methods
[140].

This method is similar to a GO chart but uses AND and OR gates instead. The connectivity matrix,
derived from the adjacency matrix for the system, shows whether a fault node will lead to the top event
(see Figure2.1.33).

The created matrices are then computer analysed to give singletons (single components that can cause
system failure) or doubletons (pairs of components that can cause system failure). The Digraph method
allows cycles and feedback loops, which make it attractive for a dynamic system. Figure 2.1.33 shows a
success oriented system digraph of simplified emergency core cooling system.
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Figure 2.1.33. Success oriented system digraph of simplified emergency core cooling system in a
nuclear power plant [45]

Markov modelling. Stochastic methods of system analysis, such as Markov Analysis, are also very
useful types of quantitative analysis, in that multiple system states can be analysed using one system
model. Markov modelling is a classical modelling method used for assessing the time-dependent
behaviour of many dynamic systems. The Markov model depicts the system in all of its various possible
failed states, and provides a method to determine the probability of being in any one state (see Figure
2.1.34) [29, 45]. The system is first modelled in all of its possible states. Then, the transition rates
between operating states and failed states are determined. A set of differential equations is then solved,
to determine the probability of being in any one given state. In ‘Markov chain’ processes, transitions
between states are assumed to occur only at discrete points in time. On the other hand, in a ‘discrete
Markov process’, transitions between states are allowed to occur at any point in time. For a process
system, the discrete system states can be defined in terms of ranges of process variables as well as
component status.
This method also incorporates time explicitly, and can be extended to cover situations where problem
parameters are time independent. The state probabilities of the system P(t) in a continuous Markov
system analysis are obtained by the solution of a coupled set of first order, constant coefficient
differential equations:

dP/dt =M P(t),
where M is the matrix of coefficients whose off-diagonal elements are the transition rate and whose
diagonal elements are such that the matrix columns sum to zero.
One of the benefits of using Markov Analysis is that in addition to failure rates, the analysts can add
‘repair’ rates into the model, so that maintenance intervals can be established to provide adequate
protection against the effects of significant latent failures in designs using fail-safe system architectures.
The dynamic event logic analytical methodology (DYLAM) provides an integrated framework to
explicitly treat time, process variables and system behaviour [13, 45]. A DYLAM will usually comprise
the following procedures: (a) component modelling; (b) system equation resolution algorithms; (c)
setting of TOP conditions; (d) event sequence generation and analysis.
DYLAM is useful for the description of dynamic incident scenarios and for reliability assessment of
systems whose mission is defined in terms of values of process variables to be kept within certain limits
in time [19]. This technique can also be used for identification of system behaviour, and thus as a design
tool for implementing protections and operator procedures.
It is important to note that a system specific DYLAM simulator must be created to analyse each
particular problem. Furthermore, input data such as probabilities of a component being in a certain state

69



at transient initiation, independence of such probabilities, transition rates between different states, and
conditional probability matrices for dependencies among states and process variables need to be
provided to run the DYLAM package.

Markov Models - Open Loop

P(F) — probability states;
A1, Az - transitions

Unit 1 Failed

Both Both
ok 3 P(F1.1) . Failed
/ T
Pr
= P(F1.,2) A

Unit 2 Failed

Figure 2.1.34. Example of an open loop Markov model [29, 45]

Dynamic event tree analysis method (DETAM) [45] is an approach that treats time-dependent
evolution of plant hardware states, process variable values, and operator states over the course of a
scenario. In general, a dynamic event tree is an event tree in which branching is allowed at different
points in time. This approach is defined by five characteristics: (a) branching set; (b) set of variables
defining the system state; (c) branching rules; (d) sequence expansion rule; (e) quantification tools. The
branching set refers to the set of variables that determine the space of possible branches at any node in
the tree. Branching rules, on the other hand, refer to rules used to determine when a branching should
take place (a constant time step). The sequence expansion rules are used to limit the number of
sequences.

This approach can be used to represent a wide variety of operator behaviours, to model the
consequences of operator actions, and also serves as a framework for the analyst to employ a causal
model for errors of commission. Thus it allows the testing of emergency procedures and identifies where
and how changes can be made to improve their effectiveness.

The techniques discussed above address the deficiencies found in fault/event tree methodologies when
analysing dynamic scenarios. However, there are also limitations to their usage. The digraph and GO
techniques model the system behaviour and deal, to a limited extent, with changes in model structure
over time. On the other hand, Markov modelling requires the explicit identification of possible system
states and the transitions between these states. This is a problem, as it is difficult to envision the entire
set of possible states prior to scenario development. DYLAM and DETAM can solve the problem
through the use of implicit state-transition definition. The drawbacks to these implicit techniques are
implementation-oriented. With the large tree-structure generated through the DYLAM and DETAM
approaches, large computer resources are required. The second problem is that the implicit
methodologies may require a considerable amount of analyst effort in data gathering and model
construction.
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2.1.15. Apparent Cause Analysis

When the number of available methods and tools for event investigation is permanently growing, the
problem of RCA quality and its relation with so-called ‘shallow cause analysis -SCA’ (or ACA -
‘apparent cause analysis’) seem to be ever more important [56, 93]. Both SCA and ACA represent a less
disciplined approach to operational reliability than true RCA.

According to event investigation hierarchy levels suggested by the IAEA [1], Apparent Cause/Specialist
Investigation is a limited investigation to quickly and simply determine the most immediate, or apparent
cause of a less significant event or sub-standard condition, without recourse to full root cause analysis,
by considering the readily-available facts with little or no detailed investigation. One person may
conduct this type of investigation, however this person needs to have an understanding of root cause
techniques. SCA can be defined in an analogous way: it is a logical assumption of cause, based on the
available facts and evaluator’s judgment, with minimum investigation, trying to save time and both
financial and human resources. The typical tools of the ‘shallow cause analysis’ are 5-Why’s, a fishbone
diagram and many form based RCA checklists [56].

Apparent Cause Analysis can be defined also as ‘Method to derive a cause with a minimum of
investigation of the condition or event’ (one of definitions used in US nuclear plants) [93]. It is widely
used in the nuclear industry, trying to save resources and to shorten the event investigation process. The
real problem with Apparent Cause Analysis is the idea that one can skip some of the rigour of real root
cause analysis, not ask as many questions, assume some facts, and even occasionally guess at the most
likely cause, and that the results will be good enough to develop effective corrective actions and provide
data to trend. However, RCA cannot be replaced by Apparent Cause Analysis, due to different
approaches, rigorousness of analysis and capabilities to identify real root causes of an event. If actual
root cause of an incident is not identified, even implemented corrective actions cannot be effective, and
incidents or events will recur in the future.

A good illustration of such situations and comparison between Apparent CA (Symptom approach) and
advanced RCA is given in [30]: ‘If we do a poor job of identifying the root causes of our problems, we
will waste time and resources putting band-aids on the symptoms of the problem’.

Apparent CA - Symptom Approach: Root Cause Approach

* ‘Errors are often a result of worker * ‘Errors are the result of defects in the system.
carelessness.’ People are only part of the process.’

* ‘We need to train and motivate workers * ‘We need to find out why this is happening,
to be more careful.’ and implement mistake proofs so it won’t

* ‘We don’t have the time or resources to happen again.’
really get to the bottom of this * “This is critical. We need to fix it for good, or it
problem.’ will come back and burn us.’

Some freedom in selection of event investigation methods also serves as a propensity to replace RCA,
which requires a long time and a relatively large amount of resources, with the quickly performed,
simple and cheap ACA. So, the criteria to determine the level of an event are not clearly defined: they
are to be taken from organisation’s technical specifications and supporting procedures. To determine the
level of investigation necessary, all incidents are screened against some pre-defined categorisation
system. Here some sort of uncertainty always exists, because management may be able to use their
discretion not to perform a root cause analysis on some events [1].

Conducting a Root Cause Analysis requires resources, so it is typically performed on events of high
significance. A nuclear plant may in fact do five or maybe even ten good root cause analyses per year. In
practice, despite the unquestionable deficiencies of ACA in comparison to RCA, sometimes NPPs do
hundreds or even thousands of short-cut analyses, and try to implement thousands of ineffective
corrective actions, based on guesses, and assumptions are driving their improvements.
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2.1.16. HPEP - Human Performance Evaluation Process

The Human Performance Evaluation Process (HPEP) [4] is a resource for US Nuclear Regulatory
Commission inspectors to use when reviewing licensee problem identification and resolution
programmes with regard to human performance. Practically, HPEP is not designed for nuclear events
investigation purposes. However, HPEP is very important and useful for learning and understanding
how event investigation should be performed, and for further increasing the reliability of nuclear
installations, because effectively working methods, based on practical experience, are presented for
evaluation of investigations of human performance problems, root cause analyses and corrective actions.
The HPEP review process consists of two parts. Part I provides a step-by-step process for reviewing
licensee effectiveness in identifying, analysing and resolving human performance problems. The
challenges in identifying and investigating human performance problems, available root cause analysis
techniques, and characteristics of effective corrective action plans are also addressed in this part. The 1%
part of the HPEP review process is organised as a series of tables that ask the inspector to answer
evaluation questions in four areas. These areas are:

1. the licensee’s identification and characterisation of human performance problems;

2. methods and information used to investigate human performance;

3. the analyses used to determine the causes of human performance problems;

4. the likely effectiveness of corrective action plans.
The first area to be checked is Problem Identification and Characterisation. For some problems human
actions and decisions may not be important contributors to the problem. In others, human behaviour may
have been central to creating the problem, and an understanding of the nature and causes of the
behaviour was necessary to develop effective corrective actions. In the latter case, it is important that the
human performance problem was characterised in sufficient detail to support problem resolution. The
adequacy of human performance problems’ identification and characterisation is verified, analysing
answers to questions presented in the table.
The second area to be checked is related to methods and information used to investigate human
performance. A thorough and systematic investigation is necessary to provide the information needed to
perform causal analyses and develop effective corrective actions. The questions in the table may be used
to guide the evaluation of an investigation of a human performance problem. In general, the extent of a
human performance problem investigation depends upon the perceived significance of the problem.
The next area of the HPEP process is Causal Analyses. The review questions may be used in evaluating the
causal analyses of human performance problems. The purpose of analysing the causes of human performance
problems is to guide the development of effective corrective actions. Standard root cause analysis techniques,
such as events and causal factors charting and analysis, change analysis and barrier analysis, are resource-
intensive and time-consuming to apply, but yield reliable and useful results when performed properly.
The licensee’s corrective actions for human performance problems are evaluated using the review questions
presented in the last table. An effective corrective action for a human performance problem is one that will
decrease the likelihood that it, and similar problems, will happen again. In an ideal world, an effective
corrective action would prevent recurrence of the human performance problem. However, the causes of
human behaviour are difficult to identify and, as a result, measures to improve human performance often
yield inconsistent results. Developing effective corrective actions typically requires a thorough root cause
analysis and an understanding of available methods for enhancing human performance. Depending upon the
significance and scope of the cause(s) identified, corrective action plans may vary in scope from correcting a
single cause, such as a missing tag on a valve, to a general organisational improvement plan. As a minimum,
corrective actions must address each of the causal factors identified from the investigation.
The HPEP framework described in this section is illustrated in Figure 2.1.35. A hypothetical event
sequence is shown across the bottom of the figure. Possible direct causes of the human error (barriers
that failed or were missing) are shown above the event sequence. Possible programmatic causes that
may have been responsible for the barrier failure are shown above the direct causes, demonstrating the
loss of operational control that is evident from a human performance problem or significant event. In
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this hypothetical event, a person who was not qualified to perform the task committed the error, and
both the training and work control programmes were implicated as root causes.

Analysing answers are drawn to the questions in tables described above conclusions regarding the
effectiveness of a problem identification and resolution programme for human performance. The HPEP,
then, may be used when evaluating a problem identification and resolution programme to determine whether
it (1) is effective in identifying the causes of human performance problems that play a causal or contributory
role in significant events, and (2) results in corrective actions that target the causes of the problem(s) and
result in effective problem resolution. On the basis of HPEP evaluation results human performance problems
could be identified that should be evaluated for risk-significance.

Part II of the Human Performance Evaluation Process (HPEP) comprises the HPEP Cause Tree and
Modules. The HPEP Cause Tree is a screening tool for identifying the range of possible causes for a
human performance problem. The Cause Modules discuss typical causes of human performance
problems in nuclear licensee facilities and provide examples of frequently identified direct and
programmatic causes, based upon the research literature and industry experience. Each Cause Module is
comprised of causal factors that have been found to affect human performance in the workplace as follows:
Personnel (Fitness for Duty, Knowledge, Skills and Abilities, Attention and Motivation); Resources
(Procedures and Reference Documentation, Tools and Equipment, Staffing, Supervision); Work
Environment (Human-System Interface, Task Environment); Communication and Coordination
(Communication, Coordination and Control).

The HPEP Cause Tree and Cause Modules may be used to verify the causes that were identified for human
performance problems in order to complete the Causal Analyses process mentioned above. They also may be
used as guidance in conducting an event investigation and to identify a human performance trend. Used as a
checklist, the Cause Tree and Modules assist in overcoming the tendency to arrive at conclusions too
early in an investigation, or to investigate only the possibilities that are initially suggested when an error
is committed. Thus, the Cause Tree and Modules are intended to be used heuristically, but the possible
causes that are investigated must be derived from the evidence.

Attributes: Similar to HPES. Simplified fault trees are easy to use. Minimal training is necessary if
users are experienced in basic techniques.

A detailed description of the HPEP method is provided in the document NUREG/CR-6751 [4].
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Figure 2.1.35. The HPEP framework [4]. HFE — human factors engineering
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2.1.17. PROSPER - Peer Review of the effectiveness of the Operational Safety Performance
Experience Review process

PROSPER is the next generation of the IAEA-led ASSET service, designed in 2000 to provide advice
and assistance to utilities, or individual power plants, to strengthen and enhance the effectiveness of
operational experience programmes in achieving fundamental safety objectives. The objectives and
scope of the former ASSET methodology have been expanded and updated in PROSPER, with the aim
of including an evaluation of the effective use of all operating performance information available to the
plant (e.g. external operating experience, internal low-level and near miss event reports and other
relevant operating performance information, such as performance indicators and Quality Assurance non-
compliance reports). The typical input and output of PROSPER information is illustrated in Figure
2.1.36 [31].

According to the PROSPER method, evaluation of the effectiveness of the Operational Safety
Performance Experience Review process should be performed in two stages. It is recommended that at
the first stage utilities or NPPs conduct their own self-assessment of the effectiveness of their
operational experience processes. At the second stage, the IAEA-led PROSPER team can then review
the effectiveness and comprehensiveness of the plant self-assessment and offer comments and
recommendations to further enhance the conclusions of the self-assessment. [AEA-led PROSPER
missions compare, as far as possible, the operational experience processes for an NPP with guidance and
equivalent good practices. These are based on guidance on safety practices produced by the IAEA and
other international organisations, and the expertise of the PROSPER members themselves.
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Figure 2.1.36. The typical input and output of PROSPER information

PROSPER missions perform a combination of two types of peer review (see Figure2.1.37):

e aprogrammatic review of the overall effectiveness of the operational experience processes for the
utility or NPP;
e areview focused on unresolved significant safety issues or individual events.
A PROSPER mission considers the effectiveness of the OE processes in enhancing operational safety
performance. It is based on the review of the plant self-assessment report carried out in conjunction with
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knowledgeable plant counterparts, together with observations made during plant walk-downs,
discussions with plant staff in the field and consideration of relevant plant performance indicators.

Preparation for a PROSPER mission will be initiated only after the IAEA has been formally approached
by a Member State and funding has been established. The scope of the mission is agreed between
relevant organisations (e.g. a utility or NPP) and the IAEA at this stage.
The PROSPER methodology includes the following main elements:

e Preparation: establishing contacts with hosting organisation, team gathering, preparatory meeting,
seminar or briefing, consideration of and agreement on the review type, scope and work plan;
The review, using three methods to acquire the information needed to develop recommendations;
Review of the self-assessment report, associated documents and written material;
Interviews with personnel;
Direct observation of the physical condition of the NPP and organisation, practices and activities
associated with the operational experience process.
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Figure 2.1.37. Management of the operational experience process to enhance safety and PROSPER
review areas

Differences from IAEA Safety Standards and international practices which are identified are
investigated, to document any concerns accurately in the PROSPER report, and in sufficient detail to be
readily understandable. Recommendations and suggestions are formulated on the basis of weaknesses
identified. Similarly, good practices encountered in the review are documented for the benefit of other
utilities, and described in the report in sufficient detail to be readily understandable.

At the final stage of the review the PROSPER team report is prepared. It is the official team document
that summarises the team’s main findings and conclusions, from comparisons with the IAEA safety
standards, proven international practices, including all recommendations, suggestions and good
practices. Before the text is finalised the management of the NPP whose operational experience
processes have been reviewed are given the opportunity to comment. The final report is submitted
through official channels to the Member State and utility headquarters concerned. The IAEA restricts
distribution to the utility concerned, the contributors to the report and responsible IAEA staff. Further
distribution is at the discretion of the Member State or utility concerned.
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2.2. PSA based event and precursor analysis methods

Probabilistic safety assessment (PSA) is a comprehensive, structured approach for identifying failure
scenarios, constituting a conceptual and mathematical tool for deriving numerical estimates of risk [37,
67, 74, 75, 76, 99, 122, 123, 125, 128, 133]. Methods based on this approach are designed for
quantitative analysis of the risks in the operation of nuclear power plants and other installations. Safety
functions for preventing or mitigating accidents, and the associated systems necessary to carry out the
safety functions, are evaluated by the PSA analyses. PSA supports both the design of a nuclear power
plant (NPP) and the safety management and control of a NPP right through its service life.
Three levels of probabilistic safety assessment are generally recognised. Level 1 comprises the
assessment of plant failures leading to determination of the frequency of core damage. Level 2 includes
the assessment of the containment response, leading, together with Level 1 results, to the determination
of frequencies of failure of the containment and release to the environment of a given percentage of the
reactor core’s inventory of radionuclides. Level 3 includes the assessment of off-site consequences,
leading, together with the results of Level 2 analysis, to estimates of public risks.
PSA was first applied in the nuclear industry in 1975, when a study entitled WASH 1400 — Reactor
Safety Study (also known as the Rasmusen Report) evaluated the probability of a number of accident
sequences that might lead to fuel melting in the reactor (core damage) [125]. The application of the
probabilistic safety analysis (PSA) in the risk follow-up of events started with pilot studies at the
beginning of the 1990s. For example, a procedure for PSA based risk informed analysis of events at
NPPs was developed by STUK (Finland) at that time [5]. The method was used to determine the safety
significance of events and identify precursors. In PSA terms, precursors are infrequent initiating events
and/or equipment failures that, when combined with one or more postulated events, would result in a
plant condition leading to core damage. The analysis was based mainly on licensees’ event reports. The
calculated probability of core damage, given the failed equipment associated with the particular event,
was termed a conditional core damage probability, and can be used as a measure of the safety
significance of that event. The method was used mostly to evaluate events with failures in safety related
systems or systems covered by Technical Specifications. Plant specific living PSA models were applied
to the risk calculations of events. Conservative assumptions and model simplifications were often used
in order to reduce the analysis burden. The conditional core damage probability was calculated based on
the increased risk level due to the failure and the duration of the failure [2, 5, 26].
PSA-based approaches to event analysis, using plant-specific PSA models, became more attractive at the
end of the 1990s. This was due to advances in computer hardware and software, and the growing
availability of the plant-specific PSA models. This is now an increasingly common practice in many
States and forms a routine part of operational feedback to complement the traditional deterministic
analysis that is carried out to determine root causes, etc [123]. The purpose of event analysis is typically
to determine the risk significance of possible events and the contributors to the risk, so that the events
can be responded to according to their risk significance.
PSA based event analysis should be carried out for events at the plant (referred to as ‘direct events’) and
events at other plants (‘transposed events’) with high potential safety significance. This necessitates the
development of screening criteria that can be applied to screen out events with low safety significance
and to rank events according to their significance. PSA based event analysis should include the analysis
of initiating events (where an initiating event actually occurred and where failures occurred, but where
an initiating event was prevented by prompt operator intervention) and of conditional events (where the
likelihood of an initiating event was increased or the availability of the safety systems required to
respond to initiating events was reduced).
PSA based event analysis should be carried out to complement deterministic analysis, by allowing
multiple failure to be addressed, using an integrated model, and by providing a quantitative indication of
the risk significance of operational events. It should also be used to provide an input into the
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consideration of what changes could be made to reduce the likelihood of recurrence of such operating

events.

Care should be taken in using the results of the PSA based event analysis for the identification of trends

in the performance of a nuclear power plant or a set of nuclear power plants over a period of time. The

results of such an application of PSA based event analysis could be misleading unless the analysis uses

the same models, methods and assumptions throughout [123].

The fundamental purpose of PSA based analysis of operational events or of precursor analysis is to find

answers to the following two basic questions [26, 123]:

a) How could a precursor event have degenerated into an accident with more serious consequences?

b) Is it possible to determine and measure what separates a precursor event from a potential accident
with more serious consequences?

Thus, the analysis contains a qualitative and a quantitative element:

e Qualitative element of the precursor analysis. Finding the qualitative lessons to be learnt from
the actual events considered as precursors for potentially more serious accidents. This gives an
increased understanding of the vulnerabilities of the plant, given the event occurrence.

e Quantitative element of the precursor analysis - measuring the severity of the event. In this
quantitative part of the analysis, the conditional probability that an operational event would
progress to accidents with unacceptable consequences is calculated. Based on this information,
events can be ranked according to their risk significance. Moreover it can be used to prioritise
which weaknesses should be handled first, and to assess the level of safety of the plant.

Basically, in precursor analysis a re-analysis of the plant-specific PSA model is performed under the
conditions in which the operational event occurred. Special attention is given to operating experience
feedback information: by extrapolating precursor events to accident scenarios with serious
consequences, valuable insights can be gained about serious incidents on the basis of minor events,
without suffering their real consequences. The method thus makes it possible to learn from minor
precursor events in the same way as we would learn from real accident experience.
Background and approach. Precursor events are operational events that may constitute important
elements of accident sequences, potentially leading to unacceptable consequences. The most commonly
used definitions of unacceptable consequences are core damage, beyond design conditions or
unacceptable releases of radioactive material to the environment.
The PSA model used for precursor analysis should be sufficiently complete in scope to include the plant
response to the operational event. It should be plant specific or at least plant type specific, to reflect the
operational and design features of the plant with acceptable accuracy. It should include all relevant
initiating events and all relevant operating conditions of the plant. For precursor analysis the PSA model
sometimes has to be refined to a sufficient level of detail to reflect the precursor event analysis. This
could involve modelling of missing accident sequences, missing component failure modes, or restoring
accident sequences that were originally truncated or screened out. This could include changes in the
fault tree model of the PSA or re-modelling or modelling of additional operator actions within the fault
trees.
In precursor analysis a re-analysis of the PSA is performed under the conditions in which the operational
event occurred. On this basis new conditional probabilities of accident sequences are calculated.
Analysis and quantification of conditional probabilities. As mentioned above, a re-analysis of the
PSA needs to be performed under the conditions in which the operational event considered occurred. In
performing this task, all the basic events in the PSA model should be checked to ascertain whether or
not their reliability parameters are impacted by the operational event, and, if necessary, these parameters
have to be re-assessed. Basic events representing failed components should be modelled as failed, for
example with house events, i.e. these failed components should not be represented as a failure event
with an associated failure probability in the modified PSA model.
For operational events involving component malfunctions or unavailabilities, but no initiating event, all
initiating events have to be postulated, for which the degraded or failed components are demanded
during accident sequences. The actual or estimated duration d of component unavailabilities (e.g. half
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test interval) have to be taken into account. By multiplying this duration d with the frequency f; of the
initiating event i the conditional probability of the occurrence of the initiating event is calculated:
Pi=df;
and the conditional probability of the accident sequences is:
P {accident precursor j} = Z P, 1_[i {accident precursor j};
i

Where Hi - conditional probability of all accident sequences which have to be taken into account

given the occurrence of the precursor event j and the initiating event i.

Results and interpretation. The main results of precursor investigations are the conditional
probabilities. As a numerical threshold for judging the significance of operational events, based on a
conservative estimate of the conditional core damage probability, a value of 10 is widely accepted and
used. Multiplying the conditional probability of the precursor event j with the frequency, i.e. one event
within the observation time in reactor years, and summing up all precursor events within the observation
time yields:

> P{accidentprecursorj

A=

observationtime
A is an estimator for the unacceptable consequences, typically either core damage frequency or beyond
design basis frequency. The estimator is called core damage index, beyond design basis index, or simply
safety or risk index.
Figure 2.2.1 shows the task flow for PSA-based precursor analysis.
Historically, the focus of PSAs has been on modelling of hardware and its impact on the plant safety
level. The human component was included in the models from the beginning, but was initially treated
quite superficially. This was partially due to the level of knowledge and limited availability of relevant
data. The first priority of PSAs has been to identify hardware deficiencies. Numerous PSA-based
hardware backfits were implemented, frequently resulting in core damage frequency (CDF) reductions
and in many cases simultaneous increases of the relative importance of human errors. This pointed to the
necessity of upgrading the HRA part of PSA towards higher standards in terms of scope and depth of the
analysis. Uses of HRA techniques have matured in the last few years, thus allowing HRA to reach a
more central status in the current PSAs. This may be attributed to more attention being paid to
qualitative analyses of the performance context with regard to key factors such as procedural guidance,
recovery opportunities and dependence on preceding human errors; to increased experience in applying
the analytical approaches; and to the positive impact of more extensive and efficient review procedures.
While the balance between hardware and human performance modelling has been much improved, the
state-of-the-art PSAs are still somewhat hardware-centred. A transition to more human-centred PSAs is
desirable, but is likely to be relatively slow, partially due to some inherent limitations in probabilistic
analysis of human performance, as well as substantial time lag between advances in human performance
research and their implementation in industrial PSAs.
Several techniques can be used in performing a PSA. However, the usual approach is to use a
combination of event trees and fault trees [123]. The relative size (complexity) of the event trees and
fault trees is largely a matter of preference of the team carrying out the analysis, and also depends on the
features of the software used. One widely practised approach is to use a combination of event trees and
fault trees, often referred to as the fault tree linking approach. The event trees outline the broad
characteristics of the accident sequences that start from the initiating event and, depending on the
success or failure of the mitigating safety and safety related systems, lead to a successful outcome or to
damage to the core, or to one of the plant damage states (required for the Level 2 PSA). The fault trees
are used to model the failure of the safety systems and the support systems to carry out their safety
functions. Another approach that is widely used is to carry out the analysis using large event trees and
small fault trees. In this approach, failures of safety functions, safety systems and support systems are
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modelled in the event trees. This approach is variously referred to as the large event tree approach, the
linked event tree approach, or the event tree with boundary conditions approach. It is also possible to
carry out the analysis using event trees only or fault trees only. However, in the latter case, the high level
fault tree structure is usually derived from, or based on, an event tree or set of event trees.

Precursor event review and analysis:
understanding the event, identify causes, important factors and
1 |develop the context of the event in terms of the PSA perspective.

Y

Mapping of the precursor on the PSA, logic representation:

relate the event and its implications to the PSA model. PSA models
2 adequate? Revise, extend if necessary.

Quantification:
estimate failure probabilities, if required perform human reliability
3 |analysis (HRA), adapt PSA reliability models.

Initial evaluation:
recalculate conditional core damage probability for all appropriate
4 |seguences.

Recovery actions:

5 | Determine potential recovery actions, model recoveries.

Evaluation:
calculate new importances including recovery actions, perform
6 |uncertainty, sensitivity analyses.

Extension:
what would happen if the event occurs under different conditions
7 |and context?

Y
Interpretation, conclusions, insights, corrective measures

Figure 2.2.1. Procedural tasks in PSA-based precursor analysis [26, 41]

2.2.1. ATHEANA

One of the most recent versions of a second-generation human reliability analysis (HRA) is a method
called ‘A Technique for Human Event Analysis,” (ATHEANA) [43, NUREG-1624]. ATHEANA is the
result of development efforts sponsored by the Probabilistic Risk Analysis Branch in the US Nuclear
Regulatory Commission’s (NRC)‘s Office of Nuclear Regulatory Research. ATHEANA was developed
to address limitations identified in current HRA approaches by providing a structured search process for
human failure events and unsafe acts, providing detailed search processes for an error-forcing context,
addressing errors of commission and dependencies, more realistically representing the human-system
interactions that have played important roles in accident response, and integrating advances in
psychology with engineering, human factors, and PRA disciplines.
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The ATHEANA method is an incremental extension of previous HRA methods, to provide the
capability of analysing (both retrospectively and prospectively) kinds of human-performance problems.
It is organised around a multidisciplinary framework that is directly applicable to the retrospective
analysis of operational events and provides the foundation for a prospective analysis.
The fundamental concept of the multidisciplinary HRA framework is that many unsafe actions are the
result of combinations of plant conditions and associated PSFs that trigger ‘error mechanisms’ in plant
personnel. The framework provides a means for using the knowledge and understanding from the
disciplines that are relevant to analysing risk-significant human performance in NPP accidents,
including plant operations and engineering, PRAs, human factors, and the behavioural sciences. Existing
HRA methods incorporate some but not all of these disciplines, which limits the kinds of insights any
one method provides into human-performance issues. The HRA framework uses the relationships
among these disciplines. In order to facilitate the use of these cross-disciplinary relationships, a limited
amount of new terminology has been adopted to reduce some ambiguities due to the terms in one
discipline being used differently in another discipline.
Figure 2.2.2 is the graphic description of the framework, which includes elements from plant operations
and engineering PRA, human factors engineering, and behavioural sciences perspectives. All of these
contribute to understanding of human reliability and its associated influences, and have emerged from
the review of significant operational events at NPPs by a multidisciplinary project team representing all
of these disciplines. The following are the framework elements:

e crror-forcing context (EFC)
performance-shaping factors
plant conditions
human error
error mechanisms
unsafe actions (UAs)

e human failure events (HFEs)

e PRA model

e scenario definitions.
These combined elements create the minimum set necessary to describe the causes and contributions of
human errors in major NPP events. Figure 2.2.2 illustrates the interrelationships of these elements.
The human performance-related elements of the framework (i.e. those based principally on the human
factors, behavioural sciences, and plant engineering disciplines) are reflected by the boxes on the left
side of the figure: namely, performance-shaping factors, plant conditions, and error mechanisms. These
elements represent the information needed to describe the underlying influences on unsafe actions, and
hence explain why a person may perform an unsafe action. The elements on the right side of the figure,
namely, the HFEs and the scenario definition, represent the PRA model. The UA and HIFE elements
represent the point of integration between the HRA and PRA models. The PRA traditionally focuses on
the consequences of the UA, which it describes as a human error that is represented by an HFE. The
HFE is included in the PRA model associated with a particular plant state that defines the specific
accident scenarios the model represents.
Error-Forcing Context. An EFC is the combined effect of PSFs and plant conditions that create a
situation in which human error is likely. Analyses of NPP operating events reveal that the EFC typically
sinvolves an unanalysed plant condition that is beyond normal operator training and procedure-related
PSFs. The unanalysed plant condition can activate a human error mechanism related to, for example,
inappropriate situation assessment (i.e. a misunderstood regime). Consequently, when these plant
conditions and associated PSFs trigger internal psychological factors (i.e. error mechanisms), they can
lead to the refusal to believe evidence that runs counter to the initial misdiagnosis, or the failure to
recognise that evidence, resulting in subsequent mistakes (e.g. errors of commission) and ultimately a
catastrophic accident. PSFs represent the human-centred influences on human performance. Many of the
PSFs used in this project are those identified in the human performance investigation process (HPIP)
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(NUREG/CR-5455, [19]): procedures, training, communication, supervision, staffing, human-system
interface, organisational factors, stress, and environmental conditions.
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Figure 2.2.2. Multidisciplinary HRA Framework

An example of a PSF is a procedure whose content is incorrect (e.g. wrong sequence of steps),
incomplete (e.g. situation not covered), or misleading (e.g. ambiguous directions) and that contributes to
a failure in situation assessment or response planning.
Plant conditions include plant configuration; systems component and instrumentation and control
availability and reliability; process parameters (e.g. core reactivity, power level, and reactor coolant
system temperature, pressure and inventory); and other factors (e.g. non-nominal or dynamic conditions)
that result in unusual plant configurations and behaviour. The following are some non-nominal plant
conditions:

e history of false alarms and indications associated with a component or system involved in the

response to an accident;
e shutdown operations with instrumentation and alarms out of normal operating range and many
automatic controls and safety functions disabled;

e unusual or incorrect valve line-ups or other unusual configurations.
A ‘human error’ can be characterised as a divergence between an action performed and an action that
should have been performed, which has an effect or consequence that is outside specific (safety)
tolerances required by the particular system with which the human is interacting.
In the PRA community, the term ‘human error’ has usually been used to refer to human-caused failures
of a system or function. The focus is on the consequence of the error. In the behavioural sciences, the
focus is on the underlying causes of the error. For the purpose of developing ATHEANA, and to fully
integrate it with the requirements of the PRA, the framework representation of human error
encompasses both the underlying mechanisms of human error and the consequences of the error
mechanism, which is the observable unsafe action (UA).
Error mechanisms are used to describe the psychological mechanisms contributing to human errors that
can be ‘triggered’ by particular plant conditions and PSFs that lie within the PRA definitions of accident
scenarios. Often these error mechanisms are not inherently ‘bad’ behaviours, but are mechanisms that
generally allow humans to perform skilled and speedy operations. However, when applied in the wrong
context, they can lead to inappropriate actions with unsafe consequences. Different error mechanisms
are influenced by different combinations of PSFs and plant conditions. Therefore, by considering
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specific error mechanisms, the analysis can be made more efficient because it can focus on specific
PSFs and plant conditions relevant at the time.
Unsafe actions are those actions inappropriately taken by plant personnel, or not taken when needed,
that result in a degraded plant safety condition. The term ‘unsafe action’ does not imply that the human
was the cause of the problem. Consequently, this distinction avoids any inference of blame and
accommodates the assessment on the basis of the analysis of operational events that people are often ‘set
up’ by circumstances and conditions to take actions that were unsafe. In those circumstances, the person
did not knowingly commit an error; they were performing the ‘correct’ action as it seemed to them at the
time.
While not all UAs identified in the analysis of operational events correspond to HFEs as defined in
PRAs, in some cases there is a direct correspondence. For example, operators terminating the operation
of necessary engineered safety features would be performing a UA, and this action should be
incorporated as an HFE in PRAs.
The PRA model identified in the ATHEANA framework is no different from those used in existing PRA
methodologies. However, in ATHEANA prospective analyses, the PRA model is an ‘end user’ of the
HRA process. The PRA model is a means of assessing the risk associated with the NPP operation. It has
as its basis logic models which consist of event trees and fault trees constructed to identify the scenarios
that lead to unacceptable plant accident conditions, such as core damage. The PRA model is used to
estimate the frequencies of the scenarios by converting the logic model into a probability model. To
achieve this aim, estimates must be obtained for the probabilities of each event in the model, including
human failure events. When human-performance issues are analysed to support the PRA, it is in the
context of HFEs applicable to a specific accident scenario defined by the plant state and represented by a
PRA logic model.
ATHEANA consists of a retrospective process and a prospective process (including an HRA method).
The ATHEANA retrospective analysis process was devised initially to support the development of the
prospective (or HRA) ATHEANA analysis process. However, as the retrospective analysis matured, it
became evident that this approach was useful beyond the mere development of the ATHEANA
prospective approach. The results of retrospective analyses are powerful tools in illustrating and
explaining ATHEANA principles and concepts. The ATHEANA approach was also used for
retrospective analysis to train third-party users of ATHEANA in an earlier demonstration of the method.
In this training, not only reviewing example event analyses, but actual experience in performing such
analyses, helped new users develop the perspective required to apply the prospective ATHEANA
process. Finally, event analyses using the ATHEANA approach are useful in themselves. Amongst other
things, they can be used to help understand why specific events occurred and what could be done to
prevent them from occurring again.
The key steps in performing a retrospective analysis are:

e identify the framework of safety and the key failures that occurred to challenge the safety

barriers (including ‘near misses’ that may have reduced the margins of safety);
¢ identify the specific actions taken by people that caused the key failures and the contexts that led
to the actions being taken.

The retrospective approach can be applied broadly, using the ATHEANA HRA framework mentioned
above. Both nuclear and non-nuclear events can be easily analysed using this framework and its
underlying concepts. A more detailed approach has been developed for nuclear power plant events,
although it can be generalised for other technologies. This more detailed approach is more closely tied to
the ATHEANA prospective analysis than general use of the framework.
The ATHEANA prospective process (or HRA) consists of several major steps (following preparatory
tasks, such as assembling and training the analysis team). The basic steps in the prospective analysis are:

e integration of the issues of concern into the ATHEANA HRA/PRA methodology;
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e performance and control of the structured processes for identifying human failure events and
unsafe acts and determination of the reasons why such events occur (i.e. the elements of an error-
forcing context - EFC-plant conditions and performance shaping factors);

e identification of how potential conditions can arise that may set up the operators to take
inappropriate actions or fail to take necessary actions;

e quantification of the EFCs and the probability of each unsafe action, given its context;

e cvaluation of the results of the analysis in terms of the issue for which the analysis was
performed.

As noted earlier, ATHEANA'’s search for EFCs and its associated quantification approach (which some
may term the ‘HRA method’) are especially unique. The ATHEANA search for EFCs has been
structured to seek, among other things, plant conditions that could mislead operators so that they
develop an incorrect situation assessment or response plan, and take an unsafe action. ATHEANA
assumes that significant unsafe actions occur as a result of the combination of influences associated with
such plant conditions, and specific human-centred factors that trigger error mechanisms in the plant
personnel. In ATHEANA, EFCs are identified using four related search schemes:

(1) A search with characteristics similar to a hazards and operability analysis (‘HAZOP’) for physical
deviations from the expected plant response. This search also involves the identification of potential
operator tendencies, given the physical deviation and the identification of error types and mechanisms
that could become operative given the characteristics of the physical deviation. This search for human-
centred factors is also conducted as integral parts of searches 2 and 3 described below.

(2) A search of formal procedures that apply normally or that might apply under the deviation scenario
identified in the first search.

(3) A search for support system dependencies and dependent effects of pre-initiating event human
actions.

(4) A ‘reverse’ search for operator tendencies and error types. The first three searches identify plant
conditions and rules that involve deviations from some base case. In this search, a catalogue of error
types and operator tendencies is examined to identify those that could cause human failure events or
unsafe actions of interest. Then plant conditions and rules associated with such inappropriate responses
are identified. Consequently, this search serves as a catchall to see if any reasonable cases were missed
in the earlier searches.

In order to address the elements of EFC (which go beyond the types and scope of context addressed in
previous HRA methods), ATHEANA requires a new quantification model. In particular, quantification
of the probabilities of corresponding HFEs is based upon estimates of how likely it is that the plant
conditions and PSFs comprising the EFCs will occur, or how frequently they may do so, rather than
upon assumptions of randomly occurring human failures. This approach blends systems analysis
techniques with judgment by operators and experienced analysts to quantify the probability of a specific
class of error-forcing context, and the probability of the unsafe act, given that context.

In the end, the overall approach must be an iterative one (i.e. define an error-forcing context and unsafe
act, attempt quantification considering recovery, refine the context, etc.).

2.2.2. RASP

The Risk Assessment of Operational Events Handbook (sometimes known as the ‘RASP Handbook”)
[74] is probably the most comprehensive source documenting methods and guidance that regulatory
staff, plant analysts and other risk assessment specialists could use when performing risk assessments of
operational events, developing and updating Standardised Plant Analysis Risk (SPAR) models and
evaluating licensee performance issues. This handbook describes best practices, based on feedback and
experience from the analyses of over 600 precursors of events dating back to 1969, and numerous
Significance Determination Process (SDP) analyses (since 2000) performed in the US nuclear industry.

The methods and processes described in the handbook [74] can be applied primarily to plant risk
assessments and event assessments. The guidance is based on the use of SPAR models and Systems
Analysis Programs for Hands-on Integrated Reliability Evaluations (SAPHIRE) software package and
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can be applied in the risk analyses for other regulatory applications, such as special risk studies of
operational experience.
Generic methods and processes to estimate the risk significance of initiating events (e.g. reactor trips,
losses of offsite power) and degraded conditions (e.g. a failed high pressure injection pump, failed
emergency power system) that have occurred at nuclear power plants are described in this document
[74]. Specifically, guidance on the following analysis methods is provided:
Exposure Time Determination and Modelling;
Failure Determination and Modelling;
Mission Time Modelling;
Test and Maintenance Outage Modelling;
Modelling Recovery and Repair Actions in Event Assessment;
e Multi-Unit Considerations Modelling.
In addition, further guidance is provided on the following analysis topics:
e Road Map — Risk Analysis of Operational Events;
e Quick Reference Guide — SAPHIRE Version.
Although the guidance in this volume of the handbook focuses on the analysis of internal events during
at-power operations, the basic processes for the risk analysis of initiating events and degraded conditions
can be applied to external events, as well as events occurring during low-power and shutdown
operations.
The overall event analysis process involves the modification of a SPAR model to reflect attributes of an
event, solution of the modified model to estimate the risk significance of the event, and documentation
of the analysis and its results. The process is structured to ensure that the analysis is comprehensive and
traceable. A detailed review by the analyst and a subsequent independent review(s) minimise the
likelihood of errors, and enhance the quality of the risk analysis.
As a minimum, a risk analysis consists of the following (see Figure 2.2.3):
e Development of a risk-focused understanding of the event that occurred, relevant plant design,
and operational features, as well as the status of the plant;
e Comparison of the event with the existing risk model to identify any changes that are necessary
to support the analysis;
e Risk model elaboration, if necessary, to allow the risk-related features of the observed event to
be properly represented in the model,
e Model modification to reflect event specifics;
¢ Initial model solution to estimate the risk significance of the event without consideration of crew
activities to recover risk-significant failures;
e Recovery analysis to address potential crew actions to recover any failed components associated
with risk-significant sequences;
e Analyst review of the results to ensure that the logic model and incident mapping process are
correct. The focus of this review is to identify inconsistencies, errors, and incompleteness in the
SPAR model. Then the SPAR model is modified and resolved;
¢ Final documentation of the inputs (facts), assumptions, results, and uncertainties;
¢ Independent review(s) of the completed analysis.
In addition, a supplemental effort that can improve analysis accuracy and confidence in the results
should be performed for higher risk-significance or controversial events - sensitivity and uncertainty
analyses to gain additional understanding of the impact of analysis assumptions and data variability on
analysis results.
The event analysis process is iterative. Review of the model for applicability may highlight the need for
additional detail related to the event. Review of the initial analysis results (significant sequences and cut
sets) frequently identifies the need for additional detail concerning the event, plant design, operational
information, or the need for greater model fidelity.
The main weaknesses of current HRA methods used in industrial PSAs include:
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e Limited representation of the cognitive aspects of human performance. While the contextual
factors driving execution errors are usually well understood, this applies to a lesser extent to
diagnosis and decision errors. This shortcoming concerns both the identification of driving
factors in specific performance contexts and the quantification of their impacts. In fact, the
limited representation of cognitive aspects of human performance in HRA methods tends to
reflect lacking (or insufficiently formalised) knowledge of human behaviour;

e Significant differences in quantitative results from different analysts (using the same method)
or from uses of different methods;

e Partially excessive reliance on expert judgment, due to scarcity of empirical human
performance data, in particular for serious accident situations;

e Lack of adequate identification, explicit representation, and quantification of actions with
potential adverse effects on plant conditions (errors of commission);

e Limited accounting for dependencies among actions;

e No explicit account for the impact of organisational and management aspects; some PSFs
may, however, manifest such factors.

2.2.3. Attributes of PSA and correlation with other event investigation methods

PSA can provide useful insights and inputs for various interested parties, such as plant staff
(management and engineering, operations and maintenance personnel), regulatory bodies, designers and
vendors, for making decisions on a) design modifications and plant modifications; b) optimisation of
plant operation and maintenance; c) safety analysis and research programs; d) regulatory issues.
The PSA should address the actual or, in the case of a plant under construction or when modifications
are being undertaken, the intended design or operation of the plant, which should be clearly identified as
the basis for the analysis. The status of the plant can be fixed as it was on a specific date, or as it will be
when agreed modifications are completed. This needs to be done to provide a clear target for completion
of the PSA. Later changes can be addressed in the framework of a living PSA program [123].
PSA-based event analysis provides a complement to the Root Cause Analysis approach by focusing on
how an event might have developed adversely. Figure 2.2.4 shows the conceptual relation between root
cause analysis and PSA-based event analysis. It depicts a flow chart for the overall event investigation
process, which includes both the PSA based view and analysis, and the traditional deterministic practice
used at many nuclear power plants (NPPs) for processing operating experience (OE) information arising
from on- and off-site. It shows the basic elements of the process:

e screening and selection of events;

¢ in-depth analysis;

e implementation of actions.
Root cause analysis focuses on the real occurrences during the event and their causes. PSA-based event
analysis uses this information as a starting point and looks at the potential occurrences during the event,
leading to an estimate of the likelihood of the potential consequences of the event. The information
developed by root cause analysts regarding causes is useful for the PSA-based event analysis since the
failure causes affect the likelihood of the potential accident sequences [26].
The traditional event investigation process can be greatly enhanced by the introduction of supplementary
information from PSA based analysis. According to Figure 2.2.5, in parallel with traditional qualitative
event investigation performed by the operational experience group of the NPP, an additional PSA route
is established. The precursor event analysis case is forwarded to the PSA group from the operational
experience group after or during their in depth analysis of the operating event. All the information
available or elaborated regarding the operational event and its implications should be provided to the
group carrying out the PSA based evaluation.
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Figure 2.2.3. Risk Analysis of Operational Events — process flow with the main steps indicated

There are two main steps for detailed precursor analysis, as shown in the main flow diagram (see

Figure2.2.5):

1) Relating the operational event to the plant specific, or at least a plant type specific, PSA model, and
finding out whether or not the event can be adequately analysed by PSA based models. Depending
on the type of operational event, there are events which do not fall into the PSA perspective or
cannot be treated in a useful way by this approach. If this is the case, it should be noted, with a short
justification, an information notice sent to the operating experience group, and the process should be
stopped. Otherwise, detailed analysis is carried out in the second step.

2) Precursor analysis, mapping of the precursor on the PSA model, qualitative and quantitative
evaluation, interpretation of results and derivation of insights.
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Figure 2.2.4. The relation between root-cause analysis and PSA-based event analysis

The PSA is an excellent technology, with many advantages for both the regulatory side and licensees,
which can be effectively used in a wide range of areas, from design to maintenance management of
nuclear power plants [126]. A major advantage of PSA is that it provides an explicit framework for the
analysis of uncertainties in risk estimates. The identification of sources of uncertainty and an
understanding of their implications on the PSA model and its results should be considered an inherent
part of any PSA, so that, when the results of the PSA are used to support a decision, the impact of the
uncertainties can be taken into account [123].

Moreover, PSA has been found useful [129] because it:

1.

6.

Considers thousands of scenarios that involve multiple failures, thus providing an in-depth
understanding of system failure modes. Such an enormous number of possible accident scenarios
are not investigated by traditional methods. The completeness of the analysis is significantly
enhanced by PSA investigation.

Increases the probability that complex interactions between events/systems/operators will be
identified.

Provides a common understanding of the problem, thus facilitating communication among
various stakeholder groups.

Is an integrated approach, thus identifying the need for contributions from diverse disciplines
such as the engineering, social and behavioural sciences.

Focuses on uncertainty quantification and creates a better picture of what the community of
experts knows, or does not know, about a particular issue, thus providing valuable input to
decisions regarding the research needed in diverse disciplines, e.g. physical phenomena and
human errors.

Facilitates risk management by identifying the dominant accident scenarios so that resources are
not wasted on items that are insignificant contributors to risk.

There are some other important strengths of the PSA [128]:

integrative and quantitative approach allows ranking of issues and results;

explicit consideration and treatment of all types of uncertainties, application of an optimisation
process;

cost-effectiveness: using PSA methods, it is possible to ensure that resources are focused on
essential safety issues;

probabilistic methods can be used both to enhance safety and to manage operability;

results and decisions can be communicated on a clearly defined basis;

due to the clearly structured approach to be followed, its use is beneficial even if the models
generated are not quantified;

87



even if the amount of available adequate probabilistic data is relatively small, the absolute
accuracy of the result is not an issue if probabilistic approaches are used as comparative tools,
allowing one to make decisions between different design or operation alternatives.

Like all event investigation methodologies, the probabilistic approach also has some limitations. These
are due to the fact that the results of a PSA invariably contain uncertainties arising from three main
sources [123]:

Uncertainties due to a lack of comprehensive data regarding the area under consideration. It is
impossible to demonstrate the exhaustiveness of a PSA, even when the scope of the analysis has
been extended to as large a number of situations as possible -- notably in terms of various reactor
operating states and potential initiating events.

Uncertainties regarding data. Such uncertainties concern the reliability data for plant
components, the frequency of initiating events, common-mode failures and failures resulting
from human actions. The main uncertainties are those relating to the frequency of rare initiating
events (for example, the combination of a steam piping break and a steam-generator tube break),
as well as data relating to human factors.

Uncertainties associated with modelling assumptions that cannot easily be quantified, such as the
resistance of certain components under accident conditions, poorly understood physical
phenomena or human actions.

In view of these uncertainties, the assumptions on which PSAs are based are designed to ensure
sufficient safety margins. It is worth noting that the uncertainties are not intrinsic to PSAs, but may
generally be attributed to lack of detailed knowledge. Indeed, one of the benefits of conducting PSAs is
that they can identify areas about which we need to learn more.

Besides the above mentioned uncertainties, there are several more items that are not handled well, or not
addressed at all by current PSA methodology [129]:

1.

2.

4.

Human errors during accident conditions, including both errors of omission and errors of
commission especially.

Digital software failures, which are the object of research aiming not to quantify the failure
probabilities but, rather, to understand the kinds of failure modes that may be introduced.

Safety culture. When asked, managers of hazardous facilities say that they put safety first.
Unfortunately, experience shows that it is not always the case. While it is relatively easy to
ascribe an accident that has occurred to a bad safety culture, the fact is that defining indicators of
a good or bad safety culture in a predictive way remains elusive: PSA certainly does not include
the influence of culture on personnel behaviour.

Design and manufacturing errors, which are especially important for equipment that could be
required to operate under unusual conditions, such as accident environments.

Despite substantial progress made with probabilistic risk analysis methods, some other problems
encountered can also be mentioned [129]:

Engineers and scientists often feel uncomfortable with methods that require considerable use of
mixtures of ‘subjective’ (expert judgment) and ‘objective’ data (observations) and thus often
have an overall feeling that the whole exercise lacks scientific rigour.

Analysis and decision—making processes are more complex and time-consuming because more
information and insights have to be collected, processed and considered for decisions. The
relatively long duration of probabilistic studies (preparation, performing, interpreting) might be a
fertile ground for endless debate between utility and regulator.

Due to the more complex structure, the assumptions, methods and results are more difficult to
understand, and require some mathematical knowledge. The fact that the results are characterised
as prognostic estimations of what may, or may not, happen in the future makes understanding
difficult and poses a still unresolved issue in many legal environments. A regulator’s personnel
has thus to be very well-informed scientifically and technologically in order to achieve consistent
application of standards.
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e An unduly high level of fascination with the approach as such and its tools, nowadays especially
due to the ease of application by means of user friendly computer software tools. Often risk
assessment becomes bogged down in the mechanics of performing risk analysis. While analysing
risks is necessary, knowing what they are is far more important.

e It must not be thought that the numerical results from a PSA are ‘accurate’ in the same sense that
a financial audit or a deterministic engineering analysis seems to be accurate. Really both
probabilistic and deterministic models are full of uncertainties, and most risk analysts will not
claim more than an ‘order-of-magnitude’ accuracy.

Despite these uncertainties, the probabilistic assessment of both the strengths and weaknesses of safety
features can clearly suggest ways of improving both the design and operation of nuclear facilities.
Probabilistic safety analysis has thus become an important supplement to deterministic analysis in
checking the safety level of a facility, and improving it by identifying design weaknesses. In addition to
assessing the safety of a plant at a given point in its lifetime, such applications have also demonstrated
the usefulness of PSAs in other areas, and a certain number of programmes are already being developed

which hint at future applications.
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2.3. Deterministic safety analyses

A major part of the process of designing and licensing a nuclear power plant is the safety analysis. IAEA
Safety Standard [79] states that both deterministic methods and probabilistic methods are required to be
applied. The objectives are to identify issues that are important to safety and to demonstrate that the
plant is capable of meeting any authorised limits on the release of radioactive material and on the
potential exposure to radiation for each plant state.

The deterministic evaluation of safety is typically bottom-up, i.e. it starts with postulated failures and
proceeds to identify their consequences. If an event, such as failure of component, is judged to lead to
unacceptable consequences, measures are taken either to make it less likely (without knowing
quantitatively by how much) or to mitigate its potential consequences. Typically, these actions include
introduction of redundant elements and additional safety margins, i.e. the difference between the failure
point and the anticipated operating point is made larger. These actions are based on engineering
judgment informed by analyses, tests, and operating experience. The result is frequently a complex set
of requirements for the design and operation of the system. A facility that meets these requirements is
judged ‘acceptable’ in the sense that there is no ‘undue risk’ to the public or the workforce. What ‘undue
risk’ is remains unquantified. The presumption is that meeting the requirements guarantees adequate
protection of public and personnel health and safety, i.e. the (unquantified) risk is acceptably low [129].
Deterministic safety analyses are analytical evaluations of physical phenomena occurring at nuclear
power plants, made for the purpose of demonstrating that safety requirements, such as the requirement
for ensuring the integrity of barriers against the release of radioactive material and various other
acceptance criteria, are met for all postulated initiating events that could occur over a broad range of
operational states, including different levels of availability of the safety systems [76].

The objective of deterministic safety analyses is to demonstrate that, in normal operational conditions
and accident conditions, a sufficient number of barriers are retained.

Deterministic safety analyses for a nuclear power plant predict the response to postulated initiating
events. A specific set of rules and acceptance criteria is applied. Typically, these should focus on
neutronic, thermohydraulic, radiological, thermomechanical and structural aspects, which are often
analysed with different computational tools. The computations are usually carried out for predetermined
operating modes and operational states, and the events include anticipated transients, postulated
accidents, selected beyond design basis accidents and severe accidents with core degradation. The
results of computations are spatial and time dependencies of various physical variables (e.g. neutron
flux; thermal power of the reactor; pressure, temperature, flow rate and velocity of the primary coolant;
stresses in structural materials; physical and chemical compositions; concentrations of radionuclides) or,
in the case of an assessment of radiological consequences, radiation doses to workers or the public.
Deterministic safety analyses should be carried out for the following areas:

(a) Design of nuclear power plants. Such analyses require either a conservative approach or a best
estimate analysis together with an evaluation of uncertainties.

(b) Production of new or revised safety analysis reports for licensing purposes, including obtaining
the approval of the regulatory body for modifications to a plant and to plant operation. For such
applications, both conservative approaches and best estimate plus uncertainty methods may be
used.

(c) Assessment by the regulatory body of safety analysis reports. For such applications, both
conservative approaches and best estimate plus uncertainty methods may be used.

(d) Analysis of incidents that have occurred or of combinations of such incidents with other
hypothetical faults. Such analyses would normally require best estimate methods, in particular
for complex occurrences that require a realistic simulation.

(e) Development and maintenance of emergency operating procedures and accident management
procedures. Best estimate codes together with realistic assumptions should be used in these
cases.
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(f) Refinement of previous safety analyses in the context of a periodic safety review to provide
assurance that the original assessments and conclusions are still valid.

The demand for deterministic analyses of operational events is supported by the need to avoid
recurrence of events by better understanding of the phenomena involved, and to validate the adequacy of
corrective measures [126, 127]. For some operational events it is difficult to identify the particular
reason for the event occurrence, or there are multiple possible reasons from which the major one needs
to be identified. For such events, detailed deterministic analysis could be beneficial, as it can obtain the
necessary insights and can help to find appropriate corrective measures. Typical operational events,
which need deterministic analysis, are:

e Malfunction of valves, pumps or other components, resulting in complex response of the unit. To
analyse these events, the same codes and similar models are used as for safety analysis reports.
These events are typically used for code validation, but there is still a need to analyse such
operational events for deeper understanding of plant behaviour and in order to prove the high quality
of analytical predictions.

e Inadequate response of a control or safety system. Some reported events result in inadequate or
unexpected response of a control or safety system. To explain such events detailed modelling of the
relevant system is necessary. The typical integral plant model used for a safety analysis report does
not credit control systems.

e Pipeline leakage, rupture or thermal fatigue. Events initiated by damage of pipelines can be caused
by thermo-hydraulic phenomena - e.g. coolant stratification or frequent changes of coolant
temperature or pressure, leading to increased thermal stresses and fatigue. Simulation of these events
may require specific modelling of local phenomena. Significant uncertainties of initial and boundary
conditions exist due to limitations of plant monitoring systems.

e Reactivity events. These events (e.g. control rod or cluster drop) should be analysed for assessment
of effects and for proof of the similarity between design and measured changes in power profile.

e Other events. The list of other operational events, which should be analysed, depends on reactor type
and the country specific practices.

In practice deterministic analysis is carried out only in a few cases, basically for two main purposes:

e to reveal the nature of the processes and phenomena which led to the failure by attempting to
reconstruct the details of the process;

e to benchmark and validate an existing computer model by taking advantage of a well recorded
and understood event.

The deterministic analysis of operational events involves four main steps:

e cstablish the sequence of events;

e cvaluate the event as it happened;

e cvaluate the event as it could happen (‘what if” analysis);

e record the results of the event analysis in historical databases.

There are three ways of carrying out deterministic safety analyses of anticipated operational occurrences

and design basis accidents to demonstrate that the safety requirements, which are currently used to

support applications for licensing, are met:

(1) Use of conservative computer codes with conservative initial and boundary conditions (conservative

analysis).

(2) Use of best estimate computer codes combined with conservative initial and boundary conditions

(combined analysis).

(3) Use of best estimate computer codes with conservative and/or realistic input data but coupled with an

evaluation of the uncertainties in the calculation results, with account taken of both the uncertainties in

the input data and the uncertainties associated with the models in the best estimate computer code (best
estimate analysis). The result, which reflects conservative choice but has a quantified level of
uncertainty, is used in the safety evaluation.
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The deterministic analysis is performed using verified and validated operational plant models based on
RELAPS, ATHLET, CATHARE, APROS, QUABBOX-CUBBOX, PARCS etc. codes.

Attributes of deterministic safety analysis and correlation with other event investigation
methodologies

Some of the main strengths of deterministic risk analysis are [128]:

e Analysis and the subsequent decision-making process are relatively clear and simple. The
systems analysis and the associated calculations are straightforward and the decision- making
answer is ‘safe’ or ‘not safe’.

e It can be carried out with comparatively little effort and is suitable for use by engineering-type
personnel with a detailed knowledge of the plant design and operation, but not necessarily with
expertise in risk analysis.

e Typical deterministic risk analysis schemes are often sufficient for a crude indication of internal
safety management; however, they are not suitable for application for risk communication with
regard to off-site consequences.

Progress in analytical tools, both software and hardware, allows for the performance of more detailed
deterministic analysis of operational events, bringing several benefits:

e better understanding of the phenomena occurring during a specific event, and helping to identify
the direct and contributing causes;

e identification of the impact of different contributing factors and conditions (operator and/or

automated actions);

evaluation of the plant safety margins during the event;

operational safety enhancement; improvements in operator training and operating procedures;
increase of the confidence in the code and code input models;

sharing experience and utilising external experience;

supporting designers by pinpointing weaknesses.

Some benefits of deterministic analysis for analysing operational events are illustrated in Figure 2.3.1.
Since a large number of operational events have occurred in nuclear power plants, only a few events
were analysed by deterministic computer codes [128]. In most cases, the causes of the event and the
phenomena involved were considered to be understood, and detailed analysis of the event was not found
necessary. If the event remains within the range of the unit’s technical specifications and the response of
the unit is correlated to existing analytical predictions, then the event does not need deterministic
analysis (although such analyses could be beneficial for code and model validation purposes).

Some of the main problems encountered in deterministic risk analysis are [129]:

e Deterministic risk analysis relies on a wealth of experience or ‘common sense’, which is often
very specific for different companies and persons. Established practices are usually fine for
dealing with high probability events, where cause and effect can easily be demonstrated. In many
cases, however, decisions are required without this ‘test of time’ being available, because either
the situation under consideration is complex or unusual, or the possible consequences are very
severe.

e In deterministic risk analysis, there is no explicit consideration of the various types of
uncertainties, and there is a lack of consistent information about which criteria or analysis results
are more or less important with respect to the overall safety level. A strictly deterministic ranking
procedure regarding the issues considered or the outcomes is not possible. Instead of this some
sort of semi-quantitative ‘weighting factor’ approaches are used, whose assumptions are
extremely difficult to justify.

e The real world cannot be modelled realistically by mainly using conservative assumptions. The
worst case scenario selected for deterministic risk analysis represents only very rare single event
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in the myriads of possible event sequences. Due to this there is a real danger that
deterministically analysed systems are oversized in terms of their safety or protection equipment.
e Deterministic risk analysis results give the false impression that the results are ‘certain’ and the

scenarios are ‘true’.
Since a deterministic safety analysis alone does not demonstrate the overall safety of the plant, it should
be complemented by a probabilistic safety analysis. While deterministic analyses may be used to verify
that acceptance criteria are met, probabilistic safety analyses may be used to determine the probability of
damage for each barrier. Probabilistic safety analysis may thus be a suitable tool for evaluation of the
risk that arises from low frequency sequences that lead to barrier damage, whereas a deterministic
analysis is adequate for events of higher frequency, for which the acceptance criteria are set in terms of
the damage allowed. To verify that defence in depth is adequate, certain very low frequency design basis
accidents, such as large break loss of coolant accidents or rod ejection accidents, are evaluated
deterministically, despite the low frequency of the initiating event. Thus deterministic analysis and
probabilistic analysis provide a comprehensive view of the overall safety of the plant for the entire range
of the frequency-consequence spectrum [76].
Deterministic safety analyses have an important part to play in the performance of a probabilistic safety
analysis because they provide information on whether the accident scenario will result in the failure of a
fission product barrier. Deterministic safety analysis should be used to identify challenges to the
integrity of the physical barriers, to determine the failure mode of a barrier when challenged, and to
determine whether an accident scenario may challenge several barriers. Best estimate codes and data
should be used to be consistent with the objectives of probabilistic safety analysis, which include
providing realistic results. It should be recognised that the results of the supporting analyses are usually
bounded by the results of conservative deterministic analyses.
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Figure 2.3.1. Benefits of the deterministic analysis of operational events
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2.4. Safety Culture Impact Assessment

Safety culture has been recognised as one of the paramount factors in guaranteeing the safe operation of
complex facilities. Indeed, analysis of many events in several industries including aviation, space
exploration, the oil, railway, chemical and nuclear industries, has shown that - besides technical factors -
organisational and human factors largely contribute to the prevention of incidents and accidents.

Safety culture is defined as the assembly of characteristics and attitudes in organisations and individuals
which establishes that, as an overriding priority, nuclear plant safety issues receive the attention
warranted by their significance [24, 37]. INPO defines safety culture as ‘an organisation’s values and
behaviours — modelled by its leaders and internalised by its members — that serve to make nuclear safety
the overriding priority’ [83].

At the same time, the organisational climate is defined as the way in which organisational members
perceive and characterise their environment in an attitudinal and value-based manner [130, 131]. Lack of
a common agreement on terms and definitions results in one more areas of confusion regarding the root
cause analysis of events: most of licensees misunderstand that organisational factors are equivalent to
safety culture.

The structure of safety culture can be explained using the Three Level model that was developed by
Edgar Schein (see Figure 2.4.1) [78, 79, 81, 85, 86, 87].

Artifacts Examples: architecture, behaviour,
(Attributes) greeting rituals, dress, forms of address -
visible
Espoused

Examples: strategies, goals, philosophies —

Values ..
can be elicited

Underlying Examples: human nature, basis which
Assumptions people are respected — unconsciously held

and usually tacit
(E. Schein)

Figure 2.4.1. Three Level model of safety culture

Safety culture at a specific organisation can be defined by system of safety culture characteristics [78,

86-90]. Most of the characteristics can be assigned to the artefact level and/or the espoused level of the

Three Level model, with only a small number more appropriately associated with the level of basic

assumptions. Employee surveys (questionnaires, interviews) and different systems of performance

indicators are used to obtain specific quantitative or qualitative information about the state of safety

culture [78, 79, 82]. Some examples of performance indicators listed under the different levels of

culture, in line with the Three Level model, that may be useful in measuring the overall state of safety

culture, are shown below [79].

Artefacts

(1) Percentage of corrective actions not completed within planned timescale (a measure of proper
resource allocation, top management commitment to safety).

(2) Safety audit scores (a measure of safety performance, self-assessment).

(3) Safety attitude scores (a measure of employee involvement, motivation and job satisfaction).

(4) Percentage of tasks having risk assessment in pre-work planning (a measure of a systematic
approach to safety).
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Espoused values
(1) Frequency of senior manager plant tours (demonstrates high priority to safety).
(2) Number of safety inspections (demonstrates high priority to safety).
(3) Percentage of managers trained in root cause analysis (organisational learning).
Basic assumptions
(1) Frequency of reporting of near misses (view of mistakes).
(2) Number of safety improvement teams (view of people).
(3) Percentage of employees who have a basic understanding of the safety culture concept and its
importance (properly designed plant is inherently safe).
Other systems explaining structure of safety culture also exist. Most of them are based on different
classification system of safety culture’s attributes and characteristics (see Figure2.4.2) [86]. For
example, Conger [24] distinguishes 13 components of safety culture, separated into 4 groups:
e Human performance (Decision-Making, Resources, Work Control, Work Practices);
e Problem identification and resolution (Corrective Action Programme, Operating Experience, Self
and Independent Assessments);
e Safety conscious work environment (Environment for Raising Concerns, Preventing, Detecting,
and Mitigating Perceptions of Retaliation);
e Other components (Accountability, Continuous Learning Environment, Organisational Change
Management, Safety Policies).

Just culture: atmosphere
of trust where reporting is
encouraged and where a
line is drawn between
acceptable and
unacceptable behaviours

Reporting culture:
people are prepared
and encouraged to

report their errors and
near misses

Flexible culture: ability
to adapt to high tempo
situations or new
dangers

Safety culture

Informed culture:
knowledge about

factors determining

performance as a whole

Learning culture: ability
to learn from safety
information and to take
action

Figure 2.4.2. Structure of safety culture according to [86]

In practice, safety culture represents the ratio between priorities of importance attached by an
organisation (especially by its management) to economic and production problems from the one side,
and problems of safety assurance and improvement, from another side (see Figure 2.4.3) [24, 36, 78, 79,
82-91].

Safety culture impact assessment is not an event investigation methodology. However, actual and often
unidentified root causes of a considerable number of incidents at NPPs lie in deficiencies in safety
culture. Root causes reside in the values and beliefs embedded in the organisation that are justified and
reinforced by the behaviour of management. This would seem to be a suitable point to recall W.
Edwards Deming’s observation that ‘most problems are management controllable - embedded in the
manner in which management decides to operate the organisation’ [94]. Until the analysis moves to this
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level, an organisation has not begun to grapple with root causes. According to data from the Japan
Functional Safety Laboratory [35], about 70 to 80% of accidents are caused by human factors. But in
reality, often human factors are not the actual root cause of accidents. The actual root causes are
generally made up of the following three elements: a) a lack of safety culture (overconfidence and self-
satisfaction are the leading factors of this); b) organisational issues; c¢) a lack of relevant technology
activities.

Is safety an
overriding
priority?

SAFETY INVESTMENT -

PRODUCTION INVESTMENT >

A modified “Reason Model” - from Reason, 1997 and Starbuck, 1988.
Figure 2.4.3. Role of safety culture as the balance between mission and safety [84]

Hence, assessment and improvement of safety culture should be considered as a promising and effective
pro-active approach to precluding the different human factor related errors, initiating occurrences and
incidents, leading to more serious safety related events. Assessment and improvement of safety culture,
in combination with other event investigation methodologies, should be assumed to be an important
means of increasing the reliability of NPP’s operation [23, 24]. Assessment of safety culture is needed
for establishing the safety level for benchmarking, for predicting the outcome of proposed safety
interventions and for follow-up of improvements (sees Figure 2.4.4).
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Figure 2.4.4. Main questions which should be answered before safety culture impact assessment [84]

decision #2

Figure 2.4.5 shows the desired responses at the organisational levels of policy, management and the
individual. The policy level establishes the necessary framework for the organisation. Management
shapes the working environment and fosters attitudes conducive to achieving good safety performance.
At the individual level, a questioning attitude, a rigorous and prudent approach, and good
communication are emphasised.
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Figure 2.4.5. The desired responses at the organisational levels of policy, management and the

individual conditioning of safety culture [82]

From the literature it emerged that management was the key influence of an organisation’s safety culture
[87]. A review of the safety climate literature revealed that employees’ perceptions of management’s
attitudes and behaviours towards safety, production and issues such as planning, discipline etc. were the
most useful measurement of an organisation’s safety climate. The research indicated that different levels
of management may influence safety in different ways, for example managers through communication,
and supervisors by how fairly they interact with workers. Thus, the key area for any intervention
regarding an organisation’s safety policy should be management’s commitment and actions towards
safety. Ultimately management’s attitudes and behaviour in terms of safety influence many aspects of
safety behaviour including:
the success of safety initiatives
the reporting of near-miss occurrences, incidents and accidents

employees working

employees taking work related risks

influencing product

safely

ion pressures

implementing safety behaviour interventions

health interventions

the effectiveness and credibility of safety officers

the effectiveness and credibility of safety committees.

Analysing results of investigations of several major accidents, such as the nuclear reactor accident at
Chernobyl, the fire at King’s Cross, the fire and explosion on Piper Alpha and the train crash at Clapham
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Junction [87], it was recognised that a successful safety culture depends on leadership and, in practically
all cases, needs to be improved.

The primary role of leaders in developing the organisational safety culture is also highlighted in [84, 90].
Corporate top managers influence safety through their decision-making on budgets and policies, but also
through their daily actions and attitudes (see Figure2.4.6). These channels of influence are important in
forming the safety culture of the company. This is of particular interest in transport, chemical, oil,
nuclear and other high-risk industries, where human errors are an important source of safety hazards,
and safety culture is closely related to handling of risk. If the problems of administrative management
cannot be prevented by improving daily management factors (that is, middle (junior) management
cannot be improved), the top (senior) management factors and organisational climate should be
analysed.

So, assessment and improvement of safety culture in combination with other event investigation
methodologies should be assumed as important means of increasing reliability of NPP’s operation.
However, taking into account other on-going projects being performed by the IAEA, NEA WGOE, JRC
IE SPNR and other organisations, methods and tools for measurement and assessment of safety culture
are beyond the scope of this report. Some information about development, attributes and usage of these
methods and tools can be found in [36, 78, 82, 84 - 90].

External Influences Managers respond Workers respond by
Create pressure with org changes changing behaviors
Yes Yes
S .
Does oversight Safety performance Significance to
recognize det_:llne? declines over time safety recognized?
(lagging metrics) —— (leading metrics)

Significant Event Occurs

Figure 2.4.6. Possible scenario of changes preceding major accidents with emphasised role of
leaders/managers creating safety culture [84]
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3. Event investigation tools and techniques

The root cause analysis tool is a relatively simple event investigation instrument, developed through
experience to assist groups and individuals in identifying root causes, providing detailed step-by-step
working procedures for event analysis that can be recorded, repeated and verified. It is merely one of the
vehicles to implement the method; it is distinguished by its limited use, relatively narrow scope and
concretely defined inputs, procedures and outputs.
Usually root cause analysis relies to some extent on engineering, psychological etc. judgment. However,
structured root cause analysis tools and techniques provide step-by-step procedures that can be repeated
and verified. Clear documentation of the analysis allows a reviewer to check its accuracy and
completeness, enhance rigour, traceability and credibility.
Practical experience has shown that different root cause analysis techniques provide different
perspectives of an event, and the causes that are identified may differ [4]. This is because different root
cause analysis techniques ask different questions about a human performance or hardware problem. As a
result, best practices indicate that using a combination of tools ensures that a more complete set of
causal factors is identified, increases confidence in findings and improves the quality of investigations.
For example, events and causal factors charting and analysis, change analysis and barrier analysis work
well together to ensure that all causal factors are identified. Techniques should generally be adopted
early in the investigation for maximum effectiveness. To apply a technique at the end to ‘illustrate’ is to
miss much of its benefit [24].
No matter which root cause analysis tools or techniques are used, the purpose of the analysis is to
identify the causal factors that, if corrected, would minimise the likelihood that the same and similar
‘significant conditions adverse to quality’ will occur again. The effectiveness of a problem identification
and resolution programme rests less on the root cause analysis tools or techniques used than on the
thoroughness of the investigation conducted, assurance that the key causal factors have been identified,
and the development and implementation of the corrective actions suggested by the analysis.
Analytical tools are only as good as their users. Used properly, any of these tools can be effective and
produce good results. However, experience shows that the attractiveness of these tools is actually their
drawback as well. Some of these tools are typically attractive because they are quick to produce a result,
require few resources and are inexpensive. These are the very same reasons why they often lack breadth
and depth [56].
There are many different root cause analysis tools, techniques and procedures of various complexity
used in different industries. Depending on the authors concerned, some of them are called either tools or
methods (or even methodologies). In 1982, there were 30 analytical techniques. Today, more than 100
have been identified. An adequate combination of methodologies, methods and tools should be selected,
based on the nature of the event. The most frequently used universal root cause analysis tools are
depicted in Figures 3.1and 3.2. Some of them are widely used for solving different problems of other
types. Many of the methods described in chapter 2 have been developed by combining the use of a
certain number of basic tools, such as the following [4, 25, 30, 47]:

1. Event and causal factor charting and analysis
Cause and effect analysis
Interviewing
Task analysis
Change analysis
Barrier analysis
Fault tree analysis
Event tree analysis
Review of plant operating experience
10 Critical incident techniques
11. 5 Why’s analysis

R R R
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12. Pareto analysis

13. Storytelling

14. Failure modes and effect analysis
15. Interrelationship diagram

16. Current reality tree (CRT).

[ Event investigation tools ]
Event and causal factor charting (ECFC) ) f Cause and effect analysis )
J L J
Interviewing ) [ Task analysis )
J L J
Storytelling ) ([ Barrier analysis )
J L J
Change analysis ) [ Event tree analysis )
J L J
Fault tree analysis ) [ Kepner-Tregoe problem solving )
Causal factor tree analysis ) [ Interrelationship diagram )
J L J
Human factors investigation tool (HFIT) ) f REASON® )
J L J
Current reality tree (CRT) ) [ REALITYCHARTING® )
J L J
PROACT® ] ( CAS-HEAR ]
J L J
TapRoot® ) [ JOFL classification based )
) L ‘Reference list tool’ )
5 why’s analysis ) [ Other )
J L J

Figure 3.1. Some of most frequently used universal root cause analysis tools
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Figure 3.2. Examples of some of most frequently used universal root cause analysis tools

Brainstorming is a process in which a group quickly generates as many ideas as it can on a particular
event, problem and/or subject [30, 56]. Usually such sessions are not structured in a manner that
explores cause and effect relationships. Rather, people just express their opinions and come to a
consensus on solutions. Brainstorming is useful because it can help a group of people utilise its
collective brainpower to generate many ideas in a short period of time. It stimulates creativity and
promotes involvement and participation. It should be used to help clarify mutual expectations and devise
ground rules related to a team’s way of operating. It is recommended that brainstorming be carried out
using the following procedure:

e Identify a topic, problem or issue and make sure there is mutual understanding of the task and

objective. Write the topic on a flip chart.

e Each person presents one idea, going round in sequence (Round Robin). If a person doesn’t have
an idea, pass and move on to the next person.
All ideas are recorded on a flipchart.
There is no evaluation or discussion during the session.
Focus is on the quantity of ideas, not the quality.
When all ideas are exhausted, take a break. When you come back, people may have more ideas
to add to the list.

e Keep the idea generation separate from the evaluation or analysis of ideas.
Additional guidelines for brainstorming:

e Generate as many ideas as possible.

e Encourage free-wheeling.

e No criticism is allowed, either positive or negative.

e There is equal opportunity to participate.
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e Record all ideas.
e Let the ideas incubate.
When comparing this approach to the essential criteria of RCA, brainstorming does not meet all the
criteria, and therefore falls into the Shallow Cause Analysis category.
Pareto Analysis uses a failure database to trend the frequency of categorical failures. This process has
many pitfalls, a few of which are discussed below.
1. The accuracy of a Pareto chart is limited by the accuracy of the data used to create it. If you use a
failed approach like tree diagrams to determine the causes, the Pareto chart will only reflect causes from
the pre-defined list provided.
2. The cause and effect principle shows that all causes and effects are part of the same continuum. In
many cases, certain causes will be closely linked (i.e. close to each other). For example, the cause
‘procedures not followed’ is frequently caused by ‘procedures not accurate.’ In the Pareto analysis, this
causal connection is lost. Instead, we see both ‘procedures not followed’ and ‘procedures not accurate’
in those top causes, so we end up working on solving both problems, when in reality we may only need
to solve the ‘procedures not accurate’ problem. In this example, the incomplete view of reality provided
by a Pareto analysis may have caused us to expend more resources than necessary.
3. Pareto analysis can mask larger, more systemic issues. For example, if quality management has
transformed into a state of dysfunction, it can cause symptoms in many different areas, such as poor
procedures, inadequate resources, outdated methods, high failure rates, low morale, etc. Pareto analysis
has us capturing all these symptoms of a larger problem as causes, and wasting time solving the
symptoms.
Storytelling. Perhaps the most common of all available tools for collection of information about the
circumstances of an event is storytelling, also known as the ‘fill-out-a-form method’. It is a primary
form of communication between event investigator and event witnesses or participants [25]. The basis
for any story is a sequence of events starting at some arbitrary point in the past, leading the reader to a
significant undesirable consequence. Opinions, or consensus of a group, are then presented as corrective
actions.
The primary purpose of this method is to collect initial data about the event under investigation and
document the investigation and corrective actions, using special pre-defined forms. These forms usually
do a good job of capturing the what, when, and where of the event, but little or no analysis occurs. Many
companies do not even write the story down; they get together with the decision makers and tell stories
to one another, then decide which category the problems fits into, and implement their favourite
solution. Consequently, the corrective actions derived from storytelling fail to prevent recurrence 70 %
to 80 % of the time [25].
The primary difficulty with this approach is that the investigator relies completely on the experience and
judgment of the story-tellers or report authors in ensuring that the recommended solutions connect to the
causes of the problems. Storytelling does not provide precise mapping between the problem and the
recommended solutions. The issue of concern, however, is more than just poor reports; it is poor
problem solving skills that are reinforced by poor report writing and rule-based thinking, like filling out
a form. Forms subtly tell users to turn off their brains, fill in the blanks, write a good story, tick the
boxes, and identify the right categories.
With such poor results, some might question why organisations continue to use this tool for
development of the corrective actions programme. The answer is twofold. First, most organisations do
not measure the effectiveness of their corrective actions, so they do not know they are ineffective.
Second, there is a false belief that everyone is a good problem-solver, and that all they need to do is
document their solution on a form. For those companies that recognise that they are experiencing repeat
events, a more detailed form is often created, that forces the users to follow a specified line of questions
with the belief that an effective solution will emerge.
This is a false promise, because the human thinking process cannot be reduced to a form. Attempting to
standardise the thinking process, we restrict our thinking to a predefined set of causes and solutions.
Because effective problem solving has been short circuited, the reports often are incomplete and the
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problems keep occurring. It has been noted that ability to solve problems is conversely proportional to
storytelling: the stronger the storytelling culture that exists within an organisation, the less effective
people are at problem solving [25].

Troubleshooting is usually a ‘band-aid’ type of approach to fixing a situation quickly and restoring the
status quo. Typically, troubleshooting is done by individuals, as opposed to teams, and requires no proof
or evidence to back up assumptions. This off-the-cuff process is often referred to as RCA, but it clearly
fails to meet the criteria to qualify as RCA [56].

Problem Solving comes the closest to meeting the RCA criteria. Problem Solving is usually team based
and uses structured tools. Some of these tools may be cause-and-effect based, some may not be. Problem
Solving often fails to meet the RCA criteria because it does not require evidence to back up what team
members hypothesise. When assumption is permitted to be treated as fact in a process, it is not RCA
[56].

The 5 Why’s technique was originally developed by Sakichi Toyoda and was later used within Toyota
Motor Corporation during the evolution of their manufacturing methodologies. It is a critical component
of problem solving training delivered as part of the induction into the Toyota Production System.
However, the 5 Why’s approach itself has been around rather longer. The earliest known written version
of the thyme on the 5 Why’s (often taught to British children) is in John Gower’s Confesio Amantis,
dated approximately AD 1390 [132].

The 5 Why’s is a questions-asking technique used to explore the cause/effect relationships underlying a
particular problem. Ultimately, the goal of applying the 5 Why’s is to determine a root cause of a defect
or problem [132]. The 5 Why’s procedure involves asking ‘Why?’ five times in succession. This can
sound deceptively simple, but requires intelligent application in order to find the right Why? question to
ask, and the discipline and persistence to follow the procedure. The answer to one question leads you to
ask the next ‘Why?’ question, although it may not always be possible to answer the next question
immediately. You may need to gather and analyse more information in order to answer it properly, or do
more thinking and brainstorming. By the time you get to the fourth or fifth “Why?’ you are almost
invariably looking straight at management practices as opposed to mere symptoms (see Figure3.3). The
5 Why’s tool is valuable and powerful, but it does require practice. The more you use and practise it, the
more you begin to find the real root causes of problems.

Why
A7 -
1 Why 2" Why 3 why 4" Why 5™ Why
Problem A Becafus? Bedca?lli/se Br?]?(;?(ylze Because topt Because
uman factors managemen e
management|| management g organisation
climate-

Q}therefore

Figure 3.3. Example of using of 5 WHY’s tool [132]

The questioning ‘Why?’ could be continued further to a sixth, seventh, or even greater level. This would
be legitimate, as the ‘five’ in 5 Whys is not gospel; rather, it is postulated that five iterations of asking
why is generally sufficient to get to a root cause. The real key is to encourage the investigator to avoid
assumptions and logic traps, and instead to trace the chain of causality in direct increments from the
effect, through any layers of abstraction, to a root cause that still has some connection to the original
problem. Note that in this example the fifth why suggests a broken process or an alterable behaviour,
which is typical of reaching the root-cause level.
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Advantages. If an investigator knows how to ask good, successive ‘why’ questions, and is able to ask
them of the right people, they will find at least one root cause for a given problem. This approach takes
little time to perform — as few as five minutes can be used to perform a SWhy analysis — and does not
require the use of special software, flip chart paper or reading materials. If it is performed repeatedly
with the same group of people in a sound manner, its use can lead to a new way of thinking amongst
those people that have been exposed to the tool’s use [110].
Disadvantages. While the 5 Why’s is a powerful tool for engineers or technically knowledgeable
individuals to help get to the true causes of problems, it has been criticised as being too basic a tool to
analyse root causes to the depth that is needed to ensure that the causes are fixed. Reasons for this
criticism include:
e tendency for investigators to stop at symptoms rather than going on to lower level root causes;
e inability to go beyond the investigator’s current knowledge - can’t find causes that they don’t
already know;
e lack of support to help the investigator to ask the right ‘why’ questions;
e results aren’t repeatable - different people using 5 Why’s come up with different causes for the
same problem,;
e tendency to isolate a single root cause, whereas each question could elicit many different root
causes.
In addition, the ‘5 Why’s’ approach normally leads to the identification of just one root cause for the
problem concerned. You need to go through the ‘5 Why’s’ process several times for a given problem in
order to ensure that all root causes are identified, and being able to do so effectively requires even more
skill on the part of the question asker. Also, it does not necessarily point the problem solver towards the
generic causes of similar problems.
This approach requires significant skill in order to ask the right ‘why’ questions — the ‘5 Why’ technique
is not as simple as asking ‘why’ alone five times. While use of this tool leads to the definition of a root
cause that is also a change that is needed (a corrective action), it does not often result in a corrective
action that is well developed and defined. Most people fail to gain much success when using this tool,
simply because they cannot develop the ability to ask good ‘why’ questions in succession [110].
These can be significant problems when the ‘5 Why’s’ is applied through deduction only. On-the-spot
verification of the answer to the current ‘why’ question, before proceeding to the next, is recommended
as a good practice to avoid these issues.
The ‘5 Why’s’ tool is inappropriate for any complicated event, but it is actually quite useful when used
on minor problems that require nothing more than some basic discussion of the event. Unlike most of
the other RCA tools, it identifies causal relationships, but still subscribes to the root cause myth of first
finding the root cause and then assigning solutions. It should never be used for formal incident
investigations, but is perfectly acceptable for informal discussions of cause. A popular graphical
representation of the ‘5 Why’s’ approach is the “Why Staircase,” which if used improperly leads to a
linear set of causal relationships [25].
The root cause analysis tool called ‘JOFL classification’, using a viewpoint-oriented approach has been
suggested in Japan [130, 131, 153]. This approach is based on the assumption that, if the problems of
administrative management cannot be prevented by improving the daily management factors (that is,
middle (junior) management cannot be improved), the top (senior) management factors and
organisational climate and safety culture should be analysed, because usually management brings about
the situations leading to the nonconformity or overlooks them until the nonconformity occurs [131]. In
order to analyse deep-rooted causes contained in organisational factors, a new taxonomy was
systematised as a ‘Reference List’ of the NISA Guideline [131]. ‘JOFL classification’ is composed of 6
key factors, structured by 63 intermediate classification categories and 137 viewpoints. The key factors
include external environmental factor, organisational psychology factor, top management factor, middle
management factor, group factor and individual psychological factor. Nuclear power reactor site
inspectors and licensees in Japan use ‘JOFL classification’ as a checklist [131].

104



The majority of the above mentioned root cause analysis tools (excluding such simple tools as
interviewing, task analysis) are currently supported with more or less sophisticated software, aiming to
accelerate and make easy the event investigation process. Some of the modern RCA tools are designed
to be implemented by means of specialised software. To this group could be attributed the following
RCA tools [139]:

1. REASON Root Cause Analysis Software is designed for organisations that have a commitment to
operational excellence. It is an expert system software that guides you to uncover the root causes of your
operational problems, enables you to manage and track your corrective action plans, and communicates
the lessons learned from your problem solving activities. It aims to preserve and communicate the
knowledge learned from identifying and correcting the root causes of problems.

2. TapRooT Software was once just a very good root cause analysis tool and is now an Investigation
Management System. It provides tools to manage the process from reporting an incident to validating
the effectiveness of corrective actions. You can use one piece of software to report incidents, analyse
root causes, develop corrective actions, write and approve reports, track fixes, validate the effectiveness
of the fixes, and trend performance in a secure, password protected environment. TapRooT Software is
unique, advanced, and has been patented.

3. NASA Root Cause Analysis Tool (RCAT) Software is designed to facilitate the analysis of
anomalies, close calls, and accidents and the identification of appropriate corrective actions to prevent
recurrence. The RCAT software provides a quick, easy, accurate, and repeatable method to perform and
document root cause analysis, identify corrective actions, identify trends, and generate data usable in
precursor analysis and probabilistic risk assessment.

4. ReliaSoft’s XFRACAS software tool is a Web-based, closed-loop, enterprise-wide incident reporting/
failure reporting, data analysis and corrective action software system. The XFRACAS software provides
all the tools that any organisation needs to troubleshoot issues as they occur in the laboratory or in the
field, capture the data required for important reliability, quality, safety and other analyses, work as a
team to resolve underlying problems, and build a ‘knowledge base’ of lessons learned that will be
instrumental in future troubleshooting and development efforts.

5. PathMaker helps you to systematically improve quality, solve problems, execute projects, and design
innovative products and services. It has tools to brainstorm, create flowcharts,, charts and graphs
together, analyse problems, track progress and indicators, think of solutions and accelerate your projects.
6. RealityCharting is a powerful, user-friendly software solution, created to help people better
understand their problems and identify effective solutions that prevent recurrence. Whether you are a
professional incident investigator, facilitator or an interested party, RealityCharting helps you to
understand and document your problem better than you have done previously. A Wizard window guides
the new or occasional user through the rules of the Apollo method and leads them towards completion of
a Realitychart. Creating a Realitychart is accomplished in an iterative five-step process, integrally
connected to implementation of the Apollo RCA process.

7. Solve makes root cause analysis very simple, as the software is designed to be extremely easy to use.
The software helps you to build the Root Cause Tree directly on the screen and analyse all elements in a
Path to Failure in one simple view. It lets you examine the entire Root Cause Tree in the Overview
screen and instantly see the big picture, to come up with relevant actions to address the cause.

8. Tripod Beta is a systematic and structured process of incident investigation and analysis. It makes
unknowns and uncertainties visible during the investigation, provides insights into the effectiveness of
control mechanisms and latent failures, and lists the remedial actions to achieve sustainable
improvement. It generates a Tripod Beta tree that is a graphical representation of the investigated
incident (see chapter 1.1.6). The tree is easy to interpret and is a powerful tool for presenting and
communicating the investigation results.

9. The PROACT® RCA Enterprise Suite gives your organisation the ability to collaborate on, and share
root cause analysis data with, your investigation team and management personnel within your facilities
worldwide. You can build fact driven logic trees, import/export numerous file types, organise analysis
data, and customise automatically generated analysis reports, then print and share.
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10. Investigation Catalyst is a new genre of self-directing, collaborative investigation support software
for documenting, understanding, analysing and improving phenomena and processes of all kinds of
problems faster and better. It is process design, investigation and improvement support software,
developed to support the management and conduct of process development, hazard analyses, accident
and incident investigations and analyses, investigation report quality assurance, and change management
tasks.

It should be noted that the list of tools for event investigation mentioned above, and presented in Figs.
3.1and 3.2, is not comprehensive. New tools are invariably being developed and appearing in the market
(especially in the form of software), and only some of them are described in more detail below.

3.1. Event and causal factor charting and analysis

Events and causal factors charting and analysis is a tool for organising and analysing the evidence
gathered during an investigation [2, 4, 13, 18, 47, 53]. This tool is the first that can be used for all
investigations. An events and causal factors (ECF) chart displays graphically the events and conditions
associated with an occurrence on a time line, highlighting occurrences and contributors (e.g. an error, a
significant event, a human performance problem). It is developed by asking successively ‘what?’,
‘how?’ and ‘why?’ and presenting the information gained from answers graphically. This tool helps to
identify what is known and what needs to be known chronologically, thus helping to set the direction of
further investigation. As more information is discovered, the chart is updated, thus providing a
continuous graphical indication of the progress of the investigation. In an ECF analysis, the chart is used
to identify the causal factors associated with the hardware failure or human performance problem.
Events and causal factors analysis is an effective mean of integrating other analytical techniques into a
concise and complete investigative summary. Events and causal factors analysis depicts, in logical
sequence, the events and conditions which are necessary and sufficient for an accident to occur. It
provides a systematic accident analysis tool to help in collecting, organising, and depicting accident
information; validating information from other analytical techniques; writing and illustrating the
accident investigation report; and briefing management on the results of the investigation [142, 143].
An ECF chart comprises symbols that represent the important events and conditions that led up to the
hardware failure or human performance problem under investigation. An event in an ECF chart is any
action or occurrence that happened at a specific point in time relative to the hardware failure or human
performance problem under investigation. A condition is a state or circumstance that affected the
sequence of events in the ECF chart. The symbols used for charting are unimportant. Any symbol set or
other method to differentiate between events, conditions, causes and their inter-relationship, such as
colour-coding, may be used in the chart.

Suggested Criteria for Event Descriptions and Conditions:

e [Each event should describe an occurrence or happening and not a condition, state, circumstance,
issue, conclusion, or result; i.e., ‘pipe wall ruptured’, not ‘the pipe wall had a crack in it’.

e [Each event should be described by a short sentence with one subject and one active verb; i.e.,
‘mechanic checked front end alignment’, not ‘mechanic checked front end alignment and adjusted
camber on both front wheels’.

e [Each event should be precisely described; i.e., ‘operator pulled headlight switch to “‘on’’ position’,
not ‘operator turned lights on’.

e [Each event should describe a single, discrete occurrence; i.e., ‘pipe wall ruptured’, not ‘internal
pressure rose and pipe wall ruptured’.

e [Each event should be quantified when possible; i.e., ‘plane descended 350 feet’, not ‘plane lost
altitude’.

e FEach event should be derived directly from the event (or events in the case of a branched chain) and
conditions preceding it; i.e., ‘mechanic adjusted camber on both front wheels’ is preceded by
‘mechanic found incorrect camber’ which is preceded by ‘mechanic checked front end alignment’ -
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each event deriving logically from the one preceding it. When this is not the case, it usually indicates
that one or more steps in the sequence have been left out.

e Conditions differ from events insofar as they (a) describe states or circumstances rather than
happenings or occurrences; (b) are passive rather than active. As far as practical, conditions should
be precisely described, quantified when possible, posted with time and date when possible, and be
derived directly from the conditions immediately preceding them.

Some specific symbols are used when creating ECF Charts. For example, a rectangle is typically used to
indicate an event. A brief description of the event is written within the symbol, as well as the date and
time at which the event occurred. Events are arranged in a line in chronological order, from left to right.
Dashed rectangle is used to indicate events that are assumed to have occurred, but for which no
validated evidence exists or has yet been collected. An oval is typically used to indicate a condition. A
brief description of the condition is written within the oval, and the condition is placed above the event it
affected on the chart. Dashed oval shows a condition that is assumed to have existed, but for which no
validated evidence exists or has yet been collected. A diamond is used to indicate the occurrence of
interest, such as a significant event. Arrows are used to connect events, and to connect conditions to
events. An octagon may be used to indicate a causal factor, and is placed above the events or conditions
it caused, and triangles are used to connect event lines that must be broken when, for example, the entire
sequence of events will not fit on a page.
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Figure 3.1.1. General Format for ECF Charts

Guidelines for practical application. The experience of many people participating in numerous
accident investigations has led to the identification of seven key elements in the practical application of
ECFA to achieve high quality accident investigations.

(1) Begin early. As soon as you start to accumulate factual information on events and conditions related
to the accident, begin construction of a ‘working chart’ of events and causal factors. It is often helpful
also to rough out a fault tree of the occurrence, to establish how the accident could have happened. This
can prevent false starts and ‘wild goose chases’ but must be done with caution so that you don’t lock
yourself into a preconceived model of the accident occurrence.

(2) Use the guidelines, as these will assist you in getting started and staying on track as you reconstruct
the sequences of events and conditions that influenced accident causation and rectification. Remember
to keep the proper perspective in applying these guidelines; they are intended to guide you in simple
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application of a valuable investigative tool. They are not hard and fast rules that must be applied without
question or reason. They have grown out of experience and fit well into most applications, but if you
have a truly unique situation and feel that you must deviate from the guidelines for clarity and
simplicity, do it. Analytical techniques should be servants, not masters.

(3) Proceed logically with available data. Events and causal factors do not usually emerge during the
investigation in the sequential order in which they occurred. Initially, there will be many holes and
deficiencies in the chart. Efforts to fill these holes, and to get accurate tracking of the event sequences
and their derivation from contributing conditions, will lead to deeper probing by investigators, that will
uncover the true facts involved. In proceeding logically, using available information to direct the search
for more, it is usually easiest to use the accident or loss event as the starting point, and reconstruct the
pre-accident and post-accident sequences from that vantage point.

(4) Use an easily updated format. As additional facts are discovered, and analysis of those facts
identifies causal factors, the working chart will need to be updated. Unless a format is selected which
displays the emerging information in an easily modified form, construction of the chart can be very
repetitious and time-consuming. Successive redrafts of the ECF chart on large sheets of paper have been
done; magnetic display boards or chalkboards have been used; but the technique that has consistently
proved to be most effective, and most easy to update, is the use of ‘post-it’ notes, on which brief event
or condition statements are written. A single event or condition is written on each note. The notes are
then stuck onto a wall, or a large roll of heavy paper, in the sequence of events as then understood. As
more information is revealed, notes can be rearranged, added, or deleted to produce a more complete
and accurate version of the working chart. Once the note-based working chart has been finalised, the
ECF chart can be drawn for inclusion in the investigation report. Several investigators have testified to
the value of this approach, commenting that it made their investigations more expeditious and thorough.
They further stated that use of post-it notes for the working chart was not only useful in establishing the
accident sequence and identifying key events and conditions, but also highlighted deficiencies in
knowledge, pointed out areas for further inquiry, and finally made the report writing straightforward.

(5) Correlate use of ECFA with that of other MORT investigative tools. The optimum benefit from
MORT-based investigations can be derived when such powerful tools as ECFA, MORT chart based
analysis, change analysis, and energy trace and barrier analysis are used to provide supportive
correlation.

(6) Select the appropriate level of detail and sequence length for the ECF chart. The accident itself, and
the depth of investigation specified by the investigation commissioning authority, will often suggest the
amount of detail desired. These, too, may dictate whether ending the ECF chart at the accident or loss-
producing event is adequate, or whether the amelioration phase should be included. The way the
amelioration was conducted will also influence whether this should be included, and in how much depth
it should be discussed. Certainly, if second accidents occurred during rescue attempts or emergency
action, or if other specific or systemic problems were revealed, the ECFA should cover this phase.
However, the investigators and the commissioning authority involved will have to decide, on a case-by-
case basis, what is the appropriate depth and sequence length for each accident investigated.

(7) Make a short executive summary chart when necessary. The ECF working chart will contain much
detail, so it can be of greatest value in shaping and directing the investigation. In general, significantly
less detail is required in the ECF chart presented in the investigation report, because the primary purpose
is to provide a concise and easy-to-follow orientation to the accident sequence for the report reader.
When a detailed ECF chart is felt to be necessary to show appropriate relationships in the analysis
section of an appendix of the report, an executive summary chart of only one or two pages should be
prepared and included in the report to meet the above stated purpose.

Examples of an ECF chart can be found in Figures 3.1.2and 3.1.3. These examples depict a partially
completed ECF chart for an operational event in which the residual heat removal (RHR) system was
overpressurised during initial pressurisation of the reactor coolant system (RCS), following a refuelling
outage (NUREG/CR-5953, 1992).
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Events and causal factors charting was developed to support the investigation of a single event. It can
also be used to identify human performance problems. Developing ECF charts for the different errors
that may represent an adverse trend, and comparing them, allows the detection of patterns and
similarities in the events, and conditions associated with the different errors.
Analysis of the ECF chart begins after the investigation is completed, although the analysis itself may
raise additional questions that require further investigation. The analysis is performed to identify direct,
contributing and root causes for the hardware failure or human performance problem of interest. The
analysis consists of first identifying the significant events in the timeline, and then evaluating them by
asking a number of questions about each one.
An ECF chart often contains events that did not play a causal role in the human performance problem
under investigation, but which must be included to ‘tell the story,” so that others can understand what
happened. These other events may be retained in the chart, but only the significant events will be
analysed.
Identifying the significant events in the ECF chart starts with the event that came immediately before the
hardware failure or human performance problem of interest. To determine whether this event is
significant or not, the question is asked, ‘If this event had not occurred, would the failure have
occurred?’ If the answer to this question is, ‘Yes,” then the question is asked whether the event
represented a normal activity with the expected outcomes. If it was a normal activity with the expected
outcomes (e.g. the maintenance technician arrived at work, control rods were inserted and the reactor
scrammed), then it is not a significant event in the chart. If the event had unplanned or unwanted
consequences, then it is a significant event in the chart, and should be further analysed by asking the
following additional questions:

e What were the other events and conditions that led to the significant event?

e What went wrong that allowed the event to occur?

e Why did those conditions exist?

e Were other significant events necessary for the failure or problem to occur, or would the

recurrence of this event alone lead to another failure or problem?
e s the significant event linked to other events or conditions that may indicate a more general or
larger deficiency, such as a programmatic weakness?

For example, in Figure 3.1.2, the event in the chart that precedes the overpressurisation was the control
room crew initiating system pressurisation. Starting RCS pressurisation is a significant event in this
timeline, because, obviously, RCS could not have overpressurised without it, and because initiating
pressurisation had unplanned and unwanted consequences.
The significant events in an ECF chart, and the events and conditions that were responsible for them, are
causal factors. A brief statement that summarises the relevant characteristics of the causal factor is added
to the ECF chart, above the significant event to which it applies. Figure 3.1.4 shows the ECF chart for
the overpressurisation event, with one causal factor added above the conditions and event in the chart to
which it applies.
When each significant event in the chart has been analysed, relationships among the causal factors may
be revealed. For example, in some situations, several examples of training weaknesses may be
identified, or the failure of one piece of equipment or system is found to have caused several of the
events in the chart. When common causes are found, they may indicate the root cause of the problem
under investigation.
The attributes of the event and causal factor charting tool are:
e the graphic display concisely captures the entire event. Better than long narrative descriptions;
e breaks down the entire case into a sequence of occurrences;
shows exact sequence of events from start to finish in a chronological order;
allows addition of barriers, conditions, secondary events, presumptions;
facilitates the integration of information gathered from different sources;
useful for both simple and complex problem solutions;
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e many causal factors become evident as the chart is developed;
e presents the information in a structured manner.

Benefits. Use of the ECF charting tool by the accident investigator provides benefits in: (1) meeting the
general purposes of accident investigation and conducting the investigation; (2) writing the investigation
report. Specifically, ECF analysis:

provides a cause-oriented explanation of the accident;

provides a basis for beneficial changes to prevent future accidents and operational errors;

helps delineate areas of responsibility;

helps assure objectivity in the conduct of the investigation; organises quantitative data (e.g. time,
velocity, temperature, etc.) Related to loss-producing events and conditions;

acts as an operational training tool; provides an effective aid to future systems design;

provides a check for completion of investigative logic. Even the most elementary types of
sequence charting can reveal gaps in logic and help prevent inaccurate conclusions;

provides a method for identification of matters requiring further investigation or analysis.
Significant event blocks with vague or non-existent causal factors can alert the investigator to the
need for additional fact-finding and analysis;

provides a logical display of facts from which valid conclusions can be drawn;

provides appropriate and consistent subject titles for ‘discussion of facts’ and ‘analysis’
paragraphs;

provides a method for determining if the general investigative purposes and specific objectives
have been adequately met in terms of the conclusions reached;

provides a method for differentiation between the analysis of the facts and the resultant
conclusions and evaluation of the factual basis of possible recommendations;

presents a simple method for clearly describing accident sequences and causes to a reading
audience with divergent backgrounds. Without the use of sophisticated or exotic methodology,
the accident causes can be easily communicated to readers with a wide variety of experience and
technical expertise;

provides a source for the identification of organisational needs and the formulation of
recommendations to meet those needs. The charting technique provides the basis for a systematic
trace of the logic from a statement of the facts through the analysis, conclusions, judgments of
needs, and recommendations;

finally, the technique has been shown to be useful in solving various unanticipated problems
associated with preparing the final report for specific accident investigations. The clear and
logical development of the accident events and causal factors facilitates agreement among report
reviewers on accident causation and minimises negative reaction from those persons and
organisations whose performance deficiencies contributed to accident occurrence. They may not
like what the report says, but they will agree that it is fair and accurate.

Disadvantages. While ECF can provide the timeline to help discover the action causes, it is generally
inefficient and ineffective because it mixes storytelling with conditional causes, thus it produces
complicated relationships rather than clarity [25].

Application. This tool is widely used for any event investigation in which a timeline or sequence of
events might apply, regardless of the initiating event being equipment failure or human performance.
With the aim of distilling refinements of approach that have been collected over the last decade through
the experiences of the authors, and by applying criteria and methods published by others , on the basis of
ECFA ‘Events and Causal Factors Analysis’, a new tool, called ECFA+, Events and Conditional Factors
Analysis, was developed in 2007 [72].
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Figure 3.1.2. An example of an Events and causal factors (ECF) chart (RHR Overpressurisation Event, March, 1990) [4]. RHR - residual heat removal;

RCS - reactor coolant system; SG — steam generator; PORV —pneumatically operated relief valve; PRT - pressurizer relief tank
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ECFA+ is a tool which produces a sequential description of an incident, which accounts for the logical
relationships between the facts presented. Using witness narratives, logs and other sources of evidence,
ECFA+ helps an investigator to build an account of the events that comprise an incident. Each event is
stated using the present tense. These events are put into chronological order, and linked together by
identifying logical relationships. These links are tested to ensure that each event is explained
satisfactorily. When necessary, conditions are identified to ensure the completeness of these
explanations. Every event, condition and logical relationship must be established to the standard of
evidence required by the investigator. An example of an ECFA+, Events and Conditional Factors
Analysis chart is shown in Figure 3.1.5 [72].

ECFA+ analysis is generally an iterative process, running in parallel with other investigative activities.
New information is added to the evolving ECF chart, and this often raises new topics for further
inquiries. If one were to add together the various iterations of work on an ECFA+ analysis, it would
seldom take less than one hour; it would often take two hours, and sometimes more if the incident were
complex. ECFA+ benefits from a team approach, and it adds to opportunity cost associated with using
the tool.

The ergonomics of ECFA+ means that it is best approached as a paper and pencil method, but this
assumes that there is a sufficient physical space in which to do the work: a blind wall, four metres wide,
is adequate for most analyses. Experience suggests that a computer-based approach is not effective for
performing ECFA+ in real time, especially when a team approach is used. If good-quality report is
needed, it is normal practice to transcribe the ECFA+ chart using a flow-charting package or other
vector graphics software application.

ECFA+ is generally approached as a team activity. The team needs to be selected to include the right
mix of disciplines and experience relative to the incident to be investigated.
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3.2. Cause and effect analysis

The purpose of this tool is to identify root causes by examining the relationship between cause and
effect. It is performed by asking successively what effects have occurred and why, and proceeding from
the last failure/deficiency backwards to find the cause. On the basis of information gathered the Cause &
Effect Diagram (CED, also known as the Fishbone Diagram or Ishikawa Diagram) is created (Figure
3.2.1). It is a technique to identify graphically and organise many possible causes of a problem (effect).

Professor Kaoru Ishikawa developed this tool in 1943 to explain to a group of engineers at Kawasaki
Steel Works how various manufacturing factors could be sorted and interrelated. The original intent of
the CED was to solve quality-related problems in products caused by statistical variation, but it was
quickly realised that it could be used for solving other types of problems as well. The tool later came
into widespread use for quality control throughout Japanese industry (Ishikawa 1982) and spread to

other countries [1, 2, 6, 7,9, 13, 25, 27].
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The Ishikawa (Fishbone) Diagram is perhaps the oldest and most well known tool for conducting root
cause analysis [20, 27, 56, 110]. In its most common form of use, the investigator attempts to define
multiple possible causes for a given problem in the four areas of manpower, methods, materials, and
machines (4-Ms). Other commonly used categories (Fish Bones) are: Place, Procedure, People and
Policies (4-Ps) and Surroundings, Suppliers, Systems and Skills (4-Ss). The ‘5 Why’ technique is often
used with this tool to construct the bones of the chart, with the answer to each why resulting in a new
branch being created off of the previous one, that the question originated from. It is currently one of
seven basic quality control tools, and is commonly used to determine components needed for a desired
outcome. The most important attributes of the Ishikawa (Fishbone) Diagram are:
1. does not use cause-and-effect;
2. modes are not dependent upon each other;
3. uses brainstorming primarily;
4. allows use of opinion as fact;
5. promotes belief that all causes are within categories used.
Cause and effect analysis determines root cause depending on only two items: the definition of a root
cause, and a question: ‘Why did this effect or event occur?’ As such, this tool is very easy to use and is
only limited by the knowledge and experience levels of the user [6].
The definition of a root cause is fundamentally important to the use of this technique, because it
determines the criteria to be met by any root cause developed by the technique. For example: the root
cause is defined as ‘The most basic reasons for the event, which if corrected will prevent recurrence’.
This definition tells that a root cause must be correctable; if it is not, it may be considered a cause but
not a root cause, and the correction must be within our control: it must prevent event recurrence.
Using the cause and effect technique is simply starting with the most significant event and determining
the cause(s) of it. The cause(s) for this event’s cause(s) are then determined, and this chain of events and
causes is continued until no other causes can be determined. These causes are then verified by
determining if the root cause criteria have been met. Creating the CED, the main issue is written in a box
that is typically in the centre of the right edge of the page. A line called the ‘spine’ or ‘backbone’
extends to the left, starting from the edge of the main box. Branches angle off of the spine, each
representing a cause or effect of the main issue. Each of these branches may contain additional branches.
Example. The most significant event is a reactor trip from the reactor protection system (RPS).
Therefore, why did the reactor trip from the RPS? Answer: due to actuation of the RPS low
water level switches. Why did the RPS low water level switches actuate? Answer: due to a
low reactor water level. Why was there a low reactor water level? etc.
Causes are not always as straightforward as those in this example. In most cases, the causes found for
each event depend on the investigator’s experience and knowledge levels. Therefore, when using this
tool for determining root cause, it is strongly suggested that an expert team perform analysis. This
broadens the experience and knowledge used in conducting the investigation and determination of root
causes.
As the causes are being determined for each event, it is also suggested that corrective actions or
solutions be prescribed for each cause. This gives the investigative team a benchmark for determining
when the root cause has been reached. When a reasonable solution, which can be controlled or
implemented by management, is reached, then the associated cause may be called a valid root cause.
The primary drawback to this technique is the implied suggestion that only one solution can correct a
root cause. It also lays a significant burden on the investigative team, in that a ‘reasonable’ solution
determined by them may not be an ‘acceptable’ solution for management to implement. In addition,
extreme care needs to be taken to prevent ‘short cuts’ or predetermined assumptions from occurring
when performing this technique. As can be seen in the example, each event must be listed as a single
item, and only provable facts or qualified judgments are used for the associated causes.
An addendum to this technique strongly suggests that the investigative team provide at least two causes
for each event/effect. This requirement ensures that all possible causes are considered for single event,
and that no root causes are overlooked.
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The attributes of the cause and effect analysis are:

e successively asks and answers the why question;

e stops at the farthest cause that can be corrected within the operating organisation;

e arrives at the underlying cause of an event in a very direct manner;

e similar to a fault tree analysis, but shows only the actual failed branches.

Advantages. This tool is better than nothing, and serves as a useful instrument for getting individual
opinions onto a sheet of paper or screen [27, 110] so that everyone involved can talk about them and
suggest additional possible causes.

Disadvantages. Cause and effect analysis is an opinion-based tool, and its design limits the user’s
ability to visually define multiple levels of ‘why’ answers, unless the paper that is being used is really
large. Worse still, opinion (voting of some form) is normally used to select the most likely causes from
those listed on the diagram. Teams are then encouraged to test different countermeasures for the selected
causes to see if the problem goes away, which can be both time consuming and costly. Also, the tool
does not focus on finding and eliminating generic causes.

Application. A cause and effect analysis is often used in addressing events initiated by both human
performance and equipment failures. However, most root causes initiated by equipment failure usually
require a more detailed variant of a cause and effect analysis, known as fault tree analysis (see cl. 3.7).
For most events initiated by human performance issues, it is usually easier to use this tool later in the
event investigation. Because of its logic and relationship aspects, a cause and effect analysis does not
lend itself to use as one of the primary investigation tools for human performance issues. Such issues
often have multiple influences on the event, and often cannot be clearly specified until late in the
investigation.

3.3. Interviewing

Interviewing is a face-to-face communication between event investigator and witnesses, and questioning
to obtain enhanced insight into facts. It is one of the key ways to find out what happened and provide
context to the facts. In order to obtain accurate and factual information from the interviewees it is
necessary to consider their sensibilities. The interviewer therefore requires special training. The initial
questions are prepared in advance. Many questions are derived from other RCA tools (such as task
analysis, change analysis, etc). The attributes of the interviewing are:
e interviewing is an important (sometimes most essential) tool for data gathering and is used
practically for all investigations;
e focused on fact-finding, not fault-finding;
e need a non-blame environment;
e requires a degree of skill on the part of interviewer;
e is done as soon as possible: facts become less clear, memory is lost and opinions become
established as time passes;
e some direct witnesses not always available: may have been injured; you will have to select
others.
Due to the importance and nature of event investigations, interviews must be conducted in a professional
manner. Interviewers must be capable of extracting factual information from interviewees, who may feel
threatened, be hostile or emotional, or have trouble recalling the information in an unbiased way or
expressing themselves clearly. For all of these reasons, interviewers must acquire a level of expertise in
the various interviewing techniques through comprehensive training [1].
There are two main types of an interview: investigative and cognitive [44]. An investigative interview is
designed to help interviewees retrieve from memory the events associated with a safety incident. A
cognitive interview uses an interviewing technique based on psychological theory and research for
examining the retrieval of information from memory.
The interview style recommended for Root Cause Analysis (RCA) investigations is a modified approach
of the formal cognitive interview [44]. It involves actively listening to someone who recalls their first-
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hand account of an event they have either witnessed, or been involved in, as soon as possible after it has
happened.

Preparation

Listening to the first-hand accounts from those involved in an incident as soon as possible after it has
happened will help the investigation team start to build a picture of what happened, and potentially
highlight what other information will be required. The optimum time for holding an interview is
between two and seventy-two hours after the incident. The interviewer needs to establish who they want
to interview and make arrangements to do so as soon as possible. The identified staff should be invited
to attend, and told the purpose of the interview, what to expect, and what preparation they need to do. It
is essential that the interviewer and the room are prepared prior to the interview.

Inviting the member of staff to attend for an interview

Where appropriate, a written invitation to the interview can be provided and the details below included.
Where this is not practical, due to the need to see staff as soon as possible after the incident, staff should
be advised in advance, and be given the following information verbally:

e the purpose of the interview and details of the incident being investigated,

e the time, place and estimated length of the interview;

e who will be conducting the interview and their role;

e how the cognitive interview will be conducted and the first-hand account recorded (e.g. the
interview will be informal, notes will be taken to inform the investigation, but these will not act
as a formal witness statement and do not need the interviewee’s signature);

e what documentary evidence will be available to them during the interview;

e the fact that they can bring a friend or colleague for support (explanations need to be given
regarding the role of this friend/colleague, e.g. confidentiality, their involvement);

e advice on what will happen after the interview.

Interviewer preparation

e The interview should take place in a quiet, relaxed setting and, if possible, away from the
interviewee’s usual place of work, and not at the scene of the incident.

e The room should be set out informally, with refreshments available, and steps taken to ensure,
where possible, that no interruptions occur (e.g. telephones, bleeps).

e Where possible, the interviewee should have the opportunity to attend the interview in work
time, and arrangements may need to be made with their line manager to ensure this.

e Depending on the nature of the case, or the interviewee’s personal involvement, they may find
the process of recounting the events either upsetting or disturbing. The interviewer will need to
have information available on staff support/counselling.

e The interviewer should ensure they have all the relevant documentation available at the
interview. It is important to remember in the cognitive interview to only interview one staff
member at a time.

Additional tips for preparation of the interview:
e schedule the appointments properly;
choose an appropriate location;
make sure you are interviewing the right people;
have question areas or themes prepared in advance;
have required reference documents to hand;
e be mentally prepared and focussed.
Conducting the interview
Introductions (where appropriate) should be made of those present in the room. Include details on roles
and an explanation of the sequence of the interview and approximate length. The RCA process should
be explained and an estimate given of how long it will take to complete. Recommendations concerning
introduction:
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introduce yourself
explain the purpose of the interview
do not be confrontational
control your body language.
It is important to emphasise that this is not part of a disciplinary process. The interviewer should explain
that notes will be taken throughout, for the purpose of informing the investigation. It must be stressed
that these notes will not act as a formal witness statement, and therefore do not need the interviewee’s
signature. If, following the interview, the interviewer feels that the individual staff member should write
a formal statement, guidance and support should be given by a union representative or trust solicitor as
applicable.
The interviewee should be asked to confirm that they have understood all of the above, and should be
reminded that they should offer only factual information, but include everything, regardless of whether
or not they think it is relevant. The interviewee should be discouraged from making ‘off the record’
comments. The interviewee should also be advised that the first-hand account and the final report will be
written with due anonymity of staff.
Recommendations for interviewer concerning asking questions:

e seek to understand why, not just what;
control the interview;
keep questions simple and focused;
use a funnel approach: broad leading to specific questions;
anticipate unsatisfactory replies: have a means to deal with them,;
avoid jargon;
avoid devious or trick questions;
focus on facts;

e anticipate interviewee questions;

e be aware that interviewing is not interrogating.
Listening techniques:

e listen to answer before asking next question;

e be relaxed, friendly;

e maintain eye contact;

e use a neutral body language;

e do not let note taking interfere with listening.
Recording the information:

e take brief notes while listening;

e add more detail as soon as possible, from memory;

e if you do not understand, ask for clarification

0 do not wait until next day
0 discuss with counterparts

e request copies of documents for later study;

e use of electronic recording devices should be carefully considered.
Recommendations concerning cultural differences:

e try to recognise positive and negative aspects, and take them into account during the review;
be alert for sensitive issues: treat them with care;
treat plant staff with respect at all times;
reinforce understanding through confirmatory discussions;
don’t assume, ask questions.
Completion of the interview
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On completion, the interviewer should ensure the interviewee feels appropriately supported and that any
further support required is organised. The interviewer should reconfirm what will happen with the
information gained from the interview, and how this will be used in the RCA process.

3.4. Task analysis

Task analysis (TA) is a way of structuring procedures, actions and contextual information regarding
human behaviour in a certain working environment. TA could be defined as the study of what a user is
required to do in terms of actions and/or cognitive processes to achieve a certain task. The task analysis
tool was first developed in the 1950s, with the aim of formally describing human behaviour by a series
of simple and elementary components. It was originally applied to language learning, and was then
extended to the wider context of operations and working processes. TA aims to provide a better
understanding of exactly what is involved in carrying out an activity, so that a better fit between the
person and the workplace (working environment) may be achieved [133].

TA involves not only collecting data about the operational procedures for performing a particular task,
but in many cases the collection also of information about some properties of the tasks, such as job
conditions, the required skills and knowledge, safety and environmental factors, references, equipment,
job performance measures, etc.

Various techniques could be used to collect data when performing a task analysis. The selection of the
method depends on the nature or characteristics of the task under consideration. The following major
types of tasks have been identified:

e cognitive tasks, e.g., office job, control room job, etc.;

e accessible or non-accessible tasks, e.g., the task is highly dangerous, the field access is forbidden
to the observer, etc.;

¢ manual or automatic tasks, e.g., a manual maintenance action, automatic distillation process, etc.

Techniques for collecting data — which are of particular relevance to the chemical process industry — for
TA these include interviews, observations, analysing existing documents, etc. A single technique would
not normally give sufficient results, thus a combination of several techniques is usually applied.
According to the application or case study for which a task analysis needs to be performed, a certain
approach (or approaches) of TA can be used. Among the most well known approaches are:

e [Initial Task analysis (ITA): involves a basic level of task analysis to provide at least a minimum
level of understanding of the task.

e Hierarchical task analysis (HTA): involves exploring tasks through a hierarchy of goals
indicating what a person is expected to do and plans indicating the conditions when subordinate
goals should be carried out.

e Cognitive task analysis (CTA): involves analysing the interaction of mental procedures, factual
knowledge and task objectives in the process of job performance.

e Goals, Operations, Methods and Selection Analysis (GOMS): involves identifying and analysing
the rules for selecting methods for organising operators to achieve goals.

e Task Analysis for Knowledge Description (TAKD): involves identifying, analysing and utilising
rules for knowledge elicitation against task descriptions.

Task analysis is usually performed in two steps:

e PAPER & PENCIL to study how the task SHOULD be done by reviewing the procedures and
other documents, developing questions and identifying potential problems;

e WALK-THROUGH the area of the event, to learn how the task is done by simulating the task in
the real environment of the plant, observing workers and re-enacting the task, to determine how
the task was actually performed, and identifying potential problems;

The purpose of these steps is to become familiar with the task and to learn the potential difficulties.
The attributes of the task analysis paper and pencil tool are:

e provides investigators with a good insight into the task;

¢ identifies questions to use later for interviewing;
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e useful for analyst not familiar with the task;

e may not identify how the task was actually done.
The attributes of the task analysis walk-through tool are:

e re-enacts the task with the persons involved with the event;

e if not available, can perform the task with another person who normally performs the task;

¢ limitations may exist to accessing the area after the event;

e can note differences between actual re-enactment and procedure steps;

e very helpful in identifying contributing factors that relate to physical environment and man-

machine interface.

The first part of task analysis, how the task should have been performed, can be a complex and time
consuming process if this technique is used thoroughly. Normally, subject matter expertise on the team,
and documents such as written procedures, make it unnecessary to do a fully detailed task analysis.
Often the work order process, pre-job brief, procedure and closing activities are used to create a very
brief analysis of how the task should have been performed.
The second part of task analysis, how the task was actually performed, is almost always used as an
investigation tool of human performance issues involved in events. It is absolutely critical to view the
event from the standpoint of the individuals involved in the event. To accomplish this goal you must be
able to stand in the shoes of the individuals involved. It is almost impossible to recognise many of the
human factors and environmental issues without walking through the event, and these issues typically
play a significant role in events in nuclear power plants.
Application: Task analysis compares how the task should have been performed with how the task was
actually performed, the output which frequently becomes an input into a change analysis or other RCA
tools.

3.5. Change analysis

Changes in the work environment often result in unanticipated and unwanted consequences. Change
analysis involves systematically identifying and analysing any changes that may have affected the
problem under investigation [4, 8, 11]. The change analysis tool for event investigation is designed to
determine what changed, compared to previously successful occasions, if the change introduced was
responsible for the consequences, and what was the effect of the change on the event.
Many types of changes may lead to unwanted consequences. These could include, e.g. changes in:

e the characteristics or number of workers involved in the task;
other work activities going on concurrently with the work activity of interest;
equipment condition or status;
the work location or the environmental conditions in which the work was performed;
supervision;

e management’s expectations for the work.
Change analysis provides significant clues to help pinpoint inappropriate actions that may ultimately
lead to the underlying root cause. However, not all changes found during an event investigation may
necessarily play a role in the event.
Change analysis is an investigation technique that involves the precise specification of a single
deviation, so that changes and/or differences leading to the deviation may be found by comparison to
similar situations in which no deviation occurred.
As suggested by the name of the technique, change analysis is based on the concept that change (or
difference) can lead to deviations in performance. This presupposes that a suitable basis for comparison
exists. What is required, then, is to fully specify both the conditions which deviated and those which did
not, and then compare the two so that changes or differences can be identified. Any change identified in
this process thus becomes a candidate cause of the overall deviation.
What is a suitable basis for comparison? There are basically three types of situations that can be used.
First, if the deviation occurred during performance of some task or operation that has been performed
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before, then this past experience can be the basis. Second, if there is some other task or operation that is
similar to the deviated situation, then that can be used. Finally, a detailed model or simulation of the task
(including controlled event reconstruction) can be used, if feasible.
Once a suitable basis for comparison is identified, then the deviation can be specified. Various schemes
exist for performing this specification. Perhaps the most useful scheme (attributed to Kepner and
Tregoe, see cl. 3.10) involves four dimensions (WHAT, WHERE, WHEN, and EXTENT) and two
aspects (IS and IS NOT). This technique consists of asking the questions: What? When? Where? Who?
How? Answering these questions should provide direction towards answering the root cause
determination question: Why? Primary and secondary questions included within each category will
provide the prompting necessary to thoroughly answer the overall question. Some of the questions will
not be applicable to any given condition. Some amount of redundancy exists in the questions, to ensure
that all items are addressed.
Regardless of the scheme used, the end result should be a list of characteristics that fully describe the
deviated condition. Given the full specification of the deviated condition, it becomes possible to perform
a detailed comparison with the selected condition which did not deviate. Each difference between the
deviated situations and those which did not deviate is marked for further investigation. In essence, each
individual difference (or some combination of differences) is a potential cause of the overall deviation.
After the potential causes are found, each is reviewed to determine if it could reasonably lead to the
deviation, and under what circumstances. The most likely causes are those that require the fewest
additional conditions or assumptions. In this way, a large list of potential causes can be whittled down to
a short list of likely causes. Finally, given the likely causes, the actual or true cause(s) must be
identified. Generally speaking, the only way to verify which likely cause is the true cause is by testing.
The purpose of change analysis is thus to discover likely causes of a deviation through comparison with
a non-deviated condition, and then to verify true causes by testing. True causes found using change
analysis are usually direct causes of a single deviation; change analysis will not usually yield root
causes. However, change analysis may at times be the only method that can find important, direct causes
that are obscure or hidden. Success in change analysis depends ultimately on the precision used to
specify a deviation, and in verification of true cause through testing.
Change analysis for human performance problems is most effective when the same work activity has
been performed successfully in the past, when the work activity and conditions under which it was
performed were documented or can be reconstructed, and when procedures for performing the work are
available. Change analysis can also be performed by comparing the work activity under investigation to
how the work activity is successfully performed at other sites, or to ‘ideal’ situations as documented in
standards and regulations.
Figure 3.5.1 shows the six main steps involved in Change Analysis. Figure 3.5.2 is the Change Analysis
worksheet. The first step of a change analysis is to define the ‘event-free situation’ and compare it to the
situation in which the ‘event’ under investigation occurred. The ‘event’ may be any hardware failure,
human error or human performance problem. The ‘event-free’ situation is a comparable situation in
which the hardware did not fail or the work activity was performed successfully.
Once the ‘event’ and ‘event-free’ situations have been identified, they are analysed to determine the
specific differences between them. The impact of each difference on the event is then evaluated to
determine whether the change was unimportant or was a direct, contributing, root and/or programmatic
cause of the problem. Key elements of the Change Analysis procedure include the following:

e Consider the event containing the undesirable consequences.
Consider a comparable activity that did not have the undesirable consequences.
Compare the condition containing the undesirable consequences with the reference activity.
Set down all known differences, whether they appear to be relevant or not.
Analyse the differences for their effects in producing the undesirable consequences. This must be
done with careful attention to detail, ensuring that obscure and indirect relationships are
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identified (e.g. a change in colour or finish may change the heat transfer parameters and
consequently affect system temperature).
Integrate information into the investigative process relevant to the causes of, or the contributors
to, the undesirable consequences.

1.

Occurrence
with
Undesirable

3. Compare

/

Comparable
Activity without
Undasirabla
Consequence

2.

Figure 3.5.1. Six Steps Involved in Change Analysis [11]
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Change Analysis Work Sheet I
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Figure 3.5.2. Change Analysis Worksheet
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Figure 3.5.3 illustrates an example of a change analysis worksheet for the RHR overpressurisation event
analysed in the chapter 3.2. The human error of interest is the operators’ failure to detect and control the
rapid rise in RCS pressure. As can be seen in Figure 3.5.3, four changes from previous occasions on
which RCS pressurisation activities were performed successfully were identified.

Evaluating the causal roles of these changes involves asking, for each change, whether or not it meets
the definition of a direct, contributing, root and/or programmatic cause, or did not play a causal role in
the error. In this example, the inoperability of the RCS pressure transmitters was the direct cause of the
error, because it was ‘the action or condition immediately preceding the error in the event sequence that
caused or allowed the error to occur.” If the RCS pressure transmitters were operable, the operators
would have detected the rapid pressure increase in time to control it and prevent the transient.
Evaluation of the roles of the other four changes, based on the evidence available, indicates that they
were contributing causes. That is, each of the changes, alone, did not cause the error, but rather set the
stage for it. It was the combination of these additional changes with the inoperability of the RCS
pressure indications that allowed the event to occur.

Change Analysis is a good technique to use whenever the causes of the condition are obscure, you do
not know where to start, or you suspect a change may have contributed to the condition. Not recognising
the compounding of change (e.g. a change made five years previously combined with a change made
recently) is a potential shortcoming of Change Analysis. Not recognising the introduction of gradual
change, as compared with immediate change, is also possible. This technique may be adequate to
determine the root cause of a relatively simple condition. In general, though, it is not thorough enough to
determine all the causes of more complex conditions.

Event Situation Ei:ental_?ree Difference Effect on Event
Situation
RCS pressure instrument | RCS pressure indicators | No accurate indications | Operators were unable to
transmitters isolated for operable of RCS pressure were monitor RCS pressure
maintenance available
Fill and venting of reactor | Fill and vent evolution WYenting continued 1-2 The longer vent and fill
head cxtended completed within normal | hours longer than evolution decreased the
tirne limits normally volume of zases in the steam

eenerator (3G) U wbes
Reduced volume of gases | Greater volume of gases | Reduced amount of non- | RCS pressure rose sooner

in 5G U twbes caused by | in 5G U tubes condensable gases then expected and

longer vent time caused RCS pressure to | approached 100 psig within
increase sooner than in 2.5 hours of initiating
previous refill operations | pressurization

Operators were Operators monitored all | Operators did not detect | An opportunity e detect the

menitoring the inoperable | available pressure indications of the rapid pressure rise and prevent the

RCS pressure gauges, but | indications pressure increases on the | overpressurization was

not all available pressure letdown and RHR missed

indications (e.g., letdown discharge pump pressure

and RHR discharge pump gauges

pressure gauges)

Figure 3.5.3. Example of Change Analysis Worksheet for an RCS Overpressurisation Event [11]

The attributes of the change analysis tool are:

e useful if you suspect some change has contributed to the event;

e does not lead directly to the root cause;

e itis atool frequently used for quality audits;

e need follow-up with other methodologies.
Application: This tool of RCA analysis is used for almost all event investigations. In most cases, either
the tasks or elements of the task will have been completed successfully before. Therefore, for most
events, for failure to occur something must have changed. Change analysis is a technique used early in
the investigation that provides input into the more thorough investigation tools.
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Advantages. It is always useful to compare what should have happened with what did happen when
analysing a problem. Change analysis is a conceptually simple, easy to grasp technique. This tool works
well in combination with other methods. It is a very good tool to help determine specific causes or
causal elements, and translate results naturally into corrective actions or recommendations. It can be
used to find causes that are obscure, or that defy discovery using other methods.

Disadvantages. Change analysis effort alone will not lead the investigator to the root causes of, and
corrective actions for, preventing the problem in the future. Application of tool requires some well
defined basis for comparison. It does not provide a clear understanding of the causal relationships of a
given event. Unfortunately, many people who use this tool simply ask why the change occurred and fail
to complete a comprehensive analysis of the causal relationships [25].Change analysis is intensive and
requires exhaustive characterisation of deviation. It is applicable only for a single, specific deviation; it
provides only direct causes for a deviation. Results may not be conclusive; testing is usually required.

3.6. Barrier analysis

The purpose of this tool is to identify the defence-in-depth failures, barriers that failed or the missing
barriers. The barrier analysis technique can also be used to identify causes for human performance
problems. In particular, it helps to determine what barriers should have been in place to prevent the
undesirable outcome, which barriers were missing, failed, bypassed or circumvented, and what threat
has, or has not, been prevented by a barrier (target-threat), and their causal roles. Barrier analysis also
shows the barriers that succeeded, and prevented the problem from having more serious consequences
[4, 8, 11, 20, 25].

Barrier analysis is based on the concept that hazards represent potentially harmful energy flows or
environmental conditions, from which targets (i.e. personnel and equipment) must be protected. Hazards
to personnel may include, for example, radiation, electrical energy, chemical and biological agents or
adverse environmental conditions. Hazards to equipment may include human error, damage from wear
and tear or natural phenomena.

Barrier analysis is an investigation tool that involves the tracing of pathways by which a target is
adversely affected by a hazard, including the identification of any failed or missing countermeasures that
could or should have prevented the undesired effect(s).

At the heart of barrier analysis is the concept of the target. The primary quality of a target is that it exists
under a specified range or set of conditions, and that we require it to be maintained within that specified
range or set of conditions. This very general quality means that almost anything can be a target -- a
person, a piece of equipment, a collection of data, etc. Given the concept of the target, we then move to
the means by which a target is adversely affected. By adverse effect, we mean that the target is somehow
moved outside of its required range or set of conditions. Anything that does this is called a hazard. This
is a very general quality -- almost anything can be a hazard. However, it is possible to uniquely define
hazard/target pairs by the pathways through which hazards affects targets.

Having identified hazards, targets, and the pathways through which hazards affect targets, we arrive at
the concepts of barriers and controls. A barrier is any means used to protect targets from hazards. There
are two basic types: physical and management barriers (see Figure3.6.1). Examples of typical physical
barriers used in industrial settings to protect personnel are fences, guardrails around moving equipment,
protective clothing and safety devices. Management barriers used to protect equipment in nuclear
licensee facilities include preventative and corrective maintenance as well as supervision, training, the
design of the human-system interface or procedures to reduce the likelihood of damage from human
error. The barriers that could or should have been in place, and how they should have functioned, can be
identified from subject matter expertise, knowledge of industry good practices, licensee policies and
procedures, design basis documents and regulations.

Barriers are used to protect and/or maintain a target within its specified range or set of conditions,
despite the presence of hazards. The primary quality of a barrier or control is that it cuts off a pathway
by which a hazard can affect a target. Barriers and controls are often designed into systems, or planned
into activities, to protect people, equipment, information, etc. The problem is that design and planning
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are rarely perfect. Not all hazards may be identified beforehand, or unrecognised pathways to targets
may surface. In both of these cases, appropriate barriers and controls may not be present. Even if they
are present, they may not be as effective as originally intended. As a result, targets may lack adequate
protection from change or damage. The purpose of barrier analysis is thus to identify pathways that were
left unprotected, or barriers and controls that were present but not effective. All pathways relate to
specific hazard/target pairs, and all barriers and controls relate to specific pathways. Success in barrier
analysis depends on the complete and thorough identification of all pathways.

A barrier analysis is performed in five steps. The first step is to identify the hazard and target. The
second step is to identify all of the barriers that could have protected the target from the hazard. The
third step is to evaluate how each barrier performed. That is, did the barrier succeed or fail? For barriers
that failed, the fourth step is to determine why they failed. Finally, the causal role of each barrier is
evaluated to determine whether it was a direct, contributing, root and/or programmatic cause.

This technique is particularly useful in providing the basis for developing corrective actions to prevent
the same or a similar problem from happening again. Corrective actions can strengthen existing barriers
that failed or erect barriers where they are missing. Two examples of barrier analysis procedure are
provided in figs. 3.6.1and 3.6.2.

Defenses (Barriers)

Barriers that failed for this specific event

Barrier that prevented the propagation of the%v

Figure 3.6.1. Illustrations of Reason‘s *Swiss cheese® model [110] and defence-in-depth principle using
several defence layers (barriers)

As can be seen from the example (Figure3.6.2), analysis is an effective method to begin identifying
programmatic causes as well as potential corrective actions. For example, had the RCS pressure
indicators been labelled out-of-service, it is unlikely that the operators would have started RCS
pressurisation activities until these indications were available. The station’s policy of excluding control
room instrumentation from the labelling programme indicates that the scope of the labelling programme
may have been a programmatic weakness that, if corrected, could have prevented this event and other,
similar events. However, responsibility for configuration control lies with the work management
programme. Had the work planners (or an independent review) recognised that the RCS indicators were
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not available for initial RCS pressurisation and ensured that they were, the rate of the pressure rise and
the operators’ focus on the three RCS indicators would not have mattered, because accurate pressure
indications would have been available to detect and control pressure. Therefore, the start up procedure
and the operators’ status monitoring were contributing causes to the event, but not root causes. Further
investigation of the work management programme would be necessary to identify the specific
weaknesses that allowed this event to occur, as well as the corrective actions necessary to strengthen the
programme. However, flaws in the work management programme appear to have been the root cause of
the operators’ error in this event.

Figure 3.6.3 shows an example of a barrier analysis worksheet for the RCS overpressurisation event
which was analysed in chapter 3.2. In this example, the hazard would be pressure and the target would
be the catastrophic failure of the reactor coolant or residual heat removal system piping.

Work Task: cClzan Relay Contact
Occurrence: Reactor Trip

Sequence of Events:

System Tagout Warning Tag Maintenance Electricians Reactor
Requested - Hung —#=  Elactricians —®™ Fgllow .
Givan Procedura Tnp
Assignment
Barriers Analysis:
Tagout Tagout Communications Procedura Training
wj:a:mo:e o7 Process = Process =~ Frocess & - #= QOccurrence
Step 1 Step 2 Intertace
MWR requests Tag hung on Electricians given Electricians Electricians
de-energizing PGE9 - only MWR to work, which go to PEI0 and never trained
two panels so P&a0 is still references a Maint. begin procedure. to always
relays can be energized. Procedure, but Procedure has no check power
cleaned. Opera- not told of change step to verify supply prior to
tions will only in scope by dead power working on
allow one panel foreman. supply before electrical
at a time to be starting. They equipment.
tagged out. open first relay
Electrical foreman and plant trips.
told and agrees.
Barrier Barrier Barrier Barrier Barrier
Holds Holds Fails Fails Fails

Figure 3.6.2. Example of a barrier analysis for reactor trip event due to panel de-energising by
electricians [11]. MWR — maintenance work request

Evaluating the causal role of each failed barrier involves asking whether or not it meets the definition of
a direct, contributing or root cause, or whether it did not play a causal role in the error. In this example,
the inoperability of the RCS pressure transmitters again meets the criterion for the direct cause of the
error, because it was ‘the action or condition immediately preceding the error in the event sequence that
caused or allowed the error to occur.” Further, if the RCS pressure transmitters were operable, two
additional physical barriers would not have failed: the power-operated relief valves (PORVs) low-
temperature overpressure protection and the computer alarm. Because the failure of these barriers was
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dependent upon the RCS pressure transmitters being inoperable, they are contributing causes of this

event.
Hazard: Pressure Target: Catastrophic failure of system piping
Physical Barriers Performance Why Did it Fail? Effect on Event
RCS pressure instrument Failed Out of service for RCS pressure indicators
transmitters maintenance inoperable so operators could
not detect rapid preéssure nise
Power-operated relief Failed The two wide-range RCS PORV low-temperature over-
valves (PORVs) low- pressure instruments were pressure protection
IEMpPErature OvVerpressure the sensors for the PORV unavailable
protection low-temperature over-
pressure protection mode

RHE Pump B suction Succeeded in s1opping Maintained pressure below

relief valve

uncontrolled pressure
rise

limits = prevented
catastrophic failure of RHR
piping

Pressunzer relief 1ank
({PET) level indication

PRT level increased
when REHRE suction
relief valve opened

Succeeded in alerting
operators to problem situation

| Startup procedures

vent evolution

not specily a time limit for
wventing gases from reactor
head

Annunciators Missing RHR pressure did not reach Mo audible indications of
alarm actuation setpoint and | pressure rise
computer alarm came off the
inoperable pressure
transmitters

Management Performance Why Did it Fail? Effect on Event
Barriers
Dnd not control RCS Fill and vent procedure did Might shift extended the RCS

vent evolution 1-2 hours
longer than normal, reducing
the volume of gases remaining

| in the 8G U tubes
Work manazement Failed Work planners overlocked Pressurization was initiated
| {planning and the need for the RCS without RCS pressure
| scheduling) pressure instruments to be indications operable
; operable before initial
| L pressurization of the RCS
[ndependent review Missing Mot performed or required Failed to identify the RCS
pressure instrument isolation
Tagging out-of-service Missing Tagging of out-of-service There was no visual cue that
contrel room instruments instruments in control room | the three RCS pressure
not required by tagout indicators were inoperable
program
Systems monitoring Inadequate Operators were focused on Operators did not rotice other

the RCS pressure indicators
and were not monitoring all
pressure indications
available

indications of the pressore riss
that indicated RHE, CVCS
and RCS were pressurized

Figure 3.6.3. Example of Barrier Analysis Worksheet for Overpressurisation Event [11]

The attributes of the barrier analysis tool are:

» useful to evaluate defence-in-depth;

* need technically experienced people in the area being analysed;
* best used in conjunction with other tools.

Application: Barrier analysis is almost always used in event investigations. In most nuclear power
plants, significant barriers have been installed to protect the plant and their employees. Barrier analysis
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is a tool to help determine whether barriers failed, were circumvented, or should have been put in place
but were not present.
Advantages. Barrier Analysis is a conceptually simple and easy to grasp tool, excellent for determining
where to start root cause analysis. It is easy to use and apply, requires minimal resources, and works
well in combination with other methods. It is then a straightforward process to translate results into
corrective action recommendations.
Disadvantages. Barrier Analysis is not a perfect tool for finding effective solutions because it does not
identify why a specific barrier failed or was missing. This is beyond the scope of the analysis. To
determine root causes, the findings of the barrier analysis must be fed into another process to discover
why the barrier failed [25]. Sometimes barrier analysis promotes linear thinking and is shown to be
subjective in nature. Sometimes it can confuse causes and countermeasures. Reproducibility of results
can be low for cases that are not obvious or simple.
The questions listed below are designed to assist in determining what barrier failed, thus resulting in the
occurrence [11].
e What barriers existed between the second, third, etc. condition/situation and the second, third, etc.
problems?
If there were barriers, did they perform their functions? Why?
Did the presence of any barriers mitigate or increase the occurrence severity? Why?
Were any barriers not functioning as designed? Why?
Was the barrier design adequate? Why?
Were there any barriers in the condition/situation source(s)? Did they fail? Why?
Were there any barriers on the affected component(s)? Did they fail? Why?
Were the barriers adequately maintained?
Were the barriers inspected prior to expected use?
Why were any unwanted energies present?
Is the affected system/component designed to withstand the condition/situation without the barriers?
Why?
What design changes could have prevented the unwanted flow of energy? Why?
What operating changes could have prevented the unwanted flow of energy? Why?
What maintenance changes could have prevented the unwanted flow of energy? Why?
Could the unwanted energy have been deflected or evaded? Why?
What other controls are the barriers subject to? Why?
Was this event foreseen by the designers, operators, maintainers, anyone?
Would it have been possible to have foreseen the occurrence? Why?
Would it have been practical to have taken further steps to have reduced the risk of the occurrence?
Can this reasoning be extended to other similar systems/components?
Were adequate human factors considered in the design of the equipment?
What additional human factors could be added? Should be added?
Is the system/component user friendly?
Is the system/component adequately labelled for ease of operation?
Is there sufficient technical information for operating the component properly? How do you know?
Is there sufficient technical information for maintaining the component properly? How do you know?
Did the environment mitigate or increase the severity of the occurrence? Why?
What changes were made to the system/component immediately after the occurrence?
What changes are planned to be made? Which might be made?
Have these changes been properly, adequately analysed for effect?
What related changes to operations and maintenance have to be made now?
Are expected changes cost effective? Why? How do you know?
What would you have done differently to have prevented the occurrence, disregarding all economic
considerations (as regards operation, maintenance, and design)?
e  What would you have done differently to have prevented the occurrence, considering all economic
concerns (as regards operation, maintenance and design)?
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3.7. Fault tree analysis

The concept of fault tree analysis (FTA) was originated by ‘Bell Telephone Laboratories’ in 1962, as a
technique with which to perform a safety evaluation of the Minutemen Intercontinental Ballistic Missile
Launch Control System [45].

Fault tree analysis presents a top-down graphical representation of the possible explanations of a failure,
and creates fault tree - an analytic diagram based on Boolean algebra. A fault tree is a logical diagram
which shows the relation between system failure, i.e. a specific undesirable event in the system, and
failures of the components of the system. It is a technique based on deductive logic. An undesirable
event is first defined, and causal relationships of the failures leading to that event are then identified.
Fault tree can be used in qualitative or quantitative risk analysis. The difference between these is that the
qualitative fault tree is looser in structure and does not require use of the same rigorous logic as the
formal fault tree.

This fault tree is designed to list all possible failure mechanisms and uses scientific research to verify or
refute the possible causes until the true initiating mechanism can be determined. A fault tree analysis is
recommended for equipment initiated events. It is implemented by reasoning from the general to the
specific. There is no need to follow a chronological pattern. It helps to determine possible failure modes
for the event to occur, which of these factors may have failed and what can be added or modified to
reduce the probability of occurrence. It also provides a graphic display of the event rationale by using
logic symbols (such as and/or) to chain the actions (Figure 3.7.1).

Undesirable event
{Top Event)

f

Sequences of events that lead o the
occurrence of undesirable event

t

Sequence of events consist of AND, OR,
IMHIBIT, YOTE {n of m) and other logic
gates

ArA

Cate Symbols
1

Sequences ultimately lead to basic element /
component failure for which failure
probability data is obtainable.  This is the
lowest level of the fault ree structure, which
also represents the models resalution limit.

Event Symbol
Figure 3.7.1. Simplified structure of a fault tree

Fault tree modelling is a structured technique that breaks down a complex problem into its simpler
elements. An undesired system failure, such as a safety system failure, is selected for the top event [46].
The top event is related to more basic failure events by logic gates and/or more basic events. The
process is continued, until the events can no longer be expanded. An example of a fault tree with top
event ‘Fire breaks out’ is shown on Figure 3.7.2. Failure probabilities are assigned at the simplest
elements of the model, and the model will compute the system level failure probabilities based on the
interrelationship as constructed by the logic gates. The basic advantage of fault tree modelling versus
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other modelling techniques like FMEA (Failure Mode and Effects Analysis) is that the analysis is
focused on identification of causes that lead to a specific undesirable top event.

Fire breaks out

o

Leakage of Ignition source
flamrmable fluid is near fluid
Spark exists Employee is
smoking

Figure 3.7.2. A fault tree with top event ‘Fire’

Fault tree analysis results include top event failure probability and associated uncertainty, minimal cut
sets, and importance analysis. Top event failure probability is further utilised in the overall risk
assessment as an input to the event tree analysis. Minimal cut sets contain all the unique combinations of
events that lead to occurrence of the top event. This result is utilised in identification of system
weaknesses, and possible elimination of high probability combinations. Importance analyses are
algorithms that prioritise single rudimentary events with respect to their impact on the top event, or
system failure. These results are used to formulate recommendations for improvements and/or corrective
actions.
If identified weaknesses or risks cannot be corrected by way of redesign (a redesign is either not feasible
or not possible), the developed fault tree and event tree models should be used to assess the potential
risk and consequences and to mitigate risk.
The attributes of the fault tree analysis tool are:
top event is assumed as the major event;
graphic tree shape representation provides a structured vision of the event;
similar in approach to E&CF charting and to cause and effect analysis but with all branches;
generally used to provide a graphic representation to a complex problem with many possible
scenarios;

e good to conduct risk studies and improve/modify systems.
Among other fault tree analysis features, it should be mentioned that fault trees encourage the user to ask
the 5 Why’s multiple times for a given type of problem, and to evaluate several possible problem causes
on one diagram (similar to the manpower, methods, materials, and machines boxes on a Fishbone
Diagram). Like the other common root cause analysis approaches, fault trees tend to be a predominantly
opinion-based tool, in that there are no predetermined questions that are used to help you to create the
branches of a given tree.
Advantages. Fault trees may be preferred to Fishbone Diagrams because their design allows four to five
levels of ‘why’ to be identified for a given problem, if the users are willing to exercise a high level of
discipline as they draw their charts. Fault trees could be really useful for troubleshooting reoccurring
problems, such as quality defects, because such problems tend to have a common set of causes and sub-
causes. When used in this manner however, a fault tree essentially becomes analogous to the TapRooT®
Equifactor® Troubleshooting technique, which is used in practice for equipment troubleshooting.
Disadvantages. Fault trees typically fail because a) people do not use them in a disciplined manner to
develop multiple problem causes at each level; b) multiple levels of potential causes exist to be sorted
through for each problem type; c) they are opinion driven. They often tend to be a blend of a cause-
effect diagram and flow chart, but in such cases the user can easily get lost and not arrive at any
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particular root cause. Also, a well-developed fault tree often leads the user to discover that the same
management systems (such as poor training, employee turnover, weak communications, and poor
procedure design) are at the root of their problems. In turn, a well designed fault tree will lead the
investigator to the basic cause categories, but rarely to the comprehensive mix of real root causes [20,
110].
Application: Fault Tree Analysis is not normally used as a root cause analysis method, primarily
because it does not work well when human actions are inserted as a cause. This is because the wide
variance of possible human failure rates prevents accurate results [25]. But it works extremely well at
defining engineered systems and can be used to supplement an RCA in the following ways:

e finding causes by reviewing the assumptions and design decisions made during the system’s

original design;

e determining if certain causal scenarios are probable;

e selecting the appropriate solution(s).
Fault tree analysis can be applied to identify critical paths and the relative importance of paths for
achievement of the top event. This is typically done to help in assessing the safety significance of the
event. This tool is broadly used for both RCA and PSA in a wide range of industries and has extensive
support in the form of published literature and software packages.
Fault tree analysis can be used in combination with other tools (e.g. FMEA or FMECA) as part of a root
cause analysis solution. Failure Mode and Effects Criticality Analysis (FMECA) and Failure Mode and
Effects Analysis (FMEA) are processes by which potential weaknesses in design or a process are
identified. FMECA as described in MIL-STD-1629A [148], and FMEA as described in ISO9000,
involve reviewing schematics, engineering drawings, operational manuals, etc. to identify basic faults at
the lowest (part) level and consequently determine their effects at subassembly (higher) level, or system
level, with respect to safety and or operational requirements. This approach is also considered as an
inductive analysis that methodically details, on an element-by-element basis, all possible failure modes,
and identifies their resulting effects on surrounding elements and/or the overall system. FMEA is
sometimes used to find the cause of a component failure. Like many of these other tools, it can be used
to help find a causal element within a Realitychart. However, it does not work well on systems or
complex problems because it cannot show evidence-based causal relationships beyond the specific
failure mode being analysed.
Fault Tree Diagram Construction using FaultTree+ software [48]
FaultTree+ software provides an easy to use interface for constructing fault tree diagrams. The user
simply adds gates and events by selecting an existing gate and dropping the new gate or event onto the
selected gate. Once created, the new gate or event may be selected, and their parameters modified.
Extensive copy and paste facilities make the re-use of existing fault tree sub-trees an easy task. In
addition to the diagram construction area, a spreadsheet interface is available for the rapid access to and
modification of gate and event parameters. The spreadsheet interface may also be used to construct the
fault tree if desired. The screen shot below shows an example of the FaultTree+ diagram construction
area (Figure 3.7.3).
FaultTree+ software features include:

e drag and drop add mode for fast tree construction;
copy and paste for duplicating existing fault tree sub-trees;
spreadsheet interface for rapid modification of gate and event parameters;
automatic paging facilities - simply identify gates or branches with a new page tag and the
program takes care of pagination;
undo and automatic backup facilities;
append existing FaultTree+ projects;
descriptive text labels and bitmap images may be placed anywhere on a fault tree page;
font selection for names, descriptions and labels;
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e diagram scale and shift options including manual shifting of sub-trees and automatic alignment
to the screen edit area;
e delete hidden data facility for tidying-up large projects.
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Figure 3.7.3. The FaultTree+ diagram construction area [48]

The FaultTree+ Edit Gate dialog allows the user to select the gate type, name and description. The user
may also create the fault tree diagram using this dialog by selecting either the Add Gate Input or Add
Event Input button. A spreadsheet interface is also available for rapid access to, and modification of,
gate parameters. The FaultTree+ Edit Event dialog allows the user to select the event failure model
(failure characteristic), name and description. A spreadsheet interface is also available for rapid access to
and modification of event parameters.
FaultTree+ provides CCF analysis, importance analysis, uncertainty and sensitivity analysis facilities. It
uses efficient minimal cut set generation algorithms to analyse large and complex fault and event trees.
NOT logic may be included in the fault and event trees at any level and event success states retained in
the analysis results as an option. After performing the analysis the Results Summary dialog (shown
below) provides a detailed overview of the analysis results. The comprehensive reporting facilities are
also included, allowing the user to report on their results using sophisticated text, graph and diagram
reports.
Some other important the Fault Tree+ Analysis software facilities are [48]:
e range of event failure and repair models including fixed rates, dormant, sequential, standby, time
at risk, binomial, Poisson and initiator failure models;
e Dbasic events may be linked to Markov models created in the Markov analysis module;
e CCF analysis using the beta factor, MGL, alpha factor or beta BFR methods. Initiator-enabler
analysis for sequence dependent analyses;
e sensitivity analysis allowing the automatic variation of event failure and repair data between
specified limits;
e time dependent analysis providing intermediate values for time dependent system parameters.
Verification checks providing diagnostic information before commencing an analysis. Checks
are made for circular logic, undefined gates, invalid initiators etc.;
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e fault tree house event analysis. Full minimal cut set analysis (including success states if
required);

e post-processing facilities for accurate upper bound calculations. Importance analysis with
Fussell-Vesely, Birnbaum, Barlow-Proschan and Sequential importance measures. Risk
measures provided for event tree consequences;

e uncertainty analyses allowing confidence levels to be determined from event failure and repair
data uncertainties. Status facility to indicate whether analysis results are out of date with respect
to project data.

3.8. Event tree analysis

The purpose of the event tree analysis tool is to identify potential outcomes from an initial event. It helps
to determine what happens when a line of defence is successful and what happens when it fails. Event
tree modelling technique is a systematic approach to accident progression studies, and prevention [49]. It
is constructed to investigate physical processes for accident sequence groups, before and after an
incident, and to map out all possible progression paths. Accident progression scenarios are identified by
including event tree branches with respect to events governing the circumstances of an accident. This
analysis yields a listing of different outcomes for an accident progression, and the conditional
probability of each accident progression scenario.

Further analysis may be necessary, that includes consequence determination for the most severe and less
than desirable outcomes. Depending on the severity of an accident outcome, which may be determined
by occurrence time, duration, and contributions to immediate and latent problems, a consequence is
quantified using an event tree model. Event tree models can be developed as stand alone, and also in
combination with event tree - fault tree models for more complex accident progression scenarios.

The event tree model is a first step in developing a ‘Risk Graph’. A risk graph is then used in
determining the safety integrity level (SIL) for a safety system. Determination of SIL is based on a
probabilistic risk graph that is constructed using four parameters, ‘Consequence - C’, ‘Exposure - F’,
‘Probability of avoiding hazard - P’, and ‘Likelihood of Event - W”’.

Event Tree Construction and Analysis using the FaultTree+ software [48]

The FaultTree+ event tree analysis module is unique in its ability to handle large scale problems and to
fully handle success logic. The event tree model may be created independently of the fault tree model or
may use fault tree analysis gate results as the source of event tree probabilities. The event tree module
handles both primary and secondary event trees, multiple branches and multiple consequence categories.
The screen shot below (Figure 3.8.2) shows the FaultTree+ event tree construction area.
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Figure 3.8.1. Simple event tree example
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Figure 3.8.2. Event tree construction area using the FaultTree+ software [48]

Event Tree Construction Features

primary and secondary event trees;

multiple branching supported for event trees;

multiple consequence categories for event trees;

pruning of event trees;

insert new columns retaining existing data;

copy and paste event trees;

descriptive text labels and bitmap images may be placed anywhere on an event tree page;
font selection for names, descriptions and labels;

undo and automatic backup facilities.

Event Tree Analysis Features

full minimal cut set analysis. Success states are fully handled,

range of event failure and repair models including fixed rates, dormant, sequential, standby, time
at risk, binomial, Poisson and initiator failure models;

basic events may be linked to Markov models created in the Markov analysis module;
comprehensive risk calculation;

risk importance analysis identifying the major contributors to risk;

sensitivity analysis allowing the automatic variation of event failure and repair data between
specified limits.

The attributes of the Event Tree Analysis Tool are:

starts by an initiating event (not the final event);

depicts what happens if the line of defence is successful (S) or fails (F);

branching stops when a significant consequence or concern is identified;

useful in quantitatively determining the probability of the different consequences when the
probability of each line of defence is known;

allows dependence and domino effects that are difficult to model in fault trees;
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e allows for determining the effectiveness of possible corrective actions to prevent recurrence by
quantitative analysis of possible future failures if proposed corrective actions were to be
implemented.

Application: The event tree analysis is traditionally used to help in assessing the safety significance of
the event, in both root cause analysis and probabilistic safety analysis.

A blend of fault tree and event tree analysis is sometimes treated as an autonomous event investigation
tool, and called cause-consequence analysis (CCA) [45]. This technique was invented by ‘RISO’
Laboratories in Denmark to be used in risk analysis of nuclear power stations. However, it can also be
adapted by the other industries in the estimation of the safety of a protective or other safety related
systems.

This technique combines cause analysis (described by fault trees) and consequence analysis (described
by event trees), and hence deductive and inductive analysis is used. The purpose of CCA is to identify
chains of events that can result in undesirable consequences. With the probabilities of the various events
in the CCA diagram, the probabilities of the various consequences can be calculated, thus establishing
the risk level of the system. Figure 3.8.3 below shows a typical CCA chart.
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Figure 3.8.3. Example of a structure of a typical cause-consequence analysis (CCA) chart [45]

3.9. Causal factor tree analysis

Causal factor tree analysis is an investigation and analysis technique used to record and display, in a
logical, tree-structured hierarchy, all the actions and conditions that were necessary and sufficient for a
given consequence to have occurred [8].
Causal Factor tree analysis refers to what is sometimes called a Causal Analysis, or Causal Factor
Analysis - a technique based on displaying causal factors in a tree-structure such that cause-effect
dependencies are clearly identified. A Causal Factor is an event or condition that either caused the
occurrence under investigation, or contributed to the unwanted result. If it were not for this event or
condition, the unwanted result would not have occurred or would have been less severe [52].
The Causal Factor tree analysis approach is similar to Fault Tree Analysis, but the emphasis is placed on
Actions and Conditions instead of faults, as in the technique marketed as Apollo Root Cause Analysis
[25]. The idea is that specific conditions must be present for an action to result in an undesirable effect,
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and that causes and effects form an infinite chain (e.g. 5 Why’s), where the cause of the top-level effect
is a 2nd level effect itself with a cause that is a 3rd level effect, etc. An example is fire. The conditions
required are a source of oxygen and fuel. The action is initiation of heat. The action plus the conditions
result in fire. The absence of any condition will not result in fire, regardless of the action.
Tree structures are often used to display information in an organised, hierarchical fashion: organisation
charts, work breakdown structures, genealogical charts, disk directory listings, etc. The ability of tree
structures to incorporate large amounts of data, while clearly displaying parent-child or other
dependency relationships, also makes the tree a very good vehicle for incident investigation and
analysis. Combination of the tree structure with cause-effect linking rules and appropriate stopping
criteria yields the causal factor tree, one of the more popular event investigation and analysis tools in use
today [8].
Typically, a causal factor tree is used to investigate a single adverse event or consequence, which is
usually shown as the top item in the tree [52]. Factors that were immediate causes of this effect are then
displayed below it, linked to the effect using branches. Note that the set of immediate causes must meet
certain criteria for necessity, sufficiency, and existence. Proof of existence requires evidence.
Once the immediate causes for the top item in the tree are shown, then the immediate causes for each of
these factors can be added, and so on. Every cause added to the tree must meet the same requirements
for necessity, sufficiency, and existence. Eventually, the structure begins to resemble a tree’s root
system. Chains of cause and effect flow upwards from the bottom of the tree, ultimately reaching the top
level. In this way, a complete description can be built of the factors that led to the adverse consequence.
Often, an item in the tree will require explanation, but the immediate causes are not yet known. The
causal factor tree process will only expose this knowledge gap; it does not provide any means to resolve
it. This is when other methods, such as change analysis or barrier analysis, can be used to provide
answers for the unknowns. Once the unknowns become known, they can then be added to the tree as
immediate causes for the item in question.
Each new cause added to the tree should be evaluated as a potential endpoint. When can a cause be
designated as an endpoint? This is an object of some debate. Several notable RCA practitioners use
some version of the following criteria:

e The cause must be fundamental (i.e. not caused by something more important), AND

e The cause must be correctable by management (or does not require correction), AND

e If the cause is removed or corrected, the adverse consequence does not occur.
These three criteria, taken together, are basically just a statement of the most widely used definition for
‘root cause’. An alternative set of criteria, preferred by the author [8], is presented below. Note that
these are all referenced to the system being analysed.

e The cause is a system response to a requirement imposed from outside the system, OR

e The cause is a contradiction between requirements imposed from within the system, OR

e The cause is a lack of control over system response to a disturbance, OR

e The cause is a fundamental limit of the system design.
A causal factor tree will usually have many endpoints. The set of all endpoints is in fact a fundamental
set of causes for the top consequence in the tree. This fundamental set includes endpoints that would be
considered both beneficial and detrimental; every one of them had to exist, otherwise the consequence
would have been different. Endpoints that require corrective action would typically be called root
causes, or root and contributing causes if some scheme is being used to differentiate causes in terms of
importance.
The structure of a causal factor tree is shown in Figure 3.9.1, and illustrations of a causal factor tree
analysis are provided in Figures 3.9.2-3.9.4 [52].
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Figure 3.9.1. The structure of a causal factor tree
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Figure 3.9.2. Apparent cause finding process using a causal factor tree
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Figure 3.9.3. Further analysis of A1 — Design/engineering problem using a causal factor tree

In summary, the causal factor tree is an investigation/analysis tool that is used to display a logical
hierarchy of all the causes leading to a given effect or consequence. When gaps in knowledge are
encountered, the tree exposes the gap, but does not provide any means to resolve it; other tools are
required. Once the required knowledge is available, it can be added to the tree. A completed causal
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factor tree provides a complete picture of all the actions and conditions that were required for the
consequence to have occurred. Success in causal factor tree analysis depends on the rigour used in
adding causes to the tree (i.e. ensuring necessity, sufficiency, and existence), and in stopping any given
cause-effect chain at an appropriate endpoint.

Advantages. Provides structure for the recording of evidence and display of what is known. Through
application of logic checks, gaps in knowledge are exposed. Tree structure is familiar and easy to
follow. Can easily be extended to handle multiple (potential) scenarios. Can incorporate results from the
use of other tools. Works well as a master investigation/analysis technique.

Disadvantages. Cannot easily handle or display time dependence. Sequence dependencies can be
treated, but difficulty increases significantly with added complexity. Shows where unknowns exist, but
provides no means of resolving them. Stopping points can be somewhat arbitrary.
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Figure 3.9.4. Further analysis of A2 — Equipment/materials problem using a causal factor tree

3.10. Kepner-Tregoe Problem Solving and Decision Making

The Kepner-Tregoe (KT) tool is a systematic, logical technique of resolving concerns. This process, or
part of it, could be used by almost every event investigator, even those who have never received formal
training in it. KT labels, and arranges in a logical sequence, the normal thought processes commonly
used when making a decision or solving a problem [6, 11, 20, 109, 110]. The key components of the KT
process include problem analysis, potential problem analysis, situation analysis, and decision analysis.
Problem analysis is largely based on the ‘IS/IS NOT” tool, so it is similar to the change analysis process.
The decision analysis tool focuses on teaching people to evaluate possible improvement options in a
systematic, fact-based manner, as opposed to finding root causes. Situation analysis is used to assess the
risk associated with possible improvements, and Potential Problem Analysis looks at the possible
repercussions of failing to make a change.

Kepner-Tregoe is used when a comprehensive analysis is needed for all phases of the occurrence
investigation process. Its strength lies in providing an efficient, systematic framework for gathering,
organising and evaluating information and consists of four basic steps:
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e situation appraisal to identify concerns, set priorities, and plan the next steps;

e problem analysis to precisely describe the problem, identify and evaluate the causes and confirm
the true cause (this step is similar to change analysis);

e decision analysis to clarify purpose, evaluate alternatives, assess the risks of each option and
make a final decision;

e potential problem analysis to identify safety degradation that might be introduced by the
corrective action, identify the likely causes of those problems, take preventive action and plan
contingent action. This final step provides assurance that the safety of no other system is
degraded by changes introduced by proposed corrective actions.

These four steps cover all phases of the occurrence investigation process, and thus Kepner-Tregoe can
be used for more than causal factor analysis. Separate worksheets (provided by Kepner-Tregoe) provide
a specific focus on each of the four basic steps, and consist of step by step procedures to assist in the
analyses. This systems approach prevents any aspect of the concern being overlooked. A formal Kepner-
Tregoe training is needed for those using this method.

The steps which make up the problem analysis process of the Kepner-Tregoe technique are implemented
in the following way [6]:

1. Describe the Problem. The problem is described by clearly stating the deviation, or stating what
should have occurred and what actually occurred. As an aid in clearly stating the deviation,
information should be gathered to answer the following questions:

o What is the deviation(s)?

o Where is the deviation(s)?

o When did the deviation(s) occur?

o To what extent did the deviation(s) occur?

With this information in place, the next step in clearly understanding the deviation is to develop an IS
and IS NOT comparison chart. This chart should contain information about what, where, when, and to
what extent the deviation(s) IS along with what, where, when, and to what extent the deviation(s) IS
NOT.

2. List the Possible Causes. This second basic step of the problem analysis process creates a list of
possible causes for the specified deviation. This list is generated by listing the distinctions and/or
changes that have occurred between the items of the IS and IS NOT lists. The causes of the
distinctions or changes are then investigated.

3. Find the True Cause(s). The last basic step of the problem analysis process is finding the true
cause of the deviation. This step tests the list of possible causes for the most probable causes.
This is done by comparing all of the possible causes with the observed specifics (the IS/IS NOT
chart) of the deviation. If the cause could produce all of the same observed specifics, it can be
classified as a probable cause.

When all the probable causes have been determined, then the True Cause must be found and verified.
This is done by further investigation, experimentation, observation, etc. of the most probable causes.
Advantages. As shown, the Kepner-Tregoe technique for performing a root cause analysis does provide
the basic benefits of a good analysis tool. If the user has performed a good problem investigation and
has collected a lot of information (especially data), it is possible to find the causes of the specific
problem being analysed. Moreover, this technique acts as a structured guideline to an investigator in
determining the information needed, the questions to ask, and when to stop; i.e., when the root causes
have been identified. The Decision Analysis tool is one of the best for evaluating improvement options.
This technique does provide a good base for the development of more specific analysis tools to find root
causes of reactor plant events. Good information and a formal evaluation process help keep the user of
KT tools from focusing too much on blaming people.

Disadvantages. The major drawback to this technique, when performing root cause analysis or
determining corrective actions, is, as in any ‘thought’ process, that extensive training in the technique is
required and constant practice in its use is necessary. Also, a significant amount of time, energy and
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resources may be required for the verification of the true causes of the event. KT tools are not as
functional as other RCA tools (e.g. TapRooT®) in terms of getting to generic causes.

3.11. Interrelationship diagram

The interrelationship diagram (ID), originally known as the relations diagram, was developed in 1976 by
the Society of Quality Control Technique Development, in association with the Union of Japanese
Scientists and Engineers (JUSE) [7, 51, 95]. The relations diagram was part of a toolset known as the
seven new quality control (7 new QC) tools. It was designed to clarify the intertwined causal
relationships of a complex problem in order to identify an appropriate solution. The relations diagram
evolved into a problem-solving and decision-making technique from management indicator relational
analysis, a method for economic planning and engineering.
The interrelationship diagram takes complex, multivariable problems and explores and displays all of
the interrelated factors involved. It shows graphically the logical (and often causal) relationships
between factors. The ID allows groups to identify, analyse, and classify the cause-and-effect
relationships that exist among all critical issues, so that key factors can be part of an effective solution.
The purpose of the ID is to encourage practitioners to think in multiple directions rather than linearly, so
that critical issues can emerge naturally rather than follow personal agendas. The ID assists in
systematically identifying basic assumptions and reasons for those assumptions. In summary, the ID
helps identify root causes.
The ID uses arrows to show cause-and-effect relationships among a number of potential problem
factors. Short sentences or phrases expressing the factor are enclosed in rectangles or ovals. Whether
phrases or sentences are used is a group decision, but authors of ID tool recommend the use of at least a
noun and a verb. Arrows drawn between the factors represent a relationship. As a rule, the arrow points
from the cause to the effect or from the means to the objective. The arrow, however, may be reversed if
it suits the purpose of the analysis.
The format of the ID is generally unrestricted, with several variants. The centrally converging ID places
the major problem in the centre, with closely related factors arranged around it to indicate a close
relationship. The directionally intense ID places the problem to one side of the diagram, and arranges the
factors according to their cause-and-effect relationships on the other side. The applications format ID
can be unrestricted, centrally converging, or directionally intense, but adds additional structure based on
factors such as organisational configuration, processes, or systems.
The ID may use either quantitative or qualitative formats. In the qualitative format, the factors are
simply connected to each other, and the root cause is identified based on intuitive understanding. In the
quantitative format, numeric identifiers are used to determine the strength of relations between factors,
and the root cause is identified based on the numeric value.
It is recommended to follow the procedure below when creating a relations diagram:

e Step 1: Collect information from a variety of sources.
Step 2: Use concise phrases or sentences as opposed to isolated words.
Step 3: Draw diagrams only after group consensus is reached.
Step 4: Rewrite diagrams several times to identify and separate critical items.
Step 5: Do not be distracted by intermediate factors that do not directly influence the root causes.
It is recommended to ask why questions to identify true cause-and-effect relationships, and to slow down
the process so that participants can critically evaluate, revise, examine, or discard factors. The first step
in using an ID is to determine and label the factors, then place them on an easel or whiteboard in a
circular shape, and assess the relationship of each factor on other factors, using arrows. After all
relationships have been assessed, count the number of arrows pointing into or out of each factor. A
factor with more ‘out’ than ‘in’ arrows is a cause, while a factor with more ‘in’ than ‘out’ arrows is an
effect. The causal factors form the starting point for analysis. Figure 3.11.1 shows an example of an
unrestricted quantitative interrelationship diagram.
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A variant of the ID is the ID matrix, which places all the factors in the first column and row of a matrix.
This format creates a more orderly display and prevents the tool from becoming too chaotic when there
are many factors. The strength and direction of the relationships can be represented through arrows,
numbers, or other symbols placed in the cells of the matrix. It has been shown that users become
careless with large, complicated diagrams, so the ID matrix is a good technique to force participants to
pay attention to each factor in a more systematic fashion.

A particular concern relating to the ID is that it does not have a mechanism for evaluating the integrity
of the selected root cause. In using the quantitative or qualitative method, practitioners must be able to
assess the validity of their choices, and the strength of the factor relationships. Some users may simply
count the number of arrows and select a root cause, without thoroughly analysing or testing their
assumptions about the problem.

Overall, the ID’s strength is that it is a structured approach that provides for the analysis of complex
relationships, using a nonlinear approach. The disadvantages are that it may rely too heavily on
subjective judgments about factor relationships and can become quite complex or hard to read.
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Figure 3.11.1. An example of an unrestricted quantitative interrelationship diagram [95]

3.12. Current Reality Tree (CRT)

The CRT addresses problems by relating multiple factors rather than isolated events. Its purpose is to
help practitioners find the links between symptomatic factors, called undesirable effects (UDEs), of the
core problem. The CRT was designed to show the current state of reality as it exists in a system. It
reflects the most probable chain of cause-and-effect factors that contribute to a specific set of
circumstances, and creates a basis for understanding complex systems [51].
The CRT assumes that all systems are subject to interdependencies among the factor components.
Therefore, related causes must be identified and isolated before they can be addressed. Like the other
tools, the CRT uses entities and arrows to describe a system. Entities are statements within some kind of
geometric figure, usually a rectangle with smooth or sharp corners. An entity is expressed as a complete
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statement that conveys an idea. An entity can be a cause, an effect, or both. Arrows in the CRT signify a
sufficiency relationship between the entities. Sufficiency implies that the cause is, in fact, enough to
create the effect. Entities that do not meet the sufficiency criteria are not connected. The relationship
between two entities is read as an ‘if-then’ statement such as, ‘If [cause statement entity], then [effect
statement entity]’.

In addition, the CRT uses a unique symbol, the oval or ellipse, to show relationships between
interdependent causes. The literature distinguishes between interrelationship and interdependency, using
sufficient cause logic so that effects due to interdependency are attributed to multiple and related causal
factors. Because the CRT is based on sufficiency, there may be cases where one cause is not sufficient
by itself to create the proposed effect. Thus, the ellipse shows that multiple causes are required for the

produced effect. These causes are contributive in nature, so they must all be present for the effect to take

place. If one of the interdependent causes is removed, the effect will disappear. Relationships that
contain an ellipse are read as, ‘If [first contributing cause entity] and [second contributing cause entity],

then [effect entity].” Figure 3.11.2 shows an example of a current reality tree.
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Figure 3.12.1. An example of a current reality tree [51]

The CRT also allows for looping conventions that either positively or negatively amplify the effect. In
this situation, an arrow is drawn from the last entity back to one of the earlier causes. If the original core
cause creates a negative reinforcing loop, but can be changed to a positive one, the entire system will be
reinforced with a desirable effect. Although constructed from the top, starting with effects, then working

down to causes, the CRT is read from bottom to top using ‘if-then’ statements. The arrows lead from the
cause upward. The procedure for constructing a CRT is as follows:

1. List between five and ten problems or undesirable effects related to the situation.

2. Test each UDE for clarity and search for a causal relationship between any two undesirable effects.
3. Determine which UDE is the cause and which is the effect.

4. Test the relationship using categories of legitimate reservation.
5. Continue the process of connecting the UDEs using ‘if-then’ logic until all the UDEs are connected.

6. Sometimes the cause by itself may not seem to be enough to create the effect. Additional dependent
causes can be shown using the ‘and’ connector.
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7. Logical relationships can be strengthened using words like some, few, many, frequently, and
sometimes.
This process continues as entities are added downward and chained together. At some point no other
causes can be established or connected to the tree. The construction is complete when all UDEs are
connected to very few root causes, which do not have preceding causal entities. The final step in the
construction of the CRT is to review all the connections and test the logic of the diagram. Branches that
do not connect to UDEs can be pruned or separated for later analysis.
The assumptions and logic of the CRT are evaluated using clarification rules called CLRs. These rules
ensure rigour in the CRT process and are the criteria for verifying, validating, and agreeing upon the
connections between factors. They are also used to facilitate discussion, communicate disagreement,
reduce animosity, and foster collaboration. The CLRs consist of six tests or proofs: clarity, entity
existence, causality existence, cause insufficiency, additional cause, and predicted effect.
Clarity, causality existence, and entity existence are the first level of reservation and are used to clarify
meaning and question relationships, or the existence of entities. The second level of reservation includes
cause insufficiency, additional cause, and predicted effect. They are secondary because they are used
when questions remain after addressing first-level reservations. Second-level reservations look for
missing or additional causes and additional or invalid effects.
Particular concerns relating to the CRT are its complexity of construction and rigorous logic system.
Practitioners may find the application of the CRT too difficult or time consuming. Conversely, the
strength of the CRT is the rigour of the CLR mechanism that encourages attention to detail, ongoing
evaluation, and integrity of output.

3.13. Human Factors Investigation Tool (HFIT)

In an attempt to improve the investigation of the human factors causes of accidents in the UK offshore
oil and gas industry, a Human Factors Investigation Tool (HFIT) was developed with the sponsorship of
the UK Regulator, the Health and Safety Executive, and four exploration-related companies [61]. The
tool was developed on a theoretical basis, with reference to existing tools and models, and it collects
four types of human factors information including: (a) the action errors occurring immediately prior to
the incident; (b) error recovery mechanisms, in the case of near misses; (c) the thought processes which
lead to the action error; (d) the underlying causes. The investigation tool was evaluated on the basis of
(1) an inter-rater reliability assessment; (ii) a usability assessment; (iii) case studies; (iv) an evaluation
system developed by Benner [101].

The structure of HFIT is developed on a sequential model of the incident trajectory, where incidents
(accidents and near misses) are seen as the product of a number of different causes, organised into four
categories. As Figure 3.13.1 illustrates, the behaviours immediately prior to the incident are described as
the first category, called ‘Action Errors’, which personnel at the sharp-end enact. These action errors are
generally preceded and caused in part by a reduction in awareness of their situation, so Situation
Awareness is the second category. The reduction in situation awareness is often related to ‘Threats’ to
safety from the work environment; otherwise, there are conditions that may have been in the system for
some time, but have not been identified nor rectified (third category). If the error or reduced situation
awareness is detected and recovered from before an accident occurs (error recovery), a near miss results.
So a fourth category, called ‘Error Recovery’, is included, that could occur during the action error or
situation awareness stages. The four categories contain a total of 28 elements, listed in Figure 3.13.1.
Each of these elements is further described in Figure 3.13.2, although only some examples are given at
the ‘sub-element’ and ‘item’ levels. Action error elements are divided into 22 further ‘items’, situation
awareness elements are described by 21 ‘items’ and the error recovery elements contain 7 items. The 12
threat elements are divided into ‘sub-elements’ (n =43) and ‘items’ (n =271).

The Human Factors Investigation Tool, HFIT, was developed in a flowchart paper-based format, and
after initial testing by potential users, it was developed as a computer-based tool. Figure 3.13.3
illustrates the process of investigating each category.

145



Direction of causation

THREATS
Procedures
Work Preparation
Job Factors
Person Factors
Competence & Training
Communication
Team Work
Supervision
Organisational! S afety Culture
Work Environment
Human-Machine Interface
Tools and Equipment

AEEEEEEEEEEEEEEEEEEEENENEEEEENEEEEE ENEE EENEEEEEEEER IIIIIIIIIIIIIIIIIIIII*

SITUATION
AWARENESS
Attention
Detection and
Perception
Lal Meamory R
Interpretation
Decision Making

ACTION ERROR

Omission
Timing
Sequence
Quality
Selection
Communication
ernors
Rule Vialations

— ACCIDENT

Assumption
Response Execution

v

ERROR RECOVERY *
Behavioural Response and Detection Cues

| p NEAR MISS

Direction of analysis

<

Figure 3.13.1. HFIT model of incident causation and direction of analysis

Omission
Timing

— Sequenca
Quality
Salaction
Communication
Wiolation

ACTIOM ERROR

Dmission of task; act

Detection Cus

Action too long, too short,
too earty, too late

T T Action repaated
Mis-omering

Too much, Too littks,
‘Wrang direction, Wrong
action, Wrong equipment

Detection

Behavioural Rasponss

ERROR RECOVERY

Aftention

Datection & Perception
Mermaory

Interpretation

Dacision Making
Assumption

Responsa Execution

DIRECTION OF ANALYSIS

SITUATION AWARENESS

1 Procadure

2 Work Preparation

3 Job Factors

4 Parson Factors

5 Competenca & Training
6 Communication

T Team Work

8 Supervision

9 Organisational/Safety
Culture

10 Work Environment
11 Human-Machina
Interfacea

12 Plant, Parts, Tools &
Equipment

THREAT

Indication
Comection

— Intemal feedback
— Systam feedback
Extarnal
communications
Planning bshaviours

~— — Facusad atbention
~ —
e Signal not detected
T Wisual misperception
T Werbal misperception

Distraction of attention
Lack of concentration
Divided attzntion

HH_\ Tactile mispeneption

Farget an act or a stsp
Place loosing emor

Miscomprehension

Procedurs not used
Frocedure followsd
incomecthy

— Procedure not available
Procedure difficult to

uze! fallw

Procsdure wrong or Procsdurs unknown
incomplste
Procedure used

Work packags inadsquate || | ineorrsctly .
Work permit not adequats | Insufficient datail
Work planning not sdequste || | Poor procedure format

lI Unclear languags
Task characteristics I| Bouu_na procedurs
ar violztion
Work pressurs
Staffing

Wrong procedurs used

Physizal capability and

conditian
Stress
Mothvation

Wrong revision used
Sequance wiong
Procedure inappropriate
Procedurs unsafe

Figure 3.13.2. Structure of HFIT

146



CATEGORY: ACTION ERROR SPECIFIC

ACTION ERROR ELEMENT QUESTISNS ACTION ERROR ITEM QUESTIONS ITEM

i YES YES

| 1. Was a task or action not performed? |—>| O1a Was a task not undartakan at all? I—b Omiszion of tazk

i {Omission)

MO
MO . ] .

b Did the p=rson miss out ons YES | Omission of act
particular part of that task? o |

| Nezt & Main Action Ermor Qusstions |<

CATEGORY: ERROR RECOVERY SPECIFIC

BEHAVIQURAL RESPOMNSE ELEMENT QUESTIOMNS — BEHAWIQURAL RESPOMSE ITEM QUESTICNS ITEM
i YES ]
| Did the person realiss thers was an emor? Did the person detect the emor? |_'| Dietection | {
| NO |Nxt2EI hani I R Ciussti %
Go to Situation Awarensss Category = =haviours! Responss Lusstions
SPECIFIC
i DETECTION CUE ELEMENT QUESTIOMNS DETECTION CUE ITEM QUESTIONS ITEM
i YES
1 | Did the person detsct an emor? Did the person realise they were making an emor el Intemal
during the task Fesdback
v o i
qu Mext 3 Dataction Cue Questions [
i Goto Situation Awareness Category
CATEGORY: SITUATION AWARENESS SITUATION AWARENESS ITEM QUESTIONS  sPECIFIC
| SITUATION AWAREMESS ELEMENT QUESTIONS T a sfiontion iemupted|(EE ITEM
yEg| @13 Was the parson’s sttention intsrm ) )
1. Did the person lose concentration or lack | ge| from their task? 2.g. being called away to [~ Dtstra.ctn:un of
i | attertion prior to the task? iattention) answer a query about anather job attention
ND vy MO
| Q1b'Was the person precccupisd YES Lack of
—— mn-:;alntratbn

Nezt & Main Situation Awarensss Qusstions [ |

| CATEGORY: THREAT i
i SPECIFIC

i  THEEAT ELEMENT QUESTIONS SUB-THREAT ELEMENT QUESTIOMS THREAT ITEM QUESTIONS ITEM
1. Was the use (or non-use) YE.S 1.1 Does a procadurs YES p| 9112 Was it not used Proced
i | of procedures imvobead in this =xist but was not usad? {Procadurs becauss itwas difficult to o '_"rE ]
i | inddent? Mot Usaxd) obtain? not available |
¥ _NO = _
21,10 Was it not used Procedurs [0
- becauss its format is P il |
inappropriats or difficult to use
| use? .
c leta the other 3 ¥_HNO
i omplete the other o

Nest 11 Main Threat g | Threst 1 sub-ssctions 1 %ﬂ‘gjﬁ;ﬁﬁ:;ﬂ;dﬁc <

Cusstions {ie 1.2,1.3) questions

Figure 3.13.3. HFIT process

The HFIT tool can be used in a number of different ways: first, as an interview tool, where the
investigator goes through the questions with each witness in turn. Secondly, the tool can be used after
the witness interviews have taken place, and the investigator/s use the tool themselves, keeping in mind
what they found from the interviews. Finally, it can be used retrospectively, on incidents that have been
investigated previously, using other investigation tools.

147



The evaluation exercises performed have provided some initial evidence that HFIT improved the
analysis of the incidents. HFIT was found to be useful for the development of remedial actions.
However, some problems with the tool’s reliability and with recording the results were identified.

The implementation of HFIT into the incident investigation procedures of the participating companies
indicated a very poor result, where only one out of the four participating companies collected data using
HFIT. Lack of time and resources, and no incidents to report, were the reasons given for this poor
response. In order for companies to implement HFIT, management support for the tool needs to be
expressed to the potential users, encouraging them to make use of the tool, and presenting potential users
with examples of how this tool can assist in their investigations. One of the main issues seems to be the
cost and resources implications for implementing new tools, especially for large, international
organisations.

3.14. Commercial all-purpose root cause analysis tools

3.14.1. REASON®

REASON is both a method and expert system software. The REASON method is a standard operating
procedure that guides the investigator to ask the right questions at the right time to get the right answers.
This dynamic, state-of the-art method is programmed into the expert system of the software, which will
then guide the investigator, step by step, through the root cause analysis process [9, 136, 137, 139, 158].
Professional REASON training focuses on the method, but includes abundant ‘hands on’ practice in
applying the method with the use of the software tool.
REASON Root Cause Analysis is a multifaceted discipline that leads a user through the investigation of
an event using a standard, repeatable inquiry process. This process guides the user to logically
reconstruct an event from the causal facts. The method of inquiry is not based on predetermined
questions found in a list or template, but is a process that dynamically creates a line of questioning,
based on the very nature of the facts themselves. The REASON process ensures that the questions
logically required by an event are indeed asked. It is a dynamic, systematic process that guides the
investigator to discover the relevant facts, their causal relationship and potential solutions. Following
this process creates a tree model of the event (see Figure 3.14.1.1). The tree represents visually the
discrete facts of the event, and depicts graphically how these discrete facts networked to produce the
overall event being investigated. The tree also indicates how solutions could have interrupted the causal
network, thus achieving prevention of the unwanted event. When the model is finished, REASON®
generates a series of reports and analyses automatically. Simply select the report elements desired,
including cover sheet, report narrative and tree model, and REASON will automatically assemble a
report for printing or editing.
REASON now offers three ‘tiers’ to its root cause analysis software. Each tier is a version of the
REASON tool designed to provide the appropriate amount of guidance and rigour, depending on the
criticality and risk involved with the problem being investigated. When beginning a REASON
investigation, a case assessment is conducted to determine the criticality level of the problem to be
investigated. The case assessment tool then recommends which tier in REASON is most appropriate. All
three tools apply the same basic concepts, and cases generated with all three tools can be submitted and
searched in the Lessons Learned system.
e REASON Professional offers the highest level of guidance and discipline in the process of
eliciting and analysing relevant case facts.
e REASON Express offers flexibility in how much guidance and discipline the software provides
in the process of eliciting and analysing relevant case facts.
e REASON FrontLine was designed to provide minimal guidance for situations in which an
experienced worker already knows the solution, or perhaps several possible solutions; they just
need a tool to get this information into the organisation’s knowledge system.
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Figure 3.14.1.1. Example of a tree model of the event created using REASON® software [137]
The REASON Root Cause Analysis Process

Investigation starts at the final outcome of the event and works back through time. At each step in the
investigation, the logic principles determine the next necessary piece of information, and REASON asks
the appropriate question. In this way, the method guides the direction of the investigation by providing
focused questions logically required by each new fact that is ascertained. The investigator must simply
respond to the question by typing the answer into a box.
Step-by-Step Guidance
1. Identify Causal Relationships
The process assembles the facts into ‘sets’ of causal factors. These ‘sets’ provide a causal
explanation for every factor in the event which networked to bring it about. For example, when
lighting a match, leaking gas, and oxygen combine to produce an explosion, those factors form a
‘set,” with the explosion as the outcome of their coming together.
2. Construct a Model of the Event
From these sets REASON builds a model of the event. The model depicts graphically the causal
structure that brought about the event in a clear, easy-to-understand manner.
3. Verify Causal Relationships
After each set is built, the process then guides the investigator to validate each fact within the set.
This process uses a simple validation process that applies the principles of causal reasoning
known as ‘necessary and sufficient’ logic. This validation step ensures that no set within the
investigation has facts causally irrelevant to the event being investigated.
4. Discover Root Causes or Corrective Opportunities
This process is continued until the investigator comes to factors which can be eliminated by
applying some sort of ‘business process’ — that is, a policy, practice or procedure within the
organisation. The absence of such a business process is a root cause of the event. A root cause
may address a business process that already exists, or it may call for establishing a new business
process to address the problem. REASON will guide the investigator, step by step, in
determining what is needed.
5. Compare Solution Options
Each root cause represents a corrective opportunity, a solution option. The greatest advantage of
the REASON method is that the process ensures that every causal factor is included in the event,
thus ensuring that every possible avenue towards prevention is considered. This means that no

149



solution options will remain uncovered in the investigation. REASON provides an analysis
feature that allows each solution option to be measured and compared to determine which
provides the greatest benefit.
6. Reporting the Findings: Automatic Reporting Features
With just the click of a few buttons, REASON automatically generates a report on the
investigation performed and assembles it into a report. The report can then be printed and saved
as an MS WORD document file.
7. Lessons Learned Reports
REASON® investigations feed a Lessons Learned (LL) system that warehouses the knowledge
from investigated cases. These cases are ‘organisational experiences’, recorded with both their
pertinent facts and their solutions.
8. Broadcasting knowledge
The LL system provides an account-based (or push-based) system to automatically match up the
cases submitted to LL with the people who need that knowledge.
9. Mining knowledge
REASON also provides a pull-based system in which users can actively search the LL system for
knowledge that they need about the events happening in the organisation. The ability to search
for trends and patterns across the organisation’s problems provides a ‘bird’s-eye’ view of the
company. Having this ability allows organisation to measure improvement or loss of control in
organisational processes throughout the company.
REASON’s benefits. The Root Cause approach to incident /accident investigation using REASON’s
software offers an additional facet to the accident investigation. It may assist at looking at a systemic
failure (organisationally) leading to an accident; it may also help to answer the systemic ‘why’ of an
accident, complementing the ‘how’ and ‘when.” Hopefully this approach will provide additional weight
to recommendations following investigations. This tool, finally, pre-empts the old fashioned approach of
‘remove the cause and the problem ceases to exist’ [136].

3.14.2. PROACT®

PROACT® RCA provides the tools for the RCA analyst to easily document, validate, report and track
findings and recommendations. The PROACT® RCA discipline involves: PReserving Event Data,
Ordering the Analysis Team, Analyzing the Event Data, Communicating Findings and
Recommendations, Tracking for Bottom Line Results [10]. The PROACT® Suite not only identifies an
organisation’s most significant annual losses--it supplies the knowledge and tools to identify all the
causes and then eliminate their recurrence in the future. This has been made possible by combining the
PROACT® RCA software with the powerful LEAP Analysis software. LEAP - Basic FMEA Software
& Opportunity Analysis - identifies what COULD go wrong or what HAS gone wrong, using Basic
Failure Modes & Effects Analysis (FMEA) and Opportunity Analysis. The end result is that LEAP
builds a business case for which events are the best candidates for Root Cause Analysis (RCA) based on
the Return-On-Investment (ROI).

The building of a cross-functional RCA team is a critical step in the RCA process and has several
strategic advantages, including providing a broader range of knowledge, viewpoints and programme
ownership. However, the content of a root cause analysis effort on the item being investigated is limited
by the cumulative experience and associated knowledge of the group.

The PROACT Logic Tree is representative of a tool specifically designed for use within RCA (see
Figure 3.14.2.1). The logic tree is an expression of cause and effect relationship that built up in a
particular time to cause an undesirable outcome to occur. These cause and effect relationships are
validated with hard evidence as opposed to hearsay. The evidence leads the analysis, not the most vocal
expert in the room. The strength of the tool is such that it can be used in court to support solid cases
[56].
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Figure 3.14.2.1. Structure of the PROACT Logic tree [10]

A logic tree starts off with a description of the facts associated with an event. These facts comprise what
is called the Top Box (the Event and the Modes). Modes are the manifestations of the failure and the
Event is ‘the least acceptable consequences’ that triggered the need for RCA. While we may know what
the Modes are, we do not know how they were permitted to occur. So we proceed with the questioning
of how could the Mode have occurred?
Usually investigators have been conditioned to ask the question why during such analyses. However,
using this methodology the question used is how could? When looking at the differences between these
two questions, we find that when simply asking why we are connoting a singular answer and to a point,
an opinion. When asking how could we are secking all the possibilities (not only the most likely), and
evidence to back up what did and did not occur.
This questioning process is reiterative as we follow the cause-and-effect chain backwards. Simply ask
questions, answer them with hypotheses, and use evidence to back them up. This holds true until we
uncover the Human Roots or the points in which a human made a decision error. Human Roots represent
errors of omission or commission by the human being. Either we did something we should not have
done, or we did not do something we should have done. At this point we are exploring the reasoning of
why someone made the decision they did.
This is an important point in the analysis, because we are seeking to understand why someone thought
the decision they made was the correct one at the time. At this point in the analysis we do switch the
questioning to why, because we are exploring a set of answers particular to an individual or group.
Answers are what we call Latent Root Causes, or the organisational systems in place to help us make
better decisions. The Latent Roots represent the rationale for the decision at the time that triggered the
consequences to occur. These are called latent because they are always there, lying dormant. They
require a human action to be triggered and when triggered, they start a sequence of Physical Root
Causes to occur. This error-chain continues, if unbroken, to the point that it results in an adverse
outcome that requires an immediate response.
The described logic tree approach is certainly cause-and-effect related, and requires evidence to back up
what people say, and a depth of understanding of the flaws in the systems that contributed to poor
decisions.
Conducting a Root Cause Analysis (RCA) can be a frustrating and time consuming task, yet it is
invaluable to the cause of preventing recurrence of undesirable outcomes which potentially affect
worker safety in an adverse way. Often the source of such frustration is the time pressure to complete a
comprehensive RCA. The more time pressure to complete the RCA, the more short cuts analysts are
likely to take to uncover all the root causes. Another issue companies are facing today is not effectively
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capturing critical workforce knowledge and experience from older employees facing retirement, and few
organisations are transferring that knowledge to newer and less experienced employees.
To meet these critical challenges, Reliability Center, Inc. (RCI) has developed a series of time saving
industry related templates. This new product is the PROACT® Logic Tree Knowledge Management
Templates™ that have been developed from completed analyses conducted in organisations worldwide.
These unique one-of-a-kind PROACT® Logic Trees comprise events that have happened in numerous
industrial settings across all departments, and include decades of researched industry experiences (see
Fig 3.14.2.2).
The PROACT Logic Tree Knowledge Management Templates are an aggregation of experience
associated with over 800 field investigations. The analyses have been thoroughly reviewed, and their
results compiled to form this unique, single knowledge base. As analysts use RCI’s PROACT Software
and have exhausted their ideas for developing hypotheses, there are more opportunities available with
the PROACT Logic Tree Knowledge Management Templates. These templates provide the analyst with
the ability to see if there may be something they could have missed. While no knowledge base can ever
cover all the potential variables of all potential events, analysts can learn from past experience to assist
with preventing recurrences of similar events. The PROACT templates provide learning based on past
experience and also a system of ‘checks-and-balances’ for the comprehensiveness of the analysis.
Some of the most successful RCA programmes are those which effectively capture and capitalise on
workforce experience to determine the root cause of a problem. However, many organisations are failing
to capture critical workforce knowledge and experience from older employees facing retirement, and
few organisations are transferring that knowledge to newer employees. RCI’s Logic Tree Knowledge
Templates, now available within the PROACT Suite, are bridging the growing institutional knowledge
gap, while helping users to hone their own logic skills, which are necessary to prevent equipment,
process and human-related failures impacting on the safety, reliability and production of a company.
Significant features of PROACT® Software are:
e allows the user to quickly preview and select an appropriate template that most closely matches
the conditions associated with any failure analysis;
o allows the user to quickly search the database, using either key words or the Table of Contents;
e allows the user to quickly drill down through the levels of detail that occur within any failure
mechanism;
e provides multi-levels of detail to uncover related causes in the cause and effect relationship seen
when analysing;
e allows for the deletion or modification of the graphic structure and text as new/ additional causes
of the failure are identified and uncovered.
The templates database houses completed logic trees that are each drilled down to the REAL root causes
of the undesirable events. While RCA templates alone cannot provide a list with all the answers (that is
simply not possible), they do provide analysts with a number of different avenues to explore in order to
broaden the scope of possibilities that could have caused the undesirable outcome.
The key to optimising the value of the templates is to use them as supplemental knowledge for the team.
If the templates are used as the primary knowledge base for analyses, then there is the potential for the
learning process to be cut short. The analysis team should always be encouraged first to conduct their
own investigation, capitalising on their own knowledge and experience. After all hypotheses have been
exhausted by the team, then the PROACT® Logic Tree Knowledge Management Templates™ do what
they were designed to do: uncover more possible causes that the team may have overlooked.
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Figure 3.14.2.2. Example of the detailed PROACT® Logic tree

By using the PROACT® templates the analysis team can:

e validate team hypotheses;

e broaden considerations;

¢ identify team biases;

e illuminate frequently overlooked organisational factors (people, policy and management
decisions);
capitalise on past experience and use it in future analyses;

e quickly drill down through the levels of detail necessary to get to the REAL root cause;

e quickly search the RCA template database, using carefully developed key words, phrases and/or

the table of contents;
e quickly reference multi-levels of detail to uncover the cause-and-effect relationships seen when
analysing the undesirable outcomes.

The PROACT® Logic Tree Knowledge Management Templates™ are individual logic trees that can be
searched and called upon for use in the PROACT RCA software program. Essentially these are
experience templates aggregated from over 800 field investigations. The individual analyses have been
combed through to remove redundancies, ensure accurate cause-and-effect logic, and to be developed in
a way that makes them conducive to being searched in a very easy, disciplined and logical manner. The
Templates are flexible enough to adapt to whichever RCA process the team is currently using (i.e. form-
based, fishbone diagram, 5-whys, logic tree). RCI’s PROACT® Templates can definitely help your
organisation save time and reduce the RCA process uncertainties. The end result is that analyses can be
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completed in a much more cost effective, efficient manner, while at the same time being as inclusive as
possible in the results uncovered.

The analysis team is encouraged first to conduct their investigation utilising the knowledge of their team
members. After all hypotheses from the team have been exhausted, then the Templates can be searched,
using ‘key word searches’ to see if there are other suggestions from past analyses that the team may not
have thought of. When such hypotheses are brought to the team’s attention it often sparks new paths of
thought (logic) and can lead to ‘AHA!” moments because a paradigm might have been broken.

The Templates help to capitalise on past experience and use it in future analyses. When used properly,
having access to such large volumes of specific past experience can increase the efficiency,
effectiveness and accuracy of the analysis. Using the PROACT Templates also allows organisations to
gain input from people outside of their organisation and industry. This is often not possible when trying
to solve problems with team members alone, who are probably too close to the failure details to be
objective. Having an injection of outside objectivity can certainly help any analysis. Some typical
examples for which PROACT Templates available are shown in Figure 3.14.2.3.

Bolt Failures Gear Failures Machinery Failures

Welding Failures Motor Failures Transformers

Figure 3.14.2.3. Examples of failures for which PROACT® Templates are available
3.14.3. RealityCharting®

RealityCharting® software is one of the best tools for event investigation developed for application of

the Apollo Root Cause Analysis problem solving method [25, 57, 59, 60, 139]. The cause and effect

diagramming process developed by Deen L. Gano in 1987 has historically been called Apollo Root

Cause Analysis. The Apollo Root Cause Analysis problem solving method is based on the Cause and

Effect Principle. This method seems to be unlike any causation model before it; its essence is described

briefly in section 1.1.13. The principles of application of the RealityCharting® tool are explained in

more detail below, with some examples.

The Cause and Effect Principle has four basic characteristics that allow us to understand reality in a

simple, structured way. These four characteristics are as follows [25, 57]:

1. cause and effect are the same thing;

2. causes and effects are part of an infinite continuum;

3. every effect has at least two causes in the form of actions and conditions;

4. an effect exists only if its causes exist at the same point in time and space.

These are four rules that help define reality. Applying these rules means that every time we ask ‘why’

we must find at least two causes (third principle) and because cause and effect are the same thing (first

principle), we must then ask ‘why’ again. Because each effect reveals at least two causes (usually many

more), each of those two causes must reveal two more for a minimum of four more, and those four
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become a minimum of eight and eight become 16, 32, 64, etc., on to infinity (second principle). Asking
‘why?’ leads to an ever-expanding set of causes, something like the branches of a tree, limited only by
our knowledge of the subject or event. Some explanations of the Cause and Effect Principle are
presented below.

Cause and effect are the same

Knowing that cause and effect are the same thing, only viewed from a different perspective in time,
helps us understand one reason why people can look at the same situation and see different problems.
They actually perceive different time segments of the same event. If we treat each perspective as a
different piece of a jigsaw puzzle, we can stop the usual arguing and work on putting the different pieces
together. For example, in Figure 3.14.3.1 below, we see that the primary effect is the ‘Injury’ and the
first cause is a ‘Fall’. If we ask why ‘Fall,” this cause has to be seen as an effect. That is, we cannot ask
why of a cause, only of an effect, so ‘Fall’ changes from a cause to an effect. In a given event, we may
each see the causes differently. You might see the ‘Fall’ as the problem effect, while the next person
sees the ‘Leaky Valve’ as the problem effect. The reality is that cause and effect are the same thing, only
viewed from a different point in time.

Injury Fall Wet Surface

Cause Cause
Effect Effect Effect
5] 4]

Leaky Valve Seal Failure No

Maintenance

Cause Cause Cause

Effect Effect Effect
3 2] 6)

Figure 3.14.3.1. Example of a simple cause and effect chain [57]

Infinite continuum

Knowing that causes and effects are part of an infinite continuum of causes helps us understand that, no
matter where we start our problem analysis, we are always in the middle of a chain of causes. This helps
us understand that there is no right place to start. Again, just as with a jigsaw puzzle, we can start the
problem solving process anywhere and still end up with a complete picture. This avoids the usual
arguments over who is right, and allows us to focus on finding causes. Again, in Figure 3.14.3.1,
someone may be focused on the injury, while another is focused on the leaky valve. Instead of arguing
over what the problem is, as we normally do, we can be aware that all causes are connected somehow in
time, and we just need to work out what those connections are.

Each effect has at least two causes

Probably the most profound characteristic of the Cause and Effect Principle is that each effect has at
least two causes, in the form of actions and conditions. This teaches us that every time we ask ‘why,” we
should find at least two causes, and because of the infinite continuum, for each of these causes we
should find at least two more causes, resulting in four causes, and from each of these four causes we
should find two causes, resulting in at least 8, and on to 16, 32, etc. See Figure 3.14.3.2.

With this understanding, we see that there is an infinite set of causes for each effect, limited primarily by
our lack of knowledge. Presented with a reality that has a never-ending set of causes it is now easy to
understand why we stop asking ‘why’ at an early age and pursue simpler strategies, like categorisation
and storytelling. Designed to find the right answer, the human mind simply cannot deal with not
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knowing, so we create answers when there are none. This is particularly true in group settings, because
usually people don’t want to be embarrassed.
With this notion of the infinite set, it seems ridiculous to think we could just keep asking ‘why’ forever.
In practice, however, the causal sets are rather short because we are not clever enough to know all the
answers. Other natural limits come into play, and the process is very manageable as long as we are
humble, and analyse the problem commensurately with its value.

Effect

Caused

By

Conditional
Cause
Conditional Caused
Cause By
Action
Cause
Conditional
Cause
|| Action Caused
Cause By
Action
Cause

Figure 3.14.3.2.The infinite set of causes

Effects exist at the same point in time and space
From observation, we see that an effect exists only if its causes exist at the same point in time and space.
For example, in Figure 3.14.3.3, an open fire exists because conditional causes came together with an
action cause at a particular point in time and space. As we can see from this example, three conditional
causes: oxygen, oily rags, a match, AND one action cause, a Match Strike, occurred at the same point. If
these four causes did not exist at the same time and space, the fire would not exist. For example, if the
oily rags were stored in a closed can, or if the match was struck at a different time, a fire could not exist.

Understanding this characteristic helps us determine the validity of causal relationships.

Figure 3.14.3.3. Example of time and space relationships
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Using the cause and effect principle, the Apollo Root Cause Analysis (ARCA) method was developed.
The four steps of the Apollo method are as follows:
Step 1: Define the problem by writing the:
e what: Primary Effect (Noun-Verb);
e when: Specific or Relative Time of the Primary Effect;
e where: Location in System, Facility, or Component;
e significance: Why you are working on this problem?
Step 2: Create a Realitychart:
e for each Primary Effect ask why;
e ook for causes in Actions and Conditions;
e connect causes with ‘Caused By’;
e support causes with evidence or use a ‘?’
e end each cause path with a *?” or reason for stopping.
An example of the basic chart elements is shown on Figure 3.13.3.4.
Step 3: Identify effective solutions:
e challenge the causes and offer solutions;
¢ identify the best solutions — they must:
- prevent recurrence
- be within your control
- meet your goals and objectives.
Step 4: Implement the best solutions.
Final Product. The product of steps 1 and 2 is a Realitychart, as in Figure 3.14.3.5. The iterative
process of step 3 identifies effective solutions. And while obvious, step 4 is often not performed, so it is
included as a reminder.

Conditional STOP or 2

Cause

— Evidence or 7
Primary Caused
Etfect Bv

Action
— — a2
Cause STOP or ?

— Evidence or ?

Figure 3.14.3.4. Example of the basic Realitychart elements
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Figure 3.14.3.5. Example of a Realitychart for car wreck accident [57]
3.14.4. TapRooT®

TapRooT® System comprises a process and techniques for organising the facts of an event into a
chronological order, investigation and analysis of these facts, identification of causal factors,
determination of root causes and development of corrective actions to solve problems. The process and
tools are described fully in the TapRooT® Book [20, 110].
The TapRooT® System has been used since 1991 for the investigation of chemical and petrochemical
industry process safety incidents. A limited survey, conducted in 2001 by the Center for Chemical
Process Safety, showed that it was the root cause analysis system most used by its members. The
TapRooT® System also has broad use in a variety of other industries, including healthcare,
transportation, aerospace, manufacturing, telecommunications, oil exploration and production, pulp and
paper, and construction. These industries use TapRooT® to:

e improve process safety;
improve industrial safety;
improve product and service quality;
reduce operations and maintenance errors;
increase service and equipment reliability.
The TapRooT® System combines inductive and deductive techniques for systematic investigation of the
fixable root causes of problems. The system can be used either reactively to prevent the recurrence of
events, or proactively to find ways to improve performance before a major process safety accident
occurs. It goes well beyond the simple technique of ‘asking why’ or the standard techniques of cause
and effect (sometimes known as fishbone diagrams) or fault tree diagrams. The TapRooT® System has
embedded intelligence, so that the system helps investigators find root causes that they may not have
previously had the knowledge to identify. This allows the TapRooT® System to be simple enough for
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application to everyday problems by people in the field, and yet robust enough for even the most
complex major process safety accident investigation.

Unlike other common root cause techniques, the TapRooT® System is an investigation system. This
means the tools and techniques in the TapRooT® System are used in all phases of an investigation -
from initial planning, through the collection of information and root cause analysis, to the development
of corrective actions and the presentation of an investigation to management or other interested parties.
The system is supported by patented TapRooT® Software that makes presenting information easy and
logical, and provides an incident/root cause database capable of showing trends and a corrective action
management database.

The TapRooT® System is based strongly on the concept that each error could be categorised and
learned from [110]. According to this system, the investigation of each incident should start by
attributing each causal factor of an issue to one of the four initial categories: a) human performance
difficulties; b) equipment difficulties; c) natural disaster/sabotage; d) other. Analysis then goes further,
digging deeper by selecting or eliminating the appropriate more detailed subcategories to find root
causes.

The TapRooT® categorisation system for human performance related problems was developed around
proven human factors theories and models, combining these models with practical understanding of how
work was accomplished, and how investigations were performed. As a background to the categorisation
system, the proven core competencies (good practices) were selected, which can be used to prevent (or
at least greatly reduce) human error. These best practices include: a) good procedures; b) good training;
c) good quality control; d) good communications; e¢) good management systems; f) good human
engineering; g) good work direction. These best practices are the basis of human performance
technology that, when carefully applied, produce highly reliable human performance. In the TapRooT®
System they are treated as basic cause categories. Weaknesses in these areas lead to increased human
error. Thus, if one can identify the weakness in a particular core competency — or perhaps several of the
core competencies listed above — one can find the missing best practice or knowledge that will lead to
improvement of performance when the weakness is corrected.

To help the investigators (especially non-human factors experts) in selecting the appropriate Basic
Cause Categories to analyse, the Human Performance Troubleshooting Guide, consisting of 15
Questions, was created and added to the front of the TapRooT® Root Cause Tree®. In an effort to
improve the troubleshooting and Root Cause analysis of equipment, the Equifactor® Equipment
Troubleshooting System (including 2 000 equipment troubleshooting tables) was developed and added
to the TapRooT® System. So, TapRooT® became a powerful, highly tested and proven complete expert
system for finding the root cause of human performance and equipment-related problems, fully
supported with adequate software modules [110]. It could be used successfully in both a reactive and a
proactive manner. The list of TapRooT® System techniques includes: SnapCharT®, Root Cause Tree®,
Equifactor®, Safeguards Analysis, Change Analysis, and Critical Human Action Profile [20, 110].
Event investigation using the TapRooT® System is performed by applying a seven-step sequential
procedure, where each step is realised by means of adequate software tools. These seven steps are (see
Figure 3.13.4.1):

plan investigation — get started;

determine sequence of events;

define causal factors;

analyse each causal factor’s root causes;

analyse each root cause’s generic causes;

develop and evaluate corrective actions;

present/report and implement corrective actions.

The ﬁrst step in the TapRooT® process requires the identification of an undesired event [63]. Usually
this is an accident or incident, but in some cases it can be a particular process that may not be
performing well. The choice of an undesired event may differ from the obvious, depending on the views
or responsibilities of the investigator.
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Figure 3.13.4.1. The seven-step sequential procedure of the TapRooT® System and an example of
graphical representation of an event performed using SnapCharT® [145]

After determining the undesired event, the facts are arranged in chronological order, from the first
relevant action to the undesired event, using a graphical representation known as a SnapCharT®. The
SnapCharT® consists of actions, something that can be observed happening, and conditions, things that
modify or explain an action. Once completed, SnapCharT provides a valuable visual display of the
event, and helps ensure that all the pertinent information has been collected. Then each action or
condition is subjected to the question: ‘If the problem or condition were corrected, could that have
prevented the event from occurring or significantly reduced the event’s consequences?’ Any items with
answers ‘yes’ are considered as causal factors of the undesired event. Each one of these causal factors is
analysed, using a TapRooT® Root Cause Tree®, which asks 15 yes-or-no questions. Depending on the
answer to these questions, basic cause categories, and eventually root causes, are assigned to the causal
factors. The software also offers assistance in developing corrective actions.

Since reactive improvement is the most common strategy to improve performance, the TapRooT®
System is strongly recommended for use in a proactive manner. If a proactive improvement programme
is implemented and TapRooT® process is used to analyse the causes for deviations and issues, that root
causes can be corrected before an accident occurs.

For investigation of near-misses and low level incidents that does not provide enough return-on-
investment to warrant a full seven-step root cause investigation, an investigator might apply a simplified
TapRooT® process by skipping, simplifying or combining some steps in the seven-step sequence, and
developing only easy-to-implement corrective actions, for only the most significant root causes [110].
TapRooT® Advantages. According to opinion of the TapRooT® authors, there are eight primary
reasons why this process seems to be superior to most of the above listed tools [142]:
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1. TItis a closed loop process, in that it uses the Snapchart® for problem definition (define), the root
cause tree and identification of trends for root cause identification (measure and analyse), and
the corrective action process to define well-rounded problem solutions (improve).

2. The Snapchart® is time-based, in that it shows the sequence of events leading up to and
following a given problem. This tool helps the user identify a more complete set of events and
conditions that led to a given problem’s occurrence.

3. The process is based on a set of well-developed operational definitions and questions, which are
based on years of research and application, and which discourage the user from relying primarily
on their opinions when selecting a root cause or causes.

4. The process encourages the identification of generic causes which, if corrected, will prevent
similar problems from appearing in other parts of the organisation, or in other products or
services in the product/service line.

5. The process software contains hundreds of possible corrective actions that have been used by
hundreds of companies, to correct and prevent the problems that result from both individual and
generic causes.

6. The process is grounded in human factors theory, which supports the fact that people are the key
to organisational success, and most often the source of most problems, due to the design of the
systems and processes they use, and the decisions they make as they do their jobs each day.

7. The software’s design and content encourage and enable the individual problem solver, or a team
of problem solvers, to keep their efforts focused and organised, due to the existence of the
dictionary, corrective action helper, a highly visual problem definition (Snapchart) and root
cause analysis process, and the linkages between the Snapchart causal factors, the root causes
selected, the identified corrective actions, and the assortment of incidents analysed.

8. The results that event investigators could get from using this tool, versus the time invested to use
it, will almost always outweigh the results they could get from the time invested using majority
of the above tools — the time required per tool application is not much greater, if any, and the
quality of results is far superior. In most cases, a couple of hours of use with most of the above
tools would only give you a list of possible causes — in the same amount of time, the TapRooT®
process will give you a clearly defined problem, a focused set of root causes, and a sound mix of
corrective actions.

It has been clearly demonstrated from results of investigations that use of the Taproot® flowcharting
process has been successful in helping to capture all relevant data, allowing for correct identification and
management of causal factors [141]. This conclusion is based on the following premises, relating to the
performance of participants in the process, bearing in mind that many of the incidents investigated are
very stressful/traumatic for the persons involved. The Taproot flowcharting process:

e decreases the complexity of material, reduces the need to remember large amounts of information;

e tracks discussion, assists with the externalising of the incident and on problem focus;

e confirms and ensures a common perception of events.

Other observations which have been made about the outcomes of the process relate to the fact that in
some ways the process of building the flowchart serves as a debriefing process. This is evidenced by the
operation of the Taproot system in that it:

minimises blame, normalises responses and concerns;

allows people to express and talk about their perspective of the incident;

adopts an exploratory rather than an investigative process (although it is an investigative tool);
provides people with increased information about the event;

builds supportive networks;

helps people become problem focused rather than emotionally focused.

For significant and high risk issues, the recommended RCA method at Lawrence Berkeley National
Laboratory (LBNL) is TapROOT®, which encompasses Barrier Analysis, Change Analysis, and Event
and Causal Factors Analysis [143].
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4. Comparative analysis of effectiveness and applicability of event investigation
methodologies, methods and tools

4.1. General considerations

Different methodologies, numerous methods, tools and techniques for event investigation have been
developed and implemented in high-risk industries such as construction, nuclear power generation,
aviation, chemical, hydrocarbon processing etc., using complex technological systems, in recent
decades. These activities have obviously been influenced by the ever greater focus on safety issues, the
increasing potential consequences of accidents, the accumulation of operational experience and lessons
learned. Some of the available methods and tools are based on original approaches; others, that were
developed later, are derived from parts of the above mentioned techniques, or some combination of
these.

In general, there are currently four main types of methodologies which can be used for nuclear event
investigation: RCA, PSA, deterministic analysis and safety culture impact assessment [23]. The existing
uses indicated for these types of methodologies can be briefly summarised as follows:

e Root Cause Analysis remains the most important methodology for incident investigation and
qualitative evaluation; it serves for identifying, analysing, eliminating or mitigating the root
causes and causal factors of an undesired outcome. It helps organisations to identify risk or weak
points in processes, underlying or systemic causes and corrective actions. RCA enables people to
understand, recognise and discuss the underlying beliefs and practices that result in poor
quality/safety in an organisation. Information from RCA, shared between and among
organisations, can help to prevent future events. RCA is moving beyond the field of nuclear
operations into the general body of knowledge used for diagnosis and prevention of problems by
quality management, environmental, health and safety professionals.

e Probabilistic Safety Analysis is a powerful methodology for quantitative risk assessment,
analysis and evaluation of the safety significance of real or potential events with different
scenarios of evolution, supporting both the design and the safety management and control of a
NPP right through its service life.

e Deterministic analysis is based on the analytical evaluations of physical phenomena occurring at
NPPs, and is best suited for events with rapid development of occurrences. Demonstrating that
the plant is capable of meeting any authorised limits, it supports the designing and licensing of a
nuclear power plant, and helps better understanding of the phenomena occurring during a
specific event and identification of the direct and contributing causes.

e Safety Culture evaluation, impact assessment and the subsequent improvement, is an excellent
approach for development of long term corrective actions. Moreover, it seems to be the most
effective mechanism for proactive safety improvement, by means of removing or fixing the root
causes of events (contained and hidden in so called the organisational climate— a system of
behaviours, espoused values and underlying assumptions, which is equivalent to a safety culture)
well before they happen.

e All four of the above mentioned methodologies complement each other, adding extra value to the
thoroughness and comprehensiveness of analysis, the quality and reliability of results, the
conclusions of event investigation, and the effectiveness of the corrective actions developed.

e Not all events are alike, and a careful consideration should be given to which methodology to use
for evaluation of a particular event.

According to data from WANO [103], the most frequently used method at nuclear plants is the event
investigation analysis (HPES), based on INPO’s human performance enhancement system. Other
methods often used are IAEA’s ASSET teams, the management oversight and risk tree analysis
(MORT) and, recently, safety through organisational learning (SOL), with a high emphasis on
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organisational factors. Apart of the first few commonly accepted methods, application of others,
presented in chapters 2 and 3 seems to be differentiated both territorially and by specific industries. For
example (see Figure 3.1.1), in the US, besides HPES, HPIP and HPEP, commonly used in the nuclear
industry, TapRooT®, Realitycharting®, Reason® and PROACT® are very popular [10, 20, 25, 110,
136, 139]; SOL-VE has been adopted as the standard procedure in Swiss and German nuclear power
plants [115-117]; STEP and TRIPOD are widely used in Scandinavian countries [71, 102, 133]; HFIT is
used in the UK offshore oil and gas industry [61]; K-HPES, KAIST and CAS-HEAR are used in South
Korea [14, 17, 65]; and J-HPES and JOFL are used in Japan [130, 131], etc.

Final Recurring ORPS Reports (2003 - 2007)
Causal Analysis Methods
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Figure 4.1.1. Preferred root cause analysis methods and tools in the Department of Energy complex of
US [52]

The key similarity between all root cause analysis methods is a basic principle - recognition that
controlling causes translates into controlling the problem. Apart from this, RCA methods vary greatly
[29]. Due to the existing confusion regarding terms and definitions (free interpretation of the definitions
of ‘method’ and ‘tool’) both of these groups are usually analysed together. However, the majority of
instruments for event investigation could be attributed to at least one of the following groups: a)
categorisation based; b) check list based; c) tree based; d) software based; e) the cause and effect
principle based. Such grouping should facilitate the identification of some common advantages,
disadvantages and particularities for employment, inherent in RCA methods and tools attributed to
specific group.

Categorisation based RCA methods and tools.

Tree Diagrams and Categorisation Schemes based root cause analysis tools are very common and go by
many names, such as Ishikawa Fishbone Diagram, Management Oversight and Risk Tree Analysis
(MORT), Human Performance Evaluations System (HPES), and many other commercial brands. Most

163



RCA methods use some kind of categorisation scheme or checklist format (a predefined list of causal
factors arranged like a fault tree) to help us find the root causes [25, 57, 59, 60]. For example, one of the
main, basic, widely used RCA method, HPES, and typically other methods, have mainly envisaged
classifying individual incidents into different patterns by reference to a check-sheet, on which previously
selected items are listed in respect of the 5 W’s and 1 H (When, Where, Who, What, Why, How). These
methods thus involve no logical analysis, and sometimes do not require the provision of a procedural
manual to guide personnel in practical application [25, 38]. These methods and tools postulate a
prescribed set of potential causal factors, and this often leads to important underlying causal factors
being overlooked. Another shortcoming of these methods and tools is that only scanty information is left
on record concerning the concrete details of an incident, and this becomes a serious obstacle when,
subsequently, the events that had occurred in the incident need to be traced in reviewing a previous
incident. For this reason, the practical utility of such methods and tools is considered to be limited
mainly to deducing, through statistical treatment, the salient characteristics common to a multiple
number of incidents. Such treatment would only be effective for dealing collectively with incidents of
analogous nature, occurring repetitively and relatively frequently.
Following the basic principle, that controlling causes directly transfers into controlling the problem,
event investigators often mistakenly focus on finding root cause(s) prior to finding solutions.
Conventional wisdom holds that causes are linear, and at some point in their linear progression (A
caused B and B caused C, etc.) we will find a root cause, probably the fifth cause that, if removed,
changed or otherwise controlled, will prevent recurrence. This common but misguided belief fails to
take on board the cause and effect principle that dictates a non-linear branched set of conditional and
action causes that branch and expand until we reach our collective point of ignorance. By applying the
comprehensive categorisation scheme properly, it is easy to find the root cause of the event; but it is not
the root cause we seek, it is effective solutions, and we can only know the root causes after we know
which solutions will prevent recurrence. This misunderstanding is one of the main factors that cause the
continuing succession of repeat events that we see each year.
The purpose of problem solving is to find effective solutions, not the root cause. Contrary to the
approach of nearly every incident investigation method in use today, the problem solving methodology
should focus first on the cause and effect relationships and then on effective solutions, and root causes
are only identified after these solutions are committed to. Having clarified this, it can now be stated that
the only value that categorisation methods provide is a mental reminder of the possible cause categories
in which we may find causes. It is this memory jogging, and the specific knowledge of the investigators,
that comes up with an effective solution, not any design of the categorisation scheme.
A sad consequence of categorical methodologies is that they lend themselves to being computerised.
Once a categorical set is established it can easily be put on a computer that allows the user to turn off
their brain and just follow the bouncing ball. Cause-tree software looks something like the following:

To identify the root cause, answer the following questions:

Failed Component Is?: Pump? Motor? Compressor?

Answer: Pump

Component Failure?: Bearing? Seal? Rotor?

Answer: Seal

Failure Mode?: Wear? Abrasion? Tear?

Answer: Tear

Cause of Failure?: Burr on shaft? Debris? Exterior Force?

Answer: Debris

Root Cause: Debris in fluid

Solution: Install a strainer on the flushing line.
By virtue of a documented logical set, as shown above, a great illusion is created by the fact that it
makes sense to the reader — it has been observed before, and familiarity makes it ‘right.” Being solution
oriented and highly biased, we reason that it would be a waste of time to consider other possibilities
when a favourite solution is to hand. Because this logic takes us to a favourite and seemingly successful
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solution, the illusion is compelling. The expression ‘seemingly successful solution’ is used because we
erroneously believe that past success will always guarantee future success. And it will, if we know all
the cause and effect relationships. But when we only identify a few of the categorical causes, we delude
ourselves into thinking we know what really happened. By fixing the causal chain together, as in the
example above, the infinite set of possibilities, such as how the pump was maintained, operated or
designed, is ignored.

According to the author of [25], Dean L. Gano, there are at least seven major weaknesses in the

Categorisation Schemes and Tree Diagrams based model:

1. A Tree Diagram is clearly not a ‘Cause and Effect Chart’, as the proponents of these methods would
have us believe. It simply does not show all the causal relationships between the primary effect and
the root causes. The theory behind these Tree Diagrams is that, because all events have certain causal
factors, we can find the root causes by looking for them in the pre-defined set provided. And while it
can help jog the mind into certain lines of thinking, it fails to provide a causal understanding of the
event.

2. No two categorisation schemes are the same, nor can they be, because we each have a different way
of perceiving the world. Therefore, we have different categorical schemes, and hence the reason why
there are so many different schemes being sold. When asked to categorise a given set of causes it is
very difficult to find a consensus in any group. For example, what category does ‘Pushed Button’ fall
into? Some will see this as hardware; some will see it as people; and some will see it as procedure.
Using any of these categorisation methods to find a root cause is usually followed by some time
wasted, debating which is the correct category.

3. The notion that anyone can create a list of causal factors that includes all the possible causes or causal
factors of every human event insults our intelligence. Ask yourself if your behaviour can be
categorised in a simple list, and then ask if it is identical to every other human on the planet. The very
fact that a method uses the term causal ‘factor’ should be an indication that it does not provide a
specific actionable cause but, rather, a broader categorical term, representing many possible specific
causes. At best, it acts as a check list of possible causes for a given effect, but it does not provide any
casual relationships. Since this error in logic is very contentious with those who use these methods, it
begs the question as to why these methods seem to work for them. It was discovered, after talking
with many people who claim success in using these methods that the approach works, in spite of
itself, by providing some structure for the experienced investigator, whose mind provides the actual
causal relationships. It is not the methodology that works, but the experience of the investigator, who
is actually thinking causally. And while these methods seem to work for the experienced investigator,
they are still incapable of communicating the reality of causal relationships. This inability to
communicate effectively prevents the synergy among stakeholders which is necessary to fully
understand the causes of the event, and which is required to get buy-in for the solutions.

4. These models do not provide a means of showing how we know that a cause exists. There is no
evidence provided to support the causal factors in the list, so it is not uncommon for causal factors to
be included that are politically inspired, with no basis in fact. With these methods, the best storytellers
or the boss often get what they want, and the problem repeats. This may help explain why many
managers and self-proclaimed leaders like this method.

5. Categorisation schemes restrict thinking by causing the investigator to stop at the categorical cause.
Some methods reinforce this fallacy by providing a ‘root cause dictionary,” implying that it is a well-
defined and recognised cause.

6. Categorisation methods perpetuate the root cause myth, based on the belief that it is a root cause we
seek, and solutions are secondary. Because these methods do not identify complete causal
relationships, it is not obvious which causes can be controlled to prevent recurrence; therefore, you
are asked to guess and vote on which causal factors are the root causes. Only after root causes are
chosen are you asked to identify solutions, and without a clear understanding of all causal
relationships between the solution and the primary effect, this method works by chance, not by
design.
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7. As mentioned earlier, some of these methods provide what is called an ‘expert system’, and include
solutions for a given root cause. Expert systems can be quite useful for a very specific system, such as
a car or production line, where 99% of the causal relationships are well known, and have a long
history of repeatability. To presume that one could provide an expert system applicable to all event-
based problems seems to be incredibly arrogant. In light of what is now known about the infinite set
of causes that governs reality, how could anyone presume to know the causes for all systems, how
they interrelate, and what constitutes the best solution for every organisation or individual? Beware
the salesperson.

Check list based RCA methods and tools.

Many event investigators simply use check list or form-based RCA [56]. This is basically a ‘one size fits

all’ mentality. It is root cause by the numbers, similar to painting by numbers. The same questions are

asked, no matter what the incident, and opinions are input as acceptable evidence. Check lists are often

provided which give people the false sense that the correct answer must be within the listed items. No

‘pick-up from a list” RCA process can ever be comprehensive enough to consider all the possibilities

that could exist in each working environment at all times. However, the innate human tendency to

follow the path of least resistance makes using pick-up lists very attractive.

Many people choose to use form-based RCA systems because the regulatory authority seeking

compliance provides them free of charge and suggests they be used. The paradigm is that ‘we are using

their forms so we will have a better chance of complying if we use them’. This may indeed be true, but

does not mean that the analysis was comprehensive enough to ensure that the undesirable outcome will

not recur. Compliance with regulations does not necessarily ensure operational reliability!

The shortcomings of check-sheet based systems are:

(1) The check-sheet system mainly indicates only superficial and direct causal factors, and is liable to

overlook those that are of indirect or potential character, including underlying causal factors.

(2) Only previously applied countermeasures are prescribed, since no provision is made for freshly

incorporating preventive countermeasures that have not been practised before.

(3) Insufficiency of recorded information on the sequence of events that took place in an incident,

including the human activities that were involved, which prevents deriving the requisite information on

what to learn from the incident from the analysed results, when the results of analysis are later reviewed.

(4) Difficulty of plant personnel who are not knowledgeable about human factors, in conducting in-

depth analysis and evaluation of incidents, in the absence of a practical technique of analysis and a

manual to guide such operations.

Tree-based RCA methods and tools.

The tree-based methods are mainly used to find cut-sets leading to the undesired events. In fact, event

tree and fault tree analysis have been widely used to quantify the probabilities of occurrence of accidents

and other undesired events leading to the loss of life or economic losses in probabilistic risk assessment.

However, the usage of fault tree and event tree analysis is confined to static, logic modelling of accident

scenarios. In giving the same treatment to hardware failures and human errors in fault tree and event tree

analysis, the conditions affecting human behaviour cannot be modelled explicitly. This affects the

assessed level of dependency between events. No doubt, there exist techniques such as human cognitive

reliability to reconcile such deficiencies in the fault tree analysis, and new methodologies that model

such responses have emerged [45].

Practice shows that regulatory compliance with RCA guidelines does not ensure operational reliability.

Since some organisations focus on improving safety from the formal administrative side and ignore real

issues, passing the regulatory audit of event investigation practices does not ensure that the operation is

any more reliable.

Software based RCA methods and tools.

RCA software — is it necessary for effective root cause analysis?

Some of the aforementioned tools and techniques can be applied manually, using a paper-based system;

however, currently most are automated, using a form of software. A growing number of Root Cause

Analysis processes are supported by RCA software. It should be emphasised that software IS NOT a
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panacea for any analysis. If the analyst does not understand proper investigative methodology and
technique, software will be of little value. We need to be careful not to oversell the benefits of software
in effective problem solving — and in many cases, RCA software actually also has some disadvantages
and drawbacks [55, 56].

Advantages and weaknesses of both approaches are well known. The paper-based approach leads to a
double handling of data and a time lag for the re-input of data collected into the appropriate program
before dissemination.

The primary value of the software-based approach is the enhanced process of documenting, receiving,
storing, processing and disseminating information. Software can eliminate the double handling of data
related to any analysis. Experience shows that, on average, this cuts analysis time by half (see Figure
4.1.2).
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Figure 4.1.2. Accuracy and efficiency of different root cause analysis tools [52]

However, with all advantages there come some disadvantages. Technology itself can intimidate people
and create a resistance to their using it. Regardless of the analytical process used, the tools employed in
the execution or the technology used, if the analyst using the tool is not properly trained, the tool will
not function to its fullest capability. Other drawbacks to the software- based RCA process are:

1. Implementation of effective problem-solving through Root Cause Analysis techniques represents, for
most organisations, a significant change in their way of thinking, and a significant cultural shift. These
fundamental changes cannot be effectively brought about simply by purchasing a software package,
even though many technocratic organisations are tempted to believe that a technological solution (such
as a piece of software) will solve their problems.

2. If conducting Root Cause Analysis requires the presence of software (and associated access to a PC or
terminal), then you are probably missing out on a large number of opportunities for problem solving that
could be applied by your tradesmen/technicians/mechanics and supervisors while they are in the field.
There are generally many smaller problems that can be solved more or less immediately, simply through
the use of a simple, but effective, Root Cause Analysis problem solving process and a pocket notebook.
Shop-floor personnel are unlikely to use a process that requires them to log on to a terminal — and if they
do use this process, it is likely to be some time after the event, rather than at the most appropriate time —
when the problem has arisen.

3. Many software-based RCA tools involve some form of ‘Categorisation’ problem solving process. The
software prompts the user to think about problem causes using some form of hierarchical outline or
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‘pick-up list’, which users use to identify problem causes (and solutions). The problem here is that
causes are not categories, and that there are an infinite number (and number of levels) of causes. A
predefined hierarchy is likely to represent the biases of whoever created the categorisation scheme, and
this may not reflect, or include, the causes that are relevant to the problem being solved. Even worse,
these predefined hierarchies or ‘pick-up lists’ often focus almost exclusively on the Physical Causes of
failures (because these are the easiest to categorise), yet as we discussed earlier, the most effective
solutions are those which deal with Organisational or Latent Causes (which are much harder to
categorise without being overly generic). Finally, because this categorisation scheme is contained in a
computer program, it frequently carries a higher level of ‘authority’ than it deserves. Certainly, most of
these computer programs provide the capability to add additional causes to their lists, but experience
says that most people will restrict their thinking to those causes that are contained in the software. As a
result, the solutions being developed will be suboptimal, while simultaneously giving the illusion of
precision, as a result of having been developed using a computer.

Having said that, there is value in recording the results of past RCA analyses for future reference — but
this can generally be achieved using readily available software tools, such as Microsoft Word,
PowerPoint or Visio, without having to resort to specialist RCA software.

In short, Conventional Root Cause Analysis (RCA) methods work by chance, not by design [60].
Conventional incident reports do not communicate their findings effectively. Cause categorisation trees,
and computer software based on them, create the illusion of finding solutions, but these solutions will
not provide assurance of effectiveness, since they do not provide the branched causal relationships
required by the cause and effect principle.

Categorisation methods are popular with rule-based people because they validate existing perceptions in
a written format. If something is on a computer, it becomes even more trustworthy for them. In our
search for an effective solution, we are often misguided by our existing strategies, and when solutions
are presented as easy and painless we tend just to accept them.

For most situations which arise within an organisational context, there are multiple approaches to
resolution. These different approaches generally require different levels of resource expenditure to
execute. And, due to the immediacy which exists in most organisational situations, there is a tendency to
opt for the solution which is the most expedient in terms of dealing with the situation. In doing this, the
inclination is generally to treat the symptom, rather than the underlying fundamental problem that is
actually responsible for the situation occurring. Yet, in taking the most expeditious approach, and
dealing with the symptom rather than the cause, what is generally guaranteed is that the situation will, in
time, return and need to be dealt with again.

The common processes of storytelling and categorisation are the product of thousands of years of
evolution in human thinking. On the basis of reviews which have been performed, it can be shown that
that, while conventional root cause analysis methods and tools provide some structure to the process of
human event problem solving, they are significantly limited and often work by chance not by design.
The cause and effect principle based RCA methods and tools.

The typical representative of this group is RealityCharting® [25]. This is the only process that
demonstrates an understanding of, and follows, the cause and effect principle, thus it is the only process
that allows all stakeholders to create a clear and common reality to promote effective solutions every
time. RealityCharting® (the previously used term was ‘Apollo Root Cause Analysis’) is unlike all other
RCA tools and methods. It is the only one that actually provides a graphical representation, with
evidence of all causes and their inter-relationships. With this clear understanding of reality, it can easily
be communicated to anyone with a full appreciation of how the solutions will prevent the problem from
recurring.

Apart from these general observations, some additional attributes and features of RCA methods and
tools described in chapters 2 and 3 can be identified. So, ASSET, Change Analysis, HPES, MORT,
STEP and TOR (Technique of Operations and Review) [147] are based on different accident causation
models, e.g. Change Analysis and HPES have no explicit model, whereas MORT and STEP are based
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on explicitly formulated models. The methods and tools vary in degree of standardisation, from general
requirements for the process (Change Analysis), up to a set of attributes evaluated as adequate or less
than adequate (MORT). Although ASSET, MORT and TOR explicitly consider organisational factors,
inter-organisational factors are not included in any of the reviewed methods. None of the methods has
explicit features for overcoming judgmental biases or shortcomings in causal reasoning [115].

A classic mistake in the use of RCA is to concentrate on the symptoms of a problem instead of the actual
root cause, basically due to stopping to ask “WHY?’ too early [138]. Many accident investigations do
not go far and deep enough. They identify the technical cause of the accident, and then connect it to a
variant of ‘operator error’ — the line worker who forgot to insert the bolt, the engineer who miscalculated
the stress, or the manager who made the wrong decision. But this is seldom the entire issue. When the
determinations of the causal chain are limited to the technical flaw and individual failure, typically the
actions taken to prevent a similar event in the future are also limited: fix the technical problem and
replace or retrain the individual responsible. Putting these corrections in place leads to another mistake:
to the belief that the problem is solved. So, many accident investigations remain at surface level — thus
creating scope for the same type of events to recur. Furthermore, weaknesses in investigation could
impede the capacity to find both generic characteristics from the analysis of the event and other
characteristics of interconnected events [155].

4.2. Results of comparison of different event analysis methodologies, methods and
tools

Despite a lot of existing detailed descriptions, recommendations and instructions for construction and
use of different event investigation methods and tools provided in the literature, a fundamental problem
exists: individuals and organisations have little information in order to compare them with each other.
The perception is that one tool is as good as another. A further problem in making comparisons between
different event investigation methods and tools is the existing anarchy when using terms and definitions.
Due to the lack of standardisation of RCA, authors of some works do not differentiate between
methodologies, methods and tools, and false RCA has become a diluted acronym that, essentially, has
been rendered useless in terms of meaning. For example, a list of 39 different problem solving
methodologies (starting with such ‘methodologies’ as ‘trial-and-error’ and ‘guess and check’, and
ending with ARCA and TapRooT®) is presented in [146]. The major providers of RCA ‘methodologies’
cannot agree on a universally accepted definition of what RCA is, and this further confuses the market.
This situation is reinforced by the competitive concerns of the RCA providers, because if such a
definition is agreed upon, their respective ‘methodologies’ risk not being viewed as unique in the
market, has and this would possibly have a negative impact on business. Consequently, when trying to
choose between RCA methods and tools, potential users are being denied the benefit of experience,
expertise and information, even though providers are capable of providing this. For example, currently it
is acceptable (although not possible to do it correctly) to compare, on the basis of equal status, the
relatively primitive RCA instruments, such as 5-Why’s and Fishbone Diagrams, with such noted
processes as PROACT, ARCA, REASON and TapRooT, because RCA is then being equated to
troubleshooting, problem solving and brainstorming. This problem could be solved by RCA providers
and users coming together, and producing an unbiased baseline standard that establishes the minimum
requirements for what is to be considered RCA. So potential users would be provided with a baseline
document, to evaluate the various RCA processes and select the one that is suitable for specific
conditions [134].
Some results of a comparison of event investigation principles at the highest level — methodologies —are
presented in table 4.2.1 [125]. Quantitative analysis methods (PSA), using such tools as fault tree
analysis (FTA), event tree analysis and Markov analysis are often used to complement an RCA [29].
There are many causes that can be further analysed to better understand the quantitative contribution of a
particular event under study. In summary, quantitative methods are similar to an RCA in that the tool
allows for the determination of lower level causal events. However, a structured RCA is tailored more
for qualitative determination of actionable causes; a PSA is tailored more to analysing the combinatorial
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conditions that are required to occur, to lead to a certain system state, and hardware-related events,
where the assumptions of primary event independence are more easily validated, or the dependence of
such events can be more easily modelled.

Table 4.2.1. Comparison between features of the deterministic safety assessment and the probabilistic
safety assessment [125]

Deterministic safety assessment Probabilistic safety assessment
Events to be Small number of representative events All accidents considered to be significant
covered considered to be severest among conceivable
events
Frequency Simply assumed to occur (no discussion of Since the frequency has a probability
its frequency) distribution, it is assessed with a median value,
or a mean value and uncertainty width
Method of an | In accordance with the scenario defined by Taking into account progresses of various
accident the Regulatory Guide it is analysed based on | conceivable accidents, all significant accidents
analysis conservative assumptions (for example, a (accident sequences) are analyzed under the
single failure is assumed for the most realistic assumptions (multiple failures of
effective accident mitigation system) mitigation systems are to be assumed)
Risk NA or qualitative analysis Quantitative analysis
assessment
Treatment of | Discussion on uncertainties is avoided by Quantitative analysis including the propagation
uncertainties following ° the conservative methods for of uncertainties (in order to make a realistic
accident analysis’ assessment, the uncertainty will become large
in addressing the areas with poor knowledge)
Interpretation | Individual interpretation for each accident Comprehensive interpretation based on all
of assessment accident sequences
results
Examples of Documents of the Application for Reactor US NRC: An Assessment of Accident Risks in
application Establishment Licence US Commercial NPPs; WASH-1400

Due to the lack of standardisation of Root Cause Analysis methods and tools, in order to compare RCA
with anything, there is a need to somehow draw boundaries around what we mean by Root Cause
Analysis. To establish these boundaries, some key characteristics of RCA should be established, and
then used for evaluation of some commonly known RCA methods and concepts [29]. However, there
are no commonly accepted key characteristics of, or criteria for, RCA methods and tools, and available
results of comparisons of these instruments are mostly subjective, non-comprehensive and of limited
use.
In order to establish what is Root Cause Analysis, and what is not (i.e. comes under Shallow Cause
Analysis), 6 essential criteria are defined, which need to be met in order for a process and its tools to be
called true Root Cause Analysis [56]:
1. Identification of the real problem to be analysed in the first place.
2. Identification of the cause-and-effect relationships that combined to cause the undesirable
outcome.
3. Disciplined data collection and preservation of evidence to support cause-and-effect
relationships.
4. Identification of all physical, human and latent root causes associated with undesirable outcome.

5. Development of corrective actions/countermeasures to prevent same and similar problems in the
future.

6. Effective communication to others in the organisation of lessons learned from analysis
conclusions.
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Examination against these criteria shows (see Table 4.2.2), that techniques such as brainstorming,

troubleshooting and problem solving should be attributed to SCA, but not to RCA [56].

Table 4.2.2. Differences between SCA and RCA tools [56]

Typically Requires Identification
Analytical Discipline team (T) Formal cause | validation of of physical
process data Versus and effect hypotheses (P), Human
collection individual (1) structure using (H), and
required? based evidence Latent (L)
root causes
Brainstorming No T No No PorH
Troubleshooting No I No No P
Problem solving No T No No PorH
Root Cause Yes T Yes Yes P,H,L
Analysis

Another attempt to separate tools that should be categorised as SCA, rather than RCA [29] uses such key
characteristics of RCA as degree of methodology, degree of causal information detail and level of
automation. These three characteristics were chosen primarily to help illustrate the wide range of
methods, tools and concepts that have been described as Root Cause Analysis (see tables 4.2.3-4.2.5). In
writing the following characteristics and summarising the methods and tools below, there is no attempt
to provide a level of subjective good or bad. Each RCA method or tool has its strengths and weaknesses.
The particular needs of the situation and/or the organisation drive the selection of the most appropriate
RCA method or tool [29]. Table 4.2.6 illustrates some results of comparison between the diverse range
of instruments that are sometimes accurately called Root Cause Analysis methodologies, methods, tools
and concepts. It is easy to see how there can be confusion regarding what constitutes a root cause
analysis.

Another perspective on the relationship between root cause analysis and quantitative methods is
provided Figure 4.2.1 [29]. This continuum concept illustrates some differences between RCA methods.
There is no implied subjective assessment of good or bad in any of these areas. The approach used
should be based on the needs of the organisation and the situation.

Table 4.2.3. Degree of Methodology of RCA methods

Degree of Methodology
Well Defined

Description

A clear methodology 1s provided which guides the user through the RCA Process with
a focus on finding effective solutions. The most commeon process steps mvolve
something like: 1) Define the Problem 2} Analyze the problems and 3)

Identify Tmplement Sclutions. Mest of the commereial E.CA products are based on a
well defined methodology.

This means items such as bramstormmg, multi-voting, or creating an Ishikawa fish
bone diagrams. There are loosely defined methodologies for these.

Some courses and books fall into this category. In this approach, many concepts are
presented to the user. Some concepts may be tools, while others may be ideas. In
theory, the user finds what they want. and perhaps builds their own methodology to
apply the knowledge.

Loosely Defined

No Methodology/
Collection of Concepts
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Table 4.2.4. Degree of Causal Information Detail of RCA methods

DCID Descnption Examples Effort Fequired

Very High | All possibiliies that | Simular to fault tree diagrams used in | Very lugh. May not be practical for
can cause the top system safety assessments. Show some event based problem selving.
level event what happened and also include

every possible cause that can cause
the same problem

Medum to | High pracision Cause and Effect Dhagrams used in Low to moderate, depending on

High mapping of causes Apollo Foot Cause Analysis and training, experience of practitioner.
and effects, Reason Foot Cause Analysis. Note Can be higher effort for higher
mecluding actions that some causal categorization trees | significance events based on need to
and conditions. are called eause and effect diagrams, | understand canses in higher detail.

which is somewhat misleading.

Low Cause Grouping Ishakawa fish bone diagrams, Low to moderate, depending on
and/or low precision | timeline causal analysis, predefined | training, experience of practitioner.
mapping of causes causal categorization trees such as
and effects MORT. voting on causes

Very Low | Textfype narmrative | Story or timeline of events. Same as above

Commeonly used in “Blue nbbon
panel” type reports.

Table 4.2.5. Level of Automation of RCA methods

Level of Description Examples
Auntomation
High Enterprise and/or stand alone software is | RealityCharting® software, based on Apollo Foot
available that automates the process, Cause Analysis methodelogy. Feason® software
performs integrity checks, generates based on the Reason ECA methodology
Ieports.
Some Some elements of the process are Database that automates the categonzation and
automated analysis of causes.
None No software automation available {(except | Completing a standard problem report form where
for word processing, spreadsheets, ete). | you check off the pre-defined root canse categones,
such as human emor, equipment, procedures. etc.

The Data Dump + Recommendations: (lower left corner on Figure 4.2.1.) refers to a typical narrative
report, possibly including a timeline, data, statements, etc. followed by expert recommendations based
on expert judgment. The causal interconnections between the problems and solutions are not always
clearly explained in these types of reports. We rely on the competence and experience of the experts to
ensure the solutions match up with causes of the problem.

Timeline Analysis: is sometime used to identify causes. This involves a timeline that includes events
(actions) and conditions that were present at each point in time. The timeline causal analysis is typically
presented in a table, and does not provide detailed information on how each event or condition cause
interconnect.

Pre Defined Cause Trees: These are typically an extensive list of cause categories, grouped in a
hierarchical manner by similar categories, such as equipment problems or people problems. These can
look similar to cause and effect charts, but they are vastly different. In Causal Categorisation Trees, the
cause interconnections are based on grouping/categorising by arbitrarily chosen attributes, and do not
reflect a cause and effect relationship. Sometimes, when the causes are categorised into groupings, the
number of causes in each group is counted and a Pareto chart is created. This statistical approach,
however, may be misleading if the true cause and effect relationship behind the cause groupings is not
understood.
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Table 4.2.6. Summary of selected RCA methods and tools

RCA Method or Degree of Degree of Causal | Degree of Comments
Concept Methodology Info. Detail Automation
{Tahle 1) {Tahle 2) (Table 3)
Blue Ribbon Panels/ None (unless Very Low None Eely on the experts to
Expert Opinions developed by ensure that solutions line
gToup) up with canses.
Brainstorm & Vote Loosely Low None to Some
Defined
Five Why's (Also called | Loosely Low None Ask why five imes_ arTive
“Why-Why) Defined at “root canse”
Ishikawa Fish Bone Loosely Low None to Some Some charting software
Diagram Defined like M5 Visio® includes
templates for this
Management Oversight Well Defined Low None to Some | Pre defined causal

and Risk Tree (MOET) categorization tree
orgmally developed by

the DOE in the 197075

PealityCharting® Well Defined Medmm to High High Commercial Product
software (Based on

Apollo RCA

methodology)

Wikipedia com (search Collection of Depends on None Public wel site

on “Foot Cause Analysis™ | Concepts concept

Describing the relationship between qualitative root cause analysis and quantitative methods shows how
both can be used, in a complementary fashion, to find effective solutions to event based problems. Both
RCA and quantitative methods are part of a larger whole, or continuum of approaches, used in finding
solutions for event based problems.
Another standard against which the many so-called root cause analysis methods and tools can be
compared and evaluated is suggested in [25]. For successful evaluation it should be generally agreed that
the purpose of root cause analysis is to find effective solutions to our problems, such that they do not
recur. Accordingly, an effective root cause analysis process should provide a clear understanding of
exactly how the proposed solutions meet this goal. To provide this assurance, an effective process
should meet the following six criteria (partially coincident with the six essential criteria presented above
[56]):

1. Clear definition of the problem and its significance to the problem owners.
Clear delineation of the known causal relationships that combined to cause the problem.
Clear establishment of causal relationships between the root cause(s) and the defined problem.
Clear presentation of the evidence used to support the existence of identified causes.
Clear explanation of how the solutions will prevent recurrence of the defined problem.
Clear documenting of investigation results and how criteria 1-5 are met in a final RCA report
so others can easily follow the logic of the analysis.
Using these comparison criteria, Table 4.2.7 provides a summary of how each selected method or tool
meets the criteria. This comparison shows how poorly these conventional RCA tools and methods
provide effective solutions. Since scores for specific tools and methods in Figure 4.2.3 do not look very
convincing and could be the subject of discussion, it clearly demonstrates that RealityCharting seems to
be one of the most universal and useful method for performing RCA.
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Figure 4.2.1. The Causal Analysis Continuum [29]

Table 4.2.7. Comparison of selected RCA methods and tools [25]. One point is scored for each criterion
that is met, and 0.5 point is scored if criterion is met partially (‘Limited”)

Explains
Defines |Provides how | Easyto
Method/tool Type | Defines [all causall a causal | Deline- |solutions| follow | Score
problem | relation-| path to ates | prevent | report
ships root |evidence| recur-
causes rence
ECFC Method Yes Limited No No No No 1.5
Change analysis| Tool Yes No No No No No 1
Barrier analysis| Tool Yes No No No No No 1
Tree diagrams | Method Yes No No No No No 1
Why-Why Chart| Method Yes No Yes No No No 2
Pareto Tool Yes No No No No No 1
Storytelling | Method | Limited No No No No No 0.5
Fault Tree Method Yes Yes Yes No Yes No 4
FMEA Tool Yes No Limited No Limited No 2
RealityCharting | Method Yes Yes Yes Yes Yes Yes 6

Results of comparison of the few representative current methods for analysing human-related incidents
occurring in different industrial fields are presented in table 4.2.8 [38]. For the comparison, such
characteristics were used as style of report, style of countermeasure presentation, survey performers,
procedure and database availability, and level of human factors analysis. It was noted that, for HPES,
ASRS, and the other current methods, such as those for evaluating the causes of ship collisions,
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application in the field of equipment operation was mainly envisaged. After evaluation of selected
features, it was concluded that the event investigation method developed by the author of [38] is

superior to other compared analogous instruments.

Table 4.2.8. Comparison of the few representative

industrial fields [38]

event investigation methods used in different

Title, abbreviation Industry A B C D E

HPES Nuclear 1 3 2 1 2
ASRS Aircraft 1 1 2 1 2
Analytical sheets for chemical | Chemical 1 1 3 1 2
complexes

Train trouble responsibility | Railroad 1 1 2 1 1 1
survey sheets

Ships collision causes | Ship 1 1 1 1 2 1
evaluation

Hazard evaluation Automobile | 1 1 2 1 2 2
Coded anti-safety behaviour | Labour 1 1 3 1 2 2
matrix hazard

Error taxonomy All fields 1 1 1 1 2 2
Takano method [38] Nuclear 3 3 2 2 2 2

Note to table 4.2.6: characteristics of event investigation methods compared:

A: style of report (1 — check-sheet; 2 — descriptive; 3 — both);

B: style of countermeasure presentation (1 — common countermeasures based on statistics; 2 —
detail description of countermeasures; 3 — both);

C: survey performed (1 — by specialist; 2 — by persons concerned; 3 — both);

D: procedure availability (1 — not provided; 2 — provided);

E: availability of database (1 — not provided; 2 — provided);

F: human factor s analysis (1 — on the same level as equipment; 2 — emphasis on human factors).

Fairly extensive comparison of some important, recognised, and commonly used methods for
investigation of accidents is given in [68]. However, this study also cannot be treated as comprehensive,
because some of the methods and tools which are well known and widely used in the nuclear energy
sector (such as HPES, HPIP, HPEP, ASSET etc.) are not included in this survey. The author of [68]
adopted the original classification of instruments for event investigation: they are all called ‘methods’,
while ‘primary methods’ are stand-alone techniques, and ‘secondary methods’ are those which provide
special input as a supplement to other methods. Moreover, root cause analysis is treated in this
comparison as an ordinary secondary method together with different tools such as ECFC, barrier
analysis, change analysis, fault tree analysis and so on.

The selected methods are compared according to the following characteristics (see Table 4.2.9):

Whether the methods give a graphical description of the event sequence or not.

To what degree the methods focus on safety barriers.

The level of scope of the analysis. The selected methods are compared according to a
classification of the socio-technical system involved in the control of safety, comprising the
following levels: 1 - the work and technological system; 2 - the staff level; 3 - the management
level; 4 - the company level; 5 - the regulator’s and association’s level; 6 - the government level.
What kind of accident models have influenced the methods (A - causal-sequence; B - process; C
- energy; D - logical tree; E - SHE-management models).

Whether the different methods are inductive, deductive, morphological or non-system-oriented.
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e Whether the different methods are primary or secondary methods.

e The need for education and training in order to use the methods.
Since the author of [68] did not present his own developed method of event investigation, his inquiry
could be considered as independent and objective. Consequently, none of the selected methods was
ranked above the others. It was only concluded that each of the methods compared has different areas of
application, qualities and deficiencies, so that a combination of methods ought to be used in a
comprehensive investigation of a complex accident. Another interesting conclusion was pertinent to the
level of scope of the analysis. It was observed that most of the methods examined included an analysis
of safety barriers, but it seems that most of the methods are limited to a focus on Level 1 (the work and
technological system) and to Level 4 (the company level) of the socio-technical system involved in the
control of safety (or hazardous processes). This means that investigators focusing on issues concerning
the Government and the regulators in their accident investigation to a great extent need to base their
analysis on experience and practical judgment, rather than on results from formal analytical methods.
Since it was noted, that ‘like the technicians have to choose the right tool in order to repair a technical
system, so an accident investigator has to choose proper methods to analyse different problem areas’, no
recommendations for selection of proper methods and tools were suggested [68].

Table 4.2.9. Results of comparison of some methods and tools for investigation of accidents [68]

Focus | Levels
Method Accident on of Accident Primary/ | Analytical approach | Training
sequence safety | analysis| model secondary need
barriers
ECF charting Yes No 1-4 B Primary Non-system oriented | Novice
ECF analysis Yes Yes 1-4 B Secondary | Non-system oriented |Specialist
Barrier analysis No Yes 1-2 C Secondary Non-system oriented | Novice
Change analysis No No 1-4 Secondary Non-system oriented | Novice
Root cause analysis No No 1-4 B Secondary Non-system oriented | Specialist
Fault tree analysis No Yes 1-2 A Primary/ Deductive Expert
Secondary
Influence diagram No Yes 1-6 D Secondary Non-system oriented | Specialist
Event tree analysis No Yes 1-3 B/E Primary/ Inductive Specialist
Secondary
MORT No Yes 2-4 D Secondary Deductive Expert
SCAT No No 1-4 D/E Secondary Non-system oriented |Specialist
STEP Yes No 1-6 A/E Primary Non-system oriented | Novice
MTO-analysis Yes Yes 1-4 B Primary Non-system oriented |Specialist/
expert
AEB No Yes 1-3 B Secondary Morphological Specialist
TRIPOD Yes Yes 1-4 A Primary Non-system oriented |Specialist
Acci-Map No Yes 1-6 A/B/D/E Primary Deductive/ Inductive | Expert

The results of another exercise to compare the most popular event investigation methods and tools
(taking into account some of those developed in Japan) are presented in table 4.2.10 [131]. However, the
selection of the methods and tools compared, the criteria used for comparison and the results of the
evaluations are different. With a strong emphasis on the importance of such criteria as organisational
factors and organisational climate, it was concluded that the most effective event investigation tool
should be based on the JOFL Classification developed by the author of [131].
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Table 4.2.10. Results of comparison of some methods and tools for event investigation (taking into
account some of those developed in Japan) [131]

Method/tool Type | Defines | Defines | Provides|Delineates] Explains| Easy to Defines | Defines
problem all acausal| evidence how follow organisa{ organisa
causal path to solutions| report tional -tional
relation- root prevent factors | climate
ships causes recurrency

Cause-and Effect Tool | Yes Limited | No No No No No No

Diagram

Interrelationship Tool | Yes No No No No No No No

Diagram

Current Reality Tool | Yes No Limited | No Limited | No No No

Tree

Why-Why Tool | Yes No Yes No No No No No

Analysis

Multi Vari Tool | Limited | Limited | Yes No No Yes No No

Analysis

ECFA Method | Yes Limited | No No No No No No

Change Analysis  Method | Yes No No No No No No No

Barrier Analysis Method | Yes No No No No No No No

MORT Method | Yes Yes Yes No Limited | Yes No No

HPES Method | Yes Yes Yes No Limited | Yes No No

HINT/J-HPES Method | Yes Yes Yes No Yes Yes No No

SAFER Method | Yes Yes Yes No Yes Yes No No

ATOP Method | Yes Yes Yes No No Yes No No

Extended CREAM Method | Yes Yes Yes No No Yes Limited | Limited

JOFL Tool No Yes No No No No Yes Yes

Classification

The results of one more attempt to compare the effectiveness of the three selected root cause analysis
tools statistically are presented in [7, 51]. The cause-and-effect diagram (CED), the interrelationship
diagram (ID), and the current reality tree (CRT) were selected for analysis. The purpose of study [7] was
to compare the perceived differences between the tools listed above with regard to four independent
variables: causality, factor relationships, usability, and participation. The first dependent variable was
the perceived ability of the tool to find root causes and the interdependencies between causes. The
second dependent variable was the perceived ability of the tool to find relationships between factors or
categories of factors. Factors may include causes, effects, or both. The third dependent variable was the
overall perception of the tool’s usability to produce outputs that were logical, productive, and readable.
The fourth dependent variable was the perception of participation resulting in constructive discussion or
dialogue. In addition, the secondary interests of the study were to determine the average process times
required to construct each tool, the types of questions or statements raised by participants during and
after the process, and the nature of the tool outputs.

Guided by 3 trained facilitators, 72 participants in the study (first and second year undergraduate
students) were randomly split into the three groups. A similarly formatted treatment work pack, with the
steps for RCA tool construction, and a graphical example, based on published material, was provided for
each group. The dependent variables were measured, using a twelve-question self-report questionnaire
with a five-point Likert scale and semantic differential phrases. Having been given instructions,
participants were asked to analyse, and to find the perceived root cause of the problem. The facilitators
were available for help throughout the exercise. Upon completion of the exercise, the participants
completed the self-report instrument. This process was repeated until all groups applied all three
analysis tools to three randomised problems. Each subsequent exercise was carried out at seven days
intervals.
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Parametric statistical analysis of the data collected showed that the mean for the CED was either the
same or higher on all dependent variables with standard deviations of less than one. No statistical
difference was found between the three tools for causality or participation or regarding factor
relationships. The CRT was deemed more difficult than the other tools. The other significant statistical
finding was that the CED was perceived to be better at identifying cause categories than either the ID or
the CRT. The type and amount of training needed for each tool varies. The CED and ID can be used
with little formal training, but the CRT requires comprehensive instruction, because of its logic system
and complexity. However, the CED and ID both appear to need some type of supplemental instruction in
critical evaluation and decision making methods. The CRT incorporates the mechanism for testing the
logic and evaluation system, but the CED and ID have no such mechanism and are highly dependent on
the thoroughness of the group using them. In general, the author of [7] concluded that this study was not
able to identify the best tool for root cause analysis. A synthesis of the comparison results of three
selected root cause analysis tools (CED, ID, CRT) based on a review of the literature and the author’s of
[7] investigations is presented in Table 4.2.11.

Table 4.2.11. Comparison results of three selected root cause analysis tools (CED, ID, CRT) [7, 51]

Performance criteria
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A trial aiming to grade the different problem solving methods and tools according to a scale starting at
‘very open’ and ending with ‘highly formal’ is presented in [146]. Detailing the differences of a few
selected event investigation methods and tools (see table 4.2.12), in the opinion of the author of [146],
reinforces the point that a universally effective method (tool) does not exist. Data contained in table
4.2.13 illustrate not differences, but five common principles of selected problem solving methods and
tools, similar to the well-known DMAIC principle [104, 110, 146].

One of the collective wide scale attempts to compare different event analysis methods and tools was a
coordinated research project launched by the IAEA in 1998 [1, 2]. Its objective was exploration of root
cause methods and techniques in use at that time in Member States, evaluating their strengths and
limitations, and developing criteria for appropriate event investigation methods. This coordinated
research project was performed over four years, and involved 15 national and international research
organisations and 36 investigators.

The scope of analysis of this project was focused primarily on ASSET, HPES and MORT; the strengths
and limitations of these different methods were identified, along with the extent of their use at that time.
Only brief characteristics were provided for other available methods, such as SOL, PSA, AEB, PRCAP
and CERCA. Important characteristics that event investigation and analysis methods should include
were identified. However, no detailed comparison was performed of methods analysed against desirable
characteristics. Only short recommendations for the selection of suitable methods, with very limited
choice (from ASSET, HPES or MORT only), were provided (see table 4.3.2), and these cannot be
considered to be comprehensive and practical.
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Table 4.2.12. Grading of some event investigation tools against their level of formality [146]

Very open Highty
) formal
o DMAIC, Hish
T Apollo P
Simple
6Ms; Foot
8P's; 4575 Cause
(SRC)
Ishikawa
or
Fishbone
Diagrams
Brainstorming, = . W Gl:k R Basic
Experience 5 Whys risk <l
Assessiment

Table 4.2.13. Common principles of selected problem solving methods and tools [146]

DMAIC 5 Whys Apollo Brainstorming Variable Analysis
Define the problem Define Write down the Define the problem Set the Problem Define the problem
problem
Understand the Measure Determine a set of Describe the problem
problem detail leading questions
Analyze the problem Analyze Ask why vntil you | Analyze cause and Generafe ideas Expand the analysis tree
to understand the have identified the | effect relationships and elinunate the sub-
root cause root cause variables
Develop a solution Improve Idennfy Solutions Evaluation of ideas
Implement and Control Develop and Implement the best Implementation Implement a solution
ensure successful implement a solutions
elimination solution

An analysis and evaluation of event investigation methods applied by STUK, and the two Finnish
nuclear power plant operators TVO and Fortum, was carried out by the Technical Research Centre
(VTT) at the request of STUK at the end of the 1990s [5]. The study aimed to provide a broad overview
of the whole organisational framework in place in Finland to support event investigation practices at the
regulatory body and the utilities. The main objective of the research was quite comprehensive: to
evaluate the adequacy and reliability of event investigation analysis methods and practices in the Finnish
nuclear power industry and, based on the results, to suggest means for further improvement. However,
no concrete information about the results of such an evaluation was provided; even methods and tools
used for event investigation in the Finnish nuclear industry were not listed or mentioned (except the
PSA-based method). It was only concluded that there were no indicators or measures used to evaluate
the effectiveness of event investigation and operating experience feedback. Consequently, no
suggestions concerning event investigation analysis methods and practices were made.
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In recognition of the growing need for a unified problem solving methodology in order to improve the
operational experience feedback process in the aerospace industry, a set of criteria was developed to
study and evaluate root cause analysis methods, and concepts from lessons learned [137]. A hierarchical
criteria structure was adopted, grouping the criteria into five categories, starting with those with the
highest priority, and continuing in order of priority:

1. Technical accuracy of data (category 1):

1.1. Technical accuracy of the data that were to be produced by the problem solving method,

including the ability of the process itself to validate the accuracy and relevancy of the data;

1.2. Utility of a built-in, procedural process that would require investigators to gather adequate data

by driving them to systemic root causes;

1.3. Capability to reliably filter out irrelevances through application of process;

1.4. Capability to identify the need to acquire additional information when appropriate.

2. User friendly software (category 2):

2.1. Ease of use — ease to understand and work through logic;

2.2. Minimum time required to input data;

2.3. Minimum time required to generate reports;

2.4. Understandable cause code layout.

3. Analysis of data (category 3):

3.1. Calling for some procedural way to objectively measure and compare available solution
options and action plans, in order to assess their potential for immediate prevention benefit and
their overall control impact upon the identified problem;

3.2. Analysis capability to identify common causes;

3.3. Ability to research results of similar undesired outcomes.

4. Archiving and communication of data (categories 4 and 5):

4.1. Ability to view the data at all locations via Web;

4.2. Integration with existing databases;

4.3. Export/import capabilities;

4.4. Incorporation of existing cause codes.

The set of criteria developed is focused upon the four essential task functions within problem-solving
and communications activity; it seems to be appropriate to guide evaluation, research and study of
available event investigation systems, and even for the eventual selection of an optimum system,
depending on specific conditions. On the basis of results of the case studies performed, it was concluded
that the REASON® RCA tool is the most efficient and accurate, and that it corresponds completely with
the set of criteria developed [137, 138].

5. Recommendations

The effectiveness of learning from experience at NPPs could be maximised, if the best event
investigation practices available from a series of methodologies, methods and tools, in the form of a
‘toolbox’ approach, were promoted. Since different instruments of analysis are the most suitable in
different situations, recommendations for selection of the best instruments are necessary. Nevertheless,
such recommendations should not be seen as prescriptive.

In line with the main goal of this study, recommendations concerning the selection and usage of
different event investigation methods, tools and techniques described in the literature are presented and
analysed in this chapter. Unfortunately, most of the available recommendations of this type are not
exhaustive and user-friendly. They usually cover only a few instruments, of different levels, selected
without adequate substantiation; event types for which some methods or tools are recommended for use
are not adequately specified; some recommendations contradict others; and some clearly do not meet the
principle of independence. So, most of the available recommendations are of little practical value,
leaving current and future event investigators (including newcomers, who are not yet proficient) to make
decisions regarding the selection of event investigation methods and tools, based on their own
knowledge, or on providers’ promotional materials.
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To start with, the general problem about the relationship between qualitative root cause analysis and
quantitative methods should be considered. The majority of researchers who analysed this problem agree
that both RCA and quantitative event investigation methods are part of a larger whole, or continuum of
approaches, used in finding solutions for event based problems. The comparisons performed of their
attributes [1, 2, 23, 26, 29, 32, 33, etc.] show that both can be used in a complementary fashion (see
table 5.3.1). The flowchart (see Figure 5.3.1) illustrates an example of how the recommended interaction
between RCA and quantitative methods could be realised in finding solutions (corrective actions)
following an event based problem such as an incident or accident.

Table 5.3.1. Summary of Root Cause Analysis and Quantitative Methods [29]

System design, certification Operation — if failures or incidents occur

RCA Not typically used in this To prevent or mitigate recurrence, effective
stage, unless high solutions are required. Start with RCA, use it to
significance failures occur in | determine causes, and then to find solutions. Use
design, manufacture, test, etc. | quantitative methods to help determine causes
and/or to evaluate solutions for effectiveness.

Quantitative Used for high consequence Used in conjunction with RCA to develop effective
methods systems. In some industries solutions.

and states, required by

regulations.

The literature, however, lacks a means for selecting the appropriate root cause analysis tool based upon
objective performance criteria. Some of the important performance characteristics of root cause analysis
tools include the ability to find root causes, causal interdependencies, factor relationships, and cause
categories. Root cause analysis tools must also promote focus, stimulate discussion, be readable when
complete, and have mechanisms for evaluating the integrity of group findings. Thus, problem solvers
and decision makers are likely to select a tool based on convenience, rather than on its actual
performance characteristics [94].
Lack of experience and absence of adequate recommendations sometimes lead to a situation, when users
are looking for RCA tools, to their choosing what are called ‘Auto-RCA’ solutions - in other words, the
easy way out. They are looking for something to give them the answer, so they do not have to think for
themselves. Do such tools exist? Certainly. Do such tools have all the answers? No Do the users think
these tools have all the answers? Yes. Therein lies the danger. People do ‘RCA by the numbers’, by
picking from a list and saying they have done a RCA. In reality, they may have missed some key
contributing factors, which should cause a safety concern, as the risk of recurrence is greater.
The available recommendations for selection of the best problem solving tool vary from very simple to
highly complicated. For example, in [146] it is recommended to consider the following few simply
questions:

e What type of problem do I have?

e  Who is going to be solving the problem?

e How much time do we have to solve the problem?

e What kind of solution is required?
At the same time, when evaluating which RCA processes are best for your organisation, it should be
ensured that factors such as cost, minimum compliance, time and ease will not take priority over the
important characteristics of value, comprehensiveness, operational reliability and efficiency [56].
A few recommendations for the selection of a suitable method, depending on the safety significance of
an event, with very limited choice (from ASSET, HPES or MORT only), were formulated on the basis
of CRP launched by IAEA [1, 2] (see table 5.3.2). It is noted, that the potential to develop (where
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possible) some degree of integration of ASSET with HPES, and/or MORT, to form an integrated event
investigation method ‘toolbox’ should be considered.
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Figure 5.3.1. Recommended interaction of RCA and Quantitative Methods in resolving Event Based
Problems [29]

The more comprehensive process of selection of the appropriate RCFA (root cause failure analysis)
method for the needs of some organisations should consist of several steps and meet the following
criteria [92]:
1. Determine your Internal RCFA Needs:

e Are you looking to set up an RCFA effort or to investigate a single incident only?

e Will your RCFA effort focus on ‘incidents’ only, chronic failures only, or both?
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Will management support be solicited?

Will management systems be implemented?

Will teams be dedicated to completion of RCFAs?
Will hourly personnel participate in teams?

Will additional technical resources be required?
Will additional technical equipment be required?

2. Determine Appropriate RCFA Method to Use for your Environment:

Evaluate simplicity of method.

Evaluate analysis flexibility.

Evaluate quality of materials and job aids.

Evaluate training flexibility.

Evaluate method comprehensiveness.

Evaluate system to track for results.

Evaluate overall value of method (cost-benefit analysis).

3. Determine How to Implement: In-House or Outsource:

Does the facility posses the instructional technology skills and resources to develop in-house
courses on evaluated and proven RCFA methods?

Is it more economical and timely to develop courses in-house (cost-benefit)?

Would utilising past vendor training be appropriate for in-house instructors?

Are there any copyright infringement concerns utilising past vendor training in-house?

Are qualified RCFA instructors with field experience available in-house?

Would in-house instructors be dedicated to supporting and mentoring their students?

Would management be willing to fund the RCFA method development in-house?

Would management be willing to wait for completion of skill development and then
implementation?

4. Choose the Appropriate RCFA Vendor:

Does the vendor provide the RCFA method chosen by the facility?

Does the vendor have training in RCFA for field personnel, engineers and management?
Does the vendor posses various methods that complement each other and provide specifically
designed training to the appropriate level of audience?

Does the vendor’s instructor(s) have field experience in implementing RCFA? How much?
Does the vendor’s instructor(s) have experience in instructional technology and applied
learning to increase presentation retention rates?

Can the vendor provide references of successful client field applications? In your industry?
Does the vendor have products/services to support RCFA method (management system
support models, software, on-site facilitation services, follow-up capabilities, etc.)?

Is the vendor willing to customise instruction and materials to accommodate your needs?

Is the vendor willing to work on specific, on-going in-house failures during training?

Does the vendor possess the skills with staff to deal with managerial culture transformations?
Is the vendor willing to partner? Share risk?

Does the vendor posses the staff capacity to handle your requirements? Domestically?
Internationally?

Obviously, this list of criteria is not as comprehensive as it possibly could be, however it is a good
starting point. The key to starting is clearly defining what YOU want, and obtaining internal support for
the vision. Then the task will be to identify the vendors qualified to help execute your vision.

The few recommendations for tool selection, depending on the nature of the problem, are presented in
tables 5.3.3, 5.3.4 [143] and 5.3.5 [24]. In these publications a common opinion is maintained, which is
that one method, or a combination of methods, may be used to determine the causal factors, contributing
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causes, direct cause, and the root cause. However, the value of such recommendations is very low,
because only a few basic RCA methods or tools are covered. Moreover, the suggestion to use
TapRooT® in conjunction with each root cause analysis tool to assist with the determination of the root
cause seems to be unsubstantiated, because TapRooT® is a high level RCA tool, and itself incorporates
the principles of all three tools analysed in tables 5.3.3 and 5.3.4 [143].

Table 5.3.2. Recommendations for selection of root cause analysis tools [1, 2]

Situation Safety Event Event investigation Comment
No significance population methodology recommended
of an event (most appropriate)
1 Low Single HPES or MORT truncated
(‘apparent cause’)
2 High Single Combination of the ASSET,
HPES, or MORT
3 Low Group or recurring | Combination of the ASSET,
HPES, or MORT
4 High Group or recurring | ASSET For NPPs already
trained in ASSET

Table 5.3.3. Recommendations for RCA tool selection depending on problem nature [143]

Problem Nature Barrier Change Analysis Event and Causal Factors
Analysis Analysis

Organisational Best Good --

Activity or Process Best Good Good
Reorganisation Good Best --

New or Changed Activity Better Best Good

Personnel Best Good Better

Accident or Incident Better Good Best

Table 5.3.4. Areas of potential use of the three RCA tools [143]

Method When to Use Advantages Disadvantages
Barrier Use to identify barrier and Provides a systematic | Requires familiarity with
Analysis equipment failures and procedural approach the process to be effective

or administrative problems.
Change Use when cause is obscure. Useful Simple six-step Limited value because of
Analysis in evaluating equipment failures. process the danger or accepting
wrong ‘obvious’ answer(s).
Event and | Use for multifaceted problems with | Provides visual Time-consuming and
Causal long or complex causal factor chain. | display of analysis requires familiarity with
Factors process. Identifies the process to be effective
Analysis probable contributors
to the condition.
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Table 5.3.5. Recommendations for use of few Root Cause Analysis Methods and tools [24]

WHEN WHERE HOW
TREE (MORT)* Investigation 1/3 Management or Label
through, parts OK | programmatic Color
early concerns, big Note
events or potential
E&CF* ASAP, continuous | Where facts and Story line events,
story are needed, |then conditions
for large events
Fault Tree™ ASAP Hardware failure | Start at top, use
negative words
and logic gates,
show critical path
H-B-T** Early All accidents, One hazard-target
where something | pair at a time, use
is damaged or advertised
hurt, near hits barriers
Change™ Early When a Label columns A
comparison is & B, consider
needed potential impact

(H-B-T — hazard, barrier, target)

Flow Chart for selection and summary of attributes with recommendations for use of 6 root cause methods
and tools are given in Figure 5.3.2 and Table 5.3.6 [11].

Occurrence

!

Yes

Use all applicable
analytical models

Serious
or Complex

No

Use scaled down methods
or informal analysis

Obscure Cause

Organizational Behavior Breakdown

Change Analysis
(Usa concept for all cases)

Complex Barriers and Controls

{Procedure or Administrative Problems)

Barrier Analysis
(Built into MORT)

Multi-faceted Problems
with long causal -

factor chains

Events and Causal Factor Charting
and/or MORT

People Problerns

Y

Human Performance Evaluation
and/or MORT

Therough analysis of both

Y

causes and corrective actions

Kepner-Tregoe Problem Solving
and Decision Making

Figure 5.3.2. Flow Chart for selection of few root cause methods depending on significance of the occurrence

[11]
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The extent to which these methods are used, and the level of analytical effort spent on root cause
analysis, should be commensurate with the significance of the occurrence. A high-level effort should be
spent on most emergencies, an intermediate level on most unusual occurrences, and a relatively low
level should be adequate for most occurrences caused by minor deviations from normal process. In any
case, the depth of analysis should be adequate to explain why the occurrence happened, determine how
to prevent recurrence, and assign responsibility for corrective actions. An inordinate amount of effort to
pursue the causal path is not expected if the significance of the occurrence is minor.

A high-level effort includes use and documentation of formal root cause analysis to identify the factors
leading up to the event and the programme deficiencies. Both Events and Causal Factor Analysis and
MORT could be used together in an extensive investigation of the causal factor chain. An intermediate
level might be a simple Barrier, Change, or Mini-MORT Analysis. A low-level effort may include only
gathering information and drawing conclusions, without documenting the use of any formal analytical
method. However, in most cases, a thorough knowledge and understanding of root cause analytical
methods is essential to conducting an adequate investigation and drawing correct conclusions, regardless
of the selected level of effort.

Table 5.3.6. Summary of attributes and recommendations for use of 6 root cause methods and tools [11]

Method When to use Advantages Disadvantages Remarks
Events and Use for multi-faceted Provides visual Time-consuming and | Requires a broad
Causal problems with long and display of analysis requires familiarity perspective of the event
Factor complex causal factor process. Identifies with process to be to identify unrelated

: chain probable contributors | effective problems. Helps to
Analysis to the condition identify where

deviations occurred from
acceptable methods

Change Use when cause is Simple 6-step process | Limited value because | A singular technique
Analysis obscure. Especially useful of the danger of that can be used in
in evaluating equipment accepting wrong support of a larger
failures ‘obvious’ answer investigation. All root
causes may not be
identified
Barrier Use to identify barrier Provides systematic Requires familiarity This process is based on
Analysis and equipment failures approach with process to be the MORT
and procedural or effective Hazard/Target Concept
administrative problems
MORT Use when there is a Can be used with May only identify If this fails to identify
shortage of experts to ask | limited prior training. | area of cause, not problem areas, seek
the right questions and Provides a list of specific causes additional help or use
whenever the problem is | questions for specific cause-and-effect
a recurring one. Helpful control and analysis
in solving programmatic | management factors
problems
HPES Use whenever people Thorough analysis None if process is Requires special training
have been identified as closely followed

being involved in the
problem case

Kepne r- Use for major concerns Highly structured More comprehensive Requires special training
Tregoe where all aspects need approach focuses on than may be needed
thorough analysis all aspects of the

occurrence and
problem resolution
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Probably the most comprehensive recommendations for selection of the most appropriate event
investigation instrument are presented in [156]. Based on the results of research carried out, the
attributes of 28 methods and tools are evaluated against a set of performance criteria, and adequate
recommendations are developed. It is noted that many investigators do not use any specific methods to
analyse human factors issues. They often rely only on their own extensive experience and expertise in
either investigations or human factors/safety management. This equips them to ask the appropriate
questions, develop a clear understanding of the factors that caused an incident, and identify the best
approach to preventing further incidents with the same root cause. It appears that the methods used are
to some extent secondary to the expertise — and particularly to the familiarity with human and
organisational factors — of the team using them. However, two key areas for caution are identified,
related to the expertise/competence of investigators in human factors and analytical methods.

The first problem is related to insufficient/lost skills or experience in using specific technical methods.
This problem can be solved by means of honestly evaluating the level of expertise and appropriate
selection of members in the investigation team, training (self-training or attending a training course
provided by suppliers of methods), refresher training and periodic practice by investigators, keeping up
to date with developments, seeking help from a professional investigator/analyst, if possible, and using
their expertise as a learning opportunity for internal staff.

Another problem (already analysed in chapter 4.1 of this report) is related to check lists of factors or root
causes, which may be incomplete, or can channel the analyst’s thinking down certain tracks.
Investigators should be aware of this problem, and use check lists as an initial prompt or aide-memoire.
If necessary, a variety of check lists or expert help should be used, to provide guidance on the issues to
explore.

Taking into account the areas for caution set out above, and the recommendations in tables 5.3.7 and
5.3.8 [156], it should be possible to decide on the type of method or tool that the event investigation
team needs, and is able to use. It is noted that a simple method may be better during the early stages of
investigation of a complex incident, moving to a more complex method when the investigation team has
developed initial insights into the incident.

Since the Guidance [156] is designed mostly for petroleum and allied industry businesses, several event
investigation methods and tools widely used in the nuclear industry are not included in the analysis.
However, the recommendations in this study could be very useful, not only for selection of appropriate
event investigation instruments, but also for their comparison and evaluation.
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A quite assertive recommendation, concerning selection of the ratio between RCA and Shallow
(Apparent) Cause Analysis approaches, is presented in [93]. It is based on the fact that a nuclear plant
may actually carry out five, or perhaps even ten, good root cause analyses per year. But they undertake
hundreds, or even thousands, of short-cut analyses (see Figure 5.3.3). The thousands of corrective
actions based on guesses and assumptions drive their improvements. So time and resources are wasted
on short-cut investigations and best-guess corrective actions, and some nuclear managers complain that
improvement programmes are not cost effective. One of the most likely reasons for this seems to be the
inefficiency and ineffectiveness of Shallow (Apparent) Cause Analysis.

M. Paradies recommends stopping Apparent Cause Analysis, and, wisely, allocating resources to
establishing an improvement programme based on advanced root cause analysis, instead of continuing to
use the inefficient Apparent Cause Analysis approach [93]. This includes using root cause analysis both
reactively (for significant incidents) and proactively (by targeting audits, assessments, and observations
to the highest potential risk areas and activities). The result of this change in emphasis, from thousands
of short-cut analyses to fewer, better, more targeted, more proactive analyses, should be apparent to both
nuclear plant management and regulators. Firstly, more potentially significant events will receive a more
thorough root cause analysis, and more effective corrective actions, based on root cause analyses. Even
though these investigations constitute only 10% of the previous number of total Root Cause and
Apparent Cause investigations, the improvements should have greater impact because of their
effectiveness. This impact includes fewer ‘repeat’ investigations, because of the effectiveness of a
thorough investigation in preventing the recurrence of problems. Secondly, management’s attention, and
perhaps even regulatory attention, can be focused more efficiently on the significant issues, rather than
being spread across thousands of Apparent Cause Analyses. This becomes even more obvious when the
number of significant issues decreases due to effective corrective actions. Thirdly, because proactive
efforts are targeted by risk analysis, these efforts can provide even more efficient improvements, by
eliminating the highest cost (in money, in plant down-time, in regulatory attention, and in bad publicity)
incidents. Fourthly, because proactive efforts and root cause analysis yield data that are forward-looking,
the data are much more useable by management when directing the company’s improvement efforts to
avoid major problems.

Number of - Aoy g Analysis/Action
Occurrences S

Root Cause

1-5 g S Then Fiv

o Apparent Cause
30-100 Then Fiv

“d : Apparent Cause
100-1000 il Then Fix

B “At-Risk Behaviar No Analysis
1000-4000 Latent Cund?h o L

L [ J
k| & 3

Figure 5.3.3. Numbers of occurrences at a nuclear power plant and types of analyses

The start of such change could be ‘effort neutral’ - no more effort is required for this new, more

effective approach than is currently being used in [93].
1. Expand good root cause analysis to all significant incidents without taking shortcuts (see Figure
5.3.3). Defining the real root causes of these significant incidents enables the development of
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well substantiated corrective actions, gaining valuable lessons learned, and effort expended is
cost effective.

2. Stop doing Apparent Cause Analysis on near misses and instead, categorise the occurrence types
and watch for adverse trends. This requires an adequate categorisation system and advanced
methods for identifying trends (not the inadequate, arbitrary, goal driven ‘up is bad, down is
good’ approach applied by so many companies). Stopping Apparent Cause Analysis saves
significant investigatory effort. But even more significant is the effort saved by NOT
implementing inadequate ‘best-guess’ solutions that do not work.

3. Take the effort saved from not doing thousands of short-cut analyses and not fixing the assumed
problems, and put that effort into a targeted PROACTIVE improvement programme, based on
good root cause analysis. This targeted programme can be managed so that the investment in
improvement can be budgeted — even rationed if need be — and measured for effectiveness.

Taking into account the available operational experience, the recommendation to stop Apparent Cause
Analysis seems to be too drastic and not realistic. However, the ratio between RCA and Apparent CA
should be gradually changed in the direction of an increase in the use of root cause analysis, both
reactively (for significant incidents) and proactively (by targeting audits, assessments, and observations
of the highest potential risk areas and activities), especially when developing programmes of corrective
actions, and allocating resources for their implementation.

Another radical way to improve the quality of root cause analysis is based on W. Edwards Deming’s
observation that most problems are management controllable - embedded in the manner in which
management decides to operate the organisation [104]. In recent years such an approach, based on the
integrated solving of RCA, human and organisational factors, safety culture and quality management
problems together, and promoting the crucial role of top management in safety improvement processes,
has been widely supported by different specialists [24, 35, 36, 52, 53, 77, 78, 81- 90, 104, 130, 131]. The
essence of this approach could be illustrated by a proposition such as: ‘Safety and quality are one and
the same. Only a change in the management system will reduce the frequency of accidents. Companies
with weak management systems have higher accident rates’ [151]. With reference to the experience of
more than a hundred hearing meetings of licensee’s RCA audit, it is concluded that ‘an excellent RCA is
not dependent on methodology, but on viewpoint-oriented approach to analyse deep-rooted cause in
organisational factors’ [131].

Following the approach based on the integration of event investigation and improvements in safety
culture and quality management systems controlled by top managers, the new root cause taxonomy was
suggested by J. Dew [104] and approved by American Society of Quality (ASQ) and the 2002 Annual
Quality Congress.

Taxonomy is a method for organising and classifying information. The immediate benefit of having
taxonomy of root causes is that it helps identify the end point in the questioning process, and allows
organisations to add up the number of times problems occur in a specific root cause area. If the
taxonomy of root causes is organised around observations that are not truly root causes, then the
questioning process may be ended prematurely and the organisation may continue to suffer from the
unnamed root cause.

The purpose of this new taxonomy is to drive the process of critical thinking to deeper levels within
organisations that purport to practice root cause analytical thinking. This taxonomy seeks to unearth the
truly fundamental problems with management systems in any organisational setting. This new taxonomy
categorises root causes into seven belief systems, any one of which can create extreme dysfunction in a
management system. Until management recognises its belief system, understands how these beliefs
create dysfunctional behaviours and then embarks on a journey to develop new beliefs and behaviours
based on the quality body of knowledge, it cannot extract itself from its quandary.

This new root cause taxonomy includes [104]:

1. placing budgetary considerations ahead of quality;
2. placing schedule considerations ahead of quality;
3. placing political considerations ahead of quality;
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4 being arrogant;
5. lacking fundamental knowledge, research or education;
6. pervasively believing in entitlement;
7. practising autocratic behaviours, resulting in ‘endullment’ of personnel.
Leaders who succumb to any of these seven fundamental root causes will not want to acknowledge their
problem. This is why quality has been viewed as a fad in many organisations. People hear the quality
message, and leaders embrace the quality lingo, but when quality principles and methods come up
against the deeply entrenched, dysfunctional belief system in an organisation, quality is rejected and
condemned. Managers denigrate quality concepts as a fad, and turn back to their focus on costs,
schedule, political manipulation, arrogance, ignorance, entitlement or ‘endullment’.
Another of the relevant, but clearly and unambiguously unanswered questions related to event
investigation is: when to perform root cause analysis? The simple answer is: whenever the organisation
encounters unacceptable consequences. Experience dictates that RCA is typically conducted in most
cases reactively under such circumstances as [134]:
1. when someone is injured or died;
significant production loss;
when there is catastrophic damage to equipment or facility;
when there is a regulatory violation;
when an event adversely affects the community;
when there is recognised liability on the part of the company.
In every organisation an incident investigation policy and adequate programme should be established to
determine when, and to what extent, analysis should be conducted. An incident investigation programme
should be based on three basic elements: threshold criteria, evidence preservation policy and clearly
defined responsibilities regarding incident investigation [25].
Every organisation needs to establish its own threshold criteria or sentinel events for defining the level
of analysis, depending on the type of industry, organisation and potential risk of activities [1, 25, 111].
In line with the concept of continuous improvement, the threshold criteria should periodically be
reviewed and revised: if no problems are meeting the threshold criteria, they should be tightened; if time
and resources spent on investigation exceed the acceptable limits, they should be relaxed. An incident
investigation programme should envisage the application of RCA in a proactive manner by addressing
chronic repetitive events (‘routine failures’) and so reducing the risks associated with the emergence of
more dramatic, sporadic events, which have much more serious consequences [134].
According to [154], the main criterion for choosing accident investigation methodologies is accordance
with their context of use. The context is determined by the Terms of Reference of the accident
investigation agreed upon between the parties, which define the scope of the investigation (direct and
root causes), the requirements for the report and urgent recommendations, the timescales and the
audience. Context therefore implies, according to the stakes involved in the accident and the expected
results of the investigation, several levels of resources that are usually provided for the investigation.
Constraints may be placed upon the investigation, as well. The choice of people and skills required in
the investigation team ranges from those with general knowledge to specialist experts, all helping to
understand and make sense of the phenomena (from physical to human, organisational and societal
aspects). The choice of methodologies will depend upon the resources, time constraints and expertise
needed to use the investigation tool.
To assist in these decisions, some basic ‘do’s and dont’s’ are suggested [154]:
e Tools and methodologies are ‘servants’ and not ‘masters’.
e Organisations that want to increase their potential to learn from opportunities such as incidents
should already have trained some investigators beforehand to use a set of relevant tools.
e Apply the ‘stop rule’: this rule usually leads to stopping an investigation with a goal that can be
managed. However, investigators have a tendency to limit themselves in their investigation, so it
is not necessary to be too strict in the framing of an investigation.

Sk wbd
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6. Conclusions

The effectiveness of learning from experience at NPPs could be maximised, if the best event
investigation practices available from a series of methodologies, methods and tools, in the form of a
‘toolbox’ approach, were promoted.

The literature provides a lot of information about the individual attributes of numerous event
investigation methods, tools and techniques, including detailed descriptions, recommendations, and
instructions for construction and use, supported by colourful and illustrative examples. However,
there is little information regarding the performance of these instruments relative to each other.
Analysis of the available sources of information shows that only a limited number of studies
designed to compare the different event investigation methods and tools are performed. These
studies usually aim for specific goals, use different comparison criteria, which are not commonly
accepted, are of limited scope, and cover only a small number of instruments from the available
toolbox. Some of the results of such comparisons seem to be of a promotional type, one-sided and
unfair.

There are no established threshold criteria for performing an event investigation of an appropriate
level. Every organisation needs to establish its own threshold criteria for defining the level of
analysis, depending on type of industry, organisation and potential risk of activities. The validity of
such an approach could be questioned (especially for high risk industries like nuclear energy).

The literature lacks a means for selecting the appropriate root cause analysis methods and tools,
based upon objective performance criteria. Most of the available recommendations concerning
selection and usage of different event investigation methods, tools and techniques are not
exhaustive and user-friendly: they usually cover only a few instruments of different levels, selected
without adequate substantiation; event types for which some methods or tools are recommended for
use are not adequately specified; and some recommendations contradict others . So, most of the
available recommendations are of little practical value, leaving current and future event
investigators (especially newcomers, who are not yet proficient) to make decisions about the
selection of event investigation methods and tools, based on their own knowledge or providers’
promotional materials.

Lack of standardisation in the area of event investigation methodologies was identified: there are no
universally accepted systems of classification or standardisation of terms, definitions and criteria
for evaluation of different event investigation methods, tools and techniques.

In pursuance of the suggested classification system, an inventory, review and brief comparative
analysis of event investigation methods, tools and techniques, either recently developed or already
used in the nuclear industry (with some examples from other high risk industry areas), was
performed in this study. Some advantages and drawbacks of these different instruments were
identified and analysed. It is demonstrated that the supposed advantages (sometimes actively
promoted by providers) of simple, easy to use RCA tools, which require neither training nor
qualification of the user (especially some software based RCA tools) should be not overestimated.
These tools could be used effectively, taking into account their existing limitations.

Unstructured processes of root cause analysis put too much emphasis on opinions, take too long,
and do not produce effective corrective measures or lasting results. For further improvement of
operational reliability and better employment of operational experience feedback in the nuclear
industry, it is necessary to establish baseline standards, setting out criteria and minimum
requirements for what is to be considered RCA, policies for training, and best practice, using
structured root cause analysis methods and tools. The alternative is to continue to assume that
existing efforts will somehow produce different, better results.

For the generation of more concrete recommendations concerning the selection of the most
effective and appropriate methods and tools for event investigation, new data, from experienced
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practitioners in the nuclear industry and/or regulatory institutions, are needed. It is planned to
collect such data, using the prepared questionnaire [155], and performing the undergoing survey.
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