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Executive Summary

This work has been performed in the context of an Administrative Arrangement for DG
HOME. The overall scope is to perform an impact assessment of radio frequency (RF)
interference on critical infrastructures relying on GNSS-services for timing and synchro-
nization purposes. In WP3, the analysis has been divided into the impact of intentional
interference on critical infrastructures presented in WP3.1 and the analysis of uninten-
tional interference, covered in this report. DVB-T has been identified as the most impor-
tant source of unintentional interference in the GNSS frequency bands and therefore a
special attention is paid to this interference source.

The main motivation to assess the performance reduction of receivers due to unin-
tentional interference, is related to the high probability of these events. Unintentional
interference stems from out-of-band emissions or spurious transmissions. Four different
scenarios have been considered in this work, covering (i) additive white Gaussian noise,
(ii) continuous wave interference, (iii) pulsed continuous wave interference and (iv) inter-
ference that stems from the third harmonic of DVB-T transmissions. All these scenarios
are highly relevant and are frequently observed in realistic signal conditions. The sce-
nario of DVB-T interference receives most of the attention in this work, since DVB-T has
become the most widely adopted digital terrestrial television broadcasting standard in
the world. Harmonics of the DVB-T signal could possibly fall together with the GPS L1 or
Galileo E1 bands and as such become a threat. DVB-T services are operational in more
than 40 countries, with more than 75% of the deployment in Europe. In the coming years,
DVB-T is expected to be deployed in more than 100 countries.

In the frame of this work, different tools have been developed to quantify the impact
of unintentional interference. First, a laboratory testbed has been set up, that allows
to take real GPS L1 signals, combine them with synthetic interfering signals and test
the robustness of different commercial and professional receivers. Further, in order to
have a full control of the signal characteristics and the implementation details of the
receiver, a simulation platform has been developed. This simulation tool generates GNSS
as well as interfering signals, and observes consequently the impact on the acquisition or
tracking performance for different receiver implementations. Finally, since it is difficult
to reach statistical significance for the acquisition performance, an analytical tool has
been developed allowing to evaluate the effects of interference.

This report summarises the relevant results for the four considered scenarios. For
the assessment of the acquisition performance the analytical tool and the simulation
platform have been used. In order to evaluate the tracking performance, experimental
work has been conducted with real receivers and simulations have been performed. For
the acquisition, the report quantifies how much the probability of detection and the
probability of false alarm are affected by the presence of interference. For the tracking,
the main result of this report is the quantification of the signal degradation in terms of
C/Ny and in terms of the variance of the position solution. In the scenario of DVB-T
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interference, the degradation of the signal quality has been determined as a function of
the DVB-T third harmonic power and the distance between the victim receiver and the
DVB-T base station.
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WP3.2 Outline

1 Outline

The Institute for the Protection and Security of the Citizen of the EC Joint Research
Centre (IPSC-JRC) has been mandated, in the context of the AA for DG HOME, to perform
a study on the Radio Frequency (RF) threat against telecommunications and ICT control
systems. The study consist of 3 work packages:

WP1 - Study on European capabilities encompasses an inventory of existing European
capabilities (theoretical and practical) for the analysis of RF threats in the EU Mem-
ber States. This overview covers EM immunity tests, simulation of jamming, current
detection-, localisation- and mitigation methods for threat agents.

WP2 - Preliminary RF risk and threat assessment covers a risk and threat assessment
of some significant RF threats to telecommunications and ICT control systems. In
this WP distinction will be made between high and low energy RF threats.

7 WP2.1 covers the first group of HERF threats. To this group belong the elec-
tromagnetic pulses (EMP), inducing physical damage to all types of conducting
networks.

i WP2.2 deals with low energy RF threats and focuses on Global Navigation Satel-
lite Systems and the consequences of service disruption.

WP3 - RF threats technical analysis builds further on WP2.2 and combines theoretical
analysis, simulation and experimental work, related to the RF interference on
Global Navigation Satellite Systems (GNSS) receivers. The following activities are
covered:

7 WP3.1 focuses on the time and synchronisation applications that make use of
GNSS signals. The study starts with the identification of the critical infrastruc-
tures relying on GNSS signals for timing and synchronisation. The impact of
denial of GNSS service is assessed for those critical infrastructures. Moreover,
some preliminary results on timing drift are presented and an outline is given
of the future activities on timing and synchronisation.

7 WP3.2 discusses the robustness of GNSS receivers with regard to unintentional
interference. The standards and services that could possibly deteriorate the
receiver performance are first identified. The theoretical analysis focuses on
the acquisition of GNSS signals. We dedicate special attention to the case
study of GNSS signals in presence of DVB-T. The performance analysis is also
conducted by simulation. An emulator of a complete GNSS system is presented.
The emulator comprises a signal generator for GNSS and interfering signals, a
channel model, a receiver front-end and a SW defined receiver, performing
the signal demodulation, decorrelation and performance analysis. The perfor-
mance degradation in different interference scenarios is discussed. Finally,
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results of an extensive measurement campaign are presented by comparing
the interference impact on commercial and professional receivers.

This document covers WP3.2.
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2 Problem Statement

The GNSS signal power is extremely low, due to the long satellite-receiver distance.
Consequently, it is fairly easy to disturb the signal detection and tracking. Nonetheless,
GNSS signals are used in a wide variety of critical infrastructures for applications related
to navigation, but as well for applications related to timing and synchronisation.

GNSS can be considered as a critical infrastructure on itself and has a cascading ef-
fect on other critical infrastructures. Within the field of navigation, there are critical
applications for emergency services, the tracking of hazardous goods and law enforce-
ment. In order to emphasise the relevance of a vulnerability assessment on navigation
applications, we consider in more detail the fisheries Vessel Monitoring System (VMS). In
this system, a tracking system records and reports nearly real-time its position. Nearly all
trackers are composed of a GNSS receiver module and a communications module for trans-
mission of the positions to a public or commercial organisation. Every such GNSS-based
tracker is vulnerable to tampering. The financial profit deriving from the tampering de-
pends largely on the application domain. In [1], the hardening techniques for GNSS-based
trackers for fisheries monitoring are discussed. In the context of over-fishing, vessels are
equipped with a VMS unit to enforce fishermen to respect the regulated fishing areas.
The report mentions a profit from illegal fishing for a large vessel of 3.4 million GBP
over two years. While the unsophisticated adversary may use a metal barrier to block
radiofrequency wave reception and emission, a more sophisticated attack could be set
up introducing real looking but falsified tracking information. The technical and time re-
quirements to develop a GPS spoofer on a Software Defined Radio (SDR) or FPGA platform
are not unsurmountable. This spoofer could circumvent classical GPS receiver integrity
checks and the falsified position information consequently impairs the authenticity of the
tracker outgoing message.

In WP3.1 a preliminary study has been performed on the vulnerability of the timing
and synchronisation applications based on GNSS. In this study, the focus was clearly on
intentional interference, stemming from a jamming or a spoofing attack. While deliber-
ate jamming is definitely a realistic and feasible interference scenario, a sophisticated
spoofing attack is still considered as a low probability event. In [2] for instance, the au-
thors did an informal survey with several high quality GPS receiver manufacturers. They
recognised the spoofing vulnerability, but at the same time they appeared very skeptical
about the spoofing threat.

As stated before, the likeliness of an intentional jamming attack is relatively high
while the probability of a spoofing attack remains relatively low. Yet, both forms of in-
tentional interference could have serious effects on critical infrastructures. In spite of
that, unintentional interference is ubiquitous and thus, a high probability event. This
report aims to assess the impact of unintentional interference. Unintentional interfer-
ence can originate from spurious emissions or out-of-band emissions. Spurious emissions
can be consist of harmonics, parasitic emissions or intermodulation products. The most
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simple case of spurious emission is a single continuous wave interference (CWI). Further,
we consider the impact of pulsed CWI (PCWI) and Digital Video Broadcasting (DVB-T).
The report consists of three parts that cover all steps in the GNSS signhal processing. In
Section 3 the impact of interference on the acquisition is discussed. In the remaining
part of the report the tracking is discussed. In Section 4 the deleterious effects of inter-
ference on the signal quality are monitored for real GPS receivers, while in Section 5 the
interference effects are simulated.
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3 Detailed analysis of the acquisition of GNSS signals

The objective of this section is to assess the robustness of the acquisition process for
GNSS receivers in the presence of interference. The acquisition of GNSS signals yields the
necessary information to start the tracking of the signals. The acquisition is a process
that is performed continuously in real receivers, in parallel with the tracking of the
signals. That is, satellites can get out of view for a number of reasons. The satellites
con disappear behind the horizon, in urban canyon there can be signal blockage or the
entire constellation can disappear when a receiver is used indoors or in a tunnel. The
acquisition process is fundamental to allow the receiver operation and thus, it is very
relevant to study the impact that interference can have on the acquisition.

It is however not trivial to test the acquisition performance of real receivers. The
acquisition is a probabilistic problem and it is extremely cumbersome to reach statistical
significance. Moreover, in a realistic environment, all parameters that are estimated by
the acquisition process vary, which could possibly lead to biased results. Therefore, we
assess the acquisition performance by means of theoretical analysis and by simulation.
This approach allows to have a full control of the testing environment and further, it
allows as well to reach statistical significance.

In the following sections, we discuss different interference scenarios. We start the
analysis with the case of white noise. Further, narrowband interference is considered as
a single tone. Finally, we discuss wideband interference originating from Digital Video
Broadcasting (DVB-T), which is largely deployed in Europe.

3.1 Acquisition: a classical detection problem

The theoretical analysis that will be presented hereafter covers the acquisition process
within a GNSS receiver. The acquisition of a GNSS signal can be considered as a classical
detection problem, where the signal of interest is buried in noise. The outcome of the
acquisition process is twofold. First a decision is made on the presence or absence of the
signal of interest. In case the signal is present, a rough estimate is returned of the code
phase and carrier frequency of the signal of interest. The incoming signal is impaired by
noise and interference and gets processed, yielding a decision variable (Figure 1). This
decision statistic is calculated by downconverting the incoming signal and by correlating
the downconverted signal with a local replica of the code. The resulting decision variable
is a random variable and is subsequently compared with a threshold, thus determining
the presence of the signal. The probability that the decision variable passes the thresh-
old is called the detection probability if the signal is present; it is called the false alarm
probability if the signal is absent. The probability density functions (pdf) of the decision
variable (in presence and absence of the signal of interest) determine the overall per-
formance of the detection process. The performance of the acquisition process is often
studied in terms of receiver operating curves (ROC) [3]. The receiver operating charac-
teristic completely defines the performance of the decision test, i.e. of the acquisition
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Incoming
signal

Signal
Processing

decision
variable

Decision
Block

l

Receiver Operating Curve
(Pd vs Pfa)

Figure 1: acquisition as a classical detection problem

process. It puts the probability detection as a function of the probability of false alarm.
It is important to define clearly those 2 concepts. Therefore, two hypothesis are defined:

1. HO: the signal is not present, or the signal is not aligned correctly with the local
replica and the carrier. Under this hypothesis, the probability of false alarm is
defined as follows

Pfa(ﬁ):P(S>ﬂ|H()):P(S>ﬁ|T§£7‘ond7éfd'0) (1)

2. H1: the signal is present and the local replica and the carrier are correctly aligned.
Under this hypothesis, the probability of detection is defined as the probability that
the decision variable is bigger than a defined threshold.

Pd(ﬂ):P(S>ﬂ|H1):P(5>5|T:Tomfd:fdyo) (2)

Goal of the analysis that will be presented hereafter, is to get an expression of the
probability of detection and the probability of false alarm in different scenarios. GNSS
signal will be considered in the presence of noise and different types of interference.

3.2 System Model

In this section, we present the signal model for the GNSS signal and the interference.
The widespread use of software-defined receivers suggests the use of a discrete signal
model. As has been explained in Section 3.1, the incoming signal is first digitised, down-
converted and subsequently passed through a correlator block. The signal presented at
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the acquisition block has the following form:

Nsat

sln} =Y rln] + iln] + nln]. ()

i=1

We notice that the incoming signal is composed of 3 terms: the sum of N, satellite
signals r;[n], the interference i[n] and additive white Gaussian noise 7[n].

3.2.1 GNSS Signal Model

The signal received from a single satellite can be represented as
riln] = \/2Cici[n — 7;]di[n — 7] cos[2m (fiF + fu,))n + &i], 4)

where C; is the GNSS signal power, ¢; is the code with corresponding phase delay 7;,
fir and fy; are the discrete equivalents of the intermediate frequency and the doppler
frequency, ¢; is the carrier phase delay introduced by transmission.

3.2.2 Noise Model

Additive White Gaussian Noise (AWGN) has a variance of 02 = %, with No/2 the power

spectral density (PSD) of the noise and £, the sampling frequency.

3.2.3 Interference Model

In this report, different types of interference will be discussed. Concerning the acquisi-
tion, the interference study will be limited to continuous wave interference (CWI) and
Digital Video Broadcasting - Terrestrial (DVB-T). The interference models will be intro-
duced in the corresponding sections.

3.3 Acquisition Performance in the Presence of AWGN

The decision statistic X(r, fy) is a bi-dimensional function over the codephase 7 and the
doppler frequency fy. For direct sequence spread spectrum (DSSS) systems, literature
gives expressions for the probability of false alarm and the probability of missed detection
in the case of serial search techniques, maximum search techniques or hybrid forms
[3, 4]. Specific expressions for the scenario of GNSS signals have as well been studied [5].
The incoming signal at the receiver can be represented as

s[n] = \/fc[n — 1o]d[n — To]cos(2mfyon + ¢o) + i[n] + n[n] (5)

where the first term is the signal of interest, consisting of the code (c), the data bit(d)
and the carrier. Further, /¢ is the interference term and N represents Additive White
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Gaussian Noise (AWGN). In the detector block (Figure 2), the incoming signal is first
multiplied with a local oscillator

siln] = s[n]cos(2wFpn) (6)
sq[n] = s[n]sin(2mFpn) (7)

Subsequently the downconverted signal is decorrelated, i.e. a multiplication with a local

downconversion decorrelation Coherent Phase
integration removal

ﬁv,f % Yo 2
Pl Pl

Frequency Code
generator generator

S(t,Fp) = Silt, Fp)* + So(t, Fp)?

r [n]

90 deg

Figure 2: detector block

replica of the CDMA code, followed by a sum-and-dump operation. This is expressed as
follows

N—-1
S(r.Fo) = & > slrleln—7] = silr] @ helr] (8)

3
Il
o

=
-

Sq(, Fp) = sqlnlc[n — 7] = sg[r] ® hc[7] 9)

=
]

n

Finally, by removing the dependency of the carrier phase, the decision statistic is defined

Sio(m0,fa0) = Si(10, fa.0) + jSq(70, fa.0) (10)
S(T, fd) = S/(T, fd)2+SQ(T, fd)2 =S5, + Sy (11)

Since all operations in the detector block are linear, the three components (useful signal,
interference and noise) can be discussed separately. First, the useful signal and the noise
will be treated. The useful signal is supposed to be deterministic. Hence, the input of
the squaring action, S, g, is a Gaussian random variable. In [5], the author shows that
under the null hypothesis, we found a Gaussian random variable with mean equal to zero

Ho - E[S(7, f4)] =0 (12)
| Var[Si(r, fa)] = Var[Se(r, f4)] = o2
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The square of this variable has a Chi-square distribution with two degrees of freedom,
i.e. an exponential distribution

(-5%) S>0

T 202 13
5§<0 (13)

1
which leads to the expression of the probability of false alarm
+oo
_ _ B
Plt) = [ 5(S)d5 = op(~ 5.7) (14)

Under the H1 hypothesis, S(7,fy) and Sq(7, f4) are no longer zero mean variables; in-
stead, we have

E[Si(T.fa)] = %cos(¢o)
H1 : E[SQ(T, fd)] = gsin(d)o) (1 5)
Var[Si(T,fy)] = Var[Sq(T, fy)] = o2

which leads to the expression of the distribution of the decision statistic, a non-central
chi-square distribution with non-centrality parameter p

f(S(r, £) = { é;ex”( 3k )b (5F) izg (16)

Finally, integration of this distribution from the threshold to infinity, yields the probability

of detection.
Pa(8) = ol(\/g, ﬂ) (17)

The performance of the detector block can now be appreciated in Figure 3.

3.4 Acquisition Performance in the Presence of CWI

In [6], a theoretical study on the acquisition performance in the presence of CWI is
presented. We are not going to repeat this theoretical analysis, but instead we present
here the simulation results of the impact of CWI on the acquisition process. A simulator
has been developed which consists of a signal generator, a channel model, a front-end
and a SW defined receiver that performs acquisition, tracking and performance analysis.

The acquisition has been processed by Monte Carlo simulations. In order to quantify
the probability of detection, a GNSS signal has been generated after which the receiver
calculates the decision statistic. Every time a signal is generated, a data bit is created
randomly and a different realisation of the noise and the interference is used. This
process has been repeated 10000 times. The obtained values of the decision statistic
are subsequently compared with different threshold values, yielding the probability of
detection as a function of the threshold. For calculating the probability of false alarm,
a signal is generated consisting again of a useful signal, noise and interference. During
acquisition, the incoming signal is correlated with a local replica of a code different than
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Receiver Operating Curve

Pd

C/NO =32dB | :
C/NO=34dB |
C/NO = 36dB | -
©] ———CINO=38dB | 1]
C/NO = 40dB |
CINO =42dB | -
C/NO = 44dB |

1075 T .....

10~ i i i

Figure 3: ROC curve of GPS signal in presence of white noise

the one of the generated signal. The decision statistic is again calculated and compared
with different values of the threshold, yielding the probability of false alarm as a function
of the threshold. It is possible that this approach underestimates the probability of false
alarm, since only one satellite signal is considered in this scenario. Another approach
could be a scenario where the decision statistic is calculated using a signal only containing
noise. We chose however a scenario that approximates realistic signal conditions, that
is, the signal conditions are simulated corresponding with open sky-view where there are
always several satellites in view. A constellation of 8 satellites is generated. In this case
the probability of false alarm is a function of the sum of the cross-correlations with the
different PRN’s that correspond to the satellites in view.

In the theoretical analysis of section 3.3, only one decision statistic has been used,
being the maximum value of the search space. This reduced the mathematical complexity
to a large extent. In this section however, we introduce also another decision statistic
and the simulations will be repeated correspondingly. Decision statistics can differ from
the correlation peak over the search space, for instance by referring the correlation peak
to the noise level, or to other peak values in the search domain. Also other parameters
have an impact on the acquisition performance, as for instance the coherent integration
time.

Three scenarios have been simulated, that can be summarised as follows:

1. CW interference fixed, changing the value of C/Ng

2. C/Nq fixed, changing the frequency of the CW interference
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3. refer decision variable to second highest peak in the search domain

3.4.1 Acquisition with Changing Signal Quality

In the first scenario, a signal is generated containing the useful signal (PRN 15), noise
and CW interference at the worst line. For this PRN code this means that the CW inter-
ference is added at the central frequency + 69kHz; the power of the interfering signal
is set at -150dBW; every cell of the bi-dimensional search space is defined as S(r, Fp) =
Si(, Fp)? + Sq(, Fp)?, and let the decision statistic be defined by max {S(r, Fp)} , as
defined in section 3.3. The results are gathered in Figure 4. The ROC curve illustrates
that a reduction of the signal quality leads to a considerable reduction of the acquisition
performance.

Receiver Operating Curve

100 ; —— ; .

90

8o

60 |

50

Pd (%)

40

30f
20 ’.‘l : ——— C/NO = 40dB | A
| ——— C/NO = 45dB

0 10 20 30 40 50 60 70 80 90 100
Pfa (%)

Figure 4: ROC curve - changing signal quality

3.4.2 Acquisition changing the frequency of the CWI

In this scenario, a signal is generated consisting of the useful signal, noise and CW inter-
ference term. The interference power is set at -150 dBW, while the frequency is fixed at
(i) the worst line of the line spectrum of the considered PRN code, (ii) at half the main
lobe of the GNSS signal, and (iii) at the first null. Simulation results are gathered in Fig-
ures 5 and 6, illustrating the probability of detection as a function of the threshold and
the ROC curve, respectively. In Figure 5, the threshold has been normalised in order to
compare the different results. We note that the probability of detection decreases faster

Page 17 of 94



WP3.2 Detailed analysis of the acquisition of GNSS signals

Probability of detection

T ‘ T

CWI @ 69kHz
CWI @ 500kHz |-
CWI @ 1MHz
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Figure 5: simulating changing frequency CWI

Receiver Operating Curve
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Figure 6: ROC curve - changing frequency CWI

when the interference is positioned at the highest spectral line of the PRN code under
test. In Figure 6, one can appreciate again the reduction of the acquisition performance
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when the CWI is positioned at the strongest line of the considered PRN. Moreover, we can
quantify how much the acquisition performance is affected by the CW interference.

3.4.3 Acquisition with a different decision statistic

In literature however, a decision statistic that is frequently used is the ratio between
the largest and the second largest correlation peak in the search domain [7, 8]. The
idea was introduced as a detection confidence measure in [9]. Setting threshold levels
in a changing RF environment can be very challenging. It can be shown that the false
alarm probability is independent of the noise power spectral density, when the ratio of
correlation peak values is used. Thus, the choice of this decision statistic allows a fixed
setting of the threshold.

In this scenario, a signal is generated consisting of a useful signal and noise. The
decision statistic used in this analysis is represented by

Si(m1, fa1)? + So(m1, fa1)?

S(r.fa) = Si(m2, f42)? + So(m2, f42)?

(18)

where the index 1 and 2 indicate the codephase and the doppler frequency corresponding
to the highest and the second highest peak in the search space. The coherent integration
time is set to 10ms. The results have been plotted for different values of the signal
quality and are illustrated in Figure 7. This figure illustrates in the first place the effect

Receiver Operating Curve

100
90 .
80 8
70+ .

<

S so0r G/NO = 35dB R

o : C/NO = 40dB
40 C/NO = 45 §
30} .
10

o ; . ; ‘ ; ;
0 5 10 15 20 25 30 35

Pia (%)

Figure 7: ROC curve - altering the decision statistic

of the increased integration time and corresponding processing gain, rather than the
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effect of the decision variable. The reason to use this decision metric is most probably
related to the fact that a preliminary noise estimation does not have to be performed,
and that a fixed threshold can be set. However, there is no indication that the ratio of
correlation values performs better than the maximum likelihood estimation [3].

3.5 Acquisition Performance in the Presence of DVB-T

In this analysis we study the acquisition performance in the presence of terrestrial Dig-
ital Video Broadcasting (DVB-T) signals [10]. DVB-T is the European standard for the
broadcasting of digital terrestrial television and has been adopted in many countries,
mainly in Europe, Asia and Australia. The standard uses an OFDM modulation and the fre-
quency bands are indicated in the VHF 1l (174-230MHz), UHF IV (470-582 MHz) and UHF
V (582-862MHz) band. None of those frequency bands fall together with the frequency
bands allocated for GNSS signals. However, the second harmonics of UHF IV and the third
harmonics of UHF V could coincide with the GPS L1 or Galileo E1 band and could form a
real threat.

3.5.1 Equivalence between DVB-T and AWGN

There are different kinds of implementations of the DVB-T signal, basically changing the
number of subcarriers and the bandwidth. The DVB-T signal and its harmonics can be
written as [11]

skpln] = {\/% Af Sk,/eXP(J'ZWiMn) }p; p=123 (19)
i—0

where k represents the number of the OFDM symbol, n denotes the sample within the
symbol k, i is the subcarrier, Si; represents the constellation point and the power p is
the order of the harmonic.

In [12], the spectral separation coefficient (SSC) has been introduced as a reliable
measure to account for the interaction between the interference and the correlator in
the acquisition block. The SSC is a power independent metric, that can be described as

B/2
o= [ GnGlndr, (20)
—-B/2

with B the front-end bandwidth, G; the normalised power spectral density (PSD) of the
interference and G, the normalised PSD of the GNSS signal. The multiplication and in-
tegration with the local replica of the code can be represented by an equivalent filter.
The Fourier transform of this equivalent filter is represented by G(f). Thus, the SSC
characterises the interference impact, based on the spectral shape of the interference
and the spectral shape of the equivalent filter of the correlator, which depends on the
GNSS modulation. The second or the third harmonic of DVB-T can partially coincide or
completely overlap with the GPS L1 or Galileo E1 band. It is important to determine
and quantify the impact of DVB-T interference on different GNSS modulations. We want
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to demonstrate that DVB-T has a very similar impact on different GNSS modulations. To
that purpose, we present a case study that considers GPS BPSK and Galileo BOC(1,1). We
evaluate the SSC for those two modulations, with an assumed front-end bandwidth of
10MHz. Figure 8 reports the SSC values for both GPS and Galileo. The x-axis represents
the difference between the centre frequencies of the GNSS signal and the interference.
In this case study the interference is the third harmonic of a DVB-T signal. The plot illus-
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Figure 8: Spectral separation coefficient for GPS L1 CA and Galileo BOC(1,1)

trates that the third harmonic of DVB-T has almost equal values of the SSC for both the
GPS and Galileo modulations. As a consequence, no differences are expected between
GPS BPSK and Galileo BOC(1,1). In what follows, theoretical expressions are derived for
a general GNSS signal model. We will compare analytical results and simulations for GPS
L1 C/A signal. However, as indicated above, those results are valid as well for Galileo E1
BOC(1,1).

So far the performance of the acquisition has been discussed in the scenario where
the signal of interest is impaired by the presence of white noise or by continuous wave
interference. Here, we want to find how DVB-T interference contributes to the deci-
sion statistic. Since the DVB-T is composed of a large number of subcarriers, the signal
can be modelled as a sum of continuous wave interference terms. An theoretical im-
pact assessment of continuous wave interference on the GNSS acquisition performance

Page 21 of 94



WP3.2 Detailed analysis of the acquisition of GNSS signals

has been reported in [6]. One could try to expand this study to the case of the sum
of CWI. However, the mathematical complexity increases dramatically, especially when
the higher order harmonics are considered. Hence, the contribution of the DVB-T inter-
ference term has been determined experimentally. Figure 9 shows the histogram of the

histogram of DVB-T - 7MHz channel - 2K mode - QPSK histogram of DVB-T 2nd harm - 7MHz channel - 2K mode - QPSK x 10* istogram of DVB-T 3rd harm - 7Mrz channel - 2K mode - QPSK

(a) DVB-T (b) 2nd harmonic (c) 3rd harmonic
Figure 9: Histogram of DVB-T and harmonics

DVB-T signal, its second and its third harmonic. While the DVB-T signal demonstrates a
zero-mean normal distribution, this is not the case for the second and the third harmonic.
The GNSS receiver is now fed with the DVB-T signal, its second and its third harmonic.
Downconverting and decorrelating those signals yields the contribution of the DVB-T in-
terference to the decision statistic, S, in Formula 11. This is illustrated in Figure 10.
The main conclusion is that while the second and third harmonic of the DVB-T signal do
not feature a Gaussian distribution, the contribution to the decision statistic of the DVB-T
signal and its second and third harmonic are distributed normally. This can be understood
by the central limit theorem, since the integration in the correlator corresponds to the
sum of a large number of independent, identically distributed variables, which yields a
normal distributed random variable. This simplifies to a large extent the analysis. In

DVB-T distibution | and Q components Dec Var from 2nd harmor dQ Var from 3rd VBT

R o 2 0 6 B S0 20
Data

(a) DVB-T (b) 2nd harmonic (c) 3rd harmonic
Figure 10: Contribution to decision variable from DVB-T and harmonics

Si.o(7, Fp) = Ss + Sint + Sn, the contribution of the interference and the noise are both
normally distributed, thus

Sint + Sy ~ NC(O, (Ui2nt + 0121)/2) (21)

and the analysis is reduced to the former case with the signal of interest corrupted by
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white noise. Figure 11 illustrates the impact of a changing value of the signal-to-interfer-
ence ratio (SIR). All curves start with a value of C/N, = 40dB, after which interference is

10

ROC curves in presence of DVB-T

no DVBT
SIR = 20dB
—— SIR = 25dB
SIR = 30dB
SIR = 35dB
——— SIR = 40dB

Pd

Pfa

Figure 11: ROC curves for different SIR values

added. The figure visualises quantitatively the performance reduction of the acquisition
process for different values of the SIR.

3.5.2 Adding Fading to the Acquisition Analysis

So far, the effect of the variations over time of the received signal power has not been
taken into account. In this section, fading will be introduced on the signal of interest and
on the interference. The acquisition performance depends on the probability distribution
functions of the decision variable, under the two defined hypothesis. In 3.5, it has
been shown that the DVB-T signal introduces an additional Gaussian contribution to the
decision statistic )

S = |VhS; + VASn: + Su| . (22)

with Sy = VASi: + Sy ~ NC(O,O'IleA) and a,leA = Ao2, + o%. In order to derive an
expression of the probability of false alarm and the probability of detection, we derive
an expression of the decision statistic considering fading for both the GNSS signal and the
interfering signal. The fading on the GNSS signal is represented by the random variable h,
while the fading on the interfering signal is represented by A. Conditioning on the fading
random variables related to the GNSS signal and the interference, the decision statistic
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is a non-central Chi-square distribution, given by

hs?
S(T, FD)lh'ANX m,2 . (23)

int

The probability of detection can be derived, by making use of the characteristic function
(CF) of the decision statistic. The CF of a Chi-square random variable can be expressed
as [13] ,

vsn )= (g ) oo { 3 | @
Calculating the expectation value over h yields the CF of the decision statistic, condi-
tioned on the random variable A

ws(jsA)zlEh{ws(jsh.A)}=( . )w( Jss, ) (25)

1 - 2jsod, 1 - 2jso?,

Using the inversion theorem, the cumulative distribution function (CDF) can be calcu-
lated, leading to an expression of the probability of detection, conditioned on A.

7 1 1 [ U(—js|A)eP —Y(js|A)e /8
Pa(B|A) =1 — (271_/0 i ds)

(26)

This expression allows to separately study the effect of fading on the signal of interest
and fading on the interfering signal. Integrating over a large number of values of A, the
effect of fading on useful and interfering signal can be studied simultaneously.

We discuss now scenarios where the effects on fading are considered separately on
the GNSS signal and on the interfering signal. In Figure 12 the effect of fading on the
interfering signal is illustrated for different values of the signal-to-interference ratio
(SIR). AUl curves are obtained with a C/Ny = 40dB and a coherent integration time equal
to 1 ms. The curves in dashed lines consider Rayleigh fading, affecting the interfering
signal. Rayleigh fading considers the case where there is no strong line of sight (LOS)
component. By adding fading on the interfering signal, the performance of the acquisition
process improves. In Figure 13, the interference has been studied for a single value of
C/N, = 40dB and SIR = 10dB. In this scenario, different fading distributions have been
simulated. In the case of a Ricean distribution, there is a LOS component present. The
value of the Rice factor k indicates the ratio between the power of the LOS component
and the power of the remaining components. For low values of the Rice factor, the Ricean
random variable reduces to a Rayleigh random variable. The figure illustrates that as the
Rice factor increases, i.e. as the power of the LOS component becomes more important,
the difference with regard to the scenario without fading gets smaller. In Figure 14,
the impact of fading of the GNSS signal with regard to the acquisition performance is
illustrated. This scenario is of interest for a signal environment in urban canyon or for
indoor applications. The results highlight that fading on the signal of interest degrades
the acquisition performance.

The results discussed before are in line with the expectations and could even seem
trivial. It is however important to note that the analytical tool that has been developed,
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enables a quantitative assessment of the impact of fading on the acquisition process.
Different fading models can be tested and worst cases can be identified.
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3.5.3 Changing the Decision Statistic

In what follows, an analytical approach is proposed to calculate the probability of de-
tection using the ratio of maximum correlation values. As in Section 3.5.2, the method
allows to take into account the effects of fading on the GNSS signal as well as on interfer-
ing signals. In ANNEX A, a mathematical expression is derived to calculate the probability
of detection in case the ratio of correlation peaks is used as decision variable. An ex-
pression is derived for the characteristic function of the decision variable. Applying the
inversion theorem, an expression can be found of the probability of detection.

In order to validate the theoretical model, analytical results have been compared with
simulation results. Monte Carlo simulations have been executed on the acquisition in two
distinct scenarios. Figure 15 shows the impact of the cross-correlation terms as a function
of N, for different signal-to-noise ratio (SNR) values. Every satellite gives a contribution
to the decision variable. The presence of other several other satellites can thus be
conceived as an increase of the noise floor, which results in a decrease of the acquisition
performance. These results demonstrate a good fit between theoretical analysis and
simulation, which supports the validity of the mathematical analysis and the correctness
of the different approximations made. It can be observed that the cross-correlation terms
related to the presence of other satellites have a considerable impact on the probability
of detection. By adding more satellites in view, the corresponding increase of the noise
floor leads to a deterioration of the probability of detection.

In Figure 16 the theoretical and the simulated probability of detection have been
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Figure 15: Theoretical results (lines) and simulation results (circles) of the cross-correla-
tion impact on the probability of detection. The SNR values of the decision variable are
18 dB (solid lines) and 15 dB (dashed lines).

compared in presence of DVB-T interference, for different values of the signal-to-inter-
ference ratio (SIR). The signal-to-interference ratio (SIR) is defined as SIR = %. The
analytical and simulated probability of detection agree well, underlining the validity of
the theoretical model. It can be noted that the probability of detection is clearly vul-
nerable to the presence of interference. Yet, we dispose of a tool that could be used to
determine a minimum required DVB-T transmitter distance, corresponding with a mini-

mum probability of detection.

3.5.4 Concluding Remarks

In this section, we discussed the impact of different types of interference on the acqui-
sition performance. The acquisition performance is usually assessed by means of ROC
curves. The main achievement is the development of analytical tools to assess how inter-
ference impacts the acquisition performance for different types of interference and for
different implementations of the acquisition process. For white noise a theoretical model
has been discussed and the impact of the signal quality C/N, has been presented in terms
of the ROC curves. For CWI, a simulation analysis has been executed and for different
system parameters the impact on the ROC curves has been quantified. The simulation
results show that the impact of CWI is most harmful when the tone falls together with the
strongest line of the GNSS PRN code, and moreover the performance reduction has been
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Figure 16: Theoretical results (solid lines) and simulation results (circles) of the DVB-T
impact on the probability of detection.

quantified. The acquisition performance has also been studied for longer integration
times. Most of the attention has been given to the scenario DVB-T interference. First, it
has been shown that a DVB-T signal, or its second and third harmonic, are equivalent to
white noise. We demonstrated that the contribution to the decision statistic originating
from DVB-T signals or its harmonics have the same distribution as the contribution of
white noise. The spectral separation coefficient has been introduced in order to analyse
the different impact of DVB-T interference on GPS and Galileo. It has been demonstrated
that Galileo and GPS have almost equal robustness with regard to DVB-T. The acquisition
performance reduction has been quantified in function of the signal-to-interference ra-
tio. Further, the effects of fading have been added to the analysis. First, fading has been
considered on the interfering signals. Different fading distributions have been considered
and it has been shown that fading on the interfering signals improves the acquisition per-
formance. Moreover, the performance improvement has been quantified. Fading with
respect to the GNSS signals deteriorates the acquisition performance. Finally, we dis-
cussed the use of a different decision statistic, where the maximum correlation value is
referred to the second highest correlation value. For this decision statistic, probability
of false alarm is independent of the noise power spectral density. An expression is pro-
posed for the probability of detection. The results generated by the theoretical analysis
and Monte Carlo simulations demonstrate a good fit. Overall, this study yielded several
analytical and simulation tools that could be applied to determine minimum distances to
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interferers, that guarantee a minimum acquisition performance.
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4 Experimental Results

The objective of the measurement analysis is to evaluate the interference effects caused
by unintentional interference sources on both professional and commercial GPS L1 re-
ceivers. Initially, we begin the experimental study by considering the presence of a CWI
signal, which corresponds to the simplest case since it is modelled by a single tone. The
impact of a CWI signal on a GPS receiver is widely addressed in the literature [6]. Never-
theless, this type of interference is analysed in this work for comparison with wideband
interference scenarios. Furthermore, the situation in which the CWI arrives at the GPS
receiver in different burst times, referred to as PCWI, is also evaluated in this section.
Finally, a 3" harmonic of a DVB-T signal is employed in the experimental study in order to
evaluate the wideband interference effects on the system quality and positioning metrics
of the GPS L1 receivers.

A block diagram of the laboratory test bed for an unintentional interference evalu-
ation on GPS L1 receivers is depicted in Figure 17. The instruments and components
employed in the test bed are listed and described as follows:

» GPS L1 antenna.
» Bandpass filter and amplifier to condition the GPS received signal.

« Directional coupler. Component from AtlanTec A2023-6 with 6 dB attenuation and
operating in the frequency band 0.5 — 2 GHz.

o GPS Splitter model AS 41-2P from Aucon with 3 dB losses.
o Attenuator of 30 dB.
» DC Block unit.

o Tektronix 3408A Real-Time Spectrum Analyser with frequency range from DC to
8 GHz.

« Agilent E8267D PSG Vector Signal Generator to generate the 3™ harmonic of a DVB-T
signal.

» Tektronix AFG3102 Arbitrary Function Generator to modulate the PCWI signal. It
allows the pulse repetition time and the duty cycle of the pulsed interference signal
to be set.

e GPS L1 Receivers. Two professional receivers (referred to as PRO1 and PRO2 in
this work) and two mass market receivers (MM1 and MM2) have been employed in
the test bed in order to assess the interference effects on the C/NO and position
variance metrics.
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» A PC Workstation is used to control the measurement campaigns, the generation of
the DVB-T interference signal in baseband and to record the measured metrics to be
processed offline. The latest functionality is achieved by parsing the information,
which is captured by using the dedicated software of each particular receiver.

Next, the interference effects on the C/NO and variance position metrics of the GPS
L1 receivers are presented according to the type of interference source.

4.1 Continuous Wave Interference

The measurement results are obtained by following the procedure outlined in this sec-
tion. First, the CWI signal is generated by the PSG Vector Signal Generator at five possi-
ble centre frequencies. These selected centre frequencies are f; = f., f; = f. + fy + f,
fi=f+fy+6h, f=1Ff+511 KHz and f; = f. + 1.023 MHz where f. = 1.57542 GHz is the
centre frequency of the GPS L1 signal, f; is the doppler frequency of the satellite in-view,
f; is the frequency corresponding to the maximum PSD value of the PRN code and £, repre-
sents the frequency value of the second maximum PSD value of the PRN code. The values
of fy, ; and £, are dynamically obtained in the PC workstation for each satellite in view
by running a MATLAB script. The RF interference signal is obtained from the PSG Vector
Signal Generator by changing the power levels from -60 dBm to -25 dBm with steps of 5
dBm. Therefore, forty different scenarios are generated corresponding to eight power
levels and five centre frequencies of the CWI signal.

Subsequently, the measured metrics are represented as a function of the interference-
to-noise ratio (INR), which is calculated as the ratio between the maximum value of the
interference PSD and the noise floor. An estimated noise floor value of —112 dBm/Hz is
measured at the Spectrum Analyser as shown in Figure 18. Note that, in order to ob-
tain the maximum PSD level of the interference signal, the signal-to-noise ratio (SNR)
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Figure 17: Block diagram of the Test Bed for the interference study on GPS L1 receivers
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Figure 18: Measured PSD of the GPS L1 and CWI signal

has been taken into account. The main reason for using INR values instead of received
power levels is to omit unknown power losses from electronics and connectors embed-
ded in the test bed. The C/NO and position values are recorded in real time using the
dedicated software for each receiver. In both receivers, a value per second of the C/NO
and position is measured. The duration of each particular measurement scenario is set to
120 seconds. The reason for selecting this time duration is linked to the tradeoff between
selecting a large duration in order to obtain an accurate value of the averaged metrics
and a short value that maintains the same elevation of the targeted satellites (for C/NO
values) during the entire measurement process. Furthermore, the measured values are
post-processed offline by parsing the generated output files. The estimated C/NO values
are obtained by considering three satellites in-view with high (HE), medium (ME) and low
(LE) elevations.

Finally, the system quality, in the presence of CWI interference, is evaluated in terms
of C/NO and position variance performances.

4.1.1 C/NO Performance Analysis

The performances of the measured C/NO as a function of the INR for the PRO1 receiver
are plotted in Figure 19. In this scenario, a satellite that presented a high elevation dur-
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Figure 19: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of CWI.

ing the experimental process is considered. The measurement results show that when the
centre frequency of the CWI signal is aligned with the frequency component correspond-
ing to the maximum of the code PSD (f;), the C/NO considerably decreases for INR values
larger than 15 dB. In this situation, a C/NO degradation of approximately 12 dB is mea-
sured when INR = 25 dB with respect to the interference-free case. This phenomenon is
practically identical when the CWI centre frequency is chosen to be f; = f. + f; + f. The
C/NO performances as a function of the INR for a system that employs the MM1 receiver
are presented in Figure 20 under the same aforementioned scenario. It is noticeable that
the C/NO levels of the professional receiver (PRO1) shown in Figure 19 are approximately
6 dB higher with respect to the mass marked (MM1) receiver in the situation of low in-
terference power (INR < 5 dB). This is due to the fact that both receivers use different
tracking estimation algorithms. The measurement results in Figure 20 illustrate that the
MM1 receiver loses its tracking when the CWI jammer is transmitting at the worst line or
second worst line frequencies and INR > 25 dB. The last C/NO value that the receiver is
capable of measuring prior to losing lock is represented by a filled marker in the figures.

Next, the C/NO performances of a low elevation satellite and considering the four GPS
L1 receivers (PRO1, PRO2, MM1 and MM2) are evaluated when f; = f. + fy + f;, as shown
in Figure 21. The measurement results show that PRO1 and MM2 receivers are capable of
tracking the satellite for INR < 25 dB and INR < 30 dB respectively. Conversely, PRO2 and
MM1 receivers are less robust when the interference power is large and they lose lock for
values of INR > 15 dB.
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Figure 20: C/NO measured at the MM1 receiver of a HE satellite as a function of the INR in CWI
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Figure 21: C/NO measured at the PRO1, PRO2, MM1 and MM2 receivers of a LE satellite as a
function of the INR in the presence of a CWI signal with £, = f. + f; + f.
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Finally, the C/NO performances for both PRO1 and MM1 receivers are provided in
Figure 22 when f; = f. + fy + f;. In this scenario, three satellites in-view with different
elevations (HE,ME and LE) are considered. The measurement results show that for large
values of INR (INR = 25 dB) the C/NO performance degradation of the LE satellite is larger
than 15 dB with respect to the low interference situation (INR < 0 dB) when the PRO1
receiver is employed. It is also noticeable that the MM1 receiver behaves slightly better
than the PRO1 receiver when 20 < INR < 25 dB.

Further measurement results are presented in the Annex B.

4.1.2 Position Variance Performance Analysis

The variance of the position, measured at the PRO1 GPS L1 receiver, as a function of
the INR is shown in Figure 23 in the presence of a CWI with f; = f. + fy + f, f; =
f. +511 KHz or f; = f. + 1.023 MHz. The measurement results illustrate the interference
effects on the Earth Centered Earth Fixed (ECEF) cartesian coordinates. The results show
that the position variance is constant for all the INR levels when f; = f. + 511 KHz and
f; = f. + 1.023 MHz. The position variance slightly increases when INR > 20 dB for a
f, = f. + fy + f1 CWI signal. Nevertheless, this increase in variance is not very significant
since, in the case of CWI presence, only one satellite is jammed and the position is
obtained by using an optimization technique (i.e. least square method, kalman filter,
etc.), which employs several satellites, to solve an overdetermined problem.
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Figure 22: C/NO measured at the PRO1 and MM1 receivers of HE, ME and LE satellites as a function
of the INR in the presence of a CWI signal with fi = f. + fs + f1.
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Figure 23: Variance position measured at the PRO1 receiver of a HE satellite as a function of the
INR in the presence of CWI.

4.2 Pulse Continuous Wave Interference

The test bed configuration and the measurements methodology used for the evaluation of
the PCWI effects on the GPS L1 receivers are the same as the CWI ones with the difference
that an Arbitrary Function Generator is employed in the test bed, which allows the PCWI
signal to be modulated in terms of pulse waveform, amplitude, duty cycle (DC) and pulse
repetition time (PRT). In the next set of measurements, a PRT value of 2 ms is employed.
Next, the performance analysis of the signal quality in terms of the C/NO and position
variance is provided.

4.2.1 C/NO Performance Analysis

First, the performance of the measured C/NO as a function of the INR is evaluated for
a satellite in high elevation and using the PRO1 receiver. Five centre frequencies of the
interference signal are employed as in the case of CWI. Also, a value of DC = 10% is
chosen in this scenario. The results are plotted in Figure 24 and show that the C/NO per-
formance degradation, when the PCWI centre frequency is f; = f.+ fy+ f1, is minimal (less
than 3 dB) for INR < 25 dB values with respect to the interference-free case. However,
a C/NO loss of approximately 10 dB is measured when INR = 30 dB. Nevertheless, this
value is considerably lower than the 25 dB measured when the interference is CWI. Note
that a CWI signal corresponds to a PCWI signal with a DC = 100%. Considering the same
scenario, the C/NO performance using the MM1 receiver is plotted in Figure 25. In this
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Figure 24: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 10% .

situation, the C/NO performance degradation, with respect to the non-interference sce-
nario, is also approximately 10 dB when INR = 30 dB. It is also observable that the C/NO
waterfall curves have approximately identical behavior for f; = f.+fy+ f, i = fc+fy+ £
and f; = f.. This is due to the frequency width of the real interference signal and the
fact that the maximum and the second maximum of the PRN code PSD are close to each
other and also close to f..

Next, the C/NO performances of all four receivers are evaluated for a satellite in
low elevation and a PCWI signal transmitting at f; = f. + fy + f;, as shown in Figure 26.
The measurement results show that all receivers can combat the interference effects for
INR < 25 dB values. When the interference level is high (INR = 30 dB), receivers PRO1
and MM2 suffer 15 dB and 10 dB C/NO losses with respect to the low interference case.
The other two receivers, PRO2 and MM1, lose lock under these conditions.

Subsequently, the C/NO performances of three satellites in high, medium and low
elevations for both PRO1 and MM1 receivers when f; = f.+f;+f; are depicted in Figure 27.
The results illustrate that both receivers are capable of tracking the satellites when the
interference level is high (INR = 30 dB) except for the MM1 when the tracking satellite is
in low elevation.
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Figure 25: C/NO measured at the MM1 receiver of a HE satellite as a function of the INR in the

presence of PCWI with DC = 10%.
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Figure 26: C/NO measured at the PRO1, PRO2, MM1 and MM2 receivers of a LE satellite as a
function of the INR in the presence of a CWI signal with £, = £ + f; + f; and DC = 10%.
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Figure 27: C/NO measured at the PRO1 and MM1 receivers of HE, ME and LE satellites as a function
of the INR in the presence of a CWI signal with £, = f. + f; + i and DC = 10%.

Finally, the interference effects, caused by choosing different DC values, on the C/NO
of a low elevation satellite are evaluated for PRO1 and MM1 receivers, shown in Figure 28
and Figure 29 respectively. In the case of a PRO1 receiver, the satellite is tracked for
values of DC < 20% when INR = 30 dB. Conversely, the MM1 receiver cannot track satel-
lites in LE when DC < 10% for a value of INR = 30 dB. Further measurement results are
provided in the Annex B.

4.2.2 Position Variance Performance Analysis

The variance of the position, measured at the PRO1 GPS L1 receiver, as a function of the
INR is shown in Figure 30 in the presence of a PCWI with DC = 10% and f; = f. + f1, f: =
f. +511 KHz or f; = f. + 1.023 MHz. The measurement results show that the interference
with low duty cycle does not cause any disturbance to the positioning of the receiver,
even when the centre frequency is f; = f. + fi.
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Figure 28: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
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Figure 30: Variance position measured at the PRO1 receiver of a HE satellite as a function of the
INR in the presence of CWI with DC = 10%.

4.3 DVB-T Harmonics Interference

The 3" harmonic of the DVB-T signal is transmitted in a conducted modality at a centre
frequency f; = f., with . = 1.57542 GHz, or at f; = f. + 511 MHz. The up-converted
interference signal is obtained from the PSG Vector Signal Generator by changing the
power levels from —45 dBm to 0 dBm in steps of 5 dBm. Therefore, eighteen different
scenarios are produced corresponding to nine power levels and two centre frequencies of
the interference signal. The measured metrics are also represented as a function of the
INR. In contrast to the CWI and PCWI, the wideband interference when f; = f. affects all
the satellites in-view independent of the doppler values, as shown in Figure 31.

Next, the performance analysis of the signal quality in terms of the C/NO and position
variance is provided.

4.3.1 C/NO Performance Analysis

The measured C/NO values are obtained by considering three satellites in-view with high,
medium and low elevations. The waterfall curves of the C/NO, as a function of the
INR, for the PRO1 receiver are shown in Figure 32. Initially, the results show that the
C/NO performance degradation of all satellite elevations when INR = 25 dB and f; = . is
approximately 13 dB with respect to the low interference situation (INR < 0 dB). Similarly,
this C/NO performance loss is 10 dB when f; = f. + 511 KHz. Analogously, the same C/NO
performance evaluation is conducted by considering the MM1 receiver as presented in

Page 41 of 94



WP3.2 Experimental Results

PSD [dBm/MHz]
©
(4]
1

-100_.§ ........... ....... i

1154 i ] ] i i i | ] i
1.573 15735 1574 15745 1.575 15755 1.576 1.5765 1577 1.5775

Freq. [Hz] ©10°

Figure 31: Measured PSD of the GPS L1 and the 3 harmonic of the DVB-T signal

Figure 33. Now, in the situation of high power interference level, the C/NO performance
of the MM1 receiver decreases slower than the C/NO of the PRO1 receiver for both centre
frequency interference cases. The C/NO performance degradation, with respect to the
low interference situation, when INR = 25 dB and f; = f. is approximately 7 dB for the
MM1 receiver. Similarly, the C/NO degradation is only 4 dB when f; = f. 4+ 511 KHz.

Finally, the measured C/NO of a satellite in low elevation as a function of the INR
for all the four GPS L1 receivers is illustrated in Figure 34. The measurement results
show that the PRO2 receiver loses lock when INR > 15. In a situation with high levels
of interference (INR = 25 dB) the PRO1 and MM1 receivers with f; = f; present a C/NO
degradation of approximately 5 dB with respect to f; = 7. + 511 KHz. This performance
degradation is larger (approximately 15 dB) when the MM2 receiver is employed.

Further measurement results are provided in the Annex B.

4.3.2 Position Variance Performance Analysis

The variance of the position, measured at the PRO1 GPS L1 receiver, as a function of
the INR is shown in Figure 30 in the presence of a DVB-T 3 harmonic signal with centre
frequency at f; = f, or f; = f.+511 KHz. In contrast to the CWI and PCWI, the 3™ harmonic
of the DVB-T signal causes larger variations in the positions when INR > 10 dB. Now, the
interference signal affects all the satellites in-view and therefore it is present in all the
equations used by the optimizing technique when calculating the receiver position.
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Figure 32: C/NO measured at the PRO1 receiver of HE, ME and LE satellites as a function of the
INR in the presence of a DVB-T 3™ harmonic interference signal with f; = f. or f; = f. + 511 KHz.

42 T | | T
4063 ' :

38

[
N

C/NO [dB/Hz]
(8]
o

N
o

[ -B-MM1 Rx, HE, fi=fc

1-5-MM1 Rx, ME, fi = fc

o4l |“7MM1Rx, LE, fi=fc

| A-MM1 Rx, HE, fi = fc + 511 KHz :

221 2 MM RX, ME, i = 16 + 511 KHEZ |- b ]

| =K-MM1 Rx, LE, fi = fc + 511 KHz '
L 1

| 1 1 | I 1 1
2(215 -10 -5 0 5 10 15 20 25

INR [dB]

N
2]
T
1
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4.4 Concluding Remarks

Firstly, the measured C/NO performances of a GPS L1 satellite, in the presence of CWI,
PCWI or the 3 harmonic of a DVB-T signal, as a function of the INR were evaluated in this
section for different professional and commercial receivers. The measurement results
showed that when the interference is CW and with values of INR > 20 dB, the C/NO
performance degradation is noticeable only if f; = f. + f; + f or f; = f. + fy + . In these
scenarios, the C/NO degradation of a satellite in HE, with respect to the interference-free
situation, is approximately 10 dB and 5 dB for the PRO1 and MM1 receivers respectively.
The C/NO performances of the four GPS receivers (PRO1, PRO2, MM1 and MM2) were
compared for different satellite elevations and centre frequencies of the CWI signal. The
results illustrate that the PRO1 and MM2 receivers offer a higher stability and sensitivity
of C/NO as the interference power levels increase. Conversely, the other two receivers,
PRO2 and MM1, provide higher position accuracy.

Next, the resulting effect on the C/NO caused by selecting different duty cycle values
of the PCWI was addressed. The measurement results showed that the C/NO performance
degradation of a HE satellite is lower than 3 dB when INR =20 dB and f; = f. + f; + f; for
both PRO1 and MM1 receivers if DC < 20%.

In the aforementioned situations (CWI and PCWI), the impact of the interference on
the C/NO performance was shown to be relevant only if the centre frequency of the in-
terference tone is aligned with the maximum PSD values of the PRN code. This frequency
alignment was achieved in the measurement campaigns by adaptively changing the inter-
ference centre frequency according to the measured doppler of the satellite in-view. In
real applications, in the context of unintentional interference, the interference source
does not track the doppler of the satellite in observation. Thus, this scenario corresponds
to the case of having an arbitrary value of the f;, as for example f; = f. + 511 KHz. In this
case, the measurement results showed that the impact of the CWI and PCWI on the C/NO
performance is negligible (less than 3 dB) when the interference power is large.

On the contrary, a wideband signal, such as the 3" harmonic of a DVB-T signal, that
occupies all of the GPS L1 band over the entire time, interferes with all satellites in-view
independently of their doppler values. This C/NO performance degradation was shown
in the measurement results for two values of the centre frequency, f; = f. and f; =
f- + 511 KHz. The estimated C/NO performance degradation of a satellite in HE, with
respect to the interference-free situation, and using the PRO1 receiver was measured as
10 dB and 7 dB for f; = f. and f; = f. + 511 KHz respectively. These values are clearly
larger than the 2 dB obtained for CWI with f; = f. + 511 KHz under the same conditions.

Finally, the variance of the position performances as a function of the INR were mea-
sured by using the PRO1 receiver and considering the three types of interference sources.
The measurement results showed that the position variance in the presence of CWI or
PCWI is practically constant. Conversely, the 3" harmonic of the DVB-T signal causes
larger variations in the positions when INR > 10 dB. This is due to the fact that the DVB-T
harmonic interference signal affects all the satellites in-view and therefore it is present
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in all the equations used by the optimizing technique when calculating the receiver posi-
tion.
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5 Simulation Results: Tracking

The main objective of the simulation study is to validate the experimental results previ-
ously provided in section 4. Since no complete information about the implementation of
the receivers employed in the measurement study is provided by the manufacturers, the
development of a complete GPS simulator provides a flexible approach for assessing the
interference impacts on the different stages of the receiver chain. Thus, the simulator
allows the behavior of the GPS receiver to be studied in the presence of an unintentional
interference for different acquisition methods, control loop implementations, values of
the bandwidth filter, values of the integration time, etc.

The most significant simulation results, in terms of tracking performance of the GPS
L1 receiver in the presence of external interference signals, are presented in this section.
The tracking performance is evaluated through the analysis of the estimated carrier-to
noise ratio (C/NO) and error vector magnitude (EVM) metrics under different types of
interference sources.

5.1 Tracking Metrics

Two tracking metrics have been considered in this work to evaluate the tracking perfor-
mance. The first metric, the estimated C/NO, provides fundamental information about
the quality of the received signal in critical environments. In particular, the C/NO values
are good indicators of the behavior of the different control loops that integrate the track-
ing process. The estimated C/NO is obtained in this simulation study by using a moment
method (MM) algorithm [14]. The MM method uses the second and fourth moments of
the n — th received constellation point in order to estimate the carrier strength and the
noise spectral density. The expressions of the second and fourth moments are given by
M, = E{r[n]*} and My = E{r.[n]*} respectively. Thus, the estimated C/NO values are
computed as

c V2MZ — M,
— = 10log,, (27)
No (My — \/2M3Z — M) W,

where W, is the equivalent noise bandwidth. The other metric employed in this work
is the EVM. The EVM, also called the receive constellation error, accounts for the error
distance between the received constellation data point and its ideal value in the case of
high signal-to-noise ratio and interference-free situations. Both metrics, CNO and EVM,
provide the same information since they are inversely proportional. The advantage of
using EVM with respect to the most commonly used metric C/NO is that EVM is a faster
parameter to estimate. The EVM values are calculated from
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N
% Z |rop[n] — re[n]?
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n=1

where r,,[n] represents the optimum received constellation point.

5.2 Test Scenarios

The performance of the tracking method is evaluated considering the presence of three
different types of interference signals. These interference sources are classified as nar-
rowband interference (including the cases of continuous wave interference (CWI) and
pulse continuous wave interference (PCWI)), and wideband interference resulting from
third order harmonics of a DVB-T signal. The most significant interference scenarios and
the main simulation parameters are described in Table 1.

5.3 Simulation Analysis
5.3.1 Continuous Wave Interference

We begin this section by analysing the tracking performances of the GPS L1 receiver in
the presence of a CWI signal. Without loss of generality, the signal of interest coming
from the satellite with PRN code 15, whose power spectrum density (PSD) is plotted in
Figure 36, has been considered in this study. The expression of the CWI signal is given by

icwi(t) = \/2Picos(27fit + ¢;), (29)
where P; is the interference signal power, f; is the center frequency of the signal
and ¢, is the phase, which follows a random distributed variable on [0, 27). The center
frequency of the interference signal is chosen as f; = fir+f5, where f is the intermediate
frequency set in the GPS L1 receiver and f; is a frequency shift, whose value depends
on the PSD of the PRN code. Five different values of f; have been selected in this
analysis. The most critical value, f5 = f;, is the one in which the interference tone and
maximum value of the code PSD are aligned causing the largest interference impact when
Doppler effects are not present. Another significant value is f; = £, which corresponds
to the second peak of the code PSD. Finally, three arbitrary values have been considered,
fs = 0, half of the main lobe of the code PSD (f; = 511 KHz) and the full lobe or first null
(5 = 1.023 MHz).

The C/NO performances are computed as a function of the signal-to-interference ra-
tio, SIR = Ps/P;, where P, and P, are the power of the GPS L1 signal and the interference
power respectively, both measured after the front-end receiver filter. The five aforemen-
tioned centre frequency values of the CWI signal are considered as shown in Figure 37.
The simulation parameters in this scenario are defined in Table 1 for Exp.1.
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Exp | Interf. SIR [dB] Interf. Interf. C/NO Notes
Source Freq. [KHz] Param. [dB/HZz]

(i) fir

(i) fie+f Estimated C/NO
1 CWiI 10to -30 | (iii) fif + 2 45 and EVM vs SIR

(iv) fir +511

(v) fir +1023

(i fir

(i) fir+f Estimated C/NO
2 CwWiI 0 (iii) fif + f 30to 60 | and EVM vs C/NO

(iv) fif + 511

(v) fir +1023

(i) fir

(i) fif+f Estimated C/NO
3 CwWiI -10 (iii) fif + 30 to 60 | and EVM vs C/NO

(iv) fir + 511

(v) fir +1023

(i fir

(i) fie+f Estimated C/NO
4 CwiI -20 (iii) fif + f2 30 to 60 | and EVM vs C/NO

(iv) fir + 511

(v) fir +1023

(1) fir

(i) fir+f DC = 10% Estimated C/NO
5 PCWI 10to -30 | (iii) fif + f2 PRT =2 ms 45 and EVM vs SIR

(iv) fir +511

(v) fir +1023

(i) fir

(i) fir+f (i) bC=0.5,1,5,10 Estimated C/NO
6 PCWI 10to -30 | (iii) fif + 2 20, 50 [%] 45 and EVM vs DC

(iv) fir +511 (i) PRT = 2 [ms]

(v) fir +1023

(i fir

(i) fir+f (i) DC = 10% Estimated C/NO
7 PCWI 10 to -30 | (iii) fif + (i) PRT=1,2,4,5 45 and EVM vs PRT

(iv) fir +511 10, 20 [ms]

(v) fir +1023
8 DVB-T | 10 to -30 fie (i) 3 Harmonic 45 Estimated C/NO

(i) AWGN Interf. and EVM vs SIR
9 DVB-T | 0,-10,-30 fie (i) 3'Y Harmonic 30 to 60 | Estimated C/NO
(ii)) AWGN Interf. and EVM vs C/NO

Table 1: Main simulation parameters of a GPS L1 receiver under the presence of interference.
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Figure 36: PSD of the PRN code 15.
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Figure 37: Estimated C/NO performance as a function of the SIR of a CWI signal, which parameters
are defined in scenario Exp.1 of Table 1.
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The simulation results show that the performance degradation of the estimated C/NO is
larger than 10 dB when SIR = —20 dB for both f; = f; and f5 = f, scenarios. In the cases of
fs =0, fs = 511 KHz and f; = 1.023 MHz, the C/NO performance degradation with respect
to the interference-free scenario is negligible. For larger interference power levels,
SIR < —20 dB, the GPS L1 receiver loses lock of the signal. The C/NO value measured at
the receiver prior to losing lock is plotted with a colour filled marker in Figure 37.

In the following simulation scenarios (Exp.2, Exp.3 and Exp.4), the estimated C/NO
performances are evaluated as a function of the generated C/NO in the simulator, called
here C/NO input, for a fixed SIR value. Initially, the SIR is set to a low value of 0 dB
corresponding to the Exp.2 scenario of Table 1. The simulation results show that the
interference effects on the estimated C/NO are negligible even in the situation of f; = f,
as shown in Figure 38. It is also observable that the relationship between estimated
C/NO and C/NO input is linear until a value of approximately 50 dB. Above this value, the
estimated C/NO increases slowly as the C/NO input increases tending to a ceiling value
of approximately 56 dB. This saturation behavior is due to the capabilities of the MM
tracking algorithm [15].

Furthermore, the C/NO performances are analyzed when the SIR increases to a —10 dB
value (scenario Exp.3), as illustrated in Figure 39. In this case, the performance degra-
dation caused by the interference signals with f; = f; and f5 = £, is significantly large
for high values of C/NO input. In particular, the estimated C/NO when f; = f; decreases
approximately 5 dB with respect to the interference-free case for a C/NO input value of
45 dB.

Finally, the tracking metrics are evaluated in the presence of an interference signal
with a very large power level corresponding to a SIR = —20 dB, as described in scenario
Exp.4 of Table 1. In this situation, the C/NO performance degradation for 75 = f; and
fs = £, interference signals with respect to the interference-free case are 12 dB and
10 dB respectively, as shown in Figure 40. It is also noticeable that the estimated C/NO
curves for both f5 = f; and f; = f, CWI signals saturate for values of C/NO > 40 dB
providing an estimated C/NO ceiling value of 36 dB.

The simulation analysis of the EVM tracking metric in the presence of a CWI signal are
provided in the Annex C.

5.3.2 Pulse Continuous Wave Interference

A PCWI signal is considered in the following set of simulations. The analytical expression
of the PCWI signal is given by

“+00
ipi(t) = \/2P,-;cos(27rfct+¢,-)q<tT:P>, (30)

where ¢(t) is a rectangular pulse signal with unitary energy value, P is the pulse repeti-
tion time (PRT) and T, is the pulse duration, also called duty cycle (DC). The relationships
between the estimated C/NO and the SIR corresponding to the scenario Exp.5 of Table 1
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Figure 38: Estimated C/NO performance as a function of the C/NO input for a CWI signal with
SIR = 0 dB, which parameters are defined in scenario Exp.2 of Table 1.
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Figure 39: Estimated C/NO performance as a function of the C/NO input for a CWI signal with
SIR = —10 dB, which parameters are defined in scenario Exp.3 of Table 1.

Page 52 of 94



WP3.2 Simulation Results: Tracking

55 ‘

——No Interference

-H-fi=fc

sgl |- fi=fc+ 11

i = fo + 2

—Ffi=fc + 511 KHz
fi= fc + 1.023 MHz

I
[8)]

Estimated C/NO [dB/Hz]
w N
] =)
T

30
Il Il Il Il |
25 35 40 45 50 55 80
C/NO [dB/Hz]

Figure 40: Estimated C/NO performance as a function of the C/NO input for a CWI signal with
SIR = —20 dB, which parameters are defined in scenario Exp.4 of Table 1.

are plotted in Figure 41 for the five centre frequencies defined in the CWI section. As pre-
dicted, the interference effects on the C/NO performances are lower than the CWI case
since DC = 10%. Note that a CWI signal corresponds to a PCWI signal with DC = 100%. In
this scenario, the C/NO performance degradation when f; = f; is less than 5 dB for values
of SIR > —15 dB, with respect to the minimum interference case (fs = 1.023 MHz)

Subsequently, the estimated C/NO waterfall curves are plotted as a function of the
duty cycle (Exp.6) in Figure 42 for a large interference level, SIR = —20 dB. The simula-
tion results show that if the duty cycle of the interference signal is chosen to be below
5%, the degradation of the C/NO performances is lower than 6 dB for any interference
centre frequency value.

Finally, the C/NO performances as a function of the PRT are provided in Figure 43 for
the simulation scenario defined in Exp.7 of Table 1. The results show that the perfor-
mance degrades as the PRT increases.

A simulation analysis of the EVM tracking metric in the presence of a PCWI signal is
provided in the Annex C.

5.3.3 DVB-T Harmonics Interference

Finally, the last interference source considered in this simulation work corresponds to
the 3 harmonic of a DVB-T signal. The harmonics are present in the GPS L1 frequency
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T T T T
46| : 1
121
)
T 40
2]
=
o 381
<
(@]
- 36
[]
b+
E34
)
i =
32T 5= e .
O fi = fe + 1 ; :
30 A fi=fe + 12 3 _ .
—fi = fc + 511 KHz ; :
28_ fI=fC+1023MHZ T TP PI T .
| Il Il Il Il Il 1 |

1 | |
0 5 10 15 20 25 30 35 40 45 50
Duty Cycle [%]

Figure 42: Estimated C/NO performance as a function of the Duty Cycle of a PCWI signal with
SIR = —20 dB ,which parameters are defined in scenario Exp.6 of Table 1.

Page 54 of 94



WP3.2 Simulation Results: Tracking

a5 ‘ : : § 1

I
(=)

Estimated C/NO [dB/Hz]
(%)
<]

(48]
o

Sfi=fc
O fi = fc + 1
Afi=fe + 2
o fi=fe + 511 KHz
25 ' : | F-fi=fc + 1.023 MHz| |

1 | 1 1 1 1
2 4 6 8 10 12 14 16 18 20
PRT [ms]

Figure 43: Estimated C/NO performance as a function of the Pulse Repetition Time of a PCWI
signal with SIR = —20 dB ,which parameters are defined in scenario Exp.7 of Table 1.

band due to the electronic malfunctioning of the DVB-T transceivers caused by the non-
linear behavior of the amplifiers. The DVB-T employs an orthogonal frequency-division
multiplexing (OFDM) signalling structure with 1705 sub-carriers (2k mode version). The
simulated DVB-T signal in this analysis has 7 MHz bandwidth and operates in the UHF-IV
(470 — 582 MHz) band producing 3 harmonics. The analytical expression for the n-th
harmonic signal is written as

Nsc—1 n
idvbt(t) = \/27P,-<§R{ej27”(ht Z dkej27r(k7Nsc/2)(t7A)/Tu }) ’ (31 )

k=0
where f, = nf. is the center frequency of the n-th harmonic signal, f. is the center
frequency of the DVB-T signal and N is the total nhumber of sub-carriers (2048 including
zero padding). The parameters dx, A and Ty in (31) represent the modulated data,
the guard interval duration and the inverse of the carrier spacing respectively. Two
modulation schemes, QPSK and 64-QAM, are considered in this analysis.

The PSD of a DVB-T signal and its third harmonic are depicted in Figure 44. It can
be observed that the bandwidth of the signal increases proportional to the order of the
harmonic, such as W = n x 7 MHz. It is also noticeable that the separation between
spectral lines decreases when the order of the harmonic increases.

The probability distribution function (PDF) of the in-phase and the quadrature contri-
butions of the DVB-T 3" harmonic signal, which uses a QPSK and a 64-QAM modulation
techniques, on the decision variable are plotted in Figure 45(a) and Figure 45(b) respec-
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Figure 44: PSD of the DVB-T signal and its 3" harmonic

tively. At a first glance, it is noticeable that the interference contribution to the decision
variable is Gaussian for both modulation schemes.

Subsequently, the estimated C/NO performances as a function of the SIR are analyzed
in this section by considering two types of interference signals. These interferers are the
the 3 harmonic of a DVB-T signal and an Additive White Gaussian Noise (AWGN) signal,
whose values are described in Exp.8 of Table 1. Initially, the simulation results depicted
in Figure 46 show that the estimated C/NO performance of the DVB-T 3 harmonic, as
previously predicted, behaves identical to a Gaussian noise for both QPSK and 64-QAM
modulation schemes. The performance reduction with respect to the interference-free
case is 3 dB and 10 dB for SIR = —20 dB and SIR = —30 dB respectively, when the C/NO
input is 45 dB.

Furthermore, the estimated C/NO performances as a function of the generated C/NO
are presented in the following analysis for several values of SIR. In particular the SIR
values are 0 dB, —10 dB, —15 dB, —20 dB, and —30 dB,, as described in Exp.9 of Table 1.

DVB-T 3h 64-QAM real
—— Normal ft real 4

DVB-T 3h 64-0AM imag
—— Normal fitimag

—— DVB-T3hreal

—— normal fitreal | L
DVB-T 3himag

—— normal fitimag /Z

\)BH

(a) QPSK Modulation (b) 64-QAM Modulation

Figure 45: PDF of the IQ components form the QPSK and 64-QAM modulated DVB-T 3 harmonic
interference signal.
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The simulation results plotted in Figure 47 illustrate that when C/NO < 45 dB, the GPS L1
receiver can combat the effects of the DVB-T 3" harmonic interference if SIR > —20 dB.
However, in the situation of SIR = —30 dB, the degradation of the estimated C/NO with
respect to the interference-free scenario is approximately 9 dB when the C/NO = 45 dB.

The previous simulations illustrate the reduction of the signal quality as a function of
the signal-to-interference ratio. The interference power that is perceived at the receiver
depends on the transmission power and on the distance with regard to the DVB-T base
station. The Effective Isotropically Radiated Power (EIRP) of the DVB-T third harmonic is
calculated as E/IRP = P.G;, where P; and G; represents the transmitted power and the
transmitter antenna gain, respectively. Considering a free space path loss model, the SIR
can be derived from

47rfd)2

_ 5( c
SIR = EIRPG,

with G, the receiver antenna gain and c the speed of light. The parameters P, f and d of
expression (32) are the GNSS received signal power, the interference central frequency
and the distance between the interferer and the victim receiver. In Figure 48, the SIR is
illustrated as a function of the EIRP and the distance d. This simulation tool allows to
determine the minimum distance that corresponds with a guaranteed signal quality.

The simulation analysis of the EVM tracking metric in the presence of both AWGN and
DVB-T 3" harmonic interference signals are presented in the Annex C.

(32)
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Figure 46: Estimated C/NO performance as a function of the SIR of AWGN and DVB-T 3 harmonic
interference signals, which parameters are defined in scenario Exp.8 of Table 1.
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5.4 Concluding Remarks

The estimated C/NO performances of a GPS L1 satellite, in the presence of CWI, PCWI or
the 3 harmonic of a DVB-T signal, as a function of the SIR or the generated C/NO were
evaluated in this section by means of a simulation analysis. Firstly, the simulation results
showed that the performance degradation of the estimated C/NO when CWI is present,
with respect to the interference-free situation, is larger than 10 dB when SIR = —20 dB
and f; = f. + f;. However, in the situation of an arbitrary selection of the f; (for exam-
ple, f; = f. + 511 KHz), the C/NO degradation due to high interference effects is lower
than 3 dB. This is in accordance with the experimental results obtained in section 4.1.
Also, in the same scenario, it is observable that the simulation receiver loses lock when
SIR < —20 dB. This SIR is equivalent to an approximate value of INR > 15 dB. Thus, the
sensitivity of the simulation receiver is in good agreement with the PRO2 receiver used
in the experimental work.

Subsequently, the estimated C/NO performance is evaluated in the presence of a
PCWI signal with different values of DC. The simulation results showed that if the DC is
below 10%, the interference effects on the C/NO are negligible. This result is also in
concordance with the observations obtained in the experimental study of section 4.2.

Finally, the estimated C/NO performances as a function of the SIR were analyzed by
considering two types of interference signals. These interferers are the the 3" harmonic
of a DVB-T signal and an Additive White Gaussian Noise (AWGN) signal. The simulation
results proved the theoretical findings in section 3, that the 3™ harmonic of a DVB-T inter-
ference contribution to the decision variable is Gaussian independently of the modulation
scheme of the original DVB-T signal.
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6 Summary

The main objective of this report was to assess the impact of unintentional interference
on GNSS receivers. The overall scope was to perform an impact assessment of uninten-
tional radio frequency interference on critical infrastructures relying on GNSS-services.
Unintentional interference is a high probability event. In this report, different scenarios
of unintentional interference were selected, covering white noise, CWI, pulsed CWI and
DVB-T. The impact of the different types of unintentional interference has been evaluated
on the acquisition and the tracking process, involving theoretical analysis, simulation and
experimental work.

The probabilistic nature of the acquisition problem suggests to evaluate the perfor-
mance of the acquisition process by means of an analytical approach or by simulations.
The main achievement of this part is the development of analytical tools to assess how
interference impacts the acquisition performance for different types of interference and
for different implementations of the acquisition process. For CWI, the simulation re-
sults show that the impact of CWI is most harmful when the tone falls together with
the strongest line of the GNSS PRN code, and moreover the performance reduction has
been quantified. Most of the attention has been given to the scenario of DVB-T inter-
ference. First, it has been shown that the impact of a DVB-T signal, or its second and
third harmonic, is equivalent to the impact of white noise. Further, the effects of fading
have been added to the analysis. It has been shown that fading on the interfering sig-
nals improves the acquisition performance, while fading with respect to the GNSS signals
deteriorates the acquisition performance.Different fading distributions have been con-
sidered, as well as different decision statistics. Overall, this analysis of the acquisition
process yielded several analytical and simulation tools that allow to determine minimum
distances to interferers, which correspond with a minimum acquisition performance.

The interference effects have also been evaluated on both professional and commer-
cial GPS L1 receivers. For CW interference, the performance degradation is mainly no-
ticeable when the frequency falls together with the strongest spectral lines of the GNSS
PRN code. For INR > 20dB, the C/N, degradation with respect to the interference-free
situation, can vary between 5 and 10 dB, depending on the type of receiver. For PCWI,
the measurements show that for INR = 20dB, interference falling together with one the
highest spectral line and duty cycles smaller than 20 %, the C/N, degradation is lower
than 3 dB. Interference originating from DVB-T is a wideband signal and interferes with
all satellites in view. The variance of the position has been observed for the different
types of interference. CWI and PCWI do not impact the variance of the position calcula-
tion, whereas the third harmonic of DVB-T causes a larger variance, since all satellites
are effected by the wideband interference.

Since no implementation details are known about the commercial and the professional
receivers, it is often difficult to draw concise conclusions. Therefore, additional simula-
tions have been performed that allow to have complete control on all the parameters of
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the signal and the receiver. The same interference scenarios have been simulated as for
the experimental work. The trends observed for the experimental work are found back
in the simulation results.
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ANNEX A: Peak Ratio Decision Statistic

The acquisition of the GNSS signal is achieved when the decision variable S surpasses a
defined threshold
S>T, (33)

where T is the threshold and S is the decision variable defined as

5—5—2.

(34)
The variables S; and S, are the two maximum values chosen in the search space S, com-
posed of elements S[r, fy], as explained in 3.4.3. Without loss of generality, the doppler
frequency is assumed to be known. Therefore, the search space loses its dependency of
the doppler frequency and can be considered one-dimensional over the codephase. The
variable S[r] € S can now be written as

Nsat 2

STl = |1 Y- VEhRFle T + Sl + .17 (35)
n=1

where N, is the number of satellites in view, h, is the fading affecting the n'" satellite
signal', R,[r] is the cross-correlation function between the code under search and the
code of the nth satellite and S,[r] is a complex Gaussian random variable with power
spectral density 03 = No/(2Tper)-

In order to calculate the probability of detection, we need to know the probability
density function (pdf) of the decision variable S, and hence, of the variables S; and
S,. Since we consider a case with relatively strong satellite signals, we assume that
S5 = max{§} yields the correct code phase 7; of the code under search. The r.v. S; can
be written as

Naat
Si = [VChie™ ¥ + 3"V ChyRy[r]e ™ +5;[m] + Sa[m] (36)

n=2

Se

where we have considered that satellite number 1 as the one under search. S, repre-
sents the contribution of the cross-correlation terms to the decision statistic and can be
approximated by a complex Gaussian distributed r.v. with

05 = [E{h2}(Nsat — 1)] 02 /2. (37)

In other words, in case there are N, satellites in view, the cross-correlation noise stems
from the contribution of N,,; — 1 satellites. Conditioning on h; the r.v. S; features a

"We consider the set of {h,} as i.i.d., the averaged fading power E{h2} = 1, and the value of h, constant
over the acquisition time.
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non-central x? distribution with 2 degrees of freedom and non-centrality parameter s, =
h2C. The second maximum is then chosen among the samples in S~ which correspond
to S, with exclusion of the sample corresponding to the autocorrelation peak. S~ is
composed of i.i.d random variables that follow a central x? distribution with two degrees
of freedom, i.e. an exponential distribution with A = 5, where of, = 0§ + 0§ + 03 .2
It can be shown that S, = max{S~} follows a generalized exponential distribution with
probability density function[16]

fo,(x) = AN — 1)e (1 — e~ )(N=2), (38)
We redefine now the decision variable of (34) as
S=5-TS, (39)
and as a consequence, acquisition is successful when

5>0. (40)

By using the inversion theorem, the probability of detection conditioned on h; can be
expressed as

Pan =B {30} = 141 [T {HEL Y g (41)

1

2 0w Jjs

where V¢(js) is the characteristic function (CF) of the variable S. The CF of the decision
variable has the following expression

ws(s) =E{e¥ | —p{ere-T (42)
Conditioning on hy, the CF of the variable V can be written as

. 1 jsh3C .
v, - W, (—jsT), 43
R exp(l—zjsofot s(T) @)

where Vg, (js) is the CF of the r.v. S,. Taking the expectation over h;, (43) simplifies to

) 1 JjsC .
Ve = \ Vs (—jsT 44
50 = 1o, () YD) “
where Ve is the CF of the fading power. The CF of the generalized exponential distribu-
tion can be expressed as _
r(vMr(t —%)
r(N—%)
Unfortunately, the CF of the r.v. S, is not convenient for numerical integration, since the
Gamma function diverges to infinity in the integration interval of (41). However, recently
the generalized exponential function has been demonstrated to provide a good approx-

imation of the Gamma distribution [17]. In this case, the opposite approach is applied

\IISZ (JS) = (45)

ZWe consider negligible the contribution of the autocorrelation
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and we assign to the random variable S, a Gamma distribution as a good approximation
of the generalized exponential distribution. The Gamma distribution is defined by two
parameters k and 6. In order to estimate the parameters of the Gamma distribution, we
impose the equivalence of the first two moments of the Gamma distribution with the first
two moments of X,. Mean and variance of a Gamma distribution are expressed as

p = kO and 0% = k62, (46)
while for S, we have
1 1
ps, = 5 [W(N) = (1)) and o3, = 55 [v(1) — wr(N)], (47)

where ¢ (x) and v¢/(x) are the digamma and the polygamma function, respectively. There-
fore, we have

_ ) v(F
TOETT O @
and
o V) D) o)

P1(1) — I(N)
Finally, the CF of 5 can be obtained by inserting the CF of the Gamma distributed r.v. S,
in (44)

N 1 jsC . _k
VU = e, Ve (1 - 2jso$ot) (e sTor )

Now we dispose of an expression of the CF of (S) and consequently, the probability of
detection can be calculated by numerical integration of (41). The results are further
reported in Section 3.5.3.
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ANNEX B: Measurement Results

A comprehensive display of the measured C/NO as a function of the INR for GPS L1 satel-
lites in the presence of CWI, PCWI or the 3" harmonic of a DVB-T signal is provided in this
annex. The measured C/NO performances, for CWI evaluation purposes, of high elevation
(HE) and low elevation (LE) satellites are provided in Figures 49-56. Subsequently, the
C/NO curves in the presence of a PCWI signal are provided in this section for different
duty cycle values (DC = 0.5%, DC = 1%, DC = 5%, DC = 10%, DC = 20% and DC = 50%)
when using the PRO1 receiver (Figures 57-68) or the MM1 receiver (Figures 71-82). Fur-
thermore, the C/NO performances in the presence of a PCWI with DC = 10% are depicted
in Figures 69-70 and Figures 82-83 for PRO2 and MM2 receivers respectively. Finally, the
measured C/NO waterfall curves impaired by a DVB-T 3™ harmonic signal are plotted in
Figures 83-88 for all four GPS receivers.

The most significant results of the measurement campaign are summarised in the fol-
lowing tables. It was observed during measurements and simulation analysis that, under
specific conditions, the GPS L1 receivers lose lock (LL) when the interference levels in-
crease. The corresponding estimated C/NO value prior to the loss of lock (i.e. sensitivity
of the receiver) is measured as approximately 30 dB in this work. In the following anal-
ysis, the INR values obtained when the receiver sensitivity is fixed to C/NO = 30 dB are
presented in Table 2 for CWI. Note that the maximum value of INR used in the mea-
surements is 30 dB. The simulation results show that the MM1 receiver loses lock before
obtaining a measured C/NO = 30 dB value for both HE and LE satellites. The maximum
INR value that the PRO1 receiver is capable of tolerating when f; = f. + f; is 26 dB and
22.5 dB for HE and LE satellites respectively. Under the same conditions, when the MM2
receiver is employed, these INR values are > 30 dB and 27.5 dB for HE and LE respectively.
These results show that the MM2 receiver possesses the highest sensitivity. Conversely,
the PRO2 receiver loses lock prior to reaching a C/NO = 30 dB when the satellite is in low
elevation.

Subsequently, the INR values corresponding to a sensitivity of C/NO = 30 dB are pre-
sented in Table 3 for the situation of a PCWI with DC = 10%. Note that for lower values
of DC (DC = 0.5%, DC = 1% and DC = 5%), an INR > 30 dB is always obtained for all
satellite elevations and centre frequencies of the PCWI signal, as shown in Figures 57-62
and Figures 71-76. The measurement results show that an INR > 30% is measured for all
receivers when a satellite is in high elevation. However, PRO2 and MM1 receivers lose
lock before the critical C/NO = 30 dB value when the satellite is in LE. Furthermore, the
same analysis is repeated in Table 4 for values of DC = 20% and DC = 50% when PRO1
and MM1 receivers are employed. The measurement results show that the PRO1 receiver
combat better the interference effects when the receiver is operating at its sensitivity
level than the MM1 receiver.

Finally, the same analysis is applied to the case of 3 harmonic of the DVB-T signal
interference, as shown in Table 5. It can be observed that the INR values for a sensitivity
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PRO1 Rx | PRO2 Rx | MM1 Rx | MM2 Rx
fi=f+h 26.0 24.2 LL > 30
i=f+hH 27.0 24.3 LL > 30
HE | fi=f > 30 > 30 > 30 > 30
fi = f. + 511 KHz > 30 > 30 > 30 > 30
fi = fc +1.023 MHz > 30 > 30 > 30 > 30
fi=f+h 22.5 LL LL 27.5
fi=f+6h 23.2 LL LL 29.8
LE | i=f > 30 > 30 > 30 > 30
fi = fo + 511 KHz > 30 LL > 30 > 30
fi = f +1.023 MHz > 30 > 30 > 30 > 30

Table 2: INR values for a sensitivity level of C/NO = 30 dB in the situation of CWI.

of C/NO = 30 dB are much lower than in the case of CWI. As an example of this, a value of
INR = 17 dB is required for LE satellite when using the MM2 receiver, while INR = 27.5 dB
was measured in the CWI with f; = f. + f; case.

PRO1 Rx | PRO2 Rx | MM1 Rx | MM2 Rx

fi=f+h > 30 > 30 > 30 > 30
fi=f+hH > 30 > 30 > 30 > 30

HE | fi=f. > 30 > 30 > 30 > 30
fi = fc + 511 KHz > 30 > 30 > 30 > 30

fi = f + 1.023 MHz > 30 > 30 > 30 > 30
fi=f+h 29.0 LL LL 29.0
fi=f+6 29.3 > 30 > 30 > 30

LE | i=f > 30 > 30 > 30 > 30
fi = f- + 511 KHz > 30 > 30 > 30 > 30

fi = fc +1.023 MHz > 30 > 30 > 30 > 30

Table 3: INR values for a sensitivity level of C/NO = 30 dB in the situation of PCWI with (DC) =
10%.
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DC = 20% DC = 50%
PRO1 Rx | MM1 Rx | PRO1 Rx | MM1 Rx
fi=f+h > 30 > 30 27.5 LL
fi=f+6 > 30 > 30 > 30 LL
HE | fi=f. > 30 > 30 > 30 > 30
fi = fc + 511 KHz > 30 > 30 > 30 > 30
fi = fc +1.023 MHz > 30 > 30 > 30 > 30
fi=f+h 24.0 LL 23.5 LL
fi=f+6 LL > 30 24.0 LL
LE | i=f > 30 > 30 > 30 > 30
fi = f. +511 KHz > 30 > 30 > 30 > 30
fi = f +1.023 MHz > 30 > 30 > 30 > 30

Table 4: INR values for a sensitivity level of C/NO = 30 dB in the situation of PCWI with (DC) = 20%

and (DC) = 50%.

PRO1 Rx | PRO2 Rx | MM1 Rx | MM2 Rx
HE | fi=f > 30 > 30 > 30 18.5
fi = f. + 511 KHz > 30 > 30 > 30 > 30
LE | i=F > 30 14.5 22.0 17.0
fi = fc + 511 KHz > 30 > 30 > 30 > 30

Table 5: INR values for a sensitivity level of C/NO = 30 dB in the situation of DVB-T 3 harmonic

interference.
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Figure 49: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of CWI.
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Figure 50: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
presence of CWI.
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Figure 51: C/NO measured at the PRO2 receiver of a HE satellite as a function of the INR in the
presence of CWI.
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Figure 52: C/NO measured at the PRO2 receiver of a LE satellite as a function of the INR in the
presence of CWI.
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Figure 53: C/NO measured at the MM1 receiver of a HE satellite as a function of the INR in the

presence of CWI.
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Figure 54: C/NO measured at the MM1 receiver of a LE satellite as a function of the INR in the

presence of CWI.

Page 70 of 94



WP3.2 ANNEX B

48 T T T

C/NO [dB/Hz]
w
()]
T

o
B
T

ol [Erfi=te ‘ ' - )
-“O-fi=fc+fd +f1 : : :
ol Afi=fc+1fd +f2 : : |
-fi=fc + 511 KHz : :
26} fi=fc + 1.023 MHz : i
L I 1 1 1 1 | 1
-5 0 5 10 15 20 25 30
INR [dB]

Figure 55: C/NO measured at the MM2 receiver of a HE satellite as a function of the INR in the
presence of CWI.
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Figure 56: C/NO measured at the MM2 receiver of a LE satellite as a function of the INR in the
presence of CWI.
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Figure 57: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 0.5%.
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Figure 58: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 0.5%.
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Figure 59: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 1%.

GINO [dB/Hz]
w w
[a)] (o]
T T

w
'S
T

32 : » .
sl [Efi=te : 1
|- fi=fc+fd+ M :
ogl| - fi=fc+fd + 2 ; -
|=-fi=fc + 511 KHz :
28 fi = fc + 1.023 MHz : “
| [ [ | 1 | | |
-5 0 5 10 15 20 25 30
INR [dB]

Figure 60: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 1%.
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Figure 62: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 5%.
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Figure 63: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 10%.
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Figure 64: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 10%.
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presence of PCWI with DC = 20%.
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Figure 67: C/NO measured at the PRO1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 50%.
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Figure 68: C/NO measured at the PRO1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 50%.
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Figure 69: C/NO measured at the PRO2 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 10%.
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Figure 70: C/NO measured at the PRO2 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 10%.

Page 78 of 94



WP3.2

ANNEX B

45

C/NO [dB/Hz]
[53)
[&)]
T

30| -fi=fc

-=fi=fc +fd +f1

L fi=fo +fd + 2

I>fi = fc + 511 KHz
fi = fc + 1.023 MHz

Figure 71: C/NO measured at the MM1

presence of PCWI

C/NO [dB/HZ]
w w
B [8)]

(3
N

28

26

0 5

with DC = 0.5%.

15 20 25 30
INR [dB]

receiver of a HE satellite as a function of the INR in the

B-fi=fc
-Or-fi=fc + fd + f1
“Afi = fo + fd + 12
—fi = fc + 511 KHz

5 fi = fc + 1.023 MHz

-5 0 5

10 15 20 25 30
INR [dB]

Figure 72: C/NO measured at the MM1 receiver of a LE satellite as a function of the INR in the

presence of PCWI with DC = 0.5%.
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Figure 73: C/NO measured at the MM1
presence of PCWI with DC = 1%.
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Figure 74: C/NO measured at the MM1 receiver of a LE satellite as a function of the INR in the

presence of PCWI with DC = 1%.
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Figure 75: C/NO measured at the MM1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 5%.
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Figure 76: C/NO measured at the MM1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 5%.
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Figure 77: C/NO measured at the MM1 receiver of a HE satellite as a function of the INR in the

presence of PCWI with DC = 10%.
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Figure 78: C/NO measured at the MM1 receiver of a LE satellite as a function of the INR in the

presence of PCWI with DC = 10%.
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Figure 81: C/NO measured at the MM1 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 50%.
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Figure 82: C/NO measured at the MM1 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 50%.
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Figure 83: C/NO measured at the MM2 receiver of a HE satellite as a function of the INR in the
presence of PCWI with DC = 10%.
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Figure 84: C/NO measured at the MM2 receiver of a LE satellite as a function of the INR in the
presence of PCWI with DC = 10%.
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Figure 85: C/NO measured at the PRO1 receiver of HE and LE satellites as a function of the INR in
the presence of a DVB-T 3™ harmonic interference signal with f; = f. or f; = f. + 511 KHz.
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Figure 86: C/NO measured at the PRO2 receiver of HE and LE satellites as a function of the INR in
the presence of a DVB-T 3™ harmonic interference signal with f; = f, or f; = £, 4+ 511 KHz.
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Figure 87: C/NO measured at the MM1 receiver of HE and LE satellites as a function of the INR in
the presence of a DVB-T 3 harmonic interference signal with ; = £, or f; = f. 4+ 511 KHz.
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Figure 88: C/NO measured at the MM2 receiver of HE and LE satellites as a function of the INR in
the presence of a DVB-T 3™ harmonic interference signal with f; = f. or f; = f. 4+ 511 KHz.
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ANNEX C: Tracking Simulation Results

A comprehensive display of the EVM performance of a GPS L1 satellite in the presence of
an external interference is provided in this annex by means of novel simulation results.
As described in section 5, three types of interference sources are considered in this work.
These are CWI, PCWI and the 3 harmonic of a DVB-T signal. The simulation scenarios
correspond to the ones presented in section 5, except the evaluated tracking metric
(estimated C/NO) is replaced by the EVM. Thus, the EVM performances of the GPS L1
receivers in the presence of CWI are plotted from Figure 89 to Figure 92 with simulation
parameters defined in scenarios Exp1-Exp4 of Table 1. Subsequently, the PCWI effects on
the EVM performance are displayed in Figures 93-95 corresponding to simulation scenarios
Exp.5 - Exp.7 of Table 1. Finally, the EVM performance as a function of the SIR in the
presence of an AWGN wideband signal and the 3™ harmonic of the DVB-T signal are
plotted in Figures 96-97.
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Figure 89: EVM performance as a function of the SIR of a CWI signal, which parameters are defined
in scenario Exp.1 of Table 1.
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Figure 90: EVM performance as a function of the C/NO input for a CWI signal with SIR = 0 dB,
which parameters are defined in scenario Exp.2 of Table 1.

1.4

T
——No Interference
i = fe
190 : ‘ -=-fi = fo + 1 a
Lofi=fo+ 12
—=fi=fc+ 511 KHz
fi = fc + 1.023 MHz |

EVM

5
GINO [dB/Hz]

Figure 91: EVM performance as a function of the C/NO input for a CWI signal with SIR = —10 dB,
which parameters are defined in scenario Exp.3 of Table 1.
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Figure 92: EVM performance as a function of the C/NO input for a CWI signal with SIR = —20 dB,
which parameters are defined in scenario Exp.4 of Table 1.
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Figure 93: EVM performance as a function of the SIR of a PCWI signal, which parameters are
defined in scenario Exp.5 of Table 1.
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Figure 94: EVM performance as a function of the Duty Cycle of a PCWI signal with SIR = —20 dB

,which parameters are defined in scenario Exp.6 of Table 1.
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Figure 95: EVM performance as a function of the Pulse Repetition Time of a PCWI signal with
SIR = —20 dB ,which parameters are defined in scenario Exp.7 of Table 1.
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Figure 96: EVM performance as a function of the SIR of AWGN and DVB-T 3" harmonic interference
signals, which parameters are defined in scenario Exp.8 of Table 1.
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Figure 97: EVM performance as a function of the C/NO for AWGN and DVB-T 3™ harmonic interfer-
ence signals, which parameters are defined in scenario Exp.9 of Table 1.
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Abstract

This work has been performed in the context of an Administrative Arrangement for DG HOME. The overall
scope is to perform an impact assessment of radio frequency (RF) interference on critical infrastructures
relying on GNSS-services for timing and synchronization purposes. In WP3, the analysis has been divided
into the impact of intentional interference on critical infrastructures presented in WP3.1 and the analysis
of unintentional interference, covered in this report. DVB-T has been identied as the most important source
of unintentional interference in the GNSS frequency bands and therefore a special attention is paid to this
interference source.

The main motivation to assess the performance reduction of receivers due to unintentional interference, is
related to the high probability of these events. Unintentional interference stems from out-of-band emissions
or spurious transmissions. Four different scenarios have been considered in this work, covering (i) additive
white Gaussian noise, (ii) continuous wave interference, (iii) pulsed continuous wave nterference and (iv)
interference that stems from the third harmonic of DVB-T transmissions. All these scenarios are highly
relevant and are frequently observed in realistic signal conditions. The scenario of DVB-T interference
receives most of the attention in this work, since DVB-T has become the most widely adopted digital
terrestrial television broadcasting standard in the world. Harmonics of the DVB-T signal could possibly fall
together with the GPS L1 or Galileo E1 bands and as such become a threat. DVB-T services are operational
in more than 40 countries, with more than 75% of the deployment in Europe. In the coming years, DVB-T is
expected to be deployed in more than 100 countries.

In the frame of this work, different tools have been developed to quantify the impact of unintentional
interference. First, a laboratory testbed has been set up, that allows to take real GPS L1 signals, combine
them with synthetic interfering signals and test the robustness of different commercial and professional
receivers. Further, in order to have a full control of the signal characteristics and the implementation details
of the receiver, a simulation platform has been developed. This simulation tool generates GNSS as well as
interfering signals, and observes consequently the impact on the acquisition or tracking performance for
different receiver implementations. Finally, since it is difcult to reach statistical signicance for the acquisition
performance, an analytical tool has been developed allowing to evaluate the effects of interference.

This report summarises the relevant results for the four considered scenarios. For the assessment of the
acquisition performance the analytical tool and the simulation platform have been used. In order to evaluate
the tracking performance, experimental work has been conducted with real receivers and simulations have
been performed. For the acquisition, the report quanties how much the probability of detection and the
probability of false alarm are affected by the presence of interference. For the tracking, the main result of
this report is the quantication of the signal degradation in terms of C=NO and in terms of the variance of the
position solution. In the scenario of DVB-T Page 2 of 94 WP3.2 interference, the degradation of the signal
quality has been determined as a function of the DVB-T third harmonic power and the distance between the
victim receiver and the DVB-T base station.
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