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Abstract. The Republic of Latvia must be ready to implement the asylum procedure 
quickly and efficiently, improving the identification process, as the influx of asylum seekers 
into the EU may recur. The aim of the research is to study the asylum seekers identification 
procedure, the factors affecting it, and the possibilities for improving this procedure, to 
determine nature of the authentication process of documents presented by asylum seekers, 
to identify authentication problems and to find possible solutions. As a result of the 
research, the authors have evaluated the process of asylum seekers identification and 
developed proposals for its improvement, described the factors affecting the authentication 
of asylum seekers' documents and evaluated the possibilities to exclude these factors. The 
method of scientific induction, graphical method, document analysis, monographic or 
descriptive method are used in the research. 
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Introduction  

 
The procedure for identification of asylum seekers is one of the most 

important steps in the asylum process, while the purpose of checking the 
authenticity of asylum seekers' documents is to use the results of technical 
examinations of the documents in the asylum process. During the 
verification of the authenticity of documents, the officials of the State 
Border Guard use the informative resources of specimen documents – the 
information systems for detection of false documents that are available 
throughout Europe. The use of the information systems speeds up the 
document verification process in cases of suspicion. 

One of the duties of an asylum seeker in the Republic of Latvia is to co-
operate with the State Border Guard so that it can take his/her fingerprints, 
photograph him/her and identify him/her. The identification of an asylum 
seeker and the verification of the authenticity of documents are performed 
directly by the officials of the State Border Guard, therefore it is necessary 
to improve these processes. The authenticity of asylum seekers' documents 
is checked or examined by the officials of the State Border Guard 
Examination Service. The Latvian legislation governing the area of 
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Border Guard use the informative resources of specimen documents – the 
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throughout Europe. The use of the information systems speeds up the 
document verification process in cases of suspicion. 

One of the duties of an asylum seeker in the Republic of Latvia is to co-
operate with the State Border Guard so that it can take his/her fingerprints, 
photograph him/her and identify him/her. The identification of an asylum 
seeker and the verification of the authenticity of documents are performed 
directly by the officials of the State Border Guard, therefore it is necessary 
to improve these processes. The authenticity of asylum seekers' documents 
is checked or examined by the officials of the State Border Guard 
Examination Service. The Latvian legislation governing the area of 

migration does not provide a definition of identity for a third-country 
national and does not describe the process of verifying a person's identity, 
however, the identification process continues until unambiguously clear 
information about a person's identity is obtained.  

The identification of an asylum seeker involves various stages: 
verification of fingerprints in the European Automated Fingerprint 
Identification System (Eurodac), verification of the authenticity of 
documents, appointment of various examinations, as well as other checks. 
Since 2016, a reform of the Eurodac Regulation has been proposed to 
improve and strengthen the European Union's information system with 
fingerprints of asylum seekers. At present, the Eurodac system has been 
introduced and is successfully operating in Latvia, including many functions 
that have not yet been implemented in other EU member states. 

To determine the authenticity of documents, the officials of the State 
Border Guard use the specimens of documents uploaded in the document 
specimen information systems and their descriptions. The use of the 
information systems speeds up the document verification process, 
nevertheless the low quality of documents issued by the third countries 
presented by asylum seekers, the lack of specimens and errors made by the 
issuing authorities make it difficult to establish the authenticity of a 
document. 

The aim of the research is to study the concept of asylum seekers, the 
identification procedure, the factors affecting it and the improvement of 
this procedure, to analyse the nature of authenticity of documents 
presented by asylum seekers, to identify the problems of authentication and 
to find possible solutions. In order to achieve the aim of the research, the 
authors have set the following research tasks: 1) to study the asylum 
seeker identification procedure, 2) to analyse the factors affecting the 
asylum seeker identification procedure, 3) to make proposals  to improve 
efficiency and quality of the identification process, 4) to study authenticity 
examination process of the documents presented by asylum seekers, 5) to 
develop proposals for the improvement of the efficiency and quality of the 
document authentication process. 

Hypothesis: Identification of asylum seekers and authentication of 
documents is an important procedure in the asylum process. 

Research methods: scientific induction method, graphical method, 
document analysis, monographic or descriptive method.  

A positive identification result will prevent threats to public order and 
security not only in the particular Member State but also throughout the 
European Union. 
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Research results and discussion 
 
The European Commission has always moved towards a common 

European asylum system in order to move towards an effective, fair and 
humane asylum policy. A more efficient and coherent asylum system had 
required a single and harmonized set of rules at the European Union level. 
Therefore, in 2016, the Commission proposed the establishment of common 
procedures for granting international protection status, common standards 
on the protection, rights and reception conditions of beneficiaries of 
international protection. 

According to Frans Timmerman, First Vice-President of the European 
Commission: “The European Union needs an asylum system that is both 
effective and protective, based on common rules, the principles of solidarity 
and a fair division of responsibilities. Those who really need international 
protection will receive it quickly, but those who are not entitled to 
protection in the EU will be returned immediately. " 

These changes have established a common asylum procedure and 
ensured that asylum seekers are treated equally and appropriately, 
regardless the Member State where they lodge their application for asylum. 
At the same time, asylum seekers have clear responsibilities and tasks to 
prevent the secondary movement and abuse of the asylum procedure.  

In Latvia, the common conditions of the European asylum system are 
fulfilled by directly implementing the EU instructions (Adijāne, 2019). In 
order to ensure compliance of the legislation of the Republic of Latvia with 
the requirements of the European Union, the new Asylum Law entered into 
force in 2016, which also introduced the requirements of the European 
Union in the field of asylum.  

In the period from 2016 to 2018, 921 application from asylum 
seekers were received in the Republic of Latvia; most often the asylum was 
requested by Syrian and Russian nationals – according the statistics, these 
were 289 and 87 cases, respectively. 
Table 1. Number of asylum seekers and status obtained in 2016 -2018 

(created by the authors, based on  Statistics of the State Border Guard) 
 2016 2017 2018 

Asylum seeker 350 395 176 
Refugee status 47 39 23 

Alternative status 107 259 24 
Analysis of the statistical data in the European Union countries shows 

that 2,488,135 applications were received from asylum seekers from 2016 
to 2018; most often the asylum was requested by Syrian nationals – in 
303,980 cases. 
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that 2,488,135 applications were received from asylum seekers from 2016 
to 2018; most often the asylum was requested by Syrian nationals – in 
303,980 cases. 

Latvian legislation governing the field of migration does not provide a 
definition of identity for a third-country nationals. Latvian legislation does 
not describe the process of verifying a person's identity, for example, when 
a third-country national applies for a visa or residence permit in connection 
with employment, studies or family reunification.  

The officials of the State border guard face various challenges in 
determining the identity of the third-country nationals. When accepting an 
asylum seeker's application,  the state border guard officials may face the 
following problems: the asylum seeker presents false identity documents 
(may be partially forged or completely counterfeit); the asylum seeker 
presents documents belonging to another person; the asylum seeker does 
not have documents; the asylum seeker lies about himself and hides his 
identity; the asylum seeker does not want to cooperate with the State 
Border Guard officials; the asylum seeker hides his country of origin; the 
asylum seeker refuses to perform an examination (e.g. age examination); 
the asylum seeker refuses to provide fingerprints; the asylum seeker 
pretends to be mentally ill. Sometimes asylum seekers enter Latvia without 
documents, because persons, who have been intimidated while fleeing 
persecution in their own country, save their lives and often cannot bring 
documents, so they enter another country without them.  

One of the main problems caused by asylum seekers themselves is the 
change of identity. The asylum seeker provides information about himself/ 
herself, name, date of birth, country of origin, etc., but after a while provides 
completely different information. These steps may be repeated several 
times. According the statistics, asylum seekers lodge applications for a 
variety of reasons. However, some of them do not need the state protection 
and receiving a refugee status or alternative status in the Republic of Latvia, 
and Latvia is used only as a transit country to move to other European 
Union countries. 

As our lives become more computerized, the security systems are 
becoming increasingly important. The rapid development of biometric 
technology is making information more vulnerable to misuse. Due to the 
growing importance of technology and the need for protection and access 
restrictions, reliable identification and authentication of individuals is 
required (Yuhanim Hani Yahaya, 2019). Biometric identification is the 
comparison of a reference sample with all biometric data samples in the 
biometric data processing system in order to determine its matching with 
one of the biometric data samples in the biometric data processing system 
and, if a match is found, to establish the identity of the owner of the 
reference sample. Biometric technologies are based on personal biometric 
data, which is compared with the data of a specific person (Biometric Data 
Processing System Law). 



128

The Eurodac system is one of the key elements of the common asylum 
policy. Eurodac, or the European Automated Fingerprint Comparison 
System, is a tool for quick obtaining information on an asylum seeker 
detained  internally or at the border in order to find out whether or not he 
or she has lodged for and received asylum in another European Union 
Member State, and if the Requirements of the Dublin Regulation are 
applicable to him/her. The Eurodac system makes it possible to 
significantly reduce the time normally required for the European Union 
countries to process asylum applications, thus helping those who really 
need asylum to receive a faster response to their asylum application and to 
identify effectively those who, possibly, wishes to take advantage of the 
European Union's asylum procedures for selfish purposes. At present, the 
Eurodac system is implemented in Latvia and is operating successfully, 
including many functions that have not yet been implemented in other 
European Union member states. 

Of all the fingerprints uploaded into the Eurodac system in the 
European Union, 551,253 were those of asylum seekers being checked. 
Comparing 2017 and 2018, it can be concluded that the total number of 
fingerprints uploaded  decreased by 15% in 2018. Comparing the total 
number of fingerprints of asylum seekers uploaded, it had also decreased 
by 13%. 

The following definition of an genuinne document can be found in 
Latvian legislation: it is a document identifying a person or certifying rights 
issued by an authorized institution,  a visa, a stamp or seal imprint. In order 
to prove or exclude the authenticity of a document, a technical examination 
of the document may be assigned, where the expert gives his/her opinion. 
The expert opinion, as one of the means of proof, is playing an increasingly 
important role in criminal, civil and administrative proceedings.  

The expert's opinion must be objective and scientifically 
substantiated in order to prevent persons from crossing the state border 
illegally by using false or impostor documents, to facilitate the identification 
of persons during immigration control and asylum proceedings, and to 
provide evidence in relevant procedural steps. One of the case-law 
scientists, Daniel C. Murrie, believes that "the objectivity of forensic experts 
is affected by a number of factors, one of them is responsibility and risk, 
which may endanger the forensic expert". 

In the period from 2017 to 2019, the total number of asylum seekers' 
documents submitted for examination was 97. The lowest number of 
documents submitted for examination was 17 documents in 2017, then  it 
increased to 39 documents in 2018, and  reached the highest number – 41 
document in 2019. It should be noted that the highest compliance of 
documents with the specimens – namely, the number of recognition of the 



129

The Eurodac system is one of the key elements of the common asylum 
policy. Eurodac, or the European Automated Fingerprint Comparison 
System, is a tool for quick obtaining information on an asylum seeker 
detained  internally or at the border in order to find out whether or not he 
or she has lodged for and received asylum in another European Union 
Member State, and if the Requirements of the Dublin Regulation are 
applicable to him/her. The Eurodac system makes it possible to 
significantly reduce the time normally required for the European Union 
countries to process asylum applications, thus helping those who really 
need asylum to receive a faster response to their asylum application and to 
identify effectively those who, possibly, wishes to take advantage of the 
European Union's asylum procedures for selfish purposes. At present, the 
Eurodac system is implemented in Latvia and is operating successfully, 
including many functions that have not yet been implemented in other 
European Union member states. 

Of all the fingerprints uploaded into the Eurodac system in the 
European Union, 551,253 were those of asylum seekers being checked. 
Comparing 2017 and 2018, it can be concluded that the total number of 
fingerprints uploaded  decreased by 15% in 2018. Comparing the total 
number of fingerprints of asylum seekers uploaded, it had also decreased 
by 13%. 

The following definition of an genuinne document can be found in 
Latvian legislation: it is a document identifying a person or certifying rights 
issued by an authorized institution,  a visa, a stamp or seal imprint. In order 
to prove or exclude the authenticity of a document, a technical examination 
of the document may be assigned, where the expert gives his/her opinion. 
The expert opinion, as one of the means of proof, is playing an increasingly 
important role in criminal, civil and administrative proceedings.  

The expert's opinion must be objective and scientifically 
substantiated in order to prevent persons from crossing the state border 
illegally by using false or impostor documents, to facilitate the identification 
of persons during immigration control and asylum proceedings, and to 
provide evidence in relevant procedural steps. One of the case-law 
scientists, Daniel C. Murrie, believes that "the objectivity of forensic experts 
is affected by a number of factors, one of them is responsibility and risk, 
which may endanger the forensic expert". 

In the period from 2017 to 2019, the total number of asylum seekers' 
documents submitted for examination was 97. The lowest number of 
documents submitted for examination was 17 documents in 2017, then  it 
increased to 39 documents in 2018, and  reached the highest number – 41 
document in 2019. It should be noted that the highest compliance of 
documents with the specimens – namely, the number of recognition of the 
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Figure 1. Asylum seekers' documents submitted for examination 

 in 2017 - 2019 
(created by the authors, based on  Statistics of the State Border Guard Examination 

Service) 
 

It can be concluded that passports (37%) are most often submitted 
documents among all the asylum seekers' documents. 

Currently, a large number of document images (passports, personal 
ID cards, driving licenses, vehicle registration certificates, residence 
permits, etc.) have been uploaded into various systems with or without 
document descriptions. There are appropriate descriptions of images that 
relate to the specified document verification criteria, such as size, shape, 
security features (e.g. watermarks, UV light response, print quality, photo 
protection, etc.). 

Within the framework of the research, a summary of information 
included in the information systems was created. The created table can be 
used by the officials in their work when searching for a specimen of the 
required document. The use of this table will help to reduce the time of the 
examination procedure as well as the waiting time for the person being 
examined. 

Table 2.  Information included in the information systems 
(created by the authors) 

 

V
av

er
e 

pa
se

s 

D
PR

 

iF
A

D
O

 

PR
A

D
O

 

R
ef

er
en

ce
 

M
an

ua
l 

D
IS

C
S 

IS
U

 
L

IG
H

T
 

FD
S 

R
eg

ul
a 

D
O

C
IS

 

A
R

K
IL

A
 

Travel 
documents X X X X X X X X X X 

Residence 
permits X X X X X X X X X X 



130

   
The information systems are a convenient and accessible tool for the 

officials to check authenticity of documents and detect fraud. The use of 
information systems speeds up the document verification process in cases 
of suspicion.  

The identification of asylum seekers is greatly affected by the low 
quality of the documents issued by various countries, sometimes – by 
errors made by the issuing authorities and by infringements in service. 
Identity documents are still obtained illegally – fraudulently.  

The most important factor influencing the authentication of 
documents required for border crossing is the illegal production and sale of 
high-quality counterfeit documents. Technological production methods 
similar to or even identical to the preparation of authentic documents are 
used. Document protection elements are also qualitatively simulated. By 
personalizing stolen and fraudulently obtained blanks of authentic  
documents, counterfeit documents are made that are difficult to detect. All 
these factors complicate the identification and authentication process and 
contribute to the increase in illegal immigration.   
 

Conclusions and suggestions 
 
1. In order to ensure compliance of the legislation of the Republic of 

Latvia with the requirements of the European Union in the field of 
asylum, the new Asylum Law entered into force in 2016 with the aim 
to ensure human rights to receive asylum, acquire status of refugee or 

ID  cards X X X X X X X X X X 
Visa 
specimens X X X X X X X X X X 

Civil status 
documents X X X X X - - - - X 

Car 
registration 
licences 

X X - X X - X X X - 

Driving 
licences X X - X X  X X X X 

Asylum 
seeker 
documents 

X - - - - X - - X X  

Car 
insurance 
policies 

X X - - - - - - X - 

Stamp 
specimens X - X X X - X - X - 

Counterfeits X - X - X - - - X - 

ALERTS X - - - X - - - - - 
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alternative status or obtain temporary protection in the Republic of 
Latvia. The Law determines that the institution responsible for initial 
activities with asylum seekers and determination of the asylum 
seeker's identity is the State Border Guard.  

2. Information systems are an easy-to-use investigative tool for detecting 
false documents, available throughout Europe, and their use speeds up 
the document verification process in cases of suspicion. 

3. Examining the information to be included in the specimen document 
systems, the authors found that specimens of travel documents, 
residence permits, identification cards, visas can be found in all 
systems reviewed by the authors; however, documents such as 
personal insurance policies can only be found in the "DOCIS" 
information system; specimen of driving licences for transportation of 
dangerous freights can only be found in the "Reference Manual" and 
"DPR" systems. The "DOCIS" system is the only one that includes 
language training tests to improve the knowledge of different national 
languages. Summarizing all the information, the authors conclude that 
in all the examined positions the most different types of documents are 
included in the “Vavere pases” register. Specimens of asylum seekers' 
documents can be found only in "Vavere pases", "DISCS", "ARKILA".  

4. A positive identification result prevents threats to public order and 
security not only in the particular Member State but also in the 
European Union as a whole. Therefore, in the process of identifying 
asylum seekers, the State Border Guard officials have to use a set of 
several methods, as fingerprint identification system, information 
system, interrogation methods, examinations, etc., to speed up the 
asylum procedure and identify the real causes of fleeing.  

5. The current Eurodac Regulation allows comparison only of 
dactyloscopic data. The reform of the Eurodac Regulation proposes the 
possibility to add biometric identifiers for facial recognition in order to 
reduce some of the problems faced by the Member States due to non-
compliance with the procedure of damaged fingertips and fingerprints.   

6. The most common problems in examining asylum seekers' identities 
are: unwillingness to cooperate, providing false information, use of 
counterfeit or impostor documents, impersonation of minors, 
concealment or repeated change of identity. 

7. Investigating the reasons for concealing the person's identity, it was 
found that the asylum seeker feels unstable and insecure in the 
country where he has applied for international protection, does not 
trust the State Border Guard officials, fears that if he/she discloses 
his/her real data, he/she may be found by the persons who had 
threatened or persecuted him/her. 
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8. The factors interfering determination of the authenticity of a document 
are: low quality of documents issued by various countries, errors in the 
procedure of personalization or issuing the documents, infringement 
of issuing procedures, illegal acquisition of documents. 

9. Specimen document information systems do not include information 
on the various elements of document protection, sometimes the 
information provided is inaccurate or erroneous, nonetheless the 
system operators do not yet have any responsibility or liability for the 
information uploaded in the system.  
 

The authors' proposals:  
In order the officials of the State Border Guard Examination Service 

could officially order specimens of documents or forms necessary for their 
operations from the co-operation structural units and from abroad, the 
authors recommend to amend Article15 "Forensic expert has rights" of the 
Forensic Expert Law adding Section 4 that would state "To order and 
receive all specimens of documents and forms necessary for the 
examination". 

The authors believe that the Latvian State Border Guard officials 
should share with other European Union member states their experience in 
establishing an asylum seekers register, because this national information 
system in Latvia works successfully, including many functions that have not 
yet been implemented in the other member states.  

Face recognition is not the only proposal that can complement and 
improve the existing system, therefore the authors recommend amending 
Regulation No 603/2013 of the European Parliament and of the Council "On 
the establishment of Eurodac for the comparison of fingerprints for the 
effective application of Regulation (EU) No 604/2013 establishing the 
criteria and mechanisms for determining the Member State responsible for 
examining an application for international protection lodged in one of the 
Member States by a third-country national or a stateless person and on 
requests for the comparison with Eurodac data by Member States' law 
enforcement authorities and Europol for law enforcement purposes, and 
amending Regulation (EU) No 1077/2011 establishing a European Agency 
for the operational management of large-scale IT systems in the area of 
freedom, security and justice": 
- in order to be able to identify a person more accurately and not cause 

inconvenience with the touches of direct contact, to introduce a 
contactless biometric identification method – an iris recognition 
program; Article 2 “Definitions” and Article 15 “Data entry” of the 
Regulation (EC) No 603/2013 of the European Parliament and of the 
Council should be supplemented with text “biometric data – digital 
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Member States by a third-country national or a stateless person and on 
requests for the comparison with Eurodac data by Member States' law 
enforcement authorities and Europol for law enforcement purposes, and 
amending Regulation (EU) No 1077/2011 establishing a European Agency 
for the operational management of large-scale IT systems in the area of 
freedom, security and justice": 
- in order to be able to identify a person more accurately and not cause 

inconvenience with the touches of direct contact, to introduce a 
contactless biometric identification method – an iris recognition 
program; Article 2 “Definitions” and Article 15 “Data entry” of the 
Regulation (EC) No 603/2013 of the European Parliament and of the 
Council should be supplemented with text “biometric data – digital 

image of the iris”; Article 1 “The following terms are used in the Law" of 
the Biometric Data Processing System Law should also be supplemented 
with the term "digital image of the iris";  

- in order to determine the country of origin and even the region from 
which the asylum seeker comes, to introduce a voice recognition 
program according the dialect; Article 2 “Definitions” and Article 15 
“Data entry” of the Regulation of the European Parliament and of the 
Council No 603/2013 shall be supplemented with “biometric data – 
voice recording”; Article 1 “The following terms are used in the Law" of 
the Biometric Data Processing System Law ” should be supplemented 
with the term “voice recording”. 

To rule out impostor during the inspection, the State Border Guard 
officials must carefully compare the photograph in the document with the 
person's face, which must be divided into segments. The authors 
recommend that annual training on recognizing impostors should be 
organized for the officials who identify persons on the basis of presented 
documents, as the number of the impostor cases in which the  another 
person's documents are used is increasing every year.  

In order to exclude the possibility of illegal copying or alteration of 
documents, the identity documents issued must incorporate all the security 
features included in the description of the specimen document. The Office 
of Citizenship and Migration Affairs, which is an identity document issuing 
authority in Latvia, should appoint a responsible person for quality control 
of the obtained forms, because in 2019 it was found that a whole batch of 
authentic documents – identification cards of the Republic of Latvia – did 
not incorporate such a security element as a variable laser image. 

The authors recommend making amendments to the sentence of 
Article 11 of the “Regulations on the development and use of the 
information system of specimen documents of personal identity and 
documents certifying rights” by adding the words “at the request of the 
State Border Guard officials”. 

In order to combat document fraud and to support the fast exchange of 
authentic or false document images between the EU Member States or third 
countries, the European Union Internet Image Archiving System (iFADO) 
should introduce stricter rules for maintaining specimen document 
information systems by appointing 2-3 responsible persons from the each 
country's national Expertise institutions that will place the description of 
the document in the common system, setting a term of 1 month before the 
document is introduced into circulation.  
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country's  national  Expertise  institutions  that  will  place  the  description  of            
the  document  in  the  common  system,  setting  a  term  of  1  month  before  the                
document   is   introduced   into   circulation.     
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