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• Potential security countermeasures at different levels of defense are shown.
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ABSTRACT
In the era of communication technologies, wireless healthcare networks enable innovative applications
to enhance the quality of patients’ lives, provide useful monitoring tools for caregivers, and allows
timely intervention. However, due to the sensitive information within theWireless Body Area Networks
(WBANs), insecure data violates the patients’ privacy and may consequently lead to improper medical
diagnosis and/or treatment. Achieving a high level of security and privacy in WBAN involves various
challenges due to its resource limitations and critical applications. In this paper, a comprehensive
survey of the WBAN technology is provided, with a particular focus on the security and privacy
concerns along with their countermeasures, followed by proposed research directions and open issues.

1. Introduction
A Wireless Body Area Network (WBAN) is a wireless

network that consists of a set of tiny bio-medical nodes dis-
tributed on the body surface, underneath the skin, inside the
body, or in the vicinity of the body. WBAN, also known
as Wireless Body Sensor Network (WBSN), is defined in
IEEE 802.15.6 [51], which is a particular type of Wireless
Sensor Networks (WSNs). IEEE 802.15.6, which has been
released in 2012, is the only standard available for WBAN.
IEEE 802.15.6 provides a reliable, short range of communi-
cations and a wide range of data rates to fit different types of
applications. The extremely low power sensor nodes have the
ability to monitor the vital physiological signs of the body,
and some nodes are able to inject a medicine dosage directly
into the body.

Both the wearable devices and the Implantable Medical
Devices (IDMs) are designed to send real-time readings of the
body bio-signals to a remote server or a sink node. The mon-
itored signals vary considerably depending on the node type
and could be body temperature, blood pressure, respiration
measurement, heart rate, blood glucose level, Electrocardio-
gram (ECG) or Electromyogram (EMG). Monitoring these
physiological parameters of the elderly or those with chronic
diseases provides more flexibility and freedom to patients and
allows quick intervention when necessary. At present, the
aging population is increasing dramatically across the globe
[94]. For instance, the number of people aged over 85 in the
United Kingdom is heading to double by mid-2041 [94]. Ad-
ditionally, according to World Health Organization (WHO)
[136], diabetes will be among the leading causes of death
by 2030, where up to 15% of the overall national healthcare
budget is dedicated to diabetes care. Consequently, the total
expenditure of health systems and the percentage of the over-
loaded medical staff are expected to increase significantly.
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This incentivizes taking advantage of the latest advancements
of WBAN to enhance the quality of patients’ lives, improve
monitoring procedures, make timely intervention decisions,
and reduce the overall cost of health systems along with the
long operational hours of medical staff.

Security and privacy concerns are the major challenges
facing the widespread adoption ofWBAN. Sensor nodes send
very critical and sensitive data. Any compromise would not
only violate the patients privacy but may also endanger their
lives. For instance, when a false ECG sensor reading is pro-
vided to physicians, it may lead to incorrect interventions that
could be harmful to patients. Similarly, when an automated
insulin pump receives a wrong or compromised command, it
may inject an insulin overdose into the patients’ bloodstream.
WBAN is prone to various types of attacks ranging from in-
ternal to external and passive to active attacks. On the other
hand, security countermeasures vary from traditional secu-
rity solutions like authentication and encryption to Intrusion
Detection Systems (IDSs) and Trust Management Systems
(TMSs) in order to address potential security vulnerabilities.

Several survey papers on WBAN are available in the liter-
ature. However, since the first WBAN draft was published in
2010, survey papers on or before 2010 are not considered in
this survey. WBAN architecture has been widely discussed
in [5, 25, 71, 85, 130, 132]. Also, the three tiers of com-
munication (explained in section 2.3) are discussed in many
papers [5, 25, 85, 132]. However, authors in [132] suggest
four tiers of communication in order to include the nano com-
munication between nano nodes and nano-micro nodes in the
in-vivo domain. The PHY and MAC layers of the standard
have been presented in [4, 20, 25, 71, 85, 131], while the
WBAN design issues are discussed in [20]. WBAN applica-
tions are presented in [2, 20, 109, 115, 130], whereas routing
protocols applicable to WBAN are stated in [2, 71, 109, 130].
In contrast to the aforementioned work, this paper provides a
holistic description of the WBAN architecture, topology and
tiers of communication, in addition to presenting the security
levels defined in the standard. Although survey papers be-
fore the first standard draft have not been considered, some
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conflicting information still exists in the literature; therefore,
to the best of our abilities, all related information presented
in this paper are verified to comply with the IEEE 802.15.6
standard. Some WBAN applications have been mentioned
throughout this paper, while routing protocols are out of the
scope of this paper.

The security of WBAN has been reviewed in several sur-
veys recently. Many of which propose different classification
approaches of threats and vulnerabilities of WBAN. The com-
mon denominator between them is discussing the security
threats and the required countermeasures against these threats.
The basic security requirements provided by the Confiden-
tiality, Integrity and Availability (CIA) model are widely
discussed in the literature [5, 80, 132], whereas more general
security requirements have been discussed in [5], such as data
freshness and secure management. Furthermore, WBAN at-
tacks are also discussed in the literature. The authors in [13]
present a set of potential attacks categorized based on the
protocol stack layers, while passive and active attacks are
discussed in [65] in addition to a list of 18 different types of
attacks. Additionally, traditional countermeasures such as
authentication are briefly reviewed in [5, 80, 132], while fur-
ther authentication schemes have been discussed in [23]. In
[65], a detailed survey of key agreement schemes is provided;
moreover, authors present an overview of security evaluation
methods in addition to a performance analysis discussion
based on power consumption, memory and computational
cost. The authors in [132] discuss the security challenges on
different tiers of communication, including the nanodomain,
in addition to listing generic challenges ofWBAN. In contrast
to the aforementioned work, this survey paper investigates
the major security threats and vulnerabilities and categorizes
them into three different groups based on the CIA security
requirements they violate. Unlike other survey papers, in
addition to the traditional security countermeasures, coun-
termeasures at different security levels of defense have also
been considered. Additionally, more specific requirements
have been discussed for different security countermeasures.

The main contributions of this survey can be summarized
as follows:

• Provide a brief background of WBAN technology and
architecture that complies with the IEEE 802.15.6 stan-
dard. This concise introduction offers the readers an
entry-level to the research area.

• Investigate themajorWBAN threats and vulnerabilities
at different levels of defense.

• Discuss the security requirements and challenges of
WBAN, especially at tier-1 and tier-2 of communica-
tion. Furthermore, additional requirements have been
specified when needed for different security solutions.

• Present the potential countermeasures to protect the
security and privacy of WBAN at different levels of
defense.

• Authentication and key establishment schemes have

been discussed comprehensively. Moreover, a sug-
gested classification has been proposed.

• IDSs and TMSs have been discussed along with their
related attacks.

• Further research opportunities, directions and open
issues have been proposed.

The remainder of this paper is organized into seven sec-
tions that proceed as follows. An overview of the WBAN
technology is presented in section 2. This is followed by
general security requirements and approaches in section 3.
In section 4, the vulnerabilities and threats of WBAN are
comprehensively explored, while section 5 presents different
types of security countermeasures and approaches. Future
research opportunities and directions of WBAN are stated in
section 6. Finally, the paper is concluded in section 7.

2. Wireless Body Area Networks
The importance of WBAN and its critical role in the

healthcare systems motivate the standardization process to
enable the interoperability of different products from different
vendors. IEEE 802.15.6 defines the Physical (PHY) and the
Medium Access Control (MAC) layers of WBAN [51]. The
extremely rigorous requirements ofWBAN transceivers, such
as power efficiency, force IEEE Task Group 6 (TG6) to adopt
three types of physical layers in order to satisfy different
types of applications [144]. These physical layers could be
summarized as follows [66]:

• Narrowband (NB) PHY: supports seven frequency bands
with different data rates [51].

• Ultra-wideband (UWB) PHY: supports two different
frequency bands, low and high, with a different number
of channels, while having the same bandwidth. The
design of UWB PHY provides durable implementation
with lower complexity and power consumption.

• Human body communication (HBC) PHY: supports
one low-frequency band centered at 21MHz, where the
data transmission is conducted through the patient’s
body using Electric Field Communication (EFC) tech-
nology.

2.1. WBAN Design Characteristics
The overall design characteristics of IEEE 802.15.6 stan-

dard are as follows [51, 118, 142]:
• Recoverable in case of any link or node failure.
• The ability to support a vast range of data rates starting

from tens of Kbps and up to around 10 Mbps in order
to meet all potential applications.

• Provides efficient power consumption mechanisms that
allow power source to last for several years.
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• Provides reliable communication with acceptable jitter
and latency values for both medical and non-medical
applications.

• Supports the coexistence of both in-body and on-body
sensor nodes.

• Able to support authentication, encryption and integrity
security mechanisms.

• Able to address node adding and removing within a
relatively short time.

• Supports operation in a heterogeneous wireless envi-
ronment.

• Complies with Specific Absorption Rate (SAR) regu-
lations.

• Supports scalability up to 64 nodes.
In the literature, there is some conflicting information

regarding the characteristics of WBAN. For instance, some
papers suggest that WBAN is scalable up to 256 nodes [118,
142], whereas the IEEE 802.15.6 standard defines it as a
maximum of 64 nodes. Therefore, the information of the
IEEE 802.15.6 standard is adopted throughout the paper to
avoid such conflicts.
2.2. WBAN Topology

The IEEE 802.15.6 defines the BodyAreaNetwork (BAN)
as a logical set consisting of sensor nodes and a single hub. It
adopts the star topology with two different types of communi-
cations, simple one-hop and extended two-hop star topology.
In simple one-hop star topology, nodes exchange frames di-
rectly with the hub of BAN, whereas in the extended two-hop
topology, a relay node is introduced and nodes are able to
communicate directly with the hub or via a relay node as
illustrated in Fig. 1. The total number of nodes within a
single BAN is specified by the MAC sublayer parameter
mMaxBANSize, which has been set to 64. Nodes in BAN
could be classified based on their role into:

• Hub: The hub node, the sink node or the coordinator
are different names for the same node type. The hub
acts as a gateway to another BAN or external networks.
It controls the BAN and all the external communica-
tions go through it. It has better resources compared
to normal nodes inside the BAN.

• Relay node: Some nodes have the relay capability to
relay messages from end nodes to the hub. They are lo-
cated in the hub’s direct communication range. Relay-
ing is required in the extended star topology of WBAN.

• End node: Other nodes in WBAN are considered as
end nodes. They are designed to perform specific tasks
and exchange messages with the hub directly if they are
in the direct communication range or via relay nodes
if they are out of the direct communication range.

In addition to the aforementioned classification of nodes in
WBAN, different types of classifications are available in the
literature, such as node deploying location (in-body or on-
body, etc.) and node functionality (sensor nodes or actuator
nodes, etc.) [10].
2.3. WBAN Communication Architecture

Considering the wholeWBAN ecosystem, data communi-
cation could be divided into different tiers of communication.
The authors in [132] divided it into four levels of commu-
nication in order to consider the communication between
nano-nodes and micro-nodes. However, generally, three tiers
of communication are recognized in the standard of WBAN
[71, 80, 85] as follows:

• Tier-1 Intra-BAN communication: The data commu-
nication in the first tier includes the communication
between sensor nodes themselves and between sensor
nodes and the hub. Both sender and receiver are lo-
cated in the body range in this tier of communication.
This includes in-body, on-body and off-body sensor
nodes. The data rate depends on the characteristics of
the sensor nodes as well as the physical layer and the
used frequency.

• Tier-2 Inter-BAN communication: Tier-2 communica-
tion includes the communication between two different
BANs and the communication between the hub and
the Access Points (APs).

• Tier-3 Beyond BAN communication: Tier-3 commu-
nication represents all the communications that take
place beyond the BAN. Tier-3 includes communication
between the APs and the medical servers via the inter-
net. All the protocols in this tier of communication are
well defined in the TCP/IP stack.

Fig. 2 depicts all WBAN communication tiers. In the figure,
two BANs are shown in tier-1 of communication, where
the on-body nodes and the implanted nodes are distributed
across the body. All nodes are connected to the hub via direct
communication or via a relay node.

3. Security in WBAN
Security and privacy issues are critical concerns in all

types of networks. However, WBAN, which processes criti-
cal data that, if compromised, may affect patients’ health or
endanger their lives, requires more efficient security mecha-
nisms to protect patients from all types of malicious activities.
Although security in WBAN is very crucial and has a high
priority, there are still many open areas to research due to the
strict resource restrictions of WBAN, in addition to a wide
range of security and privacy vulnerabilities inherited from
Wireless Sensor Networks (WSNs).

In order to ensure a high level of security and privacy
in WBAN, security at each tier of communication must be
guaranteed. The basic security requirements of WBAN are
outlined as follows:
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• Confidentiality: Data must be protected from being
disclosed to any unauthorized parties during data trans-
mission as well as during the storage phase [13]. Data
in WBAN contains very sensitive information about
the health of the patient. It could be disclosed during
transmission in an open channel by eavesdropping or
could be disclosed when it is stored in a plain format
when the node gets compromised. Therefore, hiding
data using proper encryption is a must.

• Integrity: When data is received, the receiver party
has to ensure that the received information is origi-
nal and have not been altered during the transmission
phase [99]. Confidentiality measures cannot protect
data from modification, which can be easily done by
intercepting data in the transmission phase to inject,
delete, or modify the sent message.

• Availability: Adversary can breach the availability
and prevent authorized entities from accessing the re-
quired data [5]. Considering the critical applications
of WBAN, disrupting the communication between the
caregivers and the sensor nodes may threaten the pa-
tient’s life. Therefore, maintaining the ability to access
the required data under any circumstances is a crucial
requirement for this application type.

• Data Authentication: While data integrity aims to save
data from being modified during the transmission, data
authentication aims to ensure that the received message
came from the origin node, which is believed to be [22].
IEEE 802.15.6 defines the Message Authentication
Code (MAC) to verify that the received message is
sent by the original sender.

• Data Freshness: Adversary may intend to capture the
transmitted messages and replay them afterward in
which it causes confusion and instability in WBAN
[65]. Therefore, a mechanism to ensure that the re-
ceived message is recent and no adversary replay old
messages is a must. Ensuring that the received mes-
sages are in order and on time is referred to as strong
freshness, whereas there is no latency guarantee in
weak freshness.

• Secure Management: Many security mechanisms such
as encryption, decryption, and data authentication re-
quires keys, which must be distributed in a secure man-
ner [63].

Security at tier-3 of communication has been widely inves-
tigated in the literature since it is a common tier between
different networks, whereas many research opportunities are
still open at tier-1 and tier-2 of communication. Therefore,
this survey will mainly consider the security and privacy
concerns on the first two tiers of communication for their
uniqueness to WBAN.

IEEE 802.15.6 defines three levels of security, where the
hub and the sensor nodes can choose from. Each one of

these security levels has different security characteristics as
follows:

• Level-0 Unsecured Communication: No security mea-
sures are used at this level of security. Messages are
exchanged in unsecured frames without confidentiality,
authentication, integrity validation or replay defense.

• Level-1 Authentication: Messages, at this security level,
are exchanged in secured authenticated frames that en-
sure message authenticity, replay defense and integrity
validation. However, no measures are applied to pro-
vide confidentiality and privacy protection.

• Level-2 Authentication and Encryption: The highest
level of security proposed in the standard. Messages
are exchanged in secured authenticated and encrypted
frames. Therefore, confidentiality, message authentic-
ity, integrity, and replay defense are all provided at this
security level.

Nodes and hub are to choose the suitable security level
during the association process based on their security re-
quirements. Fig. 3 shows the security structure to generate
security keys and provide security services. A presharedMas-
ter Key (MK) has to be activated or established between the
hub and every node during the association process to achieve
secured unicast communication, then a Pairwise Temporal
Key (PTK) is created and shared between the two parties to
be used per communication session. On the other hand, for
secured multicast communication, a Group Temporal Key
(GTK) is generated in the hub and subsequently shared with
corresponding multicast group members by the hub.

Although the IEEE 802.15.6 standard provides three se-
curity levels, recent research shows that the security mecha-
nisms introduced in the standard are still vulnerable to differ-
ent types of attacks. The author in [127, 128] analyses the key
agreement protocols of the WBAN standard for MK estab-
lishment. He states that four protocols for key establishment
defined in the standard are vulnerable to Key Compromise
Impersonation (KCI) attacks and do not meet the forward
secrecy requirement. Additionally, one of the protocols is
vulnerable to offline dictionary attacks.

4. WBAN Threats
Considering WBAN as a special type of WSN, it in-

herits all security threats from WSN. Moreover, the spe-
cial type of applications that WBAN provides and the strin-
gent resource constraints increase the threats and security
concerns to WBAN deployment. The security concerns in
WBAN could be divided into attacks and misbehavior activi-
ties. While attacks involve anymalicious activities that intend
to damage the network or affect its operation, misbehavior
threats occur when an internal node acts in an improper way
that affects the operation or the network’s performance. Fig.
4 shows the WBAN threats taxonomy discussed throughout
this survey.
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Figure 3: Security Structure
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4.1. WBAN Attacks
WBAN is susceptible to different types of attacks, which

could be classified based on the origin of the attack into
internal and external attacks as follows [1],

• Internal attacks: This kind of attack is sourced from
inside theWBAN by amalicious or compromised node.
The main challenge in this type of attack is that the
traditional security measures, which are considered the
first line of defense, are not able to protect the network
from this type of attack.

• External attacks: This kind of attack is launched by
outsiders, which may involve external nodes or any
other types of adversaries.

Another method proposes classifying attacks based on the

nature of the attack into passive or active attacks as follows
[1],

• Passive attacks: The main aim of passive attacks is
to gather data rather than threaten the network, such
as eavesdropping attacks. This type of attack violates
the confidentiality and privacy requirements. Further-
more, adversaries could take advantage of the gathered
information to launch active attacks later.

• Active attacks: This kind of attack contains a various
range of malicious activities such as data alteration
and route poisoning. DoS attacks, for instance, target
the operation of the network in order to degrade the
performance of the network and deplete the resources
as well.
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To provide a logical sequence across this survey, we clas-
sify the attacks based on the CIA security requirements model.
Note that the below list of attacks is not exhaustive. It covers
the widely-known types of attacks related to WBAN.

4.1.1. Attacks on Confidentiality
The attacks on confidentiality are listed as follows:
• Eavesdropping Attack: An eavesdropping attack is a

monitoring attack where the adversary snoops on the
medium to capture the transmitted frames in order to
extract sensitive information in the absence of a vic-
tim’s awareness [3]. In the security level 0 (unsecured
communication) and security level 1 (authentication
but not encryption) where no confidentiality or privacy
protection is available [51], the adversary can easily
gather sensitive and private information. On the other
hand, in the security level 2, where authentication and
encryption are provided, the adversary still has the
chance to eavesdrop and get the secret keys during the
key exchange phase.

• Replay Attack: Attackers may capture and store mes-
sages and then replay them into the BAN [81]. This
may lead to confusion and in some circumstances, lead
to a significant problem when an action is taken based
on these replayed messages because the late received
messages are still valid ones. IEEE 802.15.6 provides
a replay defense mechanism to detect replay attacks
in both security levels 1 and 2, where the first octet of
the MAC frame body, which is the "Low-Order Secu-
rity Sequence Number", is used for data freshness and
replay detection [51].

• Relay Attack: It is a sort of the Man-in-the-middle
attack where the malicious node intercepts the commu-
nication between two nodes [65]. The two victimized
nodes believe that they are in direct communication
with each other; however, the malicious node can in-
tercept all exchanged frames.

• Impersonation Attack: The attacker can take advantage
of the eavesdropped messages to impersonate a legiti-
mate node in order to receive more private information,
which causes more harmful effects [110].

4.1.2. Attacks on Integrity
All integrity attacks are active attacks where the adver-

sary injects or manipulates the transmitted messages over the
network.

• Spoofing Attack: There are different types of spoofing
attacks where adversaries in all of them aim to alter or
modify messages to have legitimate access or even to
interrupt the operation of the network [81]. The com-
munication in security levels 1 and 2 of IEEE 802.15.6
transfers authenticated messages between nodes by
setting the MIC field of the Media Access Control
(MAC) frame body to the Message Authentication

Code (MAC) in order to ensure the integrity and au-
thenticity of the received messages [51].

• Modification/Injection Attack: It is a sort of Man-In-
The-Middle (MITM) attack where the adversary not
just relays messages between the victims, but also in-
jects new messages or modifies the exchanged ones [3].
What makes it worse is that the exchanged messages
may convey critical or urgent biometric signals. For
example, the message may reflect an emergency case
or contain a command from the healthcare center to
the respective node to increase the insulin dosage that
has to be injected into the patient’s body and in both
cases, this attack may affect the patient’s life.

• Sybil Attack: In the Sybil attack, the adversary imper-
sonates fake identities illegitimately. He can use the
fake identity to attack the network until got detected
and then generates a new identity and continues his
malicious activities [78].

4.1.3. Attacks on Service Availability
The main attack against service availability is the Denial

of Service (DoS) attacks. DoS attacks can be performed at
any stack layer. Below are the most common DoS attacks:

• Jamming Attack: Since it is explored in the literature in
1982 [133] to this date, transmitting data wirelessly is
always liable to jamming attack. The attacker intention-
ally interferes with the frequencies used by other nodes
in the networks, and as a consequence, the Signal-to-
Interference-plus-Noise ratio (SINR) decreases signif-
icantly. As the jamming attack is very detrimental,
WBAN has to address this serious threat in order to
save computational and energy resources.

• Tampering Attack: A tampering attack is a physical
attack where the adversary is able to access the node
physically and cause damage to the hardware compo-
nents of the node or acquire critical information like
cryptographic keys [81]. Although nodes in WBAN
are either implanted underneath the skin or in direct
touch with the human body, the patient still has to have
adequate awareness about who is authorized to han-
dle the nodes physically in order to defeat this type of
attack.

• Collision Attack: The collision occurs when two or
more nodes transmit at the same time [56]. This over-
lapped transmission degrades network performance
and depletes the nodes’ energy. Adversary intention-
ally overlaps other nodes’ transmission to create a col-
lision. This signal interference leads to receiving a
collided frame, and consequently, Cyclic Redundancy
Check (CRC) fails to verify the received frame. Hence
it will be discarded. By continuing the adversary to
collide with the transmitted frames, the performance
degrades dramatically. For example, colliding with ac-
knowledgment frames like I-Ack or B-Ack may double
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the ContentionWindow (CW) up to reach CWmax[UP]
[51].

• Interrogation Attack: In this kind of attack, the adver-
sary or the compromised node takes advantage of the
RTS/CTS (Request To Send/ Clear To Send) mecha-
nism, which is usually used with the CSMA/CA pro-
tocol to overcome the hidden terminal problem [106].
The attacker frequently sends an RTS message in or-
der to obtain a CTS response from the targeted nodes,
and consequently, all nodes abstain from using the
network [30, 97, 104]. To the best of our knowledge,
RTS/CTS mechanism is not used in IEEE 802.15.4 nor
IEEE 802.15.6 [51, 52]; however, authors in [11, 90]
evaluate RTS/CTS mechanism in conjunction with the
CSMA/CA protocol for both IEEE 802.15.4 and IEEE
802.15.6, respectively. The simulation results show
a tangible enhancement in the overall performance.
Therefore, the interrogation attack still has to be con-
sidered.

• Selective Forwarding Attack: Selective forwarding at-
tack is a well-known attack in WSN where a compro-
mised node drops some packets or selectively forwards
some of them [55]. For instance, forwarding packets to
a specific destination and dropping others. According
to the WBAN architecture, the intra-BAN communica-
tion can be an extended two-hop star topology where
the sink node is not necessarily in a direct communi-
cation range with all nodes in BAN [51]; hence relay
nodes’ cooperation is mandatory to ensure WBAN op-
eration [100].

• Exhaustion Attack: It is a kind of attack in which the
adversary attempts to deplete the victim’s resources,
such as the denial of sleep attack where the adversary
depletes the battery of the victim [107].

• Sinkhole Attack: The malicious or the compromised
node attempts to attract all the traffic inside the WBAN
and then drop it [41]. The adversary can run this kind
of attack by sending fake routing updates showing itself
as the shortest path to the medical server.

• Blackhole Attack: This kind of internal attack is a
special type of selective forwarding attack. However,
in the blackhole attack, malicious relay nodes drop all
incoming frames instead of forwarding them [92].

4.2. Misbehaviour Activities
The second type of WBAN threat is the misbehaving ac-

tivities, which are an unexpected behavior of an internal node.
It is usually a selfish activity to gain extra resources unfairly
or to save power. For instance, a relay node could refuse to
forward frames in order to save energy. Misbehaving is very
harmful because traditional security mechanisms usually fail
to detect or prevent this type of internal threats. TMSs, which
is discussed later in section 5.3, is an effective measure to
assess nodes’ behavior with an aim to identify untrustworthy
and misbehaved nodes.

5. WBAN Threats Countermeasures
Security and privacy in WBAN are essential due to the

detrimental effects of its vulnerabilities. However, achieving
a high level of security and privacy is a challenging task. This
is because of the specific nature of WBAN, notably, the re-
source limitations and the vital applications it provides. In or-
der to ensure an end-to-end high level of security, three differ-
ent types of security countermeasures need to be considered.
It is worth mentioning that due to the scarcity of WBAN-
specific schemes in the literature, some security schemes
presented in this section are generally proposed for WSN,
which has a high potential of deployment on WBAN; how-
ever, these potentials are worthy of further investigations
before direct adoption. Fig. 5 shows a high-level perspective
of the security countermeasures discussed throughout this
survey, associated with the corresponding sections where
they are presented.
5.1. Secure Communication

More attention needs to be paid to security and privacy
in military and medical applications due to the dangerous
consequences of their vulnerabilities. This section states the
security requirements related to WBAN communications in
section 5.1.1. This is followed by a review of the security
countermeasures, which are authentication and key establish-
ment in section 5.1.2, integrity validation in section 5.1.3,
and encryption in section 5.1.4.
5.1.1. Security Requirements

In order to defend against well-known attacks and achieve
a high level of security, the following security requirements
have to be met in any proposed scheme:

• Lightweight: Any proposed security solution must be
computationally lightweight to fulfill the constraints
of resource limitations [101].

• Anonymity: It ensures that no outsider will be able to
know the identity of the two parties during the authen-
tication process, which enhances the privacy [111].

• Mutual authentication: It means that the involved par-
ties are able to authenticate each other; therefore, the
authentication process is secured from any impersonate
attack [139].

• Unlinkability: It ensures that the hidden identity of the
nodes still be maintained even if the adversary could
capture two transmitted messages belong to the same
node because it is impossible to link or associate the
captured messages to find out the identity of the sender
[74].

• Session key establishment: After a successful authenti-
cation process between two nodes, a secure session key
should be generated and exchanged securely in order
to secure the subsequent communications [139].
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• Forward secrecy: It ensures that the session key is still
secured even if one or the two communicating parties
are compromised; moreover, even when the adversary
has one or both the private keys [46].

• Revocability: It is the ability to revoke any misbehaved
node effectively [139].

• Non-repudiation: It is imperative that the transmitted
messages in WBAN are not repudiated; therefore, the
sender cannot deny his sent messages [111].

• Resilience to well-known attacks: Any proposed secu-
rity solution must be immune to the well-know attacks.
For instance, resilience to replay attack, resilience to
impersonation attack, resilience to verifying attack,
resilience to modification attack and resilience to man-
in-the-middle attack [22].

• Key escrow resilience: Generating keys by Private
Key Generator (PKG) raise a key escrow problem in

both Public Key Infrastructure (PKI) and ID-based
infrastructure as well [75].

5.1.2. Authentication and Key Establishment
Authentication and the key establishment form one of

the essential foundations of securing the communication of
WBAN. Many research has been proposed in the literature to
address this issue. However, many of the proposed schemes
fail to meet the aforementioned security requirements or are
vulnerable to certain attacks [95], [138]. Therefore, authen-
tication and the key establishment is still an open area for
research in WBAN [74]. Authentication gives the receiver
the ability to verify the origin of the received messages in
order to identify any malicious sender claiming legitimacy.
These authentication and key establishment schemes could
be classified as follows:
5.1.2.1. Non-cryptographic security schemes All non-
cryptographic security schemes are based on assumptions
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related to the physical characteristics of the network. It is
worth mentioning that this type of security scheme is classi-
fied as non-cryptographic due to the used technique to achieve
authentication; however, this does not mean that they are un-
able to generate keys. For instance, some biometric security
schemes are able to generate keys, which could be used later
to encrypt the exchanged messages. Non-cryptographic se-
curity schemes could be classified as follows:

1. Biometric based security schemes: Many research in
the literature uses unique data from the body domain
to achieve lightweight authentication. This trend of
research emerges because of the thought that it is diffi-
cult to forge the physiological body signs. The authors
in [150] propose a novel approach for key generation
between neighbour nodes based on electrocardiogram
(ECG) signals. Although the proposed ECG-based key
generation is able to secure intra-BAN communica-
tion without key establishment costs, it has some draw-
backs. For instance, it is applicable just in case that
all the nodes are located on the surface of the human
body, while in WBAN, nodes could be implanted un-
derneath the skin or in the vicinity of the body. There-
fore, biometric-based security schemes could be con-
sidered as scope specific schemes. Moreover, most of
the physiologically based security schemes proposed
in the literature do not meet the aforementioned re-
quirements. Neither ESKAS [103] nor OPFKA [48]
meets the unlinkability and mutual authentication re-
quirements. Furthermore, not all the nodes have the
ability or the hardware to collect the required authenti-
cation data. The authors in [105] proposed a symmetric
security scheme to generate and distribute the crypto-
graphic keys using the ECG signal for WBAN. WBAN
nodes should be able to sense the ECG signal using a
time synchronization method in order to generate the
security key. Informal and formal security analysis are
used to prove the robustness of the proposed method.

2. Channel based security schemes: It is another security
scheme trend, which takes advantage of the physical
characteristics to authenticate nodes, and in some cases,
to extract keys. It is built on the assumption that chan-
nel characteristics between two nodes are the same.
Channel-based security schemes could be categorized
into three types based on the use of physical character-
istics:

• Security schemes based on an out-of-band (OOB)
communication channel: Some research proposes
using a new auxiliary channel to facilitate node
authentication by assuming the resilience of the
new out-of-band channel to eavesdropping attack.
The proposed OOB channel varies from audio
to ultrasound channels. For instance, authors
in [73] introduce a way of authentication by us-
ing visual OOB and with the patient’s help. By
comparing the blinking LED patterns, the user is
able to accept or deny the authentication process.
Although the proposed security scheme in [73]

meets mutual authentication, forward secrecy and
revocation requirements, it is still regarded as a
scope specific scheme as some nodes could be
implanted inside the body of the patient. More-
over, the modular exponentiation operations used
in the proposed scheme does not fit the tough
resource limitations of WBAN.

• Security schemes that require additional hard-
ware: One of the channel-based schemes that
requires using additional hardware, which is not
recommended from the WBAN perspective due
to the tough resource limitations. For instance,
Good Neighbor [17] is a proposed solution for
pairing two devices using multiple antennas at
the receiver side.

• Security schemes based on channel characteris-
tics measurements: the authors in [112, 113] pro-
pose a lightweight authentication scheme based
merely on Received Signal Strength (RSS) mea-
surements. Because of the wireless channel cor-
relation, a condition raises for nodes placements,
which must be distributed on the half-wavelength
range. BANA [112] solely provides an authenti-
cation mechanism for on-body devices, which are
on the Line of Sight (LOS) and does not extract
any keys, whereas MASK-BAN [113], which
considers the channel variations of heterogeneous
nodes and their reflection on RSS, provides au-
thentication and keys extraction mechanism as
well.

As most of the proposed security solutions are for on-
body nodes, channel-based security schemes are scope
specific and may not apply to in-body nodes. Further-
more, many physical parameters could affect RSS, such
as the surrounding environment, nodes’ positions and
mobility.

3. Proximity-based security schemes: By exploiting the
small-scale fading variations onwireless channels when
two wireless devices are close to each other and with
the help of a third party RF source, the authors in
[82] introduce their proximity based scheme to extract
the secret key. However, the central dilemma in such
schemes is that the two involved parties must reside
inside the half-wavelength in order to have the same
small scale fading variation and it is recommended to
be 0.1� or less while the adversary should reside on
0.4� or more. It is worth mentioning that [82] is a
generic security scheme that could be used for sensor
networks as well.

5.1.2.2. Cryptographic security schemes Cryptographic
security schemes vary depending on the types of keys and
could be classified into the following categories.

1. Public key signature schemes: Public key cryptogra-
phy (PKC) is based on generating two non-identical
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keys. One key is used for encryption or signature gen-
eration, whereas the other is used for decryption or
signature verification. There is a clear consensus that
conventional PKC is not applicable to be used in wire-
less healthcare applications because of the restricted re-
sources. The main idea of PKC is completely based on
two mathematical problems. The first one is a straight-
forward mathematical problem to generate the public
and private keys, while the second one is the reverse
operation to calculate one key knowing the other one,
which must be extremely hard. However, the extreme
hardness of this mathematical operation still needs
to be proved [58]. The first mathematical problem
could be either an integer factorization problem like
in (Rivest, Shamir and Adelman) RSA or a discrete
logarithmic problem like in Elliptic Curve Cryptogra-
phy (ECC). However, both of them are impractical for
WBAN applications because they are voracious in us-
ing minimal resources. Thus, some research focuses on
improving the performance of the inherited algorithms
such as authors in [134] where a hybrid multiplication
method is used in order to limit the number of memory
access, and this speeds up the process around seven
times. On the other hand, the traditional cryptographic
algorithm RSA still uses a longer key 1024-bit than
ECC 160-bit for the same security level, which is still
memory voracious. Therefore, ECC based PKC seems
more interesting than RSA. A pre-configurable library
based on ECC-PKC for wireless sensor networks has
been proposed in [77].

2. ID-based signature schemes: it is a public-key cryp-
tography that was first proposed in 1984 [108]. In
Identity-based Public Key Cryptography (ID-PKC),
the node’s public key is built from a combination of
identity information like a network address, whereas
the private key is generated by a Trusted Third Party
(TTP) named Private Key Generator (PKG), hence
there is no need for Certificate Authority (CA). Since
then, many ID-based signature schemes proposed in
the literature [19, 54, 141]. However, all these solu-
tions are designed for client-server infrastructure, so it
can not meet all the security requirements of WBAN.
Moreover, in addition to their vulnerability to some
well-known attacks, all ID-based signature schemes
face the same key escrow problem because of the TTP
entity. Problems of having one PKG could be summa-
rized into: First, PKG is able to decrypt any transmitted
message. Second, because of having all private keys,
PKG is able to forge any node’s signature.

3. Certificateless signature schemes: A new public-key
cryptography that lies between PKC where the heavy
computational overhead of verifying certificates with
CA and ID-PKC schemes, which suffer form key es-
crow problem. This new concept was first proposed in
the literature by authors in [6]. Although Certificate-
less Public Key Cryptography (CL-PKC) solves the
inborn key escrow problem in ID-PKC because of us-

ing PKG as a TTP, it still uses a TTP entity. However,
this TTP entity, named Key Generator Center (KGC)
in CL-PKC, does not hold any nodes’ private keys, but
a master key instead of it. KGC is just responsible for
providing the partial private key (DA), which is sent tothe other entities to produce their own keys [6]. In addi-
tion to having a partial private key, KGC also generates
and holds a master key. Afterward, many certificate-
less authentication schemes have been proposed in the
literature [59, 110, 117, 139, 146]; however, most of
which focus just on a remote authentication, which
is the authentication between the coordinator node
and the Application Providers (APs). Although some
schemes like in [110] propose a multi-layer authenti-
cation scheme, it is still considered a certificateless
signature scheme just beyond the intra-BAN domain.
Moreover, the author in [114] finds out that the pro-
posed scheme in [139] is vulnerable to impersonation
attack; therefore, neither mutual authentication nor
non-repudiation requirements are satisfied.

4. Symmetric based schemes: In this kind of authentica-
tion scheme, a pre-shared master key in addition to
a unique identifier for each node are used to achieve
mutual authentication as well as key establishment be-
tween two nodes like in [74]. Although the authors
claim that their proposed algorithm fulfills the unlinka-
bility and forward secrecy requirements, it is clear that
it is not, as the adversary can easily calculate the value
(), which is unmaskable in the proposed scheme. The
authors in [61] suggest a modification to [74] in order
to fulfill the forward secrecy and unlinkability require-
ments. However, there is still a key escrow problem
where the coordinator node saves the master key in
addition to all nodes’ identities.

5. Physical Unclonable Function schemes: Physical Un-
clonable Function (PUF) is the fingerprint of the node’s
hardware. This property occurs because of the unavoid-
able manufacturing difference between nodes. This
uniqueness and randomness hardware feature is very
attractive to researchers to build and design security so-
lutions based on it. The authors in [120] take advantage
of the Integrated Circuits (ICs) variant delay character-
istics to introduce PUF to be used for authentication
and key generation. In [135] a mutual authentication
mechanism between any two WBAN sensor nodes us-
ing PUF is introduced; however, the authentication
process can not be achieved without the help of the
coordinator, which according to the authors’ assump-
tion, can not be compromised. The authors in [137]
present authentication and key establishment scheme,
not only between sensor nodes and the coordinator
but also between any two nodes with the assistance of
the coordinator. Therefore, sensor nodes are afterward
able to communicate directly with each other. This pro-
posed shared secret establishment aims at authenticity
verification without considering confidentiality. A sim-
plified authentication solution has also been proposed
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in [148], which is resilient to some known attacks, such
as impersonation attack, replay attack and tampering at-
tack. However, some of the security requirements like
anonymity, mutual authentication and unlinkability are
not considered. Another PUF-based scheme is pro-
posed in [123] for multi-hop body area network. It is a
hierarchical authentication scheme to allow nodes that
are not in the direct communication range of the sink
to authenticate themselves in an efficient way. More-
over, a cloud TTP has been used in this scheme to store
the Challenge-Response Pairs (CRPs) with a view to
reducing the storage overhead.

The surveyed authentication and key establishment schemes
are summarized in Table 1, stating the solution approach, the
stated requirements it fulfills, and the potential improvements
to fulfill additional requirements.
5.1.3. Integrity Validation

Message integrity is the process of verifying that the re-
ceived message is intact and is exactly as sent. This ensures
that the transmitted message from the sender to the receiver
is not altered by any type of manipulation such as changing
content, adding fragments, removing fragments or content
transposition. This also includes any type of transmission
errors. A secret key is required to ensure the message au-
thenticity; however, confidentiality by itself is not enough to
protect data from being modified by an adversary during the
transmission phase. For instance, an external adversary may
intercept the message and modify it before re-transmitting it
again to the receiver. Although applying a message integrity
scheme can be a simple task to implement when coupled
with a durable cryptographic scheme [32], applying an effi-
cient message integrity mechanism in WBAN can still be a
challenging requirement due to the unique characteristics of
WBAN[80].

IEEE 802.15.6 provides a mechanism to verify the mes-
sage authenticity in both security levels one and two [51].
The WBANMedia Access Control (MAC) frame body is for-
matted, as illustrated in Fig. 6. The MAC frame body length
is variable and can scale up to a maximum value defined in
the parameter "pMaxFrameBodyLength", which is set in the
standard to 255 octets. IEEE 802.15.6 supports two types of
frames, secured frames and unsecured frames. The security
level is chosen by the two communication parties during the
association process according to their security requirements.
The Message Integrity Code (MIC) and "Low-Order Security
Sequence Number" fields only exist in the secured frames.
The "Low-Order Security Sequence Number" field assists
in achieving message freshness by using it in both replay
detection and nonce construction [51], while the MIC field is
used to achieve message integrity by setting it to the Message
Authentication Code (MAC) [51].

The Message Authenticating Code (MAC) process is
achieved using the Advanced Encryption Standard (AES-
128) as an underlying block cipher algorithm with CCM
mode (CCM stands for Counter with Cipher Block Chain-
ing Message Authentication Code), which is provided in the

standard defined by the National Institute of Standards and
Technology (NIST) Special Publication SP-800-38C [34]. In
security level 1, where no encryption mechanism is provided,
the Message Authentication Code (MAC) is computed di-
rectly from the frame being transmitted by the sender and the
received frame at the receiver, whereas in the security level 2,
the Message Authentication Code (MAC) is computed from
the unencrypted version of the frame at the sender and from
the decrypted version of the received frame at the receiver.
Eq. (1) and Eq. (2) are used to calculate the MIC field as
follows,

MIC = LMBn(M) = AES(Ctr0)⊕Xm (1)

X0 = AES(B0), Xi = AES(Bi⊕Xi−1), i = 1, ..., m (2)
whereM is the message bit string, LMBn(M) is to specify
the leftmost bits ofM , AES(B0) is the forward cipher func-
tion output of the AES applied to block B and⊕ is the bitwise
XOR. AES uses Pairwise Temporal Key (PTK) in unicast
secured communication and Group Temporal Key (GTK) in
multicast secured communication. Fig. 7 shows the process
of the Message Authentication Code (MAC) calculation and
the transmitting order, starting from the first octet on the left
to the last one on the right.
5.1.4. Encryption

Monitoring the vital signs of the human body demands
exchanging extremely sensitive information. This informa-
tion is used to diagnose health conditions, and then an action
can be taken to provide the required telemedicine, such as
injecting an insulin dosage. Therefore, in order to ensure
the confidentiality and privacy of patient health information,
data must be exchanged and stored in an encrypted form.
Many encryption algorithms have been proposed in the liter-
ature, such as 1024-bit RSA [98] and 3DES [88]; however,
these traditional encryption algorithms are not suitable for
sensor nodes with stringent resource limitations. Therefore,
a lightweight cryptographic algorithm that is energy and
computation efficient and able to provide a robust encryp-
tion/decryption mechanism is a must. In this survey, heavy
encryption algorithms with long key size, high number of
rounds, or large block size have not been considered due to
their inapplicability to WBAN.

Due to the importance and potential applications of light-
weight cryptography, NIST began in 2015 the process to
standardize lightweight cryptographic algorithms that fulfill
the requirements of constrained devices such as sensor nodes
[83]. In order to fulfill the resource restrictions, the follow-
ing aspects should be considered when choosing a suitable
lightweight cryptographic function [116]:

• Key size: with extremely limited storage, for instance,
MICAz has only 4-KB EEPROM storage [26], the key
size of the cryptographic algorithms plays a signif-
icant role. A cryptographic algorithm, which has a
smaller key size and provides the same security level,
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Table 1
Authentication and Key Establishment Schemes
Literature Title Year Solution Stated Fulfilled Requirements Potential Improvements Comments

[59]

Certificateless pairing-free au-
thentication scheme for wire-
less body area network in
healthcare management system

2020
Certificateless sig-
nature schemes

Mutual authentication, Forward
secrecy, Anonymity, Session key
establishment, Key escrow re-
silience, Unlinkability

Security analysis against
more attacks

Remote certificateless authenti-
cation scheme.

[110]
A lightweight multi-layer au-
thentication protocol for wire-
less body area networks

2018
Certificateless sig-
nature scheme

Lightweight, Non-reputation,
Mutual authentication, Session
key establishment, Key escrow
resilience, Forward secrecy

Anonymity
A Certificateless scheme in the
section between the PDA and
AP.

[139]

Revocable and Scalable Cer-
tificateless Remote Authentica-
tion Protocol With Anonymity
for Wireless Body Area Net-
works

2015
Certificateless sig-
nature scheme

Non-repudiation, Anonymity,
Key escrow resistance, Revo-
cability, Mutual authentication,
Forward Secrecy

Non-repudiation, Mutual
authentication [114]

Remote certificateless authen-
tication scheme only beyond
the intra-BAN. The authors in
[114] report that this scheme is
vulnerable to type-I adversary;
therefore, it does not meet the
non-repudiation and mutual au-
thentication requirements.

[74]

Anonymous mutual authentica-
tion and key agreement scheme
for wearable sensors in wireless
body area networks

2017
Symmetric based
schemes

Anonymity, Mutual authentica-
tion, Session key establishment,
Lightweight, Unlinkability, For-
ward secrecy

Unlinkability, Forward se-
crecy [61]

Although authors state that
their scheme meet the unlink-
ability and forward secrecy re-
quirements, it is not [61].
Security is evaluated using
AVISPA and compared to other
schemes.

[150]
ECG-cryptography and authen-
tication in body area networks 2012

Biometric based se-
curity scheme

Lightweight, Session key estab-
lishment, Mutual authentica-
tion

Anonymity, Unlinkability,
Forward secrecy, Non-
repudiation, Revocability

A scope specific solution.
It requires all nodes to have the
same physiological sign sensor.

[103]

An efficient and secure key
agreement scheme using phys-
iological signals in body area
networks

2012
Biometric based se-
curity scheme

Session key establishment, Mu-
tual authentication

Lightweight, Anonymity,
Unlinkability, Forward se-
crecy, Revocability

A scope specific solution.
It requires all nodes to have the
same physiological sign sensor.

[48]

OPFKA: Secure and effi-
cient Ordered-Physiological-
Feature-based key agreement
for wireless Body Area
Networks

2013
Biometric based se-
curity scheme

Lightweight, Resistance against
brute force attacks, Session key
establishment, Mutual authenti-
cation

Anonymity, Unlinkability,
Forward secrecy, Revocabil-
ity

A scope specific solution. It
requires all nodes to have the
same physiological sign sensor.

[73]
Secure Ad-Hoc Trust Initializa-
tion and Key Management in
Wireless Body Area Networks

2013
Channel based secu-
rity scheme

Lightweight, Revocation, Mu-
tual authentication, Forward se-
crecy

Lightweight requirement
may need further enhance-
ments

Patient-aided scheme is not an
intuitive schemes.
Heavy scheme because of the
using of modular exponentiation
operations, which is not proper
for tough resource constraints.

[113]

MASK-BAN: Movement-Aided
Authenticated Secret Key Ex-
traction Utilizing Channel Char-
acteristics in Body Area Net-
works

2015
Channel based secu-
rity scheme

Lightweight, Session key estab-
lishment, Mutual authentica-
tion

Anonymity, Key escrow re-
silience Limited to the on-body nodes.

[112]
BANA: Body Area Network Au-
thentication Exploiting Chan-
nel Characteristics

2013
Channel based secu-
rity scheme Lightweight Session key establishment,

Mutual authentication

It just considers the LOS of the
on-body nodes without gener-
ating keys (An authentication
scheme only) [113].

[82]
Proximate: proximity-based se-
cure pairing using ambient wire-
less signals

2011
Proximity based se-
curity scheme

Lightweight, Session key estab-
lishment

Further optimizations are
required to improve its
functionality and test its op-
erability for WBAN

It is a generic security scheme
that could be used for sensor
networks as authors state.
It requires a tough nodes distri-
bution constraint.

[105]

A new biometrics-based key es-
tablishment protocol in WBAN:
energy efficiency and security
robustness analysis

2020
Biometric based se-
curity scheme

Lightweight, Session key estab-
lishment, Resilience to some
known attacks

Forward Secrecy
A scope specific solution. It
requires all nodes to have the
same physiological sign sensor.

[54]

A more efficient and secure ID-
based remote mutual authen-
tication with key agreement
scheme for mobile devices on
elliptic curve cryptosystem

2011
ID-based signature
schemes

Anonymity, Mutual authentica-
tion, Session key establishment,
Revocability, Lightweight

Key escrow resilience
Remote authentication scheme,
designed for client server infras-
tructure.

[146]

An efficient and lightweight cer-
tificateless authentication pro-
tocol for wireless body area net-
works

2013
Certificateless sig-
nature schemes

Anonymity, Mutual authenti-
cation, Non-reputation, Light-
weight

Insecure scheme [111]

Adversary is able to trace the
user information during the ses-
sion phase [101].
Remote authentication scheme.

[61]
Highly Efficient Privacy-
Preserving Key Agreement for
Wireless Body Area Networks

2018
Symmetric based
schemes

Anonymity, Mutual authentica-
tion, Session key establishment,
Lightweight, Unlinkability, For-
ward secrecy

Key escrow resilience

The authors in this research pro-
pose a modification to [74] in or-
der to fulfil the unlinkability and
forward secrecy requirements.

[135]

Encryption-free Authentication
and Integrity Protection in
Body Area Networks through
Physical Unclonable Functions

2018
Physical Unclon-
able Function
scheme

Mutual authentication, Light-
weight, Resilience to imperson-
ate attack, Revocability

Anonymity
It shares secrets between any
nodes pair with the help of the
coordinator.

[137]

Lightweight mutual authenti-
cation among sensors in body
area networks through Physical
Unclonable Functions

2017
Physical Unclon-
able Function
scheme

Lightweight, Mutual authenti-
cation, Session key establish-
ment, Resilience to impersonate
attack, Revocability

Anonymity, Unlinkability

The shared secret in the pro-
posed scheme provides just mes-
sage authenticity without confi-
dentiality.

[148]

Wireless Body Area Network
Identity Authentication Proto-
col Based on Physical Unclon-
able Function

2018
Physical Unclon-
able Function
scheme

Lightweight, Resilience to some
known attacks

Anonymity, Mutual authen-
tication, Unlinkability, For-
ward Secrecy

A simple authentication scheme
based on PUF that does not ful-
fil some security requirements.

[123]

A PUF-based and cloud-
assisted lightweight authenti-
cation for multi-hop body area
network

2020
Physical Unclon-
able Function
scheme

Lightweight, Mutual authentica-
tion Anonymity, Unlinkability TTP-based escrow problem.
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Figure 6: MAC Frame Body Format [51]

Figure 7: MIC calculation and transmit order [51]

is highly recommended. In [140], authors introduce
SIMECK, a block cryptographic algorithm. SIMECK
is a hardware-oriented algorithm inspired by the SI-
MON encryption algorithm’s design. With its small
key size (64, 96, or 128), it shows a more optimized
performance regarding memory and power consump-
tion. mCrypton [76] is a block cipher cryptographic
algorithm based on SPN (Substitution Permutation Net-
work) structure. It has three different key sizes, where
the smallest one is 64 bits. mCrypton is designed to
fit into the low resources environment. Another small
key size is TWINE [122], which uses 80 bits key with
a Feistel structure.

• Block size: The block size is also another important
factor towards a lightweight cryptographic algorithm.
Smaller block sizes can decrease the processing time
and enhance power consumption. Moreover, medical
sensors usually transmit small messages containing vi-
tal medical signals; therefore, the smaller block size is
more efficient. SPECK [12] is a block cipher based on
ARX (Addition-Rotation-XOR) structure. It supports
a variety of block sizes ranging between 32 bits and
128 bits. SIMON [12] belongs to the same family as
SPECK. However, unlike SPECK, which is designed
for software implementation, SIMON is a hardware-

oriented algorithm. Another SPN based lightweight
cryptographic algorithm is introduced in [147] named
RECTANGLE. It uses 64 bits block size with a bit-slice
technique in order to achieve rapid execution.

• Number of rounds: Lightweight cryptographic algo-
rithms usually use simple arithmetic, logic and shifting
operations to fit into the limited resource restrictions
such as ARX structure. Thus, using simple operations
leads to increasing the number of rounds. Therefore,
the number of rounds is another crucial factor to be
considered when adopting a lightweight cryptographic
algorithm for WBAN. PRINCE [14] is a block cipher,
hardware-oriented cryptographic algorithm that aims
to enable encryption in just one clock cycle by using a
modest number of rounds (12 rounds), which required
a short time to be executed. A 4-round cryptographic
algorithm is introduced in [35] called Hummingbird-2.
In addition to encrypting, it is able to generate MIC
(Message Authentication Code). Another encryption
algorithm that uses a low number of rounds is LWE
[129]. LWE is a 3-round block cipher algorithm. It has
been designed to be light enough in order to meet the
resource restrictions of medical sensors and IoT. The
key and the block size are 64 bits. The performance
of LWE is contrasted with well-known lightweight
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Table 2
Lightweight Cryptographic Algorithms
Literature Algorithm Year Block size Key size Rounds # Structure Possible Attacks
[140] SIMECK 2015 32/48/64 64/96/128 32/36/44 ARX Differential attacks [102]
[76] mCrypton 2005 64 64/96/128 12 SPN Meet-in-the-Middle Attack [44]

[122] TWINE 2011 64 80/128 36 GFN
Single-key attack using biclique tech-
nique [27]

[12] SIMON 2013 32/48/64/96/128 64/72/96/128/144/192/256 32/36/42/44/52/54/68/69/72 ARX
23-round linear attack with key guessing
technique [24]

[147] RECTANGLE 2015 64 80/128 25 SPN
Differential attack (18 out of 25
rounds) [147]

[14] PRINCE 2012 64 128 12 SPN
Key recovery attack (6 rounds ver-
sion) [119], Sieve-in-the-middle attack
(8 rounds) [18]

[35] Hummingbird-2 2011 16 128 4 SPN A probabilistic attack (theoretical) [21]
[12] SPECK 2013 32/48/64/96/128 64/72/96/128/144/192/256 22/23/26/27/28/29/32/33/34 ARX Sub-cipher attack [31]
[129] LWE 2020 64 64 3 SPN No reported attacks yet.

encryption algorithms, such as Rectangle [147] and
TWINE [122].
Moreover, in cryptography, when a number of rounds
are required to produce the cipher, a round-key is usu-
ally used for each round. The algorithm used to pro-
duce the round-key from the key is called the key sched-
ule. Consequently, the more complex the key schedule
algorithm is, the more memory and computation power
it requires. Therefore, a key schedule algorithm could
be regarded as another factor to be considered.

The surveyed encryption algorithms are listed in Table
2, stating the block and key sizes, the number of rounds,
the algorithm structure and the possible attacks that might
compromise the proposed algorithm.
5.2. Intrusion Detection Systems

Securing communication in the intra-BAN and inter-BAN
domains is regarded as the first defense line for WBAN se-
curity. However, a further security solution that is able to
protect WBAN from intruders and monitor the network for
suspicious activities can significantly enhance the security of
WBAN. IDSs are introduced to form an additional defense
layer to protect from malicious activities, inside and outside
abuses. Based on the methods of detection, IDS schemes can
be grouped as follows:
5.2.1. Signature-based IDSs

By defining a signature for each attack pattern, the IDS
can detect malicious activities when an attack pattern matches
any defined signature. Themain disadvantages of the signature-
based IDSs are the need to be updated periodically and the
inability to catch unknown attacks. A hybrid, lightweight,
multi-level and distributed model that imitates the human
immune system with a signature database has been presented
in [7]. It takes advantage of the danger model used by our
immune system, where a particular type of cell, Dendritic
cells, stimulates other cells to form immune responses to
any antigens. Copying this alerting mechanism to WSN in
addition to the use of predefined features enable the IDS to
detect intrusions.

5.2.2. Anomaly-based IDSs
By profiling the normal traffic and operations of the net-

work, anomaly-based IDSs could raise an alert when anomaly
behavior is captured. According to [16], the anomaly-based
IDSs could be divided into three categories:
5.2.2.1. Statistical-based: It depends on building a sta-
tistical reference profile for the network in the optimal condi-
tions without any malicious activities. Afterward, periodic
profiles are being generated for the monitored network. The
generated profiles are then compared to the reference model
to calculate the anomaly probability based on a threshold. A
cooperative and a statistical-based IDS has been proposed
in [49]. The authors use various types of statistics, such
as Forward Percentage (FP) and Local Forward Percentage
(LFP), in order to detect anomaly behavior. Owing to using
the attack’s consequence and technique, the proposed scheme
is able to determine the attack type and the attack origin.
Although it gives good accuracy in detecting selfish activi-
ties, such as DoS attack and sleep deprivation via malicious
flooding attack, it shows less accuracy in detecting blackhole
and spoofing attacks. However, sharing the responsibility of
intrusion detection between nodes with the same resources
could be regarded as a good choice to share the computational
overhead.
5.2.2.2. Knowledge-based: Aprevious knowledge for the
networks under different circumstances ranging from normal
conditions to under attack is used to detect malicious activ-
ities. Expert systems and Finite State Machine algorithms
are used as a detection engine for a knowledge-based IDS
[7, 16].
5.2.2.3. Machine learning based: Amore intelligentme-
thod to detect any malicious activities in the network, even
new ones. Machine learning based IDSs are able to learn
from analyzed patterns and update its intrusion detection
engine periodically without being explicitly programmed,
which gives it the ability to detect not just well-known at-
tacks, but new and unknown attacks as well. Random Forest,
Genetic Algorithm (GA), Support Vector Machines (SVMs),
Neural Networks and Logistic Regression are all examples of
machine learning algorithms used in the literature. iDetect
[125] is a distributed IDS that aims to enhance the detection
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rate of attacks and choose the most suitable features set that
optimize the performance and saves computational power.
iDetect IDS is implemented using a multi-objective genetic
algorithm to produce the optimal set of features to be used as
an input for the intrusion detection engine in order to detect
WBAN attacks. The authors in [126] proposed a distributed
IDS framework based on mobile agent technology where all
nodes inside WBAN participate in the malicious activities
detection process by migrating the intrusion detection soft-
ware form one node to another. The authors state that their
framework is able to reduce the communication burden of
sending the log in the traditional frameworks, which results
in reducing the power consumption. Another hierarchical and
distributed IDS based on autonomous mobile agents where
the detection software moves from one node to another has
been presented by [93]. The proposed IDS framework is eval-
uated using five different machine learning algorithms (DT,
SVM, RF, NBC, KNN). The proposed framework’s perfor-
mance results in around a 6% increase of power consumption;
however, results do not show the positive reflection of the pro-
posed framework on the accuracy. The authors in [91] investi-
gated personal medical devices’ vulnerabilities by launching
different kinds of attacks. Moreover, they proposed HEKA,
a passive IDS to monitor and detect malicious activities. The
anomaly detection performance of HEKA is evaluated using
four machine learning algorithms SVM, KNN, RF and DT,
which have been trained using the generated n-grams of the
network traffic. The results show an average detection accu-
racy of around 98% for MITM, Replay, false data injection
and DoS attacks. Moreover, the performance of composite
attacks of MITM with false data injection and MITM with
replay attacks are evaluated and showed an average accu-
racy of around 95%. Another approach to detect anomaly
in the healthcare systems is proposed in [40]. The authors
combined two kinds of features, network and biometrics, to
enhance the detection performance. The collected dataset
is used to train four machine learning algorithms RF, KNN,
ANN and SVM. Results show an improvement between 7%
and 25%.
5.2.3. Specification-based IDSs

It uses a technique that located in the middle between
signature-based IDSs, where predefined rules are used to
detect well-known attacks, and anomaly-based IDSs, where
normal behavior is defined to detect any abnormal behavior,
even unknown ones in contrast to signature-based IDSs [16].
In specification-based IDSs, programmers manually define
constraints and features that describe the normal operating
behavior in contrast to anomaly-based IDSs, where they are
generated automatically. Consequently, the intrusion detec-
tion engine can detect suspicious behavior by finding the
deviation of the two behaviors.

The IDSs surveyed in this paper are listed in Table 3,
stating the used techniques, topology architecture, used simu-
lators, attacks tested for verification and the fulfilled require-
ments.

5.3. Trust Management Systems
Authentication and key establishment between nodes in

WBAN are an imperative task to ensure a high security and
privacy level. However, maintaining the successfully es-
tablished security mechanisms demands a trust relationship
between nodes. TMSs assess nodes with an aim to differen-
tiate between trustworthy and untrustworthy nodes. While
traditional security mechanisms rely on the nodes’ current
status, TMSs consider the present behavior of the nodes as
well as their behavior history. Thus, deploying TMSs en-
hances the level of security by continuously monitoring the
nodes’ behavior and their performance. In light of this, the
trust can be defined as follows:
Node X trusts node Y if and only if X has adequate confidence
in Y’s behavior and performance in the future.

Similar to other security aspects of WBAN, deploying a
TMS is a challenging task [53], and many factors must be
taken into account when proposing a TMS for WBAN. These
factors include:

• WBAN architecture.
• Scarcity of resources.
• Communication overhead.
• Resistant to TMSs related attacks.
Taking into account the cooperative manner of nodes

within the WBAN, many potential applications emerge for
using TMSs ranging from access control and role assign-
ment [84] to trust-based routing protocols [145]. Therefore,
TMSs will play a vital role in any interaction and cooperation
between nodes inside the WBAN.

The trust estimation engine usually depends on two sources
of information in order to produce the trust value:

• Direct trust: Trustormonitors and evaluates the trustee’s
successful and unsuccessful interactions when both
have direct communication and without the help of a
third party.

• Indirect trust: When the trustor is not adjacent to the
trustee or does not have any historical information to
assess the trustee, the trustor depends on the received
recommendations from other parties to evaluate the
trustee.

TMSs are prone to several internal attacks; therefore, a
robust TMS design is sought to defeat this kind of attack.
Below is a list of the most common attacks:

• On-off attack: The malicious nodes change their be-
havior alternately between good and bad manners with
a view to remain undetected, and consequently, cause
serious damage and degrade the overall performance
significantly [68].

• Bad-mouthing attack: One of the dishonest recommen-
dations attacks. This type of internal attack occurs
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Table 3
Intrusion Detection Systems Schemes
IDS Title Year Solution Technique Architecture Simulator Attacks Tested Fulfillment Comments

[7]

A Multi-Level In-
trusion Detection
System for Wire-
less Sensor Net-
works Based on Im-
mune Theory

2018

Hybrid of
anomaly
and
signature-
based
IDS

Immune the-
ory technique
called Danger
Theory

Distributed Cooja [33]

Blackhole attack,
Selective forward-
ing attack, DDoS
attack, Wormhole
attack

A lightweight IDS
approach that con-
siders power con-
sumption.

This approach is
originally proposed
for WSN and needs
modifications to fit
other technologies.

[91]

Heka: A novel
intrusion detection
system for attacks
to personal medical
devices

2020
Anomaly-
based
IDS

Four machine
learning algo-
rithms (SVM,
KNN, DT,
RF)

Distributed N/A
MITM, replay,
false data injection
and DoS attacks

A high detection
accuracy for single
and combined at-
tacks.

The performance
of HEKA is evalu-
ated using datasets
generated from dif-
ferent real devices.

[49]

A cooperative intru-
sion detection sys-
tem for ad hoc net-
works

2003
Statistical-
based
IDS

Mobile agent
technology Distributed

ns-2
[29], Mo-
biEmu
[149]

Blackhole attack,
Spoofing attack,
Selfishness attack,
DoS attack, Sleep
deprivation attack

A good accuracy in
detecting some at-
tacks.
It shares the
overhead between
nodes.

It is able to identify
the attacker as well
as the attack type.

[125]

iDetect: an intel-
ligent intrusion de-
tection system for
wireless body area
networks

2016
Anomaly-
based
IDS

Multi-
objective
genetic
algorithm

Distributed TOSSIM [72]
Jamming attacks,
Selective forward-
ing attack

A good accuracy
without breaching
the acceptable
level of energy
consumption.

It reduces the com-
putation complex-
ity by using a re-
duced set of fea-
tures for detection.

[93]

Distributed intru-
sion detection using
mobile agents in
wireless body area
networks

2017
Anomaly-
based
IDS

Five machine
learning algo-
rithms (DT,
SVM,
RF, NBC,
KNN)

Hierarchical
and dis-
tributed

Castalia [15]

Denial of Service
Attacks, Data Fal-
sification, Passive
Listening

Accuracy and
power consump-
tion are assessed
for the following
machine learning
algorithms DT,
SVM, RF, NBC,
KNN.

Around 6% rise
in power consump-
tion; however, re-
sults do not show
the positive reflec-
tion of the pro-
posed framework
on the accuracy
metric.

[126]

Autonomous mo-
bile agent based
intrusion detec-
tion framework in
wireless body area
networks

2015
Anomaly-
based
IDS

Mobile agent
technology Distributed Not used

No attacks are
tested for evalua-
tion

Authors state
that the proposed
framework is able
to reduce the
communication
overhead.

The proposed
framework has
to be evaluated
to find out its
feasibility for
WBAN.

[121]

A Novel Intrusion
Detection System
for Wireless Body
Area Network in
Health Care Moni-
toring

2010
Anomaly-
based
IDS

Negative Se-
lection Algo-
rithm

Centralized QualNet [124]
Denial of Service
attacks

A good accuracy in
detecting compro-
mised nodes. Min-
imising the false
positives rate.

The performance
of the proposed
scheme has been
evaluated for differ-
ent routing proto-
cols.

[40]

Intrusion Detection
System for Health-
care Systems Using
Medical and Net-
work Data: A Com-
parison Study

2020
Anomaly-
based
IDS

Four machine
learning algo-
rithms (RF,
KNN, ANN,
SVM)

Distributed N/A MITM attacks

A dataset repre-
senting two kind of
features (network
and biometrics).

Further investiga-
tion is required to
optimize the sys-
tem overhead.

when a malicious node colludes to destroy some vic-
timized nodes’ reputation by giving negative recom-
mendations [45].

• Ballot stuffing attack: Another type of dishonest rec-
ommendations attacks. It is the opposite scenario of
the bad-mouthing attack. It happens when some nodes
give positive recommendations for a malicious node
[62].

• Collusion attack: Unlike bad-mouthing and ballot stuff-
ing attacks where just one malicious node provides
dishonest recommendations. In the collusion attack,
a set of nodes participates in the attack by providing
false information, which may mislead the system to
take unfair decisions depending on false information
received from different sources [43].

• Selective forwarding attack: Discussed in section 4.
Based on the method of estimating the trust value, TMSs

could be divided into four groups:

5.3.1. Fuzzy logic based TMSs
In fuzzy-based TMSs, trust value is estimated using fuzzy

logic and predefined criteria that have a fuzzy-nature.
DTMS [47] is a fuzzy logic based TMS, which is uniformly
distributed amongst the sensor nodes. The authors suggest
many different criteria to be taken into account when esti-
mating the direct trust value. Considering all these criteria
can increase the computational overhead. DTMS estimates
the current trust value by weighting the direct trust value and
indirect trust value for each adjacent node. Afterward, the
total trust is estimated from the current and previous trust
values using the same weighting technique. DTMS shows
superior performance compared with earlier trust manage-
ment models. However, using trust matrices and tables can
produce a significant network overhead [60]. FTM-IoMT [8]
is another fuzzy-based trust management system proposed
for the Internet of Medical Things (IoMT) to prevent Sybil
attacks. It is a centralized approach that uses integrity, re-
ceptivity and compatibility to evaluate the trust value for the
requesting nodes. However, it shows significant processing
overhead, which requires further investigation to reduce the
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packet delivery latency and the server-side overhead.
5.3.2. Probability based TMSs

Many research projects are put forward using the probabil-
ity distribution theory in order to estimate the trust value using
the inference of former values. Almost all probability-based
TMSs use beta probability distribution to evaluate the repu-
tation value; however, other probability distributions such as
exponential probability distribution and binomial probability
distribution are also used in the literature [37, 151].
To the best of our knowledge, RFSN [39] is the first trust man-
agement scheme that uses the beta distribution to evaluate the
reputation value forWSN. RFSN uses a watchdogmechanism
to collect new observations, which are used to update the pos-
terior reputation value. LTMS [42] is a lightweight TMS for
Wireless Medical Sensor Networks (WMSNs). Two methods
are proposed in LTMS to evaluate the trust value to fit the
resource constraints of in-body, on-body and off-body sensor
nodes. LTMS has contrasted with known trust schemes, such
as ReTrust [45] and RaRTrust [69], and showed superior
performance in terms of detecting attacks and processing
overhead. Another probability-based TMS is ETRES [151],
which uses the exponential probability distribution in order
to represent the reputation value of a node by assuming that
the future behavior will have the same mode of the node his-
tory. ETRES only considers the indirect recommendations
when the certainty of the trust level is not adequate to en-
hance power consumption. The uncertainty is obtained using
the information entropy theory. Both direct reputation value
and indirect one are weighted in order to give more signifi-
cance to the up to date information and the most reputable
recommender, respectively. Later, the overall trust value is
estimated using the confidence factor technique. Comparing
to RFSN [38] and BTMS [36], ETRES shows a bit higher
performance.
5.3.3. Weighting based TMSs

A simple way to evaluate the nodes’ behavior and gen-
erate the trust value for each node based on weighting the
nodes’ reputation over time. Although this type of TMS is
easy to deploy, it lacks a robust math ground [53]. TMR
[67] is a weighting based TMS using risk assessment. Con-
sidering the risk factor can prompt a fast reaction to misbe-
haved nodes by making destroying the obtained trust value
easier than building it. Evaluating the risk factor enhances
the trust management model’s reliability by making it more
sensitive to any malicious activities. In TMR, both direct
trust and indirect recommendations in addition to the risk
factor and previous trust value are considered to evaluate
the current trust value. RaRTrust [70] is another example of
weighting based TMS where authors use the timing window
technique for processing the previous trust values. RaRTrust
considers the risk assessment technique by adopting a balanc-
ing factor that makes acquiring trust is harder than losing it.
While RaRTrust shows resiliency to on-off attacks and bad-
mouthing attacks, TMR is just able to defeat on-off attacks.

5.3.4. Other TMSs
There are some TMSs that do not fall within the previous

categorization. In [50], a cluster-based with a 3-tier archi-
tecture TMS is proposed where tier 1 just focuses on nodes
registration. In tier 2, five levels of misbehavior are defined.
Although the proposed scheme considers the previous infor-
mation to find out malicious nodes during the trust process,
the used machine learning algorithm is not disclosed. Fur-
thermore, the authors give the same weight for both direct
and indirect trust values. To evaluate the overall trust value,
a traditional summation technique is used, which may lead
to an un-scaled value depending on the number of adjacent
nodes. In tier 3, the whole process is about monitoring the
consumed power of Cluster Head (CH), and when a threshold
is triggered, a new CH is chosen based on the level of trust
that nodes have.

The TMSs surveyed in this paper are summarized in Table
4, stating the topology architecture, simulators used, and the
proposed contributions.

6. Research Opportunities
WBAN brings new research opportunities to wireless

healthcare networks. The ongoing development of WBAN
encounters severe resource constraints challenges, in addition
to challenges posed by the sensitive nature of WBAN data
and the potential catastrophic consequences of compromis-
ing network nodes. Therefore, many research opportunities
emerge in order to meet these strict restrictions. This section
states potential research directions to enhance WBAN tech-
nology, including security, communication protocols, and
power consumption considerations.
6.1. Upper Stack Protocols

In February 2012, the first and the only WBAN standard
were released [51]. IEEE 802.15.6 standardizes the Media
Access Control (MAC) layer that supports three different
physical layers. WBAN provides low power and short-range
wireless communication for devices that operate on, in, or
around the human body. Thus, the IEEE standard does not
provide a full protocol stack. IEEE 802.15.4/Zigbee is a full
protocol stack developed by Zigbee Alliance, an organization
working in conjunction with IEEE TG4. IEEE 802.15.4/Zig-
bee is developed to fulfill the requirements of WSN based
on IEEE 802.15.4 [28]. IPv6 over Low Power Personal Area
Network (6LoWPAN) is another upper stack introduced by
the Internet Engineering Task Force (IETF) to fit into the
requirements of WSN. Many research [64, 79, 86, 143] inves-
tigate 6LoWPAN and Zigbee protocol stacks as upper stack
of IEEE 802.15.4. However, both upper stack protocols have
to be fully investigated with IEEE 802.15.6.
6.2. Multi-Hop Communication

WBAN standard adopts a star topology with a maximum
of two-hop communication. Theoretically, using a multi-hop
approach can potentially provide more reliable communica-
tion that may enhance the overall performance; however, this
argument has to be proven by experiments taking into account
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Table 4
Trust Management Systems Schemes
Literature Title Year Solution Technology Architecture Simulator Contributions Comments

[42]

LTMS: A Lightweight
Trust Management Sys-
tem for Wireless Medical
Sensor Networks

2020
Probability
based TMS

Wireless Medi-
cal Sensor Net-
works

Distributed NS-3
[96]

Two methods to evaluate the
trust value for in-body, on-
body and off-body SNs.

It is a lightweight
trust management
scheme that can de-
fend against compli-
cated on-off attacks.

[47]
A fuzzy fully distributed
trust management system
in wireless sensor networks

2016
Fuzzy logic
based TMS

Wireless Sen-
sor Networks

Uniform dis-
tributed arci-
tecture

TRMSim-
WSN
[87]

DTMS shows superior perfor-
mance comparing with ear-
lier TM models.
It detects compromised, self-
ish and malicious nodes.

Using trust matrices
and tables produces
significant overhead
[60].

[151]

An Effective Exponential-
Based Trust and Reputa-
tion Evaluation System in
Wireless Sensor Networks

2019
Probability
based TMS

Wireless Sen-
sor Networks Distributed MATLAB

A bit better performance
comparing to RFSN [38] and
BTMS [36].
Resilience to on-off attack.
Resilience to selective for-
warding attack.
Detecting compromised
nodes.

According to the au-
thors, energy con-
sumption will be
considered in the fu-
ture research.

[67]
A reliable trust manage-
ment scheme in wireless
sensor networks

2015
Weighting
based TMS

Wireless Sen-
sor Networks Distributed MATLAB It considers the risk factor.

Resilience to on-off attack.

The used weighting
factors have to be
optimized.

[70]
A risk-aware reputation-
based trust management
in wireless sensor networks

2016
Weighting
based TMS

Wireless Sen-
sor Networks Distributed MATLAB

It considers the risk factor in
addition to a sliding timing
window of interactions and
local ratings.
Resilience to on-off attack.

RaRTrust is able to
reduce the effect
of bad-mouthing at-
tack.

[50]

A cluster based energy ef-
ficient trust management
mechanism for medical
wireless sensor networks
(MWSNs)

2018
Machine
learning
technique

Medical Wire-
less Sensor
Networks

Cluster based
with 3-tier
(Hybrid)

ns-2
[15]

Energy efficient by rotat-
ing cluster head among the
nodes.

The used machine
learning algorithm is
not disclosed.
Unscaled total trust
value.

[8]

FTM-IOMT: Fuzzy-based
trust management for pre-
venting Sybil attacks in in-
ternet of medical things

2020
Fuzzy logic
based TMS

Internet
of Medical
Things

Centralized Cooja
[33]

A centralized approach to
evaluate the trustworthiness
using integrity, compatibility
and receptivity features.

Further work is
needed to reduce
the server side over-
head and the packet
delivery latency.

power conservation. In [89], authors find out that using a
multi-hop communication enhances the packet delivery ratio.
Therefore, further investigation of the multi-hop topology
can be rewarding for WBAN.
6.3. Routing

Routing protocols applicable to WBAN is still an open
research opportunity. Dedicated protocols need to be consid-
ered taking into account the nature of WBAN, where packets
have to pass through relaying nodes in order to reach the sink
node. There is a wide range of routing protocols proposed
for WSN. However, it is not an easy task to choose the most
suitable routing protocol for WBAN topology, which con-
serves power consumption and minimizes communication
overhead. Possible consideration could involve QoS-aware,
temperature-aware, cross-layered, and postural movement-
based routing protocols [9].
6.4. Authentication and Key Establishment

Authentication and key establishment pose a wide range
of research opportunities. Most of the literature’s proposed
schemes are either still vulnerable to some kinds of attack or
do not fully address the WBAN security requirements. More-
over, any proposed scheme for key establishment and key
revocation, when necessary, must prove its merit in resource
conservation.
6.5. Encryption

Data encryption is essential when personal and sensi-
tive data are involved, as the case with WBAN. Encryption

should provide data protection in both transmission and stor-
age stages to prevent attacks such as eavesdropping-based
attacks. Proposing a lightweight and energy-aware encryp-
tion algorithm that satisfies both the security requirements
and the stringent resource constraints is still an open area of
research with vast contribution opportunities.
6.6. Intrusion Detection Systems

Intrusion detection is another potential area of research.
Traditional security schemes aim to keep attackers out; how-
ever, they do not have the ability to detect internal attacks
and react to them accordingly. Therefore, applying IDS to
WBAN can address attacks and vulnerabilities where tra-
ditional schemes fail to do so. For instance, DoS attacks
affect the network’s availability and may not be detectable by
traditional security countermeasures. Therefore, further in-
vestigation for developing a WBAN specific IDS is necessary
to detect different types of attacks.
6.7. Sustainable Power Source

One of the main challenging tasks is maintaining a con-
tinuous source of power to nodes implanted inside the body
since replacing the battery of implanted devices requires
surgery. Therefore, finding other sources of energy is still an
open area of research. For instance, according to [57], each
cm2 of the human body is able to produce 20 mW compared
with 15mW ∕cm2 produced by solar panels, which makes it
a promising alternative source of energy.
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6.8. Security Evaluation
Most security countermeasures are evaluated using sim-

ulations in order to prove their effectiveness. This is due to
the difficulty of getting real testbeds. Therefore, there is a
lack of realistic evaluation regarding the effectiveness of the
proposed security mechanisms applicable to medical devices.
This creates additional research opportunities for realistic
evaluation of WBAN security countermeasures.
6.9. Smart Transmission

Transmission is the main contributor to power consump-
tion. Adopting any smart transmission technology such as
cognitive radio may enhance power consumption and prolong
battery life dramatically. Therefore, the optimized transmis-
sion is a significantly challenging task and still has opportu-
nities for further research contributions.
6.10. Data Processing

Data processing is another open research area in the In-
ternet of Things (IoT) field, which WBAN is part of. WBAN
nodes generate a massive amount of data that needs to be
stored and processed in a secure manner to guarantee pa-
tients’ security and privacy. On the other hand, different
WBAN sensors may register the same physiological signals,
which consequently pose a challenge for their data processing.
Therefore, effective methods for big data processing and data
fusion are possible research opportunities.
6.11. Access Control

Developing an adequate access control mechanism is
another possible research direction. Access control allows
physicians and technicians to adjust the configuration of the
sensor nodes. Two types of access control should be consid-
ered, which are attribute-based and role-based, in order to
ensure patient safety and privacy.

7. Conclusion
In this survey paper, a review of the current research and

future research directions on Wireless Body Area Networks
have been presented. First, a concise overview of WBAN
architecture, topology and design requirements have been dis-
cussed. Furthermore, security requirements and challenges
have been investigated, and a wide range of threats and at-
tacks are identified. Moreover, different types of security
countermeasures have been discussed throughout the survey
to meet the security requirements of WBAN and defeat po-
tential threats. Specifically, secure communication, intrusion
detection systems and trust management systems. Finally,
potential research opportunities and directions have been pro-
posed.
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