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Abstract: Wind energy is contributing to more and more portions in the world energy market.
However, one deterrent to even greater investment in wind energy is the considerable failure
rate of turbines. In particular, large wind turbines are expensive, with less tolerance for system
performance degradations, unscheduled system shut downs, and even system damages caused
by various malfunctions or faults occurring in system components such as rotor blades, hydraulic
systems, generator, electronic control units, electric systems, sensors, and so forth. As a result,
there is a high demand to improve the operation reliability, availability, and productivity of wind
turbine systems. It is thus paramount to detect and identify any kinds of abnormalities as early as
possible, predict potential faults and the remaining useful life of the components, and implement
resilient control and management for minimizing performance degradation and economic cost, and
avoiding dangerous situations. During the last 20 years, interesting and intensive research results
were reported on fault diagnosis, prognosis, and resilient control techniques for wind turbine systems.
This paper aims to provide a state-of-the-art overview on the existing fault diagnosis, prognosis, and
resilient control methods and techniques for wind turbine systems, with particular attention on the
results reported during the last decade. Finally, an overlook on the future development of the fault
diagnosis, prognosis, and resilient control techniques for wind turbine systems is presented.

Keywords: wind turbine; energy conversion systems; condition monitoring; fault diagnosis;
fault prognosis; resilient control

1. Introduction

In order to enhance the capability of harvesting wind energy, wind turbines have
become larger, but more complex and expensive. It would cost 3.3 million pounds
per megawatt for installing offshore wind turbines, and spend 1.25 million pounds per
megawatt for installing on-shore wind turbines. Working under harsh environments and
varying load conditions, wind turbine systems are unavoidably subjected to a variety of
anomalies and faults. As is known, the operation and maintenance cost for a wind turbine
is relatively high, especially for one built offshore. The operation and maintenance costs for
onshore and offshore wind turbines, respectively, make up 10–15% and 20–35% of the total
life costs in wind turbine systems [1,2]. Therefore, there is a high demand in wind energy
industries to improve the reliability, safety, availability, and productiveness of the wind tur-
bine systems. One of the important techniques is condition monitoring and fault diagnosis,
which is to monitor whether a system is healthy, detect any faults or malfunctions in their
early stages, determine where the faults occur, and assess the severity of the faults so that
appropriate actions can be taken in order to avoid further damages and even dangerous
situations in wind turbine systems. Prognosis is a technique to predict potential faults,
and estimate the remaining useful life of wind turbine systems so that timely predictive
maintenances and repairing can be scheduled. Resilient control is a technique to minimize
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the effects from the faulty components or unexpected disruptions so that the wind turbine
system can work with tolerant performance degradation under some abnormal conditions.
During the past two decades, essential studies were carried out in the area of monitoring,
fault diagnosis, prognosis, and resilient control for wind energy systems, which were well
documented in the survey papers [3–22]. Table 1 presents some existing survey papers
categorized by years and topics. Specifically, non-destructive testing methods of wind
turbines at manufacture and in-service were reviewed in [3], aiming to inspect potential
flaws in wind turbines. In [4], a brief review was provided for condition monitoring and
fault diagnosis for various subsystems and components, such as doubly-fed induction
generators, blades, and driven trains. Condition and performance monitoring techniques
were surveyed in [5], with focus on blades, rotors, generators, and braking systems. In [6],
a variety of condition monitoring and fault diagnosis algorithms for wind turbine systems
were overviewed. [7] provided a brief discussion of advantages and limitations of different
monitoring and diagnosis methods specified in each subsystem. In [8], the review focused
on condition monitoring and diagnosis for wind turbine components using signal process-
ing methods. In [9], condition monitoring techniques were reviewed, respectively, from
off-line and on-line viewpoints. In [10], condition monitoring techniques for wind turbines
were overviewed with discussions on trends and challenges in wind turbine maintenance.
In [11], typical faults in wind turbines were discussed and structure condition monitoring
and fault diagnosis approaches were inspected. Off-shore wind turbines have received
much more attention in wind turbine industries recently, owing to high capability for power
generations. In [12], health monitoring and safety evaluation for off-shore wind turbines
were surveyed with a focus on blades, tower, and foundation in off-shore wind turbine
systems. In [13], wind turbine main bearings were reviewed from the angles of design,
operation, modeling, damage mechanism, and corresponding fault diagnosis methods. In
the two-part survey papers [14,15], wind turbine components and their potential faults, and
fault diagnosis algorithms were reviewed from the viewpoint of signal processing. In [16],
machine learning based condition monitoring and diagnosis approaches were surveyed.
In [17], an overview was presented for condition monitoring, fault diagnosis, and operation
control (including online maintenance and fault tolerant control) on electric power conver-
sion systems in direct-drive wind turbines. In [18], major failures in off-shore wind turbines
such as grid failure, yaw system failure, electrical control failure, hydraulic failure, blade
failure, and gearbox failure, were discussed and possible prognosis approaches for the
failures were commented. For low-speed bearings and multistage gearbox faults in wind
turbines, diagnosis and prognosis approaches were overviewed in [19] according to the
applicability to wind turbine farm-level health management. In [20], a concise and specific
review was carried out on prognosis and remaining useful life estimation methods for
critical components in wind turbines. In [21], a state-of-the-art review for fault prognosis
and predictive maintenance was documented. In [22], a brief review for fault tolerant
control approaches in wind turbine systems was provided. In [23], a concise review was
given on diagnosis, prognosis, and resilient control for wind turbine systems. From Table 1,
one can see the majority of the review papers was focused on condition monitoring and
fault diagnosis, and there were very few overview papers dealing with prognosis and
resilient control. Moreover, the survey papers mainly concentrated on single topic, either
diagnosis or prognosis or resilient control. It is noted that [23] was a unique review paper
covering all the monitoring and diagnosis, prognosis, and resilient control. However, [23]
is actually editorial review for 23 papers included in a special issue. Consequently, this
motivates us to provide a comprehensive review on fault diagnosis, prognosis, and resilient
control for wind turbine systems in a single paper, which would benefit the readers to
appreciate the current state of the art of heath monitoring and management and control in
wind turbine conversion systems.
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Table 1. Review papers on monitoring and diagnosis, prognosis, and resilient control for wind
energy systems.

Years Monitoring and Diagnosis Prognosis Resilient Control

2000s [3,4,6,7]
2010s [5,8–17,23] [18–21,23] [17,22,23]

The rest of this paper is organized as follows: In Section 2, the structure and typical
faults of wind turbines are introduced, and the schematic methodologies of fault diagnosis,
prognosis and resilient control are illustrated briefly. Section 3 presents a comprehensive
survey of condition monitoring and fault diagnosis methods of wind turbines in terms
of four categorizations from the viewpoint of different types of information redundancy,
namely, model-based techniques, signal-based techniques, knowledge-based techniques,
and hybrid techniques. Recent development of wind turbine prognosis and resilient control
approaches will be reviewed in Sections 4 and 5, respectively. Finally, Section 6 concludes
the work and proposes an overlook about future research about maintenance operation of
wind energy systems.

2. System Overview and Fault Modes of Wind Turbines

A wind turbine system is a complex electromechanical system that converts wind
energy to electrical energy. A wind turbine constitutes various subsystems and components
such as blades, rotor, gearbox, generator, yaw, tower, controller, anemometer, break, and
so forth. A typical structure of a wind turbine system is shown in Figure 1. Wind flows
force the blades and rotor to run, which rotates the main shaft and speeds up through
the gearbox to drive the generator, converting wind energy into mechanical energy, and
further to electrical energy. Pitch angles can be regulated to adapt the change of wind
speed, while the yaw system can align turbine with the direction of the wind identified by
the anemometer. The controller is used to ensure to generate desired electricity, and the
housing (or “nacelle”) is mounted at the top of a tower to cover most of these components.
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In practice, wind turbine components are prone to malfunctions or faults due to either
ephemeral events or aging degradation, leading to system interruptions and economic
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losses. Unexpected abnormal behaviors of wind turbines can be categorized into faults and
failures. A fault is recognized as an unacceptable deviation of the system structure or the
system parameters from the nominal situation, whereas a failure is defined as inability of
a system or a component to fulfil its function [24,25]. The pie chart in Figure 2 shows the
percentages of the typical faults in wind turbines, and the main causes of the typical faults
are summarized in Table 2. If an unexpected fault is not detected in the early stage and a
timely action is not taken, it may cause consequent failures.

Processes 2021, 9, x FOR PEER REVIEW 4 of 20 
 

 

In practice, wind turbine components are prone to malfunctions or faults due to ei-
ther ephemeral events or aging degradation, leading to system interruptions and eco-
nomic losses. Unexpected abnormal behaviors of wind turbines can be categorized into 
faults and failures. A fault is recognized as an unacceptable deviation of the system struc-
ture or the system parameters from the nominal situation, whereas a failure is defined as 
inability of a system or a component to fulfil its function [24,25]. The pie chart in Figure 2 
shows the percentages of the typical faults in wind turbines, and the main causes of the 
typical faults are summarized in Table 2. If an unexpected fault is not detected in the early 
stage and a timely action is not taken, it may cause consequent failures. 

 
Figure 2. Percentages of typical faults in wind turbines [26]. 

Table 2. Typical faults in wind turbines [1,14,18]. 

Types of Faults Causes of Faults 

Faults on blades and rotors 
Corrosion of blades and hub; crack; reduced stiffness; increased surface roughness; de-

formation of the blades; errors of pitch angle; and imbalance of rotors, etc.  

Faults on gearbox  
Imbalance and misalignment of shaft; damage of shaft, bearing and gear; broken shaft; 

high oil temperature; leaking oil; and poor lubrication, etc. 

Faults on generator 
Excessive vibrations of generator; overheating of generator and bearing; abnormal 

noises; and insulation damage, etc. 
Faults on bearing Overheating; and premature wear caused by unpredictable stress, etc.  

Faults on main shaft Misalignment; crack; corrosion; and coupling failure, etc. 
Hydraulic faults Sliding valve blockage; oil leakage, etc. 

Faults on mechanical braking system Hydraulic failures; and wind speed exceeding the limit, etc. 

Faults on tower  
Poor quality control during the manufacturing process; improper installation and load-

ing; harsh environment, etc.  

Faults on electrical systems/devices 
Broken buried metal lines; corrosion or crack of traces; board delamination; component 

misalignment; electrical leaks; and cold-solder joints, etc. 

Faults on sensors 
Malfunction or physical failure of a sensor; malfunction of hardware or the communica-

tion link; and error of data processing or communication software, etc. 

Figure 2. Percentages of typical faults in wind turbines [26].

Table 2. Typical faults in wind turbines [1,14,18].

Types of Faults Causes of Faults

Faults on blades and rotors Corrosion of blades and hub; crack; reduced stiffness; increased surface roughness;
deformation of the blades; errors of pitch angle; and imbalance of rotors, etc.

Faults on gearbox Imbalance and misalignment of shaft; damage of shaft, bearing and gear; broken shaft;
high oil temperature; leaking oil; and poor lubrication, etc.

Faults on generator Excessive vibrations of generator; overheating of generator and bearing; abnormal noises;
and insulation damage, etc.

Faults on bearing Overheating; and premature wear caused by unpredictable stress, etc.

Faults on main shaft Misalignment; crack; corrosion; and coupling failure, etc.

Hydraulic faults Sliding valve blockage; oil leakage, etc.

Faults on mechanical braking system Hydraulic failures; and wind speed exceeding the limit, etc.

Faults on tower Poor quality control during the manufacturing process; improper installation and loading;
harsh environment, etc.

Faults on electrical systems/devices Broken buried metal lines; corrosion or crack of traces; board delamination;
component misalignment; electrical leaks; and cold-solder joints, etc.

Faults on sensors Malfunction or physical failure of a sensor; malfunction of hardware or the communication link;
and error of data processing or communication software, etc.
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It is noticed that wind turbine generators can be classified into gear-box coupled wind
turbine generators (e.g., doubly-fed induction generators) and direct-drive wind turbine
generators (e.g., permanent-magnet synchronous generators). Although Figures 1 and 2
and Table 2 include gearbox, this survey paper will review fault diagnosis, prognosis, and
resilient control approaches for both geared and gearless wind turbine systems.

Condition monitoring is defined as a process to monitor operation parameters of
machinery in order to identify significant changes as an indication of a developing fault.
Fault diagnosis aspires to detect the occurrence of faults, locate the faulty components, and
identify the types, magnitudes, and patterns of the faults at an early stage, and the three
tasks aforementioned are named as fault detection, fault isolation, and fault identification,
respectively. Prognosis aims at predicting remaining operation time before faults result in
failures, while resilient control is to design control laws such that the adverse influences
from faults can be mitigated, ensuring the system to work normally even under faulty
conditions, which may not necessarily induce an immediate component replacement or
repairing for non-vital faults. The schematic diagram of the three issues is illustrated in
Figure 3, where fa, fc, and fs denote actuator faults, process or component faults, and sensor
faults, respectively; v, u, and y are, respectively, the reference inputs, control inputs and
measurement outputs. Based on recorded input and output data, fault diagnosis can be
implemented to detect and locate the faulty components. The recorded data can be further
used for fault prognosis and remaining useful life prediction. Based on fault diagnosis and
prognosis information, resilient controls and decisions can be carried out to mitigate the
adverse influences from the faults. By implementing appropriate fault diagnosis, prognosis,
and resilient control strategies, the reliability and safety of wind turbine systems can be
enhanced, and the maintenance cost and downtime can be reduced, which are of significant
importance to achieve economic operation and increase productivity.
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3. Fault Diagnosis of Wind Turbines

Condition monitoring aims to check operation parameters of wind turbines to provide
an early indication of faults, and fault diagnosis is conducted to detect, locate, and identify
occurring faults, which allows us to plan system repair strategies prior to complete failures.
Condition monitoring is actually kind of fault detection, therefore in this paper we will
survey condition monitoring and fault diagnosis within a framework. From the viewpoint
of different types of the information redundancy, fault diagnosis can be categorized into
mode-based methods, signal-based methods, knowledge-based methods, and hybrid
methods by combining the three above-mentioned methods.
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3.1. Model-Based Fault Diagnosis for Wind Turbine Systems

Model-based fault diagnosis is suitable for non-stationary operation for wind turbines.
This method requires models of wind turbine systems established by using either physical
principles or systems identification techniques. In [27], a versatile wind velocity model
was established, delivering a capability of simulating a wide range of wind variations
and usual disturbances. In [28], a dynamic model was derived to simulate a doubly fed
induction generation (DFIG) wind turbine with a single-cage and double-cage description
of the generator rotor, and a characterization of its control and protection circuits. In [29],
an industrial standard simulation tool, namely PSCAD/ EMTDC, was used to address
dynamic modeling and simulation of a grid connected variable speed wind turbine. A
4.8 MW wind turbine benchmark model was originally addressed in [30] for a generic
three-blade horizontal variable speed wind turbine with a full converter coupling, and the
model was described with more detail in [31]. Based on wind turbine modeling software
FAST, a 5MW enhanced wind turbine benchmark model was built in [32] by considering
more realistic wind inputs and nonlinear behavior of aerodynamics. The wind turbine
models have facilitated the development and applications of model-based fault diagnosis
for wind turbine systems.

A schematic diagram of model-based fault diagnosis is depicted by Figure 4. The basic
idea for model-based fault diagnosis is to provide the same inputs to the real-time wind
turbine and wind turbine model, and monitor the differences between the real-time wind
turbine outputs and model outputs. If the difference or called residual is zero or less than a
preset threshold, the wind turbine is under healthy conditions. Otherwise, the real-time
wind turbine outputs are inconsistent with the model outputs, which indicates a fault occurs
in wind turbine systems. It is noticed that wind turbine models usually suffer modeling
errors, and real-time turbine systems are subjected to external disturbances and varying
loads, the aforementioned simple detection strategy may cause considerable false alarm rate.
In order to reduce false alarm rate and improve fault detection and diagnosis performance,
great efforts were paid to developing effective diagnosis algorithms so that the residual
was sensitive to faults but robust against modeling errors and external disturbances.
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One of the most popular approaches is observer based fault detection approach. The
key idea is to design an observer to estimate the model output, and monitor the residu-
als between the wind turbine outputs and the estimated model outputs. Optimization
approaches are used to find a suitable observer gain to enhance the fault effects on the
residuals but attenuate the influences from uncertainties to the residuals. In [33], a Lu-
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enberger observer based fault detection algorithm was addressed to detect actuator and
sensor faults for a linearized 3MW wind turbine system, where parameter eigenvalue
assignment approach and evolutionary algorithm were amalgamated to search an optimal
observer gain so that the residual was sensitive to faults but robust against noises and
perturbations. In [34], a fault diagnosis method was presented for multiple open-circuit
faults in back-to-back converters of a permanent magnet synchronous generator (PMSG)
drive for wind turbine systems where a Luenberger observer and adaptive threshold were
used to ensure a reliable diagnosis independent of drive operation conditions. Motivated
by the challenges to handle nonlinearities and partially known properties, which are dif-
ficult for mathematical modeling of wind turbines, Takagi-Sugeno (T-S) fuzzy models
have drawn much attention by approximating nonlinear dynamics by using weighted
aggression of a set of linear models valid around selected operating points, such that the
complexity of the nonlinear problems can be decreased to linear range. In [35], a T-S fuzzy
model was established for a 4.8 MW benchmark wind turbine, and the corresponding
residual based fault diagnosis methodology was developed based on developed fuzzy
representation. In [36], a T-S fuzzy model was built for a 4.8 MW wind turbine system, and
a fault estimator was addressed to estimate actuator and sensor faults, where an augmented
system approach, robust observer technique, and linear matrix inequality optimization
method were integrated to ensure a robust fault estimation for generator torque actuator
fault and rotor speed sensor fault against modeling errors and noises. Time-varying model
has been a powerful alternative to describe wind turbine system dynamics. In [37], a
time-varying model was created for a 4.8 MW wind turbine system where the blade pitch
angle, tip-speed ratio, and rotor speed were the scheduling parameters to be updated
real-time. Based on the time-varying model, an augmented time-varying observer was
addressed to estimate parameter fault and actuator fault in wind turbine systems. In [38],
internal model was used to describe wind turbine dynamics where uncertainties were
located in the parameters bounding their values by intervals. Internal observers were then
designed for a 5 MW wind turbine system, and fault detection was achieved by checking if
the real-time measurements fall inside the estimated output interval.

In parallel with the observer, Kalman filter also plays an important role in fault
detection and diagnosis for wind turbine systems where process and measurement noises
are assumed to be random since wind turbine dynamics are more or less subjected to
random noises in either wind speed or measurements. Kalman filter has a similar structure
with observers, associated with various statistic tools (e.g., generalized likelihood ratio test),
the nature of the faults can be extracted by testing on whiteness, mean, and covariance
of the residuals [39]. In [40], for a three-blade horizontal axis wind turbine, a system
identification algorithm was used to establish a state-space linearized model, and a Kalman
filter based diagnosis algorithm was then addressed to detect additive and multiplicative
sensor faults. Cascaded Kalman filters were addressed in [41] to detect faults in wind
turbines which can achieve fast detection but may fail under low fault-to-noise signal ratio
scenario. In order to capture more accurate means and covariance of faults, unscented
Kalman filter [42] was employed to identify three fault modes, namely, gearbox faults,
lubrication oil leakage, and pitch damages.

The parameter estimation approach was based on the assumption that the faults were
reflected in the physical parameters, such as oil temperatures and electrical voltages of
the systems. In this approach, residuals are computed as the parameter estimation errors,
which are used to check the consistency of the estimated parameters with real process
parameters. [43] presented an adaptive parameter estimation based fault diagnosis method
to detect and isolate faults in wind turbine hydraulic pitching systems. In [44], a nonlinear
parameter estimation approach was addressed for wind turbine generators by monitoring
temperature trend. This method is straightforward if the model parameters have an explicit
mapping with the physical coefficients. However, the diagnostic performance strongly
depends on the accuracy of the measured parameters, which would be a constraint of
this approach.
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3.2. Signal-Based Fault Diagnosis for Wind Turbine Systems

Signal-based methods rely on appropriate sensors installed in wind turbines, rather
than explicit input–output models. Sensors measure wind turbine signals such as electrical
signals, vibration, and sound signals. Signal processing techniques are used to extract
symptoms which are highly reflected by corresponding faults. The symptoms of real-time
signals are checked with the symptoms of healthy signals from prior knowledge and
experiences so that a diagnostic decision can be made. A schematic diagram is shown in
Figure 5 to describe signal-based fault diagnosis approach. In general, signal-based fault
diagnosis can be classified into time-domain method, frequency-domain approach, and
time-frequency technique.
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Time-domain signal-based fault diagnosis utilizes time-domain parameters reflecting
component malfunctions or failures such as root mean square, peak value, and kurtosis
straightforwardly to monitor wind turbine dynamics. In [45], a fault diagnosis approach for
multiple open-circuit faults in two converters of permanent-magnet synchronous generator
drives for wind turbine application was presented by using the absolute value of the
derivative of the Park’s vector phase angle as a fault indicator.

Frequency-domain signal-based fault diagnosis approaches use a variety of spec-
trum analysis techniques, such as discrete Fourier transformation (DFT) which can be
calculated by using fast Fourier transformation (FFT) [46,47], to transform a time-domain
waveform into its frequency-domain equivalence, consequently used for monitoring and
fault diagnosis. In [46], a two-stage fault diagnosis algorithm for wind turbine gearbox
was addressed, where FFT was utilized to convert raw time-domain vibration signals to
frequency spectrum, and kurtosis values were used to compute severity factors and levels
by comparing with desired frequencies of the non-fault conditions. In [47], gear tooth
damages were detected by checking gear vibration spectra.

In order to improve the processing ability for signals, time-frequency analysis ap-
proaches, by combining both time-domain waveform and corresponding frequency spec-
trum, have received much attention. In condition monitoring and fault diagnosis of
wind turbines, commonly used time-frequency analysis techniques include wavelet trans-
forms [48–50], Hilbert transform [51,52], Wigner–Ville distribution (WVD) [53], and short-
time Fourier transform (STFT) [54], and so forth. Wavelet transform is applicable to non-
stationary signals to enhance signal-to-noise ratio (SNR). Continuous wavelet transform
was used for faulty symptom extraction, while discrete wavelet transform was employed
to achieve noise cancellation in [48,50]. Hilbert transform is usually combined with other
tools, such as Empirical Mode Decomposition (EMD) and time synchronous average (TSA)
to reduce the influences from noises and uncertainties. Specifically, Hilbert–Huang trans-
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forms (HHT), which is an improved scheme by employing Hilbert transform and EMD,
was utilized in [51] to detect gear-pitting faults. [52] utilized a time synchronous average
(TSA) to extract periodic waveform from noisy signals in vibration signals when faults were
detected by Hilbert transform. STFT and TSA were combined in [54] and spectral kurtosis
was used to detect tooth crack faults. In practice, the aforementioned methods are often
jointly used to achieve better diagnosis performances. For example, [53] proposed Morlet
continuous wavelet transforms to handle extra noises and Smoothed Pseudo Wigner–Ville
distribution (SPWVD) spectrum to cope with cross terms. Taking both advantages of
wavelet transform and EMD, empirical wavelet transform (EWT) was adopted in [55] for
generator bearing fault diagnosis.

Signal-based monitoring methods do not need to establish an explicit of mathematical
model for wind turbine system. It is easily implemented by using various signal processing
techniques. In general, it is suitable for monitoring and diagnosing rotating components
of wind turbines, such as wheels and bearings of gearbox, bearings of generator and
main bearing.

3.3. Knowledge-Based Fault Diagnosis for Wind Turbine Systems

Different from model based and signal based diagnosis methods which reply either
prior mathematical model or known signal pattern, knowledge-based approach relies on
a large volume of historical data available and symbolic and computational intelligence
techniques to extract knowledge base, representing dependency of system variables explic-
itly. A diagnostic decision is made by checking the consistency between the knowledge
base and the real-time operation behavior with the help from a classifier. The schematic
diagram of knowledge-based fault diagnosis is shown in Figure 6. From the perspective of
extraction process of historical knowledge, knowledge-based fault diagnosis methods can
be classified into qualitative approaches and quantitative approaches.
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A Root cause and fault tree analysis approach and expert system-based method can be
generally regarded as qualitative knowledge approaches for condition monitoring and fault
diagnosis [56,57], which have been successfully applied to wind turbines systems [58–61].
Specifically, [58] utilized fault tree analysis to describe a set of potential system failures,
and cost-priority-number values were calculated to evaluate the severity of faults. In [59],
a fuzzy fault tree analysis approach was addressed for risk and failure mode analysis
in offshore wind turbine systems, where expert knowledge was expressed using fuzzy
linguistics terms, and grey theory analysis was then integrated to determine the risk priority
of the failure modes. In [60], fault tree analysis was employed to identify possible causes of
top event, and expert system was then designed to implement diagnosis for gear box in a
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wind turbine. In [61], a fuzzy expert system was introduced by setting rules to determine
the levels of faults of wind turbine gear box.

Quantitative, knowledge-based methods can be either statistical-analysis-based or
non-statistical-analysis-based. Due to using a large amount of historical data, knowledge-
based approaches here are often called data-driven approaches. Commonly used statistical
data-driven fault diagnosis techniques include principal component analysis (PCA) [62],
independent component analysis (ICA) [63], subspace aided approach (SAP) [64], fisher
discriminant analysis (FDA) [65], and support vector machine (SVM) [66,67], and so on.
The basic idea for PCA, ICA, SAP, and FDA is to use a variety of dimensionality reduction
approaches to preserve significant trends of original data set in order to achieve promising
results in fault extraction. The SVM is a nonparametric statistical method which can
be used to capture faulty response of wind turbines owing to its excellence capability
for classification. In [66], least squares SVM was used to train function of weather and
turbine response variables; and distinguish faulty conditions from healthy conditions.
Associated with appropriate nonlinear kernels tested on dataset, statistical-analysis-based
approaches can attain more accurate and reliable identifications. For instance, in [67], a
comparative study was carried out to demonstrate advantages of a kernel-based SVM
diagnosis approach in wind turbines compared with traditional methods. In addition to
statistical data-driven diagnostic techniques, non-statistical approaches, such as neural
network (NN) [68,69] and fuzzy logic (FL) [70], are widely used to carry out fault diagnosis
and condition monitoring for wind turbines. FL is an approach of partitioning a feature
space into fuzzy sets and utilizing fuzzy rules for reasoning, which can essentially provide
approximate human reasoning. Cluster center fuzzy logic approach was used in [70] to
estimate wind turbine power curve. A well-trained NN has an ability of making intelligent
decisions even when noises, system disturbances, and corrupted data are present. In [71], a
deep neural network based fault detection approach was presented for direct-drive wind
turbine systems. In [72], a fault diagnosis algorithm was proposed by using multiple
extreme learning machines (ELM) layers to achieve feature learning and fault classification.

The aforementioned statistic and non-statistic data-driven fault diagnosis techniques
have their own advantages and disadvantages. In practice, these methodologies are often
used jointly. For instance, FL-based methods require extensive expert knowledge of the
system, which may be difficult to be derived. NN is ideal for situations like this, where
the knowledge, describing the behavior of the system, is stored in a large volume of
quantitative datasets. However, the output is difficult to back-track due to the black-box
data processing structure which causes slow convergence speed. Recent developments
have shown an interest in adaptive Neuro-Fuzzy Inference System (ANFIS) to integrate
these two methods, so that better fault diagnosis performances can be achieved. The joint
method, addressed in [73], proved to be faster than NN in monitoring abnormal behaviors
in wind turbines. Additionally, several data-driven algorithms, including PCA, k-nearest
neighbor algorithms, and evolutionary strategy were combined to monitor operation of a
wind farm in [74].

3.4. Hybrid Fault Diagnosis for Wind Turbine Systems

Model-based fault diagnosis method has excellent fault detection, fault isolation, and
fault identification capability from a system level when a system model is available. Due
to the nature of off-line design and on-line implementation, model-based fault diagnosis
approach has excellent real-time performance. Signal-based approaches are independent
of explicit mathematical models, which mainly focus on measurement outputs and require
less knowledge about input signals. Nevertheless, it is not realistic to install sensors on all
components of wind turbines from the viewpoint of economic cost, and space and weight
consideration. Knowledge-based (data-driven) approaches relay on historical data and
symbolic and computational intelligence, and supervisory control and data acquisition
(SCADA) and smart sensors equipped in wind farms make data-driven approach feasible
and attractive. It is noted that it is time consuming for training and learning. Recently,
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hybrid approaches by adopting more than one of the approaches are usually used to
enhance fault diagnosis performance for wind turbines.

In [75], FFT was used to spot the main frequency of disturbances, and evolutionary
algorithm was employed to seek an optimal observer gain to minimize the effects in the
estimation error from dominant disturbances as well as low-frequency faults so that a
robust fault estimation algorithm was developed for a 5 MW wind turbine system. The
work in [75] is a combination of signal-based and model-based methods.

In [76], artificial neural network was used to estimate nonlinear term in wind turbine
model, and linear matrix inequality optimization was addressed to find an optimal observer
gain so that a robust actuator fault estimation was achieved for 4.8 MW wind turbine
Benchmark system. In [77], fault detection and isolation for wind turbines were addressed
by using a mixed Bayesian/Set-membership, where modeling errors were described as
unknown but bounded perturbations from the viewpoint of set membership method,
while measurement noises were characterized as bounded noises following a statistical
distribution. The approaches in [76,77] are actually a hybrid of model-based and data-
driven approaches.

Vibration signals in rotational parts of wind turbines are nonstationary and no-
Gaussian, and fault samples are usually limited. In order to solve the issue above, [78]
proposed a fault diagnosis algorithm based on diagonal spectrum and SVM where diagonal
spectrum can be used to extract fault features from the vibration signals, and SVM can
realize fault classification effectively. In [79], FFT method and uncorrelated multi-linear
principal component analysis technique were integrated to achieve an effective three-
dimensional space visualization for fault diagnosis and classification under five actuator
and sensor faulty scenarios in a 4.8 MW wind turbine benchmark system. The methods
of [78,79] are essentially a hybrid of signal-based and data-driven based approaches.

4. Prognosis for Wind Turbine Systems

Prognostics is a process to predict the progression of a deviation of a system from
expected normal operating condition into a failure and estimate the remaining useful life
of wind turbines. Based on various fault diagnosis and condition monitoring strategies,
health status of wind turbines can be assessed and degradation patterns can be indicated,
which allow a prognostic scheme to be introduced to predict when machine will fail. A
schematic diagram of fault prognosis is depicted in Figure 7. When a system performance
degradation (i.e., the performance departs from the normal performance) is recognized,
remaining useful life (RUL) estimation will be implemented. Prognosis approaches can be
generally classified into model-based, data-driven, and hybrid approaches. Model-based
prognosis methods use physical and mathematical expressions to describe the degradation
trend, and identify the performance degradation from real-time monitoring, and estimate
the RUL of wind turbines. Data-driven approaches use historical data and machine learning
techniques to train and learn system performance dynamics, identify current performance
degradation from rea-time data, and predict the RUL of wind turbines. Hybrid approach is
a combination of the two approaches in order to obtain a better prognosis.
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4.1. Model-Based Prognosis for Wind Turbine Systems

As wind turbines are subject to strongly varying loads which make the components
fatigue during operation, predicting their reliable lifetime is of significance. Different fatigue
models for lifetime prediction were proposed, including fatigue life models [80,81] and
progressive damage models [82,83]. Fatigue life models are based on a well-known S–N
curve to describe allowable cycles of failures. Prediction of fatigue life from the random load
spectrum was addressed in [80,81] for medium-scale and small-scale wind turbine blades,
respectively, using S–N curves. In progressive damage models, variables that describe the
deterioration of the composite component were selected to assess damages. [82] presented
a reduced order model to predict the occurrence and progression of damages in blades
by integrating Thine-wall beam and progressive failure analysis. A progressive damage
model, based on the cohesive zone concept with mixed-mode bilinear constitutive law, was
addressed in [83] for analyzing fatigue of the adhesive joint root of the wind turbine blades.
In [84], a probabilistic damage-growth model was utilized to characterize performance
degradation of individual wind turbine, and failure prognosis informed decision-making
tool was developed.

4.2. Data-Driven Prognosis for Wind Turbine Systems

One promising data-driving technique for prognosis of wind turbines is adaptive
neuro-fuzzy inference system (ANFIS), which is a hybrid learning algorithm by integrating
the best features of fuzzy systems and artificial neural networks. [85,86] developed ANFIS-
based pitch faults prognosis for a wind farm composed of 26 wind turbines, incorporated by
a priori knowledge of six known faults to train the system. Artificial intelligence systems, by
integrating fuzzy logic, neural networks, and expert systems, were utilized for predictive
maintenance of the wind turbine gearbox in [61]. Another popular methodology for
prognosis successfully implemented in wind conversion systems is genetic algorithm (GA),
inspired by Darwinian evolutionary models, which was used in [87], such that blade
pitch faults can be predicted 5–60 min in advance. Moreover, a number of data mining
approaches, consisting of NN, ensemble NN, standard classification, and regression tree,
boosting tree algorithm, and SVM were cooperated in [88] to achieve fault prediction at
three levels, namely, identification of existence of a fault, prediction of the severity of the
fault, and prediction of specific fault.

4.3. Hybrid Prognosis for Wind Turbine Systems

Since prognosis of a problem is more challenging than diagnosis, it is common to inte-
grate different types of approaches. For instance, in [89], a model was derived to describe
mathematical relationship between lubrication, oil degradation, and particle contamination
level, and a particle filtering technique-based RUL prediction tool was used to achieve
lubrication oil prognosis by means of predicting state values in terms of probability density
function (PDF). This method is a hybrid of model-based and data-driven method.

5. Resilient Control of Wind Turbine Systems

Resilient control strategies aim to mitigate the influences from unexpected faults
(rather than failures) or unexpected dynamics (e.g., unknown delays) such that the overall
function of the wind turbines can be maintained, although the operation and produc-
tion performance may be reduced but tolerated. There are two types of resilient control
approaches: passive resilient control and active resilient control.

A schematic diagram of resilient control for wind turbines is depicted by Figure 8,
where fa, fc, and fs denote the actuator faults, parameter (or process) faults, and sensor
faults, respectively. In passive resilient control, a fixed controller is designed that tolerates
all considered faulty conditions (or abnormalities) of the plant. This approach requires no
on-line detection of the abnormalities, and is therefore more attractive computationally.
However, a passive resilient control would be invalid if an unexpected abnormality oc-
curred that was not considered in the design. In active resilient control, the controller is
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reconfigured by control laws that react to abnormalities based on information extracted by
real-time monitoring and diagnosis scheme. Once a fault or abnormality is identified, effec-
tive configuration strategies can be conducted to attenuate the impact of the abnormalities
on the wind turbine systems.
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5.1. Passive Resilient Control

In [90], a passive resilient control strategy was addressed to avoid saturation caused
by potential faults in 5MW wind turbine, and the key idea used was to manipulate the
reference power and generator speed set-points hysterically. In [91], wind turbine system
was described by linear parameter varying (LPV) system, and a robust control strategy was
developed so that the system was resilient against a fault in a pitch system without need
of the information from monitoring and fault diagnosis. In [92], a passive, fault tolerant
cooperative control scheme was presented for a wind farm under power generation faults
where fuzzy model reference control was used in a cooperative framework. In [93], a robust
super-twisting algorithm-based control scheme was designed for a large floating offshore
wind turbine disrupted by wind turbulence and pitch actuator faults, so that a tolerant
operation was procured.

5.2. Active Resilient Control

Fault estimation and compensation have proven a powerful tool for resilient control
design and implementation. In [36], a 4.8MW wind turbine system was approximated by a
Takagi-Sugeno fuzzy model. By using an augmented unknown input observer, actuator and
sensor faults were estimated, and signal compensation techniques were used to mitigate
the effects from the actuator faults on the system dynamics and the influences of the
sensor faults on the system outputs. It was proved and demonstrated that the existing
controllers with compensation can ensure a tolerant operation of the wind turbine under
predefined low-frequency actuator and sensor faults. The approach in [36] can deliver
both real-time fault diagnosis (fault estimation) and resilient control, but there is no need
for an on-line controlupdate. A hydraulic press drive unit may cause unknown delays
of the pitch dynamics, which has adverse effects on wind turbine operation performance.
In [94], an augmented observer was proposed to estimate a perturbed term caused by
unknown delays of the pitch system, and a sensor compensation technique was addressed
to mitigate the adverse effect of the unknown delay on the pitch output dynamics in a
4.8 MW wind turbine system. In [95], a disturbance observer was addressed to estimate
pitch actuator fault, and a fault tolerant control with actuator compensation was designed
to achieve tolerant operation of a 5MW wind turbine, under a pitch actuator fault. In [96],
an adaptive sliding mode observer was addressed to estimate a pitch actuator fault in a
wind turbine, and the estimated fault signal was used to compensate the effects from the
actuator fault. In [97], a perturbation observer was used to estimate time-varying external
disturbances including grid faults, voltage dips, and intermittent wind power inputs, and a
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nonlinear adaptive control with compensation was used to enhance the fault ride-through
capability for a full-rated converter wind turbine. In [98], an adaptive sliding mode tolerant
controller with compensation was addressed to alleviate the fluctuations in rotor speed,
generator speed, and generator power under faulty conditions in a 5MW wind turbine
system. In [99], an adaptive tolerant control algorithm, with the aid of fault estimation,
was presented for wind turbines subjected to effectiveness loss faults in pitch actuators.
In [100], a tolerant control strategy was proposed for wind turbine systems under bias
faults of converter actuators in a 2 MW wind turbine system, in which fault detection and
estimation were achieved by using residual filter and fault estimator, and receding horizon
control technique was used to reconfigure control parameters so that the turbine health
such as maximum power and less fatigue reduction was attained under faults.

In [101], a resilient configuration of doubly fed induction generator (DFIG) in 1.5 MW
wind turbine was addressed to achieve tolerant operation under various kinds of grid
faults, where nine-switch converter was used to replace conventional six-switch converter,
and appropriate control algorithm was designed to ensure a seamless fault-ride through
under grid faults. Power converter is recognized as one of the most fragile parts in wind
turbine conversion systems, which contributes about 14% of the downtime of a wind
turbine. In [102], a fault-tolerant operation strategy against switch faults was addressed
where an additional power switch leg was used to replace a faulty leg using fault diag-
nosis information and corresponding control algorithms. In [103], a fault tolerant control
method was addressed for direct-drive wind turbine systems under open circuit faults in
machine side converters by regulating SVPWM switching patterns. It is evident that the
aforementioned techniques are model-based active resilient control techniques.

In [104], a data-driven resilient control approach was addressed for a wind turbine
benchmark system. Specifically, a residual generator was constructed directly identified
from the input and output data, which should be sensitive to faults. The residual was
embedded into the control loop to mitigate the effects from the faults and achieve tolerant
operation performance under faulty conditions. In [105], a data-driven fault tolerant
control scheme was presented for wind turbine systems in which the residual generator
was included in the control loop so that the key performance indicator (e.g., the quality of
produced power) was maintained in the admissible range under faulty conditions. In [106],
a data-driven fault tolerant control approach was developed for 10 MW off-shore wind
turbines, where a subspace algorithm was employed to identify a linearized-dynamics of
the wind turbine, and an adaptive repetitive control law was formulated to mitigate faulty
induced loads.

6. Conclusions and Overlook

The presented paper has provided a comprehensive survey covering three crucial
topics, namely fault diagnosis, prognosis, and resilient control, of wind turbines, which are
beneficial to maintain operation, improve energy productivity, prolong the life of usage
and enhance system safety.

For fault diagnosis, it has been reviewed following the categories of model-based,
signal-based, knowledge based, and hybrid approaches. Model-based monitoring and
diagnosis approaches need a mathematical model to describe explicit relationships between
system inputs and outputs in wind turbine systems, which are effective and powerful to
carry out real-time monitoring and fault diagnosis from a system level. How to develop an
accurate mathematical model and how to enhance the robustness of the model-based fault
diagnosis algorithms against modeling errors and external disturbances, and sensitivity to
the faults monitored are the key factors for model-based fault diagnosis approaches. Ow-
ing to off-line design, and on-board implementation, model-based monitoring, and fault
diagnosis algorithms have excellent real-time performance. Signal-based monitoring and
diagnosis approaches do not need system models, but rely on measurement signals from
sensors, which are convenient for implementation. The measured signals are mainly depen-
dent on system outputs, but with less attention on inputs, signal-based approaches would
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be sensitive to external disturbances and load changes. Knowledge-based approaches do
not need to establish an explicit mathematical model, but use historical data to train and
search in order to represent an implicit relationship among the variables. Knowledge-based
approaches are effective for monitoring and diagnosis for both system-level faults and
structural faults in wind turbines. A knowledge-based approach is highly dependent on
the quality of the recorded data, and is time-consuming for training and searching. The
three approaches above have own advantages and disadvantages, it would be a better
solution to integrate them to lead a hybrid design and implementation to achieve a reliable
and effective monitoring and diagnosis for wind turbines.

For prognosis and remaining useful life prediction, it has been reviewed following
model-based, data-based, and hybrid approaches. Model-based method needs to derive
an explicit physical or mathematical expression to describe the performance degradation
trend, and the remaining useful life is estimated once upon the performance degradation
status is identified by real-time monitoring. A model-based method needs a thorough un-
derstanding on how a physical parameter or symptom relates the performance degradation.
Data-driven methods reply on historical run-to-failure data, but do not need a mathematical
model. It would be difficult to obtain sufficient and reliable run-to-failure data in practice,
particularly for wind turbines as they are expensive, and the machines generally stop before
a collapse happens. It would be a better solution to integrate model-based and data-driven
based prognosis approaches for an effective and reliable fault prediction. Compared with
condition monitoring and fault diagnosis approaches, prognosis and remaining useful
life estimation need much more research and development due to the complexity of wind
turbine systems.

For resilient control, it has been surveyed following the categories of passive resilient
control method and active resilient control method. Passive resilient control approaches
do not need the information of healthy status in wind turbines, but design a robust
controller so that the stability and operation of wind turbines are robust against both
disturbances and faults. Resilient passive control is simple to implement, but generally
has limited tolerant capabilities to accommodate faults. Active resilient control approaches
need the information from real-time monitoring and fault diagnosis, and the controllers are
reconfigured to mitigate the adverse effects from the faults, and achieve a tolerant operation
performance. Active resilient control approaches are more attractive as they are integrated
with fault diagnosis, which can effectively adapt to faulty conditions by appropriate control
configurations in terms of monitored faults. It is noticed that the majority of resilient
control approaches for wind turbines systems are model-based, and only a few works use
data-driven approaches. It is encouraged to develop data-driven based resilient control
approaches for wind turbine systems with the aid of large amount of data available and
machine learning techniques.

Recently, offshore wind turbines have received much more attention, owing to their
capabilities for capturing larger wind power compared with on-shore wind turbines. Off-
shore wind turbines are classified into fixed-foundation offshore wind turbines and floating
offshore wind turbines. Floating offshore wind turbines can be installed in deep water
over 50 m, which can harvest more and steadier wind power, and have less environment
effect. As a result, floating offshore wind turbines will be being invested more and more,
and would dominate wind turbine industries in the future. Due to the limited accessibility
and a more complex structure integrated with wind turbine machine, mooring lines and
floating platform, it is challenging but promising to further stimulate the research and
development of real-time monitoring and fault diagnosis, prognosis and remaining useful
life prediction, and resilient control for floating off-shore wind turbines to improve the
reliability, availability, and productiveness.

In addition, wireless sensory and distributed networked wind farms would bring new
opportunities and challenges for reliability and safety of wind turbine systems. Diagnosis
and resilient control against cyber-attacks in wind turbine systems would be a promising
research topic in the near future.
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We have tried to comprise as many up-to-date references for fault diagnosis, prognosis,
and resilient control for wind turbines as possible. Woefully, it is impossible to include
all the existing publications due to the limit of space. We hope this review paper can
bring a light to the researchers and engineers so that they can get insight into this field
conveniently.
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