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Introduction 

Cloud computing emerged to integrate computing resources and increase the efficiency and cost of 
the technologies for businesses. The emergence of Big Data and IoT have provided new dimensions 
and opportunities for improved analytics and predictions [1]. This motivates us to develop a special 
issue on the fusion between Big Data and IoT. The fusion between Big Data and IoT can create impacts 
in the future generation of our development in smart cities, national planning and forecasting of our 
future activities and investments. Big Data and IoT fusion also supports directly on pervasive 
technology to our daily life in healthcare, finance, security, transportation and education [2-6]. To 
enable future generation of different services, we need to understand and realize the significance of 
fusion between hardware and software, and between security and reality. By doing so, we can get 
very light and portable devices that can contain petabytes of data, which need layers of security 
functions and services to make them protected. We can also use one device that can be a mobile 
phone, instant messenger, video conferencing center, GPS, database, investment analytics, weather 
forecaster, camera and data processing center.  We can also provide real time security services that 
can destroy a vast variety of Trojans and viruses, block all security breaches, restore things back to 
normal and keep the owners alert and safe in real time. Big Data and IoT fusion can help high-tech 
sectors such as weather forecasting, space technology and biotechnology to enable thousands of 
simulations to be completed in seconds [1, 4, 6-10]. All these high tech features have become reality 
and not just in movies enabled by the impacts of Big Data and IoT fusion.  

We received 34 submissions altogether. After conducting a very vigorous review process and a high 
selection criteria by independent reviewers, only six papers were selected. We have achieved 17.64% 
acceptance rate to reflect the high expectations and academic merits on all the papers. 

 

 



Our selected papers 

This special issue presents interesting, pioneering and innovative articles on research topics related to 
the fusion of big data and IoT based applications: 

Video big data in the smart city 

The paper on video big data in the smart city: Background construction and optimization for 
surveillance video processing by L. Tian et al. [11] proposes a three level video data fusion scheme, a 
coding based architecture proposed for smart city video, and a specific coding parameter optimisation 
algorithm is also been proposed to measure performance attributes of the proposed applications. The 
proposed approach will enhance smart city applications, in particular, sensing, monitoring, and 
analysing video based data from transforming infrastructures, building, and transports to achieve 
efficient smart cities. In addition, the proposed algorithms on a block-level background modeling 
(BBM) supporting long-term reference structure for efficient surveillance video coding, the rate–
distortion optimization for surveillance source (SRDO) algorithm is also developed to improve the 
coding performance. Experimental results show that the proposed BBM and SRDO can significantly 
improve the compression performance, which can effectively support diverse video applications in 
smart city. 

A hybrid model of Internet of Things and cloud computing 

The article on a hybrid model of Internet of Things and cloud computing to manage big data in health 
services applications by M. Elhoseny et al. [12] has proposed an interesting approach to big data in 
health services with their approach to optimise virtual machines. One of the interesting approaches 
proposed in this paper is a new model to optimize virtual machines selection (VMs) in cloud-IoT health 
services applications to efficiently manage a big amount of data in integrated industry 4.0. Industry 
4.0 applications has evolved that require to process and analyze big data, which come from different 
sources such as sensor data, without human intervention. The proposed model aims to enhance the 
performance of the healthcare systems by reducing the stakeholders’ request execution time, 
optimizing the required storage of patients’ big data and providing a real-time data retrieval 
mechanism for those applications. The architecture of the proposed hybrid cloud-IoT consists of four 
main components: stakeholders’ devices, stakeholders’ requests (tasks), cloud broker and network 
administrator. This paper has made a novel contribution to optimize the VMs selection with three 
different well-known optimizers (Genetic Algorithm (GA), Particle swarm optimizer (PSO) and Parallel 
Particle swarm optimization (PPSO) are used to build the proposed model. 

Clustering big IoT data 

The article on clustering big IoT data by metaheuristic optimized mini-batch and parallel partition-
based DGC in Hadoop by R. Tang and S. Fong [13] have proposed a parallel computing algorithm based 
on k-means approach to performance improvement. To this end, this paper proposes a new 
partitioned clustering method that is optimized by metaheuristic for IoT big data environment. The 
proposed method has three main activities such as a sample of the dataset is partitioned into mini 
batches, followed by adjusting the centroids of the mini batches of data, and is collating the mini 
batches to form clusters, so the quality of the clusters would be maximized. They also define the 
notion of Dynamic Group Optimisation which controls the positions of the centroids that could be 
optimally attuned at the mini batches and are governed by a metaheuristic. The results show that our 
proposed method is a promising tool for clustering fused IoT data efficiently. 

 



Multimedia Internet of Things 

The paper on improving quality of experience in multimedia Internet of Things leveraging machine 
learning on big data by Xiaohong Huang et al. [14] has studied the problem of automatic optimization 
of Quality of Experience (QoE) through collecting and processing various data from multimedia IoT 
(MIoT) networks and designed a QoE optimization mechanism for MIoT leveraging data fusion 
technology, which consists of two steps: i) a multimodal data fusion approach is proposed to build a 
QoE mapping between the uncontrollable user data with the controllable network-related system 
data; and ii) an automatic QoE optimization model is built taking fused results, which is different from 
the traditional way. The proposed mechanism is able to adjust network-related system data 
automatically and thus achieve optimized user satisfaction. The results show that the proposed 
mechanism can improve the QoE level significantly as well as be adaptable to dynamic network 
changes. 

Security Fusion as a Service 

The article on SFaaS: Keeping an eye on IoT fusion environment with security fusion as a service by 
Chien-Ting Kuo et al. [15] has discussed the security vulnerability threat and zero-day attacks that 
could happen in the SDN fusion environment if the switches are compromised through vulnerabilities 
and addressed the SDN security challenge of compromised switches. The authors proposed a concept 
of Security Fusion as a Service (SFaaS) including two detection mechanisms for detecting the incorrect 
forwarding, duplicated forwarding, and malicious weight adjusting in the preliminary research. For 
solving the studied issue and creating a more flexible detecting service of SFaaS, they developed a 
softwarized switch topology measurement architecture for developing 100% reliable testing switches 
for the detection environment. The simulation results show that the proposed architecture and 
detecting mechanism are useful for reducing damage and thus to prove the validity of the proposed 
concept. 

Privacy-preserving fusion of IoT and big data 

The paper on privacy-preserving fusion of IoT and big data for e-health by Yang Yang et al [16]. has 
investigated the privacy-preserving fusion of IoT and big data in the e-health applications, and 
constructed a system to realize secure IoT communication and confidential medical big data storage. 
The medical big data contains a large amount of electronic health records (EHRs) are outsourced to 
cloud platform. In the proposed system, the patient distributes an IoT group key to the medical nodes 
in an authenticated way without interaction round. Usually, the IoT messages are encrypted using the 
IoT group key and transmitted to the patient, which can be batch authenticated. The encrypted EHRs 
are shared among patient and different data users in a fine-grained access control manner. The 
authors have designed a novel keyword match based policy update mechanism to enable flexible 
access policy updating without privacy leakage. The results demonstrated that the proposed system 
and algorithms are efficient. 

 

Conclusion 

We thank FGCS and Prof Peter Sloot very much for providing us the opportunities to serve the 
community. We have received numerous words of support, encouragement and constructive 
feedback. We are honored to publicize this special issue. We are certain that more institutions and 
organizations will use fusion in various aspects, such as service fusion, data fusion, fusion in Industry 
4.0 etc. which can blend with big data, IoT, security and cloud computing effectively. Our selected 



papers and related work will hope to make greater impacts and contributions to different scientific 
communities. We also look forward to meeting our honorable Prof Peter Sloot in Wuxi, China on 11th 
June, 2018 and the possibility of having the long-term collaboration. 
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