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Abstract. Article deals with the topical for modern science of criminal procedural law
and law enforcement practice question of use in criminal procedure digital evidence. Au-
thors highlight that development of digital technologies, electronic forms of communica-
tion, Internet, transnational and transboundary nature of crimes, which are committed in
the sphere of computer information, specific nature of creation of digital tracks, gives the
opportunity to state the considerable broadening of the possibilities to use in proving
digital evidences, and also cause the necessity of addressing to the solving the problems
of proving, which appear in the conditions of digitalization, including the heritage of in-
formational theory of proving, which gives the possibility to adapt the probative activity
in criminal procedure to any future innovative discoveries, scientific and technical prog-
ress and define the place of the digital evidence among other procedural sources of evi-
dence. During the research, it is found the factors, which influence negatively on the law
enforcement practice, lead to recognition the evidence obtained in criminal proceeding as
inadmissible. It is emphasized, that the cognitive potential in the aspect of development of
the science of criminal procedure has the informational theory of criminal procedural
proves. Relying on the fact that digital technologies are based on the methods of coding
and transporting information using double code of encryption, which gives the possibility
not only transport the information, but also recognize it after that, authors make the con-
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clusion about suitability to use wider concept of «digital information» and «digital evi-
dencey instead of concepts «electronic information» or «computer informationy. In
order to formulate relevant conclusions, the authors refer to the legislation of foreign
countries. The results of the study are formulated in the conclusions, where authors sug-
gest definition of the concept of digital evidence and state the need to distinguish the
digital evidence as an independent processual source of evidence.

Key words: evidence in criminal procedure; digital information, electronic infor-
mation, electronic document, informational technologies.

Introduction

The development of digital tech-
nologies, electronic communications,
the Internet has caused significant im-
pact on social life and legal rules. Com-
puters, mobile phones, artificial intel-
ligence, the use of electronic money and
cryptology have become commonplace
for many of us. In the conditions of
digital reality, the law as a whole and
the criminal procedural law in particular
gradually change. However, despite the
updating of the criminal procedural law,
it still does not meet the needs of the
present. During proven activity in crim-
inal proceedings, the latest technologies
of fixing traces of a crime, and the iden-
tification of persons who committed it
are increasingly being used, but not al-
ways received information is used as
evidence in court or may be grounded
in a court decision. Factors that nega-
tively affect law enforcement practices,
in our opinion, are of a systemic nature
and are, first of all, due to the lack of
proper legislative tools; and secondly,
to the theory of proof that meets the
needs of time, contains the concept of
evidence and proving, according to
which the procedural status of “digital
information” becomes clear. In addi-
tion, legal terminology, which is con-
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tained in the law or which is used in the
legal doctrine, has dialectical unity with
the process of law enforcement. Mean-
while, it should be noted that there is no
unity in the approaches to understand-
ing such concepts as “computer evi-
dence”, “digital evidence”, “digital in-
formation”, “electronic document”,
“computer information”, “electronic
media” “a document made using com-
puter technology”, etc. All above men-
tioned obviously requires addressing
the problem of evidence in a digitalisa-
tion environment, which will allow the
adaptation of proving activity in crimi-
nal proceedings to any future innova-
tion achievements and determination of
the place of digital (electronic) evidenc-
es among procedural sources of evi-
dence.

Problems of legal regulation of use
of digital (electronic) information as
evidence in various aspects were inves-
tigated in the works of O.S. Aleksan-
drov, V.D. Arseniev, M. S. Alekseyev,
V.S. Balakshin, A.R. Belkin, J. P. Boru-
lenkov, V. B. Vekhova, B. Ya. Gavrilova,
V. P. Gmyrka, L. V. Golovko,
V.Ya. Dorokhov, N.A. Zygury, Z.Z. Zi-
natullin, S. V. Zuev, A. Yu. Kalamayko,
L. O. Krytska, O.S. Kuchin, V. O. Laza-
reva, P.A. Lupinskaya, O.P. Metelev,
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I.D. Naidis, P.S. Pastukhov, C.B. Ros-
insky, M. S. Strogovich, D. M. Tsekhan,
S.A. Sheifer, A. V. Shilah and others. The
growing scientific interest in the above-
mentioned problems should be noted as
a positive point. At the same time, the
scholars mainly concern only certain as-
pects, the doctrine of criminal proce-
dural law is not studied comprehensive-
ly, in particular, at the dissertation level,
in which the problems of the legal nature
of electronic means of proving, their
classification, epistemological and meth-
odological basis of use in proving would
be solved; proposals regarding effective
legal regulation of the use of digital in-
formation would be formulated; the legal
regulation of the use of digital technolo-
gies in the course of proving in the crim-
inal process of foreign states would be
analysed, etc.

Consequently, the purpose of the ar-
ticle is to develop scientifically ground-
ed approaches to solving problems aris-
ing when using electronic means of prov-
ing in a criminal proceeding; their con-
sideration through the prism of the infor-
mation theory of evidence; definition of
the ratio between the concepts of “““dig-
ital” and “electronic” evidence”, “digi-
tal” and “electronic” information; devel-
opment of features of digital evidence;
definition of its concept; establishment
of the place of digital evidence in the
system of procedural sources of evi-
dence; study of foreign experience of
legal regulation of use digital evidence
in proving.

1. Materials and methods

In order to achieve the purpose of the
article and to formulate substantiated
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conclusions, in the process of work a
complex of general scientific and special
methods of scientific research, which are
traditional for legal science was used:
dialectical, formal and logical, herme-
neutical, generalisation and comparative
and legal. The dialectical method, ab-
sorbing the entire system of categorical
apparatus of dialectics and operating
during the cognition with the principles
of reflection, activity, comprehensive-
ness, ascension from the individual to
the general, and on thecontrary from the
general to the one, the interconnection
of quantitative and qualitative character-
istics, determinism, the unity of induc-
tion and deduction, analysis and synthe-
sis, made it possible to study the prob-
lems arising from the use of digital evi-
dence in criminal proceedings from the
point of view of the integrity of this legal
phenomenon and the interconnectedness
of its element. Ascension thinking from
specific to abstract, with the subsequent
transition from abstract to specific, al-
lowed establishing essential, typical and
generalised features, characteristic for
understanding the legal nature of digital
evidence, to emphasise their individual
and specific features. The formal and
logic method became the basis to dis-
close and improve the notion of digital
evidence, to compare it with other con-
cepts used in legislation and doctrine.
With the help of the hermeneutic meth-
od, the legal content of certain norms of
the criminal procedural and civil proce-
dural legislation was established, the fact
that legal terminology does not corre-
spond to the modern achievements of the
technical sciences was revealed. Using
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the comparative legal method, the au-
thors learned the legislative tendencies
of foreign states. The method of gener-
alisation made it possible to consis-
tently integrate single facts into a single
whole and formulate substantiated con-
clusions aimed at improving the norma-
tive regulation of the issues under in-
vestigation, and overcoming the prob-
lems that are encountered in enforce-
ment practice. These methods were
used in the interconnection, which
contributed to the completeness of the
research and the validity of the formu-
lated scientific conclusions and propos-
als.

2. Results and discussion

2.1 Information theory of evidence
as promising vector of scientific re-
searches in terms of digitisation of the
proving process

In the theory of procedural law of
the end of 19" — early 20™ the notion of
“evidence” was defined as everything
that filled the world with matter, all that
may be perceived by us from the spiri-
tual world [1]; or as totality of grounds
to believe that there are circumstances,
which must be established in the pres-
ent case [2]. Such an understanding of
the notion of “evidence” was due to the
time, corresponded to the development
of the science of procedural criminal
law, and therefore significantly differed
from that existing in the domestic doc-
trine of the criminal process and legis-
lation.

In the Soviet period, there was view
of evidence as facts learned by a court
during the administration of justice.
Such a vector of understanding of evi-
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dence was developed by such scholars
as A.Ya. Vyshinsky, M. O. Cheltsov,
S.V. Poznyshev [3-5]. However, such
an understanding of evidence was not
devoid of deficiencies. Emphasising
that the above definition of evidences
leaves the question of the origin of the
fact unclear, it as if appears before a
subject of proving to be in the finished
form, M. S. Strogovich proposed the
“double” concept of the notion of evi-
dence, the essence of which was that
the notion of evidence unites: 1) a fact
on the basis of which necessary circum-
stances of crime are established and
2) the source provided by law from
which a subject of proving obtains the
facts [6]. M. S. Strogovich understood
sources of facts as types of evidence
common to modern science of the crim-
inal process: testimony, expert opin-
ions, material evidence, protocols, re-
views, other written documents, etc.
In the 60s of the last century, in con-
ditions of rapid development of tech-
nological progress, the issue on infor-
mational nature of evidence became
topical. V.Ya. Dorokhov was the first
who mentioned this aspect of evidence;
he can be considered the founder of the
information theory of evidence. Ac-
cording to this theory, evidence is re-
viewed not as a fact, but as information
about the fact that it is an information
signal [7]. The information theory of
V.Ya. Dorokhov is based on the theory
of reflection, the main thesis of which
is the postulate that the outside world
objectively exists and can in principle
be known. The author concluded that
evidence is result of interaction of two
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material objects, each of which leaves
own mark on others. Therefore, the
mechanism of evidence formation is in
system of “double reflection”. First of
all, objects of the surrounding world in-
teract with each other, leaving trace-re-
flection on one another or in the con-
sciousness of witnesses of interaction —
this is the “primary reflection”. Later, the
traces left are revealed by a subject of
evidence and are already reflected in his/
her mind during the review of the place
of the event, interrogating eyewitnesses,
which is a “secondary reflection”. Infor-
mation, in the opinion of V. Ya. Dorokhov,
being in its essence a reflection of past
events, is of signal nature and cannot
exist separately from matter: its exis-
tence is always conditioned by presence
of information source and its receiver.
The same evidence is the unity of infor-
mation (information) and their source
(material carrier) [8].

Consequently, within informational
theory, evidence is information (data or
message) that is transmitted through sig-
nal and is an encoded equivalent of an
event, recorded by a carrier of informa-
tion and expressed in the form of condi-
tional physical symbols, which creates a
certain ordered set [9]. Such understand-
ing of evidence can be perceived by
modern science, which has faced the
necessity of the transformation of ap-
proaches to understanding evidences in
criminal proceeding, that in its turn is
conditioned by significant changes in
economy and society as a result of digi-
talisation and the forthcoming fourth
industrial revolution [10].

2.2 The essence and features of elec-
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tronic evidence, its place in the system
of procedural sources of evidences

The Law of Ukraine of October 3,
2017, “On Amendments to the Commer-
cial Procedural Code of Ukraine, the
Civil Procedural Code of Ukraine, the
Code of Administrative Justice of
Ukraine and other legislative acts” intro-
duced such a means of proof as an elec-
tronic evidence in the procedural codes
[11]. The legislator uses unified approach
to understanding of “electronic evi-
dence” as information in electronic (dig-
ital) form that contains data about cir-
cumstances important for a case, in par-
ticular, electronic documents (including
text documents, graphic images, plans,
photographs, video and audio, etc.),
websites (pages), text, multimedia and
voice messages, metadata, databases,
and other data in electronic form. The
law provides that such data may be
stored, in particular, on portable devices
(memory cards, mobile phones, etc.),
servers, back-up systems, and other plac-
es of data storage in electronic form (in-
cluding the Internet).

At the same time, the legislator has
neglected the need for such changes in
the criminal procedural law, which has
already been discussed among legal
scholars and practitioners. On January
17, 2019, Verkhovna Rada of Ukraine
adopted draft law Ne 9484 “On Amend-
ments to the Criminal Procedure Code
of Ukraine and the Criminal Code of
Ukraine (regarding the improvement of
the order of application of certain mea-
sures for the enforcement of criminal
proceedings).” Despite the fact that the
developers announce in the explanatory
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memorandum that the draft law pro-
vides for amendments to the CPC of
Ukraine in terms of clarifying the spe-
cial terminology in the field of informa-
tion technologies, the text does not de-
fine the notion of electronic (digital) ev-
idence or at least electronic (digital) in-
formation [12].

In our opinion, the absence of ap-
propriate changes to the criminal pro-
cedural legislation can only be ex-
plained by the conservatism of the do-
mestic legislator. Thus, law-enforce-
ment practice is forced to adapt the
current CPC to the needs of the present,
and “electronic evidence” in criminal
proceeding are considered material
evidences or documents that not always
corresponds to the nature of the latter
(art. 98, 99 of the CPC) [13]. Such “ad-
aptation” does not always find support
in the courts, and the evidence obtained
1s deemed inadmissible. Thus, it is ob-
vious that there is a need to improve the
legal definition of the notion of evi-
dence in criminal proceedings, taking
into account the specifics of digital in-
formation, as well as the normative
consolidation of the special regime for
its use and verification. It also confirms
the thesis that it is necessary to allocate
electronic (digital) evidences as a sepa-
rate procedural source of evidence and
the inability to identify them with mate-
rial evidences and documents.

It is known that terminology has the
important place in doctrine and law-
making. Each legal term has a legal
sense and with the help of a legal notion
reflects an essence of a legal phenom-
enon or process. Therefore, it is no co-
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incidence that terminology used in leg-
islation and science is the subject of
close attention and discussion. This is
about equation or, on the contrary, sep-
aration of the concepts of “digital” and
“electronic” evidence. Thus, M. O. Efre-
mova defines “electronic information”
as information (messages, data), pre-
sented in electronic and digital form,
regardless of the means of their storage,
processing and transmission [14]. A
similar position is taken by
V.M. Shchepetylnikov, who believes
that the totality of social relations con-
nected with the circulation of informa-
tion cannot be exhausted by the use of
the term “computer”, since the com-
puter is only one of the varieties of elec-
tronic computing technology. In this
regard, the author prefers the use of the
term “electronic information™ [15].
The opposite position is taken by
the American scientist Joseph Roten-
berg, who argues that the notion of
“digital information” is more appropri-
ate because information theoretically
can exist in non-electronic form, for
example, with the use of optical and
quantum technologies, and ““electronic
information” is not necessarily digital
[16]. S.P. Kushnirenko also empha-
sises the expediency of using the term
“digital information”. According to his
understanding, digital information is
any information presented in the form
of a sequence of digits available for
input, processing, storage, transmission
through technical devices [17].
Ukrainian legislator equates the no-
tions of “digital” and “electronic” infor-
mation and, consequently, there are

Yoearbook of Ukrainian law



[ShumylopMS$Jurka§RS$KaplinaBVzs

“digital” and “electronic” evidence, in
particular, in the norms of the Civil Code
of Ukraine. Basing on the legislator’s ap-
proach domestic scientists also equate
these notions, using the terms “electronic”
and “digital” evidence as synonyms [18].

In our opinion, such the position is
more convincing according to which it
is appropriate to use the broader notion
of “digital information” and “digital
evidence”, since digital technologies are
based on methods of encoding and trans-
mitting information using a dual encryp-
tion code (0 and 1), which allows not
only the transmission of information, but
also it recognition after receipt. Elec-
tronic information (and computer infor-
mation) is only a kind of digital informa-
tion and correlates with the latter, respec-
tively, as kind and class.

Taking into account requirements of
time, modern scientists try to develop the
definition of the notion of electronic
evidence. In particular, A. 1. Zozulin un-
derstands digital information as informa-
tion that is encoded in a dual system of
computation and is transmitted using any
physical signals [19].

Also it is proposed to understand as
digital evidence any information (mes-
sages, data) that is in electronic form on
the basis of which a court, prosecutor,
investigator basing on a certain estab-
lished procedural order, determines the
presence or absence of circumstances to
be proven during the criminal proceed-
ings, as well as other circumstances rel-
evant to a criminal case [20].

On the basis of the formulated defini-
tion, the authors propose a number of
features of electronic evidence, among
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which are the following: 1) they are rep-
resented in encoded form in one of the
objective forms of information exis-
tence — electronic; 2) they are always
mediated through technical material car-
rier beyond which their existence is im-
possible; 3) simultaneously several par-
ticipants of the criminal proceedings
may have access to them and acquaint
with them; 4)evidence is quickly trans-
formed into non-electronic forms and
vice versa; for example, they can be
printed on paper and scanned from a pa-
per carrier; 5) there is a possibility to
copy them on any type of electronic me-
dia and to send on any distance; 6) evi-
dence is collected, investigated and used
for the purpose of criminal proceedings
only with the help of special scientific
and technical means — means of storage,
processing and transmission of comput-
er information, information and telecom-
munication networks and terminal equip-
ment [20].

In general, it is worth agreeing with
the proposed features of digital evidence
and emphisisng that, in our view, key one
is the absence of material form because
they cannot be felt due to the lack of
material expression. Meanwhile, digital
evidence can exist in intangible form on
technical media. These features distin-
guish electronic evidence from written
and material evidence. In addition, it
should be added that digital information
is more vulnerable to third-party inter-
vention, it can be easily destroyed or
changed. The process of creating and
storing information is also specific; it
makes it easy to change a carrier without
losing content and, on the contrary, pro-
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vides the ability to make changes to the
content without leaving traces on a car-
rier. In addition, the transmission and
copying of digital information is pos-
sible without removing a carrier using
which this information was created.

2.3 Features of using digital infor-
mation in foreign countries

To create updated domestic model
of proving, which corresponds to mod-
ern level of achievements of science
and technology, from the perspective of
search the ways to solve similar prob-
lems, it is important to analyse foreign
practices in order to learn from ad-
vanced countries. In addition, the trans-
national and transboundary nature of
crimes in the field of computer informa-
tion, the use of computers as tools for
committing a crime, the specific nature
of the creation of digital traces outside
the jurisdiction of one particular state
entails the development of intergovern-
mental cooperation and, possibly, the
formation of a unified international ap-
plication law information technology
in criminal proceedings.

The use of digital evidence in the
United States, which is considered a
pioneer in computerisation, is governed
by the Federal Criminal Procedure
Code [21], the Federal Rules of Evi-
dence [22], Manual on Searching and
Seizing Computers and Obtaining Elec-
tronic Evidence in Criminal Investiga-
tions [23], the Federal Law “Uniting
and Strengthening America by Provid-
ing Appropriate Tools Required to In-
tercept and Obstruct Terrorism” (so
called “the USA Patriot Act”) [24], the
Foreign Intelligence Surveillance Act
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[25], as well as judicial precedents. In
the United States there are also a num-
ber of rules, instructions, and tech-
niques aimed at regulating the use of
electronic evidence.

Unlike in the Ukrainian legislation,
in the United States there is no legal
definition of evidence. The norms of the
federal rules of evidence also do not
contain any mention of digital or elec-
tronic evidence, which is explained by
the fact that this act was adopted in
1975, but the evaluative concepts and
their functional interpretation allow the
distribution of the provisions of the
Rules to the current needs, as evidenced
by the textbooks, practical comments
and scientific articles. Also, the absence
of exhaustive list of evidence in the pro-
cedural legislation of the USA gives
such an opportunity [22].

In the doctrine, evidences are de-
fined as information that is able to es-
tablish or refute a fact [26]. Article 401
of the Federal Rules of Evidence es-
tablishes a rather evaluative notion
that evidence is appropriate if it can,
in any form, make any fact which has
an effect on the qualifications of an
offence to be more likely or less prob-
able than in the absence of this evi-
dence [27]. In this, evidences are di-
vided into three categories: 1) real or
physical evidence that consists of tan-
gible objects that can be seen and
touched; 2) testimony of witnesses,
which may be provided in court pro-
ceedings on the basis of personal ob-
servation or experience; 3) indirect
evidence, based on additional informa-
tion, observation of reality, which can
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confirm the conclusion, but does not
prove it (so they are considered as indi-
rect).

Definition of digital (electronic) evi-
dences is also developed in the theory of
American criminal proceeding. Digital
(electronic) evidence is any evidentiary
information stored and transmitted in
digital form, which a party to a lawsuit
may use in a court session [28]. The leg-
islation does not provide list of proce-
dural actions that are used to collect
digital evidences.

Usage of digital evidence in the pro-
cess of proving in the USA is regulated
in details in Manual on Searching and
Seizing Computers and Obtaining Elec-
tronic Evidence in Criminal Investiga-
tions (Chapter V). In the Manual, elec-
tronic documents as evidences are di-
vided into non-hearsay and hearsay [23].

By the origin and content there are
two main groups of computer evidences:
1) evidences as a result of activity of a
person stored on an electronic carrier and
containing information filled in by a
user; 2) evidences created by a comput-
er in accordance with in accordance with
the program laid down (computer-stored
evidence, human generated computer
evidence);

Non-hearsay evidence includes those
that generated by a computer without a
human participation; such evidences are
divided onto two categories: computer-
generated records (records created by a
computer) and computer-stored records
(records that are stored in a comput-
er) [29].

The result of human activity (per-
sonal letters, memos, accounting docu-
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ments, etc.) are reviewed as hearsay.

In this, the Manual establishes a list
of requirements for an electronic docu-
ment as procedural evidence. Before ac-
cepting an electronic document as evi-
dence, a process participant must prove
its authenticity, which allows to establish
the admissibility and conclude that the
authenticity is correct. This approach is
due to the fact that evidences created by
a human is more vulnerable to interfer-
ence and changes than the evidence that
is created directly by a computer. Con-
sequently, the main thing in the Ameri-
can proof theory is the possibility of
verifying the evidence that conditions its
admissibility.

In France, according to Part 1 of Art.
427 of the CPC of France, the presence
of crimes can be established using any
type of evidences that allow a judge to
make a decision based on his/her own
conviction. Consequently, the CPC of
France does not contain an exhaustive
list of types of evidence. In addition, the
CPC of France consolidates the freedom
to collect evidences, any act of an inves-
tigating judge which he/she considers
necessary to do, except in cases explic-
itly prohibited by law, may be admissible
[30].

In the CPC of Germany, although
direct digital information is not isolated
as an independent source of evidence,
based on the CPC, it can be concluded
that such information can be collected
during any procedural action: seizures,
mailboxes, telephone conversations,
searches, examination of documents,
telecommunications control, computer
search, possible criminals, etc. [31].

427



Criminalglegal

[sciences]

Conclusions

The development of digital tech-
nologies, electronic forms of commu-
nication, the Internet, the transnation-
al and transboundary nature of crimes
committed in the field of computer
information, the use of computers as
tools for committing a crime, the spe-
cific nature of the formation of digital
traces, including beyond the jurisdic-
tion of a particular state, make it pos-
sible to ascertain the significant expan-
sion of the possibilities to use digital
evidences in proving, as well as condi-
tion the necessity to address the prob-
lems of proving that arise in the condi-
tions of digitalisation, including rely-
ing on the acquisition of the informa-
tion theory of evidence, which will
allow to adapt evidence in criminal
proceedings to any future innovation
achievements, scientific and techno-
logical progress and determine the
place of digital evidence among pro-
cedural sources of evidence.

Factors that adversely affect law
enforcement practice lead to the recog-
nition of evidence obtained in criminal
proceedings as inadmissible, they are
of systemic nature and related to the
lack of proper legislative tools. The
theory of evidence, which meets the
needs of the time, contains the concept
of evidence and proving, according to
which the procedural status of “digital
evidence” becomes clear, as well as the
lack of unified terminology and aware-
ness of its legal content.

The scientific potential in the aspect
of the development of criminal proce-
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dural science is the information theory
of criminal procedural evidences,
which, based on the information theory,
explains the essence of judicial evi-
dence as information signals coming
from the objective reality in a mind of
a subject of evidence and contributes to
the formation of the corresponding cog-
nitive images.

The essence of electronic evidence
must be investigated through their pe-
culiarities, inherent features that reflect
the specifics and legal nature of elec-
tronic evidence, and using which they
can be distinguished as an independent
form of evidence.

Relying on the fact that digital tech-
nologies are based on the methods of
encoding and transmitting information
using dual encryption code, which al-
low not only transmitting of informa-
tion but also recognizing it, there is the
logical conclusion it is more expedient
to use more wide term ““digital informa-
tion” and “digital evidence”. Electron-
ic information (and computer informa-
tion) is only a kind of digital informa-
tion and correlates with the latter, re-
spectively, as kind and class.

It is necessary to understand as dig-
ital evidence any information (mes-
sages, data) that is in electronic form
on the basis of which a court, prosecu-
tor, investigator basing on a certain es-
tablished procedural order, determines
the presence or absence of circumstanc-
es and facts relevant to a criminal pro-
ceeding, an investigation of which can
be conducted using special program
and technical means.
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