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Abstract—Given the recent rapidly developinghigh speed wire-
less communication technologies and high traffic demand for P2P
file sharing applications, wireless P2P file sharing is widely reck-
oned as a key component of the next generation communication
network. However, running P2P applicationsin a wirelessmedium
entails different constraintscompared with those in the traditional
wired Internet. One of the challengesis that portable wireless de-
vices are energy-limited since they are battery-operated and the
battery has inevitably limited life. Fairness and incentive are also
important issues. Unfortunately, designing a protocol taking all
these factors into account is still a relatively unexplored problem.
In this paper, we propose a topology control protocol called TCP2P
for wireless P2P file sharing network. TCP2P increases the fair-
ness and provides incentive in wireless P2P file sharing applica-
tions and is energy-conserving.

Index Terms—topology control, wireless networking, P2P sys-
tems, file sharing, energy efficiency, fairness, incentive, network
protocols.

I. INTRODUCTION

It is reported in a recent survey [23] that Peer-to-Peer (P2P)
applications generate one-fifth of the total Internet traffic, and
it is believed that it will continue to grow. Indeed, given the re-
cent advances of high speed wireless communication technolo-
gies, including 3G, post-3G and WLAN, it is widely envisioned
that file sharing over a wireless P2P network will naturally be
the next step. However, running P2P applications on top of
such a wireless network requires network developers to meet
several research challenges. Firstly, mobile devices are battery-
operated and energy-limited. If a peer is frequently asked to
provide or relay files, its battery would be quickly exhausted.
Short battery life has been found to be a crucial problem in 3G
mobile phones network [15], [17], energy efficiency is thus un-
compromising factors in the design of next generation wireless
P2P network. Secondly, fairness and incentive issues also need
to be addressed. “Why should I provide files to you?’ is a gen-
erally asked question. In wired Internet, people ask this kind
of question because uploading files to other peers means that
part of their bandwidth is consumed, sacrificing the file trans-
fer in their own applications. In an energy-limited wireless P2P
network, it is not only a bandwidth-related problem but also an
energy-related problem.

Corresponding Author: Yu-Kwong Kwok (Email: ykwok@hku.hk). This re-
search was supported by a grant from the Research Grants Council of the HK-
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In this paper, we attempt to unify the above factors and pro-
pose a decentralized and dynamic topology control protocol
called TCP2P. To the best of our knowledge, this is the first
design that has the capability of linking up “P2P” and “wire-
less”, and can integrate important performance concerns includ-
ing energy efficiency, fairness and incentive. We investigate the
performance of this protocol using a new metric called Energy
Based Data Availability (EBDA). Based on this important per-
formance measure, we demonstrate that our proposed protocol
can remarkably increase the energy efficiency and fairness of
the participants in a wireless P2P system.

The remainder of this paper is organized as follows. In the
next section we discuss the background and related work on
P2P networking. In Sections 111and IV, we describe our pro-
posed TCP2P protocol. In Sections V and VI, we present our
simulation results. We provide some concluding remarks in the
last section.

11. RELATED WORK

There is a considerable amount of work that has been done
in P2P networking. Most of the the work is designed for fixed,
wired network. Now we describe some proposed protocols that
are related to energy efficiency, fairness and incentive issues.

Mugattash and Krunz propose a distributed power control
protocol in [14]. Their design conserves energy by using appro-
priate levels of transmit power in mobile nodes. Another way to
conserve energy is sleeping, in which some nodes are selected
to maintain connectivity of the network while other nodes are
turned into sleep mode to conserve energy. One example is
SPAN, proposed by Chen et al. [3]. A theoretical discussion on
a distributed algorithm optimized for energy consumption in a
mobile wireless network can be found in [20].

Incentive and fairness issues are other important topics in
P2P networking. BitTorrent(BT) [2], as one of the latest com-
mon decentralized P2P protocols deployed in the Internet, ad-
dresses the issue by dividing each file into pieces and asking
each downloader to upload some pieces of the file that they
have already downloaded. BT provides incentive for users to
upload files and help the file sharing process.

Some schemes are proposed in the literature to study the be-
havior of nodes in ad hoc networks. “Selfish Networks” [22]
and “Reputation System” [5] are interesting topics that deserve
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to be mentioned. In particular, Wang et al. [22] propose a “pay-
ment scheme” to increase nodes’ willingness to forward other
nodes’ packets and report the true cost involved in the routing
process. In [5], the authors propose protocols for evaluating the
trust-worthiness and behaviour of nodes in ad hoc networks.

III. ouR PROPOSED APPROACH
A. “Whols My Neighbor?”

The main function of routing protocols is to find out the ap-
propriate path form the sender to the receiver. No matter which
routing protocol is used, the question is “Why does someone
need to help the source node to route the packets?” Our view is
that by taking some factors into consideration, one can decide
the worthiness of helping others to route their packets. Now we
first define the system model of a P2P file sharing network.

B. System Model

Consider a P2P file sharing application running on top of a
mobile wireless ad hoc network with N users. We denote each
user by n,:

U={nli=1,23,..., N} ¢))

We use E; to denote the remaining energy level (battery level)
of a mobile user n,. We assume that there are totally M differ-
ent file objects in the network:

In this P2P file sharing platform, we quantify the popularity of
each file object and represent it using a weight, with respect
to a particular user. Different files arc of different popularity
in the network, some file objects (e.g., latest pop music) are of
higher ranking in the mind of some users. Thus, we represent
the weight (rank) of an object fi in user 7;’s mind by a weight
w;. Different file objects could have different weight values
for different people, thus we need a N by M weight matrix W
to denote weights of all file objects for all users:

3

o[

Traditionally, “neighboring nodes” refer to those nodes which
are in close proximity of the source node. However, our point is
that even a node, say 7, is within the transmission range of the
source node ng, it is not a “must* that n, needs to be the next-
hop of n,. In TCP2P, we define adjacency set, Adj(s), which
represents next-hop nodes of source node n, :

w1 - - WM ]

N1...WNM

Adj(s) = {n; | oo SR A “@
n, is willing to be the next-hop of n,}
where d,,, ., denotes the distance between n; and n,, R is the
transmission range of n,. Now the question is, “Isn; willing
to be the next-hop of n, ?” To answer this question, n; needs to
consider several factors.

The first factor that 7; has to consider isfairness. If n, has
already helped a lot in routing packets for other nodes and con-
tributed in the maintenance of the P2P network for long, it is

desirable to exclude n; in the adjacency set of n, so that the
relaying and routing task can be more evenly distributed among
all nodes.

The second factor is the aggressiveness of the source node
n,. If n, always asks for files but does not contribute anything,
n, is likely to be a selfish user and this would reduce the will-
ingness of other nodes to relay n,’s packets.

The third factor needs to be considered is the popularity of
file objects held by n,. Apart from the aggressiveness of n,,
n; also needs to consider the number of files that will be down-
loadedfrom n,. If n, holds a large number of files or a smaller
number of popular files, then there can be many other peers ask-
ing for files from n,. This would not only occupy 75’s band-
width but it would also be a burden in both energy and band-
width sense for the neighbor(s) of n, because the neighboring
node(s) has to frequently route its packets outwards.

The final factor considered is the remaining energy levels of
nodes. Being a relaying node (receives then transmits files) re-
quires more energy consumption than simply being a client-
peer (receives files) or server-peer (transmits files). It is ob-
viously undesirable to ask a peer with a very low remaining
energy level to be the relaying node. Also, it is not enough
to define a single threshold so that all peers with energy levels
above the threshold act as relaying nodes and those with low
energy levels only enjoy service from the high energy peers,
which is simply unfair. We thus propose the use of a relative
metric, i.e., if a node n; has a higher energy level than n,, we
say that n; is more eligible to be a next-hop for ns and it is also
more desirable for n; to relay packets from 7.

C. Preference Function

Now we quantify the above four factors and then combine
them into a “Preference Function” to evaluate the worthiness of
being an intermediate node to relay packets for the source node.

I) Contribution Metric: In any P2P network, a network
node is both a user and a component of the network infrastruc-
ture for routing packets for other nodes. They are also supposed
to share files with each other. Now one may ask “How about
a selfish user who only downloads files but does not upload
files?’ In fact, this phenomenon is shown to be common in file
sharing applications. Adar and Huberman [1] show that nearly
70% of Gnutella users do not share any files. These users are
known as “free-riders”. Because of this, our idea is to evaluate
the level of contribution of each user and link it with the prefer-
ence function. If a node 7; contributes more, then other nodes
are more willing to be the relay of n;.

We classify network activities into two types. The firsttype is
“public service”, where a node exchanges control packets with
other nodes for maintaining network infrastructure (for route
discovery, adding or leaving of network nodes), handling file
searching query, helping in transferring files or being the orig-
inal source of files (server). All these actions are considered
as making contribution to the whole P2P community. The sec-
ond type is “private service” where a node downloads files from
other nodes. The contribution metric is then defined as:

7
public

T, s)
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where T;mbh. . denotes the time duration in which node n, is

engaging in public service and 1" is time duration for which n,
has joined this P2P network as one of the peers.

Given this metric, we can allocate the relaying task more
evenly among all nodes, nodes who have already provided a
long period of public service can be excluded from the adja-
cency set.

2) Aggressiveness Metric: As we have just mentioned, we
use “public service” and “private service” to classify network
activities. To assess the aggressiveness of n,, we define the
following metric:

8
Tpm"uate 6
e ©
public
where T, 440 a0d T, 41;, denote the time duration in which 2,

is engaging in private service and public service respectively.

These two metrics use the behavior of n, and n, known so
far to predict the upcoming traffic demand of n; and n,. The
service time can be easily recorded by a local timer. As time
goes by, these metrics would be changed. Therefore, our pro-
tocol would update these values in a distributed manner to re-
construct the adjacency set of 1, dynamically.

3) File Popularity Metric: 1In a file sharing network, one of
the most valuable resources is the file objects owned by network
users. Some files are more popular (e.g., latest song albums by
popular singers, latest movie trailers, etc.). More popular files
are usually requested more by users. Indeed, work has been
done on studying the relationship between the number of re-
quests or number of replica of a particular file in a P2P network
and the popularity of this file [6]. Assume that we can give a
rank r to a file f to represent its popularity, then, according to
Zipf's distribution [113,

prob(f) = ¢ ™
for some constant K and & is close to unity, which means “the
probability that a file searching query is associated with the r**
most requested file is inversely proportional to its rank value.”
For example, the most popular file (rank = 1) would be the
file most probably requested since the fraction in Equation (7)
would be of the smallest value. This is known as the Zipf’s law.

Zipf's distribution is believed to be a promising distribution
to model the behavior in Internet [6]. In our design, we make
a simple use of Zipf’s law. Our view is that if a user holds a
larger number of popular files, this peer is more likely to be a
server-peer and more energy would be required for being the
relaying node of this node.

Let r; be the average rank of the file objects held by user
(node) n;,

L)
¢ J

where 7/(.) denotes the rank of file f;, J is the total number of
files that user n; holds.

We then define the File Popularity Metric with respect to user
7; as:

®)

EK ®

T

Set x = 1,the value of K can be found as i‘)vl__,_ . Thus, the
maz=l m~

File Popularity Metric is defined as:

M
1/Zrn:l le
i

&

10)

This probability is calculated based on the average rank of files
held by n; and it serves as a rough measure on the chance that
a file searching query is associated with ;.
4) Energy Metric: Finally, we define the energy metric as:
E;

z. 1

where E; and E, denote the remaining energy levels of n; and
n, respectively. Our idea is that it is more desirable to have a
node with higher remaining energy level than the source node’s
to be the relaying node (i.e., the fraction is larger than one).
Also, a bigger difference between E; and E, makes this ex-
pression larger and represents a higher preference for n; to act
as the next-hop of n,. If E, > E;, this expression would be
less than one, meaning that it is undesirable to have n; acting
as a relaying node for 7,.

5) Defining the Preference Function: Now we combine all
the above metrics into one Preference Function. We define the
preference function as a weighted arithmetic sum of the above
four metrics:

Tiu ic Ts'riva 1 M— L}c E1
Pref(s, i) = b1 By gy rvete g 1 ot i
s < public T s

(12)

where @1, @2, P3, P4 represent the relative importance of these
four metrics. ¢1, ¢2 and ¢3 should be negative because: (1) a
larger value of contribution metric means that n; has already
helped a lot beforehand, (2) a larger value of aggressiveness
metric means the source node is likely to be a free-rider and
does not deserve other nodes to relay too much traffic for it and
(3)alarger value of file popularity metric means that the source
node has a higher level of outgoing traffic. All these three cases
reduce the intention of other nodes to be the relaying node and
therefore they are multiplied by negative weights to reduce the
value of preference function.
Now we can refine the definition of adjacency set as:

Adj(s) ={n; | dn,—n; < R A Pref(s,i) > A} (13)

Simply put, in TCP2F, a node n; is willing to be the next-
hop of n, and is responsible for relaying packets from n, if
the value of its preference function with respect to n, is higher
than certain threshold value A. Given a fixed set of weight val-
ues {#1, @2, d3, P4}, the topology of a wireless P2P file sharing
network is governed by the choice of the value of A because
it affects “who should be who’s next-hop”. Now we see that
TCP2P is an interesting protocol in the sense that A unifies the
issues of energy efficiency, fairness and incentives. By finding
an appropriate value of A and using TCP2P, we can control the
topology of a wireless P2P network with respect to the distrib-
ution of energy levels and file objects among the nodes.

One may wonder why the description above only focuses on
what n; does for n, when n; agrees to be the next-hop for n,
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because if n;, and 7z, keep in contact then it seems that both of
them can have equal responsibility for each other. But this is not
true in TCP2P. The role of nodes in adjacency set is asymmetric.
That is, given n; € Adj(s), it is not necessarily true that 2, €
Adj(¢). The construction process of adjacency set for all nodes
is independent in TCP2P.

IV. PROTOCOL DETAILS

Firstly, TCP2P is a protocol running in-between network
layer and MAC layer (see Figure 1). From this layering per-
spective, TCP2P is similar to SPAN [3], which is also a topol-
ogy control protocol but it uses sleeping to conserve network
nodes’ energy.

Network Layer

TCP2P

MAC 802.11 DCF

PHY

Fig. 1. TCP2P protocol structure.

Our protocol intelligently constructs the next-hop set (i.e.,
adjacency set) of each node. As described above, this requires
nodes to exchange a small amount of information to calculate
the value of the preference function. This small amount of in-
formation can be incorporated into RTS/CTS packets, so that
extra control packet is not needed. This method is used in
Mugattash and Krunz’s distributed power control protocol [14].
“Connectivity Set” in their protocol is similar to the adjacency
set in TCP2P, but TCP2P unifies incentive, fairness and energy-
aware factors and is tailor-made for file sharing applications.
Their pioneering exploration reveals that distributed algorithm
with information exchange among peers is practical and does
not have significant negative impact on energy efficiency due
to the energy spent on transmission of small amount of control
overhead (relative to the file size, e.g., in TCP2P for P2P file
sharing applications). As suggested by Muqattash and Krunz,
when RTS/CTS exchange is not frequent enough to update the
connectivity, HELLO packets can be used to exchange infor-
mation for construction of Adj(%).

After getting the required information (T},150> Zprivates i
E, gtc.), each node determines a preference function value for
the nodes that it can connect to and let these nodes know if it is
willing to be their next-hop.

One may argue, “how about those who are cheating and giv-
ing incorrect values of T7,p;cs Tprivates €t€.?” Firstly, it is the
protocol but not the user to report these values, if a user wants
to cheat he or she has to hack the source code of the protocol
stack in his or her mobile devices, which may not be easy to
accomplish. Secondly, there are schemes such as Reputation
System [51 which can be explored to measure the truthfulness
or behavior of peers.

V. SIMULATIONS
A. Simulation Platform

1) Energy Consumption Model: We study the performance
of TCP2P through simulations. The wireless devices in the sim-
ulations are assumed to have three possible modes of operation:
Transmit, Receive and Idle. The energy consumption ratio of
the three modes is set as 1:0.6 : 0.5, as indicated by the exper-
imental measurements done by Feeney and Nilsson [4].

So the energy consumption on a node is set as:

PrTrx + PrxTrx T PoreTiois

where the P terms represent power consumption in Transmit,
Receive and Idle modes, respectively, and the T terms repre-
sent corresponding time durations that the mobile devices are
in different modes.

2) Physical Layer Characteristics: The mobile devices in
the simulations have similar wireless transmission parameters
as those commonly found in IEEE 802.11b WLAN adapters
available in the market which operate at the 2.4 GHz ISM band,
where the transmit power generally ranges from 13dBm to 30
dBm, depending on the brand of the WLAN adapter. We set the
transmit power as 20 dBm in our simulations. For simplicity we
assume that the transmission rate of all users is fixed at 2 Mbps.
At this bit rate the receiver sensitivity is set as —91dBm, the
same as Orinoco 802.11b Gold PC card [16]. Other parameters,
including processing gain, interference margin, fading margin,
cable loss, etc., can be found from Chapter 8 in [9]. From these
values we can determine the maximum allowed path loss to be
139.9dB. Using the Okumura-HataModel [9] we can estimate
the transmission range of mobile devices.

3) Traffic Model and Mobility Model: We only consider file
exchange traffic (since TCP2P is solely designed for P2P file
sharing). We assume that the inter-request arrival time 7 is ex-
ponentially distributed (similar to inter-call arrival time in tra-
ditional cellular phone traffic engineering [19]). In each file re-
quest event generated, we randomly select a peer and this peer
requests a file object that it does not possess. The probability of
requesting a file f; is directly proportional to the weight of this
file with respect to the user.

Our mobility model assumes mobile devices’ velocities fol-
low a Gaussian distribution [13] with mean equals 3km/hr, (i.e.,
0.83 m/s) and variance equals 0.54.

4) File Searching and Fetching Model: The sizes of file ob-
jects are quantized as 1 MB, 2 MB and 5 MB. File objects can
be MP3 songs, ring tones for mobile phones, short movie trail-
ers in relatively low resolution, etc. Each peer is assumed to
be a PDA running WLAN. Typical storage capacity of a PDA
is around 32-128 MB with CF card extension [21]. We set it
as 128 MB. We assume a underlying perfect file searching en-
gine and a maximum hop of five for searching a file (i.e., if
there exists a target file owned by a user within five hops of
neighbors we assume that the searching engine must be able to
find this user). A maximum hop number of five is used by re-
ferring to Gnutella. In Gnutella [8}, a “Time To Live (TTL)”
value of seven is used (i.e., it only searches a file for a radius
of seven hops). But Gnutella is for wired Internet. For mobile
devices, we expect that the mobility of nodes would make the
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route between the server-peer and client-peer more vulnerable
to breakage and thus, a more conservative value of five is used.
All routing and file searching are running on the available nodes
contained in the adjacency set of TCP2P.

VI. PERFORMANCE RESULTS
A. Benchmarksfor Comparison

In fact, the simplest way for a node to construct its next-hop
set is to include every node within its transmission range (see
Figure 2, left, source nodes are in black color, relaying nodes
are in grey color, other nodes are in white color). This sce-
nario is the benchmark we use to compare with a network run-
ning TCP2P, which only includes those nodes with preference
function values higher than a certain threshold A (see Figure 2,
right).

Pref(A,B) and Pref(A,D) < thrashold

Pref(A,E) and Pref(A,C) > threshold

Fig.2. Constructionof neighbor set without (left) and with (right) TCP2P.

B. Performance Metrics

I) File Object Request Failure: We consider the total num-
ber of cumulative file object request failure and calculate the
percentage of file object request failure as:

total no. of file object request failure

100
total no. of file object request X

(14)

2) Average Remaining Energy: We consider the average re-
maining energy of nodes at time £ as:

S Ei(t)
N

which gives an approximation on nodes’ energy consumption
status at a particular time instant.

3) Energy Based Data Availability: The above two metrics
are common. However, we believe that solely considering them
is not enough for an energy-limited P2P file sharing network.
We propose a more meaningful brand new performance metric
called Energy Based Data Availability (EBDA).

Using the notations defined in Section III-B, we consider a
P2P network with IV users n, ...,ny and a set of M file ob-
jects f1,...,fm. the energy-based data availability of the user
n; 1s defined as:

Eag(t) = (15)

M
D,‘ = Ei Z w,—kéik (16)
k=1
The EBDA of the whole network is:
N M
D=3 (E:) wikbix) (17)
i=1 k=1

We interpret this performance metric in the following way.
Firstly, “availability” of file objects in a P2P network depends
on how many copies of each file are there in the network, this
is represented by § terms in our metric. Secondly, given the
same number of copies of the same set of file objects distrib-
uted over two groups of users, each having NV users, we see that
a higher value of Eivzl D; for a group has the implication that
(1) the file object resources possessed by the whole group is
more “durable”, more future sharing is possible before the en-
ergy of the holders is exhausted and (2) on average, the holder
of a file object can keep his or her favorite files longer.

C. Results

First of all, we find that the successful rate of file searching
is not affected by the use of TCP2P. Assuming a perfect file
searching mechanism, both the simulations in benchmark sce-
nario and TCP2P record a zero value for file searching failure.
We believe that this failure rate actually depends on the value
of A and ¢, and is related to the size of network and density of
peers. Now we set all ¢, ¢2, ¢s as minus one and ¢4 as one,
which means that all factors are equally important. As men-
tioned before, 1, 2, ¢3 are negative because they are factors
which reduce others’ intention for being the relaying node. We
find that the value of A has significant effect on the individual
contribution ratio of nodes, an inappropriate value of A would
not give a fair “relaying job allocation”. By trial and error we
find that a value of minus four for A gives better performance.
We will explore it in our future work.

We find that the average remaining energy of nodes is nearly
the same no matter TCP2P is used or not (see Figure 3).
This means TCP2P does not conserve energy significantly in
amacroscopic point of view but from the EBDA measurements
we find that the EBDA of the whole network is higher in TCP2P
than the case without TCP2P.

Average Energy of each Mobile Node
T T

21 T T
— - With TCP2P
R -— Without TCP2P

000\

180 \\

160 \\

140 ey

I ™
120 haN

Averaga Energy of each Mobile Node / Joule

80 L PO L L L
o 500 1000 1500 2000 2500 3¢

Time / sec
Fig. 3. Change of average energy of nodes over time.

Considering Figure 4, we see that the general trend of the
change of value of EBDA is decreasing, which means that al-
though more and more files are exchanged and the number
of copies of files in the network is increased, the drop in en-
iergy levels of nodes would inevitably make EBDA decrease,no
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Fig. 4. Change of EBDA over time.

matter TCP2P is used or not. But TCP2P is capable of slow-
ing down this decrease, we interpret this as TCP2P’s ability
to control the topology in such a way that requests and relay-
ing actions are allocated implicitly and intelligently so that the
amount of relaying job and server role is allocated proportion-
ally while requests from all users are still satisfied to give a
more “durable” P2P file sharing network.

This implicit but intelligent “job allocation” is done by con-
trolling the next-hop of every single node. Basically, “stronger
nodes” (with higher energy levels) would be the next-hop of
more nodes and thus having more connections, we call these
nodes “higher-degree nodes”. This degree is further adjusted
by the level of contribution that this node has already made to
the P2P community, aggressiveness of the source node and the
popularity of file objects owned by this node. In Figure 5, the

individual contribution ratio (defined as Z‘E;#) of each node is
plotted. We see that, with TCP2P, there are less “sharp peaks”,
which means that the public service is distributed more evenly.
TCP2P avoids allocating too much amount of public service to
a single node but instead tries to distribute them evenly among
all nodes. This increases the fairness of the P2P network.

x107 Individual contribution ratio

1.2

-6 Wilh TCP2P
~%_Without TCPZP
1+ i 4

Individual contribution ratio

Fig. 5. Individual contribution by each node.

VII. CONCLUSIONS

We have presented anovel topology control protocol, TCP2P,
and studied its performance through simulations. Based on
the knowledge of distribution of energy levels and file objects
among the nodes, TCP2P virtually controls the macroscopic
usage of energy but does not compromise the satisfaction of
peers so that the whole P2P file sharing network becomes more
“strong” and “durable”.
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