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Abstrace —- The configuration-data sceuence of o field-
programmmable gale array (FU'GA) is an iotellectual
property (IP) of the original desipner.  This paper
proposes @ partink-encryption (PF) technique for 10
protection of configuration-datn sequetices by means of
increasing the reverse-enginecring  cost. The PN
technique cnerypts a few selected data of the sequerce.
These data are selected in a judicious way suel that,
when a rival competitor copies the partially cocrypted
sequenee into a cloned product, the cloned product
performs the expeeted task to a certain degree of
correetness but not absolutely ervor-free. Debupping is
required. It is shown that, without an initial knowledge
that a reverse-enginecring countermeasure is employed,
the PIY icchnique outperforms the full-encryption
technique in terms of the reverse-engineering cost. This
paper describes implementation details of the proposed
PE technique. Tssues regarding system designs (hat
embed hidden imperfections are alse discussed.

Index Terms — Partial encryption, Intellectuad property
protection, Reverse engincering, Reverse-cngineering
countermeasure,  Field-programmable  gate  arrays,
SRAM-based FPGA, ObTuseation,

[, INTRODUCTION

Static-random-aceess-meniory-based  (SRAM-based)
ficld-programmable  pate arrays (FPGAs) have hecome
increasingly popular as  building  blocks of  clectronic
gystems  because of advantapes such as eagy  design
madilication, rapid protolyping, economical cost for low-
volume production, lower starlp cost which leads to lower
financial risk in comparison Lo fully-customized application-
speeific  inlegrated  circuits  (ASICs),  wvailability  of
sophisticated design and debupging tools, and the ability of
in-circuil reprogrammability.  Tulorial  overviews  and
architectural details of FPGAS ean he found in o numbey of
books ang papers, such as [[]-[6]. Applications of FPGAS

in the arcas of consumer electronics include, for examiple,
television cireuits | 7]+[11], communication and  video-
-procesging deviees | 12]-[18), and sollwarc-delined radios

L1971, [20].

To enable the FPGA to perform the task specified by
the user, the user is required to design the configuration data
according Lo the task. ‘The confipuration-data sequence is
therefore an intellectual properly {IP) owned by this user,
This user is hercafter referred 10 as the original designer,
The TP of the origina! designer can be protected against
wanthorized wse by means of patent and  copyright
practices. lor advantages that are elaborated in Section 1,
oniginal designers may want to achicve a hipher degree of [P
protection by preventing rival competitors from successfully
reverse engineering their FPGA-based products, A direct
approach s e cnerypt  (he entire  confipuration-data
sequence by an eneryption algorithm, "This approach is
effective o prevent reverse engineering, lowever, we note
that ke reverse-cnpinecring  process  is most  oflen
terminated al an early stage once an enerypted sequence is
identified, so that the cost paid by rival competitors is not
lkely to be significant.  Based on the law-enforcement
philasophy that heavy penalty deters erime, one may think
that boosting up the reverse-engineering cost is a pood
counlermeasure against reverse engincering, This idea has
been implemented by means ol obfuscation lechniques to
hinder reverse engincering of intepraled-cireuit designs [21],
patches  conlaining  sccurity  information  lor  software
maintenance [22], and Java codes [23], but has not yet been
widely practiced in protecting configuration-data sequenees.
Using this idea, we propose a new reverse-engincering,
countermeasure for FPGA-based systems based on partial
cucryption (P19 ol configuration-tlnla sequences.

[ Scetion 11, we provide a litgrature seview on existing
approaches  Tor 1P protection  of  configuration-data
SCQUCnCes. Advantapes  of  using  reverse-engineering
countermeasures (o proteel these 1Ps ace detailed, and the
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novelty of the PC technique is established.  The PH
technique is elaboraled in Scetion 111, Advantages of the PE
technique beyond those of the full-eneryption technigue are
discussed. Tt is also shown that suceessiul applications of
the PE technique require FPGA-system designs having
hidden  imperfections  that  incrcase  the  debugging
complexity, Scetion 1Y provides implementation details of
the PE techinique. o Section V, we discuss issucs relating
to appropriste 'PGA-system designs.  Examples are also
given for itlustration.  Finally, conclusicns are given in
Scetion VI,

1L BxisTiNG METHODRS Foir W PROTECTION OF
CONFIGURATION-DATA SHQUIENCLS

A SRAM-buased FPGA s a onc-chip programmable
device comprising a number ol input/outpul (1/0} peripheral
cells, an array of user-conligurable logic blocks, a network
of interconnect resources (wice scgmonts, crossbar switches,
cte.), and an on-chip static random access memory (SRAM)
[1]. Information necessary to configure logic blocks and to
conlrol crosshar  switches that define the intercennect
topology is contained in the configuration-dala sequence,
which {8 stored in the on-chip SRAM. Since SRAM is
volatile, configuration data ave lost upon removal of the
FPGA power. 11 is necessary to dewnload configuration
data into the on-chip SRAM. In most 'PGA-based systems,
configuration data are localed outside the FPGA and stored
in nonvolatile memory  such  as  LPROM  (erasable
progranumable read-only memory). It is also possible thal
conliguration dala are leaded into target FPGAs through
wircless communication links, such as in software-defined
radios [24].

Suppose that a ['PPGA-based clectronic product is
designed and manufacloved by an original designer, A rival
competitor wishes lo clone the oviginal designer’s product
via reverse enginecring in order to gain soinc business
advanilages such as lower design eost and faster 1o-market
time.  Interesled readers may refer lo [25] for general
approaches in carrying out reverse engincering,  In case
configuration data arc placed outside the FPGA, the rival
competitor can casily retricve the configuration daia by
reading the content of the nonvelatile storage device that
hold these data, or by apping the communication link that
comnects the storage device and the FIFGA.  IPs of the
original designer can casily be copied to and exploited by
the rival competilor without the ueed to obtain the original
designer’s approval,

In general, 1P rights can be protected within the legal
framework by patents and copyrights [26].  1F the rival
competitor’s product is based on patented or copyrighted
1Bs of the ariginal designer, and if the original designer can
demonsteate that it is the ease, the original designer can take
appropriate legal aclions against the rival competitor.
Techniques that assist the original designer to protect his/her
patenied or copyrighted [Ps arc related to authorship
idenlification of conliguration-data scquences through the

use ol watermarking techniques [27]-[31]. Although patents
and copyrights are cffective means for [ protection, in
many circumstances original designers may cven want to
prevent rival competitors  from successfully  reverse
engineering their products at the very beginning.,  Such
strategy offers the Tollowing advantages over TP protection
solely based on legal means:

*  profection of original designers’ non-financial loss, in
that cloned products appeared in the market may
damage company reputation and customer relations;

» avoidance of possible failure to prove that rival
competitorg” cloned products are based on protecled
s of oviginat designers;

» avoidance of high cost incurred in analyzing cloned
products, gathering  evidence, and taking  lepal
proceedings against rival competitors; and

+ protection ol original designers’ 105 during the time
between patent Hings and publications,

In particular, advantages of this strategy for TP proteclion of
consumer products include:

v prevention of early appearance of cloned producls so
that  orviginal  desipners  can maintain - product
unigueness [or as long as possible; and

¢+ delaying the to-market time of cloned products so that
their appeal o customers may be lost due to short life
cycles of electronic products.

Freviously published technigoes that relate Lo seourily
issues of UPCiAs against reverse engincering include the
[llowing methods. The first method, detailed by OldGeld
ar] Dorlin {17, comprises the steps of

(1) downleading the configuration data from an external
source into the FPGA,

(2) removing the source from the cirenit board on which
the FI'GA resides,

(3) turning off ihe read-back mode of the FPGA, so that
the conlent in the on-chip SRAM cannot be retricved
from outside the FPGA, and

(4) always keeping the FPGA power on,

This  method removes  the need for an on-board
configuration~data storage device and instructs the UPGA
not ta disclose the content of the on-chip SRAM. Seceurity
of the 11 is theretore ensured. However, this method liag the
disadvantages that the circuit power has o be maintained
throughout the operation life of the product and that
reprogrammability of the FPGA has to be sacriliced. ‘The
sccond method, disclosed by Austin [32], is based on
encryption of the entire configuration-daia sequence by
scrambling it with a pscudo-noise sequence generated by a
fecdback shift register with a given key. A special FPGA
able lo deerypt the sequence is wsed.  The original
configuration-data scquence is reeovered inside the FPGA
and then transferred to the on-chip SRAM for proper
operation of the FPGA. A rival competitor cannot decode
the enerypted sequence unless the key 15 oblained from the
original designer, or, in rare case, correctly guessed. Nole
that the method of |32] can be casily extended 1o a gencral
technique in which the entire sequence is cnerypted by a
sophisticated encryption algorithm (rather than scrambling).
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However, to the authors’ best knowledge, none of (he
published literature exeept (he present work hag reported an

[P-protection technique that is based on encrypting part of

the conligwration-data  sequence with an  objective o
increase the roverse-engineering cost.

L THE PARTIAL-ENCRY PTHON THCHNIQUIE

Unlike  encrypting  the  cutire  configuration-data
sequence, the P technique enerypts only a few selected
data of the sequence. These data are selected in a judicious
way such that, when a rival competitor copics the partially
encrypled scquence o a cloned product, the cloned product
can perform the expected task (o a cerrain degree of
correetness but not abxolutely ervor-free. Without prior
approval to use the concerned I1' from the original designer
md additional information provided thereef, imperfections
that exist in the unchecked c¢loned product prevents it from
functioning ctror-free. “Lhe eriginal designer has the (ull
diseretion lo deeide where to put these imperfections into
the unchecked  cloned  product. Preferably  these
imperfections are ptaced where they are difficult to be
located by the rival competitor.  “The imehecked cloned
product, which bears hidden imperfeetions  deliberately
introduced, requires thorough debugging.  Preferably this
debugging process performed by the rival competitor
requires considerable effort', thereby increasing the reverse-
engineering cost and delaying the w-matkel tme. T is
possible that the debugging process is incomplete and
unsuceessful, a malfunctioned cloned product may risk the
rival compelitor for (possibly serious) financial loss and a
damage o company (ame, Notice thal suceesslul
applications of the PT technique require good FPGA-system
designs that embed fidden pmperfeetions with an intent to
maximize the debugging complexity.  Relevanl system-
design ncthodologies are the subject of discussion i
Section V. Also note that a special FPGA is required by the
original designer to decrypt the configuration-data sequence
in order to remeve/deactivate imperfections embedded W
the design,  This specia) VPGA is discussed in Sectien 1V,
A normal TPGA, which dogs not have the capability (o
remove the imperfections, is used by the rival competitor,

Acknowledged use of the PL teehnique, in which rival
competitors are cxplicitly informed (or warned) that a
reverse-engineering counteymeasure is being used, makes
rival competitors assess the need for a higher reversc-
engineering  cost and the visk of trading a possibly
malfunctioned product,  Maximizing this cost and visk
deters rival competitors [rom reverse engineering original
designers” products, 1P rights of original designers are thus
prolecled, Uninformed use of the P13 teehnique, where rival
competitors do not have a prior kuowledge that a roverse-
engincering coumtermeasure is being employed, is likely to
encourage rival competitors w0 conlinoe  the  reverse-

U This is usually the ease because debuppimg has o complexity
similar {o that of the fault-detection problem and it is known that
fault detection is fn general a NI-complele prolilem [34], {35],
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engineering process because the st protolypes ol cloned
products scem almost functional.  Until they realize at a
later stape that the cloned products do not fumetion as
desired and that the complexily (o be involved in debugging
is expected to be excecdingly huge, rival competitors may
have put considerable resources in performing reverse
engineering.  Protection of original  designers” 1P s
achieved by lorcing a failure in reverse engineering,

The PI technique and the full-cneryplion lechnique (the
lcchnigue  that  enerypts  the  entire  confipuration-dala
sequence) are compared as [ollows.  In the acknowledged
use  of reversc-engineering  countermeasure,  the  (ull-
encryption technique prevents rival competilors from ever
cloning the products while the PE lechnique deters them to
do s0.  The Null-eneryption technique requires @ good
eneryption algorithim, which is readily available, The Pl
teclmique, on the other hand, requires a good FPGA-system
design bearlng imperfections that are inlended o maximize
the debugging complexity experienced by rival competitors.
Such design is not trivial. The P techiique therefore doces
not have an advantage over the full-cneryplion technique in
the acknowledged USC ol rocverse-cngincering
countermeasure.  In the case of uninformed use, the PR
technique docs offer an important advantage in that the PE
technigue can muke rival competitors incur a higher cost
than they do when entire cenfiguration-dala scquences are
encrypted. It is because i the latter case rival competitors
can immediately identify that the sequences they oblain are
encrypled ones” and hence abandon the reverse-engineering
process at an carly stage, whercas the use of the PR
technique can stimulate rival competitors to put mere efforts
and resources 1o continue this proeess. A preater cost or &

I Dircct transfer of a fully-cncrypted sequence inlo a normal
FPGA canuot make the cloned product limetional, wd the
resultant system behavior is most likely chaotic.  Chuolic
belavior leaves a signaiure to the rival competitor that the
sequenee is likely (o be (intentionally) corrapted in some way.
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Position/ [ 2 3 4 5 6 7 & 9 10 11 2 {3 i4 45 {5 {7 18 19 20
Address
low 1 11 1 a 1 o o0 1 1 0 0 6o 1 1 1 o 0o 1
Row 2 1 1 1 0 1 0 1 101 0 0 106 0 1 0 1
Row 3 ¢c o @ o 0 0 1 0 0o ¢ o0 0 11 1 o0 0 o 0
Keys: - - Row 1. Original configuration-data sequence

Row 2: Encrypted conlipuration-data sequence

Row 31 Secret sequence stored in the nonvolatile memory

Paositions 7 and 14 16: Bits to be cuerypted

Hig. 2, Anexample 1o illustrate design of the encrypted sequenee and secret sequence for an original configuration-data sequence,

longer time to do reverse cogineering that eveninally yields
nothing offers a greater protection of investment towards
original designers in consumer-product design, manufaciure
and marketing.

IV, REQUIRED HARDWARK AND IMPLEMUNTATION DETAILS

The PE technique cocrypts pact of the conliguration-
data sequence, and the encrypted sequence is placed outside
the FPGA. When loaded into the FPGA, the encrypted
sequence is deorypted by modilying some of its conlent
based on the deeryption information stored inside the
FPGA. Currently available FPGAs do not support the PI
technique duc to lacking a deeryption unit and a nonvolatile
memory that stores the deeryption information, A speoial
FFGA similar to the one deseribed in [32] is required. A
FPGA model that mcorporates an on-chip nonvolatile
memory and a deeryption unit logether with gtandard
componenls of 4 SRAM-based FI'GA is shown in Fig, L.
For readers’ interest, we mention that such a FPGA can be
fabricated by current CMOS  fechnology  withoul
gonsiderable mercase in the munufactuving cost due to
inclusion of nonvolatile memory {33].

Prier to inserting (his FPGA into a target electronic
system, the on-chip nonvolatile memory 15 loaded with a
sceret sequence on which deeryplion of the encrypted
scquence is based. Since this memory unit is nonvolatile,
the seeret sequence stored therein is not lost upon removal
of the circuit power, The IFPGA is then inserted into the
target clectronic system, When the power is up, or when the
resct or reconliguration mode is asserted, the encrypted
scquence stored outside is loaded into the FIPGA via 1O
peripliceal cells. The encrypted sequence is decrypted by
the on-chip decryption uait based on the secret sequence,
The deerypted scquence s subsequently loaded into the
SRAM module for configuring the logic blocks and
interconneet resources.  The FPGA can then exccule the
desived operation.

A mcthod to construet the encrypled sequence and the
seeret sequence 18 illustrated wilh the aid of an example
given in Pig, 2, This method is not the only one method but
is the simplest one, so it is considered here for illustrating
the constraction of these sequences,  The  original
conligoration-data sequence, shown in Row 1, is a string ol
binary-valued data each of which taking on a logic value

—_—— __
| Enable |
o
I [.\f Bad- | _ |
[ % Behavior | D
| ’ L’? Generator | > ﬁg |\|
I ) _I_ o ] ,-J\\r. | ;_; - l/]
| o E |
I { |

Rest of the FPGA Circuit

Fig, 3. The lunctional model ol a FIGA-based system for (12
protection using the PE technique.

from either 1 or 0. 1t is desired to enerypt data at positions 7
and 14-16 by togpling logic values of these data,  The
cierypted configuration-data sequence is shown in Row 2.
To recover the original sequence in the FPGA, one

r

constructs the sccret sequence by assigning logic values 175

1o data al positions 7 and 14-16, and O’s otherwise,  The

sceret seguence is shown in Row 3. 1t is apparent that the
original conliguration-data scquence can be recovered by
EXCLUSIVE-QORing the encrypted sequence with the secret
sequence.

V. RELEVANT SYSTEM-DESIGN METHODOLOGIES

The origmal designer desipns a FPGA-based system
according 0 a given lask with an additonal objective o
introduce hidden imperfections (or faults) that are dilficult
to be detected so that the debugging complexity experienced
by the vival competitor is increased.  Since W i
demonstrated in Section 11 that the I echnique is most
vselul when the rival competitor does not have an initial
knowledge that a reverse-cngincering countermezsure is
cmployed, we consider this sitnation,  In the original
designer’s system and the cloned system, the task is
performed, respectively, by FIRGA(s) described in Scction
[V and normal FPGA(s). 1t 1s advantageous for the original
designer to consider the following peinciples in designing
IPGA systems.

1) The first protolype of a cloned systern should appear to
be scemingly functional (though not really is). That is,
the behavior of the cloned system should not be made
chaotic. It prevents the rival competitor from carly
discovery that the conliguration-data scquence s
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ENARIE:

" Bad-Behavior
Generator

\22\23\

Block of Bit Stream under Consideration

g, 4. A method (o infrodece erroes info the inceming bit streant.

encrypled.  Consequently, the rival compelitor is
encowraged not to abort the  reverse-enginecring
process at an carly stage, so that the vesultant reverse-
enginecring cost is inereased,

2) Imperfoetions that are imeationally introduced should
be difficult to be detected but should have significant
adverse consequences te the cloned system. It s
preforred that these imperfections exhibit some forms
ol random behavior, Thal is, arrors or undesirable
effects pop up randomly in the cloned sysiem.
Random appearance of crrors o undesirable effects
also makes the rival competitor difficull o debug the
cloned system.  Thus, the debugging complexily is
enhanced.

To enable original designers to design their FPGA-
based systems that embed hidden imperfections, we proposc
a functienal model depicted in Fig. 3 for modeting the
otiginal designer’s system and the rival competitor’s clone.
The bad-behavior generator it the mode] is resposible 1o
generate ovors and uadesirable effeets,  ln the cloned
system, the signal ENARLE is sct to 1 so that the bad-
behavior gencrator s activated.  Hrrors or undesitable
effects are introduced to the rest of the system.  For the
original designer’s system, this sighat is set w0 0. The bad-

behavier pencrator is deactivated and signals of the rost of

the system bypass this generator, The original designer can
enceypt the configuration-data scquence similar to the
example given in Section IV, wherein data al the 7ih
position n Fig. 2 corresponds to Lhe signal ENABLIL

Systen-design methodologies Thal enable cffective use
of the I'E technigue require ingenious placement of hidden
impoerfections into the desipns,  These methodolopies are
developed depending on the tasks to be performed, and are
different for different situations.  In the Torthcoming,
discussion, we provide two examples for demonstrating,
applications of the PI technique.  These cxamples are
intended o provide readers an appreciation on how relevant
system-design methodolagics can be developed.

A Example [0 Reducing the crvor-profecting capabilities
of error-correcting schewes

Frror-correeting  lechniques  are  normally  uscd  in
communication systems to improve the system performance,
An crror-cotrecting code can be characterized by the

L ' i i i P i
! ! ! o .
! ' I i
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Fig. 5. Decoding failure rate for the Golay-code decader (77

versus bit error probwebility of the incoming bit steeam (.}, Note:
Original designer’s product (LNABLE = 0); Cloned product
(LNABLE = 1),

number of eorrupted bits hat can be corrected, 10 one
deliberately introduees errors into the incoming bit stream,
the tesultant crror density s increascd so that the error-
protecting capabilily of the crror-correcting scheme s
correspondingly reduced. It follows that the sysiem
performance is degraded, a desirable clTeel for the cloned
system. 1t is preferred Lo reduce the error-protecting
capability to a peinl where the overall perfonmance of the
cloned system falls below the product specification, causing
the end user dissatisfaction in the performance,

We illustrale how errors can he added into the incoming
bit stream by an example shown in Fig. 4. The coding
scheme under consideration is the Galay (23,12) code [36]
capable of correcting up o (hree evors for a block of 23
bits. in Fig 4, an original data block of lengih 23 is
processed by a bad-behavior generator, which is a simple
EXCLUSIVE-OR gate, and the modilfied data block is senl
lo a Golay-code decoder.  An error is intended w0 be
inireduced 1o the 91h bit, In the original designers system,
ENABLE s always set 1o 0 so that the original data block 18
dircelly sent to the decoder without modification.  In the
rival competitor's cloned system, FNABLL is set to 1, I
lollows that the resultant 9th bit is always different from the
original one and an error is most probably introdueed.
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Fig. 6. Oscillatar thai can be built into a PPGA.

The reduction of the error-correcting capability is
demonstrated by computing the decoding failuwre rate, which
is the probability that decoding of a modificd daa block
fails, that is, 1" the modified data block containg more than
three errors, 17ig. 5 plots Py, the decoding failure rale, versus
Py, the bit error probahility for each of the incoming 23 bits
in the origmal block. Closed-form formulas® of Prare casily
derived [36]. Suppose that the decoder output is sent o a
voice synthesizer and hat a Py ol 10 Y or helow gives a
satislaclory voice quality, In the original designer’s product
(ENABLE = 0), it is apparent from Iig. 5 that the bit error
probability of the incoming bit strean, £, 10 satisly a
requirement of Py — 10%is P, = 2 = 1072, If the cloned
produet (ENAIBLY — 1} also eperates at this P, value, the
correspending 2 becomes 9 % 107, a nine-lold increase in
the decoding failure rate when compared 10 e original
designer’s product.  The resaltant veice quahity is less
satisfactory and may become unacceptable,

This example satisfies the above-meniioned system-
design principles 1) and 2) in the following aspocts.

1y The first protolype of the cloned system appears to he
functional,  In fact, the reduction of error-protecting
capabilily docs nol make the cloned sysiem
malfunction al onee, but a dogradation of systemn
performance is introduced.

2) The cobservability  of (e system-performance
degradation depends on the bit crvor probability of the
incoming bil stream, and hence alse depends on the
signal-to-noise ratio {SNR}). At high SNR, the
performance degradation is less noticeable, but at low
SNR, the degradation becomes noticesble and more
significant. Tt follows that (he undesirable cffect (a
degradation in the system performance) pops up
sclectively.

3y Depending on individusl’s reverse-cngineering culwre,
a rival competitor at an carly stape may test the first
protalype of the cloned system by using a Ligh SNR in
order to establish its fimclionatity.  When the rival
compelilor notices that there s a  performance
degradation observed at a lower SNR| the belief that
the cloned system 1s functional drives the vival
competitor to iniviate the debugging process n order to

P Far BNABLE =0, £+ 1- (1 - P07 =231 2y, - 283(1
PP - (771(1 - YO For INABLE = I, Py =1 -- (1 -
PP - 2301 — PRP, - 25301 - PP R = 23100 PPt -
154001 -- 270,

recover @ loss in the performance, lence, the cost
spent on reverse engineering is increased.

43 Depanding on individual’s reverse-engineering culture,
Lthe rival compelitor may debug the claned system by
focosing on the analog part and the analog-digital
interface because faults are more likely to be found in
these two parts than in the digital part. Placing hidden
imperfections in the digital part intentionally confuscs
the rival competitor,

5} Noticcable adverse effect is introduced. [t is intended
ta reduce the crror performance of the cloned system
to be below a certain level so that the resultant
performance becomes unaceeptable, 1t follows that the
first prototype, although fimetional, is inferior to the
ariginal designer’s system and hence difftcult to have a
wiarket value.

B Example 2: Increased power consumption

Fig. 0 shows a schomatic diagram ol an oscillator that
can be implemented in a FPGA withoul the need for
external components, suel: as capacitors. This oseillator has
heen wsed i |37] to experimentally characterive the
relationship belween the oscillation [requency and  the
tomperature ol a commercially available FPGA. Oscillation
aceurs only when ENABLL = 1. Ou-chip oscillation can be
utilized to introduce undesirable effects o the cloned
product by noting that, since the oscillation frequency can
e made very high, o high current is drawn so that the power
consuniption s increased. However, in a censumer product
that is realized by FPGACR), low power consumption s very
desivable.  Turning on an unwanted oscillator ingide a
eloned product effectively makes it inferior 1o an original
desipner™s product. As a demonstration, we experimentally
studied this oscillator by using a commerclally available
EPUAT with ENABLE explicitly set to O or 1, Tuble 1 tists
the values of oscillation frequency and drained current for
the two cases of ENABLE settings. |t is apparent that a
sizeable amount of extra current is required when oscillation
aceurs,

Wwe make the following remarks,

Iy "The funetionality of the cloned system is not affected.
Only a nuisance, vir., a highet power consumption, is
introduced.

2y Depending on individual’s reverse-cngincering cullure,
the rival competitor may put more emphasis on the
lunctionality of the cloned product. It follows that
debugging for reducing the power consumplion may
be given a lower priovity and could be performed al a
later stage, though it is possible that high power
consumplion may have been observed very eady.  If
the rival competitor eventually linds that it is not
pussible to reduce the power consumption, and if low
POWEr consumption 1s a necessary requircment of the
product, the rival competitor may have to abandon the

T Altera FLEX 10K T00GCS03-4 with a supply voltage 5V,




Yip and Ng:

Partial-Tineryption Technigue for Intellectual Property Protection of FPCGA-Based Produets 18D

TaBLE 1. QSCILLATION FREQUENCY AND DRAINED CURRENT FOR THUE OSCILEATOR SHOWN IN VG, 6,

Number of imveriers LENATLE Oseillntion Nequency Prained current
in the oscillator of the 'PGA
3 0 no oscillation 2R3 mA
N 131 Ml 50.8mA

5 {t no oscillation 28,3 mA

o t 61 Mtz 144 mA

7 o} no oscillation 283 mA

[ 20.7 Ml lz 06 A

9 0 no oscillation 283 A

1 19.7 MUz 8.3 mA

clened product even though a lot of resources may
have been invalved in the reverse engineering,

3} Depending on individual®s teverse-engincering culture,
it is possible (hat the rival competitor gives precedence
to examinge the analog part rather than ihe digital parl
in debugging  for  power-consumption  reduetion,
Putting this imperfection i a FPGA 15 an obluscation
tactic infending to hinder ceverse engineering,

VI, CONCLUSIONS

We have proposed the Pl technique that enhances the
1P protection of FPGA-based sysiems when used with
system  desipns  that embed  hidden  imperfections  for
maximizing the debugging complexity, Elfects of the use of
the P15 teehnique are summarized as follows:

+ increasing the effort spent on reverse engineering so as
to increase the reverse-cngineering cost,
+  detaying the 1o-market time of cloned products; aned
» increasing the risk faced by rival competitors in
trading malfunctioned products,
It has been shown that the U technique outperforms the
full-encryplion  lechnique  as  a  reverse-engineering
countermeasure when rival competitors do not have an
initial knowledge that a reverse-cnginecring countermeasure
is employed. hnplementation details of the P14 technique
have been given, TIn particular, it has been shown that 2
FPGA that includes a nonvelatile memory and a deeryption
unit as well as components of a normal SRAM-based FPGA
is required o use the Pl fechnique.  We have discussed
issues relating to designing FPGA systems that embed
hidden imperfections for the PE technigue, Tixamples have
heen given to i lustrate the desipn principles.
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