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rioveity of tlic PE iccliriiqiic is cs(abIislict1. 'The I’F 
tecliiiiqiic is elnlinraktl in  Scclion I1 I .  Atlv~iotages o f  tlic 1)E 
tccliiiiquc Ixyond ~hr)sc 01’ t l ic fill I-ciicryption technique arc 
dir;cussctl. I t  i s  idso shown thnt successli11 a l )p l icahi i s  of’ 
tlic I’li tcchniquc require I;l’CiA-systciii dcsigiis 11:iviiig 
Iiiddcn iin~~ct~fccrions that iticicmc 1lic dcl)ugging 
complcxily. Scclion 1 V providcs i m ~ ~ l c m c r i t a t i o ~ ~  dctails of 
thc I’li tcchtiiqnc. In Scction V, w e  tliscliss issucs rclahig 
to ;ippropri;itc I’I’GA-systciii desigtis. Exninplcs arc also 
givcn lhr illu<tratioii. [iiiially, conclusions arc givcri iri 

Scclioli VL. 
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Prior to iiiscrtiiig iliis FPGA into a tiwgct ulcctronic 
systcw, thc on-chip nmvolatilc mcinory is lontlcd with :I 
sccrct scqucncc 011 which rlccryptioii of the cncryptctl 
scqucncc i s  based. Sincc Lhis mciiiory i in i t  is  iioiivolatilc, 
thc sccrct scqtrcncc sturctl thcrcin i s  tiot lost upon rcmcival 
af thc circriit powcr., Thc I i W A  is IIicn inscrtcd into Ilic 
(argct clcctrtmic systcni. Whcn thc power i s  up, 01' wlicii llic 
rcsct or recoil (igiimtion niiudc is  asserted, thc ciicl-yptctl 
sccpicncce storcd initside is luitdctl inlo tlic I I G A  via I/O 
pci~ipltcrd cclls. 'I'hc ciicryptcd scqtmcc is rlccryptcrl 113.' 
thc o i i -d i ip  dccryption u i i i t  biisetl 011 ilic sccrct scquciice. 
'I 'hc dccryptctl scqucnc.e is wtbscquci~t ly lontlcd i n t i )  tlic 
SKA M mriddc hc coilfiguring Llic logic liloclcs aiid 
in tcrconncct  TCSOLIICCS. 'I'hc FIYiA CRII tlicn cxccuic ttic 
tlcsircil opmtioii. 

A inciliotl to ctinstrttcl Ihc ciicryplctl scquci icc tuid thc 
secret scqacticc IS rllustrntcti wilh the aid o f  iin cxaiq)lc 
givcii 111 Vig. 2. This tiicthod i s  not tlic only o w  inethod bnt 
is ilic si~nplcst om, so i t  i s  criiisidcrul hcrc h r  illustrating 
thc oonst~~r~tion oi' lliosc scqiicnccs. Tlic origin;il 
conligurntioii-data scqueiicc, shown in Row I, is :i slring 01' 
Ihiiisry-vnlnctl tlala each of  which tnking on ii logic v:iluc 

- - - - - - A - - - -  

Rest of the FPGA Circuit 

T m i i  citlicr I or 0. It is dcsirctl to ciicrypt (lata ;it positions 7 
ant1 14-16 by tciggliiig logic: valucs ol' tlicsc d n k ~  l'hc 
ciicrypkd coiilig1~rutioii~ci;Iln sequcuce i s  sliowii iii Row 2. 
' 1 '0  rccovcr' Ilic oi.igitinl sequcnce i n  the WGA, onc 
constructs tlic sccrct scqucncc by wsigiiitig logic valocs 1 's 
.io tlnin ai positions 7 and 14-16, and 0's othcrwisc. 'I'hc 
sccrct scqucricc is shown i n  Kow 3 ,  It i s  appnrcnt that thc 
originul con~guratif lr i-dntn scquciicc CRII bc rccovcrcd by 
I IXCLIISIVE-OIliiig the eiicrypted scqucnce with thc sccrct 
scqucoce. 



I57 

Block of Bit Strcarn mdar Corisideratiori 

I U-' 



Odd number of inveiters 



v I ,  C:” .I I SION s 




