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Abstract

The current study is a comprehensive review and reassessment of the extant sources describing
the cryptographic Spartan device known as the scytale, to challenge the view promoted by
modern historians of cryptography that denies the scytale its deserved status as a vehicle for
secret communication in the ancient world. Modern historians of cryptography see the scytale
essentially as a simple ‘stick’ that would have served little practical use as a vehicle for secret
communication. Yet, this study seeks to demonstrate that the cryptographic principles
employed in the Spartan scytale show an encryption and coding system that is no less complex
than some 20" century transposition ciphers. It will be shown that, contrary to the accepted
point of view, scytale encryption is as complex and secure as other known ancient ciphers. The
study will draw salient comparisons with a selection of modern transposition ciphers (and their
historical predecessors), and offer a detailed review and comprehensive new analysis of the
surviving classical sources that similarly reveal the potential of the scytale as an actual
cryptographic tool in ancient Sparta in order to illustrate the relative sophistication of the
Spartan scytale as a practical device for secret communication. This helps to establish the
conceptual basis that the scytale would, in theory, have offered its ancient users a potentially
secure method for secret communication — particularly over long distances. The study will be
complemented by two appendices to the work in which an overview is given of all surviving
ancient literary sources on cryptography and steganography as well as an overview of all extant
medieval, Renaissance, and modern sources referring back to these classical sources, making
this study the most comprehensive collection of Greek and Roman cryptographic and
steganographic sources created so far — and thereby making an original and significant
contribution to the current scholarship on the ancient history of cryptography.
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Introduction

It may well be that ciphers in classical antiquity were more advanced than the literature would lead us

to expect [...].2

The 21% century will see transposition regain its true importance.?

The aim of the current study is to reassess the extant evidence concerning the cryptographic
Spartan device known as the scytale and to challenge the view promoted by modern historians
of cryptography that see the scytale essentially as a simple ‘stick’ that would have served little
practical use as a vehicle for secret communication in the ancient world — starting with my title
‘Myths and histories of the Spartan scytale’, as a response to Kelly’s article ‘The myth of the
scytale’ (1998) in which Kelly argues against the practical use of the scytale in antiquity. Yet,
on the contrary, in this study | will seek to demonstrate that the cryptographic principles
employed in the scytale show an encryption and coding system that is no less complex than
some 21% century transposition ciphers — and that the system was as complex and secure as
other known ancient ciphers (including the substitution code used in the so-called Caesar cipher
discussed in chapter 4). Indeed, | will draw salient comparisons with a selection of modern
transposition ciphers (and their historical predecessors) in order to illustrate the relative
sophistication of the Spartan scytale as a practical device for secret communication. This, | will
argue, helps to establish the conceptual basis that the scytale would, theoretically, have offered
its ancient users a secure method for such secret communication — particularly over long
distances. | will complement this side of my argument with a detailed review and

comprehensive new analysis of the surviving classical sources that similarly reveal the useful

! Leighton 1969, 153.
2 Bauer 2000, 100.

11



role played by the scytale as an actual cryptographic tool in ancient Sparta (chapter 2). The
main research question of this thesis is, therefore: What can a comprehensive review and
reassessment of the extant sources describing the cryptographic Spartan device known as the
scytale do to challenge the view promoted by modern historians of cryptography that denies
the scytale its deserved status as a vehicle for secret communication in the ancient world? This
first part of the thesis starts with a general introduction to the themes and aims of the study
(Introduction). It is followed by a section on working definitions (Working Definitions:
Steganography and Cryptography), and a section briefly summarising the contents of the study
as a whole (Overview) to give a clear overview of the relevant contexts in which the Spartan
scytale will be analysed and discussed here. Then the introduction will move on to a literature
review in which | evaluate the reasons that many modern historians of cryptography put
forward to show that the Spartan scytale was — according to them — not a real cryptographic
device (Review of literature). As will be shown throughout the work, there exists a trend among
modern historians of cryptography and secret communication to accept the biased accounts of
ancient non-Spartan (particularly Athenian) sources from the 5" and 4" centuries BCE on the
scytale, in which disparaging connections are made between the ‘non-Greek’ Spartans and their
penchant for secrecy — but also their supposed illiteracy (see chapters 1 and 2). Finally, this
introductory chapter concludes with a section on the applied research methodology at work in
this thesis and the necessary limitations of the current study (Research methodology).

Cryptography and steganography form part of contemporary studies of mathematics
and computer science — but also play significant roles in studies of military history, both ancient
and modern. Scholars working in these fields have written numerous works in which ancient
methods of secret communication — or cryptography and steganography — are referred to in
passing as the early (which, in these studies, typically signifies ‘primitive’) precursors to

modern cryptographic methods. However, none of these modern works focus in depth and
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detail upon the ancient history of ancient cryptography and steganography, nor does any such
study offer a comprehensive account of all the extant ancient sources in which secret
communication is mentioned. Although David Kahn’s extensive 1967 work The Codebreakers
is an excellent source, this work still does not give a complete overview of all original Greco-
Roman sources. What is more, there is a dominant trend amongst the current scholarship to
underestimate the complexity and practical utility of the earliest forms of cryptography and
steganography. One of the likely reasons for this, as | will argue, is because of the unfamiliarity
of some historians of cryptography with the politically coloured biases towards the Spartans
that we often encounter in classical Athenian sources, which can lead to the misinterpretation
of original Greek and later Roman sources which draw upon them. A common assumption
among historians of cryptography is, for example, that the Spartan scytale could not have had
any practical value in official communication security because it was fundamentally a device
that represented nothing more than a ‘toy cipher’.® As this thesis will argue, a better
understanding of the full range of surviving ancient Greek and Roman sources where we find
accounts and descriptions of secret communication — both cryptographic and steganographic —
along with the recognition and better understanding of parallels between ancient and modern
cryptography, will help us to re-evaluate the sophistication and security of the Spartan scytale.
A re-evaluation of the relative complexity of some other familiar Greek and Roman methods
for secret communication, will also allow us to better appreciate the strategic role that
cryptographic devices such as the Spartan scytale could — and, this thesis maintains, would —
have played in military contexts in the ancient world.

In the classical world, it seems, the first ‘Greeks’ to adopt the use of secret communication
are the Spartans — already seen by Herodotus, and later by other Greeks (especially Athenians)

as a people exhibiting strangely ‘other’ and ‘non-Greek’ practices — including a tyrannical

8 Gardner 1983, 56; Smart 2018, 3.
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regime and the concomitant use of secret communication, more typical of ‘non-Greek’ oriental
societies (Herodotus, Histories, 6.58-60; see chapters 1 and 2).* Indeed, as we will see, it may
well have been the case that the Spartans originally adopted and copied the use of secret
communication from the Persians, as Herodotus implies in his Histories (chapter 1). It is
particularly upon the Spartan innovations in cryptography — and, more especially, their use of
the scytale — that this thesis will accordingly focus. The particular aim of the current study is
to demonstrate that the Spartan scytale — the oldest known transposition cipher used for secret
communication (chapter 2) — employed cryptographic principles no less complex than those
employed by some Renaissance and later communication security devices — including some
used up to the 20" century. This will be achieved by examining a full range of original Greek
and Latin sources to offer a comprehensive survey and analysis of extant evidence for the use
of the scytale among the Spartans. | will use my review of this evidence to argue against those
historians of cryptography (such as Anderson, Kelly, and West) who maintain that the Spartan
scytale was never actually used for secret communication.® Analysing the operations and
encryption principles of ancient ciphers in the light of more sophisticated modern transposition
or permutation ciphers offers a useful point of departure for analysing and understanding the
comparatively complex cryptographic principles which the scytale exploited. As Leighton

already stated in 1969:

It may well be that ciphers in classical antiquity were more advanced than the literature would lead us to

expect and that they influenced Renaissance cryptography. ©

4 The earliest known evidence for the use of cryptography and steganography in antiquity comes from
Mesopotamia and Egypt. See Porphyry of Tyre, Life of Pythagoras, 11-12; Caubet 2008, 421; Kasten 2001, 2;
Nemet-Nejat 1998; Pieprzyk, Hardjono, and Seberry 2013, 6; Waldstein & Wisse 1995; Wisse 1979; 1980; 1981,
1982; 1983; 1989; 1990. See also Zapechnikov, Tolstoy et al. 2015, 146; see also § 1.1.

5> Anderson 1970, 68; Dimovski & Gligoroski 2003, 1; Ritter 1991, 3; Kelly 1985, 162; Kelly 1998, 245; West
1988, 42.

6 Leighton 1969, 153.
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Yet, as this thesis this will go on to demonstrate, it might be better to maintain that there are
‘shared principles’ between the scytale and later — including modern — transposition or
permutation ciphers than arguing that scytalae have influenced either Renaissance or modern

ciphers since there is no substantive evidence for this direct influence.

Working definitions: steganography and cryptography

Steganography describes the practice of concealing a message within another message, an
image, or an object, without giving any outward sign that a secret message is hidden in it —in
other words, steganography is ‘the practice of undetectably altering a work to embed a secret
message’.” The hidden message that is hereby created is called a steganogram.® A steganogram
or steganographic message need not be written in code or further encrypted in any way because
its physical concealment provides (or is intended to provide) the necessary protection required
to ensure the secure delivery of the message between sender and recipient.® A steganogram is
simply, therefore, any hidden or concealed message. Ancient sources in steganography often
pre-date the ancient sources on cryptography — offering us some of our earliest examples of
secret communication. As | will go on to show, certain societies and periods also seem to
exhibit a preference for steganographic over cryptographic methods. A cryptogram is rather

more complex than a steganogram. Cryptography is the practice of securing communication

7 Cox, Miller et al. 2008, 2. See also Johnson, Duric et al. 2001, 1; Kahn 1996a, 1; Schaathun 2012, 15; Singh
1999, 5; Whitiak 2003, 1. The term, which first appears in the title of Johannes Trithemius’ 1499 book
Steganographia, comes from the ancient Greek words oreyavdg (Steganos), meaning ‘covered’ or ‘concealed’,
and ypagerv (graphein), meaning ‘to write’.

8 Kartalopoulos 2009, 12.

% Where an extra degree of security is desired, the steganogram or hidden message may also be encrypted or

enciphered in which case it becomes a coded steganogram.
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not by concealing but by enciphering a text.!® An original message called a plaintext is
converted into a disguised (encrypted) message called a ciphertext.!* This message, which is
now encrypted, is called a cryptogram.'? Cryptography, therefore, works with inputting and
outputting either cipher or code. There are two fundamental types of ciphers found in the
ancient world: transposition and substitution ciphers. In a transposition cipher the normal
sequence of letters of a plaintext is rearranged. Hereby, alphabetic letters are not typically
substituted by any other letters, numbers or symbols.'? In substitution ciphers, however, the
letters of a plaintext message are substituted with other letters, characters, or symbols that are
not necessarily found in the original text and the sequence of ciphertext letters that is used for
such encryption and decryption is known as a ciphertext alphabet.}* The ‘Caesar’ cipher that
will be discussed in chapter 4 can be regarded as a simple substitution technique for encryption
whereby each letter of a plaintext is replaced by a letter that can be found a fixed number of
positions down the ciphertext alphabet!® — for example a right shift of three in the case of
Caesar’s supposed use of the cipher. The Spartan scytale, on the other hand, is an example of

a transposition cipher.

10 Bauer 2013, xix; Hodges 1985, 146; Reba & Shier 2015, 479-480; Reinke 1962, 113; Seyfarth 1970, 181; Smith
1955, 16. The term ‘cryptography’ comes from the ancient Greek words xpovrrdg (Kryptos), meaning ‘hidden from’
or ‘secret’, and ypdgerv (graphein) meaning ‘to write’. Like the term ‘steganography’, the term ‘cryptography’ is
a neologism and was not used in antiquity, (pace Sheldon 2008, 19), first appearing in scholarship in Toustain
and Tassin’s 1750 work Nouveau traité de diplomatique, and in fiction in Edgar Allan Poe’s 1843 short story ‘The
Gold Bug’.

11 Mollin 2005, 1; Reba & Shier 2015, 480.

12 Mollin 2005, 1.

13 Bauer 2007, 382; Reinke 1962, 113; Singh 1999, 5.

14 Bauer 2007, 382; Reinke 1962, 113; Singh 1999, 5.

15 Mollin 2005, 11; Stinson 1995, 4.

16



Overview

The thesis starts with a Review of literature in which the main arguments are discussed that are
set out by historians of cryptography to support their hypothesis that the Spartan scytale could
never have been used as a cryptographic device — the main argument being that (according to
these scholars) scytalae were simple sticks that could never have had any useful practical value
in cryptography. However, as will be argued, these scholars focus far too narrowly on the
principal meaning of the word scytale being ‘stick’. This hypothesis, | suggest, might be based
on biased non-Spartan views of the Spartans being illiterate, uneducated, foolish and secretive
— as first put forward by Herodotus in his Histories, where he made connections between
Sparta, oriental states, and secrecy (shown by four examples of secret communication
discussed by the historian, and opposed to a free Greece, especially Athens, in which open
public speech was ideologically valued and where secret communication was related to
despotic and oriental values (chapter 1). By reassessing the extant ancient sources on the scytale
as evidence it will be shown that scytalae could (and very likely would) have been used for a
variety of purposes, ranging from record keeping to the writing and sending of secret messages
(chapter 2). Even though all our surviving Greek and Roman sources are non-Spartan (or even
anti-Spartan), it will be shown that ancient authors accepted that the Spartans used scytalae in
the context of communication — especially over long distances — but that concrete evidence for
its use as a device for encrypted secret communication remains inaccessible. The thesis will
then turn to the work of the 4™-century BCE military author Aeneas Tacticus, since historians
of cryptography presume that he would have discussed the scytale as a Spartan cryptograph if
he had been familiar with the device because the author dedicated a chapter of his work How
to Survive Under Siege to secret communication. Yet, as will be shown in chapter 3, Aeneas

Tacticus had various reasons for not discussing the scytale — the main reason being that the
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author seems to have had a greater interest in hidden messages (steganography) than in
encrypted messages (cryptography), while the scytale messaging technique is a cryptographic
method. In chapter 4 Roman cryptography and steganography will be discussed, with a focus
on Roman responses to and appreciation of the scytale. The chapter will show that, although
the Romans were familiar with the scytale as a cryptographic device, they, like Aeneas
Tacticus, had various reasons not to use the scytale in their confidential communication. The
main reason why the Romans did not use the device has to do with the differences between the
ways in which the Greeks and Romans sent letters. As will be shown in chapter 4, in ancient
Greece a messenger appears to have typically carried a message stick (scytale) as a badge of
identification, authentication, and authority, and to have delivered his message orally, but in
the Roman world the sending of sealed letters meant that messaging became more of a private
affair between individuals. Hereby, letters were not delivered orally by a messenger with a
message stick or scytale. The use of the scytale, for either normal or secret communication
must, therefore, have appeared wholly alien and unpractical to the Romans. Instead of using
the scytale, the Romans used the far less sophisticated Caesar cipher in their own secret
communication (8§ 4.2), a substitution cipher that shows some connection to the transposition
system of the scytale. In chapter 5, | turn to the development of the principle of the transposition
cipher system in later transposition ciphers (used from the Renaissance to the Second World
War and beyond) to show the usefulness and functionality of the principle of the scytale as a
transposition cipher. Hereby it will be shown that although modern cryptographic systems have
now supplanted classical ciphers like the Spartan scytale, the basic concepts associated with
the transposition cipher that most likely started with the Spartan use of the scytale are still

widely used today.
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Review of literature

The thesis follows aims to make a significant and original contribution to the existing
scholarship on the topic of ancient cryptography by filling a gap in the current literature, and
thereby casting new light upon some of the (incorrect) assumptions and (mis)readings of the
ancient sources prevalent in the field, in addition to offering new knowledge of the Spartan
scytale as a cryptographic device. Important general studies on the history of cryptography
include Bauer’s Secret History: The Story of Cryptology (2013) and Unsolved! The History
and Mystery of the World's Greatest Ciphers from Ancient Egypt to Online Secret Societies
(2017); D’Agapeyeff’s Codes and Ciphers — A History of Cryptography (1939); Dooley’s A
Brief History of Cryptology and Cryptographic Algorithms (2013); Kahn’s The Codebreakers
(1967, 1974, and 1996a); Meyer’s The History of Cryptography (2017); Singh’s The Code
Book: The Science of Secrecy from Ancient Egypt to Quantum Cryptography (1999); and
Sheldon’s Espionage in the Ancient World: An Annotated Bibliography of Books and Articles
in Western Languages (2008). All of these works offer overviews of general cryptographic and
steganographic history. Examples from antiquity up to the Middle Ages are briefly mentioned
as an embryonic or primitive phase in the evolution of secret communication technologies, and
are followed in each case by a more extensive discussion of secret communication from the
early Renaissance until the modern day. In each case, the main focus of the studies is typically
the use of cryptography in the First and Second World Wars — often presented as a technical
apogee. This leads to the undervaluation and underappreciation of the relative sophistication
of cryptographic devices described in ancient Greek and Roman sources (if these sources are

discussed or referred to at all).*® Whitiak, for example, claims that original sources show us

16 Cox, Miller et al. 2008; D’ Agapeyeff 1939; Kahn 1967; 1996a; 1996b; Mollin 2005; Sheldon 2008, 54-148;
Singh 1999; Whitiak 2003, 1.
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that Greek historians were familiar with a range of steganographic methods for secret
communication.!” However, as we will see, ancient historians such as Herodotus actually only
referred to reports of stories and events in which secret messages played a role. There is no
evidence that Greek historians were personally or directly familiar with such ‘unGreek’
stratagems — and they even potentially invented these stories themselves (see e.g. Herodotus’

contributions discussed in § 1.2).

In cognate studies of relevance to the research set out in this thesis, Gardthausen’s most
thorough survey of writing in ancient Greece — Griechische Paleographie (1911-1913) — has a
short section on basic principles of cryptography and steganography (pp. 300-306; followed by
a longer section on coding in arithmetic (pp. 307-319)), but Gardthausen does not engage
directly with any of the extant sources on cryptography and steganography from antiquity. The
work that comes closest to a complete overview of sources on classical cryptography is
Sheldon’s Espionage in the Ancient World: An Annotated Bibliography of Books and Articles
in Western Languages (2008). Although this study offers an excellent summary and catalogue
of modern sources dealing with the history of cryptography, as the title implies, this book gives
no substantive overview of ancient sources on the theme. Commentaries on and translations of
ancient sources typically discuss passages on secret communication very briefly — if they are
discussed at all (see the footnote for a list of all commentaries and translations in which the

relevant passages can be found).®

17 Whitiak 2003, 1.

18 On the Spartan scytale: Brownson 1918, 221- 223, translation of Xenophon, Hellenica, 3.3.8; Brownson 1921,
47-49, translation of Xenophon, Hellenica, 5.2.34; Brownson 1921, 49-51, translation of Xenophon, Hellenica,
5.2.37; Douglas Olson 2009, 161, translation of Athenaeus of Naucratis, The Learned Banqueters, 451c-d;
Henderson 2000, 191, translation of Aristophanes, Birds, 1280-1285; Henderson 2000, 403-405, translation of
Aristophanes, Lysistrata, 985-991; Oldfather 1950, 425, translation of Diodorus Siculus, Library of History,
13.106.8-9; Perrin 1916, 113; translation of Plutarch, Life of Alcibiades, 38; Perrin 1916, 275-277; 285-289,
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translation of Plutarch, Life of Lysander, 16-17.1; 19.4; 19.5-7; 20; Perrin 1917, 27; 41, translation of Plutarch,
Life of Agesilaus, 10.5; 15.4-6; Perrin 1926, 130; Plutarch, Life of Artaxerxes, 6.2-5; Shackleton Bailey 1999, 155,
translation of Cicero, Letters to Atticus, 10.10 (Letter 201); Shepherd 1793, 280; translation of Polyaenus,
Stratagems of War, 7.19; Smith 1928, 219-221, translation of Thucydides, History of the Peloponnesian War,
1.131.1; Watson 1886, 326-327, translation of Cornelius Nepos, Life of Pausanias, 3.3-5; on the Caesar cipher
and Caesar’s secret letter to Quintus Cicero: Cary & Foster 1914, 419, translation of Cassius Dio, Roman History,
40.9.3; Rolfe 1914, 109, translation of Suetonius, Lives of the Caesars 1. The Deified Julius, 56.6; Rolfe 1914,
279, translation of Suetonius, Lives of the Caesars 2. The Deified Augustus, 88; Rolfe 1946, 235-237, translation
of Aulus Gellius, Attic Nights, 17.9.2-4; 17.9.6-16; on Aeneas Tacticus’ How to Survive Under Siege, Hunter &
Handford 1927; Illinois Greek Club 1928; Whitehead 1990; on Julius Africanus’ Kestoi (based on Aeneas
Tacticus’ How to Survive Under Siege, Illinois Greek Club 1928; on secret communication in Ovid’s works:
Goold 1977, 13; 45; translation of Ovid, Heroides, 1.31-36; 4.3-5; Goold 1977, 329-333; 395; 403; 497,
translation of Ovid, Amores, 1.4.15-28; 1.4.55-58; 2.5.15-20; 2.7.5-6, 2.15.15-18; 3.11a.23-24; Mozley 1929, 15;
19; 41, 45-47; 53-55; 75; 83; 87; 93-95; 107-109; 153-155; 163, translation of Ovid, Ars Amatoria, 1.33-34; 1.91;
1.395-398; 1.455-458; 1.569-580; 1.597-600; 2.131-140; 2.243-246; 2.313-314; 2.394-396; 2.409-410; 2.427-
428; 2.593-596; 2.639-640; 3.483-498; 3.619-630; on spying: Dewing 1935, 351-353, translation of Procopius,
Secret History, 30.12-15; on a message hidden in a hare: Godley 1920, 161-163, translation of Herodotus,
Histories, 1.123.4-1.124; Rolfe 1946, 237-239, translation of Aulus Gellius, Attic Nights, 17.9.18-27; Shepherd
1793, 22, translation of Polyaenus, Stratagems of War, 1.24; on a message tattooed on a slave’s head: Godley
1922, 37-39, translation of Herodotus, Histories, 5.35.2-4; on Demaratus’ wax tablet sent to the Spartans: Godley
1922, 557, translation of Herodotus, Histories, 7.239; Shepherd 1793, 80, translation of Polyaenus, Stratagems of
War, 2.20; Watson 1853, Justin, Epitome of the Philippic History of Pompeius Trogus, 2.10.12-17; on a message
written under the wax of a wax-tablet, probably sent by the Carthaginian general Hasdrubal: Rolfe 1946, 237,
translation of Aulus Gellius, Attic Nights, 17.9.16-17; Watson 1853, translation of Justin, Epitome of the Philippic
History of Pompeius Trogus, 21.6; on a cipher message hidden in the scabbard of a sword: Rolfe 1950, 445-447,
translation of Ammianus Marcellinus, History, 18.6.17-19; on secret correspondence between Timoxenus and
Artabazus: Godley 1925, 131, translation of Herodotus, Histories, 8.128.2-129.1; on Bellerophon’s tablet: Murray
& Wyatt 1999, 287 (Murray & Wyatt (1)), translation of Homer, lliad, 6.168-169; on beacon signals: Murray &
Wyatt 1999, 301-303 (Murray & Wyatt (I1)), translation of Homer, Iliad, 18.203-214; Paton, Walbank et al. 2011,
233-237, translation of Polybius, Histories, 10.43-44; Sommerstein 2008, 35-39, translation of Aeschylus,
Agamemnon, 281-316; on invisible ink: Veterum Mathematicorum Opera, 102, discussion of Philo of Byzantium,
Compendium of Mechanics, D.80 (102.40—44; author’s translation); Jones & Andrews 1980, 311, translation of
Pliny, Natural History, 26.39 (62); on fire signalling used among the Carthaginians: Shepherd 1793, 246,
translation of Polyaenus, Stratagems of War, 6.16.2; on Greek and Roman stratagems: Bennett & McElwain 1925,
247-249, translation of Frontinus, Stratagems, 13; on ‘ancient codes’ discussed by Ausonius in late antiquity
(referring back to among other things the Spartan scytale): Evelyn-White 1921, 111- 113, translation of Ausonius,
Epistles, 28.10-31.
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From the 18" century onward, historians have questioned the idea of the scytale being used as
a cryptographic device by the Spartans. One of the earliest challenges to the view of the scytale
as a cryptographic device we see in Toustain and Tassin’s 1750 work Nouveau traité de
diplomatique, par deux religieux bénédictins de la Congrégation de s. Maur [R.P. Tassin, C.F.
Toustain et J.B. Baussonnet] — in which the two scholars describe the scytale not as a

cryptographic device but as a steganographic device instead:

le scytale Laconique n'apartenoit pas pldtot la cryptographie, qu'a quelque espece d'écriture commune
[...]- [le scytale] etoit par consequent un secret assez grossier de stéganographie [...] (Toustain and
Tassin, Nouveau traité de diplomatique, 605)

the Laconian scytale did not fit [into any type of] cryptography. It was more a kind of common (in this

case hidden) writing [...]. [The scytale] was, therefore, a rather crude example of steganography.

In steganography a complete message is hidden in or under another message or object, while
in cryptography the letters of the message itself are encrypted or encoded in some fashion.
Toustain and Tassin appear to assume that the widespread use of the scytale as a ‘dispatch
stick’ (described in numerous ancient sources, and discussed further in chapter 2) allowed for
hidden messages to be sent — either within the scytale rod or beneath the scytale message (the
term scytale referring, as Plutarch explains, to both carrier and text in this context; Plutarch,

Life of Lysander, 19.5-7; see § 2.3.10 and 2.4):

Sur une bande ou laniére fort étroite du cuir ou de parchemin, placée autour d'un cylindre ou d'un baton,
dont un correspondant avoit de semblable; les Lacédemoniens écroivoient les dépéches, concernant leur
afaires d'Etat. Ces lanieres confiées a des couriers ne formoient sens yeux des enemies, qui pouvoient les
intercepter, parceque, pour les lire, il faloit avoir un cylindre de la méme forme, qui celui, dont de s'etoit
servi en les écrivant [...] (Toustain and Tassin, Nouveau traité de diplomatique, 605)

On a narrow band or strap of leather or parchment, placed around a cylinder or staff (a scytale), of which
a correspondent (the receiving party) had a similar one, the Lacedaemonians would write messages
concerning their affairs of state. These straps that were entrusted to couriers, were meaningless to the
eyes of enemies if they would intercept them because, in order to read them, the enemy would have

needed a cylinder of the same form as the one that had been used in writing them.[...].

22



Yet the scytale appears to have offered the ancient Spartans opportunities for both
steganographic (hidden) and cryptographic (encoded) secret messaging. As this thesis will set
out to demonstrate, in ancient Greece, messenger sticks (scytalae) were used for authentication
purposes.’® A messenger could have wrapped a secret letter around a scytale and in that way
could have hidden the message in plain sight — a classic steganographic method. The
cryptographic element comes into play when the strip of writing material was unwrapped from
the scytale and all the letters in the message changed position (and some letters would not even
have remained intact if text was written over the edges of the strip (see § 2.3.10; 2.4; 4.3.2;
Plutarch, Life of Lysander, 19.7; Aulus Gellius, Attic Nights, 17.9.12-13). What is more, although
some ancient writers do discuss the scytale in the wider context of secret messaging (chapter
2), there is no evidence to suggest that the scytale was used primarily or solely for
steganographic (that is, hidden) messages as Toustain and Tassin presume.

Responding to Toustain and Tassin’s comments on the scytale as a steganographic
rather than cryptographic device, a group of scholars who similarly challenge the idea of the
scytale being used in antiquity as a Spartan cryptograph emerges in the last third of the 20™
century, starting with Anderson (1970), and followed by (among others) Kelly (1985; 1998),
Sheldon (1987), and West (1988). These scholars variously present five core arguments to
substantiate their theory that scytalae were never used as devices for secret communication.
The first and most important comes from Kelly and West, who both stress that the principal
meaning of the word oxvtdln (scytale) in ancient Greek is simply ‘stick’ or ‘staff” and that
such terminology is, in their view, incompatible with the scytale serving as a cryptographic

device.?® According to Kelly:

19 Anderson 1970, 68; West 1988, 43-45.
20 Kelly 1985, 162; Kelly 1998, 245; West 1988, 42
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though the etymology of the word skytale is indeterminate, its principle meaning in ancient Greek is
‘stick” or ‘staff>.?

Kelly continues:

it is ironic that writers should ever have thought that the Spartans ever sent secret or codes messages.
Throughout the long centuries of their history the Spartans were viewed by other Greeks as a
conservative, tradition-bound people deeply interested in military matters, but not [...] in learning and

culture.?

But the fact that other Greeks saw the Spartans as conservative does not necessarily mean that
the Spartans would never have used secret communication. On the contrary, as will be shown
in chapter 2, Greeks after Herodotus saw the Spartans as a hostile ‘other’ people exhibiting
‘non-Greek’ practices — including the use of secret communication — much like (so the Greeks
imagined) the oriental states which had historically threatened and repeatedly tried to invade

Greece. After Kelly, West points out that:

a cryptographic interpretation of [the] oxvzady has come to look increasingly implausible with a more
widespread appreciation of the fact that in [Archilochus’] days a written message was in itself a relative

novelty; [...] it is clear that Archilochus lived in a society still essentially oral.?

Although it is correct to suggest that the 7""-century BCE Greek poet Archilochus of Paros most
likely still lived in an essentially oral society, as West argues, this again does not necessarily
show that the Spartans could never have used the scytale for secret communication in the 5%
and 4™ centuries BCE (§ 2.2.1). Sheldon argues — without references or further explanation —

that:
While [the skytale] may be [the first transpositional cryptograph], it cannot be dated to the classical
period and is almost certainly not Spartan. There is even serious doubt that it was a method of

cryptography.?*

21 Kelly 1998, 245.
22 Kelly 1998, 245.
23 West 1988, 42.

24 Sheldon 1986, 44.
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On the contrary, it will be shown in chapter 2 of this thesis that most sources that discuss the
scytale as a Spartan cryptograph can be dated to the 5 and 4" centuries BCE — the classical
period — and that it is highly plausible that the scytale was used as a Spartan cryptographic
device at this time.

The idea of the Greek word for scytale simply referring to a ‘stick’ and the
understanding that its function, therefore, must be equally simplistic and primitive is also
widespread in the secondary scholarship on this topic. The notion that its description in the
ancient Greek as a ‘stick’ is incompatible with the scytale serving as a cryptographic device is
reiterated by Strasser, who claims that Roman authors had promoted the erroneous assumption
that ‘such a ‘stick’ or ‘rod’ was used by the warlike Spartans’.?® We also find this view
expressed more recently by Coles and Landrum, who stress the basic simplicity of the scytale

— which they describe as:
simply a rod around which a piece of leather was wrapped.28

Indeed, the predominant view of the scytale as merely a ‘toy cipher’ in modern histories of
cryptography may owe something to popular studies of secret codes, including those aimed at
children. D’ Agapeyeffin his 1939 work Codes and Ciphers — A History of Cryptography — one
of the first popular modern books on the history of cryptography — states that, to modern eyes,

the scytale:

does not appear a very secret method of writing, as it can easily be deciphered by juggling together the
edges of the roll; but doubtless at the time of Alcibiades and Lysander, when the invention was new,

knowledge of reading was sufficiently rare to ensure the secrecy of the [...] method.?’

25 Strasser 2007, 278.
% Coles & Landrum 20009, 7.
2 D’ Agapeyeff 1939, 15.

25



Significantly, D’Agapeyeff does not see the scytale as a complex cipher.?® However,
deciphering a scytale message was not as simple as D’ Agapeyeff seems to presume. Alcibiades
and Lysander —who received messages by scytale (8 2.3.10) — would have received a strip with
partial and broken letters (Aulus Gellius, Attic Nights, 17.9.12-13), and would not have been
able to understand the intended messages properly without using a scytale of the exact same size
and diameter themselves (8 2.3.10-2.4). Following up on D’Agapeyeff, Gardner’s 1983 study
Codes, Ciphers and Secret Writing similarly suggests that a scytale device entailed nothing
more than a message wrapped around a cylinder made of wood. In keeping with the intended
readership of his work, perhaps, he even suggests the use of pencils or cardboard tubes as toy
scytalae that children can use to send each other secret messages for fun — clearly representing
the scytale as a ‘toy’ and as a rudimentary device that would not have been used in the context
of any kind of serious communication security.?® Sheldon in turn, in her 1986 article
‘Tradecraft in Ancient Greece’, also stresses the simplicity of ancient Greek cryptographic

devices and messages — like the Spartan scytale, arguing that they:

would hardly deceive a modern military censor, but could well have fooled a simple-minded gatekeeper

or a barbarian [...] in an age when reading and writing were uncommon.%°

Walker — writing in 2008 — follows a similar line and argues that in many ancient societies the
use of encryption of the kind that the scytale could offer would have been unnecessary since
the majority of people would have been illiterate anyway.*! Mollin (2005) adds that in our
modern world the primary goal of cryptography is to secure confidential information — while

this was simply not the case in antiquity. Instead, he argues, cryptography in antiquity was only

8D’ Agapeyeff 1939, 15; 135.
29 Gardner 1983, 56. Although Gardner mentions the scytale as being the earliest known code device used by the

Spartans, he discusses it as nothing more than a ‘toy’ cipher.
% Sheldon 1986, 46-47.
31 Walker 2008, 150.
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used to increase the level of mysticism in religious practices.® While this theory is persuasive
in the case of cryptographic coding described in the contexts of ancient Egypt and
Mesopotamia (see § 1.1) — | will demonstrate that it is not the case for the Spartan scytale.

The idea of the scytale system as being far from sophisticated and its use for official
correspondence being impractical and unnecessary can, more recently, also be found in Smart’s
2018 study on modern cryptography, CyBOK Cryptography Knowledge Area Issue. Here
Smart illustrates this enduring notion of the scytale as an example of simple ‘toy’ cryptography,
by explicitly excluding these and other ancient cryptographic devices from his history, arguing
that these historical ciphers are nothing more than ‘toy examples’ that have no place in serious
modern studies of the evolving history of cryptography.3 This prevalent and enduring idea of
the scytale as merely a ‘toy cipher’, I argue, is misleading and appears to prompt too many
historians of cryptography to assume that the scytale would have been far too simplistic to have
been useful as a means of secret communication in real world military and tactical operations.

Although Kelly and West are broadly correct in stating that one of the principal
meanings of the word scytale in classical Greek is ‘stick’ or ‘staff’, the Greek word actually
has a wide range of meanings — from ‘stick’ or ‘staff” to ‘finger-bone’ and ‘serpent’ and, as we
will see, is also used in ancient sources to refer to Spartan identity tags, cash receipts, and — in
Avristophanes — as a euphemism for a phallus.3* Kelly, West, Strasser, et al., focus upon a
narrow range of the available definitions. What is more, in themselves, the definitions of the
scytale that these critics do accept (“stick’ or “staff”) do not necessarily mean that scytalae could
never have been used as devices for secret communication. On the contrary, the method for

using the scytale as a device for encrypted messaging as described by Plutarch and Aulus

32 Mollin 2005, 5.
33 Smart 2018, 3.
34 See for these and all other meanings of the word ‘scytale’: Liddell & Scott Greek-English Lexicon, entry

oxvtdAn; Montanari, The Brill Dictionary of Ancient Greek, entry oxvtdlic.
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Gellius (discussed in greater depth and detail in chapter 2; Plutarch, Life of Lysander, 19.7;
Aulus Gellius, Attic Nights, 17.9.12-13) is so detailed and obviously useful, that it seems more
than likely that scytalae were actively used for this purpose in contexts where secrecy of
communication was important. This is not to say that scytalae were always or only used for the
purpose of secret, encrypted communication. The extant evidence certainly does not support
this theory. Scytalae were clearly used for many different purposes, including the sending of
various types of messages. But when necessary, the ancient sources suggest that the scytale
also offered its users an ingenious means of encryption. Based on a comprehensive survey of
ancient sources making direct references to scytalae, this thesis will seek to demonstrate that
the conclusions drawn by these critics are flawed, and will show that their arguments denying
the cryptographic potential of the Spartan scytale can be challenged on the basis of this extant
evidence.

Anderson, in his 1970 study of Military Theory and Practice in the Age of Xenophon,
also argued that scytalae were used not as devices for secret communication, but instead as
official messenger’s equipment, as a sort of authentication device — the second argument put
forward by historians of cryptography who do not see the scytale as a cryptographic device.®®
Although there is plenty of support for this type of usage as authentication in the extant
evidence (chapter 2), this thesis will take issue with the idea that this was the sole purpose of
the scytale and its only use in antiquity. Again, there is no evidence in the extant sources to
suggest that the scytale was used primarily or solely for authentication purposes. Hiding an
encrypted message in plain sight and conveying it through hostile territories using the vehicle
of an official piece of equipment or authentication device is entirely plausible and there is
nothing in Anderson’s theory to preclude the use of the scytale for secret communication as

part of its ‘officially’ recognised purpose. Indeed, such an officially sanctioned use would

35 Anderson 1970, 68.
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actually support and enhance the opportunities for secret messaging — enabling the scytale
messenger and message to access protected areas.

Anderson’s theory was later adapted by West who added to this argument that scytalae
could also have been used by messengers as mnemonic aids: in West’s theory slight incisions
would have been made into the scytalae, which all had a different meaning, to help a messenger
to remember the message that he was supposed to deliver.®® In support of her hypothesis, West

points out that notched sticks used

as mnemonic aids for conveying messages are attested from Australia, North America, West Africa,
China, Mongolia, and South-East Asia; they were also used in ancient Scandinavia. The stick would be

incised in the presence of the messenger, to whom the meaning of each notch was verbally emphasised.®’

Although no evidence shows that this particular mnemonic technique was actually adopted
anywhere in ancient Greece, and none of the extant sources discuss the scytale in this context,
West points out that when the word scytale was first attested in the Greek world by Archilochus
of Paros in the 7" century BCE, this world was still essentially oral and a written message was
a novelty (chapter 2, especially § 2.3.1).3® Although this is a valid — indeed, important —
observation, reminding us that literacy and written communications in the ancient world are
complex issues, we should not take a single reference to the scytale in a fragmentary archaic
Greek source and extend the speculative definition of that reference to discussions of scytalae
in ancient sources from later centuries.®® We should acknowledge that ancient forms of
cryptography will have gone through various stages of evolution and although it is quite

possible — even plausible — that scytalae were once used both for authentication purposes and

36 \West 1988, 43-45.

37 West 1988, 45. See also Fischer 2004, 14; Glassner 2003, 1.

38 \West 1988, 42.

39 A detailed engagement with ancient literacy and letter writing lies beyond the scope of this thesis, but see e.g.
Adams 2003; Boring 1979; Cartledge 1978; Goody and Watt 1968; Harris 1989; Harvey 1966; Millender 2001;
Street 1984; Woodard & Scott 2014.
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as mnemonic aids, this does not mean they were only ever used for such purposes and again
that they were never used as devices for secret communication. One of the central problems
with the various theories proposed by Toustain and Tassin, Anderson, West, et al., then, is that
they attempt to limit the use of the scytale to a specific activity or function. Sheldon, for
example, argues that a scytale could either have been used for authentication — as Anderson
suggests — or as a tool for secret communication, but not both, and she does not admit its use
as a mnemonic aid.*® Such arguments also tend to assume that the official purpose of the scytale
was fixed and immutable, and that it could not be ‘hacked’ or put to use serving purposes other
than those befitting its officially sanctioned role. These arguments also assume that such
official uses were constant over time — that the use of the scytale in the 7" century BCE, for
example, would have continued in more or less the same way into the 5" century BCE and
beyond. This thesis will take issue with the idea that there was only one sole purpose of the
scytale and only one primary use in antiquity, and demonstrate that the use of the scytale
develops over time to include its use as a sophisticated means of cryptographic communication.
It will show that a stick or staff can and could have been used for a variety of different purposes,
including authentication, mnemonic aid, and also as a device for secret communication. Next
to the two objections to the use of the scytale as a cryptograph raised by modern historians of
cryptography — the fact that it was simply a stick or that it could only have been used as
messenger authentication and/or as mnemonic aid — a third core objection to the use of the
scytale as a cryptographic device concerns its absence from a major work on ancient secret
communication. West points out that the 4"-century BCE Greek military strategist Aeneas
Tacticus did not discuss the scytale in chapter 31 of his work How to Survive Under Siege

which is dedicated to secret communication.*! This point was later adopted by Whitehead, and

40 Sheldon 2008, 11-14.
41 \West 1988, 42.
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by Strasser in support of their corresponding view that the scytale was not used by the Spartans
as a device for cryptographic communication: we might expect Aeneas Tacticus to have
mentioned the scytale if it were a device with which he was familiar.*> However, there are a
number of possible reasons to explain the fact that Aeneas Tacticus did not discuss the scytale
as a Spartan cryptograph, as will be discussed in chapter 3 — the most important one being that
Aeneas Tacticus seems to have had a much greater interest in hidden messages (steganography)
than in encrypted messages (cryptography).

In correlation to this downplaying of the Spartan scytale as an effective cryptographic
device useful in secret military communications, modern cryptographers instead typically posit
the Roman Caesar cipher — a basic substitution cipher that will be discussed in chapter 4 — as
being a (and sometimes the) crucial conceptual milestone in the development of ancient and
modern cryptography.*® Indeed, as opposed to the Spartan scytale, modern cryptographers have
acknowledged the Caesar cipher as a working and useful system in ancient cryptography —
albeit a simple one. Indeed, modern historians of cryptography often (erroneously) present
Caesar’s professional use of the cipher as a historical fact — in marked contrast to their
dismissive view of the Spartan scytale as little more than a toy.** Finally, there is also, perhaps,
the magic of Caesar’s name to consider in explaining this discrepancy in treatment of Spartan
versus Roman encryption techniques. As a famous Roman general, Caesar is better known
(including by historians of cryptography) than the Spartans and their scytalae are. This
potentially explains why historians of cryptography seem to take a greater and more serious

interest in the Caesar cipher than in the scytale. However, this thesis argues instead that the

42 Strasser 2007, 278; Whitehead 1990, 183-184.

43 Kahn 1967, 77; Mollin 2005, 11; Oriyano 2013, 56; Stewart, Chapple et al. 2012, 362; Stinson 1995, 4; Stinson
2002, 4.

44 Churchhouse 2002, 13; Gardner 1983, 56; Mollin 2005, 5; Piper & Murphy 2002, 22; Sheldon 1986, 46-47;
Walker 2008, 150.
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Spartan scytale offers an example of ancient cryptography that is earlier and at least as
sophisticated as the Caesar cipher. It argues that the principle of encryption which the ancient
scytale employed can be seen as leading to, or perhaps inspiring, later transposition ciphers that
would be constructed — and used in two World Wars. And, in turn, it argues that the common
cryptographic principles upon which all transposition ciphers — from the Spartan scytale to
twentieth and twenty-first century systems — operate, help us to see just how effective a device

such as the scytale must have been when used for encrypted communications in antiquity.

Research methodology

The key research methodology employed in this thesis involves a comprehensive survey and
analysis of the extant evidence for the use of ancient cryptographic techniques. To achieve this,
a complete catalogue of the ancient classical sources in which secret communication devices,
techniques, and messages are discussed is included as an appendix to this work (Appendix 1).
A detailed examination of these sources was then conducted, and a typology established
whereby different kinds of cryptographic and steganographic communications were evaluated
and assessed in terms of their dependence upon encryption involving ciphers of varying
degrees of complexity and/or concealment. Those secret communications involving encryption
(rather than simple concealment) were then further evaluated to assess whether their operations
depended upon a substitution or transposition cipher. This classification enabled the
identification of a tradition of secret communication in the ancient world that centred upon the
efficacy of transposition ciphers (such as the Spartan scytale) and variations thereon — and not,
as received histories of cryptography have previously argued, solely upon the efficacy of
substitution ciphers (such as the Caesar cipher). By establishing this principle and by

comparing the techniques for cryptography using transposition keys in the ancient world and
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in later periods (from the Renaissance to the Second World War), the reliability of the
transposition cipher even in its more (perhaps, in its most) rudimentary form — the Spartan
scytale —was able to be established. This, in turn, enabled an important re-evaluation to be
attempted of the likely efficacy of the scytale as a means of secret communication in the ancient
world.

Because of the character and scope of the study included in this thesis, there are
necessarily certain limitations to this research and its approach: in particular, the work does not
focus on all known extant forms of ancient cryptography and steganography from all ancient
civilisations but instead focuses on those in the classical, Greco-Roman world, especially on
the Spartan scytale — the earliest known transposition cipher. There is some — yet little —
material evidence of cryptographic and steganographic practices from antiquity: e.g. abnormal
hieroglyphics found on Egyptian tombs or encrypted texts found on clay tablets from
Mesopotamia (8 1.1). Another example of material evidence are inscribed curses, as is known
from the invocation of St Sergios at a rock-cut church in Matiane (Go6rene) in Cappadocia.
Here an inscription was found in red paint on a tabula ansata on the church wall that appears
to have been written in a form of code based on a division of the Greek alphabet whereby letters
appear to have been used to indicate numbers.* Then there is Greek papyrus from Egypt dating
to the time of the emperor Hadrian. The writing on one side of the papyrus seems to be a spell
in Greek, but written in a substitution cipher to prevent the text from being read by outsiders.*®
Finally, there is a Greek vase with a scene from the Iphigeneia in Tauris with a potential image
of a scytale. Yet, very little is known about the vase. It was sold at a French auction in the 18"

century and now probably lost.*’

4 Donderer 1995, 97-122; Supplementum Epigraphicum Graecum 54, nr. 1524.
6 Hunt 1929.
4" Trendall 1952.
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Because of the limited quantity of material evidence, especially from the classical
period (the 5 and 4™ centuries) on which the thesis focuses — the thesis limits itself to the
discussion of literary examples. Yet, further research into the surviving material evidence
would certainly help to add further nuance to the study — especially a study of the vase. An
overview of all Greek and Roman sources on cryptography and steganography is provided in
Appendix 1 — hereby providing the first complete list of original sources on these subjects.
Appendix 2 gives an overview of all medieval and (early) modern sources from the 5"/6%
century CE to the 19" century CE that refer back to the ancient sources provided in Appendix

1.
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Prologue*®

By way of setting the scene for the analysis of ancient cryptographic and steganographic
methods that follows, the thesis begins with a short prologue, in which the following research
question is posed: By establishing common links and principles of operation, and by comparing
the techniques for encoded communications in the ancient world and in later periods (from the
Renaissance to the Second World War), can we establish the theoretical reliability (or
otherwise) of ancient methods and devices of secret communication — in this case Aeneas
Tacticus’ method for fire signalling?

Communication security is of major importance to our modern world. Indeed, as
Gerolymatos points out, the gathering of intelligence and spying on one’s enemies is essential
for any government in order to determine the political and military direction of the state
especially in times of conflict when essential information on enemies can obviously facilitate
the war effort.® Yet, since antiquity, individuals in all civilisations have been trying to encipher
confidential correspondence —mainly in a military context, according to our available sources™
— while others have been trying to decipher it. In fact, in the 6 century CE Procopius of
Caesarea already described the practice of secretly communicating and spying as a very old
one that went all the way back to the ancient Near Eastern kingdoms (Procopius of Caesarea,

Secret History, 12-14). Sheldon accordingly argues that:

“8 This prologue is based on my previous publication: Diepenbroek, M. L. M. ‘From Fire Signals to ADFGX: A
case study in the adaptation of ancient methods of secret communication’, published in KLEOS - The Amsterdam
Bulletin of Ancient Studies and Archaeology (Issue 2; 2019, 63-76).

49 Gerolymatos 1986, 13.

%0 yet, evidence for the use of secret confidential information in other contexts in antiquity might be lost.
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Ancient governments, like modern ones, realised that to keep their borders safe, to control their
populations and to keep abreast of political developments abroad, they needed a means to collect the

intelligence which enabled them to make informed decisions.*

And Van Tilborg claims that:

The protection of sensitive information against unauthorized access [...] has been of prime concern

throughout the centuries.?
Intelligence activities — including the use of cryptography and steganography for secret
communication — therefore, have always been an integral part of statecraft.>® Besides its use in
a military context, other ancient uses of cryptography and steganography include its use in love
letters (Ausonius, Epistles, 28.21-22; Ovid, Ars Amatoria, 3.627-630; Pliny the Elder, Natural
History, 26.39 (62); see also chapter 4), its use to increase the level of mysticism in inscriptions,
and its use in magical and religious texts (§ 1.1).>* From accounts of Greek (and later Roman)
history starting in the archaic period, for example, we know that both normal (that is, non-
encrypted) and simple encoded or encrypted messages could be sent over long distances by
means of fire signals — as discussed in a wide range of different sources: from philosophers
including Aristotle (On the Universe, 398a), via tragedians like Aeschylus (Agamemnon, 7-9;
20-29; 278-350), and poets including Homer (lliad, 4.275-276; 5.770-771; 18.203-214),
Simonides (Elegies, 130; edition Sider) and Virgil (Aeneid 10.454; 11.526; The Eclogues, 8;
59); to orators like Cicero (The Verrine Orations, 2.5.35); and historians including Appian of
Alexandria (The Civil Wars, 1.6.51; 12.66; The Spanish Wars, 6.15.90-92), Diodorus Siculus

(Library of History, 18.57.5; 19.17.7), Flavius Josephus (Books of the History of the Jewish

51 Sheldon 2008, 8.

52 Van Tilborg 2006, xiii.

%3 Sheldon 2008, 8.

5 Pieprzyk; Hardjono, and Seberry 2013, 6; Waldstein & Wisse 1995; Wisse 1979; 1980; 1981; 1982; 1983; 1989;
1990.
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War against the Romans, 4.10.5), Herodotus (Histories, 6.115; 7.183; 9.3), Livy (History of
Rome, 22.19.6), Polybius (The Histories, 1.19; 8.28-29; 10.42-47), Suetonius (Life of the
Caesars 3. Tiberius, 65); Thucydides (History of the Peloponnesian War, 1.63; 2.94; 3.22;
3.80; 4.42. 4.111; 8.95; 8.102) and Xenophon (Hellenica, 1.1.1-4; 2.1.27; 5.1.27; 6.2.33-34).
Sources discussing fire signalling as a method of long distance communication also appear in
writings by scholars like Apollodorus (Epitome, 5.19) and Pliny (Natural History, 35.48 (14)),
in geographers like Pausanias (Description of Greece, 2.25.2); and finally in military authors
including Aeneas Tacticus (How to Survive Under Siege, 4.1; 4.5-6; 6.1-6-7; 7.1-7.4; 10.25-
26), Caesar (The Gallic War, 2.33; 3.65-67; 7.3; The Civil War, 3.65), Julius Africanus (Kestoi,
77); Onasander (The General, 25.3); Maurice (Strategikon, 7.2.10), Polyaenus (Stratagems of

War, 4.19.2; 6.16.2) and Vegetius (The Military Institutions of the Romans, 3.5.25).%°

In the earliest instances of fire signalling in ancient Greece, it was only possible to
communicate using a prearranged coded message, which would have been highly inconvenient
when the parties involved needed to communicate securely on urgent matters. The 4™-century
BCE Greek military author Aeneas Tacticus accordingly invented a more sophisticated
methodology for fire signalling, which could be used to send a series of messages, hereby
communicating important (and, crucially, secret) dispatches during periods of war, including
during periods of siege warfare (Aeneas Tacticus’ particular field of interest and expertise).
Since Aeneas Tacticus’ method was evidently laborious and open to errors — as will be
discussed later in this section — the Hellenistic Greek historian Polybius is supposed
subsequently to have developed an improved method based on the same principles, either
forming the basis for or based upon what modern cryptographers know now as the ‘Polybius

square’ (Polybius, The Histories, 10.45.6-12) — a device that would be used by the German

55 Hyde 1915. See also Aschoff 1984; Dvornik 1974, 31-33; Sheldon 1987, 135; Sheldon 2005, 127; Woolliscroft
2001, 159-171.
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military intelligence services about two thousand years later as the basis for their ADFGX and
ADFGVX ciphers, two important German cipher systems used late in the First World War.>®
This connection between Aeneas Tacticus’ fire signalling and the German ciphers does not
indicate a direct line of reception and technological development from an ancient mode of
secret communication to a modern one; rather, it aptly signals one of the central research
questions that this thesis sets out to investigate — as posed at the beginning of this prologue —
whether we can establish the reliability (or otherwise) of ancient methods and devices of coded
communication by establishing a common link and principle of operation between those
ancient devices (for which we only have limited evidence as to their effectiveness) and later
devices (for which we have better evidence and proofs of their effectiveness and reliability).

Very early on in Greek history, extant sources reveal that mountain tops were clearly
used both as watch-towers and as signalling stations from which (secret and non secret)
messages could be sent over long distances by lighting strategic fires. There are numerous
extant references to this strategy for long distance communication from the ancient world, not
only in works of history but of literature too as the list provided at the beginning of this section
shows. Thus, to take just one salient example from this extensive list, Aeschylus — in his
Agamemnon — described how Clytaemnestra received word from Agamemnon returning from
Troy by means of beacons signals that were fast and efficiently sent from one station and one
hilltop to the next:

Tig 168 &Ko’ dv Gyyélmv Téyog;

"Hooiotog "I18ng Aapmpdy EKTéUToV céAag.

QPUKTOG O€ PPLKTOV deDP’ AT AyYapPOv TLPOG

gmepmnev (Aeschylus, Agamemnon, 281-283; for the complete passage see Appendix 1, page 261-263).

% Kahn 1996b, 76-77; 83; Mollin 2005, 9-10; Mollin 2006, 89.
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what messenger could reach here with such speed? Hephaestus, sending a bright blaze on its way from

Mount Ida; and then from that courier-fire beacon sent on beacon all the way here.

As it was only possible to send one prearranged message using this archaic system of fire
signalling, communicating parties needing to communicate on urgent matters faced significant
limitations — limitations that Polybius acknowledged in a passage on fire signalling among the

ancient Greeks (10.43-46):

TOV P&V 0DV P T00TOD YPOVOV AMAFG YIvopévng THg mupoeiog kotd T TAIoToV ot AvoeeAf] cuvéBotve
yivesBai T0ig ypopévolg. did yap cuovinudtov dpopuévav £0el TNV Ypeioy GUVTEAETV: TV 08 TPUYLATOV
dopicTov VIopYOVImY T8 TASIoTO S18QUYE THY TV TUPGHY Ypeiay, olov &T’ aVT@Y TV VOV sipnuévoy.
(Polybius, The Histories, 10.43-5-6; for the complete passage see Appendix 1, page 295).

Now in former times, as fire signals were simple beacons, they were for the most part of little use to those
who used them. For the service had to be performed by signals previously determined upon, and as facts

are indefinite, most of them defied communication by fire signals.

The 4"-century BCE Greek general and military author Aeneas Tacticus (‘the Tactician’)
accordingly invented a method for fire signalling in which water clocks and torches were
used, whereby a series of messages could be sent back and forth between distant mountain
tops. Aeneas Tacticus’ system is discussed in a now lost work on military preparations but its
basic design has been handed down to us via Polybius (10.44). According to Polybius,

Aeneas Tacticus discussed that communicating parties had to follow the following procedure:

yvoin 8’ &v Tig €K TOVT®V. PNGL YOp STV ToVG pHéEALOVTAG AAAMAOLG H10 TV TVPGHY ONAODV TO KOTENETYOV
ayysio KaTaoKEVAGOL Kepaped, KaTd Te TO MAATOC Kol katd 1O BaBog icopeyEdn mpdg dxpifsiov: sivat &

e 2 \ e ~ ~ By By e 7 ¥ 7 A} A} By
péioto 0 pEv Pébog tpdV TdV, TO 6& TAATOG TXEOS. EITA TOPACKELAGOL PEALOVS Ppoyd KoTd
TAGTOG €VOgelg TAV oTOpAT®Y, €V 08 TovTolg Mécolg Eumennyéval Paktnpiog dnpnuévog €ig ioa pépn
Tp1ddkTVda, Ko  ExooTov 8& MEPOC elvol mEPLypuPTV eDonuov. &v ExGoTe 88 uépet yeyphedor To
TPOPOVEGTATO Kol KAOOMKAOTOTO TdV &V Tolg TOAEUKOIC CUUPUVOVIOY, 0lov EDOEMC &V T TPHOT.

(Polybius, The Histories, 10.44.2-4; for the complete passage see Appendix 1, page 296-297).
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He [Aeneas] says that those who are about to communicate urgent news to each other by fire-signal
should procure two earthenware vessels of exactly the same width and depth, the depth being some three
cubits and the width one. Then they should have corks made a little narrower than the mouths of the
vessels and through the middle of each cork should pass a rod graduated in equal sections of three
fingerbreadths, each clearly marked off from the next. In each section should be written the most evident
and ordinary events that occur in war.
If all worked well, the receiving party could then read the intended message. What Polybius
and (we infer from the attributions to Aeneas Tacticus here) what Aeneas Tacticus also
described was a highly inventive mode of long distance communication. Indeed, it has been
described as the earliest form of telegraphy used in the world and the most sophisticated system
for secret communication discussed by Polybius (see Figure 1).57 It is suggested by the 2"-
century CE author Polyaenus that the Carthaginians used a similar method successfully:
Polyaenus implied that by sending (secret) fire signals the Carthaginians were always provided
in the most rapid way with what they needed in their warfare (Polyaenus, Stratagems of War,
6.16.2; for the complete passage see Appendix 1, page 294).% Fairly recent experiments in
archaeology — carried out by Woolliscroft in 2001 — have shown the Carthaginian system to be
feasible (and potentially also Aeneas Tacticus’ similar system, as reconstructed by Polybius).>®
Although at first, doubts were raised as to whether the ancient Greeks and Romans would have
had the engineering skills to build and use such a system — and would have been able to make
the system work quickly and reliably — Woolliscroft showed the potential and usefulness of

these ancient fire signalling systems.

57 D’ Agapeyeff 1939, 16-17; Dvornik 1974, 42-43; Hunter & Handford 1927, 120; 122-123; Liddel 2018, 127-
128; Oldfather 1928, 46-47; Rihll 2018, 281-287.

%8 See also Dvornik 1974, 56; Sheldon 1987, 28.

% Woolliscroft 2001; Sheldon 2005, 205.
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However, there are two significant downsides to Aeneas Tacticus’ method. First, it
would have been extremely difficult to let the two water clocks run exactly parallel, as

Woolliscroft argues:®°

Itis in fact surprisingly difficult to make water run out of two vessels at exactly the same rate and even
tiny inaccuracies become more serious the longer the clock is left running.®
Because of this it is hard to believe that Aeneas Tacticus’ mechanism ever functioned well.
What is more, with this method it remains the case that only pre-arranged messages could be
transferred between the communicating parties — something that Polybius apparently
acknowledged himself. He states that it would have been impossible to communicate by
using Aeneas Tacticus’ method, if anything unexpected occurred:
nepl yop AV advvatov yvdvar mpiv §j yevésOal, mepi tovTmv 008¢ cuvBécOon Tpd Tod Suvatdv. TO 88
ouvEYoV €0Ti ToDTO: TAG Yop v TG PovAevoatto mepi Tod Ponbelv W YvdOK®OV TOGOL TAPEISL TOV

nolepiov fi mod; (Polybius, The Histories, 10.45.1-5; for the complete passage see Appendix 1, page

297).

For it is impossible to agree beforehand about things of which one cannot be aware before they happen.
And this is the vital matter; for how can anyone consider how to render assistance if he does not know

how many of the enemy have arrived, or where?

8 Hunter & Handford 1927, 120.
1 Woolliscroft 2001, 32, see already Hunter & Handford 1927, 120.
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FIGURE 1: POSSIBLE RECONSTRUCTION OF AENEAS TACTICUS' WATER CLOCK AS DESCRIBED BY

PoLyBIUS (PoLYBIUS, THE HISTORIES, 10.43).52

Indeed, Polybius here showed that it would have been impossible to communicate by using
Aeneas Tacticus’ method if anything unexpected were to have occurred (Aowov dnorav éx v
KOIp@V GVOTOVONTA TIVO, GOUPOIVY], POVEPOV (O 0D dVVaToL OnLodabor kot TodTnY THY ETIVoIoy
[...] when circumstances produce some unexpected event, it is evident that it cannot be
conveyed by this plan; 10.45.3). Polybius, therefore, believed Aeneas Tacticus’ method to have
been a slight advance over the earliest and simplest beacon signals, yet the system was still
quite rudimentary as he argues — since still only a series of prearranged messages could be sent.
Therefore, Polybius decided to improve upon this method by developing it into a more
sophisticated system of fire signalling: a system capable of dispatching with accuracy any kind
of message (O d¢ televroioc <tpomoc>, <TAVTH TOVIWS> UEV 0TIV DPLOUEVOS KOl TLAV TO

KOTETETYOV OVVOUEVOS GKPLPOG Olacopely [...] The most recent method [...] is quite definite and

62 Author’s illustration based on Aschoff 1984, 47-48.
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capable of dispatching with accuracy every kind of urgent message; Polybius, The Histories,

10.45.6). Thus, he described how:

10 1@V otoyyeimv mAf00g £ETig Sl Aappavovtog SeAelv gig mévte pépn [...]. petd 8¢ tadta mhoteio
TapeckeVachot TEVTE TOVG HEAAOVTOG GITOdIdOVaL TV TUPoEioY GAANAO0LS EKOTEPOVG Kal Ypawat [...]
KkaBapedEvimv 3¢ ToHTMV A0ITOV <0> GNUAIVOV APET LEV TOVE TPOTOVG EK TOV EDMOVOL®V, JIACOPDY TO
Aatelov ToloV €NOEL OKOTELY. [...] TOVG O deVTEPOVG €K TV O&IDV KUTA TOV AOTOV AOYOV, Toiov
defjoel yphupo tdV éx tod mhoteiov yphepsw ad TOV dmodexduevov v mupoeiav (Polybius, The

Histories, 10.45.6-12; for the complete passage see Appendix 1, page 297-298).

We take the alphabet and divide it into five parts [...]. Each of the two parties who are about to signal to
each other must [take] five tablets and write one division of the alphabet on each tablet [...],the dispatcher
of the message will now raise the first set of torches on the left side indicating which tablet is to be
consulted [...]. Next he will raise the second set on the right on the same principle to indicate what letter

of the tablet the receiver should write down.

/1\/2\/3\/4\/5\
w|1| (g2 |MI]||=m]|1]]|e]|Z
B.2||mn 2| |p 2]]|e 2 |X 2
13 0f3 vi3||ol3]|[¢|3
6 4 v 4| |E[4]||7|4]||w|4
e‘5 x'5 o|5 0.5

FIGURE 2: FIVE TABLETS WITH THE LETTERS OF THE ANCIENT GREEK ALPHABET USED FOR FIRE

SIGNALLING, AS DISCUSSED BY POLYBIUS (THE HISTORIES, 10.45.6-12).53

Like Aeneas Tacticus, Polybius still used torches, but replaced the water clocks with tablets
on which the letters of the Greek alphabet were written (see Figure 2; Polybius, The
Histories, 10.45.6-12. See for a parallel from Roman times: Julius Africanus, Kestoi, 77).

One could then send messages letter by letter, whereby each fire signal represented one letter.

63 Author’s illustration based on Savard 1998-1999.

43



Although Polybius’ method was still extremely laborious, it was clearly a significant
improvement over Aeneas Tacticus’ method, since in Polybius’ system no water clocks were
involved that had to run in parallel. What is more, when using Polybius’ system every
possible alphabetic message could be sent between communicating parties, instead of only a
series of prearranged messages. This is made possible by the use of the alphabetic tablets that
form the basis for what is known in modern cryptography as the ‘Polybius square’ — which
some historians of cryptography (erroneously) believe to have been invented by Polybius
himself.®* A modern invention that is only based on Polybius’ system, a basic Polybius
square consists of five rows and five columns, which gives 25 cells. In these cells the 26
letters of a modern alphabet are written in their normal order from left to right, and top to
bottom (see Figure 3). Hereby, following an idiosyncratically Latin rather than Greek
tradition, the letters ‘I’ and ‘J” are usually placed in the same block.®® All rows and columns
in the square have a number. In a basic square these are the numbers one to five for both rows
and columns. Every letter in the square thus gets a coordinate. The letter ‘A’, for example,
can be found in the first row on the first column, which gives the coordinate 1-1, written as
“11°.%8 In this way, all the letters in the square have a coordinate between ‘11’ (A) and ‘55
(2). The coordinates can be compared to the place of the letters on Polybius’ tablets

(Polybius, The Histories, 10.45.6-12).

64 Smith 1955, 16; Kahn, 1996, 76-77; 82-83; Mollin 2005, 9-10; Mollin 2006, 89.
65 Kahn 1996b, 83; Lunde 2012, 78-79; Mollin 2006, 90.
66 Mollin 2006, 90; Lunde 2012, 78-79; Kahn 1996b, 83.
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FIGURE 3: POLYBIUS SQUARE: A 5X5 SQUARE IN WHICH A MODERN 26-LETTER ALPHABET IS

PLACED.%’

A modern message that is sent by use of a Polybius square, looks like a series of numbers. The
message ‘SEND MORE TROOPS BEFORE MIDNIGHT”, for example, would appear as the

following numerical sequence:
431533143234421544 42 3434354312 1521 3442 153224 14 3324 22 23 44

Since every coordinate contains two numbers — one for the row and one for the column — an
encrypted text is created that is twice as long as the non-encrypted text.%® To decipher the
message, the recipient would take a Polybius square, look for the coordinates in the square, and
check which letters correspond to these coordinates — using the square as the ‘key’ with which

to decrypt the encoded text.

The Polybius square has reportedly been wused for simple cryptographic
communications in this way by the British army in the Boer War, and by both the British and
German armies in the First and Second World Wars.®® Yet, the basic cryptographic operating

principles upon which the Polybius square and its encryptions works can also be seen to be

57 Author’s illustration based on Salomon 2003, 29.
 Mollin 2005, 1; Reba & Shier 2015, 480.
89 Kahn 1996, 83; Lunde 2012, 78-79; Mollin 2006, 90; Van Tilborg 2006, 32.
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employed as the basis for other more sophisticated modern cryptographic methods. In the last
year of the First World War, for example, the German military intelligence services used the
Polybius square in their ADFGX and ADFGVX ciphers,’® named after the only five, and later
the only six, alphabetic letters that appeared in the ciphertext.”* Messages encrypted with the
ciphers were transmitted by Morse code so these six letters were chosen to minimise
transmission errors, since the letters sound very different from one another in Morse code. In
March 1918 the first of the cipher systems was introduced: the ADFGX cipher. This cipher
used a Polybius square of 5x5. This square was filled with 26 letters of the German alphabet in
random order, and the ensuing distribution pattern — the encryption key — shared between
sender and recipient (see Figure 4).”? This scrambling of letters is a key characteristic of the
modern Polybius square (see Figures 4 and 5) — something that we cannot see in the ancient
accounts of Polybius’ system in which the letters never seem to have changed position

(Polybius, The Histories, 10.45.6-12).7

"0'Vvan Tilborg 2006, 32.

"L Childs 1919, 13; Dooley 2016, 65; Klima & Sigmon 2012, 55; Mollin 2005, 1; Reba & Shier 2015, 480.

2 The German alphabet has 30 letters: 26 letters as in the English alphabet and 4 more signs (&, 0, G and R).
These signs were left out in the Polybius square.

3 If Polybius had decided to change the order of letters on his tablets (regularly), the method would have become
more secure. Yet, in this case communicating parties would have had to send each other the key information on

the changed order of letters.
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FIGURE 4: ADFGX CIPHER: TABLE FILLED WITH LETTERS OF A 26-LETTER MODERN ALPHABET

IN A RANDOM ORDER AGREED UPON BETWEEN SENDER AND RECIPIENT."#

The rows and columns of the Polybius square used for the cipher were then labelled with the
letters “‘A’, ‘D’, ‘F’, ‘G’, and ‘X’ to produce a coordinate for each of the plaintext letters: in

this case, for example, the plaintext letter “Y’, was encrypted as ‘XF’ (see Figure 5).

A D F G X
A A N B R |
D Q E U H P
F K L 0] W D
G S C \Y X Z
X G T i E M

FIGURE 5: ADFGX CIPHER TABLE WITH ROWS AND COLUMNS MARKED WITH THE LETTERS 'A’,
IDI, IFI’ IGI’ AND IX'-75

In this way, a ciphertext was created that was twice as long as the plaintext, and that only
contained the letters ‘A’, ‘D’, ‘F’, ‘G’, and *X’. The plaintext message ‘Send weapons quickly’,

for example, would have been substituted into the following ciphertext:

7 Author’s illustration.

S Author’s illustration.

47



GA DD AD FX FG DD AA DX FF AD GA DA DF AX GD FA FD XF

It is relevant to mention here that the aforementioned step is only the first stage of ADFGX
encryption. This is followed by columnar transposition before sending the message (as will be
discussed in § 5.5). The addition of this second element makes the system a combination of a
transposition and a substitution cipher.”® One of the characteristics of a Polybius square is that
the ciphertext only consists of these five distinct characters. The ADFGX cipher has this
distinctive Polybius square characteristic, potentially making it identifiable to enemy agents as
a code based on Polybius square principles and, thus, giving those who intercepted it the
opportunity to decode it easily. In June 1918, three months after the introduction of the first
ADFGX cipher, the Germans added an extra row and column to the Polybius square that was
used for the cipher to create a 6x6 grid to increase the level of sophistication of the method.
Extending the grid meant that an extra letter was required to create the ciphertext. The letter V
was chosen for this, since this letter sounds different from the five other letters in Morse code.
The newly created cipher was accordingly (and perhaps unimaginatively) called the ADFGVX
cipher.”” 1t worked in the exact same way as its predecessor the ADFGX cipher. The ADFGX
and ADFGVX ciphers were the most advanced cipher systems that the German military
intelligence used during the First World War.” In fact, despite being based on the encryption
principles of the Polybius square and sharing common features with an ancient Greek fire

signalling device invented more than two thousand years earlier, they turned out (according to

8 This is only the first stage of ADFGX encryption. It is followed by columnar transposition before sending the
message. See for columnar transposition ciphers e.g.: Bauer 2013, 128-130; 136; 2017, 217-222; Bishop 2003,
19; Childs 1919, 13; Churchhouse 2003, 45-46; Collard 2004; Dooley 2016, 62-65; Kahn 1996, 535; 539; Stamp
& Low 2007, see also 8 5.5.

7 Klima & Sigmon 2012, 55-57.

8 Mollin 2000, 12.
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military historians and modern cryptographers) to be amongst the toughest ciphers known in

military secret communication until the end of the First World War.”

At the beginning of this prologue the following research question was posed: By
establishing common links and principles of operation, and by comparing the techniques for
encoded communications in the ancient world and in later periods (from the Renaissance to
the Second World War), can we establish the theoretical reliability (or otherwise) of ancient
methods and devices of secret communication — in this case Aeneas Tacticus ' method for fire
signalling? The fact that we see the same basic technologies of secret communication exhibited
in antiquity — in this case by Aeneas Tacticus — and again in the First World War — in the
ADFGX and ADFGVX ciphers — helps us to appreciate more fully the practical efficiency and
value of those basic technologies and techniques as they would have been used in antiquity.
Indeed, the fact that ancient core principles of cryptography are still in use in some form in 20"
(and even 21%; see chapter 5) century methods for secret communication demonstrates that
these methods would and could have worked well in antiquity — an idea that this thesis now

sets out to consider more fully in the controversial context of the ancient Spartan scytale.

¥ Churchhouse 2002, 45-46; Kahn 1996b, 334; 535-539; Mollin 2000, 12.
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Chapter 1: Ancient steganography: Herodotus’ contributions

Svugpépovrar 8¢ [...] ovtot [...] toiot Iépoyor (Herodotus, Histories, 6.59)
The Lacedaemonians are like the Persians.
2oupépovror 0¢ [ ... JAtyortioror Aaxeoauovior (Herodotus, Histories, 6.60)

Moreover, the Lacedaemonians are like the Egyptians /...].

In this chapter the first examples of (steganographic) secret communication known from the
ancient world are introduced — and we examine how these examples potentially influenced later
sources on (cryptographic) secret communication from the classical period — and, indeed, how
they subsequently influenced later historians of cryptography, prompting them to downplay the
sophistication and utility of the Spartan scytale. The chapter starts with a short section on the
earliest evidence of cryptography in the ancient world, coming from Egypt and Mesopotamia
to provide some context for ancient secret communication (8 1.1). This is followed by a
discussion of Homer’s story of Bellerophon’s tablet — often seen in modern cryptography as
the first extant example of cryptography from the Greco-Roman world. Contrary to prevailing
views in the contemporary scholarship, it will be argued that there is no clear evidence
supporting the idea of a cryptographic message sent in this context. Instead, it will be argued
that it is more plausible that in this story a straightforwardly private message was sent (8 1.1.1).
From Homer the thesis will move on to examine Herodotus, who (it is argued here) actually
provided us with the earliest extant examples of secret (steganographic) communication in a
Greco-Roman context (8 1.2). The chapter focuses on the examples of secret communication
as discussed by Herodotus and their application in emphatically ‘foreign’, ‘other’, and ‘non-
Greek’ contexts. The research question that will be addressed in this chapter is, therefore: What
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are the instances of secret communication in Herodotus’ Histories and how are these coloured
by Herodotus’ view of the Spartans as non-Greek? This part of the thesis (8§ 1.2) will start with
an examination of Herodotus’ views towards tyrannical regimes and oppression and the
necessity — according to Herodotus — for the use of secret communications to help overthrow
such regimes. Herodotus depicted the Spartans as familiar with ‘non-Greek’ oriental practices
including the use of secret communication (§ 1.2.1). This will be followed by an analysis of
the four key examples of steganography discussed in Herodotus” work (8§ 1.2.2; 1.2.3; 1.2.4;
1.2.5). In the fourth example (8 1.2.5) it will be shown that Herodotus made an explicit
connection between the Spartans and the use of secret communication — the first reference of

its kind to Spartan cryptography.

1.1: Ancient cryptography and steganography

Extant evidence for the ancient application of cryptography first appears in the second
millennium BCE in Egypt and Mesopotamia.®’ In this context, ancient historians suggest that
the replacing of standard writing signs for non-standard signs was most likely intended not to
hide confidential information, but to impart some magical prestige and authority to a scribe’s
writing.8 No examples of cryptography and steganography are known from Egypt and

Mesopotamia that appear to have had the primary purpose of sending confidential information

80 Caubet 2008, 421; Kasten 2001, 2; Nemet-Nejat 1998; Pieprzyk, Hardjono, and Seberry 2013, 6; Waldstein &
Wisse 1995; Wisse 1979; 1980; 1981; 1982; 1983; 1989; 1990. See also Porphyry of Tyre, Life of Pythagoras,
11-12. Zapechnikov, Tolstoy et al. — modern cryptographers — refer to cryptography being well-known from
archaeological data since 2000 BCE without referring to any sources (Zapechnikov, Tolstoy et al. 2015, 146).
They may be referring to the Egyptian and Mesopotamian uses of cryptography in this case.

81 Mollin 2005, 4-5; Pieprzyk, Hardjono, and Seberry 2013, 6; Waldstein & Wisse 1995; Wisse 1979; 1980; 1981;
1982; 1983; 1989; 1990.
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from one person to another whereby the coding or encryption was designed such that a third
party would not understand the message. Yet, it has been suggested that a cuneiform tablet
from Seleucia on the Tigris (dating to 1500 BCE) containing an encrypted recipe for glass-
making — is a clear attempt to protect confidential information.82 However, we should not
wholly overlook the possibility that an ancient recipe for glass-making might have been valued
by its ancient Mesopotamian makers as magical no less than technical or commercial and that
its encryption may not necessarily have been designed to disguise confidential information but
to appropriately acknowledge and record the supernatural, mystical, aspects of ancient glass-

making.

Our earliest evidence shows that instead of the Mesopotamians or Egyptians, it was the
Greeks, particularly the Spartans, followed by the Romans — who first seem to have used
encrypted communications for securing confidential information. However, evidence for the
use of cryptography and steganography used for the purpose of securing confidential
information in other ancient civilisations may be lost.2® Historians of cryptography are,
therefore, arguably over-confident in claiming that the earliest civilisations certainly did not
encrypt messages to secure confidential information (as, for example, Mollin suggests) or that
it was unquestionably the Egyptians who first invented cryptography for the purpose of

securing confidential information (as Kasten argues).®*

82 Caubet 2008, 421; Mollin 2005, 5.

8 In fact, it has been suggested that all ancient civilisations have been familiar with the use of cryptographic and
steganographic methods and devices to conceal their confidential correspondence. The only exception may have
been ancient China because of the complexity of the Chinese ideogram alphabet (Pieprzyk; Hardjono and Seberry
2013, 6). Yet, Al-Kadi presumes that even in ancient China cryptography was used (Al-Kadi 1992, 103).

8 Kasten 2001, 2; Mollin 2005, 5.
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1.1.1: Bellerophon’s tablet

It has been suggested by some historians of cryptography — for example by Mollin — that the
first extant example of secret communication designed for strategic rather than magical effect
from Greek and Roman sources can be found in Homer’s lliad (6.166-170; 178. See also
Pliny, Natural History, 13.27; Plautus, Bacchides, 810-11; as well as surviving fragments of
Euripides, Bellerophon; Stheneboea; Sophocles, lobates).®® According to Homer’s lliad, in an
embedded story narrated by the grandson of the mythical hero Bellerophon, a secret message
was once used to arrange a murder. In the first and apparently sole reference to letter writing
in the lliad, we hear how Bellerophon — being a guest friend at the court of king Proetus of
Tiryns — is accused by the king’s wife of attempting to rape her. Proetus, not wanting to kill a
guest protected by the strict rules of xenia, could not punish Bellerophon himself. So he
instead invented a pretext and sent Bellerophon to his father-in-law lobates, king of Lycia,
sending with him a tablet with ‘baneful’ or ‘evil signs’ (o7juazra Jvypa,; semata lygra); 6.168;

see also o7jua kaxov; sema kakon; 6.178) requesting lobates to kill him. Thus,
&C PaTo, TOV 88 EvakTo YOAog AGPEV 010V BKoVsE:
Kteivan pév P’ dAéeve, oefdaccato yop 6 ve Buoud,
mépme 8¢ pv Avkiny o0&, mopev & 6 ye onuata Avypa
YPayag &v Tivaxt TTuKT@® BupoeBdpa TOAAG,

Setéan & vdyey @ mevlep®d dpp’ dmodrotro. (Homer, lliad, 6.166-170; for the complete passage see

Appendix 1 page 276).

[Proetus] shunned Killing him [Bellerophon], for his heart shrank from that; but he sent him to Lycia, and
gave him fatal tokens, scratching in a folded tablet signs many and deadly, and ordered him to show these

to his father-in-law [lobates], so that he might perish.

85 Mollin 2000, 4.
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And a little further on Homer continues:

&1 ofjpa kaxov mapedééato yauPpod (Homer, lliad, 6.178; for the complete passage see Appendix 1, page

276).
he [lobates] had received from him [Bellerophon] the evil token from his son-in-law [Proetus].

Murray and Wyatt translate o7juazo Avypd (Semata lygra) as ‘deadly signs’ — probably
referring to the fact that Bellerophon was carrying his own death sentence — and o7jua kaxov
(sema kakon) as ‘an evil token’ in line 6.178.8 Already in antiquity there was discussion
about what Homer precisely meant by his references to ‘baneful signs’ and ‘an evil token’ in
this context. The earliest preserved comments on the passage are those of the 3" century BCE
grammarian Zenodotus of Ephesus and of the late 3"/early 2" -century BCE grammarian
Avristarchus of Samothrace. According to Aristarchus, the words ‘baneful signs’

(onuaza Jvypa; semata lygra) did not mean alphabetic ‘letters’ as previous scholia critics —
including Zenodotus — had assumed (t7j¢ Aéeoc ypaupara; Aristarchus, Scholia to the Iliad,
lines 6.168-169a; Edition Erbse). Aristarchus proposed instead that king Proetus drew or
inscribed pictorial images on a tablet which his father-in-law lobates would understand and
act upon, but which Bellerophon (a stranger and non-family member) would not be able to
comprehend (Aristarchus, Scholia to the Iliad, lines 6.166-170; Venetus A; Edition Erbse).
Again, on line 6.178 Aristarchus similarly insists that Homer must have meant signs instead of
letters. Aristarchus apparently believed that Proetus must have engraved signs, images or
symbols instead of having written alphabetic letters (onusia Aéyet, 0v ypduuaza [...] he
[Homer] says signs, not letters).8” As Schmidt points out, Aristarchus may well have been

inspired to suggest the idea of signs being used in this context (instead of alphabetic letters)

8 Murray & Wyatt 1999, 287.
87 Derived from Schmidt 1920, 58.
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after seeing ancient Egyptian hieroglyphics.® Yet, although Aristarchus may well have
believed that the mythical Greek Proetus wrote in a sort of proto-Greek, quasi-Egyptian,
pictogram-based script, resembling ancient hieroglyphics, it remains unclear whether
Aristarchus understood Proetus to have used these pictogram ‘signs’ as a way of encoding his
message to lobates — or whether this was assumed to be the usual means of written
communication between members of this (mythical) ancient Greek family.&° It remains unclear
for many modern scholars what exactly was supposed to have been written on Bellerophon’s
tablet and whether or not some kind of code was employed in this communication. Powell, for
example, speaks of ‘inscribed signs’ that were very simple marks known to be made on folded
tablets from Mesopotamia and Anatolia, and he argues that Homer’s words o7juoaza Avypd. could
certainly not have referred to any known script.® Bellamy instead presumes that the signs were
straightforwardly alphabetic signs instructing lobates to act,®* while Bowra sees the text on
Bellerophon’s tablet as:

something mysterious and rare, an echo from a far Mycenaean past, not fully understood [and] a dark

element in a remote legend.®?
Chadwick sees the text on the tablet as ‘exotic’, ‘magical’, and a ‘reference to a dim past’,
and Van Oldenburg Ermke speaks of ‘deadly and ominous signs’.® The example is not as
clear-cut as some historians of cryptography assume. There is nothing in Homer’s text to
exclude the possibility that the tablet in question contained a written message using

conventional symbols or letters. In fact, various scholars since the 19" century suggested that

8 Schmidt 1920, 58.

8 On the origins of the Greek alphabet see e.g. Garfield 2013; Keightley 1856; Keightley 1859; Maas 2012; Mure
1854; Powell 1997; Richardson 1984 (1I); Richardson 1984 (11); Schmidt 1920; Schwab 2011; Steiner 1994.

% Powell 1997, 27-28.

1 Bellamy 1989, 289-307, especially 290-294.

%2 Bowra 1972, 12.

9 Chadwick 1976, 182; Van Oldenburg Ermke 1959, 103. See also Kirk 1962, 165, 184; Willock 1978, 245.
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the words év wivax: wroktd (en pinaki ptykto; 6.169) in Homer’s text should be translated as
‘sealed tablet’® — since seals and sealed tablets were common in correspondence in the Near
East since the 4™ millennium BCE. The words being translated as ‘folded’ or ‘folding tablet’
indicates a diptych like the one found in the Bronze Age shipwreck at Uluburun and in use
also in Roman times.*® This idea of a folded tablet further supports the argument that the
message was not written in any form of code.®® The fact that the letter was folded would have
granted Proetus the necessary protection and security he needed to ensure that his letter to
lobates remained unread by its intermediary, Bellerophon. Thus, the references to ‘baneful’
or ‘evil signs’ in Homer (arjuaza Avypa; 6.168; and o7juo kaxov; 6,178) could simply refer to
the fact that Bellerophon was carrying his own death warrant within the message he
unwittingly carried between Proetus and lobates. Indeed, we can already see this idea in
antiquity: Apollodorus, for example, — writing in the 1% or 2" century CE — claimed that
Proetus sent Bellerophon to lobates with a simple letter providing clear written instructions
that he was to kill Bellerophon:

IIpoitog [...] &8wkev £motoAdc ovtd mpdg ToPatnv Kopicar, &v oic &veyéypomto Bellepo@dviny

anoxreival (Apollodorus, The Library, 2.31)

Proetus [...] gave him [Bellerophon] a letter to take to Iobates, in which it was written that he [Iobates]

was to kill Bellerophon.

However, the example of Bellerophon’s letter as a potential candidate for the first literary

reference to a (fictional) coded letter is complicated further when we consider that the story of

% See e.g. Garfield 2013, 44; Keightley 1856, 126; Keightley 1859, 126; Maas 2012, 216; Mure 1854, 485; Powell
1997, 27; Richardson 1984 (1), 72-74; Richardson 1984 (1), 72-74; Schwab 2011, 202; Steiner 1994, 16.

% See e.g. Garfield 2013, 44; Keightley 1856, 126; Keightley 1859, 126; Maas 2012, 216; Mure 1854, 485;
Richardson 1984 (1), 72-74; Richardson 1984 (l1), 72-74; Schmidt 1920,65-66; Schwab 2011, 202; Steiner 1994,
16 ; for ancient diptychs see e.g. Bowman 1975, 237-252; Pulak 1998, 188-224.

% Spar & Jursa 2014, IXxxix.
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this secret communication is located in a period of ancient history in which Greek literacy is
only just emerging. Alphabetic literacy had arrived in Greece in the 8" century BCE, around
the time that Homer composed his work.®” In fact, Bellerophon’s tablet is the only indication
in the lliad in which Homer indicates any explicit knowledge of the art of writing.*® This leads
Bellamy to conclude that the o7juara (semata) inscribed on Bellerophon’s letter offer evidence
of Greek alphabetic writing systems already being in use in the 8 century BCE in archaic
Greece.® Although this may be this case, in general in ancient Greece, the habit of writing and
the specific practice of letter-writing as a mode of communication appears to have remained
restricted down to the end of the 5! century BCE (since the majority of written sources can be
dated to this period)!® — after which basic literacy and exchange of letters seems to have
become fairly widespread in the Greek world, although the topic of ancient literacy remains a
highly contested topic.'%! It is debateable whether the custom of communicating via written
missive or letter (encrypted or otherwise) was a concept with which Homer and his archaic
Greece audience would have been familiar. Ceccarelli is slightly more cautious than Bellamy,

therefore, when suggesting that Homer referred to some kind of alphabetic writing given the

9 Swiggers, 1996; Trapp 2003, 6.

% Ceccarelli 2013, 56, 59; Chadwick 1976, 182; Rosenmeyer 2001, 39. One more passage in the Iliad might be a
reference to writing (Homer, lliad, 7.175-89). In this passage the heroes during the Trojan war mark tokens
(kAijpov éomuipvavro kaotog) and put them in a helmet. A herald (x7jpvé) then goes around showing the lot that
came out, until Ajax recognizes it (yv@ ¢ rlijpoov ofjuo idcdHv) and rejoices. As Ceccarelli points out, the marks on
the tokens were simply signs, recognisable by the person who made them, but devoid of any meaning for the
others. They functioned as symbolic signs, as a language, but cannot be confused with writing (Ceccarelli 2013,
59-60). See also Heubeck 1979, 127-128; and Steiner 1994, 10-16, who stresses the importance of differentiating
between messages based on linguistic communication and semata (signs), as well as Bowie (2013).

% Bellamy 1989 (1), 289-307, especially 290-294. See also Bellamy 1989 (I1); Havelock 1982, 10; Steiner 1994,
4,

100 Novokhatko 2015, 11.

101 Ceccarelli 2013, 185; Trapp 2003, 6. For the role of writing in Herodotus’ time, see O’ Toole 1991-1992, 148-
160. For literary and letter writing in ancient Greece, see Adams 2003; Boring 1979; Cartledge 1978; Goody and
Watt 1968; Harris 1989; Harvey 1966; Millender 2001; Powell 1997; Street 1984,
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unequivocal reference to these two kings communicating through the medium of a folded tablet
but that we can extrapolate little more from this story.1% Indeed, Steiner and Rosenmeyer focus
judiciously upon the importance of the tablet as a token of guest friendship instead of the
murderous message that was sent between Proetus and lobates, and differentiate between the
singular and plural forms of the word o7jua (sema) in this context.’%® According to these two
scholars, the tablet (or letter) itself was a o7jua (Sema) or ‘token’ (singular) of guest friendship
— known from both literary (Euripides, Medea, 613; Pollux, Onomasticon 9.71)}%* and
archaeological records (e.g. terracotta plaques carrying painted names potentially designed for
guest friends as identification or leaden plates carrying inscriptions referring to an agreement
made between individuals).'®® The symbols inscribed on the tablet or letter were therefore the
onjpate or ‘linguistic signs’ conveying Proteus’ message to his father-in-law.% This is
something we can potentially also see in Murray and Wyatt’s translation of the words o7jua kaxov
as ‘evil token’ in their rendering of line 6.178 of the Iliad: ‘evil’ since the tablet contained an
instruction to murder Bellerophon, and a ‘token’ since the tablet or letter was a token sent from
Proetus to lobates.?” Since we do not and can not know anything concrete in this case about
the character of the text or symbols — these ‘linguistic signs’ — inscribed on the token or tablet,
it cannot be said with any confidence that the case of Bellerophon’s letter as described in
Homer’s Iliad is an example of ancient code-writing or cryptography. It can only be said with
certainty that Homer’s narrative offers us an account of a private message sent from Proetus to

lobates in a sealed tablet or letter — most likely in a non-Greek language because of the oriental

102 Ceccarelli 2013, 60. See also Burkert 1983, 51-56.

103 Rosenmeyer 2001, 40-42; Steiner 1994, 15.

104 Miiri 1976, 5.

105 Gauthier 1972, 68 (note 18); Herman 1987, 62 (Figure 8a-d and note); Ladner 1979, 223-225; Steiner 1994,
31.

106 Rosenmeyer 2001, 40-42; Steiner 1994, 15.

107 Murray & Wyatt 1999, 287.
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context of the passage and background of Proetus and lobates — serving ostensibly as a token
of guest friendship but also communicating a more sinister (‘baneful’ or ‘evil’) message —

Bellerophon’s death sentence.

1.2: Secret communication in Herodotus’ Histories

The earliest Greco-Roman source which provides us with unambiguous examples of secret
communication is not Homer’s Iliad, then, but Herodotus’ Histories. We can find at least 61
instances of trickery and deceit in Herodotus” work.1%® To be more precise: all but three
instances of written communication in Herodotus’ work — fourteen letters (1.123; 1.125;
1.187; 3.40; 3.42; 3.122; 3.128 (2x); 5.14; 5.35; 6.4; 7.239; 8.22; 8.128) and two other
written messages (5.28 (a message written on a slave’s head); and 8.22 (an inscription)) —are
related to trickery and deceit, and four of these sixteen instances of communication are clear
examples of secret communication or hidden confidential messaging: that is, steganography
(1.123; 5.28; 7.239; 8.128).1%° What is more, each of these steganographic messages have key
features in common: all instances are examples of long distance communication sent when
roads were guarded; there is no intra-Greek (Greek to Greek) exchange of messages, or the
messages were sent in extra-Greek settings (sent to locations geographically outside of

Greece); and all four instances reveal an aversion to oriental despotism and the perceived

108 Herodotus, Histories, 1.21.1-22.3; 1.59.3-6; 1.60.3-5; 1.80.2; 1.96.2-98.2; 1.123; 1.125; 1.187; 1.191; 1.207.6-
7, 2.100.2-4; 2.121A.1; 2.121D; 2.121E; 2.133; 2.162.1; 2.172; 3.1.3-5; 3.4; 3.16.6; 3.61; 3.69.3-6; 3.85-86.2;
3.122; 3.123.2; 3.128 (2x); 3.130.1-2; 3.153-158.2; 4.134.3; 4.139.2; 4.146.4; 4.154.3-4; 4.201; 5.12-13; 5.20;
5.24-25.1; 5.35; 5.49-50; 5.63.1; 6.4; 7.239; 8.5; 8.22; 8.24-25.2; 8.27.3; 8.28; 8.75-76; 8.87; 8.109; 8.128-129.1;
8.137; 9.33.4-5; 9.34; 9.94; 9.98.2-4; 9.110.2-112; 9.116.2-3; 9.120.2-4.

109 The three letters that did not involve trickery and deceit are two letters sent between Amasis and Polycrates
(Herodotus, Histories, 3.40-42), and a letter from Darius to Megabyzus instructing the latter to attack Paeonia
(Herodotus, Histories, 5.14.1).
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strangeness of non-Greeks. In three instances secret letters were involved: a message from the
Mede Harpagus to the future king Cyrus of Persia in a letter hidden in a hare (Herodotus,
Histories, 1.123.4-1.124), a message from the Spartan king Demaratus to the Spartans on
Xerxes’ invasion of Greece written under the wax of a wax tablet (7.239), and
correspondence between Timoxenus, strategos of the Scionians, and the Persian commander
Artabazus through letters written and sent hidden by the feathers on arrows that were shot
into an agreed place (8.128). The fourth instance is a message from Histiaeus of Miletus to
his son-in-law Aristagoras — tattooed on a slave’s head — inciting Aristagoras to revolt against
king Darius (5.35.2-4). These four examples of steganography will be discussed below but |
will start by giving some context on Herodotus’s views towards tyranny and how the
instances of secret communication fit into this context (§ 1.2.1). This will be followed by an
analysis of the two non-Greek examples of steganography (8 1.2.2; 1.2.3), followed by the
example in which a Greek corresponded with a non-Greek (§ 1.2.4), before turning finally to
Demaratus’ message to the Spartans (8§ 1.2.5). Hereby it will be shown that one can see a
pattern in these four secret messages in Herodotus’ accounts, namely, that each of the
examples of steganography in the Histories clearly shows Herodotus’ negative views towards
the despotic non-Greek regimes and oriental kingdoms who used secret communication in
contrast to an open and democratic Greece — especially Athens — that was no longer under
Persian rule, and where people communicated openly with each other (see § 1.2.6). In fact, as
Ceccarelli points out, at the time at which Greek democracy first appeared, oral
communication was seen as the most democratic form of communication — as opposed to the

secretive written records that the Greeks assumed were used by tyrannical oriental regimes.**°

110 Ceccarelli 2013, 195.
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1.2.1: Herodotus’ views towards non-Greek secret communication

As will be discussed in the following sections, all four steganographic letters discussed by
Herodotus are examples of long distance communication sent when roads were guarded. This
may simply show that secret forms of communication were (and still are) necessary under
despotic and tyrannical regimes. However, Herodotus had more personal reasons to despise
oriental suppressing regimes. Although his birthplace Halicarnassus was a Greek city which
lay on the extreme eastern edge of the Greek world, by Herodotus’ time — the early 5™ century
BCE — it was subject to Persian control.}'! As a defender of a free Greece and vocal advocate
of its freedom from tyrannical Persian rule, Herodotus seems to have taken part in political
struggles against the Persian king or ‘tyrant’ Lygdamis. These struggles ended in the death of
Herodotus’ cousin (or uncle) Panyassis and in Herodotus’ own exile.!'? Because of this
personal experience of and strong aversion to despotic regimes, Lateiner suggests that
Herodotus especially supported cases in which an otherwise defenceless individual attempted
to outwit or out-manoeuvre a powerful tyrannical autocrat — as is the case in three out of four
instances of the examples of steganography that can be found in his work (Herodotus,
Histories, 1.123.4-1.124; 5.35.2-4; 7.239).113 All eastern rulers mentioned in the Histories are
depicted as despotic invaders (Croesus (Book 1), Cyrus (Book 1), Cambyses (Book 2-3),
Darius (Book 3-4), Xerxes (Book 7-9)),** and Herodotus’ narrative is full of stories about
characters who used various forms of trickery and deceit either to gain power as despotic

leaders (negatively portrayed) or to deceive these leaders (e.g.: Herodotus, Histories, 1.8-12;

111 Gould 2012, 674.

112 Gould 2012, 674; Waters 1972, 138.

113 ateiner 1990, 231; Gould 2012, 674; Waters 1972, 138.

114 The story of Deioces the Mede (1.96-101) is an example of the evils of autocratic rule, something that Dewald
calls the ‘despotic template’ (Dewald 2003, 28-33). In this version of the template, a tyrannis (the rule of a tyrant)
is a bureaucratic autocracy, and it is marked by an institutional harshness and distance between ruler and ruled
(Dewald 2003, 28-33; Ferrill 1978, 385-398).
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1.47-49; 1.60; 1.63; 3.72; 3.85-88; 3.154-60; 8.24-25). We can also find various examples of
political treachery (Herodotus, Histories, 1.205.2; 4.78.2; 5.37.1; 3.65.6; 9.85) and of military
deceit that Herodotus appears to have admired for its effectiveness or intellectual ingenuity
(Herodotus, Histories, 1.21; 1.91.1; 1.212.2; 2.100.2; 3.72 and 3.85-88 on Darius using lies,
trickery and deceit to become the king (negatively portrayed); 3.150-160 (on how the Persian
nobleman Zopyrus played a decisive role in Darius’ siege of Babylon by mutilating himself
and convincing the Babylonians that he was deserting from Darius’ camp and requesting shelter
in the city — while he then opened the city’s gates to the Persians); 4.146.3; 4.160.4; 4.201-202;
6.77.-79; 8.27.3-4; 9.90.3).1%> Such acts of deception necessarily had to be hidden from what
Greek sources (including Herodotus) call the ‘King’s Eyes and Ears’ — apparently a sort of
ancient ‘secret service’, most likely in the form of a group of high ranking officials through
whom (in the view of the Greeks) the Persian king received all sorts of information on agitation
throughout his kingdom (Aeschylus, The Persians, 979; Herodotus, Histories, 1.114.2;
Xenophon, Cyropaedia, 8.2.10-12; 8.6.17-18).11® That fact that the Greeks potentially saw the
‘King’s Eyes and Ears’ as some sort of secret police or intelligence agency becomes most clear
from a passage in Xenophon’s Cyropaedia where the author told us that Cyrus had men spying

for him:
T00C BacAENG KAAOVLLEVOLS dBoALOVE Kail T Bacthéng ATo 0VK SAAMC ékTicoTo 1 16 Swpeicoi Te Kod
TIAY ToVg yap amayyeilaviog 6co kapdg odTd &in memvobol peydAmg €0ePYET@®Y TOALOVG €moinoev
avOpdmovg Kol MTOKOVOTEV Kol Stomtevelv Ti Gv dyysilavieg ogeliosiay Paciaéa (Xenophon,
Cyropaedia, 8.2.10)
[He] acquired the so-called “king’s eyes” and “king’s ears” in no other way than by bestowing presents and

honours; for by rewarding liberally those who reported to him whatever it was to his interest to hear, he

115 See also Dewald 1993, 55-70; Hollmann 2005, 316-323. Hollmann provides us with a list of 69 instances of
trickery and deceit in Herodotus.
116 Bowie 2007, 160.
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prompted many men to make it their business to use their eyes and ears to spy out what they could report

to the king to his advantage.

We cannot know what Herodotus thought of the’ King’s Eyes’ since he discussed it in a fairly
neutral way, by simply saying that Cyrus appointed one person as the ‘King’s Eye’, and various
other men as this person’s assistants (70v ¢ kov v adT@V SpBoiuoy Paciiéog elva, T 5 Tivi
TaG Ayyeliag pépery 01000 Yepag, ¢ éxaotw Epyov mpootdoowv, Herodotus, Histories, 1.114.2).
Yet, the passage shows that Herodotus saw a connection between oriental states and kings
spying on their people.

Indeed, this idea of spying and eavesdropping on one’s subordinates in oriental states
can also be found in Herodotus’ discussion of how Deioces the Mede had spies and
eavesdroppers throughout his lands (xazrixoor foav dve méoav v ydpny tijc fipye [...] and he
[Deioces] had spies and eavesdroppers everywhere in his dominions; Herodotus, Histories,
1.100.2). Through its association with these closed societies and tyrannical (that is, non
democratic) ‘non-Greek’ states, ancient sources attribute to Sparta a similar sort of secret service
or krypteia (Justin, Epitome of the Philippic History of Pompeius Trogus, 3.3; Plato, Laws,
1.633b-c; 6.763b; a Scholia on Plato’s Laws 1.633b-c; 6.763b, Edition De Forest Allen, Burnet,
et al.; Plutarch, Life of Cleomenes, 28.4; Life of Lycurgus, 28.1-7; Pseudo-Heraclitus of Pontus
(Fragmenta Historicorum Graecorum, 2 = Aristotle, Fragment 538).1%" Significantly, as Bowie
and Briant point out, descriptions of the ‘King’s Eyes and Ears’ can only be found in Greek
sources — but not in Persian sources.!® The same is the case for our sources on the Spartan
krypteia and the scytale: all sources are non-Spartan — and accordingly unreliable and liable to
(anti-Spartan, pro-Athenian) bias. In fact, Herodotus repeatedly insists that the Spartans are

more like the Persians and the Egyptians than they are like the other Greeks (Herodotus,

117 Cartledge 2003, 70; Ross 2012.
118 Bowie 2007, 160; Briant 2002, 343-344; Sheldon 2008, 79.
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Histories. 6.58-60). Their constitution even fell into his category of non-Greek oriental regimes

as the historian told us in book 6:

vopog 8¢ toiot Aokedayoviowst katd T@V PactAémy Tovg Bavatovg £otl dVTOg Kai toiot PapPdpoiot toict
gv tfj Acin’ v yap dv BapPapwv oi TAedvee 6 ot VOU® YPEDVTOL KoTd TV OavATovs THV BacAémy

(Herodotus, Histories, 6.58)

The Lacedaemonians have the same custom at the deaths of their kings as have the foreign people of Asig;

for the most of the foreigners use the same custom at their kings” deaths.

Toppépovion & dAho obtol T3¢ Toict IIéponot énedv dmoBavovtoc Tod Pociiéog dAlog évieTnTon
BooiAetg, obtog 6 éotiv Elevbepol dotic TL TmoptTémv @ PaciAél §| 16 dnpocio deee: &v & ad
[Iéponot 6 kaToThpEVOg PAcTAEDg TOV TPOOPEINOIEVOY POpoV LETIED Tfiot oMol mdonot (Herodotus,

Histories, 6.59)

Here is another matter wherein the Lacedaemonians are like to the Persians:—When one king is dead and
another takes his office, this successor releases from debt what Spartan so ever owed anything to the king
or the commonwealth; so too among the Persians the king at the beginning of his reign forgives all cities

their arrears of tribute.
Soueépovton [...] tade Atyvrtioot Aakedopovior (Herodotus, Histories, 6.60)

Moreover, the Lacedaemonians are like the Egyptians [...].

The fact that Herodotus explicitly describes the Spartans as using non-Greek practices clearly
aligns Sparta with those oriental states in which — according to the Greeks — kings were
supposed to spy and eavesdrop on their subordinates, hereby suggesting that the Persian and
perhaps also Spartan society (e.g. with the krypteia) were particularly interested in using and
intercepting secret communications (see e.g.: Aeschylus, The Persians, 979; The Suppliants;
Aristotle, On the Universe, 398a; Herodotus, Histories, 1.114.2; 8.8.1-2; Justin, Epitome of the
Philippic History of Pompeius Trogus, 3.3; Plato, Laws, 1.633b-c; 6.763b; a Scholia on Plato’s
Laws 1.633b-c; 6.763b, Edition De Forest Allen, Burnet, et al.; Plutarch, Life of Cleomenes,

28.4; Life of Lycurgus, 28.1-7; Pseudo-Heraclitus of Pontus (Fragmenta Historicorum
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Graecorum, 2 = Aristotle, Fragment 538; Xenophon, Cyropaedia, 8.2.10-12; 8.6.17-18).
Because of Herodotus’ dislike of despotic regimes — having been brought up as a Greek under
Persian rule — it seems logical, therefore, that the four instances of secret communication that
will be discussed in the following sections of this chapter all reveal an aversion to oriental
despotism and the perceived strangeness of non-Greeks — including Spartans — using secret
communication and spies. For Herodotus and other Greeks after him, non-Greek states stood
in clear contrast to a free Greece — where people communicated openly with each other, the
epitome of which would have been Athenian democracy after Athens had disposed of its own
tyrants. Non-Greek (including Spartan) tyranny and practices including the use of secret or
secretive communication remained a marker of oriental states and their ‘foreign’ ways!® —
while freedom (especially freedom of speech and communication) became a marker for Greece

and the Greek ways.*?°

1.2.2: Harpaqus to Cyrus: the message in the hare

The first instance of secret communication that Herodotus offers is an account of
steganography that occurs in Book 1.2 According to Herodotus, political intrigue and feuding
among the Persians once prompted the Median general Harpagus, to plot against his king
Astyages, seeking revenge for the murder of Harpagus’ son by the king. Harpagus, therefore,
plotted to assist the Persian prince Cyrus against Astyages in a coup d’état. Having garnered

support from some Median nobles, Harpagus sent word to Cyrus through a message hidden in

119 Dewald 2003, 32-58.

120 Georges 1994; Hall 1989, 191-195; Konstan 1987; Lateiner 1989, 152-155; Pelling 2002, 126; Sinclair 1967,
39; Thomas 2002, 116.

121 Although modern historians of cryptography often present the stories as clear facts (e.g. on Demaratus’ letter
to the Spartans see Bauer 2013, 7-8; Bartlett 2002, 8-12; Singh 1999, 5), it cannot be said with certainty how
much of the stories is fact and how much is fiction. See for this designation of the Spartans being depicted as
having ‘non Greek” practices e.g. Cartledge 2009; 2013; Osborne 2011.
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the body of a hare, since he desired to make his intent known to Cyrus. Yet, the plot obviously
had to remain a secret, and, as Herodotus told us, all roads were guarded. Harpagus, therefore,

decided to hide a message in a hare that was then presented to Cyrus as a gift (1.123-1.124):122

obtm o1 1® Kdpw dwtopéve év Iéponot fovidpevog Aproyog SnAdcat Ty EoVToD yVOUNY SAAMG UEV
ovSaude lxe Bte TV OOBV PUANGGOUEVE®DY, O 88 &mTeyviiTon TOWOVSE" Aoydv HNXOVNGAUEVOC, Kol
dvacyicag TovTov THY yooTépa kol o0dEv dmotilag, Mg 82 elye obtm £6€0nKke PuBAiov, ypénpog Té oi 886kes
(Herodotus, Histories, 1.123; for the complete passage see Appendix 1, page 273-274).

Harpagus desired to make known his intent to Cyrus, then dwelling among the Persians; but the roads were
guarded, and he had no plan for sending a message but this—he artfully slit the belly of a hare, and then

leaving it as it was without further harm he put into it a paper on which he wrote what he thought fit.

After receiving the gift, cutting the hare open and reading the message, Cyrus acted upon
Harpagus’ advice to rally the Persians against the Medes, and with the help of Harpagus, Cyrus
was victorious (1.127). Herodotus finished his story by stating that in this way king Astyages
was deposed from his sovereignty after ruling cruelly for 35 years (4otvdync uv vov paciievoog
én’ Erea wévte kol tpujkovta obtw ii¢ Paciining katemovobn; 1.130) The example clearly shows
that Herodotus had negative views towards oriental despotic regimes and that he believed that
there was a close connection between these regimes and the use of secret communication. The
story of the steganographic message in the hare is a direct reference to overcoming tyrannical
rule since Harpagus urged Cyrus to revolt against Astyages. As will be shown in the other three
examples of steganography found in Herodotus work; this relationship between oriental despotic
regimes and the use of secret communication keeps repeating itself — culminating in our last

example — Demaratus’ letter to the Spartans (8§ 1.2.5; Histories, 7.239) — which shows how a

122 On Harpagus’ motives for sending the message and his role in the story as described by Herodotus, see Gray

1995, 185-211, see also: Polyaenus, Stratagems of War, 3.13.3.
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Spartan in an oriental context first used secret communication (at least, in the history told

according to Herodotus).

1.2.3: Histiaeus to Aristagoras: the tattooed slave

The second Herodotean story in which steganography played a crucial role can be found in
book 5 of the Histories.'?® According to Herodotus, Aristagoras, tyrant of Miletus, once
launched a joint expedition with the Persian satrap Artaphernes to conquer Naxos, to bolster
his political position (5.28-32). The mission was a debacle and Herodotus reports that, sensing
his imminent removal as a tyrant, Aristagoras chose to invite the whole of lonia into rebellion
against the Persian king Darius the Great (5.33-35.1; for the complete passage see Appendix
1, page 274-275). According to Herodotus, to foment this revolt — the lonian Revolt?* —
Histiaeus, tyrant of Miletus and father-in-law to Aristagoras, who was at the time residing in
the Persian city of Susa — shaved the head of his most trusted slave and tattooed a secret
message on it urging Aristagoras to revolt against king Darius. As in the previous example,
secret communication was the only safe way of sending the message since again a revolt was
discussed that had to be kept secret and all roads were guarded — as Herodotus tells us (oddoudg
elye dopaléwg onuijvar dote poiacoousvéwy v 66av; 5.35.3). Histiaeus then waited for the
slave’s hair to grow back, and subsequently sent the man to Aristagoras in Miletus, instructing

him to let Aristagoras shave his head again for the message to become visible (5.35.2-4).1%5

123 Modern cryptographers again, often present this story as an historical account based in fact (Bauer 2013, 8;
Singh 1999, 6).

124 On causes of the Ionian Revolt as discussed in Herodotus’ work, see Evans 1976; Forrest 1979, 315-317; 320-
322; Manville 1977, 80-91; Waters 1985. See also Blamire 1959; Lang 1968.

125 Chapman incorrectly suggests that Herodotus’ work is the only account of the Ionian Revolt available to us
(Chapman 1972, 546). In addition to Herodotus’ work we have e.g. Aeschylus’ The Persians, and Thucydides,
History of the Peloponnesian War, 1.22. On Histiaeus’ role in Herodotus account of the Ionian Revolt see Blamire
1959; Chapman 1972, 546-568; Evans 1976; Lang 1968.
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Ceccarelli presumes that, according to Herodotus, Histiaeus tattooed the word ‘revolt’ on the
slave’s head.'?® However, in his account Herodotus did not disclose what Histiaeus’ message
actually said. Still, the information was enough to prompt Aristagoras to convene a council and
prepare for rebellion against Persia (5.36; see also Aeneas Tacticus, How to Survive Under
Siege, 31.28-29; Aulus Gellius, Attic Nights, 17.9.18-27; Polyaenus, Stratagems of War, 1.24).
As in the previous example of Harpagus to Cyrus, we see another rebellion in an oriental state
being discussed in secret by officials of the highest ranks. Again, the purpose of the rebellion
is to depose of an oriental tyrant — in this case the Persian king Darius. Yet, in this case the
instigator of the rebellion did not come from an oriental state himself, as in the previous
examples. Instead the instigator was Histiaeus — the Greek tyrant of Miletus in Asia Minor —
communicating with his son-in-law Aristagoras who was at the Persian court of Darius. The
example fits in well with Herodotus’ negative view towards tyranny and the importance of
deposing oriental tyrants since this example shows how in the Near East slaves could be
mutilated in order to send messages — at least according to Herodotus.*?” It also shows that
Greeks in Asia Minor — who were already living in an oriental context — could have had a
chance to learn about the use of secret communication in oriental states. It will be shown later
in this thesis that this example is slightly different in context from Demaratus’ letter to the
Spartans. While the message from Histiaeus to Aristagoras was sent between two Greeks who
were living in lonia under Persian rule, Demaratus — having come from Sparta, instead of lonia

— sent his letter to the Spartans while in exile at the Persian court.

126 Ceccarelli 2013, 114.
127 Ceccarelli 2013, 127.
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1.2.4: Correspondence between Timoxenus and Artabazus: letters on arrows

The third instance of a secret letter occurs in Book 8 of Herodotus’ work. This story is set at
the siege of Potidaea in 479 BCE,*?® after the battle of Salamis. Timoxenus, strategos of the
Scionians, betrayed his city by trading messages with the Persian commander Artabazus
through letters hidden under the feathers on arrows —zzepaoavres (pterosantes); literally
‘covered’ or ‘furnished with feathers’ (8.128.1) — that were shot into an agreed place. The
messages were wrapped around the shaft of the arrow that was subsequently covered in
feathers to make the message invisible — just as the message on the slave’s head was covered
by his hair (5.35.2-4; see also Aeneas Tacticus, How to Survive Under Siege, 31.25-27):12°
dkg BuPhiov ypawete i TiudEevog E0éhmv mapd Aptafalov mépyar fj Aptafalog mapi TiudEewov,

to&ebpaTog Topo Tag YAvQidag mepleiMibavteg kol mrepdoavteg 0 PuPriov €togevov ¢ cuykeipevov

yopiov (Herodotus, Histories, 8.128.2; for the complete passage see Appendix 1, page 275-276).

Whenever Timoxenus wrote a letter for sending to Artabazus, or Artabazus to Timoxenus, they would wrap
it round the shaft of an arrow at the notches and put feathers to the letter, and shoot it to a place whereon
they had agreed.
Timoxenus’ treachery was apparently discovered only when Artabazus missed his aim.
Instead of his steganographic arrow falling in the spot agreed upon, Artabazus accidentally
shot a Potidaean. People who came to aid the wounded man found the letter on the arrow and
Timoxenus’ betrayal became known (8.128-129.1).2% This is a good example of Herodotus’
negative view towards non-Greek practices — since here a Greek (Timoxenus) betrayed his

fellow Greeks by aiding the Persians in using secret communication. Unlike truthful Greeks,

128 For the date, see e.g. Burliga 2008, 92-93. See also Thucydides, History of the Peloponnesian War.
129 Godley 1925, 131; How & Wells 1928, 700.
130 This example shows that secret communication always runs the risk of discovery.
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Herodotus seems to imply in the passage, Timoxenus acted like a Persian (a non-Greek) — as

the Spartans did too, as will be discussed in the next example (7.239; see also 6.58-60).

1.2.5: Demaratus’ letter to the Spartans: a message hidden under the wax of a wax tablet

The final secret letter to be discussed here — found in Book 7 of the Histories — shows that
according to Herodotus, the Spartans in the 5" century BCE already used secret communication
as oriental states did. According to Herodotus, when the Spartan king Demaratus was in exile
at Xerxes’ court in Persia, he wanted to send word to the Spartans to inform them about Xerxes’
invasion of Greece. Since Demaratus was afraid that the message would fall into the wrong
hands, he wrote the message under the wax of a wax tablet. The seemingly blank tablet reached
Sparta, and the Spartans were initially confused about what to do with an ostensibly blank
tablet until Gorgo — the wife of King Leonidas — suggested that they look for a hidden message
(of Aoxedoyuovior, wpiv ye on opt, i¢ &ya movldvouol, Kieousveog uev Quydnp Aswvidew oe yovi
Topyw Orleto émppoobsioan avth, TOV KNPOV KVAYV KEAEDOVGA, KOl EOPHOEIY CPEOS YPOLUUOTO, EV
@ vl [...] When the tablet came to Lacedaemon, the Lacedaemonians could not guess its
meaning, till at last (as | [Herodotus] have been told) Gorgo, Cleomenes’ daughter and
Leonidas’ wife, discovered the trick of herself and advised them to scrape the wax away, when
they would find writing on the wood; 7.239; see also Aulus Gellius, Attic Nights, 17.9.16-17;
Polyaenus, Stratagems of War, 2.20; Justin, Epitome of the Philippic History of Pompeius
Trogus, 2.10.12-17; Julius Africanus, Kestoi, 53. See for a similar example of a secret message
written under the wax of a wax tablet by Hamilcar the Rhodian in the time of Alexander the

Great: Aulus Gellius, Attic Nights, 17.9.16-17; Justin, Epitome of the Philippic History of
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Pompeius Trogus, 21.6; for the complete passage see Appendix 1, page 275).13! Here we see
for the first time Spartans communicating with each other secretly — yet in a partially oriental
context, since Demaratus sent the message while he was in exile at the court of Xerxes of
Persia. This implies that the Spartans probably learned to use secret communication from the
Persians, e.g. when living amongst them, at least according to Herodotus. In the next chapter it
will be shown that other Greeks after Herodotus, in the 5" and 4" centuries BCE started to
connect Sparta more often to secrecy and secret communication after reading the Histories.
This work introduces a contradiction that we see playing out in several post-Herodotean
sources as well: that is, on the one hand, the Spartans are stereotyped as uncivilised, stupid,
and semi-literate, while on the other hand they are associated with cunning secrecy and
deception — including the use of secret written communications. To return to Demaratus’
example, Herodotus does not tell us why it was Gorgo who discovered the message or how she
discovered it,*? but according to Herodotus, because of Demaratus’ letter, the Spartans were
warned in time, informed the other Greeks, and together they defeated the Persians at the Battle
of Salamis (Herodotus, Histories, 7.239; 8). This is significant since Demaratus had to rely on
the ingenuity of the Spartans to discover the secret message. The apparent success of the
message being delivered and understood seems to be the major point of discussion for modern

historians of cryptography. Sheldon, for example, sees Demaratus’ message as ‘one of the most

181 According to Justin it was not the king’s wife, but his sister who discovered Demaratus’ message (Justin,
Epitome of the Philippic History of Pompeius Trogus, 2.10.12-172.10.13). As Millender points out, Herodotus’
account of the Spartans’ reception of this message credits the Lacedaemonian authorities with the ability to read
and implies Gorgo’s familiarity with wooden writing tablets (Millender 2001, 142). See also Dvornik 1974, 57,
Sheldon 1987, 28; Sheldon 2005, 42.

132 The passage in which Gorgo discovered Demaratus’ secret message is the oldest known passage in which a
woman took the initiative in deciphering a secret message. Later — in Roman love elegy — we find many examples
in which the woman took initiative in sending secret messages (see Propertius, Tibullus, Ovid; especially Ovid,

Ars Amatoria).
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important messages in all of Greek history’.>*® And according to Singh, Xerxes had lost the
vital element of surprise and, when the Persian fleet approached the Bay of Salamis near
Athens, the Greeks were prepared.’® As in the case of the Spartan scytale (see Review of
literature and chapter 2) this shows how modern historians of cryptography often tend to
present Herodotus’ stories as clear historical facts, attributing the direct influence of the secret
messages that Herodotus discusses to the success of subsequent historical events. The case, |

argue, is more complex.

1.2.6: Analysing instances of secret communication in Herodotus’ work

We can see a pattern in the secret messages that occur in Herodotus’ ‘history’. As Fabule points

out:

the pattern reflects the following scenario: under the thumb of some potentate, a leader (foreign
tyrant, a general, or client-king) sends a cunningly disguised secret message, that related

information detrimental to his overlord.'®

The four instances of steganography in Herodotus’ work are unique since they have three
features in common that cannot be found in this combination elsewhere in the work in
connection with other messages or in other instances of trickery and deceit.!3 First, all four
instances are examples of long distance communication sent when roads were guarded. The
aforementioned steganographic methods used for sending the messages were purposefully

chosen instead of cryptographic methods and designed to raise as little suspicion as possible

133 Sheldon 1986, 39.

134 Singh 1999, 5.

135 Fabule 2011, 36. For a concise list of exiled or alienated Greeks who, for their own purposes, solicited Persian
assistance against their fellow-citizen, see Boedeker 1987, 191-192.

136 Ceccarelli 2013, 113. For a list of all instances of trickery in Herodotus’ Histories see Hollmann 2005, 316-
323.
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among third parties. Secondly, there is no intra-Greek exchange of messages. Messages were
either sent between a Greek and a non-Greek (Timoxenus and Artabazus), between non-Greeks
(Harpagus and Cyrus; Histiaeus and Aristagoras), or in a non-Greek setting (Demaratus as exile
in Persia). Thirdly, all four instances deal with an aversion to oriental despotism. In the case of
Timoxenus and Artabazus, Herodotus showed this aversion by overtly disapproving of
Timoxenus’ betrayal, while the other three cases even deal with overthrowing an oriental
despot (Harpagus and Cyrus; Histiaeus and Aristagoras; Demaratus to the Spartans). It is also
significant in the context of this thesis that written messages appear to have been more common
in the Near East than in Greece in Herodotus’ days.137 In fact, until the first reading culture
appears in Athens in the 4" century BCE (based on the fact that a large number of sources date
to this period; see 8 2.1) — and perhaps even after that — in ancient Greece letters and long
distance communications were often related to an oriental and tyrannical context and believed
to be fraught with dangers (see e.g.: Apollodorus, Epitome, 3.7; 5.19; Hellanicus Fragment
178a, in: Fragmente der Griechischen Historiker 4; Pausanias, Descriptions of Greece,
10.31.2; Plato, Apology, 41b; Herodotus, Histories, e.g. 1.99-100).1%® Homer’s story of
Bellerophon’s tablet, as we saw above, potentially appeals to this oriental context of letters and
letter writing in terms of the readiness of ancient scholia critics to interpret Proetus’ writing as
a kind of Egyptian hieroglyphic text (§ 1.1.1; Homer, lliad, 6.166-170; 178).13® Rosenmeyer
further points out that the letter sent in Bellerophon’s story encapsulates two major themes
related to letter writing that can often be found in Greek literature: a deceitful letter and an

association between letters and deceitful women — hereby again signposting towards the

137 Ceccarelli 2013, 185. See for letters and letter writing in the ancient Near East e.g.: Bellamy 1989, 291-292;
Luschan & Andrae 1943, 108-109; Mallowan 1966; Mylonas Shear 1998, 187-189.

138 Ceccarelli 2013, 24.

139 Bellamy 1989, 289; Ceccarelli 2013 60; Rosenmeyer 2001, 39.
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decidedly negative view towards letter writing in the archaic period.'*° By the end of the 5"
century BCE literacy was most likely more widespread in the Greek world than before this date
and the exchange of letters took place regularly, it seems — based on the large number of
inscriptions that have survived from this period.'*! Yet, in Herodotus’ Histories letters are still
relatively exceptional: only fourteen instances are found — none of which concern direct intra-
Greek communication in a Greek context (as Demaratus’ letter to the Spartans was an indirect
communication set in an oriental context).'#? Significantly, in the time of Herodotus it appears
that letters were seen as secretive weapons of an oriental tyrant opposing the ‘open’
communications of the free Greek polis (such as embassies’ decrees, and assembly
speeches).*3 Yet, the four instances of steganographic communication in Herodotus show that,
in these stories at least, the oriental weapon of letter writing was now imagined as being used
against these oriental tyrants. What is more, one of these stories also shows that the oriental

weapon of letter writing was now imagined as being used by the Spartans.

At the beginning of this chapter the following research question was posed: What are
the instances of secret communication in Herodotus’ Histories and how are these coloured by
Herodotus’ view of the Spartans as ‘non-Greek’? As has been shown in the chapter above,
Herodotus’ four examples of secret communication in his Histories are clearly associated with
non-Greeks and their use characterised as un-Greek behaviour. Hereby, we also discovered that

Herodotus’ account of Demaratus’ letter to the Spartans plays a crucial role in the prevailing

140 Rosenmeyer 2001, 42-44.

141 yet, absence of evidence is not evidence of absence. Therefore, we must be careful when making such claims
about literacy in ancient Greece (Ceccarelli 2013, 185). However, despite multiple investigations there is still no
agreement on the degree of literacy achieved by all the Greeks in the late archaic and classical periods. See e.g.:
Boring 1979; Cartledge 1978; Clanchy 1979; Goody 1986; Goody & Watt 1968; Harris 1989; Havelock 1963;
1982; Harvey 1966; Immerwahr 1990; Steiner 1994, 4; Street 1984; Swiggers 1996; Thomas 1989; Turner 1952.
142 Ceccarelli 2013, 113.

143 Ceccarelli 2013, 279.
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Greek view of the Spartans as a people familiar with the use of secret communication — as
oriental states did. The fact that according to Herodotus, Demaratus sent his message while
being at the Persian court even implies that the Spartans may have learned about the use of
secret communication from the barbaric and uncivilised Persians — something most clearly
depicted in passage 1.71.2 where the Persians are seen as a barbaric people living in a harsh
land:

&n’ Gvdpoag To10VTOVG oTpaTeEvEsHaL Tapackevaleal, ol okuTivag HEV dvagupidag orutiviy 08 TV ANV

£o0fto. popéovat, crréovtar 8¢ ovk Goa £0Elovot dAL" Goa. Exovat, ydpny Exovieg Tpnysav (Herodotus,

Histories, 1.71.2)

[The Persians are] men who wear breeches of leather and their other garments of the same, and whose fare

is not what they desire but what they have; for their land is stony. Further they use no wine, but are water-

drinkers, nor have they figs to eat, nor aught else that is good.
Herodotus here portrays the Persians as primitive as opposed to the more civilised Greeks from
his own days. The Spartans — being more like the Persians than like other Greeks (Herodotus,
Histories, 6.58-60) — are then twice depicted as truly Persian and ‘non-Greek’ in passages 1.152-
153. In passage 1.152 Herodotus tells us that the Spartans refused to aid the lonians — their fellow
Greeks — in the Greek struggle against the Persian occupation (Herodotus, Histories, 1.152),
while in the next passage Cyrus (according to Herodotus) argued that one should never be afraid
of a people (in this case the Spartans) who perjured themselves and deceived each other:

Ovk £de106. kK Gvdpag T0100TOVG, TOToL E0TL YDPOG &V HEGT] TH| TOAL AI0dedEYEVOG £G TOV GLAAEYOEVOL

aAMMovg opvivteg éEanatdot (Herodotus, Histories, 1.153.1)

I never yet feared men [i.e. the Spartans] who have a place set apart in the midst of their city where they

perjure themselves and deceive each other.

This clearly shows the Herodotean biases surrounding Persia and Sparta as being particularly

‘non-Greek’, which in this case means ‘primitive’, ‘uncivilised’ and untrustworthy. Moreover,
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like the Persians, the Spartans supposedly used non-Greek methods of secret communication
(Herodotus, Histories, 1.123; 5.28; 7.239; 8.128). Indeed, Herodotus’ bias against the Spartans
is evident in this context too — and introduces a contradiction that we see playing out in several
post-Herodotean sources as well with the Spartans on the one hand being cunning, but on the
other hand being illiterate and foolish — as we will see in the next chapter. Indeed, according to
Herodotus, the Spartans did not even know what to do with the seemingly empty wax tablet
that Demaratus sent them until Gorgo suggested scraping off the wax (Herodotus, Histories,
7.239) — one of many examples in which Herodotus apparently presented a paradoxical picture
of the Spartans in his Histories. Herodotus’ biased views formed the basis for various other
Greek (especially Athenian) sources from the 5™ and 4™ centuries BCE on, where we find
similar links between illiterate Spartans and secret communications. Here, in these later 5" and
4™ century BCE sources, we also find discussed the cryptographic scytale — and it is to these

sources that we turn in the next chapter.
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Chapter 2: The scytale

This chapter analyses how classical Greek sources after Herodotus — mainly dating back to the
5t and 4" centuries BCE — discussed the scytale as a Spartan ‘non-Greek’ cryptographic
device, hereby connecting the Spartans with the non-Greek practice of secret communication,
and aligning them with the secretiveness and deception traditionally associated with oriental
states in Greek sources. The research question that will be posed in this chapter is, therefore:
How did non-Spartan sources present the Spartan scytale, and what evidence is there in these
sources to suggest that the scytale was (or was not) used as a device for secret communication
in the 5 and 4™ centuries BCE?

This chapter will start with a short discussion of the depiction of Spartan society (§ 2.1)
and literacy in Spartan society (8 2.2) — both according to non-Spartan sources — to provide
some context. This section will show how surviving Greek sources written after Herodotus
present a similarly contradictory picture of Spartan society — as uncivilised and semi-literate,
yet as adept in the use of secret written communications. Since there are no surviving Spartan
sources on the theme, this gives us a biased non-Spartan point of view and warns us to approach
the Greek sources with a degree of caution. In fact, there is only one potential Spartan reference
to a scytale. According to Polyaenus — writing in the 2" century CE — the 7"-century BCE
Spartan poet Tyrtaeus referred to the Spartan practice of identifying soldiers by means of
scytalae (Polyaenus, Stratagems of War, 1.17). However, the nine centuries that separate these
two writers (and the loss of the work by Tyrtaeus to which Polyaenus refers) means that we

have no way to verify the validity of this source.

This analysis will be followed by a survey and analysis of all extant ancient sources on
the scytale — starting with Archilochus of Paros in the 7" century BCE, and finishing with

Plutarch in the late 1%/early 2" century CE (§ 2.3) — to uncover what these sources can tell us
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about the design, concept, and operation of the scytale. Indeed, it will be shown that the Greek
word for scytale carries a wide range of different meanings (several of which do relate to or
signify messaging of some kind) and that context plays an important part in considering
whether or not a Greek source invites an interpretation that supports our understanding of the
scytale as a device for secret communication. This chapter will conclude with a detailed
discussion and analysis of the technical and conceptual workings of the scytale (8 2.4) as
discussed in the two descriptions on its use from Plutarch (Life of Lysander, 19.5-7) and Aulus
Gellius (Attic Nights, 17.6-16) in order to reassess the potential for the scytale to have been
used as a cryptographic device in practice. Hereby, it will be shown how the scytale would
have worked well as a cryptographic transposition device and provided a useful encryption
device for long distance secret communications — especially in military contexts and/or when

one of the interlocutors was based in enemy terrain.

2.1: Spartan society according to non-Spartan sources

As we saw in the previous chapter, Herodotus depicted the Spartans as using ‘non-Greek’
practices in their use of secret communications (Herodotus, Histories, 6.58-60; 7.239). Indeed,
Herodotus described the Spartans as a people eager to conquer other nations and to forestall
the dangers of the growth of other competitor Greek states, especially Athens (Herodotus,
Histories, 1.46;1.67-68; 1.70; 1.77; 1.82-83; 1.88; 3.57; 5.46-65; 5.74-75; 5.91.1-2; see also
Thucydides, History of the Peloponnesian War, 2.8.4; 1.140.1). Thus, as Herodotus described
in his account of Demaratus’ letter to the Spartans, one of the potential dangers (although
probably not a very big danger in Herodotus’ view since Herodotus depicts the Spartans as
foolish; Herodotus, Histories, 1.152-153) of the Spartan expertise in secret communication was
that it could be used against other Greeks — including Athenians. Unsurprisingly, therefore,
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Greek and especially Athenian sources after Herodotus (mainly from the 5™ and 4™ centuries
BCE) tend to follow his lead in depicting the Spartans and their ‘non-Greek’ practices of secret
communication negatively, and to distance themselves from the use of such strange and
secretive stratagems and devices. Aristophanes for example — in his comedy Birds — depicted
the Spartans as barbarians in a passage in which he opposed this barbarism to Athenian
civilisation. Before Athens became civilised, the poet stated, Athenians would even have
behaved like these barbaric Spartans — a thing they luckily, so it seems, did not do anymore in

his days:

TPV eV Yap oikicot og THVOE TNV TOALY,
ghak@vopdvouy dnavteg GvBpmmot 10te,
EKOL®V Eneivov EppOnmVv écwKpdTovy
OKLTAM £QOPOLY, VOVL & DTOGTPEYAVTES O
opviBopavodot, Tavta & V7o TG Ndovilg

mowovow drep 6pvibeg expupovpevol. (Aristophanes, Birds, 1280-1285; for the complete passage see

Appendix 1, page 264).

Before you built this city all men were crazy about the Spartans:

they wore their hair long, went hungry,

never bathed, acted like Socrates,

brandished batons [scytalae].

But now they’ve about-faced and gone bird-crazy,

and they’re having a wonderful time imitating birds in everything they do.
It is not only in comic plays that we see this negative view of the Spartans from which other
Greeks — especially Athenians — apparently wanted to distance themselves. Aristophanes’ idea
can be compared to Thucydides’ suggestion of the Spartan ‘barbaric’ custom of dressing in a
very simplistic ‘Spartan’ way as opposed to Athenian ‘more civilised’ customs (Thucydides,

History of the Peloponnesian War, 1.6). More differences between Athens and Sparta can be
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found in book 1 of Thucydides’ work — a book that focuses on the causes of the Peloponnesian
War. Opposed to Athens with its elaborately decorated temples and public edifices, the
Athenian historian argues, Sparta was built in a very simplistic (read ‘non-Athenian’) way,
while Lacedaemon (Sparta) was composed of rural villages as opposed to the cities found in
Attica (1.10). Thucydides argues that Athens’ military power — just before the Peloponnesian
War — alarmed the war-like Spartans, who became afraid of losing their own empire to the
Athenians and made the outbreak of the war inevitable (1.23; 1.79; 1.88; on the ‘warlike’
Spartans as opposed to educated/civilised other Greeks, see also: 1.68-1.71 (a speech by the
Corinthians); 1.75-1.78 (a speech by the Athenians)). Plutarch added that war seemed so
important to all of Spartan society, that even Spartan mothers urged their sons to come back
from war either with their shields (that is, victorious), or on them (that is, dead), but never
without — since the latter would mean a soldier had retreated or even deserted (Plutarch,
Moralia, 241-242). With these warlike customs came the idea (among non-Spartans) of the
Spartans being uneducated. According to Plato, the sophist Hippias of Elis complained about
the Spartans not being able to count, let alone be able to understand and appreciate his lectures

(in this case an astronomy lecture), in a discussion with Socrates:

Socrates: [...] yaipovow dxovovteg Crola; 1| dfjlov o1 Ot Ekeiva 6 o0 KAAMOTO EnioTOo0L, TO TEPL T
Gotpa t€ Kol Ta 0vpaivia aon;
Hippias: Ovd’ onwotiodv: tadté ye 008 dvéyovtar. [...Jovd apbusiv ékeivav ye, dg &rog eineiv, ToAlol

éniotavton (Plato, Greater Hippias, 285c).

Socrates: [...] what sort of discourses are those for which they applaud you and which they enjoy hearing?
Or are they evidently those which you understand most admirably, those about the stars and the phenomena
of the heavens?

Hippias: Not in the least; they won’t even endure those [...] [and] one might say that many of them do not

even know how to count.
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With these statements comes the underlying idea of ‘civilised citizens’ in Athens as opposed
to ‘simple’ and ‘uneducated’ folk in Sparta. Together with these negative stereotypical views
of the ‘illiterate’ Spartans comes a further connection that seems to have been made between
Sparta and secrecy. Thucydides, for example, discusses the secrecy of the Spartan
government (zo uév yap Aaxedaiuoviwv wiijbogs oia tiic moliteiog To KporToV Hyvoeito [...]
For on account of the secrecy of their polity the number of the Lacedaemonians was unknown;
History of the Peloponnesian War, 5.68.2; see also 7.424). The Spartans do not count or keep
written records of their citizens, therefore, Thucydides apparently reasons, the Spartans are
both illiterate and secretive. They supposedly monitor their citizens and keep the state under
close surveillance in other (non-Greek) ways, however. Various other non-Spartan sources,
for example, discussed the ‘eyes and ears’ of the Spartan kings — or krypteia: Justin (Epitome
of the Philippic History of Pompeius Trogus, 3.3), Plato (Laws, 1.633b-c; 6.763b), a Scholia
on Plato’s Laws, Edition De Forest Allen, Burnet, et al.; Plutarch (Life of Cleomenes, 28.4;
Life of Lycurgus, 28.1-7), and Pseudo-Heraclitus of Pontus (Fragmenta Historicorum
Graecorum, 2 = Aristotle, Fragment 538).1% This stereotypical view of the Spartans leads
some modern historians to describe Sparta as the most secretive of all Greek states. Yet,
before we turn to a more detailed examination and analysis of the ancient sources, it is
important to reiterate that all known sources on the scytale are non-Spartan, and even anti-
Spartan. This raises an important caveat to be taken into consideration when analysing the
extant evidence for the use of hidden, encrypted and coded communications in the ancient
Greek world. That is, the ancient Greek and especially Athenian sources tend to be biased in
their discussions of the ‘non-Greek’ practice of using cryptography and steganography. In

fact, it must be remembered that the majority of ancient Greek sources that describe Spartan

144 Cartledge 2003, 70; 2013-I1; Powell 2017, 25; Ross 2012.
145 Boring 1979, 94; Huxley 1983, 2.
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secret communication practices — including the scytale — date from the 5" and 4™ centuries
BCE (including Aristophanes and Thucydides) — the period during and after the
Peloponnesian War, and the Athenian defeat (when anti-Spartan sentiment would have been
high).146

In this chapter, then, I will consider how ‘non-Spartan’ Greeks variously described the
Spartan scytale and its uses in order to assess the reliability of these sources, to reassess the
viability of the scytale as an ancient mode of secret communication, and thereby to challenge
modern theories, such as those forwarded by Kelly et al., which argue that the scytale was
never actually used as a cryptographic tool in the ancient world.**” As will be shown in this
chapter, these sources offer fragments of a bigger picture that emerges only when we look
directly at a wide range of available sources which discuss the scytale, allowing us to take a
broader view of the varied meanings of the word scytale. As will be shown, the sources give
us an idea of how scytalae could have been used for a variety of purposes, ranging from the
identification of fallen soldiers on the battle field (&ote uéilovies mapardrreoou o dvouazo
TPV ADTAOV EYPAYaVTo €ig OKVTALIOO. Kad EEIWaw €K THS XEIPOG, IVa TEAEDTAVTES 11] GYyvodVToL
oo @V oikeiwy [...] when about to enter the conflict, they [the Spartans] wrote their names on
little sticks which they fastened to their arms, in order that, if they died, they would not be
unidentified by their kinsmen; Diodorus Siculus, Library of History, 8.27; Excerpta
Constantiniana 4; see § 2.3.9) — to the sending of secret messages (see § 2.3; 2.4; Plutarch,

Life of Lysander, 19.5-7; Aulus Gellius, Attic Nights, 17.9.6-16)

146 Significantly, this idea of the Spartans being seen as a people using ‘non Greek’ practices can even be found
in Kasten’s 2001 cryptographic report ‘One Fish, Two Fish, Red Fish, Blowfish: A History of Cryptography and
its Application in Society’ in which the Greeks and Spartans are mentioned separately: Kasten 2001, 1-2.

147 See Kelly 1985, 162; Kelly 1998, 245; West 1988, 42; Strasser 2007, 278. Kelly, who dismisses the idea that
the scytale was ever put to proper practical purpose as a method of secret communication in antiquity,
acknowledges that if the Spartans ever had used the scytale for secret communication, they would most likely
have done so between the outbreak of the Peloponnesian War in 431 BCE and the Battle of Leuctra in 371 BCE.
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Although the sources we have are all non-Spartan, we will see that they show that other
Greeks — especially Athenians — acknowledged that the Spartans wrote and sent short written
messages and that they sometimes communicated in a secretive way. As well as hiding
steganographic messages under the wax of wax tablets, under the hair of a slave, or within the
body of a hare (as Spartans and Persians did, or so Herodotus alleged in his Histories), later
Greek sources from the 51" and 4™ centuries BCE discuss the Spartans as using another device
for sending long distance (and potentially secret) messages — the scytale. However, although
such descriptions are aligned with the longstanding ancient Greek stereotype of the Spartans
as a secretive society, they also need to be understood in connection to another predominant

Greek caricature of Spartan society — which saw the Spartans as illiterate.

2.2: Literacy in Spartan society

Taking a very broad definition of literacy as the ‘ability of an individual to make any use of
writing as a tool for the satisfaction of normal social, business, or political requirements,
however great or small’, we can investigate whether the question of literacy in Spartan
society helps to cast any light on these issues.'*® Significantly, Harvey and Tigerstedt, in their
1960s studies of the ancient Greek world argue that 5 and 4™ century BCE Greek sources
are unanimous (if also, as we have seen, highly biased) in declaring that the Spartans could
not read or write.1*° Boring, although being slightly more cautious, seems to have adopted
this view in his 1979 work Literacy in Ancient Sparta when stating that some Spartans might

have been able to only write their name — while only very few Spartans could potentially

148 Boring 1979, 1. See also Harris 1989, 3.
149 Harvey 1966, 624; Tigerstedt 1965, 49; 111.
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have been able to write much more.**® These views are clearly based on Athenian passages
that describe the Spartans as illiterate. Aristotle, for example, described the Spartans as
raising their children without concern for literacy or the higher values and educational
attributes valued and promoted by an Athenian ‘civilised’ upbringing (Aristotle, Fragments
611; Plutarch, Life of Lycurgus, 16.10; Moralia, 237a). What is more, the unknown author of
the late 5"/early 4™-century BCE work Dissoi Logoi (or: Pairs of Arguments) claimed that as
opposed to other Greek children, for the Spartans:

TG TOAdG W) HavOEVEW PHOGIKY Kod Ypappata kaddv, “Toot §” aioypov ) énictacOo todta TévTa

KooV, "Tmot 8 aioypov un énictacOon tadta wavro. (Dissoi Logoi, 2.10; see also Sphaerus the

Borysthenite, Fragmente der Griechischen Historiker, 585; Plutarch, Lycurgus, 14; Parallel Lives:

Agis and Clemones, 32.3; Xenophon, Constitution of the Lacedaemonians, 1-4)

it is seemly that their [i.e. the Spartans’] children not learn music and letters but for the lonians it is

unseemly not to know all these things.
However, as archaeological and epigraphic evidence shows, the Spartans were not
completely illiterate. Cartledge, for example, in his 1978 article ‘Literacy in the Spartan
Oligarchy’, discusses two inscribed bronze artefacts that were excavated at the Menelaion
sanctuary near Sparta in 1975, which were inscribed in letter forms that are distinguishably
‘Lakonian’.*®* One was a sacrificial meat-hook with the inscription ‘to Helen’ dating back to
the (late) 6™ century BCE; the other was an aryballos (a small spherical or globular flask with
a narrow neck) dating back to the middle of the 7™ century BCE. From the inscription on the
aryballos it is clear that the item was dedicated to ‘Helen, wife of Menelaos’. Moreover,
Cartledge points out the neatness of the inscription of the aryballos. This neatness suggests a

long writing tradition in Sparta.'® In addition, there are a number of other inscriptions known

150 Boring 1979, 1.
151 Cartledge 1978, 26; Catling & Cavanagh 1976, 145-157.
152 Cartledge 1978, 26.
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to have come from Sparta, on e.g. grave stelae, public buildings and tableware (e.g. on a
Spartan stele recording the names of those who fell at Thermopylae in 480 see Pausanias,
Description of Greece, 3.14.1; Herodotus, Histories, 7.224.1; on the inscribed monument
which the Lacedaemonians erected to mark the site of the regent Pausanias’ reburial see
Thucydides, History of the Peloponnesian War, 1.134.4, and Pausanias, Description of
Greece, 3.14.1).1% In fact, from surviving inscriptions it becomes clear that the Spartans
produced a number of public documents on a variety of subjects, and possibly even stored
them in a rudimentary archival system (as suggested by Boring and Millender).*>* We see, for
example, an inscription that lists the winners of games at the Leonidea — a Spartan festival in
honour of the legendary king Leonidas (Inscriptiones Graecae, V.1: Lakonia and Messenia,
1.20, cf. 1,18-19; see also: Plutarch, Life of Agesilaus, 19.10; Plutarch, Moralia, 1116f;
Tacitus, Annals, 4.43); two inscriptions containing lists of contributions to the Spartan war
fund during the Peloponnesian war (Inscriptiones Graecae, V.1: Lakonia and Messenia,
1.219); and two 5™ century BCE contracts inscribed on a bronze tablet (Inscriptiones
Graecae, V.1: Lakonia and Messenia, 2.159). What is more, the Spartans appear to have been
in possession of written collections of Delphic oracles by at least the end of the 6™ century
BCE.™ Ancient evidence recording Sparta’s alliances in the Greek world and beyond also
testifies to the practical literacy of Spartans. One such — a treaty between Sparta and the
Erxadieis (a branch of the Aetolians) known as the ‘Spartan-Aetolian treaty’ (Supplementum

Epigraphicum Graecum, 26.246) — dates back to around 420 BCE. ¢ At least two inscribed

153 Inscriptiones Graecae, V.1: Lakonia and Messenia; Laconia Survey Inscriptions Catalogue, Laconia Survey
Project; Cartledge 2003 (I & Il); Christidis, Arapopoulou & Chrite 2007; Hodkinson & Powell 2009; Hondius &
Woodward 1919-1921, 88-143; Kennell 2010; Powell 2017; Tod 1933, 108-111.

154 Boring 1979, 19-36; Millender 2001, 127.

155 parke & Wormell 1956 (see esp. nos. 1.82-98 for evidence concerning links between Delphi and Sparta,
especially in connection with the dual kingship in Sparta).

156 Bengtson 1975; Boring 1979; Millender 2001, 130-131; Peek 1974; Wolicki 2018, 21-30.
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copies of such treatises have partially survived.® In fact, it is highly likely that there were
once many more (now lost) Spartan inscriptions related to a variety of private and public
events. Many Spartan documents would have been written on perishable materials such as
wood, leather, or papyrus that have not survived. Millender, therefore, argues on the basis of
the available evidence that we should not assume that the Spartans wrote very little, but that
we should instead consider the existence of a great number of ‘now lost inscriptions’ from
Sparta.'®® In fact, it has been argued that literacy skills — however basic — were even
necessary for a full Spartan citizen, because of the Lacedaemonians’ frequent conduct of
warfare and diplomacy.**® The evidence discussed above therefore proves that the Spartans
were certainly not completely illiterate, even if the true extent of literacy in Sparta as, indeed,

in the ancient Greek world as a whole, is much debated.°

Most of the relevant sources on the Spartan scytale discussed in this thesis come from
non-Spartan (Athenian) sources from the 5™ and 4™ centuries, a period in which anti-Spartan
sentiment must have been high amongst the Athenians because of the Peloponnesian War.
This Athenian influence upon the picture of supposed Spartan illiteracy matters, because
Athens prided itself in its own sophisticated literacy. The first book culture in the world —
with various Athenian sources offering multiple references to book sellers and reading —
developed in Athens in the second half of the 5" century BCE (Aristomenes Fragment 9;
Eupolis, Fragment 327; Nicophon, Fragment 10; Theopompus, Fragment 79, all in Kassel

and Austin Poetae Comici Graeci; Aristophanes, Frogs, 52f; Euripides, Fragment 369 in

157 Inscriptiones Graecae, V.1: Lakonia and Messenia, 3; Bengtson 1975; Boring 1979; Millender 2001, 130-131;
Peek 1974; Wolicki 2018, 21-30.

158 Millender 2001, 138.

159 Millender 2001, 159.

160 See e.g.: Bodel 2001, 61; Cartledge 1978; 2001; 2013-I1; Harvey 1966,585-635; Hodkinson & Powell 2009;
2010; Millender 2001; Mintz 2018; Schrader 2011, 501; Too 2001, 69.
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Tragicorum Graecorum Fragmenta; Plato, Apology, 26d-e).1%! Large numbers of inscriptions
from this period and later sources suggest that written documents also seem to have been
widely used in Athens — and potentially in other cities as well — from the 5" and 4™ century
BCE onwards in public, private, monumental, commemorative and administrative
contexts.'? Yet, again we have to be cautious when putting a date to literacy in Greece since
this idea of the more widespread literacy in Greece from the 5/4" century BCE is simply
based on the large number of surviving texts from this period. Ceccarelli argues that from the
Hellenistic period reading and writing were an important and central part of daily life in the
ancient world throughout all levels of society.'®® However, despite multiple investigations,
there is still no unanimous scholarly agreement on the degree of literacy achieved by all the
Greeks in the late archaic and classical periods.*®* The question of whether or not Spartan
society in these periods was broadly literate remains vexed. Indeed, in contrast to Athens with
its seemingly common use of written documents for political, business, social, education, and
all kinds of other activities, the extant sources include Spartan illiteracy as part of the
stereotypical idea of Sparta being different from other city-states (especially Attica) —and
Athenians certainly supposed the Spartan society to possess a very low level of literacy in
comparison with their own. Hereby, according to (Athenian) tradition, the Spartans had no
historical records, literature, or written laws — as was expressly prohibited by an ordinance of
the lawgiver Lycurgus who supposedly lived and set up the Spartan Constitution (the Great

Rhetra) in the 9™ century BCE (Cicero, On the Republic, 2.10; Plutarch, Comparison of

161 O’Sullivan 1995, 115.

162 Harvey 1966, 624; Liddel 2018, 124; Rosler 2009, 436-437.

163 Ceccarelli 2013, 2.

164 See for studies on the spread and extent of literacy in ancient Greece e.g.: Boring 1979; Cartledge 1978;
Ceccarelli 2013; Clanchy 1979; Goody 1986; Goody & Watt 1968; Harris 1989; Havelock 1963; 1982; Harvey
1966; Immerwahr 1990; Johnson & Parker 2009; Pébarthe 2006; Sickinger 1994; 2018; Steiner 1994, 4; Street
1984; Thomas 1989; Trapp 2003; Turner 1952.
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Lycurgus and Numa, 4; Life of Agesilaus, 31; Life of Lycurgus, 7; 29; Thucydides, History of
the Peloponnesian War, 1.18). According to Plutarch:
Nopovg 8¢ yeypappévoug 6 Avkodpyog ovk E0niev, GAAL Hio TV KOAOVUEV@V PNTPAY E0TIV abTn. TO PHEV
YOp KUPIOTOTO KO HEYIOTO TTPOG EVSALOVIRY TOAEWMG KOl APETNV, €V TOIG Hifeowv HeTo Kol Talg Aymyais Tdv

TOMTAV EYKOTESTOLXEIONEVA, LEVELY dxiviTa Kol BEPata, Exovta TNV TPOoaipesty dEGUOV ioYLPOTEPOV TG

avérykng (Plutarch, Life of Lycurgus, 13.1)

None of his [Lycurgus’s] laws were put into writing by Lycurgus [...] For he thought that if the most
important and binding principles which conduce to the prosperity and virtue of a city were implanted in the
habits and training of its citizens, they would remain unchanged and secure, having a stronger bond than
compulsion.
Perpetuating these stereotypical, mythical ideas about Sparta having unwritten laws and the
Spartans being mostly illiterate, Isocrates, in his Panathenaicus — written about 340 BCE —
claimed that the Spartans were even more backward than barbarians. He argued that, while
some barbarians had been pupils of more civilised cultures (such as Athens) and even
occasionally their teachers, the Spartans had fallen so far behind civilised Greek culture and
learning that they would not even know how to instruct themselves ‘in letters’ (meaning, in
this context, in reading and writing) anymore (Isocrates, Discourses 12: Panathenaicus, 209).
As Harris argues, the word that Isocrates (and other Greeks) used to describe the supposed
illiteracy of the Spartans — aypduuaroc (agrammatos), literally ‘illiterate’ — also seems to have
meant ‘ignorant’, ‘uneducated’ or ‘uncultured’.!®® We also see this in Xenophon’s Memorabilia
where the author seems to have meant a lack of culture when using the word aypduuarzoc to
describe the Spartans (agrammatos; Xenophon, Memorabilia, 4.2.20). Aristotle even uses the
word when speaking about animals — whereby the word meant ‘unable to utter articulate

sounds’ which again seems to refer to the idea of an agrammatos (either human or animal)

165 Harris 1989, 5-6.
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being uncivilised (Aristotle, The History of Animals, 1.1.488a33).1%¢ And indeed, as Havelock
points out, Greeks in the Classical period seem to have distinguished with relatively broad
strokes between ‘literate/educated’ and ‘illiterate/uneducated’ people.'®” In fact, the Romans
also seem to have adopted this view. In the Roman period the idea of ‘not knowing letters’
(litteras nescire) still seems to have referred more to a lack of culture than to actual illiteracy
(see e.g.: Caecilius Statius, in: Comicorum Romanorum Fragmenta (ed. Ribbeck), 2.51 (line
60); Cato the Elder, Origins, Fragment 31; Cicero, On the Orator, 2.6.25; Seneca the Elder,
Suesoriae, 7.13; Seneca the Younger, On Benefits, 5.13.3).1% The idea of the Spartans being
both illiterate and uneducated as an enduring Athenian stereotype is further supported by an
account of Plutarch, who stated that it was Lycurgus who had originally decreed that, in order
to develop themselves physically, the Spartans had to give up on their mental or intellectual
development (Plutarch, Life of Lycurgus, 16). Finally, as Boring argues, it is not until the
beginning of the 2" century BCE that evidence for literacy in Sparta becomes more abundant
and Athenian authors appear to accept that their Spartan neighbours might be more educated
and cultured than previously understood or accepted.'®® This prevailing (Athenian) mythology
concerning the relative lack of culture of the Spartans in the classical period (although
grounded in the tradition that decreed the Spartans did not have written laws and upon the
Spartan focus on physical rather than intellectual development) resulted in a predominant trend
for other Greeks (especially Athenians) to see the Spartans not only as barbaric and illiterate,
but also (perhaps even consequently) as secretive and different. With this mythical idea in
mind, Campbell states that the Spartans were famous — or better still — notorious for their

(physical) military deeds — while Melville and Melville argue that during the siege of Plataea

186 Harris 1989, 6.

167 Havelock 1982, 41.
168 Harris 1989, 6.

169 Boring 1979, 81.
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the Spartans only used clumsily built and incomplete blockades since the Spartans were unable
to build anything better.'’® Yet, as Rundle Clark points out, myth belongs to a way of thinking
in which logical sense is irrelevant — myths do not necessarily represent real life.X’* The same
applies to stereotypes. The reality of Spartan literacy, therefore, is not necessarily represented
by the prevailing myths and stereotypes. The Spartans in the 5" and 4™ centuries BCE were
obviously not completely illiterate, nor were they entirely ignorant or uneducated. Herodotus
(as we saw in the previous chapter) describes the Spartans’ sending and receiving of messages
(Demaratus’ letter; Herodotus, Histories, 7.239), and Plutarch argues that, although the
Spartans did not learn to read and write for leisure (as the Athenians did), the Spartans did learn
some literacy basics for practical reasons (I pauuozo évexa tijc ypeiag éuavBovov [...] They
learned to read and write for purely practical reasons; Plutarch, Moralia: The Ancient Customs
of the Spartans, 4).1"? Indeed, as Thomas argues, the purpose of learning to read and write has
to be relevant to its users and to the contexts in which such literacy skills may be put to use,
otherwise literacy cannot take root in a society, while Powell adds that writing in antiquity was
never a scientific device, as we see it now. Instead, it was a tool only designed for practical
ends by practical people.”® Obviously, the practical reasons to learn to read and write are
always different for everyone depending on the context of their situation and background. For
the Spartans, for example, being able to read and write their names, as well as being able to
read and write other simple messages in a variety of practical contexts (such as those relating
to inscriptions) would probably have been sufficient — as illustrated by the simple votive
inscriptions found at the ‘Menelaion’ and other Spartan archaeological sites. For a Spartan,

then, having the literacy skills necessary to send and read a scytale message — would have been

170 Campbell 2006, 37; Melville & Melville 2008, 157-158.

171 Rundle Clark 1959, 263.

172 Chadwick 1987, 11; Harris 1989, vii; O’Sullivan 1995, 115; Thomas 1995, 183.
173 powell 1997, 4; Thomas 2009, 13. See also Cartledge 1978.
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just as useful as knowing how to sharpen a sword. 1 Thus, although some non-Spartan sources
seem to perpetuate the belief that the Spartans were illiterate, barbaric, uncivilised, and
uneducated (Plato, Greater Hippias, 284-285; especially 285c; Plutarch, Life of Lycurgus, 13.1)
a range of other ancient sources signal a connection between Spartans and literacy in the context
of messaging or keeping records — in which context these sources typically and significantly
highlight the use of some kind of scytale (Aristophanes, Birds, 1280-1285; Lysistrata, 985-992;
Athenaeus of Naucratis, The Learned Banqueters, 10.451d; Diodorus Siculus, Library of
History, 8.27; 13.106.8-9; Nicophon, The Birth of Aphrodite (The Fragments of Attic Comedy
1 (Fragment 2)); Pindar, Olympian Odes, 6.90-92; Photius, Lexicon, entry: oxvrddy (1 and I1);
Plutarch, Life of Agesilaus, 10; 15; Life of Alcibiades, 38; Life of Artaxerxes, 6; Life of
Lysander, 19; 20; Polyaenus, Stratagems of War, 1.17; Theophrastus, Nomoi, fragment from
Biblioteca Apostolica Vaticana; Vat. Gr. 2306; Thucydides, History of the Peloponnesian War,
1.131.1; Xenophon, Hellenica, 3.3.8; 5.2.33-37; see 8§ 2.4). According to these sources,
scytalae could have been used in a variety of contexts and for a variety of purposes. These

would have included giving a messenger formal authentication as we find in Pindar’s odes:
gool yap &yyehog 6pBoc,uKdnmY okvtdio Moisdy (Pindar, Olympian Odes, 6.90-92)
for you are a true messenger, a message stick [scytale] of the fair-haired Muses
The ‘illiterate’ Spartans were, it seems, perfectly able to read and to write and to use their
skills in literacy (however basic) to communicate effectively in a variety of practical

contexts. Indeed, we see this apparent contradiction between (Athenian) stereotype and

(Spartan) reality already reflected in Herodotus’ treatment of the Spartans. After the

174 Boring 1989, 63. A society in which the majority of people cannot write more than their own name is known
as a ‘semi-literate’ society (Havelock 1971, 14; Havelock 1982, 59; Turner 1973; Youtie 1971, 239-261). See on
inscriptions from Sparta e.g.: Cartledge 2003 (I & Il); Christidis, Arapopoulou & Chrite 2007; Hodkinson &
Powell 2009; Hondius & Woodward 1919-1921, 88-143; Kennell 2010; Powell 2002; 2017; Tod 1933, 108-111.
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Peloponnesian War and the Athenian defeat, when we might expect anti-Spartan sentiment to
have been particularly high, and negative myths and stereotypes relating to Sparta to have
flourished in Athens, we find Herodotus relating as history a story related to ‘barbaric’ Sparta
—and to the overthrowing of oriental and ‘other’ despotic regimes (see § 1.2.6). As we saw in
the preceding chapter, according to Herodotus, writing around 440 BCE, Demaratus sent a
secret letter to the Spartans to warn them about the Persian invasion around 480 BCE (8
1.2.5; Herodotus, Histories, 7.239) — hereby making a salient connection between Spartans
and their characteristic secrecy. However, his account also (necessarily) assumes a
connection between the Spartans and letter writing — that is, an acknowledgement of their
literacy.

After Herodotus, other Greek sources — especially Athenian sources — in the 5" and
4™ centuries BCE followed up on this Herodotean idea of the Spartans and their connections
to secrecy and to secret writing (see e.g.: Plato, Laws, 1.633b-c; 6.763b; a Scholia on Plato’s
Laws, 1.633b-c; 6.763b; Ed. De Forest Allen, Burnet, et al.).1”> According to such sources,
non-Spartans seemed to have believed that the Spartans probably did not write all that often,
but when they wrote letters or needed to communicate over any distance, they used a strange
and secretive scytale device for writing and sending their messages (see § 2.3 and 2.4). And
thus, we can dismiss the ‘myth’ of Spartan ‘illiteracy’ from our investigation into the
question of whether the Spartan scytale would and could have been a useful device for secret
communication in the ancient world. Those historians of cryptography who see the Spartans
as illiterate ‘barbarians’ base their interpretation of Spartan society — and thereby the
likelihood or otherwise that Spartan society might have used the scytale for secret
communication — upon selective and biased ancient sources, as well as upon now outdated

scholarship. We can therefore look again at the role of the scytale as a device for secret

175 Cartledge 2003, 70; De Forest Allen, Burnet, et al. 1938; Ross 2012.
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communication and investigate what the ancient Greek sources (mindful of their biases and

limitations) have to tell us.

2.3: The scytale in non-Spartan sources

2.3.1: Archilochus of Paros (7™ century BCE)

The first thing that strikes us when we take a comprehensive survey of the extant sources which
discuss the Spartan scytale is the great variety of different devices and artefacts to which the
label scytale seems to apply. The second significant discovery we make is the fact that,
although most ancient Greek sources discuss the scytale in the context of messaging or
communication of some kind, very few sources directly or unambiguously link the scytale to
any type of secret communication.*’®

In a passage from The Learned Banqueters, Athenaeus of Naucratis who wrote in the
late 2"Y/early 3" century CE reported that Apollonius of Rhodes had referred to the scytale as
a Spartan cryptograph in his Treatise On Archilochus on the 7""-century BCE poet Archilochus
of Paros:

TRapTETY GKOTAANY. STt 8& AeVKd idvit Teptethodveg T okutéAny oi Adkmveg Eypapov & HBovAovTo,

gipnkev ikovdg Amolaviog 6 Podog év 1@ Tept Apyihdyov (Athenaeus of Naucratis, The Learned

Banqueters, 10.451d; for the complete passage see Appendix 1, page 265-266)

[that the] Spartans wrapped their message-staffs in white thongs and wrote what they wanted on them,

Apollonius of Rhodes discusses this at length in his On Archilochus.

176 |f some of the Spartans’ contemporaries believed a scytale had only non-cryptographic uses, this would be to

the Spartans’ benefit. It would have been valuable disinformation.
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Based on this passage some modern historians of cryptography see Archilochus as the first
ancient writer to make reference to the scytale as a means of secret communication.’” Yet, this
claim cannot be made with any certainty for various reasons. Firstly, Archilochus’ original
work has not survived, nor has Apollonius of Rhodes’ Treatise on Archilochus — the reputed
second-hand (3" century BCE) source for this attribution to Archilochus, which appears only
at third-hand in a work by Athenaeus of Naucratis written in the late 2"%/early 3" century CE.
Ceccarelli argues that Athenaeus — and, therefore, Apollonius and potentially also Archilochus
— here described an obscure and enigmatic mode of writing related to the Spartans.'’® Yet, this
interpretation cannot be derived from Athenaeus’ passage since nothing in the text indicates
that secret messages were meant in this context. However, it is plausible that Archilochus might
well have discussed the scytale as a cryptograph in Apollonius’ source or any other source,
because he appears to do the same in a fragment from Archilochus that has survived in the
work of Herennius Philo. Here, Archilochus does appear to have had some cryptographic form
of the scytale in mind (On the Different Meanings of Words; Greek lambic Poetry: From the
Seventh to the Fifth Centuries BC; Fragment 185). According to this source, he described the
scytale as a sort of messenger-stick use for authentication — to give the speaker the right to
speak — an idea also suggested by Bowie:*"®

gpém v’ Dy aivov, [...] dyvouévn oxvradny (On the Different Meanings of Words; Greek lambic

Poetry: From the Seventh to the Fifth Centuries BC; Fragment 185)

A grieving message stick, | shall tell you people a fable

177 Boring 1979, 40; Kelly 1998, 246; West 1988, 42.
178 Ceccarelli 2013, 238-239.
179 Bowie 2019, 284. See also Swift 20109.
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As shown in the quotation, Gerber translates this as ‘a grieving message stick’ (dyvouévn
oxvtadn).*® Quite what a ‘grieving’ stick of any variety might look like is hard to imagine here
but the word ‘grieving’ potentially refers to one of the scytale’s functions, namely to identify
fallen soldiers on the battlefield — as will be discussed in more detail in § 2.3.9 on the Greek
historian Ephorus (Diodorus Siculus, Library of History, 8.27; Excerpta Constantiniana 4;
Polyaenus, Stratagems of War, 1.17). Yet, another possibility is that the word dyvouévy in this
context should not be translated as ‘grieving’ or ‘mourning’ but as ‘vexing’ or ‘annoying’ (see
offered by the LSJ).'8 This invites the interpretation that the messenger-stick in question is
puzzling or perplexing in some way, perhaps because the message it contains is encrypted or
encoded and therefore difficult to read for anyone without the means to decode its cipher. This
is an intriguing possibility, but is far from clear-cut as a description of the scytale as an ancient
cryptographic device. In this context the scytale could have been a messenger stick, a baton
bearing incisions and functioning as an aide-mémoire for the messenger, or the vehicle for a
Spartan non-secret message.'? What is more, many of Athenaeus’ sources were fictitious and
anecdotal (as, significantly, Ceccarelli himself points out) — making it difficult to use
Athenaeus as a reliable source here.'® On the basis of the evidence that is available to us, we
may logically say only that Apollonius referred to the scytale in the context of messaging and
communication before Athenaeus did so; and that Archilochus probably — yet not provably —
referred to the scytale in the same context earlier still in a now lost passage. The assumption
that these early references to the scytale unambiguously indicate its use in secret messaging

and communication would seem to be unjustified.

180 Gerber 1999, 201.

181 ) iddell & Scott Greek-English Lexicon, entry éyvouaa..
182 Ceccarelli 2013, 32.

183 Ceccarelli 2019, sv.v: Athenaios (166); Autokrates (297).
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2.3.2: Pindar (5th century BCE)

Thus, although we cannot be certain on the basis of the extant evidence whether or not
Archilochus of Paros refers to a scytale in the context of secret communication or merely as a
device used in the context of messaging for the first time in the 7" century BCE, the Theban
poet Pindar certainly refers to the scytale in a non-cryptographic messaging context in the 5%
century BCE. It becomes clear from his sixth Olympian Ode that a scytale was used as a sort
of messenger-stick — as heralds or bards would have — whereby the stick would give the bearer

the chance and right to speak:
€ooli yap dyyehog 6pBoc,
MukOUOV okVTAAN Motsay,
YAUKUG kpatp dyaedéyktov dowdv: (Pindar, Olympian Odes, 6.91-93; see also page 93)
for you are a true messenger,
a message stick of the fair-haired Muses,

a sweet mixing bow! of loudly ringing songs.

In Pindar’s passage the scytale is clearly not used for sending secret messages. On the contrary,
the context makes it clear that here a singer — holding the scytale or messenger stick — is thereby
given the opportunity to praise an Olympian victor.'®# Although Race — in his translation of
Pindar — translates the word oxvtaln (scytale) as ‘message stick’, he then — in a note — refers
to the Spartans’ use of the scytale as a cryptographic device.'® This dual reference (by Race)
seems to suggest that Pindar’s singer may have meant to communicate a secret message here —

but this is not authorised by the text. While Boring seems to believe that Pindar indeed meant

184 1n a similar performance context, Archilochus — in Fragment 185 — also appears to describe the scytale as a
messenger stick, although, here the speaker was about to tell a fable.
185 Race 1997, 114-115.
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a secret scytale message here, he argues that although Pindar said nothing about the scytale
being used for secret communication in this passage, it shows his awareness of the existence
of the common use of scytalae for the purpose of secret communication.*® However, it seems
clear that the scytale in Pindar’s ode has no cryptographic associations and is simply the

referent for a symbolic stick or staff.

2.3.3: Aristophanes (late 5"/ early 4" century BCE)

2.3.3.1: Birds

The comic poet Aristophanes, who was active in the late 51" to early 4™ century BCE — provides
our first Athenian source for the scytale. Aristophanes used the word twice in his plays. The
word first appears in his Birds, where a herald tells the Athenian Peisetaerus that once upon a
time, before Athens became civilised, all Athenians would behave like the barbaric Spartans
(cf. Herodotus, Histories, 6.58-60 in which Herodotus described the Spartans as barbaric and
‘non Greek’; see also introduction to chapter 2). They would — for example — wear their hair
long, never bath themselves, and brandish batons (scytalae) to threaten their enemies or simply
to show their anger or excitement (Aristophanes, Birds, 1280-1285; for the complete passage
see Appendix 1, page 264). Indeed, the 1-century BCE grammarian Didymus points out in his
ancient commentary on the Birds that a scytale was simply a stick carried about by Spartan
commanders, which may have been used to strike an enemy or person of lower rank (Didymi
Chalcenteri Grammatici Alexandrini, Fragment 1283-1284).8" It is likely, then, that

Aristophanes wanted his audience to think that the Spartans were carrying big phallic sticks for

186 Boring 1979, 39.

187 According to the Scholia on Aristophanes’ Birds this is also mentioned by the 4"-century CE Roman author
Symmachus — an author not discussed by Kelly or West (Scholia on Aristophanes Birds, 1283-1284; Edition:
White 1914, 228).
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no reason other than to look fashionably rugged and manly. Indeed, as Boring, Piccirilli and
Sommerstein point out, Aristophanes probably referred here to a distinctive type of walking-
stick with a twisted and knobbed end that is known from ancient Sparta — rather than referring
to the Spartan cryptographic practice of sending scytale messages.'®® According to the
scholarship on this topic, Spartans often used such walking-sticks, as did upper-class Athenians
who aped Spartan ways — in comedy and in real life.'® Thus, the passage is not a reference to
scytalae being used for sending messages (secret or otherwise) per se. However, according to
Sommerstein, the passage might show that the Athenians were familiar with scytalae in the
context of their use for communicating ‘official Spartan dispatches’ —whether these were secret
dispatches or not.**® Although Jeffery does allow for the possibility that the Spartans used
scytalae for the purposes of secret communication, there are some flaws in her argument. In
her 1990 publication The Local Scripts of Archaic Greece she suggests that writing messages
on leather rolls, and then winding them round a stick for transport (as might have been the case
here) had once been common practice in archaic Greece, and that it is likely that in using the
scytale for secret communication the Spartans were merely retaining this practice.'®* However,
the practice that Jeffery describes seems to be the opposite of how the Spartans actually used
scytalae for sending secret messages. In Jeffery’s example, a message is first written on some
writing material, like a strip of parchment, and only then wrapped around a scytale for easy
transport — something that will also be discussed as a possibility in the analysis of the passages

from Nicophon’s Birth of Aphrodite (The Fragments of Attic Comedy 1, Fragment 2), and

188 Boring 1979, 41; Piccirilli 1981, 5; Sommerstein 1987, 283; 1990, 205; 2002; 236.

189 Aristophanes, Lysistrata, 985-991; Boring 1979, 41; Sommerstein 1987, 283; 1990, 205; 2002; 236.

190 Boring 1979, 41; Sommerstein 1990, 205. We also see this in Plutarch’s 2"-century CE description of the
scytale where Plutarch discussed that the stick as well as the (official) dispatch bore the same name: ‘scytale’ (Life
of Lysander, 19.7).

191 Jeffery 1961, 57.
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Thucydides’ History of the Peloponnesian War (1.131.1). However, in using the scytale for
sending secret messages, the ancient evidence suggests that the Spartans first wrote their
message on the writing material that was already wrapped around the scytale, and then
unwrapped it before it was sent away (possibly wound around yet another scytale rod for
transportation). To decode the encrypted message, the recipient re-wrapped the material around
a second (or third) scytale rod (which would have needed to be exactly the same diameter as
the original to make easy decryption possible). Therefore, Jeffery might be correct in theorising
that the Spartan scytale retains some element of an archaic Greek tradition involving the
transportation of messages written on strips of leather and wrapped around a ceremonial staff
of some kind — but there are crucial differences in the two practices. Indeed, it is noteworthy
that Jeffery’s theory aligns the Spartan scytale with an archaic (that is, an early, relatively
primitive) practice for messaging in ancient Greek societies — perpetuating the Athenian
stereotype of Sparta as a relatively primitive, backwards, and uncivilised society. It thereby
potentially obscures the idea that the Spartan scytale might represent a development and
evolution upon this earlier Greek tradition for messaging — downplaying the possibility that the
scytale might also have been used for other, more sophisticated, types of (secret)
communication.

Hornblower — who does believe that scytalae were used as cryptographic devices —
points out that sticks in ancient Greece (scytalae), gave their bearer clear and visible power
over other people, for example, to violate one’s subordinates (as later in the Roman army an
optio, acting as deputy of a centurion, carried a stick with which to keep the troops in order),'%2
but also to show symbolic power (as sceptres do for kings and queens).*®® The use of the scytale

as a cryptographic device, he states, clearly illustrates that the Spartans had this feeling of

192 Rankov 2007, 41
193 Hornblower 2009, 64-65.
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physical and symbolic power that sticks would give their bearers and that they knew how to

use it:

[the] skytale [was] used by high-ranking Spartans to send messages wrapped round a stick. The
specifically Spartan use of a stick to send messages in this way nicely illustrates the evident Spartan

feeling that a stick was good for saying things with.*%*

Although Piccirilli did not discuss the scytale as a cryptographic device, he seems to agree with
Hornblower on this point of physical and symbolic power when arguing that the scytale was
the weapon par excellence of an archaic fighter and a symbol of strength (I'arma per eccellenza
del combattente arcaico e simbolo di forza) — a point similarly made by Eliade.'% Nevertheless,
it is impossible to determine from this source whether or not the scytale in Aristophanes’ Birds
refers to a staff or baton, a walking stick, or a ‘dispatch stick’ — yet it seems unlikely, in either

case, that any secret messaging is associated with its function in this context.

2.3.3.2: Lysistrata

A second passage in which Aristophanes used the word scytale (twice) can be found in the
Lysistrata (985-992; for the complete passage see Appendix 1, page 264-265) — which, like
Birds, is set in Athens. In this passage the Athenian magistrate Cinesias asks a Spartan
messenger what he has hidden under his cloak. The messenger assures him that he is not hiding
a weapon, but is instead carrying a ‘Spartan walking stick’ (scytale; 991). Cinesias —whom the
herald is addressing — then assures him that he understands the problem, since he sometimes
has a ‘Spartan walking stick’ too (992). The tone of the passage clearly suggests that the

messenger is trying to hide a phallus, which he and Cinesias here euphemistically call a

1% Hornblower 2009, 61.
195 Eliade 1970, 20; Piccirilli 1981, 6. When used as a cryptographic device scytalae indeed gave power to both
the sender and the recipient, not clear visible power that could have been used for violent purposes, but an invisible

power since only the sender and recipient understood each other’s messages.
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‘Spartan walking stick’. As in the Birds, Aristophanes here mocks the unsophisticated
(barbaric) Spartans. And again, this is not a reference to secret communication. Boring,
therefore, seems in error when arguing that this passage offers evidence of the scytale being
used for the purpose of secret communication.!®® Yet, although the herald in this case may be
trying to hide an erect phallus, the reference to the scytale in this context might also be a
reference to a walking stick (as in the previous passage) or to an official messenger stick (used
as a sort of authentication device) as suggested by Anderson and West.**” And again, although
it is impossible to determine from this source whether or not the scytale in Aristophanes’
Lysistrata refers to a staff or baton, a walking stick, a ‘dispatch stick’, or a phallus, it seems

unlikely that any secret messaging is associated with its function.

2.3.4: Nicophon (4" century BCE)

Nicophon — an Athenian playwright and near contemporary of Aristophanes — also referred to
a scytale in his play The Birth of Aphrodite. Very few fragments from this comedy have
survived, but one very short fragment in which the word scytale appears is collected in
Edmonds’s The Fragments of Attic Comedy 1 (Fragment 2). In the fragment — which is only
one sentence long — a figure urges another figure to let go of their scytale and parchment and
wishes the other figure to go to hell (odx éc kdpakog t@ yeip’ dmoioeic ékmodwv dmo tov
oxvtodiov < > kai tij¢ oipbépag). Only a few commentaries and translations are available in
which this passage is discussed. Edmonds — in his 1957 translation in The Fragments of Attic
Comedy — translates the sentence as: Let go the stick [scytale]-and-parchment and to hell with

you! (see also Kassel and Austin).}®® The translation of the words oxvradiov < > xai tijc

1% Boring 1979, 39.
197 Anderson 1970, 68; West 1988, 43-44.
198 Edmonds 1957, 935; Kassel & Austin 1989, 64.
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opbépac as ‘stick-and-parchment’ suggests a reference to the Spartan practice of either
wrapping letters or dispatches around a scytale for transport as Jeffery suggests, or to the
practice of using them to communicate secret messages.'®® However, Storey in his 2011
translation of Fragments of Old Comedy, translates the sentence as: ‘Why don’t you take your
hands off the [“my”?] staff and jacket and go to hell?’, implying that the person who was being
cursed was holding the other person’s cloak.?%° However, the word iudziov (himation) was more
commonly used to describe a cloak or coat in ancient Greece (See e.g.. Aristophanes,
Ecclesiazusae, 333; Demosthenes, In Timocratem, 24.114; De Falsa Legatione, 19.314;
Inscriptiones Graecae, 22.1524.205) — while according to Herodotus, paper or parchment was
sometimes referred to as ‘skin’ as it was made from animal skin (Histories, 5.58) —an argument
in favour of Edmonds’ translation of a ‘stick-and-parchment’. Since the passage is only one
line long and completely out of context it is very hard to reconstruct what Nicophon may have
meant. Kelly presumes that nothing in the passage directly refers to scytalae being used as
cryptographic devices and, therefore, asserts that Nicophon does not have secret
communication in mind here.?** However, absence of evidence is not evidence of absence, and
nothing about the scytale in this source can be said with any certainty based on the evidence

provided.

2.3.5: Thucydides (2" half 5" century BCE)

Although the earliest sources on the scytale are highly ambiguous, offering little concrete
evidence on whether or not the scytale was used for secret communication, the Athenian

historian Thucydides in the second half of the 5" century BCE ostensibly offers a slightly

19 Edmonds 1957, 935; Jeffery 1961, 57.
200 Storey 2011-1, 401.
201 Kelly 1998, 248.

104



clearer picture. In chapter 1.131 of the History of the Peloponnesian War Thucydides discussed
how the Spartans summoned their general Pausanias home, because of misbehaviour — by
sending him a scytale message. After being dislodged from Byzantium by the Athenians,
instead of returning home, Pausanias had settled in the Troad (Anatolia) where he was tarrying
for no purpose and intriguing with local inhabitants — who Thucydides calls ‘barbarians’
(Thucydides, History of the Peloponnesian War, 1.131.1; compare with Herodotus Histories,
6.58-60) — when he received a scytale summoning him home (Thucydides, History of the
Peloponnesian War, 1.131.1). Smith in his translation of the work translates the word as
‘scytale message’, while Himmond translates it as ‘dispatch-stick’.2%2 Both scholars then align
these references to the Spartan practice of using a scytale as a cryptograph, whereby Smith
explicitly describes the scytale as a special staff used to send cryptographic messages.?®
Rhodes and Lattimore simply use the word ‘scytale’ in their translations.?** Rhodes adds that
the scytale stick was not used as a cryptograph in this context, but for easy transport of a
dispatch instead (see also Jeffery), while Lattimore (aptly) points out that it is unclear how the
scytale as message stick would have worked or how a stick (as opposed to a bag, say) would
have made transporting a written message easy.’® Yet, in a commentary on Thucydides
Andrewes argues that in the letters and situations that Thucydides describes, it must be assumed
that secret communication — in this case scytale messages — was commonly used.?’® However,
although it is clear that the Spartan scytale discussed in Thucydides’ passage conveyed some

kind of official dispatch and message, and although it is plausible that a coded letter — a scytale

message — was sent (because of the politically and military sensitive content and intent of the

202 Hammond 2009, 63; Smith 1919, 220-221.

203 Hammond 2009, 63; Smith 1919, 220-221.

204 |_attimore 1998, 63; Rhodes 2014, 161; 271.

205 Jeffery 1961, 57; Lattimore 1998, 63; Rhodes 2014, 161; 271.
206 Andrewes 1981, 120, in: Gomme, Andrewes & Dover 1981.
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letter), since the passage is not a complete and clear description of the use of the scytale as a
cryptographic device we cannot tell whether the scytale in this case was used for the purpose

of secret communication.

2.3.6: Xenophon (late 5"/ early 4" century BCE)

2.3.6.1: Hellenica 3.3.8

The next source is once more Athenian: Xenophon’s Hellenica — written in roughly the same
period as Aristophanes’ and Thucydides’ work (late 5% to early 4" century BCE) — in which
the word scytale is used four times. The first two references to the word can be found in
Hellenica 3.3.8-9. In Hellenica 3.3 Xenophon discussed how a conspiracy led by Cinadon
became known to the Spartan ephors (3.3.4-5). To prevent the conspiracy from happening,
upon hearing about this, the ephors decided to send Cinadon together with some of his fellow
conspirators away from Sparta to the town of Aulon on some errand. Cinadon had to bring back
to Sparta certain Aulonians and Helots whose names were written in an official dispatch — a
scytale — (mentioned twice at 3.3.8-9; for the complete passage see Appendix 1, page 299).
Once more a scytale here apparently refers to an official Spartan dispatch, rather than a device
for secret communication. Therefore, it is aptly translated as ‘official dispatch’ by Brownson
and as ‘despatches’ by Warner and Cawkwell.2% It is notable in this context, however, that the
dispatch under discussion appears to have been very simple indeed in terms of the text of its
message. In fact, it seems to have simply comprised certain ‘names’. Perhaps we see here
evidence once more of the Athenian stereotype of the Spartans as semi-illiterate and able only
to read and write their own names. What we do not see is evidence for the scytale being used

in this source or this context for the purposes of secret communication.

207 Brownson 1918, 223; Warner & Cawkwell 1979, 162.
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2.3.6.2: Hellenica 5.2.33-37

The other two references to scytalae in Xenophon’s work can be found in Book 5, the first one
in chapter 5.2.33-35 — in which Leontiades addressed the Spartans proposing a new alliance
between Thebes and Sparta. With this alliance, according to Leontiades, if the Thebans ever
found themselves in need of help from their allies, they would only have to send a short
message — a scytale — to Sparta and help would immediately come (dAL’ dpréoer Suiv uikpo:
oKvTaln Wot’ ékelfev mavta Vrnpeteiobor Sowv av dénabe, éav womep HUETS LUDY, 00T®W Kol
vueic nuav émusiijode [...] a brief message from you [the Thebans] will suffice to secure from
that quarter all the support that you may desire, provided only you show as much concern for us
as we have shown for you; Xenophon, Hellenica, 5.2.34-35; for the complete passage see
Appendix 1, page 299). Because of the non-secret context here, and the two different states
involved, Brownson translates the word oxvtaldy as ‘brief message’, and Warner and Cawkwell
translate it as ‘short message’.2%® Once again, it is notable in this context that the dispatch under
discussion appears to have been simple and short. Perhaps we see here further evidence of the
stereotype of the Spartans as semi-illiterate and able only to read and write short messages.
Once again, what we do not see is evidence for the scytale being used for the purposes of secret
communication. The same applies to the second reference to a scytale in Xenophon’s work at
5.2.37, in which Xenophon described how the Spartans — after the speech of Leontiades — sent
scytalae to various allied — non-Spartan — states (ei¢ ra¢ ovupoyidag molels orkvtaiog diEmeunov
[...] [The Lacedaemonians] transmitted official dispatches to the various allied states; 5.2.37;
for the complete passage see Appendix 1, page 300). In this context the term has again been
translated by Brownson as ‘official dispatches’ and simply as ‘despatches’ by Warner and

Cawkwell and it seems unlikely that these scytalae were secret or encrypted messages.?%®

208 Brownson 1921, 49; Warner & Cawkwell 1979, 268.
209 Brownson 1921 49; Warner & Cawkwell 1979, 268.
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2.3.7: Avristotle (4" century BCE)

The broad semantic range and ambiguity of the term ‘scytale’ as it appears in various ancient
contexts, as we have seen above, makes it difficult to determine sometimes whether a writer is
referring to a simple staff or baton, a walking stick, a ‘dispatch stick’, a cryptographic device
—or, in at least one instance, a phallus. From another group of sources it seems that there was
another meaning attached to the term scytale in antiquity, which merits our particular
consideration and analysis here. In a passage from Photius’ Lexicon, written in the 9" century
CE (but recording much earlier lexical definitions), Photius gave various meanings of the word
scytale (Photius, Lexicon, entry: oxvzadn (1) and (I1)). According to Photius, the principal
meaning of the word scytale was ‘a thick-ended rod’ or a ‘whip’ (Baxtepia drpo mdyn #
ppoyéldiov; Photius, Lexicon, entry: oxvtaly (1)). However, Photius then added a secondary
meaning, discussing how the Spartans used scytalae for their secret communication in a
description that is very similar to those of Plutarch and Aulus Gellius and is clearly derived
from these sources (see § 2.3.10; 2.4; 4.1.3; Photius, Lexicon, entry: oxvzdAy (11); Plutarch, Life
of Lysander, 19.5-7; Aulus Gellius, Attic Nights, 17.9-15; for the complete passage see
Appendix 2, page 305). However, in a third definition of the word scytale, Photius also
described how — according to Dioscorides in his now lost 1%-century CE work On Customs —
the Spartans also used scytalae to set up contracts (Photius, Lexicon, entry: oxvzddy (I1)). A
money lender in Sparta would divide a scytale into two pieces and write the same contract onto
the two scytalae — thereby creating two copies. One copy would be given to a witness while
the other copy stayed with the money-lender (diookovpidnc 8¢ év toic mepi vouiuwv todg
daveilovrag év Zméptni S1aapelv oKvTEANY SD0 TAPOVIWY HapTupmy Kol Ypagery 10 cuufolaiov
év éxotépwr Tunuatt; [...J] Dioscorides in On Customs [says] that lenders in Sparta divide a
'skytale’, with two witnesses being present, and write the contract on each piece. And that [a

lender] gave the one to one of the witnesses but kept the other by himself; Photius, Lexicon,
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entry: oxvzady (I1)). According to Photius, Aristotle had already described this practice as
occurring among the Ithacans in his Constitution of the Ithacans ("Eypdvro 6 avtd xai élior.
Q¢ Apiototédnc év i I0oxnoiov molitsion unf [...] Others too used to use it, as Aristotle
[says] in the Constitution of the Ithacans 42; Photius, Lexicon, entry: oxvtdin (I1)); for the
complete passage see Appendix 2, page 305). Diels seems to misinterpret his sources when
arguing that this passage shows that the Ithacans used scytalae for secret communication like
the Spartans did.?'% Yet, this use of scytalae to set up contracts as discussed by Photius was
clearly not the same as the Spartan practice of using the scytale as a cryptographic device and

clearly no secret communication per se is involved in this ingenious scheme.

2.3.8: Theophrastus (4" century BCE)

A similar association with the word scytale appears in a Vatican palimpsest containing two
short fragments dealing with the political and legal antiquities of several Greek states
(Biblioteca Apostolica Vaticana; Vat. Gr. 2306). From their contents, Aly and Shordone
conclude that the fragments came from a work of Theophrastus (Nomoi) — a pupil of Aristotle
— and draw heavily upon Aristotle’s Politeia.?!! In a passage on judicial procedures in Sparta
that has only partly survived, it becomes clear that scytalae were regularly used to keep records
during commercial, financial, and contractual processes (Biblioteca Apostolica Vaticana; Vat.
Gr. 2306). This does not preclude their use in these contexts as tools for secret (or private)
communication but clearly their form and function here is very different to the encoding
required for a full cryptographic function. Keaney and Szedegy-Maszak — in their translations

of Theophrastus’ work based on the works of Aly and Sbordone — therefore, simply use the

210 Diels 1914, 65.
211 Aly 1943; Keaney 1974, 179-194; Shordone 1950.
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word ‘scytale’. 2*2 Again it shows that scytalae — in this case, it seems, ‘sticks’ of some kind —
were used for a range of different purposes and that we must examine context closely in order

to ascertain whether any encryption or secret communication is implied.

2.3.9: Ephorus (4™ century BCE)

Diodorus Siculus’ Library of History — written in the 1% century BCE — and Excerpta
Constantiniana — a Byzantine encyclopaedia written in Ancient Greek in Constantinople in the
10" century CE appear to preserve some references to scytalae attributed to the 4™ century-
BCE author Ephorus —who wrote a universal history of the Greek and non-Greek world, which
has not survived.?® In these sources we see the word scytale once as well as the word scytalida
(‘little stick’; oxvtalioa). In the first passage — in which we find the word scytalida — it is
discussed how the Spartans — when going into battle — wrote their names on scytalida (little
sticks) that they fastened to their arms in order that — if they died on the battlefield — their
kinsmen could identify them (Diodorus Siculus, Library of History, 8.27; Excerpta
Constantiniana 4). According to Polyaenus — writing in the 2" century CE — the 7"-century BCE
Spartan poet Tyrtaeus also referred to this practice — potentially making this the only Spartan
reference to a scytale (Iva d¢ Dmo t@v oiyeicwv &v i) TV vexpdv dvaipéoct yvawpiloito Eyaotog,
énl [tog] oyvtalidog todvoua ypoyaviwv yal tij Joad yepl pepoviov [...] if they [soldiers] died,
they might easily be recognised amongst the bodies by their friends, they engraved their names
on their [scytalae — skytalidas], which were fastened to their left arms; Polyaenus, Stratagems
of War, 1.17; see also page 84). In this example, scytalae were used not for the purpose of

securing confidential details, but were instead used for identification purposes — the ancient

212 Keaney 1974, 179-180; Szedegy-Maszak 1981, 91-95.
213 Kelly 1998, 251; Stylianou 2013, 262-263.
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equivalent of name badges or military ‘tags’. Significantly, Boring sees this as a rather curious
custom and wonders if, given the closeness of Spartan society and the relatively small numbers
often involved in battles, such a device would have been necessary for identification of the
dead.?* Boring — while he is not convinced about the practicality of the system — suggests that
a scytale could have been cut in half or that two scytalae of the same size were taken — with
the soldier’s name being written on both halves. One half could then be given to the soldier to
be identified on the battlefield if necessary — while the other half was kept in Sparta and served
as a sort of register of participants in any given battle or expedition. Those soldiers who failed
to return home — and who perhaps could not be found on the battlefield — could later be
identified with these sticks.?*® In Ephorus’ second passage — in which we find the word scytale
— it is discussed how the Spartan general Lysander —when campaigning against the Athenians
— sent his man Gylippus back to Sparta with booty and 1500 talents of silver. The money was
in bags — each of which contained a scytale — which carried a notation of the amount of money
in the bags (‘Ovrog d¢ tod yprnuatog év oaxiog, kai tadt' oviog Ekdotov orvTainY Erovaay Ty
émypapnv 10 wiilogs tod ypHuotos oniovoay [...] The money was in small bags, each of which
contained a skytalé which carried the notation of the amount of the money; Diodorus Siculus,
Library of History, 13.106.8-9; Excerpta Constantiniana 4; see for the complete passage
Appendix 1, page 266). Gylippus — who apparently did not know about this — took money out
of the bags for himself. The ephors — who instead knew about the scytalae in the bags — soon
discovered Gylippus’ crime and condemned him to death (Diodorus Siculus, Library of
History, 13.106.8-9). In this case, scytalae are used to indicate the amount of money in bags.
However, Oldfather — in his translation of Diodorus’ work — presumes that there were also

secret scytale dispatches in the bags and refers to this as a customary Spartan practice.

214 Boring 1979, 18.
215 Boring 1979, 18.
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According to Oldfather, even if Gylippus had found the dispatches, he would not have been
able to read them as they would have been encrypted.?'® However, Diodorus does not explicitly
mention any dispatches in this case. He simply states that the scytalae indicated the amount of
the money in the bags. Nevertheless, Oldfather’s interpretation points to an intriguing
possibility: that the Spartans employed a form of encryption to help ensure the security of
important financial transfers and transactions. The financial ‘tagging’ use of scytalae allegedly
described by Aristotle, Theophrastus, Ephorus, and re-described by others, may well have

included a cryptographic element, too — but, if so, this is not described in the surviving sources.

2.3.10: Plutarch (late 1%/early 2" century CE)

In the late 1% century/early 2" century CE we see the first complete description of the scytale
being used explicitly and unequivocally as a Spartan cryptograph in Plutarch’s Life of Lysander
(19.5-7; see: 8§ 2.4). However, Plutarch’s descriptions of the scytale suggest that he knew
(either directly or indirectly) of various uses to which the scytale was put in antiquity. Set
within in a wider context of messages sent by the Spartan ephors to their men in the field,
Plutarch discussed the use of the scytale for some kind of communication purpose a total six
times in his works (Life of Lysander, 19; 20; Life of Alcibiades, 38; Life of Artaxerxes, 6; Life
of Agesilaus, 10; 15), thereby offering one of the most detailed pictures we have of the scytale
— including as a device for secret and encrypted communication in antiquity. The range of
Plutarch’s sources is considerable and the scholarship on the use that Plutarch makes of his
sources is equally extensive, but it has been suggested that Plutarch’s description of the scytale
(Life of Lysander, 19) is likely to have been based on a work of the 4™ century BCE Greek

historian and rhetorician Theopompus — potentially the historical work Hellenica, since this

216 Oldfather 1950, 425.
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work (which exists now only in fragments) seems to have been an important source for
Plutarch’s Life of Lysander more widely.?!” Indeed, Plutarch referred to Theopompus directly
at least twice in his Life of Lysander (17.2-3; 30.2) and may well have used more material from
the historian that remains unattributed. On this basis Candau Moron is convinced that ‘In
preparing his Life of Lysander Plutarch must have used the Hellenica of Theopompus’.2*

Verdegem is more cautious but similarly acknowledges the Theopompan source for parts of
this Life: “We cannot determine with certainty in which parts of his Life of Alcibiades Plutarch
made use of Theopompus’ Hellenica’ — but we can with certainty say that he did use
Theopompus in some parts of this text.?® Indeed, Luft is certain that Plutarch used
Theopompus as his primary source in this case and offers a detailed source-criticism analysis
of Plutarch’s text to confirm this.?®® For example, he concludes that ‘the Hellenica of
Theopompus supplied Plutarch with the greater part of his material for the Life of Lysander’
(particularly Lysander 2.1-2; 11.12; 21.7) on the grounds that ‘Theopompus gave Plutarch the
information that Lysander went on to Thrace after the fall of Athens, and sent back Gylippus
to Sparta with his money’.??! By examining the extant fragments, Luft identifies what he
considers to be Theopompus’ Spartan ‘predilections’, here taking the form of a particular
interest in Sparta’s distinctive national identity and a special fondness for stories about her
222

national heroes — especially characters such as Cimon, Alcibiades, Lysander, and Agesilaus.

In fact, Luft sees some of Theopompus’ distinctive stylistic devices, such as ‘quick

217 On Theopompus as Plutarch’s key source for his Life of Lysander and thus for his description of the Spartan
scytale see in particular Luft 1952; Russell 1966; Flower 1988; Candau Mor6n 2000; Verdegem 2010; and
Schettino 2013.

218 Candau Morén 2000, 461.

219 Verdegem 2010, 74.

220 |_uft 1952, 442-443.

221 | uft 1952, 82.

222 |_Luft 1952, 111 and 114, based on a survey of the fragments by Von Fritz 1941.
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characterisation’ and a talent for writing in ‘vivid detail’, as helping to explain why Plutarch
would have found him such a useful source for his own character-focused histories. Luft,
therefore, concludes that in a number of his Lives (but especially in the Lysander), ‘Plutarch
borrowed extensively from T'heopompus’ and that ‘Plutarch was familiar with the Hellenica
of Theopompus at first hand (the Life of Lysander is obviously based upon a first-hand
knowledge of the Hellenica of Theopompus)’.??®

If, as seems likely, Plutarch used Theopompus as his source on the Spartan scytale, it
would make Plutarch’s late 15 early 2" century CE description of the scytale and its use in the
5t and 4™ centuries BCE a more reliable source. For, although Plutarch himself would not have
witnessed the use of the scytale, and we must therefore treat his testimony to its use as
cryptographic device with some caution, recognition of Plutarch’s own historical sources helps
to lend authority to his account — and lends further weight to the argument that the scytale was,
indeed, used for cryptographic communications by the Spartans. Only fragments of
Theopompus’ work have survived, none of which refer directly to the scytale (see Storey 2011-
I1: Fragments of Old Comedy 3). However, we know from a short biography written by Photius
(Bibl. 176 = T 2) that Theopompus was born around 378/377 BCE, and that both he and his
father Damasistratus were allegedly exiled from their home in Chios for lakonismos (that is,
for ‘sympathizing with Sparta’). There is good reason to believe, therefore, that the Greek
Theopompus (and his father) would have had closer dealings with Sparta than many other
Greeks of the time and would have had particular (perhaps even unique) opportunities to
witness or to hear first hand about the Spartan scytale and its use. We also know, by comparing
Plutarch’s reworking of passages from Theopompus that have been preserved (for example,
Plutarch Moralia 210d and Theopompus F22 = Athenaeus 14.657b-c), that Plutarch — although

not repeating his source word for word — accurately and reliably preserves the details of the

223 uft 1952, 181.
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original in his paraphrase. Plutarch — based on this earlier Theopompean source — therefore,
offers one of the most useful accounts of how the Spartans could and would have used the

scytale as a deceptively simple cryptographic device to send encoded message (see § 2.4)

2.3.10.1: Life of Lysander
In chapter 19.4 of Life of Lysander Plutarch described how the Persian statesman Pharnabazus
complained to the Spartan ephors that Lysander was pillaging his territories for no purpose.
Therefore, they subsequently sent a message by scytale to Lysander summoning him to come
home — or be sentenced to death on account of this misbehaviour. Plutarch confirms that this
was an example of a message created by scytale — which the ephors often used when they
wanted to communicate on confidential matters with generals in the field:
dtav oy GmoppNTOV TL Kad uéya ppacat BovAnbdct, BipAiov domep idvTo poKpOV Kol GTEVOV TOL0DVTEG
TEPEMTTONGL THY Tap” oMTOIg GKVTAANY, ODSEV SIGAELIO TOODVTES, GAAY ToVTONOAEY KOKA® THV

Empavetoy avtiig 1@ PPAio katarapPavovies. todto 8¢ momoavteg 6 fodrovial kataypdeovoty ig TO

BiBriov (Plutarch, Life of Lysander, 19.7; for the complete passages see Appendix 1, page 291-292).

Whenever [...] they [the ephors] wish to send some secret and important message, they make a scroll of

parchment long and narrow, like a leathern strap, and wind it round their “scytale” [...]. After doing this,

they write what they wish on the parchment [...].
Perrin translates the word scytale here as ‘dispatch-scroll’, as Plutarch observes that both the
scytale stick and the message were known as a scytale since the thing measured — the message
or letter — had the same name as the measure — in this case the stick (kaleirar ¢ duwviouws t@
EOA@ okvTOAN TO f1fAiov, S T@ uetpodvel to uetpoduevov, [...J] the parchment, like the staff, is
called "scytale," as the thing measured bears the name of the measure; Life of Lysander 19.7).
However, it is not clear from the context whether the secret message (dzdppnrov) was

encrypted or not. Lysander — being much disturbed upon receiving the dispatch — then went to
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Pharnabazus asking him to send another letter to the ephors stating that he had not misbehaved.
Pharnabazus, however, fooled Lysander by sending the ephors two letters: one written openly
in which he stated that he had not been wronged by Lysander, and a second one — written in
secret — in which he complained about Lysander’s misbehaviour once more. He then sent
Lysander back to Sparta with the second letter (Plutarch, Life of Lysander, 20; cf. Homer, Iliad,
6.166-170; 178 for the story of Bellerophon who carried his own death sentence in a message
from Proetus to lobates). This second letter was not necessarily a cryptographic secret
communication (Plutarch, Life of Lysander, 19.4). Instead, it may simply have been written in
secret without Lysander knowing about it (kpdpa yeypouuévnv; Plutarch, Life of Lysander, 20).
Since Lysander had seen Pharnabazus writing a letter in which the claims of serious
misbehaviour and pillaging had been nullified, he felt confident going back to Sparta with
Pharnabazus’ letter, which he carried openly. After the ephors showed Lysander the ‘secret’
letter he understood that he had been misled and left the city (Plutarch, Life of Lysander, 20.4;
see also: Polyaenus, Stratagems of War, 7.19; Cornelius Nepos, The Book on the Great
Generals of Foreign Nations. Pausanias,4.3.4).2%* Singh and Bauer — modern historians of
cryptography — believe that Plutarch’s account indicates that another scytale message was sent
to Lysander: a message warning the Spartans that Pharnabazus was planning an attack on the
Greeks. They suggest that, thanks to this scytale message, Lysander was prepared for the attack
and could repulse it.?% However, Plutarch only mentions the letter that Lysander received from
the ephors and the two letters that Pharnabazus subsequently wrote (Plutarch, Life of Lysander,

19.4-20). There is no indication that Lysander also received a scytale message informing him

224 This example can be compared to Thucydides’ story of the Spartan general Pausanias who was also summoned
home by the ephors because of misbehaviour by means of a scytale message (History of the Peloponnesian War,
1.131.1).

225 Bauer 2013, 4; Singh 1999, 9.
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about a planned attack, let alone that a single scytale message prevented this attack. We cannot,

then, take this as an unambiguous example of cryptographic secret communication.

2.3.10.2: Life of Alcibiades

However, Plutarch’s writings elsewhere offer a more likely reference to the sending of a scytale
message that is not merely secret but also encrypted. This can be found in his Life of Alcibiades.
For his Life of Alcibiades, Plutarch used a range of sources belonging to various genres. He
again used Theopompus’ Hellenica (Life of Alcibiades, 23.3-5; 27-39), but also Thucydides’
History of the Peloponnesian War (6.3; 11.2; 13.4; 20.6), Xenophon’s Hellenica (23.7-9; 27-
39) and Ephorus’ Library of History (27-39), among other sources.??® According to Plutarch,
the same general Lysander — at another point in his life — was among the leaders of the
Athenians (his enemies) when he received a message by scytale — which Perrin once more
translates as ‘dispatch-scroll’??’ — from the ephors urging him to kill the Athenian statesman
Alcibiades (0 Aboavopog i moapo. t@v oikor 1eA@dv orvtdlny éAGelv Kkelsbovoav ék TOOWDV
ronjoocOou tov Alkifigonv [...] Lysander was not persuaded by these arguments until a
dispatch-roll [scytale] came from the authorities at home bidding him put Alcibiades out of the
way; Plutarch, Life of Alcibiades, 38; for the complete passage see Appendix 1, page 289). For
the Life of Alcibiades Plutarch certainly made some use of Theopompus: in chapter 32 Plutarch
explicitly names Theopompus as a source, although it is not clear whether he has accessed
Theopompus directly or through a later intermediary source (possibly Ephorus).??® Schettino
has suggested that Plutarch’s main source for the Alcibiades is actually Thucydides (‘at least

until chapter 27, that is, for the deeds accomplished up to 411 (the date to which Thucydides’

226 \Jerdegem 2010, 339ff.
227 Perrin 1916, 113.
228 See Luft 1952, 109 and 181.
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work extends))’ but concedes that ‘in successive chapters a close link is likewise evident with
the Hellenica of Xenophon’ and that ‘Ephorus and Theopompus are, nevertheless, also used as
sources by Plutarch’ here.??° Verdegem, however, concludes that: ‘ After a century of scholarly
debate, the only serious candidates left [as important sources for the Life of Alcibiades] are
Theopompus and Cratippus, a fourth-century Athenian continuator of Thucydides’.?*°
Whatever other sources Plutarch may have drawn upon for his Life of Alcibiades, therefore, it
is likely that Plutarch’s story of the Spartan scytale in this case is based on Theopompus’
earlier account of the scytale here too. Yet, to return to the passage itself, since Lysander was
among his Athenian enemies when he received the scytale message from the Spartan ephors,
there is good reason to believe that this message would have been an encrypted message so as
to prevent the Athenians from intercepting and reading it. However, this interpretation must be
inferred from context only and there is no concrete reference in the text describing this scytale

as a secret cryptographic message here.

2.3.10.3: Life of Artaxerxes
The third reference to the sending of a scytale message — again, most likely secret — can be
found in Plutarch’s Life of Artaxerxes. Again, one of the sources for this narrative is likely to
have included Theopompus, but here Plutarch gives us no direct evidence to show this and the
modern secondary scholarship suggests that ‘Plutarch's reconstitution of Artaxerxes’ life seems
to have been based on literary sources from Dinon, Ctesias and Xenophon’.?%

According to Plutarch, when Cyrus the younger started a war against his brother

Artaxerxes 1, he requested help from the Spartans, who, accordingly, sent a message by scytale

229 Schettino 2013, 426.
230 verdegem 2010, 74.
231 Spares 2007, 86.
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to their general Clearchus ordering him to aid Cyrus (daxedouudvior ugv odv oxvtdiny mpog
Kiéopyov dréoteiray dnnpetelv Kopw movra keievovieg [...] The Lacedaemonians, accordingly,
sent a dispatch-roll to Clearchus ordering him to give Cyrus every assistance; Plutarch, Life of
Artaxerxes, 6.3-4; see also Xenophon, Anabasis, 1.1.9; 1.2.21; 1.4.3; for the complete passage
see Appendix 1, page 289-290). Perrin simply translates the word as ‘dispatch-roll’.%*? Yet,
although the war between Cyrus the Younger and his brother Artaxerxes Il was a war between
two Persian brothers in which the Greeks only sent mercenary troops, the information
communicated between the ephors in Sparta and Clearchus would still have been highly
confidential, and of major importance to the Spartan campaign and strategy. If any enemies of
the Spartans had intercepted this message, they could have decided to attack Sparta at the same
time, knowing that most, if not all, of the Spartan troops would have been away at war in Persia
at that time. In such a context, it seems sensible to assume that the scytale message in question
would have been encrypted. However, once again, this can only be inferred from the context

and is not an explicit description of the scytale as a form of secret communication here.

2.3.10.4: Life of Agesilaus
Finally, two further references to the sending of secret scytale messages are mentioned in
Plutarch’s Life of Agesilaus. For this work Plutarch relied heavily on Xenophon’s Agesilaus,

Anabasis, and Hellenica.?*® However, Theopompus is also referred to at least four times (10.5;

232 Perrin 1926, 130.

233 plutarch, Life of Agesilaus, 4.1 = Xenophon, Agesilais, 6.4; 11.7 =5.4-7; 14.1 =5.7; 20.5 = 8.7; 36.1 = 2.28-
31; Plutarch, Life of Agesilaus, 18.1 = Xenophon, Anabasis 5.3.6; Plutarch, Life of Agesilaus, 5.1 = Hellenica,
3.3.2;6.6 =3.4.3f.; 7.1 =3.4.7; 9.4 = 3.4.15; 10.1 = 3.4.16; 105 =3.4.27; 11.1 = 4.1.1; 11.3 = 3.4.20; 125 =
4.1.28-38; 13.3; 4.1.39; 16.4 = 4.2.18-4.3.1; 16.5 = 4.3.9; 18.1 = 4.3.16; 21.1 = 4.5.5; 22.2 = 45.11-18; 22.3 =
4.5.8;22.5=45.3-4.7.1; 23.1 = 4.8.10; 23.3 =5.1.26ff.; 24.1 =5.4.2-12; 24.2 = 5.3.13-25; 26.1 = 5.4.24-34; 26.2
=5.4.35; 27.1 =5.4.47-58; 27.3 = 6.3.3-20; 29.4 = 6.4.16; 30.5 = 6.5.10-21; 31.4 = 6.5.28; 33.8 = 6.5.50; 33.4=
7.1.28-32; 34.3 =7.5.10; 34.6 = 7.5.12-14; 35.1 = 7.5.22-24.
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31.3; 32.8; 33.1), prompting Schettino to suggest that ‘Plutarch has ... integrated his principal
source with Theopompus’.23* The first reference to a scytale can be found in chapter 10 of
Plutarch’s Life of Agesilaus. Here, Plutarch described how the Spartan commander Agesilaus
received word from the ephors in Sparta — while he was on campaign in Lydia and Phrygia —
requesting him to take control of the Spartan army and navy (ka8’ édov @&v oxvtainy déyeton
Topo. TV oikol TEADV Kkelebovoay abtov dpyerv duo. kol tod vovtikod. [...] On the road he
[Agesilaus] received a dispatch-roll from the magistrates at home, which bade him assume
control of the navy as well as of the army; Plutarch, Life of Agesilaus, 10.5; see also Xenophon,
Hellenica, 3.4.27ff.; for the complete passage see Appendix 1, page 288). Theopompus is
mentioned in a subsequent section of this passage, although not in relation to the scytale
message (10.5). And, the story that Plutarch tells us here on the scytale message, can also be
found in Xenophon (Hellenica, 3.4.27ff). Therefore, it is once more highly plausible that
Plutarch used one or both of these sources here for his detail of the scytale. Although the scytale
message discussed here can be seen as an official request whereby Agesilaus was promoted by
the ephors — it was also an example of a politically and strategically sensitive and important
message sent from the ephors in Sparta to a commander in the field who was on campaign.
Because of the sensitive content we might assume that the message would have been sent in
encrypted form so that no one other than its intended recipient would have been able to read
and act upon it. We find a parallel scenario in chapter 15 where Plutarch discussed how
Agesilaus received another scytale message from the ephors in Sparta while still campaigning
in Asia. As soon as Agesilaus received the scytale message, he acted upon its contents (6¢ duo

@ TV okvTaAny EAGelv ebtvyiav tocOUTHY KOl OUvoury mopodoayv kol tAIKavToS EATIONS

234 Schettino 2013, 426. See also Luft 1952, 351 who also concludes that in his Life of Agesilaus Plutarch seems
to have been greatly indebted to Theopompus’.
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DONYOVUEVAS GPELS KOl TPOEUEVOS eVOVC drémlevoey “dredevtijte émi épy [...] NoO sooner had
the dispatch-roll come to him [Agesilaus] than he renounced and abandoned the great good
fortune and power already in his grasp, and the great hopes which beckoned him on, and at once
sailed off; Plutarch, Life of Agesilaus, 15.5; for the complete passage see Appendix 1, page
289). As in the previous examples from Plutarch’s Lives, confidential information is sent
between the ephors in Sparta and commanders in the field during wars and revolts. Although
Perrin translates the word oxvzaln (scytale) simply as ‘dispatch-roll” both times, given the
campaign context it is likely that all these messages would have been encrypted scytale
messages.?*® Indeed, Plutarch’s clear and detailed description of the scytale (see § 2.4) as a
cryptographic device, and his discussion of the sensitive contents of the messages sent between
the ephors of Sparta and their commanders in the field show that scytalae could — and likely
would — have been used for secret encrypted communication in warfare.?*® Supporting this
reading is the fact that Plutarch’s accounts of the letters of Pharnabazus to the Spartans because
of Lysander’ misbehaviour (Life of Lysander, 19-20) can also be found in Polyaenus’ 2"-
century CE work Stratagems of War (7.19), where again we see three letters: a secret scytale-
letter sent from the ephors to Lysander to summon him home and the two conventional letters
from Pharnabazus to the ephors. Significantly, only for the presumably encrypted scytale
message does Polyaenus use the word oxvtalnv (scytale; oi d¢ dmo tijc Aoiag avrov
avexaléoavro okvtddny meuwovres [...] The Lacedaemonians recalled Lysander from Asia by
means of sending him a scytale message; Polyaenus, Stratagems of War, 7.19; for the complete

passage see Appendix 1, page 294) while for the two non-encrypted letters — one ‘secret’ and

235 Perrin 1917, 25; 41.
236 Although, it must also be borne in mind that Plutarch is not offering us eye-witness testimony of the scytale in
these descriptions: Plutarch wrote about the sending of scytale messages in the 2" century CE, about 500-600

years after Lysander, Clearchus, and Agesilaus —who allegedly received these encrypted scytale messages — lived.
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one open — he used the words ériorodnv (epistole), fifria (biblia), and ypduuara (grammata)

respectively.?%’

2.4: The scytale in practice?3®

Plutarch does provide us with one of the only two full descriptions of the working of the
scytale (Life of Lysander, 19.5-7; for the complete passage see Appendix 1, page 291-292) —
and will provide the basis of the analysis of the device as a practical tool that is offered in this
section of this chapter. The second description comes from Aulus Gellius (Attic Nights,
17.9.6-16). Both authors were active in the 2" century CE, so are writing at some
considerable temporal distance from Herodotus (upon whose accounts of the Spartan use of
steganographic secret communications the majority of later sources clearly draw) and from
both the Peloponnesian War in 431 BCE and the Battle of Leuctra in 371 BCE (in which
even those modern historians of cryptography sceptical of the ancient use of the scytale
acknowledge that the scytale would most likely have been first used).?*° As discussed in §
2.3.10, Plutarch must have used an earlier source for his description of the scytale — most
likely Theopompus. The same applies to Aulus Gellius — writing in the late 2" century CE —
who identifies a great number of earlier sources for his work from both well known and less
well known authors, including literary authors like Homer and Hesiod (Attic Nights, 3.11),
grammarians including Fronto (Attic Nights, 2.26), and Publius Nigidius (3.12), and scholarly

authors including Pliny (3.16; 9.5; 9.16; 10.12; 17.15), and Varro (3.10). However, by far and

237 Shepherd 1793, 280. Shepherd — in his translation of the work — only used the word ‘letter” for all the letters
that were sent in the passage, and suggested that Pharnabazus simply wrote his second letter in private.

238 See also: Diepenbroek 2020 (forthcoming).

23 gee, for instance, Kelly 1985, 143.
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away the most influential historical source for Aulus Gellius is Plutarch himself — who is
quoted in no fewer than 11 passages (Attic Nights, 1.1.1; 1.3.5; 1.4.31; 1.26.4-8; 2.8-9; 3.5-6;
4.11; 11.16; 15.10.1; 17.11; 20.8.7) — including in chapter 17 in which we find Aulus Gellius’
description of the Spartan scytale.?*° So important is Plutarch as a source for Aulus Gellius,
that he shows his indebtedness by making the word ‘Plutarch’ the very first word of his Attic
Nights (1.1: Plutarchus in libro quem de Herculis [...] Plutarch, in the book which he wrote
on Hercules ...).%*! Like Plutarch, Aulus Gellius likes to illustrate his work with biographical
narratives and anecdotes, and his Attic Nights features all the same Greek, Spartan, and
Roman characters that Plutarch wrote about (such as Pericles, Themistocles, and
Alcibiades).?*? The reasons for Plutarch’s great influence upon Aulus Gellius’ writing are
therefore clear. However, as Cavazza observes: Aulus Gellius ‘depends on his sources, but
has a mind of his own; he does not merely weigh up other people's ideas, he judges them,

filters them, and [..] He not only quotes his sources but corrects them’.?43

He does this, typically, by taking multiple sources for each chapter.?** However, he
does not always tell us which sources he has consulted, and even when he does, we can never

be sure whether he has consulted a source at first or second hand.?*> Similarly, even when he

240 See further on Aulus Gellius® sources Oikonomopoulou 2019; Howley: 2018; Grafton, Most & Settis 2013;
Cavazza 2004; Holford-Strevens 2003; 2019-1; 2019-11 (especially page 590); Holford-Strevens & Vardi 2004;
Rolfe 1927, xvii.

241 On this point see also Grafton, Most & Settis 2013, 748.

242 5ee Oikonomopoulou 2019, 45.

243 Cavazza 2004, 66.

244 See Holford-Strevens 2003, 72-78 on Aulus Gellius’ sources. Holford-Strevens dismisses the idea that there is
only one identifiable source for each chapter of Attic Nights (2003, 77): ‘Even if, for the sake of argument, we
agreed that everything in Gellius, unlike our own writings, must have a written source that he could have specified
had he so chosen, and that what was source for the fact must also be the source for the comment, we should find
the Kretzschmerian hypothesis of a single source for single chapters to be a leaky dwelling’.

245 Holford-Strevens 2003, 78.
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is clearly quoting from an older source text, Aulus Gellius does not always record that source.
For example, Thucydides is an obvious source for a significant portion of the Greek history
incorporated in Attic Nights. Yet, as Holford-Strevens points out: ‘Thucydides (1.11.1) [is
mentioned by Aulus Gellius] only once, for the Spartans’ marching to the aulos.’?*°
Theopompus also appears in Attic Nights only once (and in a similarly trivial context): in
16.15, Aulus Gellius reports that Theopompus believed the Bisaltian hare possessed two
livers. This comparison with Thucydides suggests that, even if Aulus Gellius were consulting
Theopompus at first hand for his account of the scytale, he would not necessarily name him
as a source.

Although Aulus Gellius did not identify his particular sources for his passage on the
scytale, then, (Attic Nights, 17.9.6-16; for the complete passage see Appendix 1, page 267),
he will certainly have drawn upon earlier sources for his description here too — including
(given the close similarity of both accounts) both Plutarch’s description of the scytale and
possibly Plutarch’s own original source(s) on the topic — most likely Theopompus (see also 8
4.3.2). So, although Aulus Gellius may have been writing several centuries after the Spartans
used their scytalae, he very likely had access to much earlier sources that are now lost to us
and which he drew on for his description of the scytale. Since these sources would certainly

have included Plutarch, we can say with some confidence that they also included — whether

246 Holford-Strevens 2003, 247. See Holford-Strevens 2003, 246 on Aulus Gellius’ considerable indebtedness to
the Greek historians (including Herodotus and Thucydides). Intriguingly, Holford-Strevens speculates here that
the reason Aulus Gellius offers such a confused misreading of Herodotus on Spartan history (in Attic Nights 17
in particular) — including the steganographic stratagems practised by Histiaeus of Miletus and by Demaratus —
may be because Aulus Gellius was simultaneously referring to another set of technical treatises (stratagemata)
which focused on descriptions of the devices and stratagems (rather than the characters and stories, which were
Herodotus’ main concern). So, Holford-Strevens suggests (2003, 246): ‘Gellius would have relied on a collection
of stratagemata that concentrated on the stratagems themselves.” This raises the possibility that Aulus Gellius
(and Plutarch before him) both had access to a now lost technical treatise on ancient steganographic and

cryptographic stratagems when writing their descriptions of the Spartan scytale.
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directly or indirectly — Theopompus.?*’

Drawing upon much earlier source(s) from the 4™ century BCE that are now lost or
survive only in fragments, then, Plutarch and Aulus Gellius offer usefully detailed accounts
of the scytale and can tell us much about how this deceptively simple cryptographic device
could and would have been used to send encoded messages in field operations. According to
Plutarch, writing in the late 1%/early 2"-century CE (but, in all likelihood, drawing upon

Theopompus as his source):

[...] émav éxméummot vavapyov §| otpatnydv ol Epopot, EOAN S0 otpoyydAa pijkog Kol mhyog Akp@S
AmoMoavTeS, [...], TO P&V awTol eLAGTTOVSL, Bdtepov O& T® mepmopéve ddoact. Tadto o0& o EVAa
7 ~ er 3 2 7 4 ) 4 4 ~ r e e by
GKUTAANG KOAODGWY. dTav 0OV Amdppntdv Tt Kai péyo epacal BovAnddact, Bipriov domep dvto pHokpov
Kol 0TEVOV TTOLODVTEG TEPIEATTOVGL TV TOp™ ADTOTG GKLTAANV, 003&V ddAspio TooDVTES, [...] ToDTO O
momcovteg 6 Povrovtar Kataypdpovo gig 10 PiAiov, domep €oTi Tfj OKLTAAN Tepikeipevov: dtav 68
Ypoywotv, apeldvteg 0 Piffliov dvev tod EHAov Tpdg TOV otpatnyov drnootéAlovot (Plutarch, Life of

Lysander, 19.5-6; for the complete passage see Appendix 1, page 291-292).

When the ephors send out an admiral or a general, they make two round pieces of wood exactly alike in
length and thickness, [...] and keep one themselves, while they give the other to their envoy. These pieces
of wood they call “scytalae.” Whenever [...] they wish to send some secret and important message, they
make a scroll of parchment long and narrow, like a leathern strap, and wind it round their “scytale” [...].
After doing this, they write what they wish on the parchment [...]; and when they have written their

message, they take the parchment off, and send it, [...] to the commander.
Aulus Gellius’ later 2"-century CE description is very similar to Plutarch’s:

Lacedaemonii [...], cum dissimulare et occultare litteras publice ad imperatores SU0S missas volebant, [...],
epistulas id genus factas mittebant. Surculi duo erant teretes, oblonguli, pari crassamento eiusdemque
longitudinis [...]; unus imperatori in bellum proficiscenti dabatur, alterum domi magistratus [...] circum

eum surculum lorum [...]. Litteras deinde in eo loro per transversas iuncturarum oras versibus a summo ad

247 Cavazza 2004; Holford-Strevens 2003; 2019-1; 2019-11; Holford-Strevens & Vardi 2004; Rolfe 1927, xvii.
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imum proficiscentibus inscribebant; id lorum litteris ita [...] imperatori [...] mittebant; [...]. Hoc genus
epistulae Lacedaemonii oxvzainy appellant (Aulus Gellius, Attic Nights, 17.9.6-16; for the complete

passage see Appendix 1, page 267).

[When the] ancient Lacedaemonians [...] wanted to conceal and disguise [...] public dispatches sent to
their generals [they][...] used to send letters written in the following manner. There were two thin,
cylindrical wands of the same thickness and length, [...]. One of these was given to the general when he
went to war, the other the magistrates kept at home [...]. [Then] [...] they bound about the staff a thong
[and] [...] they wrote the dispatch on that thong [...JWhen the letter had been written [...], the thong was
unrolled from the wand and sent to the general, [...]. This kind of letter the Lacedaemonians called oxvrddn
[scytale].
From the descriptions of Plutarch and Aulus Gellius it becomes clear that around a scytale
(stick) a long and narrow strip of writing material was wrapped, cut either from papyrus or
parchment on which a message was written. Plutarch in his early 2"%-century CE work used
the word gipiov (biblion) to describe this writing material and its text, which may be translated
in this context as ‘a strip of papyrus’ (Life of Lysander, 19.5) — adding that it was like a long
and narrow leathern strap (iudvro uoxpov). Aulus Gellius also believed it to have been a strip
of parchment. In his later 2"-century CE description of the scytale we find the word lorum to
describe the strip of material, which can be translated as ‘leather’ (Attic Nights, 17.9.9) — that
is, in this context, a thin strip of leather parchment. However, these material distinctions are

not always preserved in translations and modern works on the history of cryptography.

Erasmus in his early 16"-century work Adages, believed that both the stick and a leather
thong wrapped around the stick together were called a scytale (Desiderius Erasmus, Adages,
Edition Mynors Volume 33, 1991, p.78; Volume 34, 1992, p.50). Erasmus here, potentially
confused Plutarch’s and Aulus Gellius’ descriptions of the scytale since while Aulus Gellius
mentioned that the letter that was sent to the general was called a scytale (Aulus Gellius, Attic

Nights, 17.9.6-16), Plutarch suggested that either the stick or the leathern strap (or in fact, the
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message) were both called scytale (Plutarch, Life of Lysander, 19.7). Cardano in his 1550 work
De Subtilitate — simply mentioned cylinders (scytalae) that were used for secret communication
by the Spartans without giving any details on how this worked and what materials were used
for it — something that may indicate that Cardano knew about Plutarch’s and Aulus Gellius’
descriptions, but found it unnecessary to repeat them in his own work (De Subtilitate, 17.1036;
for the complete passage see Appendix 2, page 304). Perrin translates the word Sifliov
(biblion) as ‘parchment’ in the Loeb version of Plutarch’s Life of Lysander as Poe already did
in his 1841 work A Few Words on Secret Writing.?*® And Smith, Kahn and Mollin — modern
historians of cryptography — seem certain that parchment was used instead of papyrus.?4°
However, both papyrus and leather parchment were typically used as writing materials in
antiquity, so there seems to be no particular significance attaching to the use of either as the
medium for the scytale’s encrypted messages. It seems plausible that leather parchment would
offer a more robust material for messages that might need to be sent over long distances, over
difficult terrain, and in conflict situations — since, according to Plutarch and Aulus Gellius, the
ephors in Sparta used the scytale method to communicate with commanders in the field
(Plutarch, Life of Lysander, 19.5; Aulus Gellius, Attic Nights, 17.6).2%° Yet, while on campaign
one obviously had to be able to write and send messages simply and quickly, so where papyrus
was readily to hand this would presumably have offered a convenient alternative medium.
Although neither Plutarch nor Aulus Gellius mentions it, the message could have been written
in either plaintext or ciphertext — with the latter option making the message doubly secret and,
therefore, doubly secure. However, nothing in their descriptions proves that the text was written

in cipher. It will, therefore, be presumed that the scytale messages were written in plaintext.

248 Perrin 1916, 287; Poe 1841, 33.
249 Smith 1955, 16; Kahn 1967, 75-76; Mollin 2005, 9.
20 Jeffery 1961, 57; Sherwood 2006, 536-537.
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After a message was written on the strip of parchment or papyrus, the strip was then unwrapped
from the scytale stick (Plutarch, Life of Lysander, 19.5; Aulus Gellius, Attic Nights, 19.7.6-10).
By unwrapping the text strip from the scytale all letters in the original message were transposed
to a different position, as Plutarch and Aulus Gellius described. Thus, according to Plutarch,
when a general in the field received a scytale message:

de&huevog 8¢ Ekeivog BAAmG UEV 00OEV avaAEEachot Suvatal TMV YPOUUAT®V GUVAPTV OVK EXOVI®V, GAAN

dieomacpévov [...] (Plutarch, Life of Lysander, 19.7; for the complete passage see Appendix 1, page 291-

292).
He, [could not] get any meaning out of it, —since the letters have no connection, but are disarranged [...].

While Aulus Gellius additionally mentioned partial and broken letters:

resolutio autem lori litteras truncas atque mutilas reddebat membraque earum et apices in partis
diversissimas spargebat (Aulus Gellius, Attic Night, 17.9.12-13; for the complete passage see Appendix 1,

page 267).

the unrolling of the thong made the letters imperfect and broken, and their parts and strokes were divided

and separated.

This transposing of the letters in the message makes the scytale the first military transposition

cipher known in history. As Singh states:

[A] form of transposition is embodied in the first ever military cryptographic device, the Spartan

scytale.?!

The following example shows how the transposition encryption achieved by this wrapping and
unwrapping would have worked — according to Plutarch’s and Aulus Gellius’ descriptions —
and how the strip of writing material may have looked during the subsequent steps in the

process. For this example, the text ‘Enemy attacks at Dawn Tomorrow’ will be used. First, a

251 Singh 1999, 7.
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strip of writing material was wrapped about the scytale. In this way small rectangular columns
are created. Since the wrapping was done by hand, it is likely that the edges of the strip

overlapped each other. Therefore, the columns were not all exactly the same in size.

[L1111111TT]

FIGURE 6: SCYTALE WITH STRIP OF WRITING MATERIAL WRAPPED ABOUT IT.2%?

Then the text — in my example, ‘Enemy attacks at Dawn Tomorrow’ —would have been written
on the strip of writing material. In Figures 7 and 8 (below), the text is written from left to right

and top to bottom on two lines.

G27979006998

FIGURE 7: TEXT: 'ENEMY ATTACKS AT DAWN TOMORROW', WRITTEN ON SCYTALE. 23

As Plutarch describes in his account of the scytale, once the strip of writing material had been

unwrapped from the scytale, all letters would have been rearranged (Life of Lysander, 19.7):

0¢ ékelvog GAAmMG pHEV 0VdEV AavaAéEacBar dvvatal TAV YPOUUATOV GLUVOPTV OVK £XOVIOV, GAAQL
Sdieonoopévov [...] (Plutarch, Life of Lysander, 19.7; for the complete passage see Appendix 1, page 291-

292).

252 Author’s illustration.

258 Author’s illustration.
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when [the recipient] has received [the strip], [he] cannot [...] get any meaning out of it,—since the letters

have no connection, but are disarranged [...].

By unwrapping the strip, the letters would now appear per column, instead of per row. So,
instead of reading E-N-E-M-Y, the first word of the message, one would now read E-D-N-A-E
et cetera (see Figure 8). In Figure 8, every letter of the message has been written on a complete
piece of material strip. In other words, no letters were written over the edges of the strip,
meaning that when the strip was subsequently removed from the scytale stick, all the letters

would have remained intact and would simply have been rearranged in their order of sequence.

IEDN;QEWMNYT;&OTMTM;&DCRKOSW;&T I

FIGURE 8: STRIP OF WRITING MATERIAL WITH TEXT UNWRAPPED FROM SCYTALE %>

However, according to Plutarch, the complete scytale was covered in the writing material
(otevov moiodvteg mepieditrovotl v wap’ abTOIG OKVLTAANY, 0VOEV OLGAELUO, TOLODVTES, GAAO.
movtoyolev KOKAQ TV Empavelay avTiic T@ Pifiio kataloufavovies [ ...] they make a scroll of
parchment long and narrow, like a leathern strap, and wind it round their “scytale” leaving no
vacant space thereon, but covering its surface all round with the parchment; Plutarch, Life of
Lysander, 19.6). This makes it more plausible that the sender of a message did not in practice
write with all letters neatly contained upon complete pieces of the scytale’s material strip, but
that the letters of the message would also have been written across the edges of the strip (Figure

9).

254 Author’s illustration.
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okl | TV TITEY ]

FIGURE 9: TEXT 'ENEMY ATTACKS AT DAWN TOMORROW' WRITTEN ACROSS COMPLETE STRIP OF

WRITING MATERIAL.?%®

Since Plutarch’s description indicates the likelihood that the whole strip was used for writing,
at least some of the letters on the strip would have been written whole and on a complete piece
of strip. These letters would have remained intact and recognisable once the strip was
unwrapped from the scytale. Yet, since some of the letters on the strip would have been written
overlapping the edges of the strip, these letters would not have remained intact once the strip
was unwrapped from the scytale. And indeed, according to Aulus Gellius, this is what happened

in practice: the unrolling of the strip made the letters imperfect and broken (see Figure 10):

resolutio autem lori litteras truncas atque mutilas reddebat membraque earum et apices in partis
diversissimas spargebat; propterea, si id lorum in manus hostium inciderat, nihil quicquam coniectari ex
eo scripto quibat (Aulus Gellius, Attic Nights, 17.9.12-14; for the complete passage see Appendix 1, page

267).

The unrolling of the thong made the letters imperfect and broken, and their parts and strokes were divided
and separated. Therefore, if the thong fell into the hands of the enemy, nothing at all could be made out

from the writing [...].

If the strip from Figure 8 — for example — was unwrapped from the scytale, the strip would look
like the following figure (Figure 10). In this figure the strip is cut into pieces to show the

difference between the partial and complete letters.

255 Author’s illustration.
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FIGURE 10: COMPLETE STRIP OF WRITING MATERIAL CUT INTO PIECES TO SHOW PARTIAL AND

COMPLETE LETTERS.2%®

We can see from this reconstruction just how challenging it would have been to attempt to
reconstruct the original text from this scrambled ciphertext. It would certainly not be
impossible, but — without a scytale rod of the same size as the one used in the original
encryption — would have been time-consuming. A good modern parallel might be the paper
shredder, which offers one way of ‘encrypting’ or scrambling a confidential source text. With
patience, skill, and time, the original text can be reconstructed from the shredded strips of
paper. The advantage of the scytale device, however, is that it offers the opportunity for that
reconstruction to be managed much more quickly and easily.

At the beginning of this chapter the following research question was posed: How did
non-Spartan sources present the Spartan scytale, and what evidence is there in these sources
to suggest that the scytale was (or was not) used as a device for secret communication in the
5t and 4" centuries BCE? It has been shown that Greek sources vary widely in their discussions
of the scytale and, although they are broadly consistent in associating the scytale with
messaging, they typically do not associate it with secret messaging. The clearest descriptions
of the scytale as a cryptographic device come from later sources: Plutarch and Aulus Gellius
(8 2.3.10; 2.4; 4.3.2; Plutarch, Life of Lysander, 19.5-7; Aulus Gellius, Attic Nights, 17.9.6-16).

Yet, although these authors were active in the late 1% to late 2" century CE, at a considerable

256 Author’s illustration.
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distance from the time in which the Spartans used scytalae for their secret communication in
the 5" and 4™ centuries BCE, they drew their descriptions of the scytale from more
contemporary sources. In particular, their detailed accounts of the scytale as a cryptographic
device are likely to have derived from the 4" century BCE historian Theopompus. Theopompus
not only shared a name with one of Sparta’s early Eurypontid kings (who reigned in the 7™
century BCE) but came from a Greek family famously charged with lakonismos (‘sympathizing
with Sparta’). There is good reason to believe, then, that Theopompus may have had particular
(possibly unique) first hand access to the Spartan scytale and its use and wrote about it with
authority. Plutarch — based on this earlier Theopompean source — and Aulus Gellius — largely
based on Plutarch and Plutarch’s sources (including Theopompus) — therefore, offer the most
useful accounts of how the Spartans could and would have used the scytale as a deceptively
simple cryptographic device to send encoded messages. Although Plutarch’s and Aulus
Gellius’ descriptions — albeit based on their earlier sources — alone do not prove that scytalae
were used in practice for secret communication, the ingenious rearrangement of the letters that
they describe as the key feature of scytale communication makes the scytale a candidate for
the earliest known theoretical transposition cipher in history. Taking together all the extant
sources on the scytale, this chapter has shown that it is wholly plausible that Spartan scytalae
were actually used for secret communication — among other purposes — even though the
concrete evidence for this use remains largely inaccessible. Indeed, the ingenuity and
importance of the transposition system of the scytale cannot and should not be overlooked here.
In fact, some modern cryptographers see the scytale as a forerunner of modern transposition
ciphers.?” Reinke, for example, describes it as ‘the forerunner of the simple transposition

(ciphers) of today’, while Luenberger suggests that ‘practical transposition ciphers are similar

%57 Raggo & Hosmer 2012, 9; Reinke 1962, 116; Singh 1999, 8-9.
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to those produced by the scytale’.?°® How the principle of the use of scytalae can still be found
in modern transposition ciphers (particularly those used in warfare) will be discussed in the
concluding chapter, but now we turn to consider why the scytale — with such obvious potential
as a simple yet secure device for secret communication should apparently be overlooked by
one of the most important classical Greek sources on ancient forms of secret communication —

Aeneas Tacticus’ How to Survive Under Siege.

258 |_uenberger 2012, 167; Reinke 1962, 116.
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Chapter 3: Cryptography and steganography in Aeneas Tacticus’ How to Survive

Under Siege

The 4™-century BCE Greek military author Aeneas Tacticus does not seem to have discussed
the scytale in his influential writings on secret communication techniques in antiquity. Modern
historians of cryptography argue that the scytale cannot, therefore, have actually been used as
a cryptographic device in the ancient Greek world since Aeneas Tacticus did not discuss it in
his otherwise broadly comprehensive survey of classical stratagems and devices for secret
communication. However, as will be argued and demonstrated in this chapter, Aeneas Tacticus
had other reasons for not discussing the scytale in his treatise — the principal reason being that,
as the author of a handbook on strategies for siege warfare, Aeneas Tacticus was far more
interested in steganography than cryptography. Therefore, in this chapter, the following key
research question will be answered: What are the reasons that the 4"-century BCE Greek
military author Aeneas Tacticus — who dedicated a chapter of his work How to Survive Under
Siege to secret communication — excluded the Spartan scytale from his treatise?

Modern historians of cryptography often presume that the scytale is unlikely to have
been used for secret communication in antiquity since Aeneas Tacticus — whose work has
already been introduced in the prologue to this thesis — did not discuss the device. Whitehead,
in his translation of Aeneas Tacticus’ work argues that:

The omission of the well-known Spartan skytale need occasion no surprise, since it was not, as has almost

universally been supposed, a cryptograph.?°

259 Whitehead 1990, 183-184.
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While Whitehead assumes that Aeneas Tacticus did not discuss the scytale because it was never
used as a cryptographic device, West argues that Aeneas did not discuss it in his work because
he was personally unfamiliar with the device :
We should [...] note that Aeneas Tacticus has nothing to say about the device [the scytale] in his chapter
on secret messages [...], though would it have been known to him, he would certainly have mentioned
it, if only to criticise its defects.?6°
Sheldon also argues that Aeneas Tacticus must have been unfamiliar with the Spartan scytale
since he made no mention of it in How to Survive Under Siege:
it is telling that Aeneas [...], our single most important source of information on ancient Greek
cryptography, does not mention the skytale once. [...]. We can only conclude that it was unknown to
[him].26t
However, in this chapter it will be argued that there are a number of other reasons to justify the
fact that Aeneas Tacticus did not discuss the Spartan scytale in his work. The most important
of these is the fact that Aeneas Tacticus focuses his attention upon siege warfare and therefore
upon the stratagems and devices for secret communication most suited to this particular
military context.
Very little is known about the life (and therefore of the direct military, cryptographic
or steganographic experiences) of Aeneas Tacticus. Aeneas Tacticus, or Aineias the Tactician
— often identified as Aineias of Stymphalos, an Arcadian general from the 4" century BCE who

is mentioned in Xenophon’s Hellenica (Xenophon, Hellenica, 7.3.1)%%2 — wrote a treatise on

260 \West 1988, 42.

261 Sheldon 1987, 45.

262 Barends 1955; 171; Bliese 1994, 108; Brownson 1918, 281; Chaniotis 2013, 441; Dain & Bon 1967, vii; xii;
David 1986 (1), 343; Delebecque, 1957, 430; Hug 1877, 28 ff.; Hunter & Handford, 1927 ix-x.; xXii; XXiV-XXV;
264; Millett 2013, 65; Oldfather 1923 7; Rawling 2007, 13; Star 1957; 68; Vela Tejada 2004, 141-142; Usher
1970, 210-211; Whitehead 1990, 10-12; Winterling 1991, 196. See also Vela Tejada 1991.
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tactics known as How to Survive Under Siege or On the Defence of Fortified Positions (/Zepi
100 TS yp1) moAoprovuévovs dvtéyerv) around 360-355 BCE.?®3 A date around 360-355 BCE
makes Aeneas Tacticus’ work not only the oldest known military manual in history but also
the oldest known work on cryptography and steganography.?®* Chapter 31 of the work is
specifically dedicated to recommendations regarding the use of cryptographic and
steganographic devices and methods during sieges — and it is here that West, Whitehead,
Strasser et al. insist that we would expect to find a discussion of the scytale had its use as a
cryptographic device been known to Aeneas Tacticus. In the course of chapter 31 the author
discussed twenty-one different methods for secret communication, offering us a detailed
catalogue of ancient cryptography whereby — according to West, Kelly and Whitehead — the
absence of the scytale is straightforwardly explained on the grounds that it was not a
cryptographic device known to Aeneas Tacticus.’® Given Aeneas Tacticus’ (presumed)
extensive military experience, these scholars extrapolate from this that the scytale was,
therefore, not a cryptographic device that was used in Greece in this period. However, there

are other reasons that might explain this absence of a discussion of the scytale in Aeneas

263 Hunter & Handford 1927; Oldfather 1928; Whitehead 1990. It is likely that Aeneas wrote at least four other
works on military strategy that have been lost. Three of the works are referred to in How to Survive Under Siege:
a work on military preparations (7.4; 8.5; 21.1; 40.8); a work on procurement (14.2); and a work on encampment
(21.2). Scholars presume that Aeneas also wrote a work on conducting siege operations (Aelian, The Tactics, 1.2;
3.4; Julius Africanus, Kestoi, 37; Bliese 1994, 108; Hanson 2007, 3; Hunter & Handford 1927, xii-xiii; Oldfather
1923, 4; 8-9; Vela Tejada 2004, 142-143; Rawling 2007, 139; Whitehead 1990, 14-15; see also Vela Tejada 1991).
264 Chaniotis 2013, 446; Jenkins 1999, 35; Moore 2013, 462; Vela Tejada 2004, 141-142. See also Vela Tejada
1991.

265 Kelly 1985, 141-169; West 1988, 42; Whitehead 1990, 184. In a previous publication based on my research
for this thesis | suggested sixteen different methods (Diepenbroek 2019). I have since identified a total of twenty-
one different methods catalogued in Aeneas Tacticus’ work. In D’Agapeyeff’s work we see the name of the
Roman Tacitus being connected to the invention of these methods of secret communication (D’ Agapeyeff 193,
16). D’ Agapeyeff potentially confuses the names Aeneas Tacticus and Tacitus, an example of how some modern

historians of cryptography can seem to misinterpret original sources.
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Tacticus’ work. It will be argued that, although Aeneas Tacticus did not directly discuss the
scytale in his chapter on secret communication, his writings reveal that he was familiar with
the principle of transposition ciphers and the key concept of transposition-based cryptography
that the Spartan scytale had already introduced to Greece, but that he preferred simpler
steganographic modes of secret communication. Aeneas Tacticus, namely, concentrates
exclusively upon modes of secret communication that would have been suited to the military
siege contexts which form the focus for his work — and as such values steganographic over
cryptographic devices and methods.?®® For, out of twenty-one methods for secret
communication one can only see two examples of cryptography (Aeneas Tacticus, How to
Survive Under Siege, 31.30-31; 31.31). And although Aeneas Tacticus does not directly discuss
the scytale in his chapter on secret communication, his writings do reveal that he was familiar
with the principle of transposition ciphers. He discussed three different transposition ciphers
(Aeneas Tacticus, How to Survive Under Siege, 31.16-19; 31.20; 31.21-22) — and was also
familiar with the key concept of transposition-based cryptography that the Spartan scytale had
already introduced to Greece. Yet, he seems to have preferred simpler steganographic modes
of secret communication — presumably since hidden messages would have attracted less
attention than encrypted message in a siege context in which many enemies could always have

been nearby.

3.1: Reasons for the absence of the scytale in How to Survive Under Siege

There are a number of conceivable reasons to explain the fact that Aeneas Tacticus did not

discuss the Spartan scytale directly in his work How to Survive Under Siege. First, it is possible

266 See also Kahn 1996b, xvii; Reba & Shier 2015, 480; Singh 1999, 11.
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(though perhaps not probable) that he simply did not know of the scytale’s potential or actual
use by the Spartans as a cryptographic device at the time of writing How to Survive Under
Siege. For if, as this thesis maintains, the scytale was used by the Spartans for secret encrypted
communication, it was most likely used in the late 5" and early 4™ centuries BCE — that is,
between the outbreak of the Peloponnesian War and the Battle of Leuctra, since in this period
Spartan commanders were away from home and would have therefore been in need of such
devices to enable long distance communications during their operations in the field.?6” This
period also matches with the time-frame in which Plutarch later maintains that key Spartan
figures — including Lysander and Agesilaus — received coded messages by scytale (Plutarch,
Life of Lysander, 20; Life of Agesilaus, 10.5; 15.4-6). Aeneas Tacticus wrote his work How to
Survive Under Siege in the mid-4™ century BCE, so it is just possible that the military use of
the scytale for secret communication by the Spartans in the early 4™ century BCE was not yet
known by the Greeks — since the Spartans would obviously not have wanted the secret of the
scytale to be written about at the time when the device was in actual use for secret
communication.?®® Secondly, and more importantly, the scytale would have been used by the
Spartans for long distance communication and field warfare, while Aeneas Tacticus instead
focused on surviving a siege in the closed quarters of a besieged town. In his work he showed
the inhabitants of a polis whose city and homeland were endangered — especially those
inhabitants who were in charge of maintaining the polis’ security — that there was the constant
danger of treachery from within the city itself during sieges. The main focus in How to Survive
Under Siege is upon hiding messages so as to smuggle them in and out of the besieged polis
and not upon encoding them so as to prevent their being read and understood by hostile agents

(either within or without the city walls). Indeed, this is a recurring theme throughout Aeneas

267 Kelly 1985, 143.
268 David 1986 (1), 343; Spence 2010, 26; Whitehead 1990, 9-12.
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Tacticus’ whole work, in which he made clear that establishing secure and mutually-
comprehensible means of secret communication were of vital importance. The polis’
inhabitants had to secure all forms of communication that went in and out of the city (Aeneas
Tacticus, How to Survive Under Siege, 4.1-4; 5.1; 9.2; 10.6; 10.11; 10.18-19; 10.25-26; 11.3-
6; 12; 18.3-6; 18.8-11 (see also Polyaenus, Stratagems of War, 2.36); 18.13-21; 20; 22.5; 22.7;
23.7-11; 29.3-10).%%° Given the significant risk of citizens within the polis conspiring and
communicating with the enemy, it was vital for the commanding forces to be able to
communicate between themselves secretly and securely in Aeneas Tacticus’ view. All methods
for secret communication that Aeneas Tacticus discussed in chapter 31 of the work are related
to this theme of internal treachery, and to his idea of an enemy who is always nearby. As the
sources discussed in the previous chapter demonstrate, scytalae would typically have been used
for long distance communication rather than for the sort of local communications that
concerned Aeneas Tacticus. Aeneas Tacticus, therefore, might well have known the use of the
scytale for long distance communication, but he would not have seen it as a fit subject for his
own work, with its particular focus on local communication in a time of siege. Moreover, it
seems that Aeneas Tacticus did not have much knowledge of Sparta. From the textual evidence
supplied by How to Survive Under Siege it appears that Aeneas Tacticus’ military experience
is almost wholly confined to the geographical limits of parts of the Peloponnese and the western
coast of Asia Minor (Aeneas Tacticus, How to Survive Under Siege, 10; 11). Aeneas Tacticus
never mentioned Sparta or a Spartan in his work.?’® What is more, Aeneas Tacticus — living
and writing in the middle of the 4™ century BCE (that is, after the Peloponnesian War) — may

well have seen Spartan devices like the scytale as ‘un-Greek’ and as unworthy of inclusion in

269 Burliga 2008; Pretzler 2018 (l); Liddel 2018, 123; Rawling 2007, 139; Spence 2010, 26; Shipley 2018;
Whitehead 1990, 4; 20-24; Williams 1904, 390.
270 1n 31.14 of How to Survive Under Siege he discussed Herodotus’ story of Demaratus without mentioning any

names or places. Aeneas Tacticus simply stated that someone had once written under the wax of a wax tablet.
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his treatise accordingly. He might, therefore, have excluded such an alien and ‘un-Greek’
device from his list of techniques for Greeks to survive during the sieges even if he had been
familiar with such stratagems. A final reason for excluding the Spartan scytale from the treatise
may be that Aeneas Tacticus was simply more interested in steganographic practices than
cryptographic practices. As will be discussed in the next section, out of twenty-one methods
for secret communication we can only see two examples of cryptography (Aeneas Tacticus,
How to Survive Under Siege, 31.30-31; 31.31). This fits in perfectly with the aim of Aeneas
Tacticus’ chapter 31 which is to teach inhabitants of a polis how to hide messages from enemies
that were always nearby. Coded yet unhidden messages would obviously have attracted too
much attention in such situations (as we have already seen in Herodotus’ work; see chapter 1)
making steganographic methods of communication preferable over those that were purely

cryptographic.

3.2: Aeneas Tacticus’ methods for cryptography and steganography

In chapter 31 of How to Survive Under Siege Aeneas Tacticus discussed twenty-one?’* different
methods for secret communication that can be divided into fifteen examples of steganography
(31.4-5 (3x); 31.6; 31.7; 31.8; 31.9-9b; 31.10-13; 31.14; 31.15; 31.15-16; 31.23; 31.25-27,

31.28-29; 31.31-32), two examples of cryptography (31.30-31; 31.31) and a further four

271 The astragalos (pl. astragali or astragaloi) is a dice-like gaming piece made from knucklebones. Hunter and
Handford discuss eighteen different methods, but they do not discuss the two variations of the astragali method
(a.k.a. as knucklebones method) separately (see 3.2.3.2). Instead, they see only one variation (Hunter & Handford

1927, 211). Yet, | believe this distinction to be crucial since the two variations are clearly different methods.
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examples that are a combination of cryptography and steganography (31.1-3; 31.16-22).2"2 Of
the examples Aeneas Tacticus offers of cryptographic devices and of crypto-steganographic
combinations there are three examples of transposition ciphers (31.16-19; 31.20; 31.21-22) and
three examples of substitution ciphers (31.10-13; 31.30; 31.31). As Whitehead points out, this
makes the collection the fullest accumulation of cryptographic and steganographic devices
known from antiquity — so it is certainly striking that the scytale is not included within this
catalogue, especially since secret communication was clearly a subject of enormous fascination
for Aeneas Tacticus.?”® Other scholars argue that there was no clear categorisation in the
methods for secret communication discussed in Aeneas Tacticus’ work: the author simply
discussed a sample range of methods covering,?’ as Liddel argues:

a variety of (a) means of physical transference of written objects, (b) means of concealment and (c) of

the materials used for writing.?’®
However, as my own classification above makes clear, Aeneas Tacticus is clearly far more
knowledgeable about and interested in steganographic devices for secret communication than
in encrypted messaging (i.e. cryptography). That is, his main focus in How to Survive Under
Siege is upon hiding messages so as to smuggle them in and out of the besieged polis because
of a constant danger of treachery from within a city during sieges (Aeneas Tacticus, How to
Survive Under Siege, 4.1-4;5.1; 9.2; 10.6; 10.11; 10.18-19; 10.25-26; 11.3-6; 12; 18.3-6; 18.8-

11 (see also Polyaenus, Stratagems of War, 2.36); 18.13-21; 20; 22.5; 22.7; 23.7-11; 29.3-10),

22 In another now lost work Aeneas Tacticus also discussed a method for fire signalling used in secret
communication (Aeneas Tacticus, How to survive under Siege, 7.1-4; Polybius, Histories, 10.44-46). On this
method, Polybius’ improvements, and its application in the German ADFGX and ADFGVX ciphers used by the
German military intelligence services in the First World War see Diepenbroek 2019, 63-76 and the prologue to
this work.

213 Whitehead 1990, 183; 187.

214 Debidour 2006; Liddel 2018, 135; Rance 2018, 313.

215 |iddel 2018, 135.
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and not upon encoding messages so as to prevent them from being read and understood by
hostile agents (either within or without the city walls) — a point that previous scholars have not
picked up upon before. Various methods of secret communication discussed in the work seem
to have been Aeneas Tacticus’ own inventions — especially the use of astragali and its
variations (31.16-22), while other methods have clearly been based on reports and descriptions
found in historical sources — especially Herodotus’ Histories (31.14 = Herodotus, Histories,
7.239; 31.25-27 = Histories, 8.128; 31.28-29 = Histories, 5.35; 37.6 = Histories, 4.200; see
also 2.3-6 = Thucydides, History of the Peloponnesian War, 2.2-6 (esp. 4); 27.11 = Xenophon,
Anabasis, 2.2.20), alongside other unspecified oral and/or written sources.?’® Yet — as we will
see — when Aeneas Tacticus used one of these secondary sources he then nuanced the method
for secret communication discussed in the source with his own ideas — presumably since he
believed that his own alternatives (based on his own first-hand tried and tested experiences,
perhaps, were improvements upon the original method.?’” Again, we can only speculate, but it
may be that Aeneas Tacticus omits the scytale from his list because he has no direct experience
of using it in military practice in the field. Indeed, in this context is makes perfect sense that

Aeneas Tacticus did not devote any specific attention to the Spartan scytale in his treatise.

276 Throughout chapter 31 Aeneas Tacticus discussed many times that he knew or had heard that something had
once happened without specifying his sources (How to Survive Under Siege, 31.1-2; 31.6; 31.8-9b; 31.10-14;
31.23; 31.24-29; 31.32-35). On Aeneas Tacticus’ sources see Bettalli 1990; Brown 1981; Dain & Bon 1967;
David 1986 (1); David 1986 (11); Hunter & Handford 1927; Luraghi 1988; Vela Tejada 1991, 37-43; Vela Tejada
& Garcia 1991; Whitehead 1990.

277 On examples of Aeneas Tacticus’ personal experience discussed in How to Survive Under Siege, see Burliga
2008.
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3.2.1: Methods for steganography

As we have seen, a careful cataloguing of the different types of secret communication that
Aeneas Tacticus discussed in his treatise indicates that he was most familiar with simple
steganographic devices for secret communication — and preferred these over encrypted
messaging for siege contexts. To understand why Aeneas Tacticus may have omitted the
scytale — a relatively sophisticated cryptographic device — from his catalogue, it is useful to

look in detail at those devices and stratagems which he does discuss.

3.2.1.1: Covered writing on tablets
In chapter 31.14 of How to Survive Under Siege Aeneas Tacticus discussed a relatively
straightforward strategy of secret communication involving the concealment of writing under
the wax of a wax-tablet. According to Aeneas Tacticus, a non-encrypted secret message would
be written on the base of a tablet and then wax was poured over it, and a second — open message
would be written on the top film of wax. When this tablet was delivered, the recipient — who
knew or anticipated that a message was written under the wax — would scrape off the wax to
read the message hidden underneath and send any reply in the same way:
1on 8¢ Tic &v SéhTov EVAD YpAwag KNPOV EMETNEEY Kol HAAA €l TOV kMpdV évéypaey. gita dtav EAON
map’ Ov £0&l, EKKVIGOC TOV KNPOV Kol AvaryvoLs Ypayag mdAly doadtog EnéoTteiley. EvOgyetal 08 Kal €ig
no&iov ypayavto pédavi g Beltioto £av EnpavOijval, Enerta Aevkdoovto apavilew T ypappoto. dtov
obv agikntol mapd OV TepmToOpevoy, AaPovta gic Héwp Osivar To mu&iov: eaveltar odv &v Td Vot

axppidg dravto o yeypoppéva (Aeneas Tacticus, How to Survive Under Siege, 31.14; for the complete

passage see Appendix 1, page 258).

It has actually happened that someone has written on the wooden part of a tablet, poured wax over it, and
written something else on the wax. Then when it came to the appointed person, he, scraping off the wax

and reading the writing, again in the same way has sent back a message.
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This example is clearly based upon the story of Demaratus’ message to the Spartans derived
from Herodotus’ Histories (7.239; see § 1.2.5; see also Aulus Gellius, Attic Nights, 17.9.6;
Julius Africanus, Kestoi, 53; Justin, Epitome of the Philippic History of Pompeius Trogus,
2.10.13; Polyaenus, Stratagems of War, 2.20. See for a parallel from Roman times: Herodian,
History of the Empire from the Death of Marcus, 7.6.5).2’8 However, Aeneas Tacticus did not
simply follow Herodotus’ earlier account verbatim. After discussing the means by which
Demaratus sent a secret message to the Spartans — following the details of his Herodotean
source closely — Aeneas Tacticus suggested that a message was sent back in the same way
(érerro. Jevkawoavta dpavilerv to ypduuota; Aeneas Tacticus, How to Survive Under Siege,
31.14) — as if this were a useful practical way of secret communication that had taken place
between two parties. He then added two other possibilities, as if to show that he could improve
on his sources by supplementing them with ideas of his own. It is plausible that Aeneas Tacticus
(quite sensibly) believed that a seemingly empty tablet in transit would have attracted too much
suspicion if it fell into the wrong hands. Instead of using an ostensibly blank wax tablet as
Herodotus reports that Demaratus did, Aeneas Tacticus, therefore, suggested that a non-secret

message was written on the top of the wax tablet.

Aeneas then suggested two other variations. First, that it was possible to write a
message on the base of a boxwood tablet, and then whitewash the tablet and perhaps paint a
picture over it to render the writing invisible. To make the writing visible again a recipient had
to place the tablet in water to dissolve the paint (évdeyerar d¢ kai eig moéiov ypawavro uédavi g
Peltiore éav EnpavOijvaa, Ersita AevkdoovTo dpavilely Té ypéuuate. STov oLy ApiknTol Tapd TOV

weumouevoy, Aofiovia eic towp Beivour to moliov: poveitar ovv év @ oot drplpas drovta to.

278 \When using a source Aeneas Tacticus did not literally quote it. Instead he paraphrased his sources in order to
bring out his own points in the clearest way, thereby omitting unessential details and sometimes adding
information to the original (Brown 1981, 388; Burliga 2008; Pretzler 2018 (I); Shipley 2018).
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veypouuéve. [...J 1t would be possible, also, to write on a boxwood tablet with the best quality of
ink, let it dry, and then by whitening the tablet to make the letters invisible. When, then, the tablet
comes to the recipient, he should take it and put it into water; and so in the water there will
clearly appear all that was written; Aeneas Tacticus, How to Survive Under Siege, 31.14-15).
Aeneas Tacticus’ second alternative suggestion was to use a hero’s plaque for the same purpose
(ypagorro 6’ Gv kai gic mvikiov Npwikov drep Gv Pobly. éneita kotalevkdool kai Enpavovo,
ypayaL iITmeéa pwopopov i 6 11 Qv fovin, Exovia iuotiouov Jevkov kol tov ixmov levkov [...J] You
might also write on a tablet for a hero’s chapel whatever you desire. Then it should be whitened
and dried, and a light-bringing horseman painted on it, or anything else you please; 31.15-16).2"
Clearly Aeneas Tacticus considered that his alternatives would have worked more effectively

as practical steganographic devices than the original method described by Herodotus.

3.2.1.2: The tattooed slave
As in the example of Demaratus (Aeneas Tacticus, How to Survive Under Siege, 31.14),
Aeneas Tacticus based another example of secret steganographic communication on
Herodotus. In 31.28-29 Aeneas Tacticus discussed the Herodotean story of Histiacus’ message
to Aristagoras tattooed on a slave’s head. Since the roads were guarded Histiaeus had to find a
safe way to send his message. He did so by:
T®V 0 dovAwv 1OV moToTatov amofvpnooc £otiéev kal €mfoyev £mg avépuoav ol Tpiyes. ¢ OF
avépuoay Tiyota, Emepney gig Midntov, émoteihog 1@ Eneotiypéve GAo HEV 0VOLY, Ereday & apiknToL
gic MiAntov mpog Apiotaydpav, Kekeve Eupioovta KoTOEY €ig TV KEPAAV. TO O OTIYLLOTO ECT|HLOLVEY

0 &dermowelv (Aeneas Tacticus, How to Survive Under Siege, 31.28-29; for the complete passage see

Appendix 1, page 260)

27 In this second example presumably another type of paint would be used since Aeneas Tacticus recommends

that oil was needed to dissolve the painting instead of water (31.16).
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shaving the head of his most faithful slave, he [then] tattooed it and detained him until the hair had grown
again. And as soon as it had grown, he dispatched [the slave] to Miletus and gave the tattooed man no other
orders except that when he had come to Miletus, into the presence of Aristagoras, he should request him to
shave his head and examine it, whereupon the marks indicated what was to be done.
This example from Herodotus again fits in well with the broader theme of Aeneas Tacticus’
work on sieges, since here we are dealing once again with a hidden message being smuggled
out of a besieged city (Herodotus, Histories, 5.35.2-4; see also Aulus Gellius, Attic Nights,
17.9.18-27; Polyaenus, Stratagems of War, 1.24). Indeed, this case is included as an example
of the importance of the use of trustworthy messengers for secret communications during a
siege — a recurring theme in Aeneas Tacticus’ work (Aeneas Tacticus, How to Survive Under
Siege, 9.2; 10.6; 10.11; 10.25-26; 22.5; 22.7; 31). Unlike his reworking of the Demaratus’ story
reported by Herodotus, however, here Aeneas Tacticus included the names (Histiaeus;
Aristagoras) and places (Miletus) that Herodotus had supplied in his version — thereby lending

credibility and authority to his own account.

3.2.1.3: Hidden Messages

Aeneas Tacticus discussed seven further examples of steganographic messages that could be
sent hidden in or under clothing, footwear, armour, jewellery, and even a dog collar (for the
complete passages see Appendix 1, page 255-261).22° Amongst his simple suggestions were to
hide a message under a breastplate (Aeneas Tacticus, How to Survive Under Siege, 31.8), to
sew one into a bridle-rein (31.9-9b), or to hide it in between layers of clothing (31.23; see
also Julius Africanus, Kestoi, 53; Philo of Byzantium, Compendium of Mechanics, D.78

(102.37-39) in: Thévenot, Boivin, et al., 1693, Veterum Mathematicorum Opera, 102. See for

280 Four examples seem to be based on Aeneas Tacticus’ sources (31.6; 31.23; 31.25-27; 31.31-32), while three
examples were his own suggestions (31.4-5; 31.7; 31.9; 31.9).
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a Roman parallel: Ammianus Marcellinus, Roman History, 18.6.17-19; Frontinus,
Stratagems, 3.13.3-6; Florus, Epitome of Roman History, 1.40.15-16; Orosius, Seven Books
of History Against the Pagans, 6.2.14). Aeneas Tacticus also discussed how a message was
once sent bound to a wound on a man’s leg (31.6), and how in Epirus and Thessaly it was the
custom to take a dog away from his home, hide a secret message in its collar, and then sent it
back home (31.31-32; see for a parallel from Roman times: Frontinus, Stratagems, 3.13.5-8;
Pliny, Natural History, 10.53 (37)).28* A slightly more complicated method compared to
these is found in 31.7 — where Aeneas Tacticus suggested to write messages on pieces of lead
that could be rolled up and worn as women’s earrings (see for a parallel from Roman times:
Cassius Dio, Roman History, 46.36; Frontinus, Stratagems, 3.13.7). Significantly, the lead
could be rolled up, making it possible to send a closed and sealed message hidden in plain
sight. This makes the method a very clear example of Aeneas Tacticus’ interest in hiding
messages rather than encrypting them.

Another slightly more complicated method can be found in 31.4-5. Here Aeneas
Tacticus discussed the sending of secret messages by using a messenger without the
messenger knowing about this. Before sending out the messenger the sender had to insert a
secret letter into the messenger’s sandals.?8? He would then send the messenger to the
recipient with a non-secret letter to provide a cover for his actual mission. The recipient could
reply in the same way if requested (31.4-5; for the complete passages see Appendix 1, page

255-256; see also Julius Africanus, Kestoi, 51; Philo of Byzantium, Compendium of

2L A link can be made to the use of animals as secret messengers in the 20th century. For the role of carrier
pigeons in the Second World War, see e.g.: O’Connor 2018.

282 To make sure that the hidden message was not affected by water and mud, Aeneas Tacticus suggested that it
be written on a piece of lead (31.4). Whitehead incorrectly presumes that Ovid suggested this same method in Ars
Amatoria, 3.624 (Whitehead 1990, 184). However, Ovid simply mentioned that one could hide a letter between a
foot and a sandal amongst a selection of simple methods to quickly and easily communicate in secret (Art of Love
3.619-630).
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Mechanics, D. 81 (102. 45-50). In: Thévenot, Boivin, et al. 1693, Veterum Mathematicorum
Opera, 102).28% These seven examples show Aeneas Tacticus’ interest in steganographic
messages that were hidden in simple ways — sometimes almost in plain sight — by using
commonly known household objects.

In chapter 31.10-13 Aeneas Tacticus discussed some no less simplistic though rather
more laborious way of sending secret messages by using an oil-flask and a bladder.
According to Aeneas Tacticus, one could inflate a bladder and write on it with ink mixed
with glue. Once the writing was dry one had to deflate the bladder, press it into a flask, and
inflate it again. Hereby, the glue would stick the bladder to the insides of the flask. Then one
had to fill the flask — or technically the bladder lining it — with oil. In this way, the bladder
would have become (nearly) invisible. Upon receiving the flask, the recipient had to pour out
the oil, re-inflate the bladder and read the text.?®* He could then wipe off the text with a
sponge and reply in the same way:

Koot [...] amodroavto ceddpa Enpaval, Ererto €’ avTiig ypowatl & Tt dv BoOAN HEANVL KATOKOAAD.

EnpavBiviov 88 TV ypappdtoy éelelv T Tvonv Tiig koTdog Kkal cupmigcavta [...] T 8¢ otépa Tig

K0oTI00¢ Vrepeyét ToD 6TONOTOG TG AnkvOo [...].6tav 8¢ &AM map’ Ov Oei, €€gphoac O Elatov

AVOLYVAGETAL PUOTHGAG TV KOOTIV' Kol EKGTOYYicag Kal Katd TadTdl £ig THY adThv Ypéyag dmocTeA ETm

(Aeneas Tacticus, How to Survive Under Siege, 31.10-13; for the complete passage see Appendix 1, page

257-258).

Take a bladder [...]; inflate it, tie it tightly, and let it dry; then write on it whatever you wish, in ink mixed
with glue. When the writing is dry, let the air out of the bladder, and press it into the flask [...]. Then inflate

the bladder inside the flask [...] and [fill] it with oil [...]. When it comes to the appropriate person, he will

283 This method could have been useful if one did not trust his messenger.

284 This is not an example of the use of invisible ink since the recipient simply had to pour out the oil to be able
to read the text again. He did not have to use e.g. charcoal to make the text visible again. For the use of invisible
ink in antiquity see Ausonius, Epistles, 28.21-22; Ovid, Ars Amatoria, 3.627-630; Philo, Compendium of
Mechanics, D. 77 (102.31-36); Pliny the Elder, Natural History (26.39 (62)).
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pour out the oil, inflate the bladder, and read the writing. And washing it off with a sponge, let him write

on it in the same manner and send it back.
This particular method of steganographic communication is not only laborious but demands
access to a panoply of domestic supplies. Indeed, such a method for securing the secret
communication of hidden (though not encoded) messages would have been highly impractical
on a battlefield — since both parties would have needed flask, bladders, ink, glue, and oil, etc.
However laborious, the method might have been useful as a means of securing a secret
communication in a siege defence — and therefore offers us a salient reminder that this is the
specific context of Aeneas Tacticus’ work. Aeneas Tacticus’ predominant focus in his treatise
on How to Survive Under Siege is upon providing his readers with a catalogue of devices and
stratagems suitable for secret communication under siege conditions. His priorities are upon
smuggling concealed messages in and out of the polis or city — and he focuses upon
concealment rather than encryption as the first priority in securing these communications. In
fact, so confident is he in the security of these various steganographic devices, he has
comparatively little to say about the risks of these messages being intercepted and read by
hostile agents. In fact, there are only two examples in How to Survive Under Siege in which
Aeneas Tacticus appears to take seriously such a risk and to mitigate against it by sending a

hidden message that is also — for extra security — encrypted or encoded in some way.

3.2.2: Methods for cryptography

Aeneas Tacticus’ only two suggestions for the use of cryptography can be found in passage
31.30-31. In this passage Aeneas Tacticus suggested that, instead of marking a slave’s head —
or any other medium for a secret message — with easily recognisable words or letters, one could

instead write by replacing vowels with dots (Aeneas Tacticus, How to Survive Under Siege,
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31.30-31), or any other letter or symbol (31.31).2° In the first part of the passage (31.30-31),
Aeneas Tacticus suggested that each vowel from alpha to omega could be replaced by one to
seven dots — the ancient Greek alphabet having seven vowels (a; ; #; 1; 0; v; ®):

ypappoto v kevimpaot 1idecbat, 0mdotov & av toyn £kactov v, €V TOIG YPUPOUEVOLS TOGHHTOG GTUYLLOG

givan (Aeneas Tacticus, How to Survive Under Siege, 31.30-31; for the complete passage see Appendix 1,

page 260-261).

It [is possible to] express the vowels by dots, and whatever the number of each vowel happens to be, so

many dots are to be placed in the writing.
Aeneas Tacticus then continued by discussing that instead of substituting vowels with dots,
one could have put in any letter, number or symbol (kai t6de dAlo- avii t@v pwvnéviwv
ypouuatwv tifscbor & i o1 [...] And here is another way: Instead of the vowels, put in anything
whatever; 31.31). When discussing this passage, scholars — starting with Von Gutschmid in
1880 — have typically focused upon attempting to link this example to the war between
Dionysius Il of Syracuse, and his opponents Dion and Heracleides in 357 BCE (see also
Plutarch, Dion; Timonides, Fragment 1, in: Brill’s New Jacoby (561)); Timaeus, Fragment
114; in: Brill’s New Jacoby (566).2%® They seem to have overlooked the fact that this short
passage provides the only two suggestions of cryptographic methods out of the total sum of
twenty-one methods for secret communication that Aeneas Tacticus discussed in chapter 31 of
his work. Yet, the fact that we can only find these two examples of cryptographic messages
here, clearly shows that Aeneas Tacticus was far more interested in steganographic (hidden)
messages than in cryptographic (coded) messages. The encoded messages created here by using

this very basic form of encryption through partial substitution would help to add an additional

285 Bauer — based on Hunt 1929 — suggests that the ancient Greeks were familiar with the cryptographic principle
of replacing letters by other letters (Bauer 2017, 96).

286 Bengtson 1962, 460; Glotz & Cohen 1936, 410-411; Dain & Bon 1967, 75; Oldfather 1928, 5-7; Von
Gutschmid 1880, 588-590; Whitehead 1990, 191.
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layer of security should the messenger-slave be intercepted by hostile agents and his head
shaved to reveal the message on his scalp. 227 Aeneas Tacticus’ methodology here represents
the first known substitution cipher recommended for use in warfare — but it is important not to
overlook the fact that it is presented by Aeneas Tacticus as a secondary device, an insurance
policy of sorts, to support his primary stratagem recommending a steganographic approach as

the foundation to successful secret communication.

3.2.3: Combinations of cryptography and steganography

3.2.3.1: Marking letters in text

The first example of a method that involves a combination of cryptography and steganography
can be found at the start of chapter 31 of How to Survive Under Siege. In passage 31.1-2 Aeneas
Tacticus discussed how a message could be written by marking letters in a book or document
with dots and the book or document with the message then hidden in baggage. The recipient
had to make a transcript of all the marked letters to understand the message (év rovte Je
yeéyportal 1 EmOTOAN EMATICOUEVMV YPOUUATOV TOD TPWTOV OTLYov 1 OEVTEPOL 7 TPITOU,
émotiyuaic 0¢ élayiotous xai oniotdrais TNV 1@ meumouéve. et dpirkouévov tod Pofiiov
map’ OV Oel, EEeypapeTo Kail 10, EMTETHUATUEV, YpaaTo TIOEIS EPECTC TA €K T TPATOV GTiY0D
Kol 0e0TEPOV Kol TO. dAAa oovTws, &yvapile ta émaralévea, [...] In One case a message was
sent in this way: in with merchandise or other baggage there was inserted a book, or some other
chance document, of any size or age, and in this the message had been written by marking the
letters of the first, second, or third line with dots, very small and discernible only to the recipient.

Then, when the person intended received the book, he made a transcript, and by setting down in

287 From around 600-500 years BCE Hebrew scholars were already using a substitution system known as the

Atbash cipher and Aeneas Tacticus may have based his simple cipher on this model. See Strasser 2007, 278.
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order the marked letters from the first line and the second and the others in the same way he
discovered the message; 31.1-2; for the complete passage see Appendix 1, page 255). As an
alternative, Aeneas Tacticus suggested that instead of using a book or document as the vehicle
for the message, one could simply write a letter and then add the markings (éziotolnv ypawovta
TEPL TIVWV PAVEPAS EV TAELOOLY, £V TAVTH Tf] EMOTOAJ] TO AVTO TOIETY ETIONUOIVOUEVOV YPCUUOTO,
o1’ Stwv dupavieic drep av foviy [...] Writing in detail and undisguisedly on some subject, in
this message you may reach the same result by marking letters by which you will indicate
whatever you may wish; Aeneas Tacticus, How to Survive Under Siege, 31.3; for the complete
passage see Appendix 1, page 255) — which obviously had to be as inconspicuous as possible
by placing them far apart and making them as small as possible (v d¢ émonuociov sivou ¢
aonlotatny émotiyuaic oie mollod i ypouuaic ropounxeotv; 31.1-3). Clearly marked letters in
a text would have attracted suspicion — especially for trained people who would have been
trying to uncover their enemy’s secrets, and especially if there were a pattern in the text with
e.g. every third letter being marked. One, therefore, had to avoid clear marking and patterns
when using this technique. The combination of cryptographic and steganographic encryption
here, as in the previous case, makes the method more secure. However, Aeneas Tacticus is
clearly less confident in the protection offered by encryption than he is in the protection offered
by concealment. Although he has recommended numerous steganographic techniques that
work (so he suggests) on their own, here he once again recommends that the coded message or
text is also hidden and concealed in a bag in order to secure its transmission. His personal

preference for secure secret messaging falls clearly to the side of steganography rather than

cryptography.
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3.2.3.2: The use of astragali

A possible explanation for Aeneas Tacticus’ comparative lack of confidence in cryptographic
devices — and accordingly for his lack of interest in the Spartan scytale — may be traced to his
account in his treatise of the use of astragali (also known as knucklebones or talus bones) to
send secret messages (31.16-22). Aeneas’ use of astragali is discussed for the first time in
modern cryptographic scholarship by Hunter and Handford in 1927.28 As becomes clear from
Aeneas Tacticus’ description, one could pierce 24 holes into an astragalus to represent the 24
letters of the Greek alphabet. Only knucklebones of hooved animals — like sheep or goats —
were useful for this purpose since these are almost square or rectangular and, therefore, have
four more or less flat sides, on to which the 24-letter Greek alphabet naturally fell in to four
neat groups of six letters.?®® Whenever someone wanted to communicate a message by using
an astragalus, this person had to draw a thread through its holes. In other words, he would
‘sew’ a message through an astragalus and this transposing of letters would compose a simple

transposition cipher:?%

aotpdyarov [...] pompata gikoot kol téttopa [...]- Eo0Tm 6€ T0 TPLINUATE TOD AGTPAYGAOL GTOLYET.
peta 6¢ tadta, Otav Tva 0EANG v avtoig tifesbat Aoyov, [...] obt® 0 Emihotma Tod AdOYoL avilypdony
Evepe gig ta Tpumnuato [...] dvamolw [...] yiyveron 1 £€gpoig Tii évépoer (Aeneas Tacticus, How to

Survive Under Siege, 31.16-19; for the complete passage see Appendix 1, page 258-259).

In [an] astragal bore twenty-four holes [...]. Let the holes stand for letters [...] whenever you wish to
communicate any word by them [...] pass the thread into the holes. [...] The unthreading takes place in

the reverse order to that of the threading.

288 Hunter & Handford 1927, 209.
289 QOlivetti 2015, 263.
2% 1t is plausible that Aeneas Tacticus tried out the method before putting it into practice. In passage 31.18,

namely, he discussed how to ‘write’ his own name by pulling a thread through the holes of the astragalus.
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The unthreading obviously took place in the reverse order, since the decoding necessarily
started by unthreading at the end. Consequently, all the letters of the message appeared in
reverse order. Therefore, to understand the intended message properly, the recipient had to turn
the letters back into their normal order. Because of its size, a message sent using an astragalus
could not have been much longer than one or two words or a very short sentence. The message
‘Enemy Attacks At Dawn’ could, for example, have been abbreviated to EAAD. Yet, the use of
such a small object must have made the use of astragali for this form of secret communication
very time consuming and very difficult in practice. One would easily end up with a ball of
thread whereby it was no longer possible to find the correct holes — making the use of astragali
rather troublesome for the sender, and even more so for the receiver, as Whitehead, and Hunter
and Handford point out.?®® Therefore, it is questionable whether the method may have
functioned well. It seems plausible that Aeneas Tacticus found out for himself that using the
astragali for secret communication was laborious, since he described the method not only as
the most secret, but also the most difficult (or ‘troublesome’ as Whitehead translates it):
[Mac@v 6& adnrotdt TELYIS, TPaYUATOOESTATN O VOV pot 1) 6L dypappdtov Eppavicinoetat (Aeneas
Tacticus, How to Survive Under Siege, 31.16)
I shall now describe the most secret — and most troublesome — method of all: sending a message without
writing.2%2
Since the method was rather complicated and very time consuming, Aeneas Tacticus
accordingly suggested two simpler variations. Instead of an astragalus one could either use a
rectangular piece of wood (edzperéotepov v toito yiyvoiro Ebiov ¢ ombouaiov tpvmnbeviog

doa. ye to. aoryeio t@v ypouuatwv /... ] this would be accomplished more easily if a piece of wood

291 Hunter and Handford 1927, Ixxxii; Whitehead 1990, 187.
292 Whitehead 1990, 87. If no actual writing is involved in cryptography, one speaks of a semagram (Chatton
2010, 43; Lunde 2012, 42).
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about a span long were perforated just as many times as there are letters in the alphabet; 31.20)
or a wooden disk (avzi tod dotpaydlov kai Eblov moujoavio kvkiov Edlvov Asavaa [...] Instead
of the astragal or the piece of wood, make a disc of wood; 31.21-22; for the complete passage
see Appendix 1, page 258-259) in which one would then pierce 24 holes as in the bone
astragalus. When using the disk — Aeneas Tacticus suggested — one had to prick holes in the
centre of the disk too. Whenever a letter occurred twice in a row, one had to pull the thread
through one of the holes in the centre in between the two other letters (31.22).

Two possible reconstructions show what this disk might have looked like. Figure 11
(left) shows Diels’ suggestion in which the letters a (alpha) to w (omega) are written clockwise
in their normal order at the edge of the disk. Diels incorrectly describes this as a reconstruction
of an astragalus while it clearly represents Aeneas Tacticus’ wooden disk.?®3 Figure 11 (right)
shows Welskopf’s reconstruction in which the first four letters — (a (alpha), (5 (beta)), y
(gamma) and ¢ (delta)) — can be found at the top (a (alpha)), bottom (f (beta)), and left (y
(gamma)) and right side (o (delta)) of the disk as on a compass where north, south, east and
west are pointed out. The rest of the letters can be found right opposite each other on the disk
starting at the top with ¢ (epsilon) to the right side of « (alpha), { (zeta) to the left side of j
(beta), 7 (eta) to the right side of ¢ (epsilon), & (theta) to the left side of " (zeta) and so on (see
Figure 11 (right)).2®* Aeneas Tacticus pointed out that one had to know which hole represented
a (alpha), since from there all subsequent letters had been ‘written’ on the four sides (Aeneas
Tacticus, How to Survive Under Siege, 31.17) — and presumably ‘written’ in alphabetical order

to avoid making this already complex method yet more complex again.

2% Diels 1914, 67.
294 \Welskopf 1974, 44.
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FIGURE 11: TwWO POSSIBLE RECONSTRUCTIONS OF AENEAS TACTICUS  WOODEN DISK USED
INSTEAD OF AN ASTRAGALUS. LEFT: RECONSTRUCTION DIELS; RIGHT: RECONSTRUCTION

WELSKOPF.2%®

Aeneas Tacticus also mentioned that the extra holes in the middle were added to prevent
suspicion from being raised (31.21) — though what exactly he meant by this is unclear.
Translations and commentaries seem to have overlooked this point. It might be that there is an
omission in the text here but another intriguing possibility is that one could have pulled a thread
through the holes in the middle in order to wear the disk as a necklace — in the same way as the
lead earrings described as a steganographic device in the treatise were designed to be worn as
jewellery (31.7). Indeed, this interpretation fits in well with Aeneas Tacticus’ wider approach
to such devices and stratagems in How to Survive Under Siege, as we have seen: he clearly
places greater emphasis upon the value of hidden devices than upon those that are encoded.
And in this light it is easy to see why the example of the scytale — an encoded message carried
in plain sight — would not fall within his list of recommendations for secret communications in

a time of siege.

2% Diels 1914, 67; Welskopf 1974, 44.
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At the beginning of this chapter the following research question was posed: What are
the reasons that the 4"-century BCE Greek military author Aeneas Tacticus — who dedicated
a chapter of his work How to Survive under Siege to secret communication — excluded the
Spartan scytale from his treatise? As has been discussed in this chapter, there are various
reasons to explain the fact that Aeneas Tacticus did not discuss the scytale in chapter 31 of
How to Survive Under Siege. First, it is possible (though perhaps not probable) that Aeneas
Tacticus did not know of the scytale’s potential or actual use by the Spartans as a cryptographic
device at the time of writing. Secondly, as the sources discussed in the previous chapter
demonstrate, scytalae would typically have been used for long distance communication rather
than for the sort of local communications that concerned Aeneas Tacticus. Aeneas Tacticus,
therefore, might well have known the use of the scytale for long distance communication, but
he would not have seen it as a fit subject for his own work, with its focus on local
communication. Thirdly, Aeneas Tacticus — living and writing in a post-war period (after the
Peloponnesian War) — may well have seen Spartan devices like the scytale as un-Greek and as
unworthy of inclusion in his treatise for Greeks. Fourthly, and perhaps most importantly,
Aeneas Tacticus seemed to have been more interested in steganographic practices than
cryptographic practices since the main focus in How to Survive Under Siege is upon hiding
messages so as to smuggle them in and out of the besieged polis and not upon encoding them
S0 as to prevent them from being read and understood by hostile agents (either inside or outside
the city walls). We can reasonably conclude, then, that the absence of the Spartan scytale from
Aeneas Tacticus’ treatise does not in itself offer sufficient evidence to support the theory
forwarded by Whitehead, West, and Sheldon that the scytale was unknown to Aeneas Tacticus
because it was not really a form of ancient cryptography. We can, therefore, look to another

significant body of ancient source material — this time one which does mention the scytale and
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which does appear to recognise it as a useful cryptographic device — and forward our

investigation by turning our attention from ancient Greece to ancient Rome in the next chapter.
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Chapter 4: Roman views towards the Spartan scytale

It is highly likely that the Romans would have been familiar with Aeneas Tacticus’ work How
to Survive Under Siege and this text would have served an educational purpose as a manual for
army commanders.?® Indeed, the treatise — along with Xenophon’s Art of Horsemanship and
Cavalry Commander, and Roman examples such as Vegetius’ Military Institutions of the
Romans — seems to have been intended as a pragmatic guide for commanders in the field.?®’
Although, as we have seen, the Romans would not have learned much about the scytale by
studying Aeneas Tacticus, they would certainly have encountered descriptions of the device in
other Greek sources, and this chapter focuses on Roman secret communication and Roman
views towards the Spartan scytale. The corresponding research questions for this chapter are:
What view of the scytale did the Romans take and why did the Romans seemingly never adopt
the Spartan scytale for cryptographic communications in their own military contexts — even
though they seem to have been familiar with descriptions of the device and adopt other (less

sophisticated) cryptographic systems?

Roman sources on the scytale show that the Romans were familiar with the Spartan
system for secret communication and accepted that it had been used by the Spartans in centuries
past (see 8 4.3; Cicero, Letters to Atticus, 10.10.3; Cornelius Nepos, The Book on the Great
Generals of Foreign Nations. Pausanias, 4.3.4; Aulus Gellius, Attic Nights, 17.9.6-16;

Ausonius, Epistles, 28.23-27). Given this knowledge of the scytale by the Romans, and their

2% Hanson 2007, 3.

297 Hanson 2007, 3; Pretzler 2018 (1), 68-95. See also Burliga 2008, 92-101; Pretzler 2010, 85-107; 2018 (l1),
146-165; Shipley 2018. Although military manuals like Aeneas Tacticus’ work were intended as pragmatic guides
to commanders in the field, Burliga is uncertain to what extent, if at all, Aeneas Tacticus’ work served a useful

purpose in real military circumstances (Burliga 2008, 95-96).
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familiarity with literary descriptions of the scytale as a sophisticated cryptographic device with
particular benefits for use in military contexts and for communicating secretly and securely
over long distances, we might question why they do not appear to have adopted the scytale for
their own military use. The chapter starts with an analysis of Roman steganography and
cryptography in order to situate the scytale and its Roman reception within this new context —
as discussed by Ovid, Cicero, and Pliny the Elder and Ausonius (8§ 4.1). Hereby, it will be
shown that the Romans well understood and widely discussed the need for secrecy in the
context of letter writing of various kinds. However, it will also reveal their apparent greater
interest in steganographic hidden messages rather than in cryptographic coded messages (8
4.1.4) — as we have already seen in the works of Herodotus and Aeneas Tacticus. This
examination of the Roman sources is followed by an analysis of a rare example of Roman
cryptography, in fact, the only Roman cryptographic substitution method that is known to us:
the famous Caesar cipher (§ 4.2).2% The study then turns to Roman views on the Spartan scytale
by analysing how three Roman authors discussed the device (§ 4.3). Hereby, I will offer an
argument explaining why the Romans appear to have been familiar with the scytale and known
of its potential value as a vehicle for secret communication — yet did not adapt the scytale for
use in their own secret communications, either for private/personal correspondence or for

military operations and communications in the field (8§ 4.4). Hereby it will be shown that the

2% |t is important to consider here that Caesar would, in all probability, have written most of it not all of his
letters in Greek rather than Latin as a matter of course — since the medium of interpersonal written
communication amongst the Roman elite at this period was predominantly Classical Greek. This makes it
problematic to interpret the description of a coded letter as one ‘written in “Greek letters”” as involving the
straightforward transliteration of Roman characters into their Greek equivalents. When writing in cipher,
therefore, it seems that Caesar is writing in Greek rather than Latin and substituting Greek ciphertext letters for
Greek plaintext letters (possibly using the cipher system that came to bear his name). It is theoretically plausible
that Caesar wrote in Latin but substituted Greek characters for Roman characters (when not actually writing in
Greek) in his secret messages. In this case we would have a second method — or rather a variation of the first

method — of a rudimentary substitution cipher known to the Romans.
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Romans seem to have been more interested in using covered or concealed steganographic
messages for securing official military correspondence rather than being interested in
cryptographic devices — a preference that seems to reflect a parallel trend in their

personal/private communications (such as those between friends, brothers, and lovers) too.

4.1: Secrecy and Roman letter writing

4.1.1: Ovid (43 BCE-17/18 CE) and Pliny the Elder (23-79 CE)

In many of the works of the Augustan love poet Ovid — especially in the Amores, Ars
Amatoria, and Heroides — we find a range of suggestions for lovers to secretly communicate
with each other. Significantly, no equivalent references to secret communication by lovers
can be found in the earlier Greek context. This suggests that the Greeks and Romans may
have had different concerns about and interests in cryptographic and steganographic
messaging — in the contexts of both private discourse and official (including military)
communication.

This apparent Roman interest in steganographic over cryptographic modes of secret
communication is well illustrated by the variety of stratagems described by Ovid. In Ovid’s
work, the use of secret signs between lovers in their efforts to try to communicate with each
other — especially at banquets and public gatherings — are a favourite theme with the

author.?®® A clear example of Ovid’s steganographic tricks can be found in Ars Amatoria

2% Amores, 1.4.15-28; 1.4.55-58; 1.11; 1.12; 2.2.26; 2.5.15-20.5f.; 3.11.23f.; 3.11.23-24; 3.11a.23-24; Epistles,
16.258; 17.77ff.; Ars Amatoria, 1.91; 1.137f.; 1.341ff.; 1.351-198; 1.487-490; 1.497-502; 1.569-580; 2.131-140;
2.243; 2.246; 2.251; 2.543; 2.549; 3.514; 3.329-332; 3.394; 3.483-498; 3.619-630; 3.633; Remedia Amoris, 751-
756; Heroides, 1.31-36; 17.77; 17.88; Metamorphoses, 3.460ff.; 4.63; Fasti, 1.418; Tristia, 2.453ff.
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3.621-624, where Ovid suggests that a slave could carry a secret letter under her clothing or

concealed in her sandals:

Conscia cum possit scriptas portare tabellas,
Qquas tegat in tepido fascia lata sinu?
Cum possit sura chartas celare ligatas,
Et vincto blandas sub pede ferre notas? (Ovid, Ars Amatoria, 3.621-624; for the

complete passage see Appendix 1, page 287).

When a confidant can carry a written tablet,
Concealed by a broad band on her warm bosom?
When she can hide a paper packet in her stocking
And bear your coaxing message ‘twixt foot and sandal?
Similar suggestions for lovers to secretly communicate with each other are found in the elegies
of Ovid’s near contemporaries, the poets Propertius and Tibullus, indicating that such secret
signals between lovers at dinner-parties and other such public occasions formed a stock theme
for the Augustan elegists (see e.g. Propertius, Elegies, 3.8.25-26; Tibullus, Elegies, 1.2.21-22;
1.6.19; 1.8.1f.; 6.19.20).3%° Yet, as in Ovid, none of these cases of private secret communication
are examples of cryptography or steganography in the full sense, since no written secret
messages are involved. Rather, these are simply suggestions for secret signing. Yet, Ovid does
refer to secret letters sent between lovers in some of his works (Amores 2.15.15-18; Ars
Amatoria, 2.596; 3.483-398; 3.627-630; Heroides, 4.3-5). In the earliest example, from Amores
2.15.15-18, Ovid reminded lovers of the need to seal secret missives (arcanas possim signare
tabellas /...] to help her [the female lover] seal her secret missive; Amores 2.15.16-17; for the
complete passage see Appendix 1, page 282) written on wax tablets in order to keep their secrets

safe (see also Amores 1.11; 1.12; 3.496; Ars Amatoria, 2.396; 3.621-624).3%* Nothing in this

300 Green 1982, 272; McKeown 1989, 85-86.
301 See also Brandt 1963, 208; Oliensis 2019, 100-149, especially 145-146; Munari 1959, 137.
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example, however — which tells us little more than the fact that wax tablets were among the
material media used by Romans for their letter writing — indicates that Ovid suggested that lovers
should write their messages to each other in code.3%> However, potential references to coded
writing can be found in two other Ovidian works. In Ars Amatoria 2.596 Ovid spoke of letters
written ‘in a secret hand’ (arcana verba notata manu). And in Heroides 4.3-5, Phaedra — or
rather, it should be remembered, Ovid writing in propria persona as Phaedra to her beloved
Hippolytus — refers to secret or mysterious marks in her letters (arcana notis; Heroides, 4.5).
Goold — in his translation of Ovid’s works — translates the Latin here as ‘secret characters’.3%®
However, this does not necessarily indicate coded or encrypted writing. The arcana notis could
easily relate to Ovid’s suggestion in the Ars Amatoria 3.485 and 3.493 that lovers let their secret
messages be written by someone else (such as a slave or confidante) in order to disguise their
handwriting and thus the identity of the sender. It is also feasible that the arcana
notis/notatas/tabellas referred to by Ovid’s Phaedra in the Heroides and by Ovid himself in the
Amores and Ars Amatoria might have been written in a kind of ‘invisible ink’. This method of
secret communication is suggested in Ovid’s Ars Amatoria (Tuta quoque est fallitque oculos e
lacte recenti, [...] A letter too is safe and escapes the eye, when written in new milk; Ovid, Ars
Amatoria, 3.627; for the complete passage see Appendix 1, page 287). Ovid — followed by
Ausonius (4" century CE; see § 4.1.3) — suggested the use of fresh milk and moistened flax for
this purpose (Ovid, Ars Amatoria, 3.627-630; Ausonius, Epistles, 28.21-22), while Pliny the
Elder suggested the use of the milky juice of a plant known as the Mediterranean spurge or
goat’s lettuce (tithymalos characias; Pliny, Natural History, 26.39 (62)). Ashes or linseed oil

could be used to made the text visible again (prodentur scripta favillis; with ashes the writing

302 Wax tablets seem to have been more commonly used among the Romans for writing (see Adkins & Adkins
2014, 209; Erdkamp 2011, 287; Jeffery 1961, 57; Lewis 2015, xxxix; Sherwood 2006, 536-537.
%03 Goold 1914, 45.
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is brought to light; Ausonius, Epistles, 28.21-22; carbonis pulvere tange, leges [...] Touch it
with coal-dust and you will read; Ovid, Ars Amatoria, 3.628). Whitiak considers that Ovid,
Pliny the Elder, and Ausonius would have been inspired by the Greek military engineer Philo
of Byzantium, who provided us with the oldest known description of the use of invisible ink in
the 3 century BCE — made by mixing crushed gallnuts with water (Compendium of
Mechanics, in: Thévenot, Boivin, et al., Veterum Mathematicorum Opera, 102).3% Whitiak
further suggests that the Romans might have used various readily available substances
including fruit juice and urine as their invisible inks and used as suited to various contexts.%®
However, although it has been suggested that the citron could be the fruit described in Pliny’s
Natural History (12.7.15) as the malum medicum — the medicinal fruit — and depictions of citrus
trees appear in later Roman mosaics from North Africa,® it is not until the 8" century CE that
Europe first discovers lemons via merchants from the Middle East.>*” Also, although we find
that lemon juice in particular has been used on a large scale in steganography in modern warfare
up to and including the Second World War, we do not have any extant ancient sources
mentioning the use of such substances as invisible inks (in any context) so it is difficult to
assume with any confidence that any substances other than the new milk, regular ink, or ‘goat’s

lettuce sap’ would have been used by the Romans for secret messaging.3%

Using these substances, Ovid (and, indeed, Pliny and Ausonius) clearly has in mind a
secret communication through a letter written on a papyrus or paper-like medium — and not, as
in the example discussed above, a wax tablet. He has adapted his steganographic methodology

to suit the medium of the message in each case. Indeed, in his Ars Amatoria Ovid even suggests

304 Whitiak 2003, 1-2.

305 Whitiak 2003, 1-2.

306 See e.g. Khan 2007; Fiorentino & Zech-Matterne 2018; Feemster Jashemski & Meyer 2002.
307 Marks 2010, entry: Citrus; see also Khan 2007; Fiorentino & Zech-Matterne 2018.

308 Macrakis 2014, 138.
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that lovers can write a secret message on the human body, either in normal ink (pro charta
conscia tergum; Praebeat, inque suo corpore verba ferat /.../ Let the confidant offer her back
for our note, And bear your words upon her body; Ovid, Ars Amatoria, 3.625-626; for the
complete passage see Appendix 1, page 287), or perhaps, once again, in invisible ink (alii
lactucam caprinam, narrantque lacte eius inscripto corpore, cum inaruerit, si cinis
inspargatur, apparere litteras /.../ It is said that, if letters are traced on the body with its milk
and then allowed to dry, on being sprinkled with ash the letters become visible; Pliny the Elder,
Natural History, 26.39 (62); Littera: carbonis pulvere tange, leges /... A letter too is safe and
escapes the eye, when written in new milk; Ovid, Ars Amatoria. 3.628; for the complete passage
see Appendix 1, page 287-288). The latter suggestion, that the lovers use a kind of invisible
ink to write on a human body, would have made the message doubly secret since it would have
been hidden under clothing and written in invisible letters. However, there is no indication in
this example — or in any of Ovid’s other examples of secret messaging — that such arcanas
notas or arcanas tabellas are to be written in any kind of code: this is simply another example
of hidden steganographic messaging. Despite the ingenuity and variety of Ovid’s descriptions
of secret communication in his poetry, all of his examples involve steganography and there is
nothing at all to indicate any interest in cryptographic methods of messaging. In fact, this
pattern — a marked preference for steganographic over cryptographic methods of
communication — appears to mark a wider trend among our extant Roman sources and

discussions of encrypted or encoded communications are comparatively rare.

4.1.2: Cicero (1% century BCE)

Writing in the 1% century BCE, Cicero is one such rare Roman author who appears to have
referred directly to encryption as a way of securing secret communication. Indeed, he even
used the word oxvzddn (scytale) — although, as we will discover, Cicero’s reference to the
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scytale may simply have been an allusion to the need for an increased attention to security and
privacy in the context of letter-writing in general rather than a call for Romans to emulate the
Spartans in more widely adopting a system of cryptographic messaging for important
communications.

In a letter to his friend Atticus, Cicero wrote about a letter that he had himself received
from Marc Anthony which Cicero described as a oxvtalnv Aaxwvikiiv (scytale Lakoniken;
Letters to Atticus, 10.10.3): that is, a message created or communicated by Spartan scytale — or,
as Shackleton Bailey translates it — a ‘Laconian dispatch’ (Habes oxvtdinv Aokwviknv. [...]
There’s a Laconian dispatch [oxvtdlnv Aoxwvikiv] for you!; for the complete passage see
Appendix 1, page 270-271).3%° In the original Latin text, the words ‘Laconian dispatch’
(oxvtadnv Aaxwviriiv) are written in Greek instead of Latin, something that Cicero (and other
Roman letter writers) often did in his actual correspondence.®° It is possible that Cicero meant
by this that he had received a secret message from Marc Anthony, but the context does not
make it clear whether the Laconian dispatch (oxvrdAnv Adaxwvikiv) in question is a coded
missive or merely some other form of private communication. Erasmus, in his early 16%-
century work Adages suggested that the phrase ‘There is a Laconian dispatch for you” would
have meant that Cicero had received a private letter that was hard to understand, and concerned
either a mysterious subject or unwelcome news (Desiderius Erasmus, Adages, Version Mynors
Volume 33, 1991, p.77). Shackleton Bailey similarly seems to understand that Cicero’s
reference to receipt of a scytale message merely referred to receipt of a very private letter. In

his translation of Cicero’s text, the meaning ‘dispatch’ is supplied for the word scytale,

309 Shackleton Bailey 1999, 155.

310 See on Cicero’s letter writing e.g. Butler 2012; Dunkel 2000; Hall 2009; Keeline 2018; Kelsey 2007; Poster &
Mitchell 2007; Shackleton Bailey 1980; 1999 (all); 2004 (all); White 2010. See on Greco-Roman bilingual
documents e.g.: Adams 2003; Dirkzwager 1976; Dunkel 2000; Elder & Mullen 2019; Kajanto 1980; Kramer
1983; Lietzmann 1968; Mullen & James 2012; Rea 1968; 1970; Sarri 2017; Trapp 2003; Wouters 1976.
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favouring a more mundane interpretation of the ‘oxvrddny Aaxwvikiiv’ here and distancing this

reference from any allusion to its cryptographic Spartan origins.3!!

However, Cicero’s references to secrecy, concealment, and clandestine behaviour in
this letter (clam agam, cum paucissimis alicubi occultabor; | shall act by stealth and conceal
myself; Letters to Atticus, 10.10.3) suggest that the scytale in question here might well be
understood as conveying a secret and coded message — whether from Anthony to Cicero, or
from Cicero to Atticus. Indeed, the fact that we (like Atticus, Cicero’s ‘intended’ audience)
read about the arrival of the original scytale dispatch here in another kind of ‘dispatch’ —
Cicero’s own letter — offers the intriguing possibility that the Latin letter itself might be read
as some kind of secret or even coded communication: a Roman version, perhaps, of a Laconian
dispatch (oxvtdinv Aaxwvixiiv). The opening lines of the letter (Habes oxvtdiny Aaxwvikiy —
literally meaning ‘you have a Spartan scytale’ or as translated by Shackleton Bailey ‘ There’s
a Laconian dispatch for you!’)3'? further invite this intriguing interpretation.*® Yet,
unfortunately, despite the fact that Cicero’s letter includes references to dates and numbers,
and also includes Greek letters alongside Roman alphabetic writing, there is no way we can
attempt to identify or to decode any possible coded (scytale) message here. Nor can we find
any substantive evidence to support Donderer’s argument that Cicero regularly used coded
communications, made on the grounds of a reference to communicating Jiw onueiowv, (dia
semeion) — ‘through signs’ — in another letter to Atticus (Cicero, Letters to Atticus, 13.32.2).314
Thus, the ‘Erasmian’ reading of Cicero’s oxvrainv Aaxwviknv remains the safest and most

persuasive interpretation: for Cicero, a scytale meant not a secret or encrypted communication

311 Shackleton Bailey 1999, 155.

312 Shackleton Bailey 1999, 155.

313 See also Strasser 2007, 278.

314 Donderer 1995, 98-99. See also Nicholson 1994, 47-48.
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per se — but a private letter conveying a message that was perhaps hard to understand, and
concerned unwelcome news. We cannot, therefore, take Cicero’s letter(s) as evidence for any
kind of Roman use of the scytale — although his writing does offer evidence of Roman

familiarity with the key principles of the scytale as a device for communication.

4.1.3: Ausonius (4™ century CE)

Later Roman sources also highlight the apparent Roman preoccupation with steganographic
over cryptographic methods for secret communication. Indeed, although the 4"-century CE
author Ausonius seems to have presented himself as an expert in secret messaging, his
knowledge of such stratagems and devices is fairly limited — and largely focused upon the sorts
of steganographic methods seen in Ovid and the other Latin love elegists."® In a letter to his
pupil Paulinus, Ausonius wrote that he knew ‘countless codes of the ancients for concealing
and unlocking secret messages’ (Innumeras possum celandi ostendere formas et clandestinas
veterum reserare loquellas; Epistles, 28.28-29; for the complete passage see Appendix 1, page
269-270).31® However, despite this expansive claim to know ‘countless forms’ (innumeras
formas) of secret communications, Ausonius only refers directly in his writing to a scant
handful of the various methods that the Greeks and Romans used, discussing only Ovid’s
suggestion to use milk as invisible ink (Epistles, 28.21-22) and the Spartans’ use of the scytale
(Epistles, 28.23-27) — discussed in greater depth and detail in § 4.3.3. In Ausonius’ description
of invisible ink we clearly hear Ovid — since Ausonius, like Ovid, suggested the use of fresh

milk that would become completely invisible when it had dried. Only when rubbing ashes onto

315 See on Ausonius’ Epistles, e.g.: Drager 2002; Evelyn-White 1921; Knight 2005. See on Ovid’s influence on
Ausonius, e.g.: Guzman & Martinez 2018; Fielding 2017; Martin 2004; Moroni 2010.

316 See on the relationship between Ausonius and Paulinus, e.g.: Drager 2002; Evelyn-White 1921; Knight 2005;
Rucker 2012; Trout 1999.
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the paper would the text become visible again. While Ovid, in Ars Amatoria, mentioned that:
A letter too is safe and escapes the eye, when written in new milk: Touch it with coal-dust and
you will read (Tuta quoque est fallitque oculos e lacte recenti; Littera: carbonis pulvere tange,
leges; Ovid, Ars Amatoria, 3.627-628), Ausonius suggested to Paulinus — the receiver of his
letter: Trace letters with milk: the paper as it dries will keep them ever invisible; yet with ashes
the writing is brought to light (lacte incide notas: arescens charta tenebit semper inaspicuas;
prodentur scripta favillis; Ausonius, Epistles, 28.21-22).317 What is more, when Ausonius writes
that he is familiar with ‘countless codes of the ancients for concealing and unlocking secret
messages’ (Innumeras possum celandi ostendere formas et clandestinas veterum reserare
loquellas; Epistles, 28.28-29) it is significant that the language he uses to characterise this
secret communication clearly emphasises hidden rather than coded or encrypted messaging.
He refers to concealing or hiding (celandi) and revealing or exposing (ostendere) messages —
rather than to encoding them. Tellingly, he describes such secret communications as
clandestinas — literally, as hidden — rather than as encrypted. Ausonius, therefore, highlights
not only the relatively scant variety of options for such ‘clandestine’ communication amongst
the ancient Roman sources with which he is familiar but also the focus in those sources upon

steganographic modes.

4.1.4: The need for secrecy in Roman letter writing

The accounts of Cicero, Ovid, Pliny the Elder and Ausonius provide an interesting context for
different Roman concerns with, and interest in secret communication outside of direct military
contexts and might help us to understand the different choices that the Romans appear to have

made about steganography and cryptography compared to the Spartans. By the end of the 1%

317 Evelyn-White 1921, 111. See also Drager 2002; Knight 2005.
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century BCE, letter exchange was widely practised in elite Roman society. Indeed,
participation in letter exchange was an essential element of Roman aristocratic culture.'® With
this emergence in the common practice of letter writing came — from the time of Cicero onward
—an understanding of and need for secret and veiled communication in letters — precisely because
there was an awareness that letters were not always really private. In fact, maintaining
confidentiality and cautiousness in correspondence seems to have been expected of the
correspondents.®*® This is, for example, why Ovid urged lovers to be as secretive as possible
when sending each other letters (Ovid, Ars Amatoria, 3.625). In modern times the postal system
protects the relative privacy of letters.3?° However, in antiquity individuals had to make their own
arrangements for the sending of their letters. For this, some individuals could have used the
Roman imperial postal system (the cursus publicus; see Suetonius, Lives of the Caesars 2. The
Deified Augustus, 49). Yet, this system was mainly used for official governmental and military
correspondence since only those with official authorisation could use it — making it not easily
accessible to other individuals.>** A second option — in fact the only option for most people —
was to give the letters to someone who was travelling in the direction of the intended recipient.??
The fact that it was not always easy to find a trustworthy messenger is known from dozens of
references in ancient letters, many of which can be found in Cicero’s correspondence (see for
example: Cicero, Letters to Atticus, 1.16.16; 2.39.5; Letters to Friends 11.20.4; 11.26.5).32% Some
historians further suggest that privacy in letter writing would have been compromised in the

Roman world because letters were often expected to be read out loud by the intended recipient

318 Freisenbruch 2007; Henderson 2007; Morello 2007.

319 Malherbe 1988.

320 Sarri 2017, 125.

321 Sarri 2017, 125; Sidebottom 2007, 9. See also: Kolb 2001.
322 Sarri 2017, 125; Sidebottom 2007, 9.

323 See for example: Head 2009-1; 2009-11.
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and addressee.?* Obviously, one could not control who might be listening in on this process —
either intentionally or unintentionally. This point suggests that the Romans would have had
good reason to have been interested in steganographic hidden messages. Perhaps it also helps
to explain why the Romans do not appear to have been interested in cryptographic messaging
—and why, despite their knowledge of the Spartan scytale and its operating principles, they did

not apparently adopt encryption as a way of securing their secret communications.

4.2: The Caesar cipher (1% century BCE)

In fact, the only cryptographic system that seems to have been used in Roman communications,
according to our available sources, is the so-called Caesar cipher — named after Julius Caesar
by modern cryptographers since he is supposed to have invented and used this particular
technique.3? Just as the Spartans used the scytale for secret cryptographic communication over
long distances — so Caesar seems to have used his cipher to communicate with his generals in
the same sort of contexts. The Caesar cipher is often regarded as a simple substitution technique
for encryption, whereby each letter of a plaintext is replaced by a letter that can be found a
fixed number of positions down the alphabet.? In other words, in the ciphertext alphabet used
for encryption and decryption there is always one shift of letters for the entire message — for
example a right shift of three as in the case of Caesar’s use of the cipher (Aulus Gellius, Attic
Nights, 17.9.2-5; Cassius Dio, Roman History, 40.9.4; Suetonius, Lives of the Caesars 1. The
Deified Julius, 56.6; for the complete passages see Appendix 1, page 266-267; 270; 298).

Significantly, the term ‘Caesar cipher’ is a term that only appears in modern books on

824 Achtemeier 1990, 15-17; Porter & Pitts 2013, 505.
325 Bishop 2003, 111; Churchhouse 2002, 13; Collard 2004; Kahate 2013, 36.
826 Mollin 2005, 11; Stinson 1995, 4.
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cryptography.®?” Caesar himself did not discuss the cipher — nor its potential name — in any of
his surviving works. Yet, descriptions of the cipher (again without its potential name) can be
found in the works of Suetonius, Aulus Gellius, and Cassius Dio (Aulus Gellius, Attic Nights,
17.9.1-6; Suetonius, Life of Julius Caesar, 56.6-7; Cassius Dio, Roman History, 40.9.3).3%8 Dio
wrote that Caesar’s secret letters were unintelligible to most — but not all — people:

€ld0et 8¢ kal GAA®G, OTOTE TL AL’ ATOPPNTOV TIVL ETEGTEAAE, TO TETAPTOV AEL GTOLYETOV AVTL TOD KOOKOVTOG

avteyyppety, dnme dv dyvooTta Toic ToAAOIc §) 0 Ypagdpeva (Cassius Dio, Roman History, 40.9.4; for

the complete passage see Appendix 1, page 270).

It was his [Caesar’s] usual practice, whenever he was sending a secret message to any one, to substitute
in every case for the proper letter of the alphabet the fourth letter beyond, so that the writing might be
unintelligible to most persons.
Suetonius also described letters to Caesar’s intimates on confidential affairs — in both a private
context and in his capacity as a general — as having been written in cipher to prevent Caesar’s

enemies from reading the messages if they were intercepted:

Exstant [...], item ad omment a domesticis de rebus [...] si qua occultius perferenda ommen, per notas
scripsit, id est sic structo litterarum ordine, ut nullum verbum effici posset; Suetonius, Lives of the Caesars

1. The Deified Julius, 56.6; for the complete passage see Appendix 1, page 298).

There are [...] letters [...] to his [Caesar’s] intimates on private affairs, [...] [when] he had anything
confidential to say, he wrote it in cipher, that is, by so changing the order of the letters of the alphabet
that not a word could be made out.

Finally, Aulus Gellius similarly mentioned the names of two of Caesar’s correspondents with

whom Caesar communicated in cipher: his generals Oppius and Balbus:

327 See for example: Apelbaum 2007, 54; Bauer 2007, 382; Salomon 2003, 59; Salomon 2006, 243.

328 Mollin 2005, 8; 11; Kahate 2013, 2-9; Stinson 2002, 4. See for earlier substitution ciphers Strasser 2007, 278
(on the Atbash cipher used by Hebrew scholars ca. 600-500 BCE); Aeneas Tacticus’ How to Survive Under Siege,
31.30-31 (on replacing vowels by dots or other symbols, ca. 350 BCE).
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sunt epistularum C. Caesaris ad C. Oppium et Balbum Cornelium, qui rebus eius absentis curabant. In his
epistulis quibusdam in locis inveniuntur litterae singulariae sine coagmentis syllabarum, quas tu putes
positas incondite; nam verba ex his litteris confici nulla possunt (Aulus Gellius, Attic Nights, 17.9.1-2;

for the complete passage see Appendix 1, page 266-267).

There are [...] letters of Gaius Caesar addressed to Gaius Oppius and Cornelius Balbus who had charge of
his affairs in his absence. In certain parts of [the] letters there are found individual characters which are
not connected to form syllables, but apparently are written at random; for no word can be formed from
those letters.
In addition to sending secret and/or encrypted letters to his generals, Caesar would most likely
also have communicated in cipher with his scouts and spies: the exploratores and
speculatores.®?® Indeed, communicating in cipher would have been especially important for
Caesar’s exploratores and speculatores since it was their task to find out everything about the
enemy’s strengths and whereabouts and communicate this highly sensitive information back to
the central command — all without the enemy knowing about this. Such exploratores and
speculatores often came up close to the enemy’s camp, which made them vulnerable to being
captured by the enemy. In fact, Caesar tells us that the Gauls sometimes captured his
messengers (Caesar, The Gallic War, 5.45-46) and intercepted at least one letter sent from
Caesar’s general Quintus Cicero to Caesar (5.39). If exploratores and speculatores were
captured with letters to or from Caesar written in plaintext, then the enemy could easily have
found out what was known about their forces (see for references to exploratores in Caesar’s

work The Gallic War, 1.7; 1.10; 1.12; 1.19; 1.21; 1.22; 2.5; 2.11; 2.17; 3.2; 7.11; 7.44; The

329 The exact difference between the two groups is uncertain. Sheldon simply presumes that speculatores were
used both a spies and as scouts (Sheldon 2008, 13; 84) — while Ezov argues that speculatores gathered information
through spying, while exploratores gathered information though patrols with much less secrecy (Ezov 1996, 93).
Russell presumes that speculatores were agents who operate more covertly than exploratores (Russell 1999, 485).
Speculatores may have played an integral part of Caesar’s military intelligence (Sheldon 1987, 106) — a point
based on the idea that each of Caesar’s legions had 10 speculatores under the general staff (Perkins 1953, 84).
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Civil War, 1.62; 3.67; The African War, 12; The Spanish War, 28; see for references to
speculatores The Gallic War, 2.11; 5.49). Therefore, it is likely that Caesar’s exploratores and
speculatores would have used the Caesar cipher in their own communications, as well as
Caesar and his generals.

Although Caesar never directly discussed the use of the Caesar cipher in his works, we
can find dozens of references to the sending and receiving of important confidential despatches
in his works. There are 19 references in total in Caesar’s works to the sending of important
confidential despatches from Caesar to his staff;>3 while Caesar’s staff sent 40 highly
confidential reports back to him about the enemy’s strengths and whereabouts.®* In addition
to this, Caesar mentioned 69 times that he sent word to some of his troops in general, or to
specific people, without explicitly mentioning that he sent them a written message.**? Then
there are another 67 potential references to secret letters, which are situations in which Caesar
left some of his forces at a certain location, and then moved on to another place with only a

small part of the forces moving with him.33® And, finally there are 140 situations in which

330 Caesar, The Gallic War, 2.35; 5.11; 5.46; 5.48; 7.9; 7.49; 8.11; The Civil War, 1.1; 1.9; 1.10; 2.13; 2.37; 3.25;
3.78; The Alexandrian War, 34; 42; 51; 56; The African War, 4; 26; 32; 86.

331 Caesar, The Gallic War, 2.1; 2.10; 3.19; 4.5; 4.19; 4.37; 5.1; 5.6-7; 5.11; 5.18; 5.25; 5.40; 5.45-46; 5.47; 5.49;
7.6-7; 7.41; 7.67; 7.86; 8.1; 8.4; 8.19; 8.39; 8.46; The Civil War, 1.7; 1.10; 1.18; 1.26; 1.39; 1.59; 3.18; 3.43;
3.106; Caesar, The African War, 1; 7; 31; 63; 65; The Spanish War, 18-19.

332 (Caesar, The Gallic War, 2.35; 4.38; 5.11; 5.46; 5.48; 7.9; 7.13; 7.49; 7.90; 8.11; The Civil War, 1.1; 1.9; 1.10;
2.13; 2.37; 3.25; 3.78; The Alexandrian War, 34; 42; 51; 56; The African War, 4; 26; 32; 86. For references to
messages sent to specific people see Caesar, The Gallic War, 3.3; 3.19; 4.23; 4.25-26; 4.37; 5.1; 5.7; 5.52; 6.1;
7.49; 7.65; 8.27; Caesar, The Civil War, 1.8; 1.23; 1.25; 1.28; 1.82; 2.37; 3.2; 3.46; 3.62; 3.76; 3.78; 3.106-107;
The Alexandrian War, 1; 9; 13; 51; The African War, 8; 12; 26; 31-32; 37; 40.

333 Caesar, The Gallic War, 1.10; 1.15; 1.24; 2.25; 2.35; 3.7; 3.10-11; 3.28; 4.7; 4.14; 4.18-19; 4.34; 4.38; 5.1-2;
5.8; 6.3; 6.5; 6.9; 6.32-33; 6.44; 7.9; 7.11; 7.40; 7.68; 7.80; 8.2; 8.38-39; 8.46; The Civil War, 1.8; 1.15; 1.32;
1.41;1.64;1.72; 1.80; 1.87; 2.1; 2.22; 3.2; 3.6; 3.16; 3.52; 3.78; 3.106; The Alexandrian War, 10; 11; 14; 33; 48;
66; 73; 78; The African War, 1; 2; 9; 63; 86; 89; 98; The Spanish War, 4; 40-42.
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Caesar sent troops away from him or urged them to join him again.3**

This brings the total number of potential references and allusions to secret messages
sent to Caesar to 128, and another 207 passages in which secret messages could have been sent.
Suetonius and Cassius Dio, therefore, seem to make a reasonable argument in saying that
Caesar wrote in cipher whenever he had anything confidential to say (si qua occultius
perferenda errant; Suetonius, Life of the Caesars 1. The Deified Julius, 56.6; dxére 71 o1’
ATOPPNTOV TIVI ETECTEALE, TO TETOPTOV GEL OTOLYEIOV GVTI TOD KOONKOVTOS AVTEYYPAPELY, OGS
av [...] whenever he [Caesar] was sending a secret message to any one, to substitute in every
case for the proper letter of the alphabet the fourth letter beyond, so that the writing might be
unintelligible to most person; Cassius Dio, Roman History, 40.9.3). Caesar’s use of the cipher
has been important to him. Indeed, the use of the cipher must have been especially important
during periods of conflict — such as the Gallic war, and even more important during the civil
War.335

In one passage (Caesar, The Gallic War, 5.48) we read that Quintus Cicero was
besieged by the Gauls. According to Caesar’s own account, in order to let Quintus Cicero know
that Caesar was about to send help, he decided to write Cicero a letter written in ‘Greek letters’

to prevent the Gauls from understanding the letter in case it was intercepted (Graecis

334 Caesar, The Gallic War, 1.21; 1.22; 1.24; 1.54; 2.17; 2.19-22; 2.26; 2.34-35; 3.1; 3.10-11; 3.16; 3.19; 3.28;
3.29; 4.14; 4.21-22; 4.32-33; 4.36; 4.38; 5.2; 5.10; 5.15; 5.24; 5.27; 6.1; 6.3; 6.5-6.7; 6.29; 6.33; 6.40-41; 7.34;
7.37; 7.45; 7.51; 7.56; 7.80; 7.87-88; 7.90; 8.2; 8.4; 8.5-7; 8.16-17; 8.19; 8.24-25; 8.43; 8.46; 8.52; 8.54; The
Civil War, 1.11-12; 1.18; 1.26; 1.30; 1.32; 1.36-37; 1.39; 1.43; 1.45; 1.63; 1.66; 1.72; 1.78; 1.87; 2.5; 2.19; 2.21;
2.23;3.8; 3.19; 3.24; 3.26; 3.34; 3.42; 3.56-57; 3.62; 3.77-78; 3.89; 3.97; 3.101; The Alexandrian War, 1; 9; 15;
17; 20; 21; 30; 31; 42; The African War, 2; 8; 10; 17-18; 20; 31; 37; 43; 51, 54; 58; 60-62; 66; 77-78; 81; 86; The
Spanish War, 4; 26; 35; 39.

335 For references to letters sent during the civil war and situations in which secret letters could have been sent see
Caesar, The Civil War, 1.1; 1.7; 1.8; 1.9; 1.10; 1.11-12; 1.15; 1.18; 1.23; 1.25; 1.26; 1.28; 1.30; 1.32; 1.36-37;
1.39; 1.41; 1.43; 1.45;1.59; 1.63; 1.64; 1.66; 1.72; 1.78; 1.80; 1.82; 1.87; 2.1; 2.5; 2.13; 2.19; 2.21; 2.22; 2.23;
2.37; 3.2; 3.6; 3.8; 3.16; 3.18; 3.19; 3.24; 3.25; 3.26; 3.34; 3.43; 3.43; 3.46; 3.52; 3.56-57; 3.62; 3.76; 3.77-78;
3.89; 3.97; 3.101; 3.106-107).
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conscriptam litteris mittit, ne intercepta epistola nostra ab hostibus consilia cognoscantur;
Caesar, The Gallic War, 5.48). This letter Caesar had delivered by a Gaul who worked for him
(Caesar, The Gallic War, 5.48). Cassius Dio presumed that Caesar simply wrote a letter in
Greek to make sure that the Gauls could not understand the message (é1invioti énéoteidev; iva
OV Kad T0. YPOUUOTO. GAD, GAL’ GOVVETO. e Kol TOTE TOIS fapfapois Gvia undev opog koo [ ...J
[Caesar] wrote in Greek all that he wished to say, in order that even if the letter were captured,
it should even so be meaningless to the barbarians and afford them no information; Cassius Dio,
Roman History, 40.9.3-4). Cary and Foster also seem to adopt this idea in their translation of
Roman History since they translate the text simply as ‘(Caesar) wrote...in Greek’ without
adding any critical notes to the text and/or referring to the Caesar cipher.33® Adams and Harris
too assume that Caesar must simply have written the letter in the Greek language, without using
any codes.®*” However, a letter simply written in Greek in order to encrypt Caesar’s message
seems an inadequate interpretation of the situation in this case. Correspondence between elite
Romans in this period would typically have been written in Greek as a matter of course, and
Caesar knew that some of the Gauls had knowledge of the Greek language and script (The
Gallic War, 1.19.1; 6.14). Modern historians of cryptography Pieprzyk, Hardjono and Sebbery,
therefore, seem to be in error when presuming that Caesar’s letters, if written in Greek, would
have been undecipherable to his enemies in Gaul.>® So, it seems implausible that Caesar
simply wrote the letter in Greek to prevent the Gauls from comprehending its contents. Some
other scholars — e.g. Singh, Bauer, and Holmes — assume that Caesar transliterated a message

that was originally written in Latin, into Greek characters or letters. In this way a ‘Greek’

336 Cary & Foster 1914, 419.
337 Adams 2003, 329; Harris 1989, 182-183.
338 Pieprzyk, Hardjono & Sebbery 2013, 6.
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meaningless message was created.®*° Although this is plausible — in fact the use of different
languages with different alphabets (Latin and Greek) would have made the messages even more
secure — we must keep in mind that the typical medium of communication amongst the Roman
elite was predominantly Greek in any case. Caesar would in all probability already have
communicated with Quintus Cicero using ‘Greek letters’ in his non-secret correspondence, and
he would have changed to communication in cipher if an extra layer of security was needed.
Moreover, since the two men would normally communicate in Greek, and Cicero was besieged
by the Gauls, Caesar could not (easily) have communicated to him that he had decided to
change his method of secret communication by sending a message in Latin (in a Greek
alphabet), instead of in Greek. In other words, Caesar’s secret letter to Cicero was most likely
a letter already written in Greek and encrypted in a Greek substitution cipher. It seems plausible
then that the language for this secret communication was not simply Greek, nor Latin with a
Greek substitution cipher, but, as Reinke describes it, ‘cryptic Greek’.3*° That is, a coded letter
—written with a Caesar cipher using the Greek alphabet. Such an interpretation is also supported
by Edwards’ translation of The Gallic War in which he aptly translates ‘Graecis litteris’ as
‘Greek characters’ instead of ‘Greek letters’.>*! So what do we learn from this slender and
solitary account of Caesar apparently using ‘Greek letters’ or ‘Greek characters’ to
communicate secretly with his friend Cicero? | suggest that we can decode this story as a veiled
account of Caesar’s own cipher being used in the field (as does Harris)3*? — and that we can

therefore gain fresh insights into the cryptographic principles on which the Caesar cipher

339 Bauer 2017, 99; 148; Holmes 1911, 218-219; Singh 1999, 10. See for similar examples of Greek texts written
phonetically with the Latin alphabet and Latin texts written phonetically with the Greek alphabet e.g. P.Oxy.2.244;
36.2772; Adams 2003; Burrell 2009, 69-95; Dirkzwager 1976; Kajanto 1980; Kramer 1983; Lietzmann 1968; Rea
1968; 1970; Wouters 1976.

340 Reinke 1962, 114.

31 Edwards 1917, 297.

32 Harris 1995, 14.
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operated. I further suggest that there is a ‘quasi-Spartan’ character to Caesar’s use of this
‘cryptic Greek’ — which invites us to recall the Spartan scytale.

In modern cryptography, the Caesar cipher is still regarded as a simple substitution
technique for encryption whereby each letter of a plaintext is replaced by a letter taken from a
fixed number of positions down the alphabet.3*® Caesar most likely always used a right shift of
three in the ciphertext alphabet used for encryption and decryption of his confidential
correspondence — something known as monoalphabetic encryption in modern cryptography
since only one ciphertext alphabet is used to encrypt and decrypt the entire message (Aulus
Gellius, Attic Nights, 17.9.2-5; Cassius Dio, Roman History, 40.9.4; Suetonius, Lives of the
Caesars 1. The Deified Julius, 56.6).3* Modern cryptographers, however, often presume that
Caesar used a variety of possible ciphertext alphabets. VVan Tilborg, for example, argues that
Caesar shifted the alphabet over a number of places regularly to create new ciphertext alphabets
— while Kahn and Oriyano presume that Caesar used up to two dozen ciphertext alphabets.34®
Although it might have been case, theoretically speaking, that Caesar changed his shift
regularly — which would have given him 23 possible ciphertext alphabets since he used the 24-
letter ancient Greek alphabet (see below) — it is highly unlikely that Caesar used more than one
shift of letters or changed the shift regularly since he would not have had the time nor the means
to inform all of his units about this change of shift — especially not whilst on campaign.

Rather, it is known from Suetonius and Cassius Dio that Caesar — whenever using the
technique to create a ciphertext alphabet — substituted every alphabetic letter of a plaintext for
the alphabet letter that could be found three places further down the alphabet (moving from the

left to the right): e.g. ‘A’ became ‘D’, ‘B’ became ‘E’ and so on with the rest. The Latin text

343 Mollin 2005, 11; Stinson 1995, 4.
344 Apelbaum 2007, 54; Bauer 2007, 382; Salomon 2003, 59; Salomon 2006, 243.
345 Kahn 1974, 77; Oriyano 2013, 56; Van Tilborg 2006, 9.
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in Suetonius’ work reads ‘quae si qui investigare et persequi velit, quartam elementorum
litteram, id est D pro A et perinde reliquas commutet (Suetonius, Lives of the Caesars 1. The
Deified Julius, 56.6) — which Rolfe translates as: ‘If anyone wishes to decipher these, and get at
their meaning, he must substitute the fourth letter of the alphabet, namely D, for A, and so with
the others’ (for the complete passage see Appendix 1, page 298).34¢ Decryption of messages
written in a Caesar cipher with a right shift of three obviously worked the other way around by
substituting each letter in the ciphertext for the letter that could be found three places back — to
the left — in the alphabet (Suetonius, Lives of the Caesars 1. The Deified Julius, 56.6-7; Cassius
Dio, Roman History, 40.9.3; see also Figure 12 for encryption with the Caesar cipher, and
Figure 13 for decryption with the Caesar cipher). Rolfe in his translation of Suetonius’ work,
and Cary and Foster in their translation of Dio’s work, each use the word ‘substitute’ to describe
these operations in their respective translations.®*’ Yet in Suetonius’ work we find the word
‘commutet’, literally ‘change’; ‘alter’; or ‘substitute’ — while in Dio’s work we see the word
avteyypage, literally ‘insert (one name instead of another)” (Suetonius, Lives of the Caesars
1. The Deified Julius, 56.7; Cassius Dio, Roman History, 40.9.3). Rolfe, and Cary and Foster, in
using the word ‘substitute’ in their respective translations, unequivocally align Caesar’s cipher
with the simple substitution techniques used in modern Caesar ciphers. However, the system also
reminds one of transposition in the technical sense, if the ciphertext alphabet and the plaintext

alphabet are written out, one under the other. We can clearly see this in the diagrams below:

346 Rolfe 1914, 109.
347 Cary & Foster 1914, 419; Rolfe 1914, 109.
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FIGURE 12: ENCRYPTING TEXT WITH A CAESAR CIPHER WITH A RIGHT SHIFT OF THREE .3

A|B|C|D|E|F

AIB|C|D|E|F

FIGURE 13: DECRYPTING TEXT WITH A CAESAR CIPHER WITH A RIGHT SHIFT OF THREE.3?

In a simple substitution cipher, the characters of a plaintext are replaced by other characters,
numbers, symbols, or a combination of those — as is the case in Caesar’s substitution of
plaintext letters for ciphertext letters.* This becomes especially clear when an encryption table
is used, like the one presented in Figure 14.>! And here, | have taken the insights from my

study of Caesar’s own account of using such a shift cipher for encrypted secret communication

348 Author’s illustration based on Chesire Library Science 2013.

349 Author’s illustration based on Chesire Library Science 2013.

350 If using the Classical Latin alphabet for his cipher, Caesar had an alphabet of either 21 or 23 letters. According
to Cicero, the alphabet of the late Republican period was composed of 21 letters (On the Nature of the Gods,
2.37): the letters ‘J°, ‘U’, ‘W’, “Y” and ‘Z’ were not used — although according to Sherwood, Nikolic, et al., the
Romans already added the Greek letters ‘Y’ and ‘Z’ to their alphabet after the conquest of Greece in 146 BCE
(Sherwood, Nikolic et al. 2003, 525; see also Wallace 2015, 14; 16).

31 See for example: Bauer 2013; Churchhouse 2002; Piper & Murphy 2002; Purnamaa & Rohayani 2015; Van
Tilborg 2006, 9-10.
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to further suggest that the alphabet used for this shift — at least in the one case we can reasonably

attribute to Caesar himself (The Gallic War, 5.48) — was not Latin but Greek (see Figure 14).

Letterin
plaintext

Letterin
ciphertext

Letterin
plaintext

Letterin
ciphertext

FIGURE 14: CAESAR CIPHER WITH A RIGHT SHIFT OF THREE APPLIED TO ANCIENT GREEK

ALPHABET. %

Indeed, I suggest that if we look further back into history and into the ancient Greek world, we
can arguably see the embryo of this principle — a fractionating transposition cipher —
particularly when we recall that the design of the scytale entailed that encrypted texts contained
letters that were not merely ‘transposed’ (taken out of place by their unwrapping and re-
wrapping around various diameters of scytale rod) but also effectively ‘substituted’ by the
incomplete lines, dots, dashes, and other marks of incomplete letters.

The Caesar cipher is still mentioned in almost every book on 21%-century cryptography
—where it is typically described as being a conceptual milestone in the development of modern
cryptography (as in the work of Stewart, Chapple et al., for example) — albeit, without much
discussion of this development.>® Yet, none of these studies consider the significance (indirect

or otherwise) of earlier Greek substitution and/or transposition ciphers — including the scytale

352 Author’s illustration.

353 Stewart, Chapple et al. 2012, 362. See also Kahn 1967, 77; Mollin 2005, 11; Oriyano 2013, 56; Stinson 2002.
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— upon the development and deployment of the Caesar cipher.® Such studies typically position
Caesar’s Roman technique for secret communication as the embryonic form of modern
cryptographic methods and ignore the fact that complex modes of encryption already existed
in the classical world and were in use centuries before the Caesar cipher. It is impossible to
trace a continuous line of evolution — or, indeed, any direct relationship — between the Spartan
scytale and the development of the Caesar cipher. However, the system of the Caesar cipher
nevertheless shares important conceptual principles with the encryption technique utilised in
the Spartan system of the scytale. When messages were unwrapped from the scytale the
alphabetic letters physically changed place according to a variable ‘shift’ determined by the
diameter of the scytale rod used — and in the alphabet(s) used for the encryption of the Caesar
cipher we see a cipher with a right shift of three.* Although this later Roman cipher is less
sophisticated (involving a regular, fixed, shift and not requiring any specialist equipment to
supply its ‘key’) understanding the dynamics of its operation can help us to better appreciate
the comparative complexity and security of the ancient Spartan scytale — thereby supporting
the overarching argument of this thesis that the scytale, in theory, would have been potentially

a more useful device for secret messaging than the Caesar cipher.

34 As discussed previously, there is ongoing debate on whether Caesar wrote his secret messages (including the
message to Cicero) (1) fully in Greek (using Greek characters, accidence and syntax), (2) in Latin with a Greek
substitution cipher, or (3) in Greek with a Greek substitution cipher. Therefore, there are various ways in which
Greek cryptographic methods may have influenced later Roman cryptographic methods. In this case | assume that
Caesar’s secret letters were written in Greek with a Greek substitution cipher.

35 Augustus used the same principle as Caesar, yet with a right shift of one hereby writing B for A, C for B, et
cetera (Suetonius, Lives of the Caesars 2. The Deified Augustus, 88). This right shift of one can again be seen in
Viking texts (Bauer 2017, 118-120), and in the work of the 14" century CE Greek scholar Georgius Chrysocossas
who used g for a, y for # and so on. A partial Latin translation of the work of Georgius Chrysocossas can be found
in various 15™- and 16"-century copies of a manuscript known as Expositio In Syntaxin Persarum (Gardthausen
1911, 302).
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4.3: Roman sources on the Spartan scytale

As we have seen in chapter 2, 21%-century readers of Greek sources on the scytale may struggle
precisely to identify what a Greek writer meant when he referred to a Spartan scytale and, in
particular, to determine whether any secret communication or encryption was envisaged.
Especially, modern readers are often dependent upon translators to guide them as to which
meaning is intended from a wide range of possibilities suggested by the term ‘scytale’. In this
context, Roman writers — who also had to translate these Greek sources — offer some interesting
(though ultimately limited) insights (Cicero, Letters to Atticus, 10.10.3; Cornelius Nepos, The
Book on the Great Generals of Foreign Nations. Pausanias, 4.3.4; Aulus Gellius, Attic Nights,
17.9.6-16; Ausonius, Epistles, 28.23-27) — leading some modern cryptographers to believe that
the Romans erroneously helped to promote the myth that the scytale was genuinely a Spartan

cryptographic device. Strasser, for example, argues that:

Roman authors — beginning with Cicero [...] — considered the Spartan skytale a cryptographic device.
Their — apparently erroneous — assumption that such a ‘stick’ or ‘rod” was used by the warlike Spartans,
as far back as the fifth century BC, which would make the skytale the first cryptographic tool. It was
supposed to be an ingeniously simple system [...].3%
As will be analysed in this section, there are a number of Roman authors who discussed the
scytale (Cicero, Letters to Atticus, 10.10.3) — already examined in § 4.1 (Aulus Gellius, Attic
Nights, 17.9.6-16; Ausonius, Epistles, 28.23-27). Yet, as we will see, their descriptions and
understanding of the scytale as a device for secret communication is not as straightforward (or,
| argue, as erroneous) as Strasser suggests. This, it will be seen, is related to the fact that our

Roman authors do not have first hand knowledge of the Spartan scytale but draw their

356 Strasser 2007; Swift 2019, 278.
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knowledge from some of the same Greek sources that we have already considered in chapter

2.

4.3.1: Cornelius Nepos (1% century BCE)

Cornelius Nepos, writing in the 1% century BCE, was the first author who used the Latin
equivalent of the word scytale, namely, clava. He did so in The Book on the Great Generals of
Foreign Nations in chapter 4 on the Spartan general Pausanias (4.3.4). In this chapter we see
Cornelius Nepos repeat Thucydides’ story of how Pausanias — whilst campaigning in Asia —
was summoned home by the Spartan ephors by means of a scytale message because of his
misbehaviour (4.3; see also Thucydides, History of the Peloponnesian War, 1.131.1):

Id postquam Lacedaemonii rescierunt, legatos cum clava ad eum miserunt, in qua more illorum erat

scriptum: nisi domum reverteretur, se capitis eum damnaturos (Cornelius Nepos, The Book on the Great

Generals of Foreign Nations, 4.3.4-5; for the complete passage see Appendix 1, page 271).

As soon as the Lacedaemonians learned of his conduct [Pausanias’ misbehaviour], they sent envoys to him
with the staff [clava] on which it was written after their fashion that if he did not return home, they would
condemn him to death.
Watson — in his translation of the work — used the Greek word ‘scytale’, while Rolfe translates
the Latin word ‘clava’ into English as ‘staff’.%’ Like the word oxvrdlnv (‘scytale’) in Greek,
the word ‘clava’ has a range of different meanings in Latin, ranging from ‘stick’ to ‘a weapon

for exercising, used by young men, and especially by soldiers’.3*® Yet there is nothing in the

357 Rolfe 1929, 51; Watson 1886, 326-327.

38 | ewis and Short, s.v, give the following definitions for the term: clava , ae, f. root cel- of percello; cf.
Gr. kldw and clades. 1: A knotty branch or stick, a staff, cudgel, club: “adfer duas clavas... probas (Plautus,
Rudens, 3.5.20; Lucr. 5, 968: ‘sternentes agmina clava,” Verg. A. 10, 318; Curt. 9, 4, 3; Ov. F. 1, 575; Cic. Verr.
2,4,43,894; Plin. 19, 1, 3, § 18; a bar, lever, Cato, R. R. 13, 1.—As a weapon for exercising, used by young
men, and esp. by soldiers, a foil, Cic. Sen. 16, 58; Veg. Mil. 1, 11.—As a badge of Hercules, Prop. 4 (5) 9, 39; Ov.
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lexicon that suggests the ‘clava’has any part to play in the sending (or encrypting) of messages.
Rolfe’s rendering of ‘staff’, therefore, is a legitimate translation, but it is highly
misrepresentative of the function that the particular ‘staff” or ‘stick’ in this context is
performing. Watson’s scytale (a re-translation or re-coding of the Latin not into English but
into transliterated Greek) is a much better equivalent. However, neither the Latin text, nor the
translation, nor the fact that Cornelius Nepos is basing his description upon one of Thucydides’
Greek stories, can help us to decipher whether or not Cornelius Nepos regards the scytale that
is sent in this story to summon back the errant Pausanias as a regular ‘Spartan dispatch’ or as

conveying a secret message.

4.3.2: Aulus Gellius (2" century CE)

In chapter 2, Plutarch’s description of the scytale is discussed (8§ 2.3.10; 2.4). Yet, it is not in
Plutarch’s late 1% early 2" century CE works, but in Aulus Gellius’ late 2"%-century CE Latin
work Attic Nights that we see the most complete and persuasive description of a scytale being
used as a Spartan cryptograph. Aulus Gellius was a well-educated figure who seems to have
conducted extensive research on a large variety of topics for his work Attic Nights — as becomes
clear from the fact that no less than 275 earlier Greek and Roman authors are mentioned in the
work.>* It is crucial to keep in mind that many of Aulus Gellius’ sources have only partially

survived, if at all.®* Moreover, it has been argued that Aulus Gellius often took his quotations

H. 9, 117;id. M. 9, 114; 9, 236; cf. Paul. ex Fest. p. 62 Mill.—Hence, prov., clavam Herculi extorquere, for an
impossible undertaking, Macr. S. 5, 3; Don. Vit. Verg— Also Clava Herculis,a plant, otherwise
called nymphea, Marc. Emp. 33.

39 Rolfe 1927, xvi-xvii. See further on Aulus Gellius’ sources Anderson 2004; Cavazza 2004 (esp. 66-68);
Holford-Strevens 2003 (esp. 65-81); 2019-1; 2019-11 (for the passage see especially page 590); Holford-Strevens
& Vardi 2004; Keulen 2004.

360 Anderson 2004; Cavazza 2004 (esp. 66-68); Holford-Strevens 2003 (esp. 65-81); 2019-I; 2019-11; Holford-
Strevens & Vardi 2004; Howley 2018, 113; Keulen 2004; Rolfe 1927, xvi-xvii.
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from commentaries and grammatical works instead of consulting the original sources.3!
Therefore, it cannot be said with certainty which contemporary sources Aulus Gellius may
have used as the basis of information for his passage on the Spartan scytale, especially since
(in this case) he did not name his particular source or sources. However, Plutarch is quoted by
Aulus Gellius 11 times in his Attic Nights, showing that Plutarch was certainly an important
source for him. Moreover, Plutarch’s description of the scytale has survived, allowing us to see
that Plutarch’s and Aulus Gellius’ descriptions of the device are very similar in style, content,
and specificity of detail (see § 2.3.10; 2.4). Therefore, it is highly likely either that Aulus
Gellius used Plutarch’s Life of Lysander (esp. 19.5) or that he used the same sources as Plutarch
— including Theopompus in his (now lost) discussion of the Spartan scytale. After Cicero,
Aulus Gellius was probably the only Roman author who used the Greek word oxvzaln (scytale)
in his text (Attic Nights, 17.9.16), instead of the Latin equivalent ‘clava’ that was first used by
Cornelius Nepos in the 1% century BCE (The Book on the Great Generals of Foreign Nations.
Pausanias, 4.3.4). Rolfe — in his translation of Aulus Gellius” work — used the Greek word
‘oxvraln’ without modifying this into the English transliteration of ‘scytale’ —and without giving
any explanation and/or translation in any note.*®2 Plutarch’s and Aulus Gellius’ descriptions of
the scytale as a Spartan cryptographic device are very similar. Yet, while Plutarch gave
examples of the specific contexts in which scytalae were used for this purpose (Life of
Lysander, 19-20; Life of Alcibiades, 38; Life of Artaxerxes, 6; Life of Agesilaus, 10; 15), Aulus
Gellius simply discussed how the Spartans used a scytale as a cryptograph (Attic Nights, 17.9.6-
16). The more focused treatment of the scytale as a cryptograph in Aulus Gellius” work most

likely has something to do with the wider scope of the scytale-passage in Attic Nights, namely,

361 Anderson 2004; Cavazza 2004 (esp. 66-68); Holford-Strevens 2003, 65-81; 2019-1; 2019-11; Holford-Strevens
& Vardi 2004. First argued in modern scholarship by Nettleship in 1883 (xiii).
362 Rolfe 1927, 237. He might have done so to stay as close to the original as possible in his translation, since

Aulus Gellius also used the Greek word in his Latin text.
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discussing the use of cryptography and steganography among the Greeks, Romans, and
Carthaginians. In fact, Aulus Gellius discussed the scytale as a Spartan cryptograph in a
passage in which he also discussed the Caesar cipher (Attic Nights, 17.9.1-5); a case in which
a Carthaginian — probably Hasdrubal — wrote under the wax of a wax tablet (17.9.16-17; see
also Justin, Epitome of the Philippic History of Pompeius Trogus, 21.6); and a secret message
tattooed on a slave’s head (17.9.18-27; based on: Herodotus, Histories, 5.35). Clearly, for
Aulus Gellius, the scytale was a useful cryptographic device used by the Spartans not only in

theory but also in practice, since he was certain that:

Lacedaemonii [...] veteres, cum dissimulare et occultare litteras publice ad imperatores suos missas
volebant, ne, si ab hostibus eae captae forent, consilia sua noscerentur, epistulas [...] mittebant (Aulus

Gellius, Attic Nights, 17.9.6-7; for the complete passage see Appendix 1, page 267).

the ancient Lacedaemonians, when they wanted to conceal and disguise the public dispatches sent to their
generals, in order that, in case they were intercepted by the enemy, their plans might not be known, used to

send letters written in [this] manner.

This makes Aulus Gellius and Ausonius (whose work is discussed in the next section) the only
two Romans who were certain that the Spartans used scytalae for secret communication in the

way it has been discussed in chapter 2. It is therefore to these important sources that we turn next.

4.3.3: Ausonius (4™ century CE)

In a letter to his friend Paulinus — who may have been his lover (see e.g.: Ausonius, Epistles
19.7-8; 26; 28)%3 — the 4™-century CE Latin poet Ausonius suggested various ways to send
secret letters to each other to make sure that their secret was not revealed — since he knew of

countless methods for cryptography and steganography from the ancient Greeks and Romans

363 A discussion on the relationship between Ausonius and Paulinus lies beyond the scope of this thesis. See on
the topic e.g.: Drager 2002; Ebbeler 2007; Knight 2005; Trout 1999.
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before him (Innumeras possum celandi ostendere formas et clandestinas veterum reserare
loquellas; countless codes of the ancients for concealing and unlocking secret messages; 28.28-
29) — including tracing letters with milk as invisible ink (28.21-22; see also § 4.1.3) and the
use of the Spartan scytale (28.23-27).34 As we will see, Ausonius’ description of the scytale is
very similar to Plutarch’s and Aulus Gellius’ descriptions (Plutarch, Life of Lysander, 19.5-7;

Aulus Gellius, Attic Nights, 17.6-16). According to the author:

Lacedaemoniam scytalen imitare, libelli

segmina Pergamei ommen circumdata ligno

perpetuo inscribens versu, qui deinde solutus,

non omment al sparso dabit ordine formas,

donec consimilis ligni replicetur in orbem (Ausonius, Epistles, 28.23-27; for the complete passage see

Appendix 1, page 269-270).

Imitate the Spartan scytale, writing on strips of parchment wound about a rounded stick in continuous lines,

which, afterwards unrolled, will show characters incoherent because sequence is lost, until they are rolled

again about just such another stick.
As becomes clear from the description, Ausonius described the scytale as a stick around which
a strip of parchment was wound on which a message was subsequently written — very similar
to the descriptions of Plutarch and Aulus Gellius (Plutarch, Life of Lysander, 17.5-7; Aulus
Gellius, Attic Nights, 17.9.6-16). The strip was then unwrapped from the scytale and sent to the
intended recipient whereby all letters changed placed, and therefore, the message turned into
gibberish until it was wrapped about a scytale of the same diameter again (Ausonius, Epistles,
28.23-27). Plutarch also mentioned strips of papyrus, like long and narrow leathern strips
(BrBriov [...] tudvro uaxpov; Life of Lysander, 19.5) — while Aulus Gellius spoke of leather

straps — in this context strips of leather parchment (Aulus Gellius, Attic Nights, 17.9.9). In

364 What other methods Ausonius was familiar with are unclear since he does not discuss them in any of his

surviving letters.
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Ausonius’ description of the scytale we again find these strips of parchment referred to (libelli
segmina Pergamei; Ausonius, Epistles, 28.23-24). Unlike other Roman authors, in Ausonius’
Latin text we find the transliterated form of the word ‘scytale’ used for the first time — instead
of the use of the Greek word oxvrainy or the Latin word clava — and the cryptographic
associations of the scytale are thereby set out as unambiguous. We can only speculate as to the
cause of this change, but it seems that the influence of Ausonius’ primary Greek sources —
Plutarch’s and Aulus Gellius’ descriptions — may help to explain this new appreciation of the

scytale not merely as stick or staff but as a cryptographic device.

As we have seen, then, there are various extant Roman sources on the scytale — or its
Latin equivalent clava — showing that the Romans were certainly familiar with this Spartan
system for secret communication and believed that it had been used by the Spartans in centuries
past (cf. Cicero, Letters to Atticus, 10.10.3; Cornelius Nepos, The Book on the Great Generals
of Foreign Nations. Pausanias, 4.3.4; Aulus Gellius, Attic Nights, 17.9.6-16; Ausonius,
Epistles, 28.23-27). Cicero seems to have made a connection between Spartan scytalae and the
need for secrecy in his letters (Cicero, Letters to Atticus, 10.10.3; see also § 4.1.2). Cornelius
Nepos recalled the story of how the Spartan general Pausanias received a scytale message urging
him to come home because of misbehaviour (Cornelius Nepos, The Book on the Great Generals
of Foreign Nations. Pausanias, 4.3.4). However, none of the Roman authors who discussed
the scytale referred to any Roman use of the scytale as a cryptographic device — and there are
no Roman sources known that show that the Romans ever used the scytale as a cryptographic
device themselves. They certainly seem to have made the connection that conventionally
associated the Spartan scytale with secrecy, but do not appear to have appreciated the value of
the scytale as a practical device for secret communications (Cicero, Letters to Atticus, 10.10.3;
Cornelius Nepos, Book on the Great Generals of Foreign Nations, 4.3.4; Aulus Gellius, Attic

Nights, 17.9.15; Ausonius, Epistles, 28.28-29).
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4.4: Reasons for absence of the scytale in sources on Roman warfare

There are a number of reasons to explain the fact that the Romans apparently did not use the
scytale as a cryptographic device and why the Roman military, in particular, did not adopt the
Spartan system of the scytale. In fact, Julius Caesar, followed by Augustus and his staff used
the far less sophisticated Caesar cipher — even though they evidently had knowledge of the
scytale (not least of all through their reception of Greek writings). One reason that the Romans,
perhaps, did not adopt the scytale into their own secret communication models may have to do
with the different means of sending official dispatches in Greece and Rome. In ancient Greece,
the extant evidence suggests that official dispatches were often sent by a physical messenger
for which a variety of terms were used: dyyelor (angeloi; ‘messengers’), x7jpvkec (kerukes;
‘heralds’), #uepodpouor (hemerodromoi; ‘day-runners), Jpouoxipokes (dromokerukes;
‘couriers’) or dpouokijpvé (dromokerus; ‘runner herald”). This messenger then delivered an
‘oral’ message — a message written to be read out (see e.g.: Aeneas Tacticus, How to Survive
Under Siege, 22.3; 22.22; Archilochus, Fragment 185; Herodotus, Histories, 6. 105-6; 9. 12;
Polyaenus, Stratagems of War, 5. 26. 1; Thucydides, History of the Peloponnesian War,
1.131.1).3% These messengers used an official messenger stick as a sort of authentication
device (Archilochus, Fragment 185; Aristophanes, Lysistrata, 985-992; Pindar, Olympian
Odes, 6.90-92) — one, possibly the original, use of the Spartan scytale-stick. In contrast to this
method of official dispatch communication across the Greek world, in the Roman world letter
writing — including official dispatches — appears to have become more of a private matter, with
sealed letters sent from one individual to another (see e.g.: Cicero, Against Catiline, 3.5.12;

Letters to Brutus, 2.5 = 5.4; Letters to Friends, 5.11.77; 6.3.8; Ovid, Amores, 2.15.15-18;

365 Carey 1981, 23-24; Ceccarelli 2013, 10-11; Gibson & Morrison 2007, 6-7.
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Suetonius, Lives of the Caesars 2. The Deified Augustus, 50).2%6 However, sealed letters did
not always guarantee privacy since individuals had to arrange on their own for the sending of
their letters often by giving them to a traveller whereby they could only hope that this person
would not read their letters — as could any unintended recipient.®®” Cicero, for example, in his
works mentions at least twice that he opened his brother’s letters (Cicero, Letters to Atticus,
5.11.77; 6.3.8). Moreover, the Romans (especially Cicero) seem to have been aware of other
issues related to the delivery of letters.3%® Letters, for example, might fail to reach their
destination (Cicero, Letters to Atticus, 2.8.1; 4.15.3; Letters to Quintus 3.7.6; Letters to
Friends, 2.10.1; 12.19.1); their delivery could be delayed (Cicero, Letters to Atticus, 2.8.1), or
they could be misdelivered (Letters to Atticus, 4.15.3). Yet, at least this idea of sealing letters
shows that in Roman letter writing — as opposed to Greek — there was more of an idea of a
shared individual (yet, not always private) space between the two communicating parties.
Cicero, in his second Philippic oration describes a letter as a private conversation between
absent friends (amicorum conloquia absentium; Cicero, Marcus Tullius Cicero’s Second
Philippic Oration Against Marcus Antonius, 2.7) while Henderson, in his discussion of
Cicero’s letters to his brother Quintus, even speaks of a ‘private republic’ in which the brothers
communicated.®® Therefore, the Romans would have found the use of the scytale a wholly
alien and inconvenient method of communication — secret or otherwise. Furthermore, wax
tablets seem to have been more commonly used among the Romans for writing (as opposed to

papyrus for the Greeks and the Greek speaking world).3”° Indeed, one can assume that most — if

366 From the reign of Diocletian until the end of the Roman empire private letters even outnumber public
letters/decrees (MacMullen 1982, 236).

367 Head 2009 (1); 2009 (I1); Sarri 2017, 125.

368 See on security problems and other issues that Cicero encountered when sending his letters: Nicholson 1994.

369 Henderson 2007, 61.

370 Adkins & Adkins 2014, 209; Erdkamp 2011, 287; Jeffery 1961, 57; Lewis 2015, xxxix; Sherwood 2006, 536 -
537.
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not all — of the secret letters discussed by Ovid, Cicero, Pliny the Elder and Ausonius and
analysed in 8 4.1 were written on wax tablets, as Ovid suggested (in e.g. Amores 1.11; 1.12;
2.5.17 and 3.496, Ars Amatoria, 2.396 and 3.621-624, and Metamorphoses, 9.450-665). Also,
wax tablets were often favoured over papyrus since text could have been erased, and the tablets
reused. This more common use of wax tablets for writing among the Romans would have made
the use of the scytale — with its strips of papyrus or parchment — something rather alien and
unpractical for the Romans. In addition, as has been discussed in § 4.3, like Aeneas Tacticus, the
Romans apparently had a bigger interest in steganographic messages and devices than in

cryptographic messages and devices.

At the beginning of this chapter, the following research question was posed: What view
of the scytale did the Roman’s take and why did the Romans seemingly never adopt the Spartan
scytale for cryptographic communications in their own military contexts — even though they
seem to have been familiar with descriptions of the device and adopt other (less sophisticated)
cryptographic systems? First, following Herodotus and Aeneas Tacticus, the Romans seem to
have had a greater interest in steganography than cryptography. Secondly, as a consequence of
the environment in which letters were written and sent in the Roman world, it became more
typical for sealed ‘letters’ (often written on folded wax tablets) to be sent from one individual
to another. Letters and dispatches thereby became more of a private matter in contrast to the
more open and public (because encrypted) method of official dispatch communication with a
messenger carrying a scytale (stick) that we saw described in the sources as more common for
letters and dispatches in the Greek world. Therefore, the use of the scytale must have seemed
highly impractical and alien to the Romans. These reasons help to explain why the scytale model
of secure and secret communication may not have been adopted by the Romans in their military
field campaigns. Indeed, instead of adopting the Spartan scytale model the Romans instead

used the far less sophisticated Caesar cipher. Roman sources, therefore, offer us our first
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concrete evidence that the scytale was perceived as a tool for secret cryptographic
communication in the classical world (as Strasser observed®’t). Roman sources also give us the
first solid confirmation for the operating principles of this cryptographic device, with detailed
descriptions of how the scytale would have worked in the field. Indeed, these descriptions
suggest that the scytale would have offered a far more sophisticated and secure encryption
method than the so-called Caesar cipher (which is a very simple method to decode and —given
the large number of people who must have known about Caesar’s preferred shift — surely cannot
have been very secure).3’? However, we must look elsewhere for evidence to help us more fully
appreciate the practical utility of the scytale as tool for secret communication and to better
understand its use and value as a cryptograph for the ancient Spartans. This, | suggest, we can
do best by examining the development of the transposition cipher system on which the scytale
device was based in later periods — from the Renaissance right up to the 20" century and the

Second World War.

371 Strasser 2007, 278.

372 The number of people who would have known about Caesar’s system depends on the number of correspondents
with whom he used this system. There is no exact number we can readily identify in this case. Yet, since Caesar
used secret communication in all his confidential correspondence — including with his relatives, generals, and

exploratores and speculatores it is plausible that a large number of people knew about the cipher and its working.
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Chapter 5: The development of the principle of the transposition cipher system

of the scytale in ciphers from the Renaissance to the Second World War

In this chapter the development of the principle of the transposition cipher system of the scytale
into Renaissance and modern 20" century transposition and substitution devices will be
analysed. The research questions belonging to this chapter are the following: How has the
principle of the transposition cipher system of the Spartan scytale been used in later
transposition ciphers and what does this tell us about the importance of the principle of the
scytale system?

Although the scytale-system did not have (direct) influence on later transposition and
substitution ciphers, some connections can be seen between this Spartan fractionating
transposition cipher and various later ciphers — starting with Renaissance systems using tables
and cipher disks (Alberti; Bellaso), and eventually evolving into cipher machines such as the
Enigma. The chapter starts with an analysis of a cipher disk invented by the Italian Renaissance
scientist Leon Batista Alberti (8 5.1); followed by a discussion of Bellaso’s system — an
improvement of Alberti’s system (8 5.2). Then I will analyse the first cipher machine (8 5.3) —
before finally turning to the electromechanical cipher machine: the Enigma (8 5.4). In these
discussions it will be shown that the principle of the transposition cipher system of the scytale
has been found to be of use throughout the ages — especially in a context of warfare and for
long distance communications, the same contexts in which the Spartans would have used their
scytalae as cryptographic devices. Then it will be demonstrated that the basic idea behind the
scytale can still be found in modern transposition ciphers that were used up to the Second
World War — helping to show that the scytale would have been a practical and useful
cryptographic device for the ancient Spartans to have used, particularly in military contexts (8
5.5-6).
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The Caesar cipher represents an important staging post in the history of cryptography,
but following the fall of the Western Roman Empire, the use of cryptography and
steganography in Western Europe appears to have stagnated for almost a thousand years, from
before circa 500 CE to circa 1400 CE.3”® During the Middle Ages in Europe, the use of
cryptography and steganography even became synonymous with the use of dark arts and magic
— echoing the early Egyptian tradition of using hieroglyphs for ‘mystical’ secret
communications.®”* Yet, via the Eastern Roman or Byzantine Empire — with its use of Greco-
Coptic ciphers like the Caesar cipher — cryptography and steganography seem to have returned
to Western Europe in the Late Middle Ages and early Renaissance.®”® During this period we
see more ciphers appear in which the basic transposition elements of the scytale can still be
found, as will be discussed in this chapter (e.g. Alberti’s disk, Bellaso’s system). For, | want to
argue that the ongoing, evolving, use of such cryptographic techniques in the Renaissance and
into the 20" century offers compelling evidence for the usefulness of the basic operating
principle on which the ciphertext encryption of the Spartan scytale was predicated — thereby
supporting my central thesis that the scytale was indeed likely to have been used as a

cryptographic device for secret encoded messaging in antiquity.

373 Dooley 2013, 12; Kahn 1967, 78; Saiber 2017, 23. See also Saltzman 2018 for a discussion of cryptography
among Early medieval English monks, an exception to the rule.

374 Caubet 2008, 421; Mollin 2005, 4-5; Pieprzyk, Hardjono, and Seberry 2013, 6.

375 After the 1% century CE there is little extant evidence for the use of substitution ciphers like the Caesar cipher
in the Roman empire — especially in the western part. Christians — especially in the Eastern Roman empire —
continue to use Caesar ciphers in Greek, Coptic, and Syriac, the three main languages used in Christian scripts
from Late Antiquity until the Middle Ages. See e.g.: Darnell & Darnell 2002; Delattre 2008; Fronczak 2013;
Wisse 1979.
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5.1: Alberti’s cipher disk (1466-1467 CE)

In 1466-1467 Leon Battista Alberti introduced a polyalphabetic cipher is his work De
Componendis Cifris (A Composition of Ciphers). In polyalphabetic ciphers more than one
ciphertext alphabet is used to encrypt and decrypt an entire message — as opposed to Caesar’s
monoalphabetic cipher always with the right shift of three.*’® Kahn attributes the invention of
polyalphabetic ciphers to Alberti.>’” However, it can only be said with certainty that Alberti’s
cipher is the first known polyalphabetic cipher.®’® Evidence for earlier polyalphabetic ciphers
may be lost. Alberti’s cipher certainly represented a major improvement on the Caesar cipher
in using multiple alphabets for encrypting messages. However, Alberti introduced a radically
new — or, rather, a radically old — cryptographic principle to increase the security and
sophistication of his cipher: he worked with a cipher disk in order to encode his messages using
a substitution of letters in the ciphertext alphabets. This is shown in Alberti’s description of the
working of the cipher disk where he suggested that one had to position the two plates of the
disk that contained letters relative to each other by turning them around and in that way

changing the position of the letters on the disks:

sub B itidem sit index ipse k. Hinc demum caeterae omnes litterae minores in epistola inventae
superiorum stabilium vim et sonos significabunt (Alberti, De Componendis Cifris, 14; for the complete

passage see Appendix 2, page 301-304).

Positioning the mobile circle so that the B sits over the index k. Then all of the rest of the lower-case
letters present in the coded text will take their meaning and sound from those of the fixed circle above

them

376 Apelbaum 2007, 54; Salomon 2003, 59; Salomon 2006, 243; Strasser 2007, 281.
377 Kahn 1967, 94-95.
378 Apelbaum 2007, 54; Bauer 2007, 382; Salomon 2003, 59; Salomon 2006, 243.

199



The cipher disk that Alberti described consisted of two concentric circular plates, both made
out of copper, one placed on top of the other. On the bottom plate of the disk, called ‘stabilis’,
or ‘stationary’, the 20 capital letters of the 15"-century Italian alphabet were written followed
by the numbers one to four (De Componendis Cifris, 14-15).%7° These letters and numbers were
written down in their normal order, from A to Z and from 1 to 4 and represented the plaintext
(see Figure 15).8° On the upper plate of the disk, called ‘mobilis’, or ‘moveable’, the 23 letters
of the Latin alphabet used in the 15" century were written in lower case letters and in random
order together with the ampersand symbol. These letters and the symbol represented the
ciphertext (De Componendis Cifris, 14).%8! Since the two plates of Alberti’s disk were only
fixed in the middle with a pin, they could turn around. Hereby, the upper plate of the disk was

used to turn, ‘to move’, while the other disk stayed in its original position.

379 See Figure 15 for a reconstruction of Alberti’s cipher disk. Compared to the modern 26-letter ISO Basic Latin
alphabet used in English the letters H, J, K, W, and Y were not in use in Alberti’s system. The letters ‘U’ and “V’
were used as one letter. In the reconstruction we notice that these two letters share one place.

380 Strasser 2007, 281; Kahn 1996b, 128; Lunde 2012, 73.

381 Strasser 2007, 281; Lunde 2012, 73. When discussing Alberti’s disk D’ Agapeyeff incorrectly argues that cipher
wheels always had to consist of an outer disk which had the letters of the alphabet in their usual order, and an

inner disk containing the letters of the same alphabet in reversed order (D’ Agapeyeff 1939, 119).
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FIGURE 15: POSSIBLE RECONSTRUCTION OF ALBERTI’S CIPHER DISK BASED ON HIS DISCUSSION

OF THE CIPHER DISK IN HIS WORK ‘DE COMPONENDIS CIFRIS ".38?

When using Alberti’s disk, both sender and recipient needed an identical cipher disk — just as
the Spartans needed two scytalae of the same size and diameter to communicate easily with
each other. In Alberti’s model, ciphertext sender and recipient would then need to agree on the
code key by choosing an index letter — a letter on the upper disk that Alberti used as reference:
in his example the lowercase letter ‘k’ that was positioned opposite capital ‘B’ on the bottom
disk (De Componendis Cifris, 14). Both sender and recipient had to place their disks in these
settings to start encryption and decryption and anyone who intercepted the message could not
have deciphered it easily without having both a cipher disk identical to the one used by the
sender of the message and the agreed key — as we saw in the case of the Spartan scytale whereby
an enemy could not easily decipher an intercepted message without having a scytale of the
exact size of the original rod himself. Moreover, just as the Spartans used the scytale for long

distance communication, so did Alberti use his disk — which becomes clear when he discussed

382 Facultad de Informatica 2018. Translation of terms: ‘cifrado’: ciphertext (literally: ‘encryption’); ‘mével’:

moveable; ‘claro’: plaintext (literally: ‘clear’); fixo ‘stationary’ (literally: ‘fixed”).

201



how a receiver — far away — had to figure out the right settings of the disk to decipher the
messages he had received:
Tu [...] in omment al interlegendum admonitus inventa maiuscula eam scies nihil aliud importare ex se

nisi ut moneat mobilis circuli situm atque indicis collocationem isthic esse immutatam (Alberti, De

Componendis Cifris, 14; for the complete passage see Appendix 2, page 301-304).

You [...], far away and receiving the message, have to look carefully in reading to find the upper-case

letter, which you will know serves solely to indicate the positioning of the mobile circle and that the

index has changed.
Alberti’s substitution coding essentially worked in the same way as Caesar’s substitution
technique, whereby every letter of a plaintext message — on the bottom disk — was substituted
by a ciphertext letter — on the upper disk. Yet, improving upon Caesar’s fixed transposition
principle in which every letter was moved precisely three places along the alphabet, in Alberti’s
system letters were transposed and changed places by regularly moving the upper disk relative
to the bottom disk. At set intervals, Alberti rotated the upper disk to create a different setting
or key:

Cum autem tres quottuorve dictiones exscripsero mutabo nostra in formula situm indicis versione circuli,

ut sit index ipse k fortassis sub R. (Alberti, De Componendis Cifris, 14; for the complete passage see

Appendix 2, page 301-304).

After | [Alberti] have written three or four words | will mutate the position of the index in our formula,
rotating the disk let’s say, so that the index k falls below the upper-case R.
In this way another substitution of the letters took place. What is more, Alberti’s system did
not only make use of letters that changed position, but also of the symbol of the ampersand (&)
— on the upper disk — and four numbers on the bottom disk. On the bottom disk — next to the
20 letters of the Italian alphabet — one could find the numbers 1 to 4 (De Componendis Cifris,

14). According to Alberti, these numbers were permuted into groups of two, three or four digits,
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e.g. 12 or 314. Numbers could also appear more often in a combination, which gave various
combinations such as 11 or 4444. This gave Alberti 336 two-, three- and four-digit groups that
each represented a ‘standard’ or common phrase or sentence. The numerical codes for these
sentences could be found in a table which Alberti had also created to accompany his disk (De
Componendis Cifris, 15-16). As Alberti stated, number 12, for example, meant: ‘We have made
ready the ships which we promised and supplied them with troops and grain’ (Naves quas
polliciti sumus milite frumentoque refertas paravimus; De Componendis Cifris, 16). Thus,
sender and recipient also needed Alberti’s codebook to completely decipher complex messages
in addition to having identical cipher disks. With the cipher disk but without the codebook
anyone intercepting a ciphertext encrypted using Alberti’s device could only have partially
decoded the original message. Whenever number codes were contained within the ciphertext,
for instance, the first phase of decoding would have seen numbers substituted with two to four
alphabetical letters — producing seemingly senseless sequences of letters that would not form a
word, such as ‘xp’ or ‘dkge’. With Alberti’s description of the codebook in mind, Kahn
attributes the invention of enciphered code to Alberti.®® Yet, again evidence for earlier
enciphered codes may be lost. Although the changing of letters into numerical values (as seen
in Alberti’s example) is a characteristic of substitution ciphers, the additional level of
encryption can be compared to the encryption principles of the transposition system of the
scytale whereby partial Greek letters were turned into gibberish when the strip was unwrapped
from its original rod. Indeed, the similarities to be found between Alberti’s disk and the Spartan
scytale are highly suggestive. First, we see the disk is rotated — as letters of a scytale message
were transposed when the strip was unwrapped from its rod. Secondly, in both cases specific
devices were needed to encipher and decipher the messages: the Spartans — and any other

Greeks who tried to decipher their messages — needed two scytalae of the same size and

383 Kahn 1967, 94.
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diameter to easily decode and understand each other’s messages, while users of Alberti’s disk

would have needed both disk and a codebook to decipher messages completely. In fact Alberti

believed his system to be the best suitable way for sending secret messages over a long distance:
tu igitur in provincia cum ad te meae pervenerint litterae [ ...] quo scribendi commento nihil brevius, nihil
tutius, nihil ad cyfrarum usum excogitari aptius accommodatiusve potest [...](Alberti, De Componendis
Cifris, 16).

when you who are far away receive my letter [...] I will say that there is no invention that is quicker,

more secure and nothing devised for cyphers could be more aptly suited [than my system] [...].

Although, of course, Alberti’s Renaissance disk is not in itself evidence that the Spartan scytale
was also used for secret messaging, it helps to prove that such devices would have worked
efficiently and would have offered the Spartans a potentially secure method of secret
communication. And, it is my contention, just as Alberti used his disk for confidential
communication — and that could have been in warfare — so the Spartans would have used the

scytale for the same purpose in the same context.

5.2: Bellaso’s system (ca. 1553 CE)

In the mid-16" century Giovan (or: Giovanni) Battista Bellaso made further significant
refinements to Alberti’s disk — refinements which again help to illustrate the merits of the
ancient Spartan scytale system of encryption and help to prove its practical utility as a method
of secret messaging. Bellaso’s system was discussed in his 1553 work La Cifra del Sig. Giovan
Battista Bellaso gentil’huomo bresciano, nuovamente da lui medesimo ridotta a grandissima
brevita et perfettione (The cipher of Mr. Giovan Battista Bellaso, a gentleman from Brescia,
once again reduced by himself to great brevity and perfection). Since Bellaso’s manuscript is

not easily available, the discussion of the working of his method is based on the work of modern
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scholars.®® In the Bellaso system eleven ciphertext alphabets are created in which the letters
of the second half of the alphabet are transposed one place to the right every time. All these
second halves are then jumbled around and added to the first half to create not only an
incomprehensible ciphertext, but also eleven incomprehensible ciphertext alphabets available
for the encryption. Just as the letters of a scytale message turned into an incomprehensible
anagram when the encryption took place as the strip was unwrapped from the scytale rod, so,
in Bellaso’s system two incomprehensible anagrams were created: one to create the table used
for encryption and one for the encrypted message itself. Also, just as Bellaso used his method
for his confidential long distance communication, e.g. in warfare — so the Spartans would have

used the scytale for the same purpose in the same context.

5.3: Cipher machines (18"-20™ century CE)

In the 18" century the first cipher machines appear. An example is Jefferson’s wheel cipher
invented by Thomas Jefferson in 1795 (see Figure 16). In this device a set of wheels or disks
was placed in a row, each disk with the letters of the alphabet arranged around their edge.3®®
For this cipher machine the modern 26-letter English alphabet was used. The order of the letters
was different for each disk and was usually scrambled in a random way — as letters of scytale
messages were scrambled when the strip was unwrapped from the scytale. Each disk was
marked with a unique number. In case of the Jefferson wheel cipher, these were the numbers 1
to 36 since Jefferson’s device had 36 disks. Every disk had a hole in its centre which allowed

the disks to be stacked on an axle in the middle. 3 Again, we can see fundamental similarities

384 Bauer 2007; Couto 2006; Lunde 2012; Strasser 2007.
385 Kahn 1996b, 194; Luenberger 2012, 176.
386 Kahn 1996b, 194; Luenberger 2012, 176.
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with the Spartan scytale here. The axle can be seen as the scytale rod — while the removable
disks are similar to the strip of writing material that could be wrapped and unwrapped from the
scytale. As text was written on the strip on the scytale — so text — in this case letters — was
printed on the disks. Indeed, like the strips of leather or papyrus wrapped and unwrapped
around the scytale rod, the disks on Jefferson’s cipher machine were removable and could be
mounted on the axle in any order desired. Since each disk was marked with a unique number,
the order of the disks, agreed upon between sender and recipient, was indicated by a row of
numbers that represented the right order of the disks.®” Whereas in the case of the scytale both
parties needed a scytale of the same size and diameter to communicate with each other — in
case of Jefferson’s method both parties needed Jefferson’s cipher machine. Sender and receiver
had to arrange the disks in the same predefined order. Once the disks had been placed on the
axle in the agreed upon order, the sender rotated each disk up and down until a desired message
was spelled out in one row.3® Then the sender could copy down any row of text on the disks
other than the one that contained the plaintext message. The recipient simply had to arrange
the disks in the agreed-upon order, rotate the disks so that they spelled out the encrypted
message on one row, and then look around the rows until he found the plaintext message, i.e.

the row that is not complete gibberish.

387 Kahn 1996b, 194; Here one can see the principle of the key as discussed by Aeneas Tacticus once more (Aeneas
Tacticus, How to Survive Under Siege, 31.1).
388 Kahn 1996b, 194; Luenberger 2012, 176.
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FIGURE 16: AN EXAMPLE OF THE JEFFERSON WHEEL CIPHER.389

When using the scytale, the encrypted ciphertext message became comprehensible only once
the strip had been wrapped around the scytale again — and in the case of the Jefferson wheel
cipher the message reappeared when the recipient had found the right row in the disk that
corresponded with that of the plaintext. Cipher machines — such as the Jefferson wheel cipher
—did not become well known until an independent invention by the French commander Etienne
Bazeries (in 1891) popularised their use in military contexts about a hundred years later.3*
Indeed, a reinvention of the system — known as the M-94 Cylinder Cipher — was used by the
United States Army from 1922/1923-1942 (see Figure 17).%°! Like Jefferson’s wheel cipher,
Bazeries’ device consisted of removable disks (in this case 25)*°? — like the removable strip

with writing material that could be wrapped and unwrapped from the scytale — and an axle in

389 NSA Picture Gallery Online 2018.

390 Kahn 1996bh, 413; Kopal 2018, 94l; Kruh 1981, 197.
391 Bauer 2013, 205.

392 Kruh 1981, 195.
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the middle — like the scytale rod. Similarly, both parties needed identical devices — both parties
in the United States Army needed a M-94 cylinder to communicate with each other — just as
for the Spartans both parties needed an identical scytale rod. And, it is my contention, just as
the United States army used the M-94 Cylinder cipher for secret communication until halfway
into the Second World War, so the Spartans would have used the scytale for secret

communication in warfare.

FIGURE 17: M-94 CcIPHER CYLINDER USED BY THE UNITED STATES ARMY FROM 1922/1923-

194239

5.4: The Enigma machine (Early to mid-20™ century)

Finally, there exists a superficial physical resemblance between an Enigma machine and the
scytale rod, where the disks on the axle of the machine might be compared to the strip of
writing material that was wrapped about the scytale rod (see Figure 18). However, the
Enigma machine and the scytale system have nothing in common in terms of actual
functionality, beyond their common use as cryptographic devices. Yet, it can be usefully kept

in mind that, just as the Germans used the Enigma machine to attempt to secure their secret

3% Kopal 2018, 94
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and confidential communication in warfare, so the Spartans would have used the scytale for

the same purpose in the same context.

FIGURE 18: ROTORS ON ENIGMA MACHINE. ENIGMA MACHINE USED BY THE GERMAN MILITARY

INTELLIGENCE SERVICES IN THE SECOND WORLD WAR.3%

Although we have no archaeological artefacts equivalent to these modern examples of the
scytale to demonstrate its operations, Plutarch’s and Aulus Gellius’ descriptions (as discussed
in chapters 2 and 4) are detailed enough to determine that it is the same mode of ingenious
rearrangement of the letters that makes the scytale a candidate for the earliest known theoretical
transposition cipher in history and forerunner to all of these later models (Plutarch, Life of
Lysander, 19.5-7; Aulus Gellius, Attic Nights, 17.9.6-16). When we understand how important

such transposition ciphers have been in more recent history (particularly in military contexts),

39 Author’s illustration, courtesy of the National Cryptologic Museum.
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it may help us to better appreciate how the scytale might have been a valuable cipher system

in ancient history too.

5.5: 20t century transposition and columnar transposition ciphers

In the First World War — almost 2500 years after the Spartans used the scytale — the German
military intelligence services used a transposition cipher in all their confidential
correspondence, based on a principle similar to that used in the scytale.>®® In the 1920s,
transposition ciphers were used by the Irish Republican Army, while during the Second World
War various forms of transposition ciphers were used by both Axis and Allied powers: by
Royal Air Force pilots, by Britain’s Special Operations Executive (SOE), and by German
troops operating in Latin America.3®® By the end of the First World War and during the Second
World War transposition ciphers had developed even further. In this period, combinations of
transposition and substitution ciphers were used, by both the Axis and Allied Powers, and by
resistance groups®®’ — including, perhaps, the most famous ciphers that used a combination of
transposition and substitution: the German ADFGX and ADFGV X ciphers (as discussed in the
prologue to this thesis).3%

In simple modern transposition ciphers, the letters of a message are rearranged to
generate an incomprehensible anagram, but remain intact — a crucial point in this case.3%® Most

modern transposition ciphers are created by the use of a grid composed of squares or cells.*®

3% Dooley 2016, 62-65.

3% Bauer 2013, 128; 130; 136. See also Bauer 2017, 217-222.
397 Churchhouse 2002, 45-46; Kahn 1996b, 535; 539.

3% Childs 1919, 13; Diepenbroek 2019; Dooley 2016, 65.

3% Bishop 2003, 19; Collard 2004; Stamp & Low 2007, 5.

400 Reinke 1962, 116.
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The cryptographer inscribes one letter in each cell, writing from left to right (for most Western

languages), and from top to bottom (see Figure 19).

QU I SSIMSTZC
I ESEXEOGQU
EMADTUEMTI S
I CURAUTUVI
RS I SETTCOG
I TAQUIEMTIN
LOCUMSTISZP
R OGRESS U S
VIiIDEQUTITDT
I B 1 I AMSTIT
N ECESSZSEZET
CURAUTOMN
I UMTTI BT AU
X I LTITAADTIU
NGASETTI AM
I NF I M ORUM

FIGURE 19: EXAMPLE OF MODERN SUBSTITUTION CIPHER. STEP 1: PLAINTEXT MESSAGE

WRITTEN IN GID, TEXT WRITTEN FROM LEFT TO RIGHT AND TOP TO BOTTOM.*0!

With the text of the message written into the grid, a modern cryptographer still has the normal
plaintext before her (see Figure 19). To make the message incomprehensible, a second step has
to be taken. In other words: the transposition has to take place. To achieve this, a second
rectangle is drawn in which the cryptographer re-transcribes the same message. However, now
the letters in the columns, from top to bottom, are written horizontally from left to right, starting
at the top left (see Figure 20). So, instead of starting the first row with the letters Q-U-I-S, it
now starts with Q-1-E-I, the letters that were first in the first column and that are now transposed

to another row.

401 Author’s illustration based on Reinke 1962, 116.
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QI EI RTULRYV
I NCI XNTIUE
M CS TOOTIBE
UUIGNI SAZU
I ACGD I CRM
L AFSEDRSQ
URETEATTI S
I1 SXTAEUME
QASUI AEMI
EEUTES SUM
STBATOMOM
TCMTI SIS EO
IDI RS QI VO
I SUDI EMAI
A UCUSTI GNP
STTTNUUMM

FIGURE 20: EXAMPLE OF MODERN SUBSTITUTION CIPHER. STEP 2: ENCRYPTION TEXT, TEXT

FROM COLUMNS WRITTEN FROM LEFT TO RIGHT IN ROWS.*%?

Now, the cryptographer has the encrypted ciphertext — an incomprehensible anagram in which
every letter has changed position. To make decryption even harder, the cryptographer can
choose not only to write the letters of the columns as if they were the letters of the rows, but
also to rearrange the order of the columns. This is called columnar transposition in modern
cryptographic terms.*®® If columnar transposition is applied to a grid, a numerical key or a
keyword shows the intended recipient the right order of the columns. Another possibility for
the cryptographer to make decryption harder is to divide the text into columns which can then

be further rearranged (e.g. in Figure 21 the text is cut into three columns).

402 Author’s illustration based on Reinke 1962, 116.
403 Dooley 2013, 8; Klima & Sigmon 2012, 34-35.
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QIEI RILR VINC
IXNI UEMC STOO
IBEU UIGN ISAU
IACG DICR MLAF
SEDR SQUR EIEA
TISI SXTA EUME
QASU ITAEM TIEEU
TESS UMST BATO
MOMT CMIS ISEO
IDIR SQIV OISU
DIEM ATAU CUSI
GNPS TTTN UUMM

FIGURE 21: EXAMPLE OF MODERN SUBSTITUTION CIPHER. STEP 3: ENCRYPTED TEXT DIVIDED

INTO GROUPS OF FOUR LETTERS. %04

Indeed, in the same way as the scytalae rods on which a message was enciphered and
deciphered in the ancient world must be perfectly matched cylinders, the interval between the
successive letters of the plaintext in a columnar cipher must always remain constant. Indeed,
as Bauer cogently points out, columnar transposition ciphers can be broken by using high-
tech graph paper and scissors.*%®

This is, in fact, how modern cryptanalysts in the First World War would try to
decipher some transposition ciphers: they would cut the text in the grids into strips — either
horizontally or vertically. These strips were then juxtaposed (see Figure 22).4%® By sliding the
strips up and down (or from side to side), the cryptanalyst would eventually have come to the
point where she correctly surmised that one or more of the resulting trigraphs represented a
clear text. The number of places that the cryptanalyst had to slide the strips relative to each
other to get this clear text would have given her the interval that she was looking for. Then,

when she had noted the interval between the letters of any one decoded trigraph, she would

404 Author’s illustration based on Reinke 1962, 116.
405 Bauer 2013, 124.
406 Author’s illustration based on Reinke 1962, 115-116.

213



have applied this same interval to the other strips to establish the sequence of the letters in the
rest of the dispatch, and she would eventually have arrived at the complete solution.*®” The
deciphering of the encryption interval in this modern example is, perhaps, the equivalent of

figuring out the exact diameter of a Spartan scytale in antiquity.

QIEI RILR VINC

IXNI UEMC STOO

IBEU UIGN ISAU
IACG DICR MLAF

SEDR SQUR EIEA
TISI SXTA EUME

QASU IAEM IEEU
TESS UMST BATO

MOMT CMIS ISEO
IDIR SQIV OISU

DIEM ATAU CUSI

GNPS TTTN UUMM

FIGURE 22: EXAMPLE OF MODERN SUBSTITUTION CIPHER. CIPHERTEXT CUT INTO STRIPS.4%®

407 Reinke 1962, 115-116.
408 Author’s illustration, based on Reinke 1962, 116.
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5.6: 20™" century cylindrical and strip ciphers

In 1891 the French Major Etienne Bazeries developed a 20-disk cylindrical cipher device,
like the Jefferson wheel cipher. In 1913 the American officer Parker Hitt (re)invented this
basic cylinder cipher, (a 10-disk device based on Bazeries’ system) for the United States
Army. Three years later, in 1916, Hitt then decided to flatten out the cylinder cipher into a
strip cipher for ease of use.“®® Around the same time, in 1917, Major Joseph O. Mauborgne,
invented a similar 25-disk cipher device.**° This work formed the basis for the cylindrical
cipher device M-94 that was adopted by the United States Army in 1922.4!! This device
consisted of:
a central shaft on which is mounted a set of 25 rotatable alphabetical disks. On the rim of each disk is
stamped a different, completely disarranged alphabet.*?
As in the case of the earlier cipher machines, like the Jefferson wheel cipher, we are dealing
here with a cylinder on which the disks could be stacked around the shaft in any order desired
to create cryptographic messages. The fact that the M-94 worked in a similar fashion to the
earlier cipher machines described above becomes clear from Kruh’s description of the M-94:
After the encipherer [or sender] places the disks on the shaft in the prearranged order, he revolves one
disk after another to align the first 25 letters of the message in a horizontal row. Then he selects at random

any one of the other rows, which will form 25 letters of gibberish, as the ciphertext. He repeats this

process in groups of 25 letters to the end of the message.*'®

409 Bauer 2017, 361-364; Dooley 2018, 137-138; Kruh 1981, 195; Salomon 2003, 422; 2006; 262.
410 Curley 2013, 25; Kruh 1981, 197.

41 Curley 2013, 25; Dooley 2018, 137-138; Kruh 1981, 193.

412 Kruh 1981, 193-194.

413 Kruh 1981, 194.
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The decipherer (or recipient) — who had knowledge of the correct order of the disks to decipher
the message — would then have assembled the ‘disks on the shaft’ in the required order (turning
each disk so that the ciphertext can be read across them), and would look for the line that
contained the message — this was the line that was not complete gibberish.*** About a decade
later, in 1933, however, the army decided to move to Hitt’s flattened strip cipher and in1934
the so-called M-138 strip cipher was officially adopted by the US military, followed by the
improved version, the M-138-A, in 1938.%!° The M-138 and the M-138-A were ‘flat strip cipher
board’ substitution ciphers that were (again) cryptologically equivalent to the Jefferson wheel
cipher (similarly utilising ‘different, sliding, mixed alphabets’), and to the previously discussed
M-94 cipher.*'® Yet, in this case paper strips were used in a flat device instead of the wheels
on the M-94 cipher machine. When using the M-138-A the cryptographer had a choice between
100 strips on which the alphabet was printed twice — every time in a different order. Thirty
strips were selected to use each time, as opposed to the 25 disks on the M-94 (see Figure 23).4*7
The increasing number of strips obviously increased the security of the system. The M-138-A
cipher saw a great deal of use within the American military intelligence services — especially
during the Second World War — and lasted until the 1960s.*® In fact, even though
electromechanical cipher machines (like Enigma) were introduced during the Second World
War ‘strip cipher systems continued in use by individuals, such as military attaches or units not
authorised to use cipher machines’, and even as ‘standby equipment for [electromechanical

cipher] machine users’.*® To encipher and decipher the strip cipher M-138-A the

414 Kruh 1981, 194.

415 Bauer 2017, 361-364; Dooley 2018, 137-138; Kruh 1981, 195; Salomon 2003, 422; 2006; 262.
416 Kruh 1981, 193. See also Bauer 2003, 119.

417 Bauer 2003, 119; Kruh 1981, 195.

418 Bauer 2017, 361-364.

419 Kruh 1981, 196.
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cryptographer would need the right device for encryption and the strips would have to be in the
correct order to enable the cryptanalyst to understand the message (see Figure 21-22) — again,
just as, when enciphering and deciphering a scytale message, both sender and recipient would
have needed scytalae of the exact same size and diameter to be able to properly and easily
communicate with each other. In this context, it is significant that (according to Kruh) the US
Army distributed its own flat strip cipher devices ‘to at least six foreign governments including
France, Italy, and Russia so they would maintain secure communications with United States

Army personnel’.*?

420 Kruh 1981, 196.
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FIGURE 23: MODEL OF STRIP CIPHER M-138-A, USED BY THE AMERICAN INTELLIGENCE

SERVICE FROM 1916-1960s, ESPECIALLY DURING THE SECOND WORLD WAR. 42

Although there are no direct connections between the Spartan scytale and these 20™-century
ciphers (and a great many operational differences despite some ostensible optical
similarities), just as 20" century cryptographers used (columnar) transposition ciphers,
cylinders and strip ciphers for their secret and confidential communication in warfare, so — |
argue — the Spartans would have used the scytale for the same purpose in the same context. In
fact, | suggest that the Spartan system that Plutarch and Gellius described was arguably even
more complicated than some of these transposition ciphers. For, when using the scytale the

Spartan cryptanalyst would end up having many partial and broken letters in the code while,

421 Bauer 2017, 361-364. Source: National Cryptologic Museum.
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in these later ciphers, the letters retain their identity, but simply lose their position.*?? In other
words, the cryptanalyst does not end up with partial and broken letters. When a twentieth
century cryptanalyst intercepted a secret message written in a modern transposition cipher,
she could decipher the message by rearranging the order of the letters. However, when a
Spartan intercepted an encrypted message written by use of scytale, he would have had to
deal with both whole and partial letters (see Figure 10). He would therefore have needed a
scytale of the exact same diameter as the one that was used to write the original message in
order to quickly restore the original place of all the scrambled letters — both complete and
partial.

During the First and Second World Wars, encryption by means of transposition
ciphers like the scytale was still done by hand. Cryptographers would use physical tables,
grids, and strips of paper to encipher and decipher their confidential correspondence. Since
the 1970s and 1980s, as computer systems took over from handwritten correspondence,
cryptography became electronic. Instead of physical tables, grids and strips of paper,
computers were used to encipher and decipher messages. However, the principle of the
Spartan scytale can now still be seen in some modern digital transposition ciphers — as we
can, for example, see in the fact that — alongside modern mathematics unknown to ancient
societies — the basic principle of transposition encryption can still be found in the Advanced
Encryption Standard (AES), a specification for the encryption of electronic data established
by the United States National Institute of Standards and Technology (NIST) in 2001 and still
used worldwide, and ultimately in the New Scytale algorithm in which literally, yet digitally,

a secret message is wrapped around a geometric form in the same way the Spartans wrapped

422 Kahn 1967, xi.
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scytale messages around scytalae.*?® These historical cryptographic examples show the
fundamental and enduring usefulness of relatively simple ciphers — supporting the main
argument of this thesis that the scytale would similarly have been useful in the ancient world
as a cryptographic device. Moreover, as these various examples of the widespread use of
ciphers using encryption techniques broadly analogous to those of the scytale attest, simple
though a cipher may appear, it may not be easy to solve.*?*

At the beginning of this chapter, the following research question was posed: How has
the principle of the transposition cipher system of the Spartan scytale been used in later
transposition ciphers and what does this tell us about the importance of the principle of the
scytale system? This chapter has shown that throughout the ages similar cryptographic
elements keep reappearing in different cipher systems (often in the physical resemblance)
recalling the design and operation of the Spartan scytale — either by creating
incomprehensible anagrams (as seen in all devices) or by the physical design of the devices
with their disks or rotors containing letters — akin to the strip of writing material on the
scytale containing scrambled letters and alphabetic fragments. All forms of the ciphers and
devices discussed in this chapter could have — and in several cases, as we have seen,
definitely were — used in warfare for encrypting and decrypting secret long distance
communication in the same way as the Spartans used their scytalae. On this basis it seems
naive for modern historians of cryptography to dismiss the ancient Spartan scytale as a ‘toy’
cipher and to deny its value as a real cryptographic device. In other words, as a report from
the US Army Security Agency argues: ‘It is very easy for us to condemn old devices in the

light of later knowledge, and the M-94 looks childishly simple to us now, but let nobody

423 Boicea, Radulescu et al., 2016, 2-6; Garg 2009, 387; NIST 2001, 1-51. Shannon in 1949 already showed that
one needs to use both transposition and substitution to have decent security (Shannon 1949, 656-715).
424 Churchhouse 2002, 42.
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underestimate the good purpose that it did serve at a period when something better than the
old Cipher Disk and Playfair were badly needed.’#?® The same, | suggest, is true of the

Spartan scytale.

425 Army Security Agency, 1948. 39.
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Chapter 6: Summary and Conclusion

The 21% century will see transposition regain its true importance.*?

The aim of this thesis was to reassess the extant evidence concerning the cryptographic Spartan
device known as the scytale and to challenge the view promoted by some modern historians of
cryptography that sees the scytale essentially as a simple ‘stick’ or staff that would have served
little practical use as a vehicle for secret communication in the ancient world. | have
demonstrated that, on the contrary, the cryptographic principles employed in the scytale are
potentially more complex and secure than other known ancient ciphers (especially the system
used in the so-called Caesar cipher). Indeed, as we have just seen in the preceding chapter, |
have drawn comparisons with a selection of historic ciphers in order to illustrate the relative
sophistication of the Spartan scytale as a practical device for secret communication. The
overarching research question of this thesis was: What can a comprehensive review and
reassessment of the extant sources describing the cryptographic Spartan device known as the
scytale do to challenge the view promoted by modern historians of cryptography that denies
the scytale its deserved status as a vehicle for secret communication in the ancient world? My
answers to this question can be summarised in the following way: first, as an introductory case
study to help illustrate the validity of my approach, I established common links and principles
of operation comparing signalling techniques for encoded communications in the ancient world
and in later periods. Thereby, | established the theoretical reliability of Aeneas Tacticus’
method for fire signalling and — more significantly — the fact that when we see the same basic
technologies of coded communication exhibited in antiquity and again in the First World War,

we can begin to appreciate more fully the practical efficiency and value of those basic

426 Bauer 2000, 100.
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technologies and techniques as they might have been used in antiquity. Indeed, as we saw
through the case study analysed in the prologue to this thesis, the fact that ancient core
principles of cryptography were still in use in some form in 20" century methods for secret
communication demonstrated that these methods would and could have worked well in
antiquity too.

| then turned to examine a salient selection of the earliest examples of secret
communication in the classical world, particularly Herodotus’ four examples of secret
communication as described in his Histories. | demonstrated that these early examples of secret
communication are associated with non-Greeks and their use characterised as un-Greek
behaviour. Hereby, I also demonstrated that Herodotus’ account of Demaratus’ letter to the
Spartans nicely illustrates the biased ancient Greek view of the Spartans as a society familiar
with the use of secret communication (in contrast to the open modes of communication
preferred by other Greeks) and that the Spartans may have learned about the use of secret
communication from the Persians.

This work established the groundwork for the main focus of the thesis and prepared the
way for a detailed analysis of various ancient myths concerning the Spartan scytale. Mindful
of the absence of any direct Spartan sources on the scytale, and of the biases in non-Spartan
sources (including the contradictory stereotyping of the ancient Spartans as both practitioners
of secret written communications and as semi-illiterate), | investigated a comprehensive range
of surviving non-Spartan sources. | demonstrated that Greek sources vary widely in their
discussions of the scytale and, although they were broadly consistent in associating the scytale
with messaging, they typically did not associate it with secret messaging per se. The clearest
descriptions of the scytale as a cryptographic device came only from later sources: Plutarch
and Aulus Gellius. Although my analysis showed that Plutarch’s and Aulus Gellius’

descriptions alone did not prove that scytalae were used in practice for secret communication,
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| argued that the ingenious transposition encryption that they described as the key feature of
scytale communication made the scytale a candidate for the earliest known theoretical
transposition cipher in history. Taking together all the extant sources on the scytale, | therefore
argued that it was wholly plausible that Spartan scytalae were actually used for secret
communication — among other purposes — even though the concrete evidence for this use
remains largely inaccessible.

Having demonstrated the obvious potential of the scytale as a simple yet secure device
for secret communication, | considered the enigma of why the scytale should apparently be
overlooked by one of the most important classical Greek sources on practical ancient forms of
secret communication — Aeneas Tacticus’ How to Survive Under Siege. After analysing the
relevant sections of the treatise, | suggested various reasons to explain the fact that Aeneas
Tacticus did not discuss the scytale in chapter 31 of How to Survive Under Siege. | observed
that scytalae would typically have been used for long distance communications rather than for
the sort of local communications that concerned Aeneas Tacticus. | further argued that Aeneas
Tacticus — living and writing in a post-war period (after the Peloponnesian War) — may well
have considered Spartan devices like the scytale as un-Greek and as therefore unworthy of
inclusion in his treatise for Greeks. Finally, and perhaps most importantly, | demonstrated that
Aeneas Tacticus seemed to have been more interested in steganographic practices than
cryptographic practices since the main focus in How to Survive Under Siege is upon hiding
messages so as to smuggle them in and out of the besieged polis and not upon encoding them
so as to prevent them from being read and understood by hostile agents out in the field. |
concluded, then, that the absence of the Spartan scytale from Aeneas Tacticus’ treatise did not
in itself offer sufficient evidence to support the theory forwarded by Whitehead, West, and
Sheldon that the scytale was unknown to Aeneas Tacticus because it was not really an ancient

cryptograph.
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| next tackled another apparent absence in the ancient historical record, investigating
why the Romans seemingly never adopted the Spartan scytale for cryptographic
communications in their own military contexts — even though they were evidently familiar with
descriptions of the device — and | asked why they preferred to adopt other (less sophisticated)
cryptographic systems such as the so-called Caesar cipher. | argued that, like Aeneas Tacticus,
the Romans seem to have had a greater interest in steganography than cryptography, potentially
as a consequence of the environment in which ‘sealed’ wax tablet letters were written and sent
in the Roman world. | suggested that the use of the scytale must have consequently seemed
highly impractical and alien to the Romans and helped to explain why the scytale model of secure
and secret communication was not adopted by them. Hereby, | identified that Roman sources
not only offered us our first concrete evidence that the scytale was perceived as a tool for secret
cryptographic communication in the classical world but that Roman rather than Greek sources
also give us the first solid confirmation for the operating principles of this cryptographic device.
However, | concluded that we must look elsewhere for evidence to help us more fully appreciate
the practical utility of the scytale as tool for secret communication and to better understand its
use and value as a cryptograph for the ancient Spartans.

This evidence, | argued, could be achieved by examining the cipher systems in later
periods — from the Renaissance right up to the 20" century, through the Second World War,
and beyond. | demonstrated that, throughout the ages, analogous principles to those employed
by the scytale system have played a major role in the history of cryptography (particularly in
military contexts). On the basis of the comparisons | made, | concluded that it was naive for
some modern historians of cryptography to dismiss the ancient Spartan scytale as a ‘toy’
cipher and to deny its historic value as a real cryptographic device. Although modern
cryptographic systems have now supplanted classical ciphers like the Spartan scytale, the

basic concepts associated with the transposition cipher that we see in the Spartan use of the
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scytale are still used today — ultimately in the New Scytale algorithm in which secret
messages are digitally wrapped around a geometric form.*?” The fact that this core principle
can still be found in the most recent and sophisticated examples of communication security
demonstrates that it would have worked well in antiquity too.

C. Bauer —in his 2017 book Unsolved!: The History and Mystery of the World's
Greatest Ciphers from Ancient Egypt to Online Secret Societies, in which a section is
dedicated to ancient Greek cryptography, including the Spartan use of the scytale — argues
that a summary of ancient Greek cryptography must, of necessity be incomplete.*?® This is an
important caveat since we only have access to a small sample of original extant material —
only a tiny proportion of which survives and which necessarily offers us only an incomplete
picture of the role of cryptography in antiquity. What is more, secret communication — by its
very nature — is secret. Therefore, a great deal of information about ancient cryptography is
concealed from as well as unavailable to modern eyes. As this thesis has demonstrated, one
of the reasons that we know so little about the Spartan scytale and its actual deployment is
because the Spartans were (at least, according to Athenian sources) a relatively ‘secretive’
society. Yet, Bauer’s caveat has provided one of the core inspirations behind the shape and
scope of this thesis. For, although it is itself also necessarily incomplete, this thesis includes
the most comprehensive catalogue of classical cryptography from Greco-Roman antiquity —
and represents the only study to date to seek to understand the value and operating principles
of the Spartan scytale by analysing its cryptographic potential through comparison with
modern transposition cipher systems.*? In setting out this research in this way, | hope to have

unravelled some of the myths surrounding the Spartan scytale in particular and of classical

427 Boicea, Radulescu et al., 2016, 2-6; Garg 2009, 387; NIST 2001, 1-51.
428 Bauer 2017, 99.

429 See for a complete list of Greek and Roman sources on cryptography and steganography: Appendix 1.
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Greek and Roman cryptography more widely. And, to paraphrase F. Bauer, | hope not only
that ‘the 21% century will see transposition regain its true importance’ but that the 21 century
will see the ancient Spartan scytale regain its true importance in the history of cryptography

too 430

430 Bauer 2000, 100.
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Appendix 1: Greco-Roman sources on cryptography and steganography
The following is an alphabetic overview of Greco-Roman sources on cryptography and

steganography.

1: Aeneas Tacticus (How to Survive under Siege, ca. 360 BCE)

Iepi 8¢ émotoldV KpLEainv Tavtoin HéEV giov ol TERYELS, Tpoovykeichal 8¢ del @ mEPYOVTL Kol
Seyopévo 1dig- ai 82 AavBdvovot pdhoto Tolaide av eiev (Aeneas Tacticus, How to Survive Under Siege,
31.1)

In regard to secret messages, there are all sorts of ways of sending them, but a private arrangement must

be previously made between the sender and the receiver.

dméupln émotoln Ode. €ig @optio fi dAAa okevn &vePAndn BuPriov §| dAlo T ypdupe TO TUXOV Kai
peyéfet kol TaAotdTnTL. &V TOVTE 08 YEypamTaL 1] EMGTOM] EMOTILOUEVOVY YPAULUATOV TOD TPOTOV GTiYOoV
7| devtépov 7| Tpitov, émoTiypoic 68 EloyioTang Kol AdnAoTATONS TATV TG TEPTOUEVE®. E1T0 APIKOUEVOD
70D PuPriov map’ v d&l, E€eyphpeto Kal T EmoeonocUéVe Ypappata T0eig 0eEhg T0 K T® TPMOTO
oTiyov Kol 0eVTEPOVL Kal T0 GAMN OCUVTOC, EYVOPILe TO EMGTOAEVTO. OALya & &v Tig BéA®V émoTeilat kol
OSe TOMWGAL, TOPOLOIOV TOVTE. EMGTOMY YPAWOVTO TEPL TIVOV QAVEPDC £V TAi0GtY, &v TodTN TH| EMIGTOAT
70 0Td TOLEY EmionuoUVOpEVOY Ypdppoto, U dTmv dupavieic dnep dv Bovn. ThHv 8¢ émonuaciav ivar
¢ aomAotatny EmoTyuoic St ToAAoD 1| YpOapUois TopapiKeoy. O Toig pLev dAAolg undepiov dmdvolay

£€et, T® 0¢ mepmopéve yvoot Eoton 1) émotorn (Aeneas Tacticus, How to Survive Under Siege, 31.1-3)

In one case a message was sent in this way: in with merchandise or other baggage there was inserted a
book, or some other chance document, of any size or age, and in this the message had been written by
marking the letters of the first, second, or third line with dots, very small and discernible only to the
recipient. Then, when the person intended received the book, he made a transcript, and by setting down
in order the marked letters from the first line and the second and the others in the same way he discovered
the message. But should anyone wish to send a brief message, he might use also the following method,
which is similar to the preceding. Writing in detail and undisguisedly on some subject, in this message you
may reach the same result by marking letters by which you will indicate whatever you may wish. And the
marking must be made as inconspicuous as possible, by dots placed far apart or by rather long dashes. These

will arouse no suspicion whatsoever in others, but the letter will be clear to the recipient.

nepnécbm avip ayyeliov eEpmV TVA T Kol EMIGTOATV TTepl ALY @avep®V: ToD 8¢ pEALOVTOG
mopevechotl Kpueaing adTod €ig TO TMV VITOIMUATOV TEMLO EvTEONT® £ig TO peta&d PfuPiiov kal
Katappontécbm, Tpog 68 TOLS TNAODG Kal Ta DOUTA €1 KAGSITEPOV EANAAGUEVOV AETTOV YPAPETO®

7TPOG 1O UN apavileobotl VIO TAV VOATO®V TO YPAUUOTO. APIKOUEVOD 0& TTop” OV OEl, Kol AvamTaopuévou
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€V 1] VoKTi, AvoAVET® TAG PaPAg TV VTOdNUATOVY, Kol EEEAmV Kol dvayvovg, BAAa Ypayag AdOpa ETt
KaBe0O0VTOG Kol £yKaTappayag ATOGTEALET® TOV Avopa, avtayyeilag T Kol d00G TL PEPELY PavEPDGS.
obtmg ovv obte dALog 0BTE 6 Pépv eidoEL ¥pT 88 TAC PaPdc TV VTodNudTOV hg ddnlotdtag Tolelv

(Aeneas Tacticus, How to Survive Under Siege, 31.4-5)

Let a man be sent bearing some message or even a letter ostensibly about general matters, not secret,
and, just before he starts, without his knowledge let a letter be inserted in the sole of his sandals and be
sewed in, and, to guard against mud and water, have it written on a piece of thin-beaten tin, so that the
writing will not be effaced by the water. And when he reaches the one intended and goes to rest for the
night, this person should pull out the stitchings of the sandals, take out and read the letter, and, writing
another secretly while the man is still asleep, sew it in and send him back, having given him some
message in reply or even something to carry openly. In this way, then, neither the messenger nor
anyone else will know the message. It is necessary, however, to make the sewings of the sandals as

inconspicuous as possible.

Ei "Egecov [...] sioexopicOn ypappata tpdng to1dde. dvOpwmog néupdn émictoAny Ex@v @OAAOIG
gyyeypappévny, té 88 eOALN £9° Ehket kKotadedepéva fv éml kvipmv (Aeneas Tacticus, How to Survive
Under Siege, 31.6)

A letter was brought to Ephesus in some such manner as this: a man was sent with a message written on

leaves which were bound to a wound on his leg.

glogveyBein 8° av ypaen Kol v Tolg TV YOVoIK®Y Aclv EXoucty Avt’ EvoTiov EA0cHOVS EVEIMILEVOLG

Aemtovg poMPdivoug (Aeneas Tacticus, How to Survive Under Siege, 31.7)

Writing could be brought in also on thin pieces of beaten lead rolled up and worn in women's ears in

place of ear-rings.

€opiotn 8¢ EmoToln mepl mpodoaiag gig oTpatoéTESOV AVTIKAOMUEVOVY TOAEUI®VY DTTO TOD TPOSIOOVTOG
Ode. TV £E10vToV iTmémv £k Tiig TOLenC gic Tpovoun v Tdv modepinv évi fykateppden Vmd Té TTEPHYIO
700 Bmpokog PPriov: @ éviétalto, £4v TIC EMPAVELR THY TOAEpI®Y YévnTal, TEGETY dmd Tod mmov Mg
ducovra kod {wypndfvar. kol yevopévov & &v 16 otpatonéde amodobfvar td PuPriov ¢ Edet. drmpémoev

&’ 6 inmedg adeApoc adehpd (Aeneas Tacticus, How to Survive Under Siege, 31.8)

A letter having to do with betrayal was once conveyed by the traitor to the camp of the beleaguering
enemy in this way. As the horsemen were going out of the city for a raid upon the enemy one of them
had a sheet of papyrus sewn under the flaps of his breastplate, and he was instructed, if the enemy should
appear, to fall from his horse as though by accident, and to be captured alive; and when he was taken into
camp he was to give the sheet of writing to the proper person. The horseman assisted as a brother would

a brother.
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dAlog 6¢ imméa ekméunav gig v Nviav tod yohvod PuPriov Evéppayev. €yéveto 0& mepl EMIGTOANV
TOWOVOE. TOAEWG YOp TOAOPKOVUEVNG Emel mapTilbev €0 TG TOAe®G O KOUIL®V TAG EMGTONNG TG HEV
TPodS6VTL Kai Tolg BAN0IG 01¢ Epepev 0K Gmodidmaoty, TPdg 88 TOV Epyovia Thg moAewg NADEV pnviomv
Kol TG £moTohdg £6i80v. 6 & dxovoog Ekéhevey TadTOg ULV TOC EMIGTOANC 01 Epepev dmododva, o 8¢
nap’ EKeivov, gl aAn0EC TL unvoEL, Top’ adTOV EVEYKETV: Kol O unvdwv tadta Enpaev. 0 6 dpyov Aafav
TOG €MOTOMNNG KOL GVOKOAEGAUEVOG TOVG AvOP®TOVG TO oNueid e €0gikvuey T@V daktudiov, Gmep
OHOAOYOVLY aDTAY gival, kol Awv T Pprio £67Aov TO mpdiypa. TeXviK@C 88 Sokel pwpdoat, Tl TOG
nepmopévac Tapd Tod AvOp®dTOL ovK AmEaBev: v Yap avToic dpvndiivan kol pdoke EmPBovisdecOut
VIO TWOG. T0G 6 dvtamooteAopévog Aapov dvavtidéktog fileyEev (Aeneas Tacticus, How to Survive
Under Siege, 31.9-9b)

Another man, when sending out a horseman, sewed a sheet of papyrus to the bridle-rein. And the
following incident happened about a letter. During the siege of a city, when the man carrying the message
entered the town, he did not give the letters to the traitor and to the others to whom he was bringing it,
but went to the commanding officer of the city, disclosed the matter, and handed over the letters. When
the officer heard it, he ordered him to deliver these letters to those to whom he was bringing them, but to
bring to him their answer as evidence that he was telling the truth. The informer did so, and the officer,
taking the letters, called the men to him, showed them the marks of the seals which they admitted to be
their own, and, opening the letters, exposed the matter. And he seems to have detected this skilfully in
that he did not accept from the man the letters that were sent. For then it would have been possible for
the men to deny it and claim that someone was plotting against them. But by taking the letters that were

sent in answer he proved the case incontestably.

KopiZetar 88 kol dde. kHoTY icousyédn Mxdbm omdon dv BovAn mpdg 1o TATBOC TV YpaENCOUEVOY
evonoavta Kol arodnoavta opddpa Enpavart, Ersita n’ adTic Ypdwot 6 Tt dv BoOAn pHéAVL KOTOUKOAA®D.
Enpaviéviov 8¢ tdv ypouudtov EEelelv TV TVonV Thg KOUOTIO0G Kol cuumiécavto, €ig v Ankvbov
€vBeivar 10 6¢ oTopa THiG KVOTIO0G VITePEYETM TOD GTOUATOG THG AnKkbOoL. Enetta puoncavTa TV KOGTV
€v Tf] ANKvB® €vodoav, tva devpuvlif] d¢ paiota, kol éhaiov Euminoavta TepLtepelv Tig KHGTIO0G TO
VIEPEYXOV TiG ANKVOOL Kol TPosapprocat T@ oTOpHATL OG adnAoTata, kol focavta v Aqkvbov kopiley
Qovep®c. dlapavég Te ovv 1O EAatov Eotar &v i ANkvOe Kol oDdEV BAA0 paveiton £vov. dtov 68 EAOn
nap’ Ov Ogl, £€gpdoag TO EAaLOV AVOYVAOGETAL PVONOAG TNV KOGTIV: Kol EKomoyyioag Kol kot TadTd €ig

v aoTv Yphyag drnocteldétm (Aeneas Tacticus, How to Survive Under Siege, 31.10-13)

Messages are sent also in this way. Take a bladder in size equal to a flask large enough for your purpose;
inflate it, tie it tightly, and let it dry; then write on it whatever you wish, in ink mixed with glue. When
the writing is dry, let the air out of the bladder, and press it into the flask, letting the mouth of the bladder
protrude from the mouth of the flask. Then inflate the bladder inside the flask in order to expand it as
much as possible, and filling it with oil, cut off the part of the bladder that comes over the top of the flask,
fitting it in the mouth as inconspicuously as you can, and, corking the bottle, carry it openly. Hence the

oil will be visible in the flask, but nothing else. When it comes to the appropriate person, he will pour
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out the oil, inflate the bladder, and read the writing. And washing it off with a sponge, let him write on it

in the same manner and send it back.

Hon 8¢ g &v SéAhtov EDA® Ypayag knpov néiméev kol dAla gig TOV Knpov &véypayey. eita dtav EA0n
map’ Ov €3eL, EKKVNOOG TOV KNPOV Kol Avayvolg YpAwog TaAY doadTmg ETECTEINEY. EVOE ETOL OE KOl €1¢
mu&iov ypayavta pélovt og Perdtiot® Edv Enpavoijval, Enctta Aevkmdoovto deavilew ta ypappota. dtov
obv deixntol mapd OV mepToOUEvoy, AuBovta sic Déwp Osgivar 10 TuEiov: @aveitol ovv v ¢ Hoat

axppdg dravta ta yeypappéva. (Aeneas Tacticus, How to Survive Under Siege, 31.14)

It has actually happened that someone has written on the wooden part of a tablet, poured wax over it, and
written something else on the wax. Then when it came to the appointed person, he, scraping off the wax
and reading the writing, again in this way has sent back a message.

QovEiTat ovv &v Td HOTL dcpP®dS GmavTo T yeypoppéve. Ypapotto & v kol gic mvékiov pwikdve dmep
av BovAn. &merto Kotolevk®doat kai ENpavovta ypayorl inméa @oceopov 1j 6 TLav fovin, Exovta IHATIGHOV
AEVKOV KOl TOV ITmov AeVKOV* €1 8& N, kol GAA® yp®dLOTL, TATY HEAAVOG. Emetta doDval Tivi avadeival £yydg
T mOAE®G €lg O v TOYT lEPOV MG EVEALEVOG. OV 08 T avaryvdval T yeypappéva, xpn EABOVTa ig T iepov
Kol YVOVTOL TO TIVAKLOV GLUGGHLE TIVL TPOGVYKEWEV®, AmevéykovTa £ig oikov Oeivar £ig Ehaiov: TavTo, ovv

0 yeypoppéva eaveiton (Aeneas Tacticus, How to Survive Under Siege, 31.14-16)

It would be possible, also, to write on a boxwood tablet with the best quality of ink, let it dry, and then by
whitening the tablet to make the letters invisible. When, then, the tablet comes to the recipient, he should
take it and put it into water; and so in the water there will clearly appear all that was written. You might
also write on a tablet for a hero’s chapel whatever you desire. Then it should be whitened and dried, and a
light-bringing horseman painted on it, or anything else you please, with white apparel and his horse white;
or if not white, any colour except black. Then it should be given to somebody, to be hung up near the city
in whatever shrine he may chance upon, as though it were a votive offering. And he whose part it is to read
the message must go to the shrine, and recognizing the tablet by some prearranged sign, must take it back

home and put it into oil. And so everything written on it will become visible.

TToaocdv 8¢ adNAoTATN TEUWYIC, TPAYLOTM®IESTATN S€ VOV pot 1) 01" dypappdtov ueavicinostal £ott 8¢
TOWG0E. AoTpAyolov edpeyéln tpumijoat Ttpumnuata gikoot kol téttapa, £€ €ic EKAoTV TAELPAV TOD
aoTpaydAov: 0T 8& T TPV T TOD AGTPayEAoL GToLETD. SlapvnpovevE & G’ Tig Bv TAevpdc &pén
T0 AP Kol T0 £xOpeva dmep €v EKAGTN TAELPQ YEYpomTaL. peTd 8¢ Todta, dtav Tva BEANG €v avToig
1105001 Adyov, Aivov Siipety, olov, £ty 0éAng Aiveioy Snlodv &v i Siépoet Tod Aivov dpEdpevog 8k Tig
mhevpdc Tod dotpaydrov &v ) 10 dhea Eotiv, Sipov, Kol mopeAdOV Té EXOHEVE TOVTOV TUPAYPELLOTA,
dtav ENONG eic mhevpdy oL 10 iBTA doTiv, dielpov maAy, Tapeic 68 TovTOL TR ExdNEva, dmov cupPaivel
70 v glva, Sigpov kol ThA Tapeic To &xOHEVH TOVTOV, BTV TO &l £6TLY, dietpov 1O Alvov, Kol oBtwm Té

gniloura Tod Adyov dviypdgmv Evelpe gic Té TpumpoTa, Gomep O dptt £0€ueda dvopa. Eoton obv TEPL
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TOV AoTpdyarov ayadig Aivov tetoAomevpévn), denNcel 8€ TOV avaylyvacokovta avaypdeestat gig déATOV
0 dnAovueva ypappoTo €K TOV TPUINUATOV. dvimaly 6¢ yiyveton 1 Eepoig Tif Evépoet. dlapépet OE
008V T Yphppate Gvamaiy ypapivol gic TV Sédtov: o0dev yap frTov yvocdfoetal. katopadelv 8¢
mielov €pyov €otiv T yeypoupéva 1 10 Epyov avto yevésBai. & [...]Jav todto yiyvorto EHAov mg
omBapuaiov tpumnBéviog Gca ye T GTOYELN TMV YPUUUATOV: ETEITA OCOVTMG EVEIPEY TO Avov €iG 1O
Tpumpata. 6mov & Gv gig O avto Tpumnua cvuPi dig Eveipecbal, domep O avTO Ypappa dig QeETig
ypépecsdar, mpomepiehifavto T Afvov mepi 10 EVAOV dveipsy. yiyvorro & v kol @ds. dvii tod
aotpaydiov kai EAov momoavto kKOKAov EOAvov Agdvar, Kol tpiioat £pe&iic KOk W 0 oToryeio TdV
YPOUUATOV TETTOPO KOl €ikoot: doyiag 8’ Evekev kol GAAN &V pHEc® ToD KOKAOL TpLTTTical, Emetta oUT®
€lg ta otoyeia Epesiig 6vta O Aivov éveipewv. dtav 8¢ 8ig TO avTod Ypappa cuppaivy ypdoew, £k TdV &v
péc® TpumnudtOV Tpoeveipavta €ig TO avtd ypdppo €veipar ypdppo 8¢ Aéym To Ttpvmmuo (Aeneas

Tacticus, How to Survive Under Siege, 31.16-22)

The most secret method of all for sending messages, but the most difficult, namely, that witOhout writing,
I shall now make clear. It is this: In a sufficiently large astragal bore twenty-four holes, six on each side.
Let the holes stand for letters, and note clearly on which side begins Alpha and the following letters that
have been written on each particular side. Then, whenever you wish to communicate any word by them,
draw a thread through them, as, for instance, if you wish to express Aiveiov by the drawing through of a
thread, begin from the side of the astragal on which Alpha is found, pass the thread through, and omitting
the characters placed next to Alpha, draw through again when you come to the side where lota belongs;
and disregarding the characters following this, again pass the thread through where Nu happens to be.
And again passing by the succeeding letters draw the thread through where Epsilon is found. Now
continuing in this way to write the rest of the communication, pass the thread into the holes in such a
manner as that in which we just now wrote the name. Accordingly, there will be a ball of thread wound
around the astragal, and it will be necessary for the one who is to read the information to write down
upon a tablet the characters revealed by the holes. The unthreading takes place in the reverse order to that
of the thread. But it makes no difference that the letters are written upon the tablet in reverse order, for
none the less will the message be read, although to understand what has been written is a greater task
than to prepare it. But this would be accomplished more easily if a piece of wood about a span long were
perforated just as many times as there are letters in the alphabet, and the thread were then in the same
way drawn into the holes. Wherever two insertions occur, the same character being written twice in
succession, you should wind the thread around the wood before inserting it. Or it could even be done as
follows. Instead of the astragal or the piece of wood, make a disc of wood, polish it, and bore successively
on the disc the twenty-four characters of the alphabet; but to avoid suspicion you should bore other holes
also in the centre of the disc, and then in this way run the thread through the characters, which are in their
regular order. But whenever the writing of the same letter occurs twice in succession, you must insert the
thread in the holes bored in the centre of the disc before running it into the same letter; and by letter |

mean the hole.
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Tortidouav yap BEAwY Tpododvar TipudEevog AptaPalm tpocuvédevto GAANA0IG O LEV THG TOLEDG TL XPIoV,
6 8¢ oD otpartomédov, i dmep £16Ecvov miv & T2 HBshov AL Epnpavicar. Etexvaleto 8¢ ddef Tod
to&edpoTog mepi 10 YALPidag EAiEavteg 0 Piiiov kal Trepdoavteg ETOEEVOV €ig TO TPOGLYKEILEVA YOPIaL.
gyéveto 8¢ xatopavig 0 Togevog mpodwovg tv IMotidowav: to&edv yoap 0 Aptafolog &ig 10
TPOGVYKEIEVOV, AUAPTAOV TOD Ympiov dudt Tvedua Kol odAny ntépwoty, BaArel avopog [Totidaidtov oV
opov, Tov 8¢ PAndévia mepiédpapey dyrog, olo eIl yiyveoBon &v 1 moAdu: amtike 82 1O TOEELUN
Aafovieg Epepov €mi ToLG otpatnyode, kai obtme katapavig &yéveto 1 mpaig (Aeneas Tacticus, How to
Survive Under Siege, 31.25-27; see also Herodotus, Histories, 8.128.2-129.1)

among the ancients the following scheme was once contrived. When Timoxenus wished to hand over
Potidaea to Artabazus, they prearranged, the one a certain spot in the city, the other one in the camp, to
which they used to shoot whatever they wished to communicate with each other. They adopted the device
of winding a sheet of writing around the notched end of the arrow, and, after feathering it, they shot it into
the places previously determined. But Timoxenus was discovered in the attempt to betray Potidaea. For
Avrtabazus, shooting toward the designated area, missed the spot because of the wind and because the arrow
was badly feathered, and hit a man of Potidaea on the shoulder, and a crowd gathered around the wounded
man, as often happens in war. And immediately picking up the arrow, they brought it to the generals, and

thus the plot was revealed.

Totidiog 8¢ BovAdpevoc 16 ApioToydpg shufjvor drootival, GAAmG HEV oDSoudC Elxev AcEaAGS SnAdoa,
dte uAoccoUéveY TBV OdMV Kol ok edmopov Ov ypappate AaOsly @épovia, TV 882 SovAmv TOV
mototaTov anoSupnoog EotiEev Kol Eméoyev £g avépuoav ai Tpiyes. G 88 AvEQPLOAY TaYLoTA, ETEUTEY E1G
Miknrov, émoteilag 16 EneoTiypnéve GALo pE 00d8y, Ereday O apikntal eic Milntov mpog Apiotaydpay,
Kelevew Euprioavta KoTIOEY €ig TV Ke@aAny. T 8¢ otiyporo éofpovey 6 £6el Toeitv (Aeneas Tacticus,
How to Survive Under Siege, 31.28-29; see also Aulus Gellius, Attic Nights, 17.9.18-27; Herodotus,
Histories, 5.35; Polyaenus, Stratagems of War, 1.24)

Again, Histiaeus, wishing to tell Aristagoras to revolt, had no other safe means of communicating, since the
roads were guarded and it was not easy for a letter-carrier to escape notice, but shaving the head of his most
faithful slave, he tattooed it and detained him until the hair had grown again. And as soon as it had grown,
he dispatched him to Miletus and gave the tattooed man no other orders except that when he had come to
Miletus, into the presence of Aristagoras, he should request him to shave his head and examine it,

whereupon the marks indicated what was to be done.

Tpagewv [...] OGSs. TPocvVOEIEVOV TO OVIEVTA YPULIATE £V KeVTHULAGL TiBecBot, omdoTov & &v TOYN

ExaoTOV 8V, £V TOIC YPUPOLEVOLS TOGOVTOG GTLYHAG VUL 010V TOdE"
AoviclogkOhog-A::: :N:::C::::CK:":A:-:C

‘Hpoxieidognxétw -: P KA - ::A-C:-K--T:::"
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Kol T0dg GALO" VTl TV povnéviav ypapudtov tibecbon & T 61 (Aeneas Tacticus, How to Survive Under
Siege, 31.30-31)

Itis [...] possible to write as follows. It should be arranged in advance to express the vowels by dots, and
whatever the number of each vowel happens to be, so many dots are to be placed in the writing. As for
example the following:

“Dionysius docked” - d:.x: n:: s: . " s d: ck: d

“let Heracleidas come” - l: th:r.cl::.d:sci:m:

And here is another way: Instead of the vowels, put in anything whatever.

noAlol 82 xot’ "Hrmelpov kuciv &ypioovto ®Se. dmoyayévieg Séopov meptédnkav mepi oV ovysvo
ipévto, &v @ EmoTtoly véppamto. slta ApTiKay VOKTOC fi HEO° uépav mTpog dv & aviykme Euehley sy
60gv amnyOn. ot 8¢ TovTo KAl Oeocolov (Aeneas Tacticus, How to Survive Under Siege, 31.32; see

also Julius Africanus, Kestoi, 53)

Many in Epirus used to employ dogs in the following manner. After leading the dog away in leash they
placed around his neck a strap, inside of which was sewed a letter. Then at night or during the daytime,
they dispatched the dog to the person to whom he was sure to go, that is, to the one from whom he had
been taken away. And this is also a Thessalian custom.

2: Aeschylus (Agamemnon, 458 BCE)

“Hoeototog "1ong Aapumpov EKTEUnmV GELOC.
QPUKTOG O€ PPLKTOV deDP’ Am” Ayyapov TLPOG
gmeumev: "1on pev mpoc ‘Eppoiov Aémag
Anpvov: péyav 8¢ mavov €k vijoov Tpitov
ABGov aimog Znvog £EedéEaro,

VIEPTEANG T€, TOVTOV (DoTE Vortical,

ioyO¢ TopELTOD AAUTAS0G TTPOG NdOVIV
FrevKm 10 ypuooeeyyéc, Ad¢ TG HA0G,
célog mapayyeidaco MokioTov oKOTOiS:
06 olTL HEM®Y 008 APPAGLOVOG VITV®D
VIKOUEVOG TTOPTIKEV GryyEAOL HEPOG:

£K0g 8¢ ppukTod P&G € Evpimov podg
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Mecooamiov puAaEL onpoivel LOAOVY.

o018’ avtéhopyav Kol Topyyelhoy Tpodcw®
ypoiog €peikng Oopov dyavteg Topi.
o0évovca Aapmdg &8 00dEm® LOvPOVUEVT,
vrepbopodoa nediov Acwmod, diknv
@odpdc oeAvNg, Tpog Kibatpdvog Aémog
fiyelpev ANV €kdoynV TOUTOD TLPOG.
000G 0& TNAETOUTOV 0VK NVAIVETO
@povpd TAEOV Koiovoo T®V eipnUéEVaV:
Mpvny 8 vrep Topydmv Eoknyey @aog:
Opog T’ €n’ Atyimhayktov €€ikvolpevoy
dtpuve Beopov un ypoviteobat Topdc.
TEUTOVGL & avdaiovtes ApOOVE pével
QAOYOG HEYOV TOYMVA, Kol ZopovikoDd
mopBuod kdtontov TpdV’ VrepPdAley TPOO®
pAéyovoay: &0t Eoknyey e0T AQikeTo
Apayvaiov 0imoc, GoTuysiTovoS OKOTAC:
Kamelr” ATpeld®dv £€G T00E CKNTTEL OTEYOG
000G t66’ ovk dmamnov Tdaiov TVPAOG.
T01010€ TO1 Ol AAUTOINPOPOV VOLOL,
dAog mop’ dALov dladoyaic TAnpovuevot:
VK@ 6" 0 TPATOG KOl TEAEVTOTOC OPOaLDY.
Tékpap ToodToV GOUPOAGV T€ GOl AEY®
avopoc Topayyeidavtog ék Tpoiag éuoi (Aeschylus, Agamemnon, 281-316).

[Clytaemnestra speaking:] Hephaestus, sending a bright blaze on its way from Mount Ida; and then from
that courier-fire beacon sent on beacon all the way here. Ida sent it to Hermes’ crag on Lemnos, and from
the island the great flambeau was received, thirdly, by the steep height of Zeus at Athos. Then the mighty
travelling torch <shot up> aloft to arch over the sea, to the delight <of the god>, bringing its message-

flame close to the sky, <and landed on Peparethos, where again much> pinewood <was burned,> which,
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like another sun, conveyed the message in light of golden brilliance to the watch-heights of Macistus.
Nor did Macistus neglect its part in transmitting the message, either by dilatoriness or through being
heedlessly vanquished by sleep: far over the waters of the Euripus the beacon-light announced its coming
to the watchmen of Messapium. They lit up in response and passed the message further on, kindling with
fire a heap of old heather; and the torch, powerful and still not weakened, leaped over the plain of the
Asopus like the shining moon, came to the crags of Cithaeron, and there set in motion its successor stage
of the messenger-fire. The watch did not refuse the bidding of the light sent from afar, but kindled more
than they had been ordered; and the light swooped over Gorgopis bay and came to the mountain where
goats roam, where it stimulated the men not to <be slow in fulfilling> the ordinance about the fire. They
kindled and sent on, in abundant strength, a great beard of flame, so that it would go on its blazing way
right beyond the headland that looks over the Saronic narrows; then it swooped down and arrived at the
steep heights of Arachnaeum, the watch-point nearest our city. And then it fell upon this house of the
Atreidae, this light directly descended from the fire kindled on Ida. Such, I tell you, were my dispositions
for this torch-relay, one after another of them fulfilled in succession: the first and the last runner were
alike victorious! Such, I tell you, is the evidence and the token that my husband has transmitted to me

from Troy.

3: Ammianus Marcellinus (Roman History, 4" century CE)

Proinde curarum crescente sollicitudine inde passibus citis Amidam pro temporis copia venimus
civitatem postea secutis cladibus inclytam. Quo reversis exploratoribus nostris in vaginae internis
notarum figuris membranam repperimus scriptam a Procopio ad nos perferri mandatam, quem legatum
ad Persas antea missum cum comite Lucilliano praedixi, haec consulto obscurius indicantem, ne captis
baiulis sensuque intellecto scriptorum excitaretur materia funestissima : "Amendatis procul Graiorum
legatis, forsitan et necandis rex longaevus non contentus Hellesponto, iunctis Granici et Rhyndaci
pontibus Asiam cum numerosis populis pervasurus adveniet, suopte ingenio inritabilis et asperrimus,
auctore et incensore Hadriani quondam Romani Principis successore; actum et conclamatum est ni caverit
Graecia." Qui textus significabat Persarum regem transitis fluminibus Anzaba et Tigride, Antonino
hortante dominium orientis adfectare totius. His ob perplexitatem nimiam aegerrime lectis consilium
suscipitur prudens (Ammianus Marcellinus, Roman History, 18.6.17-19; see also Frontinus, Stratagems,
3.13.5)

Then with our [Ammianus and his troops] anxious cares increasing we went from there as quickly as
circumstances allowed to Amida, a city afterwards notorious for the calamities which it suffered. And
when our scouts had returned there, we found in the scabbard of a sword a parchment written in cipher,
which had been brought to us by order of Procopius, who, as | said before, had previously been sent as
an envoy to the Persians with Count Lucillianus. In this, with intentional obscurity, for fear that, if the
bearers were taken and the meaning of the message known, most disastrous consequences would follow,
he gave the following message: "Now that the envoys of the Greeks have been sent far away and perhaps

are to be Kkilled, that aged king, not content with Hellespontus, will bridge the Granicus and the
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Rhyndacus and come to invade Asia with many nations. He is naturally passionate and very cruel, and
he has as an instigator and abetter the successor of the former Roman emperor Hadrian; unless Greece
takes heed, it is all over with her and her dirge chanted.” This writing meant that the king of the Persians
had crossed the rivers Anzaba and Tigris, and, urged on by Antoninus, aspired to the rule of the entire
Orient. When it had been read, with the greatest difficulty because of its excessive ambiguity, a sagacious

plan was formed.

4: Aristophanes (late 5"/early 4™ century BCE)

4.1: Birds (ca. 414 BCE)

TPV eV Yap oikicol og TNVIE TNV TOALY,
Ehak@vopdavouy dravteg GvBpmmot Tote,
EKOL®V Enelvov EppOnmV écwKpdTovY
OKLTAM £QOPOLY, VOVI & DTOGTPEYAVTES O
opviBopavodot, mavta & V7o TG Ndovilg

noodow drep dpvibeg éxpupovpevot (Aristophanes, Birds, 1280-1285)

Before you built this city all men were crazy about the Spartans:
they wore their hair long, went hungry,

never bathed, acted like Socrates,

brandished batons [scytalae].

But now they’ve about-faced and gone bird-crazy,

and they’re having a wonderful time imitating birds in everything they do.

4.2: Lysistrata (ca. 411 BCE)

KINHZIAX

Kkdmerta d0pv &1i0° VIO Pakng fixelg Exav;
KHPYZ=

00 T0v Al’ 00K €ydvya.

KINHZIAX

TO1 LETOCTPEPEL,
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V7o TG 0d0D;

KHPYE
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aAedg ya vai tov Kdotopa

@vBpomoc.
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oV OV Ai” 0Dk &ydvya und’ ob TAadsin,
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118" €oti oot 100

KHPYZE

oxutdAio Aokmvika. (Aristophanes, Lysistrata, 985-991).

Cinesias

And that’s why you’ve come hiding a spear in your clothes?
Herald

I’m not, I swear!

Cinesias

Why are you twisting away from me? And why hold your coat out in front of you? Got a swollen groin
from the long ride, maybe?

Herald

By Castor, the man’s crazy!

Cinesias

Why, you’ve got a hard-on, you dirty rascal!
Herald

I certainly do not! Don’t be talking twaddle.
Cinesias

Then what do you call that?

Herald

A Spartan walking stick.

5: Athenaeus of Naucratis (The Learned Banqueters, early 3™ century CE)

Ayatog & 0 "Epetpieng yhapupog dv momrig mepl v oivleoty €607 Gte kal pelaiverl v epacty Kol
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déAmn mapnwpeito ypipatog TALa
TOV ZIapTidTny ypamtov &v SmA®d E0A®
KOpPv.

OV yop Aevkov ipévta BovAndeic singiv, 2 o 7 dpyvpd Afkvlog dERPTHTO, TMAPTIATNY YPOTTOV EQN
avtl tod Xmoptidtv oKUTAANY. §TL 6€ AeVK@ UAVTL TEPLELODVTES TV OKLTAANV 01 Adkwves Eypapov &
nPBovAovto, gipnkev ikavdg AToAldviog 6 Podiog v td Tlepi Apyihdyov (Athenaeus of Naucratis, The
Learned Banqueters, 451c-d)

Although Achaeus of Eretria is a poet who composes elegantly, he occasionally uses obscure language
and expresses himself in a confusing fashion, as for example in the satyr play Iris, where he says: A flask
made of litharge*3* and full of oil was suspended alongside the inscribed Spartiate tablet on a double peg.
Because when he [Achaeus] wanted to refer to the white thong from which [a] silver oil-flask was
hanging, he referred to it as an “inscribed Spartiate” rather than as a “Spartan message-staff”. As for the
fact that the Spartans wrapped their message-staffs in white thongs and wrote what they wanted on them,

Apollonius of Rhodes discusses this at length in his On Archilochus.

6: Aulus Gellius (Attic Nights, ca. 177 CE)*%

In his epistulis quibusdam in locis inveniuntur litterae singulariae sine coagmentis syllabarum, quas tu
putes positas incondite; nam verba ex his litteris confici nulla possunt. Erat autem conventum inter eos
clandestinum de commutando situ litterarum, ut in scripto quidem alia aliae locum et nomen teneret, sed
in legendo locus cuique suus et potestas restitueretur; quaenam vero littera pro qua scriberetur, ante is,
sicuti dixi, conplacebat qui hanc scribendi latebram parabant (Aulus Gellius, Attic Nights, 17.9.2-4)

In certain parts of [...] letters [sent from Caesar to Oppius and Balbus] there are found individual
characters which are not connected to form syllables, but apparently are written at random; for no word
can be formed from those letters. [...] a secret agreement had been made between the correspondents
about a change in the position of the letters, so that, in writing, one name and position was given to one

letter and another to another, but in reading its own place and force was restored to each of them. But

431 Eastaugh, Walsh et. al. 2004, 241. Litharge is one of the natural mineral forms of lead (I1) oxide with a
yellowish colour. Since Antiquity litharge has been used for dying purposes.

432 The latest textual edition from Holford-Strevens (2019) largely preserves the standard text for this section. Any
changes are highlighted in bold. The minor changes to the text introduced in his edition (based on the Gryphius
1537 and Salmasius manuscripts), prefer ‘tornati’ to ‘ornati’ at 17.9.7. However, this slight modification does not
suggest any change to the standard translation here. In the translation offered below, Aulus Gellius describes the
scytale as ‘smoothed and prepared’ (derasi atque ornati); the recommendation from Holford-Strevens would give

us ‘smoothed and turned [as upon a lathe]” (derasi atque tornati).
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which letter was written for which was, as | have already said, agreed upon by those who devised this

secret code.

Lacedaemonii autem veteres, cum dissimulare et occultare litteras publice ad imperatores suos missas
volebant, ne, si ab hostibus eae captae forent, consilia sua noscerentur, epistulas id genus factas mittebant.
Surculi duo erant teretes, oblonguli, pari crassamento eiusdemque longitudinis, derasi atque tornati
consimiliter; unus imperatori in bellum proficiscenti dabatur, alterum domi magistratus cum iure atque
cum signo habebant. Quando usus venerat litterarum secretiorum, circum eum surculum lorum modicae
tenuitatis, longum autem quantum rei satis erat, conplicabant, volumine rotundo et simplici, ita uti orae
adiunctae undique et cohaerentes lori, quod plicabatur, coirent. Litteras deinde in eo loro per transversas
iuncturarum oras versibus a summao (surculo) ad imum proficiscentibus inscribebant. Id lorum litteris ita
perscriptis revolutum ex surculo imperatori commenti istius conscio mittebant; resolutio autem lori
litteras truncas atque mutilas reddebat membraque earum et apices in partis diversissimas spargebat.
Propterea, si id lorum in manus hostium inciderat, nihil quicquam coniectari ex eo scripto quibat; sed ubi
ille ad quem erat missum acceperat, surculo conpari quem habebat (a) capite ad finem, proinde ut debere
fieri sciebat, circumplicabat, atque ita litterae per eundem ambitum surculi coalescentes rursum coibant
integramque et incorruptam epistulam et facilem legi praestabant. Hoc genus epistulae Lacedaemonii
okvtdinv appellant (Aulus Gellius, Attic Nights, 17.9.6-16)

The ancient Lacedaemonians, when they wanted to conceal and disguise the public dispatches sent to
their generals, in order that, in case they were intercepted by the enemy, their plans might not be known,
used to send letters written in the following manner. There were two thin, cylindrical wands of the same
thickness and length, smoothed and prepared so as to be exactly alike. One of these was given to the
general when he went to war, the other the magistrates kept at home under their control and seal. When
the need of more secret communication arose, they bound about the staff a thong of moderate thickness,
but long enough for the purpose, in a simple spiral, in such a way that the edges of the thong which was
twined around the stick met and were joined throughout. Then they wrote the dispatch on that thong
across the connected edges of the joints, with the lines running from the top to the bottom. When the
letter had been written in this way, the thong was unrolled from the wand and sent to the general, who
was familiar with the device. But the unrolling of the thong made the letters imperfect and broken, and
their parts and strokes were divided and separated. Therefore, if the thong fell into the hands of the enemy,
nothing at all could be made out from the writing; but when the one to whom the letter was sent had
received it, he wound it around the corresponding staff, which he had, from the top to the bottom, just as
he knew that it ought to be done, and thus the letters, united by encircling a similar staff, came together
again, rendering the dispatch entire and undamaged, and easy to read. This kind of letter the

Lacedaemonians called oxvtdin.

Legebamus id quoque in vetere historia rerum Poenicarum, virum indidem quempiam inlustrem—sive

ille Hasdrubal sive quis alius est non retineo—epistulam scriptam super rebus arcanis hoc modo
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abscondisse: pugillaria nova, nondum etiam cera inlita, accepisse, litteras in lignum incidisse, postea
tabulas, uti solitum est, cera conlevisse easque tabulas, tamquam non scriptas, cui facturum id praedixerat
misisse; eum deinde ceram derasisse litterasque incolumes ligno incisas legisse (Aulus Gellius, Attic
Nights, 17.9.16-17; see also Justin, Epitome of the Philippic History of Pompeius Trogus, 21.6)

[Aulus Gellius speaking:] I[...] read this in an ancient history of Carthage, that a certain famous man of
that country —whether it was Hasdrubal or another | do not recall—disguised a letter written about secret
matters in the following way: he took new tablets, not yet provided with wax, and cut the letters into the
wood. Afterwards he covered the tablet with wax in the usual way and sent it, apparently without writing,
to one to whom he had previously told his plan. The recipient then scraped off the wax, found the letters

safe and sound inscribed upon the wood, and read them.

Est [...] in monumentis rerum Graecarum profunda quaedam et inopinabilis latebra, barbarico astu
excogitata. Histiaeus nomine fuit, loco natus in terra Asia non ignobili. Asiam tunc tenebat imperio rex
Darius. Is Histiaeus, cum in Persis apud Darium esset, Aristagorae cuipiam res quasdam occultas nuntiare
furtivo scripto volebat. Comminiscitur opertum hoc litterarum admirandum. Servo suo diu oculos aegros
habenti capillum ex capite omni tamguam medendi gratia deradit caputque eius leve in litterarum formas
conpungit. His litteris quae voluerat perscripsit, hominem postea quoad capillus adolesceret domo
continuit. Ubi id factum est, ire ad Aristagoran iubet et “Cum ad eum,” inquit, “veneris, mandasse me
dicito ut caput tuum, sicut nuper egomet feci, deradat.” Servus, ut imperatum erat, ad Aristagoran venit
mandatumque domini adfert. Atque ille id non esse frustra ratus, quod erat mandatum fecit. Ita litterae
perlatae sunt (Aulus Gellius, Attic Nights, 17.9.18-27; see also Aeneas Tacticus, How to Survive Under
Siege, 31.28-39; Herodotus, Histories, 5.35; Polyaenus, Stratagems of War, 1.24)

There is [...] in the records of Grecian history another profound and difficult method of concealment,
devised by a barbarian's cunning. He was called Histiaeus and was born in the land of Asia in no mean
station. At that time king Darius held sway in Asia. This Histiaeus, being in Persia with Darius, wished
to send a confidential message to a certain Aristagoras in a secret manner. He devised this remarkable
method of concealing a letter. He shaved all the hair from the head of a slave of his who had long suffered
from weak eyes, as if for the purpose of treatment. Then he tattooed the forms of the letters on his smooth
head. When in this way he had written what he wished, he kept the man at home for a time, until his hair
grew out. When this happened, he ordered him to go to Aristagoras, adding: “When you come to him,
say that I told him to shave your head, as I did a little while ago.” The slave, as he was bidden, came to
Aristagoras and delivered his master's order. Aristagoras, thinking that the command must have some

reason, did as he was directed. And thus the letter reached its destination.
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7: Ausonius (Epistles, 4™ century CE)

Vel si tibi proditor instat

aut quaesitoris gravior censura timetur,
occurre ingenio, quo saepe occulta teguntur.
Thraeicii quondam quam saeva licentia regis
fecerat elinguem, per licia texta querellas
edidit et tacitis mandavit crimina telis.

et pudibunda suos malo commisit amores
virgo nec erubuit tacituro conscia pomo.
depressis scrobibus vitium regale minister
credidit idque diu texit fidissima tellus:
inspirata dehinc vento cantavit harundo.

lacte incide notas: arescens charta tenebit
semper inaspicuas; prodentur scripta favillis.
vel Lacedaemoniam scytalen imitare, libelli
segmina Pergamei tereti circumdata ligno
perpetuo inscribens versu, qui deinde solutus,
non respondentes sparso dabit ordine formas,
donec consimilis ligni replicetur in orbem.
Innumeras possum celandi ostendere formas
et clandestinas veterum reserare loquellas:
si prodi, Pauline, times nostraeque vereris

crimen amicitiae [...] (Ausonius, Epistles, 28.10-31)

If an informer is beside thee,

and if ’tis an inquisitor’s too stern rebuke is feared,

baffle it with a device whereby secrets are oft concealed.

She whom the brutal outrage of the Thracian king

had robbed of her tongue, revealed her sorrows

by means of woven threads

and committed the story of her wrongs to the silent loom.

Also a shamefast maid entrusted the tale of her love to an apple,
and blushed not to share her secret with fruit which could never speak.
To deep-dug pits a servant revealed his royal lord’s deformity,
and long the earth hid the secret most faithfully:

hereafter the reed, breathed on by the wind, sang the story.
Trace letters with milk:

the paper as it dries will keep them ever invisible;

yet with ashes the writing is brought to light.

Or imitate the Spartan scytale,

269



writing on strips of parchment

wound about a rounded stick in continuous lines,

which, afterwards unrolled,

will show characters incoherent because sequence is lost,
until they are rolled again about just such another stick.

I can show thee countless codes of the ancients

for concealing and unlocking secret messages;

if thou, Paulinus, fearest to be betrayed

and dread’st the charge of my friendship.

8: Cassius Dio (Roman History, 3" century CE)

gldbel 0¢ kal dAlwc, OmodTe TL OU dmoppfiteov Twvi €néotelde, TO TéTtapTov del ototyelov dvti Tod

Kkabnkovtog avteyypdoes, 6mog dv (Cassius Dio, Roman History, 40.9.3)

It was his [Caesar’s] usual practice, whenever he was sending a secret message to any one, to substitute
in every case for the proper letter of the alphabet the fourth letter beyond, so that the writing might be
unintelligible to most persons.

émog ye und’ odTog TL UAT ovv 0shovTig pT Bkov Eginm, obte L antd £EeldAnoce, kai 1) Kiképawt
wavO” 6oa NPovANndn EAAnvioti énéotethey, tva v Kal Td YpaupoTo GAQ, AL AGUVETA Ye Kol TOTE TO1G
BapPapoig dvta undév oeag éxddasn (Cassius Dio, Roman History, 40.9.3; see also Caesar, The Gallic
War, 5.48)

In order that even he [the messenger] might not reveal anything, voluntarily or involuntarily, he gave him
no verbal message and wrote to [Quintus] Cicero in Greek all that he wished to say, in order that even if
the letter were captured, it should even so be meaningless to the barbarians and afford them no

information.

9: Cicero (Letters to Atticus, 68-44 BCE)

Habes oxutdlnv Aokeovikiyv. omnino excipiam hominem. erat autem v Non. venturus vesperi, id est
hodie; cras igitur ad me fortasse veniet. temptabo, audiam: nihil properare, missurum ad Caesarem. clam
agam, cum paucissimis alicubi occultabor; certe hinc istis invitissimis evolabo, atque utinam ad
Curionem! coveg & to1 Aéyw. magnus dolor accessit. efficietur aliquid dignum nobis (Cicero, Letters to

Atticus, 10.10 (Letter 201)).

There’s a Laconian dispatch [oxvtdAny Aaxwviknv] for you! To be sure | shall lie in wait for him—he is
coming on the evening of the 3rd, i.e. today, so perhaps he will call on me tomorrow. I shall sound him,

listen to him. I shall say that | am in no hurry, that | shall send to Caesar. | shall act by stealth and conceal
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myself somewhere with a very few companions. At all events | shall escape from here, however much
they want to stop me, and | only hope it will be to Curio. Mark my words. Intense vexation has been

added to my other motives. | shall bring off something worthy of myself.*3

10: Cornelius Nepos (The Book on the Great Generals of Foreign Nations. Pausanias, 1%

century BCE)

Spartam redire nolebat; Colonas, qui locus in agro Troade est, se contulerat; ibi consilia cum patriae

tum sibi inimica capiebat. Id postquam Lacedaemonii rescierunt, legatos cum clava ad eum miserunt,
in qua more illorum erat scriptum: nisi domum reverteretur, se capitis eum damnaturos. Hoc nuntio
commotus, sperans se etiam tum pecunia et potentia instans periculum posse depellere, domum rediit.
Huc ut venit, ab ephoris in vincla publica est coniectus; licet enim legibus eorum cuivis ephoro hoc
facere regi. Hinc tamen se expedivit, neque eo magis carebat suspicione; nam opinio manebat eum cum
rege habere societatem (Cornelius Nepos, The Book on the Great Generals of Foreign Nations, 4.3.4;

see also Thucydides, History of the Peloponnesian War, 1.131.1)

To Sparta he [Pausanias] would not return, but withdrew to Colonae, a place in the country of Troas,
where he formed designs pernicious both to his country and himself. When the Lacedaemonians knew
of his proceedings, they sent deputies to him with a scytale [clava], on which it was written, after their
fashion, that "if he did not return home, they would condemn him to death." Being alarmed at this
communication, but hoping that he should be able, by his money and his influence, to ward off the
danger that threatened him, he returned home. As soon as he arrived there, he was thrown into the
public prison by the Ephori, for it is allowable, by their laws, for any one of the Ephori to do this to a
king. He however got himself freed from confinement, but was not cleared from suspicion, for the

belief still prevailed, that he had made a compact with the king of Persia.

11: Diodorus Siculus (Library of History, 1% century BCE)

"Eni 82 Tod¢ gic Inotov kotapuydviag TAdnvaiovg oTpatedsog THY HEV OV €Ike, TOVG §' " Adnvaiovg
VIOoTOVOOLG Apiikev. EvOvg 8¢ 1) duvapuel miedoag Ent Zapov ovtog Pev tantnyv Enoidpket, [dAmmov
8¢ TOV glg Tikehiav TOig ZvpoaKooiolg T@ VOUTIKG CUUTOAEUCOVTO ANEGTEINEY Ei¢ ZndpTnV T4 T€
Aapupo kopilovta Kol petd Tovtev apyvpiov tdAavta yilo kol tevtakocto. ‘Ovtog 6€ Tod ypriuatog
€V 60Kiolg, Kol TadT £YOVTog £EKAOTOV GKLTAANY Exovoay TNV Entypaenv T0 TAR00¢ ToD ¥priuaTog

dnrodoav, Tavtny dyvonoag 6 IdYlmmog 10 pev cakio mtapéivoey, E£gAOevoc 8¢ ThAavta TPlaKoctal,

433 Significantly, the words ‘Laconian dispatch’ (cxvtdinv Aaxwvixijv) are written in Greek instead of Latin,
something that Cicero often did in his letters. In this letter (Letters to Atticus, 10.10) one can find five more

instances in which Cicero changed Latin words for Greek ones.
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Kai 810 Thg Emtypapfic Yvoobeig K1 TV Epdpmv, Eeuye kal katedikaodn Bavate (Diodorus Siculus,
Library of History, 13.106.8-9)

After this, advancing against the Athenians who had found refuge in Sestus, he [Lysander] took the city
but let the Athenians depart under a truce. Then he sailed at once to Samos with his troops and himself
began the siege of the city, but Gylippus, who with a flotilla had fought in aid of the Syracusans in
Sicily, he dispatched to Sparta to take there both the booty and with it fifteen hundred talents of silver.
The money was in small bags, each of which contained a scytale which carried the notation of the
amount of the money. Gylippus, not knowing of the scytale, secretly undid the bags and took out three
hundred talents, and when, by means of the notation, Gylippus was detected by the ephors, he fled the

country and was condemned to death.

12: Frontinus (Stratagems, late 1% century CE)

Romani, obsessi in Capitolio, ad Camillum auxilio implorandum miserunt Pontium Cominium, qui, ut
stationes Gallorum falleret, per saxa Tarpeia demissus tranato Tiberi Veios pervenit et perpetrata
legatione similiter ad suos rediit. Campani, diligenter Romanis a quibus obsessi erant custodias
agentibus, quendam pro transfuga subornatum miserunt, qui occultatam balteo epistulam inventa
effugiendi occasione ad Poenos pertulit.

Venationi quoque et pecoribus quidam insuerunt litteras membranis mandatas.

Aliqui et iumento in aversam partem infulserunt, dum stationes transeunt.

Nonnulli interiora vaginarum inscripserunt.

L. Lucullus, Cyzicenos obsessos a Mithridate ut certiores adventus sui faceret, cum praesidiis
hostium teneretur introitus urbis, qui unus et angustus ponte modico insulam continenti iungit, militem
e suis nandi et nauticae artis peritum iussit insidentem duobus inflatis utribus litteras insutas
habentibus, quos ab inferiore parte duabus regulis inter se distantibus commiserat, ire septem milia
passuum traiectum. Quod ita perite gregalis fecit, ut cruribus velut gubernaculis dimissis cursum
dirigeret et procul visentis, qui in statione erant, marinae specie beluae deciperet.

Hirtius consul ad Decimum Brutum, qui Mutinae ab Antonio obsidebatur, litteras subinde
misit plumbo scriptas, quibus ad brachium religatis milites Scultennam amnem tranabant.

Idem columbis, quas inclusas ante tenebris et fame adfecerat, epistulas saeta ad collum
religabat easque a propinquo, in quantum poterat, moenibus loco emittebat. Illae lucis cibique avidae
altissima aedificiorum petentes excipiebantur a Bruto, qui eo modo de omnibus rebus certior fiebat,
utique postquam disposito quibusdam locis cibo columbas illuc devolare instituerat (Frontinus,

Stratagems, 13; see also Ammianus Marcellinus, Roman History, 18.6.17-19)

When the Romans were besieged in the Capitol, they sent Pontius Cominius to implore Camillus to
come to their aid. Pontius, to elude the pickets of the Gauls, let himself down over the Tarpeian Rock,

swam the Tiber, and reached Veii. Having accomplished his errand, he returned by the same route to
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his friends.

When the Romans were maintaining careful guard against the inhabitants of Capua, whom
they were besieging, the latter sent a certain fellow in the guise of a deserter, and he, finding an
opportunity to escape, conveyed to the Carthaginians a letter which he had secreted in his belt.

Some have written messages on skins and then sewed these to the carcasses of game or sheep.

Some have stuffed the message under the tail of a mule while passing the picket-posts.

Some have written on the linings of scabbards.

When the Cyzicenes were besieged by Mithridates, Lucius Lucullus wished to inform them of
his approach. There was a single narrow entrance to the city, connecting the island with the mainland
by a small bridge. Since this was held by forces of the enemy, he sewed some letters up inside two
inflated skins and then ordered one of his soldiers, an adept in swimming and boating, to mount the
skins, which he had fastened together at the bottom by two strips some distance apart, and to make the
trip of seven miles across. So skilfully did the soldier do this that, by spreading his legs, he steered his
course as though by rudder, and deceived those watching from a distance by appearing to be some
marine creature.

The consul Hirtius often sent letters inscribed on lead plates to Decimus Brutus, who was
besieged by Antonius at Mutina. The letters were fastened to the arms of soldiers, who then swam
across the Scultenna River.

Hirtius also shut up pigeons in the dark, starved them, fastened letters to their necks by a hair,
and then released them as near to the city walls as he could. The birds, eager for light and food, sought
the highest buildings and were received by Brutus, who in that way was informed of everything,

especially after he set food in certain spots and taught the pigeons to alight there.

13: Herodian (History of the Empire from the Death of Marcus, late 2"%/early 3™ century CE)

Tapadodg aDTH EKUTOVIAPYUS KO1 GTPATIOTOG TIVAG, Ol ESWKE KOTOGEGMUOGUEVE YPUUUATO &V
nTUKTOIg Tivadl, 81T GV T mdppnTa Kai kpumtd dyyéhuoto toig Paciiedowv émotéieton (Herodian,

History of the Empire from the Death of Marcus, 7.6.5)

Gordian transferred to his [a provincial quaestor’s] command some centurions and soldiers, to whom he
gave a letter sealed in folding tablets, the normal method used by the emperor to send private, secret

messages.

14: Herodotus (Histories, ca. 440 BCE)
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TEBVNKOGC, TO 0¢ Kot Be0Vg Te Kal €UE TEPIELS: TA GE KOl TOAOL SOKED TTAVTO EKUENOONKEVAL, GEO TE
avtod mepl O &mprxOn, kai ola &yd Ymd Actudysog mémovla, 811 o oDk dmékTeva GAAGL ESmKa T)
BovkoA®. oV vuv, fiv fovAn €pol meibecbat, Tiig Tep Aatvdyng dpyetl xdpng, TavTng andong dp&ers.
[époog yap avameicog aniotacOol otpatnidtes £mi Mndovg:kal v 1€ £yd VO AcTudyeog Amodexfém
otpatnyog avtio oed, 0Tt To1 16 6V Povieat, v € TV TIg Sokipwv dAlog MYdwv: mpdTot yop odTol
BmocTAVTEG Gn €Ketvoy Kai YEVOLEVOL TPOC 6E0 AGTVAYED KATULPEEY TTEIPGOVTAL (MG MV £TOIIOV TOD

ve €vBade £6vtog, moiee Tadta Kol moiee katd téyog (Herodotus, Histories, 1.123.4-1.124).

He [Harpagus] artfully slit the belly of a hare, and then leaving it as it was without further harm he put into
it a paper on which he wrote what he thought fit. Then he sewed up the hare’s belly, and sent it to Persia by
the trustiest of his servants, giving him nets to carry as if he were a huntsman. The messenger was charged
to give Cyrus the hare and bid him by word of mouth to cut it open with his own hands, none other being
present. All this was done. Cyrus took the hare and slit it and read the paper which was in it; the writing
was as follows: “Son of Cambyses, seeing that the gods watch over you (for else you had not so prospered)
do you now avenge yourself on Astyages, your murderer; for according to his intent you are dead; it is by
the gods’ doing, and mine, that you live. Methinks you have long ago heard the story of what was done
concerning yourself and how Astyages entreated me because | slew you not but gave you to the cowherd.
If then you will be counselled by me, you shall rule all the country which is now ruled by Astyages. Persuade
the Persians to rebel, and lead their army against the Medes; then you have your desire, whether | be
appointed to command the army against you or some other notable man among the Medians; for they will
of themselves revolt from Astyages and join you and endeavour to pull him down. Seeing then that all here

is ready, do as | say and do it quickly”
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avtnv f€ewv £ éhoyileto (Herodotus, Histories, 5.35.2-4).

With [...] fears in his mind, he [Histiaeus] began to plan revolt, for it chanced that at that very time there
came from Susa Histiaeus' messenger, the man with the marked head, signifying that Aristagoras should
revolt from the king. Since Histiaeus desired to give word to Aristagoras that he should revolt and had
no other safe way of doing so because the roads were guarded, he shaved and branded the head of his

most trustworthy slave. He waited till the hair had grown again, and as soon as it was grown, he sent the
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man to Miletus with no other message except that when he came to Miletus he must bid Aristagoras
shave his hair and examine his head. The writing branded on it signified revolt, as | have already said.
This Histiaeus did because he greatly disliked his detention at Susa and fully expected to be sent away to
the coast in the case that there should be a revolt. If, however, Miletus remained at peace, he calculated

that he would never return there.
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ned6pevor 8¢ edpov ki éneléEavto, Emerta 8¢ toict dAlowot "EAdnct éméotethay (Herodotus, Histories,

7.239)

The Lacedaemonians were the first to be informed that the king [Xerxes] was equipping himself to attack
Hellas; with this knowledge it was that they sent to the oracle at Delphi, where they received the answer
about which I [Herodotus] spoke a little while ago. Now the way in which they were informed of this
was strange. Demaratus son of Ariston, an exile among the Medes, was, as | suppose (reason being also
my ally), no friend to the Lacedaemonians, and | leave it to be imagined whether what he did was done
out of goodwill or spiteful triumph. When Xerxes was resolved to march against Hellas, Demaratus, who
was then at Susa and had knowledge of this, desired to send word of it to the Lacedaemonians. He,
however, feared detection and had no other way of informing them than this trick:—taking a double
tablet, he scraped away the wax from it, and then wrote the king's plan on the wood. Next he melted the
wax back again over the writing, so that the bearer of this seemingly blank tablet might not be troubled
by the way-wardens. When the tablet came to Lacedaemon, the Lacedaemonians could not guess its
meaning, until at last (as | have been told) Gorgo, Cleomenes' daughter and Leonidas' wife, discovered
the trick herself and advised them to scrape the wax away so that they would find writing on the wood.

When they did so, they found and read the message, and presently sent it to the rest of the Greeks.
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nepédpapie o, ola piAéet yivesOat v moA&pm, of avtika 10 TOEELHN AaPovTeg ¢ Enadov o PuPAiov,
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npodotat. "0 pév 8 to10vTe TpéTE éndictog &yeyoves (Herodotus, Histories, 8.128.2-129.1; see also

Aeneas Tacticus, How to Survive Under Siege, 31.25-27)

Whenever Timoxenus wrote a letter for sending to Artabazus, or Artabazus to Timoxenus, they would
wrap it round the shaft of an arrow at the notches and put feathers to the letter, and shoot it to a place
whereon they had agreed. But Timoxenus’ plot to betray Potidaca was discovered; for Artabazus in
shooting an arrow to the place agreed upon, missed it and hit the shoulder of a man of Potidaea; and a
throng gathering quickly round the man when he was struck (which is a thing that ever happens in war),
they straightway took the arrow and found the letter and carried it to their generals, the rest of their allies
of Pallene being also there present. The generals read the letter and perceived who was the traitor, but
they resolved for Scione’s sake that they would not smite Timoxenus to the earth with a charge of treason,
lest so the people of Scione should ever after being called traitors. Thus was Timoxenus’ treachery
brought to light.

15: Homer (lliad, 8"/7" century BCE)
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dn ofjua kaxov tapedéoto youPfpod (Homer, lliad, 6.166-170).

[Proetus] shunned killing him [Bellerophon], for his heart shrank from that; but he sent him to Lycia, and
gave him fatal tokens, scratching in a folded tablet signs many and deadly, and ordered him to show these

to his father-in-law [lobates], so that he might perish.

dn ofjua kaxov topedéato youfpod (Homer, lliad, 6.178).

he [lobates] had received from him [Bellerophon] the evil token from his son-in-law [Proetus].
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So spoke swift-footed Iris and went away; but Achilles, dear to Zeus, rose up, and around his mighty
shoulders Athene flung her tasselled aegis, and around his head the fair goddess set thick a golden cloud,
and from the man made blaze a gleaming flame. And as smoke goes up from a city and reaches to heaven
from afar, from an island that foes beleaguer, and its men contend all day long in hateful war from their
city’s walls, and then at sunset flame out the beacon fires one after another, and high aloft darts their
glare for dwellers round about to look on, in the hope that they may come in their ships to be warders off

of ruin, so from the head of Achilles went up the gleam toward heaven.

16: Julius Africanus (Kestoi, late 2"¥early 3™ century CE)
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EmPovAilg vy yaremov euiaEar (Julius Africanus, Kestoi, 51-53)

Those who employ traitors must know how they should send in messages. Dispatch them, then, like this.
Let a man be sent openly bearing some message about other matters. Let the letter be inserted without
the knowledge of the bearer in the sole of his sandals and be sewed in, and, to guard against mud and
water, have it written on beaten tin so that the writing will not be effaced by the water. And when he
reaches the one intended and goes to rest for the night, this person should pull out the stitches of the
sandals, take out and read the letter, and, writing another secretly, let him send the man back, having
dispatched some reply and having given him something to carry openly. For in this way no one else, not
even the messenger, will know the message. In a sufficiently large astragal you must bore twenty-four
holes, six on each side. Let the holes stand for letters, and note clearly on which side begins Alpha and
which of the following letters have been written on each particular side. Then whenever you wish to
make some communication by means of it, tie a thread to it. And you are to make clear your
differentiation between the letters by the drawing through of the thread, beginning from the side of the
astragal on which Alpha is found, omitting the characters placed next to Alpha when you come to the side
where the letter lota is marked, pass the thread through, and again, disregarding the characters following
this, pass the thread through where Nu happens to be, and thus the elements of the word would be indicated
in the holes. And it will be necessary for the one who is to read the information to write down upon a tablet
the characters revealed by the holes, the unthreading taking place in the reverse order to that of the threading.
Letters were often sent in Epirus by the employment of the following method. After getting a collar around
a dog’s neck, they placed inside the strap a letter; then at night or during the daytime they dispatched the
dog to the person to whom he was sure to go, that is, to the one from whom he had been brought. And this
is a Thessalian custom. Certain others, by writing long lines with fine characters upon some very thin
papyrus, so that they may be as compact as possible, then by placing it on the shoulder under the over-tunic
and spreading that out, have caused the letter to be transmitted without suspicion. Others, again, after writing
on the wooden part of the tablet, have poured wax over it and written something else on the wax. Then
when it came to the appointed person, he, scraping off the wax and reading the writing, sent back a reply in
a similar manner. And | advise that letters be opened as soon as received, because it is very difficult to guard

against anything sent in by artifice.
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17: Justin (Epitome of the Philippic History of Pompeius Trogus, 2™ century CE)

Xerxes bellum a patre coeptum aduersus Graeciam per quinquennium instruxit. Quod ubi primum didicit
Demaratus, rex Lacedaemoniorum, qui apud Xerxen exulabat, amicior patriae post fugam, quam regi
post beneficia, ne inopinato bello opprimerentur omnia in tabellis ligneis magistratibus perscribit
easdemque cera superinducta delet, ne aut scriptura sine tegmine iudicium daret aut recens cera dolum
proderet, fido deinde seruo perferendas tradit iusso magistratibus Spartanorum tradere. Quibus perlatis,
Lacedaemone quaestioni res diu fuit, quod neque scriptum aliquid uiderent nec frustra missas
suspicarentur, tantoque rem maiorem, quanto esset occultior putabant. Haerentibus in coniectura uiris,
soror regis Leonidae consilium scribentis inuenit. Erasa igitur cera, belli consilia deteguntur (Justin,
Epitome of the Philippic History of Pompeius Trogus, 2.10.12-17; see also Aeneas Tacticus, How to
Survive Under Siege, 31.14)

Xerxes [...] proceeded, during five years, with his preparations for the war against Greece, which his
father had commenced. As soon as Demaratus, king of the Lacedaemonians, who was then an exile at
the court of Xerxes, understood his intentions, he, feeling more regard for his country, notwithstanding
his banishment, than for the king in return for his favours, sent full intelligence of the matter to the
magistrates of the Lacedaemonians, that they might not be surprised by an unexpected attack; writing the
account on wooden tablets, and hiding the writing with wax spread over it; taking care, however, not
merely that writing without a cover might not give proof against him, but that too fresh wax might not
betray the contrivance. These tablets he committed to a trusty slave, who was ordered to deliver them
into the hands of the authorities at Sparta. When they were received, the object of them was long a matter
of inquiry, because the magistrates could see nothing written on them, and yet could not imagine that
they were sent to no purpose; and they thought the matter must be momentous in proportion to its
mysteriousness. While the men were still engaged in conjecture, the sister of king Leonidas surmised the
writer’s intention. The wax being accordingly scraped off, the account of the warlike preparations

appeared.

Inter haec Karthaginienses tanto successu rerum Alexandri Magni exterriti, verentes, ne Persico regno et
Africum vellet adiungere, mittunt ad speculandos eius animos Hamilcarem cognomento Rodanum, virum
sollertia facundiaque ceteros insignem. Augebant enim metum et Tyros, urbs auctorum originis suae,
capta et Alexandria aemula Karthaginis in terminis Africae et Aegypti condita et felicitas regis, apud
quem nec cupiditas nec fortuna ullo modo terminabantur. lgitur Hamilcar per Parmeniona aditu regis
obtento profugisse se ad regem expulsum patria fingit militemque se expeditionis offert. Atque ita
consiliis eius exploratis in tabellis ligneis vacua desuper cera inducta civibus suis omnia perscribebat.
Sed Karthaginienses post mortem regis reversum in patriam, quasi urbem regi venditasset, non ingrato
tantum, verum etiam crudeli animo necaverunt (Justin, Epitome of the Philippic History of Pompeius
Trogus, 21.6; see also Aulus Gellius, Attic Nights, 17.9.16-17)
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During these proceedings, the Carthaginians, alarmed at the rapid successes of Alexander the Great, and
fearing that he might resolve to annex Africa to his Persian empire, sent Hamilcar, surnamed Rhodanus,
a man remarkable for wit and eloquence beyond others, to sound his intentions; for, indeed, the capture
of Tyre, their own parent city, and the founding of Alexandria, as a rival to Carthage, on the confines of
Africa and Egypt, as well as the good fortune of the king, whose ambition and success seemed to know
no limit, raised their apprehensions to an extreme height. Hamilcar, obtaining access to the king through
the favour of Parmenio, represented himself to Alexander as having been banished from his country, and
as having fled to him for refuge, offering, at the same time, to serve as a soldier in the expedition against
Carthage. Having thus ascertained his views, he sent a full account of them to his countrymen, inscribed
on wooden tablets, with blank wax spread over the writing. The Carthaginians, however, when he
returned home after the death of Alexander, put him to death, not only ungratefully but cruelly, on
pretence that he had offered to sell their city to the king.

18: Ovid (43 BCE-17/18 CE)

18.1: Amores

Cum premet ille torum, vultu comes ipsa modesto
Ibis, ut accumbas — clam mihi tange pedem!

Me specta nutusque meos vultumque loquacem;
Excipe furtivas et refer ipsa notas.

Verba superciliis sine voce loquentia dicam;
Verba leges digitis, verba notata mero.*3*

Cum tibi succurret Veneris lascivia nostrae,**®
Purpureas tenero pollice tange genas.

Siquid erit, de me tacita quod mente queraris,
Pendeat extrema mollis ab aure manus.*3®

Cum tibi, quae faciam, mea lux, dicamve, placebunt,*¥’
Versetur digitis anulus usque tuis.

Tange manu mensam, tangunt quo more precantes,

Optabis merito cum mala multa viro (Ovid, Amores, 1.4.15-28)

When he shall press the couch,
You will come yourself with modest mien to recline beside him —

In secret give my foot a touch.

434 See also Pliny, Natural History, 11.45.

435 Ovid could have been influenced by Sappho here (Fragments, 31.9f). As Ovid will be, Sappho was suffering
the pain of seeing a beloved in the company of someone else, and Ovid mentions blushing in the pentameter.

436 See also Macrobius, Saturnalia, 3.11.5.

437 See also Petronius, Satyricon, 64.
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Keep your eyes on me, to get my nods and the language of my eyes;
And catch my stealthy signs, and yourself return them.
With my brows | shall say to you words that speak without sound;
You will read words from my fingers you will read words traced in wine.
When you think of the wanton delights of our love,
Touch you rosy cheeks with tender finger.
If you have in mind some silent grievance against me,
Let your hand gently hold to the lowest part of your ear.
When what | do or what | say shall please you, light of mine,
Keep turning the ring about your finger.
Lay your hand upon the table as those who place their hands in prayer,

When you wish your husband as many ills as he deserves.

Cum surges abitura domum, surgemus et omnes,
In medium turbae fac memor agmen eas.
Agmine me invenies aut invenieris in illo:

Quidquid ibi poteris tangere, tange, mei (Ovid, Amores, 1.4.55-58)

When you rise to go home, and all the rest of us rise,
Remember to lose yourself in the midst of the crowd.
You will find me there in that crowd, or will be found by me.

Lay hand on whatever of me you can touch there.

Multa supercilio vidi vibrante loguentes;
Nutibus in vestris pars bona vocis erat.

Non oculi tacuere tui, conscriptague vino
Mensa, nec in digits littera nulla fuit.

Sermonem agnovi, quod non videatur, agentem

Verbaque pro certis iussa valere notis (Ovid, Amores, 2.5.15-20)

| saw you both say many things with quiverings of the brow;
In your nods was much of speech.

Your eyes, too, girl, were not dumb, and the table was written o’er with wine,
Nor did any letter fail your fingers.

Your speech too, | recognised was busied with hidden message

And your words charged to stand for certain meanings.

Candida seu tacito vidit me femina vultu,

In vultu tacitas arguis esse notas (Ovid, Amores, 2.7.5-6)
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Or if a fair beauty has looked on me with unspeaking face,

You charge that in her face were unspoken signals.

ego, ut arcanas possim signare tabellas,
Neve tenax ceram siccaque gemma trahat,
Umida formosae tangam prius ora puellae —

Tantum ne signem scripta dolenda mihi (Ovid, Amores, 2.15.15-18)

To help her seal her secret missives, and to keep the dry,
Clinging gem from drawing away the wax,
I should first touch the moist lips of my beautiful love —

Only so that I sealed no missive that would bring me pain.

Quid iuvenum tacitos inter convivia nutus

Verbaque conpositis dissimulata notis? (Ovid, Amores, 3.11a.23-24)

Why tell of the silent nods of young lovers at the banquet board,

And of words concealed in the signal agreed upon?

18.2: Ars Amatoria

Nos venerem tutam concessaque furta canemus,

Inque meo nullum carmine crimen erit (Ovid, Ars Amatoria, 1.33-34)

Of safe love-making do | sing, and permitted secrecy,

and in my verse shall be no wrong-doing.

Illic invenies quod ames, quod ludere possis, [...] (Ovid, Ars Amatoria, 1.91)

There will you find an object for passion or for deception, [...]

neque te prodet communi noxia culpa,
Factague erunt dominae dictaque nota tibi.
Sed bene celetur: bene si celabitur index,

Notitae suberit semper amica tua (Ovid, Ars Amatoria, 1.395-398)

sharing a common guilt, she will not betray you,
you will know her mistress’ words and deeds.
But keep her secret well; if the informer’s secret be well kept,

she will always gladly foster your intimacy.
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eat et blandis peraretur littera verbis,
Exploretque animos, primaque temptet iter.
Littera Cydippen pomo perlata fefellit,

Insciaque est verbis capta puella suis (Ovid, Ars Amatoria, 1.455-458).

Let a letter speed, traced with persuasive words,
And explore her feelings, and be the first to try the path.
A letter carried in an apple betrayed Cydippe,

And the maid was deceived unawares by her own words.

sive illa toro resupina feretur.
Lecticam dominae dissimulanter adi,
Neve aliquis verbis odiosas offerat auris,
Qua potes ambiguis callidus abde notis (Ovid, Ars Amatoria, 1.487-490)

Whether she be borne reclining on her cushions,
Approach your mistress’ litter in dissembling fashion,
And lest someone intrude hateful ears to your words, hide them,

So far as you may, in cunning ambiguities.

Hic tibi multa licet sermone latentia tecto

Dicere quae dici sentiat illa sibi:
Blanditiasque leves tenui perscribere vino,

Ut dominam in mensa se legat illa tuam:
Atgue oculos oculis spectare fatentibus ignem:

Saepe tacens vocem verbaque vultus habet.
Fac primus rapias illius tacta labellis

Pocula quaque bibet parte puella bibas:
Et quemcumque cibum digitis libaverit illa,

Tu pete dumque petis sit tibi tacta manus.
Sint etiam tua vota, viro placuisse puellae:

Utilior vobis factus amicus erit (Ovid, Ars Amatoria, 1.569-580)

Here may you say many things lurking in covered speech,
So that she may feel they are said to her,
And you may trace light flatteries in thin characters of wine,
That on the table she may read herself your mistress;
You may gaze at her eyes with eyes that confess their flame:

There are often voice and words in a silent look.
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See that you are the first to seize the cup her lips have touched,
And drink at that part where she has drunk;

And whatever food she has touched with her fingers see that you ask for,
And while you ask contrive to touch her hand.

Let it also be your aim to please your lady’s husband,

He will be more useful to you, if made a friend.

Ebrietas ut vera nocet sic ficta iuvabit:
Fac titubet blaeso subdola lingua sono,
Ut quicquid facias dicasve porterius aequo,

Credatur niminum causa fuisse merum (Ovid, Ars Amatoria, 1.597-600)

As real drunkenness does harm, so will feigned bring profit:
make your crafty tongue stumble in stammering talk,
So that, whatever you do or say more freely than you should,

May be put down to too much wine.

Ille levi virga (virgam nam forte tenebat)
Quod rogat in spisso litore pingit opus.
“Haec” inquit “Troia est” (muros in litore fecit):
“Hic tibi sit Simios; haec mea castra puta.
Campus erat” (campumgque facit), “quem caede Dolonis
Sparsimus, Haemonios dum vigil optat equos.
Ilic Sithonii fuerant tentoria Rhesi:
Hac ego sum captis nocte revectus equis”
Pluraque pingebat subitus cum Pergama fluctus
Abstulit et Rhesi cum duce castra suo (Ovid, Ars Amatoria, 2.131-140)

He with a light staff (for by chance he carried a staff)
Draws in the deep sand the tale of which she asks.
‘Here’, says he ‘is Troy’ (he made walls upon the beach),
‘And here, suppose, is Simios; imagine this to be my camp.
There was a plain’ (and he draws a plain) ‘which we sprinkled with
Dolon’s blood, while he watched and yearned for the Haemonian steeds.
There were the tents of Sithonian Rhesus;
On that night I rode back on the captured horses.’
More was he portraying, when a sudden wave washed Pergamus away,

And the camp of Rhesus with its chief.
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Si tibi per tutum planumque negabitur ire,
Atque erit opposita ianua fulta sera,
At tu per praeceps tecto delabere aperto:

Det quoque furtivas alta fenestra vias (Ovid, Ars Amatoria, 2.243-246)

If it is denied you to go by a safe and easy road,
And if the door be held by a fastened bolt,
Yet slip down headlong through an opening in the roof;

Or let a high window afford a secret path.

Si latet ars prodest adfert depresna pudorem,

Atgue adimit merito tempus in omne fidem (Ovid, Ars Amatoria, 2.313-314)

Art, if hidden, avails; if detected, it brings shame,

And deservedly discredits you for ever.

quotiens scribes totas prius ipse tabellas

Inspice: plus multae quam sibi missa legunt (Ovid, Ars Amatoria, 2.394-396)

whenever you write, examine the whole letter first yourself;

Many read more than the message sent to them.

Quae bene celaris, siqua tamen acta patebunt,

Illa, licet pateant, tu tamen usque nega (Ovid, Ars Amatoria, 2.409-410)

Should what you have well concealed be yet somehow made manifest,

Manifest though it be yet deny it ever.

Qui modo celabas monitu tua criminal nostro,

Flecte iter, et monitu detege furta meo (Ovid, Ars Amatoria, 2.427-428)

You who were but now concealing your fault by my advice,

turn your path, and by my advice uncover your deceit.

Hoc vetiti; vos este vetat deprensa Dione
Insidias illas, quas tulit ipsa, dare.
Nec vos rivali laqueos disponite, nec vos

Excipite arcana verba notate manu (Ovid, Ars Amatoria, 2.593-596)
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Be warned of this; Dione’s detection warns you not
To set those snares that she endured.
Devise no toils for your rival,

Nor lie in wait for letters written in a secret hand.

Nos etiam verso parce profitemur amores,

Tectaque sunt solida mystica furta fide (Ovid, Ars Amatoria, 2.639-640)

As for me | recount even true amours but sparely

And a solid secrecy hides my dark intrigues.

quamvis vittae careatis honore,

Est vobis vestros fallere cura viros,
Ancillae puerique manu perarate tabellas,

Pignora nec iuveni credite vestra novo.
Perfidius ille quidem, qui talia pignora servat,

Sed tamen Aetnaei fulminis instar habent.
Vidi ego pallentes isto terrore puellas

Servitium miseras tempus in omne pati.
ludice me fraus est concessa repellere fraudem,

Armague in armatos sumere iura sinunt.
Ducere consuescat multas manus una figuras,

(A! pereant per quos ista monenda mihi)
Nec nisi deletis tutum rescribere ceris,

Ne teneat geminas una tabella manus (Ovid, Ars Amatoria, 3.483-498)

though you lack the honour of the fillet,
You too have your lords you are eager to deceive,
Write your messages by the hand of slave or handmaid,
And entrust not your pledges to a youth you now not.
Perfidious indeed is he who keeps such pledges,
But they hold what is like a thunderbolt of Aetna.
| have seen women pale with terror on that account,
Suffering in their misery unending servitude.
In my judgment fraud may be repelled by fraud
And the laws allow arms to be taken against an armed foe.
Let one hand be accustomed to tracing many figures,
(Ah perish they who make this counsel needful)
Nor is it safe to write an answer unless the wax is quite smoothed over,

Lest one tablet hold two hands.
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Scilicet obstabit custos, ne scribere possis,

Sumendae detur cum tibi tempus aquae?
Conscia cum possit scriptas portare tabellas,

Qquas tegat in tepido fascia lata sinu?
Cum possit sura chartas celare ligatas,

Et vincto blandas sub pede ferre notas?
Caverit haec custos, pro charta conscia tergum

Praebeat, inque suo corpore verba ferat.
Tuta quoque est fallitque oculos e lacte recenti

Littera: carbonis pulvere tange, leges
Fallet et umiduli quae fiet acumine lini,

Un ferat occultas pura tabella notas (Ovid, Ars Amatoria, 3.619-630)

Will a guardian forsooth prevent your writing,
When time is allowed you for taking a bath?
When a confidant can carry a written tablet,
Concealed by a broad band on her warm bosom?
When she can hide a paper packet in her stocking
And bear your coaxing message ‘twixt foot and sandal?
Should the guardian beware of this,
Let the confidant offer her back for our note,
And bear your words upon her body.
A letter too is safe and escapes the eye, when written in new milk:
Touch it with coal-dust and you will read.
That too will deceive which is written with a stalk of moistened flax,

So that a pure sheet may bear hidden marks.

18.3: Heroides

Atque aliquis posita monstrat fera proelia mensa,
Pingit et exiguo Pergama tota mero:
‘Hac ibat Simois; haec est Sigeia tellus;
Hic steterat Priami regia celsa senis.
illic Aeacides, illic tendebat Ulixes

hic lacer admissos terruit Hector equos (Ovid, Heroides, 1.31-36)

And someone about the board shows thereon the fierce combat,
And with scant tracing of wine pictures forth all Pergamum:;
‘Here flowed the Simois; this is the Sigeian land,;

here stood the lofty palace of Priam the ancient.
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Yonder tented the son of Aeacus yonder, Ulysses

b}

Here, in wild course went the frightened steeds with Hector’s mutilated corpse

quid epistula lecta nocebit?
Te quoque in hac aliquid quod iuvet esse potest;

His arcana notis terra pelagoque feruntur (Ovid, Heroides, 4.3-5)

What shall reading of a letter harm?
In this one, too, there may be something to pleasure you;

In these characters of mine, secrets are borne over land and sea.

19: Philo of Byzantium (Compendium of Mechanics (Meyovixe oovrayic)), 3™ century BCE)

chalcanthol...], spongia in illo madefacta, postquam ea detersae fuerint litterae apparebunt. (Philo of

Byzantium, Compendium of Mechanics, D.80 (102.40-44))

[Use gallnuts] dissolved in water to write [...], and then use a sponge soaked in vitriol rubbed gently over

the writing to reveal the letters.

20: Pliny the Elder (Natural History, 77-79 CE)

Tithymallum nostri herbam lactariam vocant, alii lactucam caprinam, narrantque lacte eius inscripto
corpore, cum inaruerit, si cinis inspargatur, apparere litteras, et ita quidam adulteras adlogui maluere
quam codicillis (Pliny the Elder, Natural History, 26.39 (62)).

Tithymalus is called “milky plant” by us Romans, sometimes “goat lettuce.” It is said that, if letters are
traced on the body with its milk and then allowed to dry, on being sprinkled with ash the letters become
visible. And it is by this means, rather than by a letter, that some lovers have preferred to address

unfaithful wives.

21: Plutarch (late 1%%early 2™ century CE)

21.1: Life of Agesilaus

K00’ 000V AV oKLTAANY dExeTOL TOPA TMV 0TKOL TEADV KEAEDOLGOY QTOV Gpyelv Gua Kol Tod VOUTIKOD.

tolt0 Hove maviwv VripEev Aynothdw (Plutarch, Life of Agesilaus, 10.5)

On the road he [Agesilaus] received a dispatch-roll [scytale] from the magistrates at home, which bade
him assume control of the navy as well as of the army. This was an honour which no one ever received

but Agesilaus.
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ANEEaVSpoc 8¢ Kkai mpoceméckmye TLOOUEVOC THY TPOC Ayy AvTmdTpov péymy, sindv: ““Eowev, ®
Gvopeg, O0te Aopegiov Mueig évikdpev €vtatBa, kel Tig v Apkadig yey AAEEovdpog O6€ Kol ovéval
poopayia:” mdg ovk fv dElov TV Zrdptnv poxopicot Thg Ayncthdov Tiufic Tpodg Tad TV Kol Tpdg Todg
vopoug tig evAafeiog; 6g dua @ TV okLTAANV EMOETV edTuyiav TocadTY Kol SvvouLy TopodeoV Kol
MAMKOOTOG EATTIOOG DO YOLUEVAG APELS KOl TTPOEUEVOG EVOVC ATETAELGEY “ATEAEVTIT® £l EPY®,” TOADV
€avtod ooV 1015 cLUpAYOIG AToMTAV, Kol pdAteTa 61 Tov Epaciotpdtov tod aiakog EAEyEag Adyov,
£inovTog ()G €iol dnuooia pev Aakedopodvior Bertioveg, idia 6& ABnvaior (Plutarch, Life of Agesilaus,
15.4-6)

Alexander [the Great] actually went so far as to jest when he heard of Antipater's battle with Agis, saying:
"It would seem, my men, that while we were conquering Darius here, there has been a battle of mice
there in Arcadia.” Why, then, should we not call Sparta happy in the honour paid to her by Agesilaus,
and in his deference to her laws? No sooner had the dispatch-roll [scytale] come to him than he renounced
and abandoned the great good fortune and power already in his grasp, and the great hopes which beckoned
him on, and at once sailed off, "with task all unfulfilled," leaving behind a great yearning for him among
his allies, and giving the strongest confutation to the saying of Erasistratus the son of Phaeax, who

declared that the Lacedaemonians were better men in public life, but the Athenians in private.

21.2: Life of Alcibiades

téhog 6¢ Kprtiog €6idaoke Adoavopov dg ABnvaiov ovk £0TL ONUOKPATOVUEVOV GCPAADG GpYEWV
Aoxedoapoviolg tig EAALGSoc: ABnvaiovg 8, Kiv Tphms vy Kol KAADS Tpog oOAtyapyiav Exmotv, oOK
€aoel (v AMPLadng dtpepeiv Eml 1OV kabeoTdOTOV. 00 UNV EMeictn ye TpdTEPOV TOVTOIS O AVGUVIPOG
i Topa TV oikol TEA®V oKkLTAANY EADElV Kelebovoay €k moddV momcachotr Tov AAkiPLadny, &ite
Kakeivov gopndéviav v 6&bmTa Kol peyarompaypocHvy tod avopodc, gite @ Ayidl yopllopévoy

(Plutarch, Life of Alcibiades, 38)

Critias tried to make it clear to Lysander that as long as Athens was a democracy the Lacedaemonians
could not have safe rule over Hellas; and that Athens, even though she were very peacefully and well
disposed towards oligarchy, would not be suffered, while Alcibiades was alive, to remain undisturbed in
her present condition. However, Lysander was not persuaded by these arguments until a dispatch-roll
[scytale] came from the authorities at home bidding him put Alcibiades out of the way; either because
they too were alarmed at the vigour and enterprise of the man, or because they were trying to gratify

Agis.

21.3: Life of Artaxerxes

VY HTTOV 0LV TOiC Bivey misTED™Y 6 KDpoc #| Toic. mepi avtov, éneyeipet 16 moréuem- kol Aaxedapoviolg
Eypage, mopokoddy Pondeiv kol cuvekméumey dvdpag, oic en Smoety, dv pév nelol mapdoty, fnmovg,

v &' inmelg, ovvopidog €av &' Aaypovg £xmol, KOMOG €0V 08 KMUOS, mOAES oBod o0& Toig
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GTPATEVOUEVOLG OVK APlOUOV, AALG péTpov EceaBalt. peyaAnyopdv 6& mepl adTod TOAAG, Kol Kopdioy Epn
700 a8ehpod popeilv Poupvtépay, Kai Prhocoesiv udAlov, kol payedey PEATIOV, oivov 8¢ mhsiova mivew
Kol @épev: €ketvov &' VO dethiag kol poAakiog &v pev toig kuvnyesiog pund' €' immov, &v 8¢ toig
Kwvdvvolg und' émi 1od Opévov kabfcOar. Aakedoipdvior pév odv orvtdAny npog KA&apyov dnéoteiiay,
vnpetelv Kopo mavra kedevoviec. 0 8¢ Kdpog avéPfawvev €mi Paciiéa, BopPapikiv e moAANY Ex@v
dovapy kol peBopdopovg “EAnvag oAiye tpioyikiov kol popiov dmodéoviag, dAlag €x' GAloig
TO0VHEVOC. TPOPAGELC TiC oTpateiag. o uiv EAabé y' ic ToADV ypovov, dAL' fike Pacirel Tiooapépyng
avTayyEAoc, kol moAdg 00puPog elxe T Posiieia, ti¢ e Mapvodndog v mhsictny aitiay Tod moALpOoL

QepOpEVNG, Kol TOV @idov. avtig &v dmoyiog Gviwv kai dwforaic (Plutarch, Life of Artaxerxes, 6.2-5)

Cyrus relied quite as much upon the people of the interior as upon those of his own province and
command, when he began the war. He also wrote to the Lacedaemonians, inviting them to aid him and
send him men, and promising that he would give to those who came, if they were footmen, horses; if they
were horsemen, chariots and pairs; if they had farms, he would give them villages; if they had villages,
cities; and the pay of the soldiers should not be counted, but measured out. Moreover, along with much
high-sounding talk about himself, he said he carried a sturdier heart than his brother, was more of a
philosopher, better versed in the wisdom of the Magi, and could drink and carry more wine than he. His
brother [Artaxerxes], he said, was too effeminate and cowardly either to sit his horse in a hunt, or his
throne in a time of peril. The Lacedaemonians, accordingly, sent a dispatch-roll [scytale] to [their general]
Clearchus ordering him to give Cyrus every assistance. So Cyrus marched up against the king with a
large force of Barbarians and nearly thirteen thousand Greek mercenaries, alleging one pretext after
another for his expedition. But the real object of it was not long concealed, for Tissaphernes [a Persian
general and statesmen] went in person to the king and informed him of it. Then there was a great
commotion at the court, Parysatis [Cyrus’s mother] being most blamed for the war, and her friends

undergoing suspicion and accusation.

21.4: Life of Lysander

0 6¢ Avoavdpog [...], adtog pev €mi Opdxng E&€mievce, TAV d& ypnudTeV T0 TEPIOVTA Kol OGS SMPENS
adTOG 1| 0TEPAVOLG €6€E0TO, TOAADY, MG €IKOC, H1BOVIMV AVIPL SUVOTOTATO Kol TPOTOV TV KLPI® THG
‘EAMGOOC, dméotedev i Aakedaipova o1 [vhinmov 100 oTpatnyncavtog mept ZikeAov. O ¢, MG
Aéyetatl, Tag POEOC TAOV ayyeiov Katwbhey dvaldcag Koi apeAdv cuyvov apydplov €€ £KAoTov TAALY
ouvéPpayey, ayvonoag Ot ypouuatiolov Evijv Ekdote tov apBpov onuoivov. EM0mv 8¢ gig ndaptny a
HEV DONPNTO KATEKPLYEV VIO TOV KEPOUOV TG oikiag, o 08 dyyeilo mapédmke T0lg EPOPOIG Kal TG
o@payidag Enédeilev. €nel 68 avolEdviav kal apBuodviav diepdvel Tpog T ypaupote o TAfifog T0d
apyvpiov kol mapeiye 10lg £popolg dmopiav 10 Tpayuo, epalel Bepdnwv tod IAiTnoL TPOG AVTOVG
AVIEAPEVOC DTTO T Kepapik kortdlesBon ToAAAS YAadkag. Ny Yép, O E0lke, TO Yapaypo Tod TAsicTon
101E vopiopatoc 816 Tovg Adnvoaiovg ylodkeg. 6 pév odv Ivlmmog oicypdv obtm Kol dyevveg Epyov €mi
Aapmpois toig Epmpocbey kai peydloig Epyacdpevog petéotnoey Eavtov k Aakedaipovog (Plutarch, Life

of Lysander, 16-17.1)
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Lysander, [...], sailed for Thrace himself, but what remained of the public moneys, together with all the
gifts and crowns which he had himself received, — many people, as was natural, offering presents to a
man who had the greatest power, and who was, in a manner, master of Hellas, — he sent off to
Lacedaemon by Gylippus, who had held command in Sicily. But Gylippus, as it is said, ripped open the
sacks at the bottom, and after taking a large amount of silver from each, sewed them up again, not
knowing that there was a writing in each indicating the sum it held. And when he came to Sparta, he hid
what he had stolen under the tiles of his house, but delivered the sacks to the ephors, and showed the
seals upon them. When, however, the ephors opened the sacks and counted the money, its amount did
not agree with the written lists, and the thing perplexed them, until a servant of Gylippus made the truth
known to them by his riddle of many owls sleeping under the tiling. For most of the coinage of the time,
as it seems, bore the forgery of an owl, owing to the supremacy of Athens. Gylippus, then, after adding
a deed so disgraceful and ignoble as this to his previous great and brilliant achievements, removed himself

from Lacedaemon.

€nel & Oapvapalog adkoVEVOG VT 0TOD TV XOPAY GyoVTOg Kol EPOVTOG ATECTEINEY €I TNV ZIAPTV
KOTNYOPOLGS, GYOVOKTAGOVTEG Ol EQOPOol TAV UEV QIAV adToD Kol GuaTpaTHYOV Eva Odpaka AaBoVTeg
apyoprov idig kextnuévoy dnéktevay, keive 68 oxutdAny Enepyav fikew kehebovteg (Plutarch, Life of

Lysander, 19.4)

When Pharnabazus, who was outraged by Lysander's pillaging and wasting his territory, sent men to
Sparta to denounce him, the ephors were incensed, and when they found Thorax, one of Lysander's
friends and fellow-generals, with money in his private possession, they put him to death, and sent a

dispatch-scroll [scytale] to Lysander, ordering him home.

£oTL 0& 1) oKLTAAN To1ODTOV. €AV EKTEUTMOGL vabopyov 1 atpatnyov ot Epopot, EVAa 300 oTpoyyLAN
pfjkog kol mayog axpipdg amomoovies, Gote Toig Topails Epapudlev mpog GAnia, 0 pEV ovtol
eLAGTTOVG1, BdTEpOV 88 T mepmopdve Si1860ot. Todto 88 To EVAO oKLTAANG KakoDow. dtav odv
anoppntov T kol péya epdcor BovAnddot, Pipriov Gomep ipdvta poKpOV Kol GTEVOV TOODVTESG
TEPLEMTTOVOL TNV Top' AdTOIG GKLTAANY, 0VOEV StAEyLo TOODVTES, GAMA TTovTayOBev KOKA® TNV
Emeavelav avTiig 1@ Piiio katarapPfdvovies. ToUTo 8¢ TOUCOVTEG G fOVAOVTOL KATAYPAPOLGLY €15 TO
Bipriov, domep EoTl T1] oKLTAAN TTEPIKEipEVOV: OTaV OE Ypaywoty, ApeAdvtes 10 BiffAlov dvev 10D EvAov
TPOG TOV OTPATNYOV ATOCTEALOVOL. deEAUEVOC O EKEIVOG BAAMG pev ovdev avoréEacbot dhvatal TV
YPOUUATOV GLVAPTV 0VK EXOVIMV, GAAL SIECTAGUEVOVY, TNV O TTap' avTtd oKLTAANY Aafmv TO Tufjue
0D PiPriov mepl avtv mepiétevey, dote, Thig EMKOC gig TaEv Opoing drnokabiotapuévng, mPdilovra
TOIG TPATOLG TAL HEVTEPQ, KOKA® TNV OYIv EXAYELV TO GUVEYEG AvELPIGKOVGAV. KOAETTAL OE OUOVOU®S TH

&G oxvtdin to PipAiov, i 1@ petpodvtt To petpovuevov (Plutarch, Life of Lysander, 19.5-7)

The dispatch-scroll [the scytale] is of the following character. When the ephors send out an admiral or a

general, they make two round pieces of wood exactly alike in length and thickness, so that each
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corresponds to the other in its dimensions, and keep one themselves, while they give the other to their
envoy. These pieces of wood they call "scytalae". Whenever, then, they [the ephors of Sparta] wish to
send some secret and important message, they make a scroll [...], long and narrow, like a leathern strap,
and wind it round their "scytale," leaving no vacant space thereon, but covering its surface all round with
the parchment. After doing this, they write what they wish on the parchment, just as it lies wrapped about
the "scytale"; and when they have written their message, they take the parchment off, and send it, without
the piece of wood, to the commander. He, when he has received it, cannot otherwise get any meaning of
it, — since the letters have no connection, but are disarranged, — unless he takes his own "scytale™ and
winds the strip of parchment about it, so that, when its spiral course is restored perfectly, and that which
follows is joined to that which precedes, he reads around the staff, and so discovers the continuity of the
message. And the parchment, like the staff, is called “scytale,” as the thing measured bears the name of

the measure

0 [...] Adoavdpog, érBovong Tiic okLTAANG TPoG adTOV €ig TOV EAANorovtov, dietapdydn, kal pdiota
tag t0d @apvaPdlov dedudg kartnyopiag, €omovdacev gig AOyovg adT® cuvelbelv, ¢ Aowv TNV
Stpopdy. kail cuvelmv delto yphwat meplt adTOd TPOG TOVG APYXOVTUG ETEPOV EMGTOANV G OVOLEV
nowmuévov ovd' €ykaiovvra. mpog Kpfita 0& &pa, to 100 Adyov, kpnrilev Myvoet tov @apvafalov.
VITOGYOUEVOG YOP AmavTo TOWGEY, EOVEPDS LEV Eypayey oiav 0 AVcavdpog NEimaey Emotoly, KpOE
8¢ elyev £tépav odTo0L yeypoppéviy. &v 88 T® TiC oepayidoc EmPBariety EvorraEag té Biprio pmdev
Sapépovra i Syet, Sidwoty Eketvny adT@ THY KPOPA YEYPAUUEVV. APIKOUEVOC OBV 6 AVCAVSPOC €ig
Aoxedaipova kol Topevbeic, domep E0og €otiv, gig TO dpyelov, ATEdWKE TOIG EPOPOLG TO YPALLLOTO TOD
DapvaPalov, meneicpévog avnpiiodat To pLéyoTov 0Tod TAV EyKANUaT®V: Nyamdto yop 6 Papvafalog
V10 T®V Aakedaoviov, TpoBupdtatog &v 1@ TOAEU® TAV PASIAEDG GTPUTNYDV YEYEVNLEVOG. €mel O
AvoryvovTeg ol £popot TV mGToANV E5e1éay avTd, Kol cuviikey M¢ - ovk ap' Odvocelc £6TtV oipvAOG

uovog (Plutarch, Life of Lysander, 20)

Lysander, when the dispatch-scroll [scytale] reached him at the Hellespont, was much disturbed, and
since he feared the denunciations of Pharnabazus above all others, he hastened to hold a conference with
him, hoping to compose their quarrel. At this conference he begged Pharnabazus to write another letter
about him to the magistrates, stating that he had not been wronged at all, and had no complaints to make.
But in thus "playing the Cretan against a Cretan," as the saying is, he misjudged his opponent. For
Pharnabazus, after promising to do all that he desired, openly wrote such a letter as Lysander demanded,
but secretly kept another by him ready written. And when it came to putting on the seals, he exchanged
the documents, which looked exactly alike, and gave him the letter which had been secretly written.
Accordingly, when Lysander arrived at Sparta and went, as the custom is, into the senate-house, he gave
the ephors the letter of Pharnabazus, convinced that the greatest of the complaints against him was thus

removed; for Pharnabazus was in high favour with the Lacedaemonians, because he had been, of all the
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King's generals, most ready to help them in the war. But when the ephors, after reading the letter, showed

it to him, and he understood that: "Odysseus, then, is not the only man of guile"4®

22: Polyaenus (Stratagems of War, second half 2nd century CE)

‘Iotiiog Midoro¢ év Ilépoaig Sidryov mapd Aapeio Pactriel Povrdpevoc "loviay dnosthoa ypdpupata
néumey oV Bappdv S16 ToOC eOAaKAC TV O3QV 0ikETNV MGTOV AmoEdpaC TOC TPIXAC GTIYHOTO
évéypayato M keeall ‘Totiaiog’ Apiotaydpa Ioviay dndctoov’ kai toig otiyuacty Ensdpeye Tog
P0G TODTOV TOV TpOTOV Aad®OV ToDG POAOKAG 6 GTIYHOTOPOPOG KataPig &nt Odhattay dmofdpipevog
£de1&ev "Apilotaydpa T oTiypata. 0 8¢ avayvovng dngotoev v "loviav (Polyaenus, Stratagems of War,
1.24; see also Herodotus, Histories, 5.35; Aeneas Tacticus, How to Survive Under Siege, 31.8-29; Aulus
Gellius, Attic Nights, 17.9.18-27)

Whilst Histiaeus, the Miletian, resided at the court of King Darius, in Persia, he formed the design of
engaging the lonians to revolt; but was at a loss how safely to transmit a letter, the way being every where
possessed by the king’s guard. Shaving the head of a confidential servant, in incisions of it he thus briefly
wrote: ‘Histiaeus to Aristagoras, solicit the revolt of Ionia.” And as soon as his [the slave’s] hair had
grown again, he dispatched him to Aristagoras. By this means he passed the guards unsuspected; and,
after bathing in the sea, ordered himself to be shaved, and then shewed Aristagoras the marks: which,

when he had read, he prosecuted the design, and affected the revolt of lonia.

Anpdpotoc EmoTédAev Imaptidrog mepi e XEpEov oTpateiog &C TTVXA AKEPOTOV TV EMGTOATV
ypayog EmeKnpmoey, va d¢ &ypapog S1i TOV euidkwv komsdT (Polyaenus, Stratagems of War, 2.20;
see also Aeneas Tacticus, How to Survive Under Siege, 31.14).

The intelligence, which Demaratus communicated to the Lacedaemonians, concerning Xerxes’ army, he
engraved on a tablet; which he afterwards covered with wax; that if intercepted, no characters might

appear.
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S I3 \ k4 By r k4 k4 By 4 r k3 k4 \ r B 4 r B
Eneyéyponmo 8¢ ov pév ypeia vemv ov 8¢ oTpoyydAov mhoimv, dAAayov ¢ ypuciov, kol TdAy citov kol
oY BALOOD pEXAVELATMV Kai THAY Gitov Kol méhy Onpiov kai médv dmhov kel mel®dv Kol Tnmémv.
Obto 87 ThvTog TODC KOKAOVC EMYpAYaVTES, THV £TEPOV TOV KAEYLIPOV &v Tikeda katacydviee [t
étépav] eéémepyay gic Kapymdova cuvtaéaveg, iv idooty dpbivto muypdv yap odtdv dmockonsly dtav

& 8evtEpOg AvaderyOn TLPGOC, Toiov KUKAOD TODTO GUUPHGETOL 0D THY EMYPOPTY GvayvOVTaC HTL THYOG

438 The text ‘Odysseus, then, is not the only man of guile’ is an iambic trimeter of some unknown poet (Perrin

1916, 288-289).
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70 onpovopevoy St TV ypappdtov ékméunsty. Todtov 1oV Tpdmov dévtammy gixov Kapymdoviol thv
Koy TV €i¢ 1OV moAepov dvayxaiov (Polyaenus, Stratagems of War, 6.16.2; see also Polybius, The
Histories, 10.43-46)

When the Carthaginians had invaded Sicily, in order to be supplied from Libya with provisions and naval
stores in the most expeditious manner, they made two hour glasses exactly of the same description, and
drew around each of them an equal number of circles. One of those circles they engraved "A want of
ships of war", on another "A want of store-ships", on another "A want of gold", on another "Of machines",
on another again "Of corn”, on another "Of cattle"; "Of arms"; "Of infantry"; and "Of cavalry". The
circles in this manner all filled up, one of these hour glasses the forces kept with them in Sicily; and sent
the other to Carthage: directing the Carthaginians, when they saw the second torch raised, to send the
particulars described in the second circle; when the third, those in the third circle; and so on. By this

means they received a steady supply of whatever they wanted.

Dapvafalog katd Avcavdpov Aaxedawoviog Eypayev. Ot 8¢ and ¢ Aciag otV GvekaA{covTo
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318wotv adTd TV KpOEA YEYPAUEEVIY. Avcavdpog Enaveldav é¢ Aakedaipova Tolg £pOpOIC KoTd TO
£00¢ dmédmKe Té YpAUUOTO, Ol 88 dvoryvovTeg ESeiEav adTd THV SMIGTOATY TPosmdvTeg UNdev dmohoyiog

de1600 avtov kb’ antod Emotolnv kopicavta (Polyaenus, Stratagems of War, 7.19)

Pharnabazus, having preferred charges of misdemeanor against Lysander, the Lacedaemonians sent him
letters [scytalae] to recall from Asia. When Lysander importuned him to be less severe on his
representation of his conduct; Pharnabazus promised he would; and addressed a letter to the
Lacedaemonians of the purport Lysander desired. But at the same time, he privately wrote another letter,
giving a very different account. In sealing the letter, he contrived to slip that which he had privately
written, and which was in shape exactly the same with that Lysander had derived his letter to the Ephori;
which as soon as they had read, they shewed him; observing at the same time that there was no room for

any defence, the very letter, which he himself produced, concerning him.

23: Polybius (The Histories, 2" century BCE)

Tobd 8¢ katd T0¢ mupoeiog YEvoug, peyiotag 1 Topeyoreévoy xpelog &v Tolg TOAEUIKOTG, GVEPYAGTOV
TPOTEPOV DIAPYOVTOC, YPYGULOV Elvai Lot Sokel 10 un mopadpapeiv, GALY Tomcachal Tepi odToD TV
appolovoay pvipmy. 8Tt Pev odv 6 Kapdg &v TAGL PeYAANY Exsl Lepida mpog Tag EmPordc, peyiotnv &
€V TOIG TOAEKOTG, TTavTi STJAOV" T@V € TPOG T0TTO GUVAYOVIGUATOV TAEIGTNV EXOVGL dVVaLLY Ol TVPGOL.
<dnhodor yap> Tiva pév apti yéyove, Tval 8 dicumv évepysital, Kod SuvaTdv £6TL YIVOGKELY, () HELEL, TOTE
HEV NUEPDV TPIAV T TETTAP®V 000V ATEXOVTL, TOTE 0€ KOl TAEOV®DV. AOT el TO1G OEOUEVOLS TPAYLLAGY

gmucovpiog mopadolov yivesoi v PoriOstav S1d Thig TdV mupcdv dmaryyshiog. TOV HEV <oBV> TPd TOVTOV

294



xPOVOV AmATG YvOpEVNG TG Tupoeiog KaTd TO TAEIGTOV aOTHV AvoeeAi] cuvéPaive yivesOat Toig
YPOUEVOLS. 01 YOp cLUVONUATOV GPISPEVEOY EOEL TV YPEioy CUVTEAETY' TV O mpayudt@v dopiotov
VRAPYOVIOV TO TAEIGTA S1EPLYE THY TV TUPCEY YPeiav, olov &m’ adTdv TV VOV elpnuévov. 8Tt pév ovv
eic Qpeov kol Membpnbov § XoAkido mhpestt otdlog, duvatdv fv Socagelv 1oig mepi TovTOV
ouvBepévolg &1t 8¢ petafadiovial Tveg TV mOAMTAOV 1 TPodddacty, i POVOg €v Tf] TOAeL Yéyovey, 1 T
OV T0100T®V, O ON cvpfaivel pev mOANIKIC, TPOANYY & Exev Tivtov advvatov—udlota O Ta
TapaddEme ywopeva thg €k 10D Kopod cvpfoviiog Kol Emtkovpilog Tpocdeitar—ro TolodTe TAVTH
S1Epuye TV TV TLPS®Y Ypsiov. TEPL MV Yap ovk dvedéyeto mpovondijvar, tepi TovTmY 008 cHVOMUO

nomoacOo duvatdv (Polybius, The Histories, 10.43)

I think that as regards the system of signalling by fire, which is now of the greatest possible service in
war but was formerly undeveloped, it will be of use not to pass it over but to give it a proper discussion.
It is evident to all that in every matter, and especially in warfare, the power of acting at the right time
contributes very much to the success of enterprises, and fire signals are the most efficient of all the
devices which aid us to do this. For they show what has recently occurred and what is still in the course
of being done, and by means of them anyone who cares to do so even if he is at a distance of three, four,
or even more days’ journey can be informed. So that it is always surprising how help can be brought by
means of fire messages when the situation requires it. Now in former times, as fire signals were simple
beacons, they were for the most part of little use to those who used them. For the service had to be
performed by signals previously determined upon, and as facts are indefinite, most of them defied
communication by fire signals. To take the case | just mentioned, it was possible for those who had
agreed on this to convey information that a fleet had arrived at Oreus, Peparethus, or Chalcis, but when
it came to some of the citizens having changed sides or having been guilty of treachery or a massacre
having taken place in the town, or anything of the kind, things that often happen, but cannot all be
foreseen—and it is chiefly unexpected occurrences which require instant consideration and help—all
such matters defied communication by fire signal. For it was quite impossible to have a preconcerted

code for things which there was no means of foretelling.

Aivelog [...] povindeig dtopBmcachal Ty towdy dnopiov, 0 T TEPL TOV LTPATNYIKDY DITOUVILOTO
GUVTETAYUEVOG, PBpayd Lév TL mpoefiface, ToD ye unv d€0vtog GKUNY TAUTOAD TO KOTA TNV ETivoloy
ameleindn. yvoin 6 Gv Tig €k ToVT®V. ENOL Yap delv oG pEALOVTAG GAAAAOLS Sl TGV TVPS®Y dINAODV
TO KOTEMETYOV AyYelo, KOTOoKELAoUL Kepaped, katd t€ 0 mAATog Kol Katd 0 Pabog icopeyédn mpog
arpiPetav: eivor 8¢ néiota 1o név Badoc TPIdY INYGV, TO & TAGTOC THYEOC. E1T0 TUPAGKEVATHL PEAAOVG
Bpayd katd mAGTog £vOEElG TV oTONATOV, &V 8E ToVTOLG ool Eumennyéval Baktnpiag dinpnuévog ig
oo pépn Tp1daKTLA, Kad' Ekactov 88 PéPOg Elval Tepypa@ny bonuov. &v kdotm 88 pépet yeypapda
T8 TPOPOVEGTATO KO KaOOMKOTOTO T@MV &v TOig TOAeUtkolc GLUPUIVOVTOY, 0lov £DOEMG &V TH TPOTW,
ot " Thpetow inmelg gig v xopav," v 8¢ 1@ devtépm d1oTL "meCol Papels,” év 6& @ Tpite "yihol,"
Tovtov & E&fic " melol ped’ inmémv," elta "mhoia," petd 8& todta "oitoc," kai katd O cvvexic obtw,
péExpIg Gv €v macog ypaet] toilg ydpoig td palot dv €k @V gVAOY®V mpovoiog Tuyydvovta kol

ocupPaivovta Kot To0G EVEGTMTS KOPOUG €K TOV TOAEUKMDY. TOVTOV O€ YEVOUEVOV AUEOTEPD KEAEDEL
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Tpfjoan Té &yyeio TpoC dxpiPetay, Hote TodC adAioKOVE stvart kol kot icov dmoppeiv: lta TANPHOCAVTOG
Voatog EMBEIVaL TOVG PEAAOVG ExOVTOG TAG Paktnpiog, Kdmelta TOVG AVAIoKOVS Apeival Pelv Gua. ToOVTOV
8¢ ovpPaivovtog AoV G Avaykn Taviev icov Kol opoiov dviev, Kob’ dcov av amoppén o VYpov,
KOTO T0GODTOV TOVG peEALOVG Katafaivey Kai Tag Baktmpiog kpdmTecshat Katd T@V dyyeiwv. dtav 6 T
TPOEPN AV YEVITOL KOTO TOV (EIPLGUOV ic0Tayf Kol cOppova, ToTe Kopicavtog &mi Todg TOMoVE, 8V 0ig
ékdrepotl péALoVGL cuvinpelv T mupoeiac, Ekdtepov Oivar TV dyyeiov. et éndy éuméon T TdV &v Tij
Boxmpia yeypoppévov, mopcodv Gpol kedeel, kol pévely, Eo¢ Gv Avtaipwoty ol cuvisTaypévor:
YEVOUEVOV 8& QOvEPDV AUPOTEPOV G0l THY TUPGEHV KAOEAETY. 1T gDBEMC Apsivar ToVE adAickong peiv.
Stav 8¢ katafaivovtog Tod eeAlod kal Tiig Baktnpiag EAON T@V yeypopupévev 6 Bodiel dSnAodV Katd TO
yehog ToD TevYOVC, Bpal KeAEDEL TOV TLPCOV: TOVE & ETépovg émhaPeiv evPEwg TOV avdickov, kai
OKOTELY Tl kAT TO YETAOG €0TL TAV €V Tf| Paktnpig yeypoppévav: Eotat 6& ToDTO TO SNAOVUEVOV TAVI®V

icotaydg map’ (Polybius, The Histories, 10.44)

Aeneas, [...] the writer of the treatise on tactics, wished to correct this defect, and did in fact make some
improvement; but his invention still fell very far short of what was wanted, as the following passage from
his treatise will show. "Let those who wish,™ he says, "to communicate any matter of pressing importance
to each other by fire-signals prepare two earthenware vessels of exactly equal size both as to diameter
and depth. Let the depth be three cubits, the diameter one. Then prepare corks of a little shorter diameter
than that of the vessels: and in the middle of these corks fix rods divided into equal portions of three
fingers' breadth, and let each of these portions be marked with a clearly distinguishable line: and in each
let there be written one of the most obvious and universal of those events which occur in war; for instance
in the first 'cavalry have entered the country," in the second 'hoplites," in the third 'light-armed," in the next
‘infantry and cavalry," in another 'ships,' in another ‘corn," and so on, until all the portions have written on
them the events which may reasonably be expected to occur in the particular war. Then carefully pierce
both the vessels in such a way that the taps shall be exactly equal and carry off the same amount of water.
Fill the vessels with water and lay the corks with their rods upon its surface, and set both taps running
together. This being done, it is evident that if there is perfect equality in every respect between them,
both corks will sink exactly in proportion as the water runs away, and both rods will disappear to the
same extent into the vessels. When they have been tested, and the rate of the discharge of water has been
found to be exactly equal in both, then the vessels should be taken respectively to the two places from
which the two parties intend to watch for fire signals. As soon as any one of those eventualities which
are inscribed upon the rods takes place, raise a lighted torch, and wait until the signal is answered by a
torch from the others: this being raised, both parties are to set the taps running together. When the cork
and rod on the signalling side has sunk low enough to bring the ring containing the words which give the
desired information on a level with the rim of the vessel, a torch is to be raised again. Those on the
receiving side are then at once to stop the tap, and to look at the words in the ring of the rod which is on
a level with the rim of their vessel. This will be the same as that on the signalling side, assuming

everything to be done at the same speed on both sides"
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TodTa O Ppoyd pév Tt TG St TOV cuvinpdTeVv Tupoeiag EENAAaYEY, dkuny & €otiv adpioTa. SHjAov yap
[Eoton] ¢ obte mpoidécbor ta péAovTa mhvta duvatov odte TPoidduevov gig TV Baxtnpioy ypdyar:
Aowmov OmOTAV €K TOV KapdV Avumovontd tve cvpfaivy, eoavepov og ov dbvatar dniodcbot Koo
OOV TV €nivotay. Kol Uiy ovd’ adt@v T@v &v Tfj Paxtnpig YEYPOUUEVOV 0VOEV EGTIV OPIGUEVOV.
nocoL yap fixovoty inmeic f| mdool mefoi kai mod Tig yOpag Kol mocaL vijeg kol TOG0G 6itoc, ovY 010V T&
Sacapficat: mepi yap ov dddvatov yvdvol mpiv §i yevécOor, mepi To0tmv 008 cuvBécOor mpd Tod
duvatdv. 10 6& GuvE oV €0TL TOVTO: TMG Yap Gv Tig fovAevcarto mepl Tod fondelv U yvdok®v TOc0ot
napelot 1OV Torepimv 1 mod; Tdg 6 Bappnoat midw §j Todvavtiov 1j kaboAov drovondein TL un cvveig

oo vileg 1 OG0¢ 6itog fikel mapd 1@V cvppdywv- (Polybius, The Histories, 10.45.1-5)

[Aeneas’ method] is a slight advance on beacons with a preconcerted code, but it is still quite indefinite.
For it is evident that it is neither possible to foresee all contingencies, or even if one did to write them all
on the rod. So that when circumstances produce some unexpected event, it is evident that it cannot be
conveyed by this plan. Again none of the things written on the rod are defined statements, for it is
impossible to indicate how many infantry are coming and to what part of the country, or how many ships
or how much corn. For it is impossible to agree beforehand about things of which one cannot be aware
before they happen. And this is the vital matter; for how can anyone consider how to render assistance
if he does not know how many of the enemy have arrived, or where? And how can anyone be of good
cheer or the reverse, or in fact think of anything at all, if he does not understand how many ships or how

much corn has arrived from the allies?

10 TV ototyeiov mAfifog £ETig del AapPdvovtag Stelelv gig mévte pépn Kotd mEVTE Ypappata. Aetyet & 1o
TeELeVTaioV éVi oToLNEl®: TODTO &’ 0V PAATTEL TPOC TNV YpEiay. petd 6 Todto TANTEIN TapECKELAGHL TEVTE
TOVG HEAAOVTOG G0od100VaL TNV Tupoeiay AAMA0LS EKATEPOLS Kol Ypdwar TV pep®dv £ETiG €ig Ekaoctov
mAateiov, kdmerto cuvOEcBaL TPOG O TOVE S1OTL TOVG UEV TPAOTOVG APET TLPGOVS O PEAAWDY onuaive dpo
Kol 300 Kal PEVET puéxpig av 0 Etepog avtaipy. tobto 8° Eotat ydptv Tod St TadTNG Tiig TVpoEing E0vTolg
avBopoloyncactat 16t Tpwocéyovot. kabapedévimv 8¢ TovTOV AOOV O onuaivov Apel HEV TOLG
TPAOTOVG 8K TV EDOVOL®V, Scapdy TO TATEIOV Toiov Sefoel GKOTELY, 0lov &&v UV TO TPdTOV, &V, v
0€ 10 devTEPOV, VO, KOl KATA AOYOoV 0VTM: TOVG 6 HELTEPOVG €K TV de&IMV KATA TOV ODTOV AOYOV, TOTOV
Senoel ypappo Tdv £k Tod mAateion Ypaeey ob TV dmodeyduevov v muposeiov. (Polybius, The Histories,
10.45.6-12).

We take the alphabet and divide it into five parts, each consisting of five letters. There is one letter less
in the last division, but this makes no practical difference. Each of the two parties who are about to signal
to each other must now get ready five tablets and write one division of the alphabet on each tablet, and
then come to an agreement that the man who is going to signal is in the first place to raise two torches
and wait until the other replies by doing the same. This is for the purpose of conveying to each other that
they are both at attention. These torches having been lowered the dispatcher of the message will now

raise the first set of torches on the left side indicating which tablet is to be consulted, i.e. one torch if it
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is the first, two if it is the second, and so on. Next he will raise the second set on the right on the same

principle to indicate what letter of the tablet the receiver should write down.

24: Porphyry of Tyre (Life of Pythagoras, 3" century CE)

&v Alydmt piv toig iepedotl cuviy kal v cogiov £0épade kal v Afyvatiov eoviy. ypauudtov 8¢
TPIGGAC S10POPUC ETIGTOLOYPUPIKDY TE KO LEPOYAVPIKDV K01 CUUPOMKDY TROV HEV KOVOAOYOVHEVDV
KaTd pipnow TV 8 GAMYOPOVHEVOV KoTE Tvag aiviypovug kol epi 0@y mhéov T1 Epabev (Porphyry

of Tyre, Life of Pythagoras, 11-12)

In Egypt he [Pythagoras] lived with the priests, and learned the language and wisdom of the Egyptians,
and their three kinds of letters, the epistolographic, the hieroglyphic, and symbolic, whereof one [the
epistolographic way] imitates the common way of speaking, while the others [the hieroglyphic and

symbolic ways] express the sense of allegory and parable.

25: Suetonius (Life of the Caesars: Lives of the Caesars 1 and 2. The Deified Julius (1) and

The Deified Augustus (2), 121 BCE)

Exstant et ad Ciceronem, item ad familiares domesticis de rebus, in quibus, si qua occultius perferenda
erant, per notas scripsit, id est sic structo litterarum ordine, ut nullum verbum effici posset; quae si qui
investigare et persequi velit, quartam elementorum litteram, id est D pro A et perinde reliquas

commutet (Suetonius, Life of the Caesars 1. The Deified Julius, 56.6)

There are [...] letters of his [Caesar] to Cicero, as well as to his intimates on private affairs, and in the
latter, if he had anything confidential to say, he wrote it in cipher, that is, by so changing the order of
the letters of the alphabet that not a word could be made out. If anyone wishes to decipher these, and
get at their meaning, he must substitute the fourth letter of the alphabet, namely D, for A, and so with

the others.

Orthographiam, id est formulam rationemque scribendi a grammaticis institutam, non adeo custodit ac
videtur eorum potius sequi opinionem, qui perinde scribendum ac loquamur existiment. Nam quod
saepe non litteras modo sed syllabas aut permutat aut praeterit, communis hominum error est. Nec ego
id notarem, nisi mihi mirum videretur tradidisse aliquos, legato eum consulari successorem dedisse ut
rudi et indocto, cuius manu “ixi” pro “ipsi” scriptum animadverterit. Quotiens autem per notas scribit,
B pro A, C pro B ac deinceps eadem ratione sequentis litteras ponit; pro X autem duplex A. (Suetonius,
Lives of the Caesars 2. The Deified Augustus, 88)

[Augustus] does not strictly comply with orthography, that is to say the theoretical rules of spelling laid

down by the grammarians, seeming to be rather of the mind of those who believe that we should spell
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exactly as we pronounce. Of course his frequent transposition or omission of syllables as well as of letters
are slips common to all mankind. I should not have noted this, did it not seem to me surprising that some
have written that he cashiered a consular governor, as an uncultivated and ignorant fellow, because he

observed that he had written ixi for ipsi.

26: Xenophon (Hellenica, late 5%/early 4" century BCE)

arxovoavteg ToDTa 01 EQPOPOL ECKELEVE, TE AEYEY YNGOVTO AVTOV Kol EEEmAdynoay, Kol 0vdE TV HKPAY
KOAOUUEVTV €KKANGiov GLAAEEOVTES, AAAL GLAAEYOUEVOL TAV YEPOVTOV dALOG dAL0OL EBovAevcavTto
mépyon tov Kivadwva gig AVAGVA cOv 8ALOG TV vemTépov Kal Keledoat fikew dyovta TV ADAOVITAV
€ TvOIG Kol TV EIMOTOV TOVG €V T] OKVTAAY YEYPOUUEVOLS. Ayayelv O€ EkElevov Kal TNV yuvaika, 1
KoAMot pdv avtodl éléyeto eivol, AvpaivesOar & ddkel Tovg dpucvovuivong Aokedoipovioy kol

npecPutépoug kai vemtépoug (Xenophon, Hellenica, 3.3.8)

Upon hearing [...] statements the ephors came to the conclusion that he [an informant] was describing a
well-considered plan, and were greatly alarmed; and without even convening the Little Assembly, as it
was called, but merely gathering about them—one ephor here and another there—some of the senators,
they decided to send Cinadon to Aulon along with others of the younger men, and to order him to bring
back with him certain of the Aulonians and Helots whose names were written in the official dispatch
[scytale]. And they ordered him to bring also the woman who was said to be the most beautiful woman

in Aulon and was thought to be corrupting the Lacedaemonians who came there, older and younger alike.

aALe pnv Kol pog ‘OAvVOiovg €100TEC DUEG TOAEUOV EKPEPOVTOG GLLLOYIOY £T0100VTO, Kol DUELS Ye
101E pdv del mpoceiyete TOV vodv mdte drxovoesde Pralopévong adtodg v Botmtiow D¢’ adtoic ivar:
Vv 8’ émel Tade mEmpakTaL, 0VdEV DUAG 6l OnPaiovg pofeichat: AAL" dpKécel DUV LIKPA CKUTOAN
®ot’ ékelbev mavta vnnpeteiobat dowv Av déncbe, £av domep NUETS VUV, 0VT® Kol DUETG HUBV

gmpeliobe (Xenophon, Hellenica, 5.2.34-35)

[Leontiades addresses the Lacedaemonians:] Again, knowing that you [the Lacedaemonians] were
making war upon the Olynthians, they [the Thebans] undertook to conclude an alliance with them, and
you in those past days were always uneasily watching for the time when you should hear that they were
forcing Boeotia to be under their sway; but now that this stroke has been accomplished, there is no
need of your fearing the Thebans; on the contrary, a brief message [scytale] from you will suffice to
secure from that quarter all the support that you may desire, provided only you show as much concern

for us as we have shown for you.
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ol Aaxedayoviot ToAd wpobovpdtepov v gig v "OAvuvBov 6TpatTIay GUVATESTEAAOV. KOl EKTEUTOVOL
TeAevtiav pev appootny, v &’ €ig Tovg pupiovg cvvta&y avtol te dravrog cvuveEéneumoy, Kal gig TG
ocuppoayidag mOAelg okvTOAag O€mepmov, kehgvovieg AakoAovbelv Tehevtig katd TO dOyua TMV
coupbyov. kol of & dAlot Tpobvumg td Tedevtig Dimpétovy, kal yap odk dydpiotog £60KeL etvar Toig
vmovpyodoi T, kol 1 @V OnPaiov 3¢ wOMg, dte Kol Aynohdov 6vtog avt@® AdelpoD, Tpobdumg

ovvénepye kai omiitog kai inméog (Xenophon, Hellenica, 5.2.37)

The Lacedaemonians with much more spirit set about dispatching the joint army to Olynthus [after the
speech of Leontiades]. They sent out Teleutias as governor, and not only sent with him their own full
contingent of the total ten thousand men, but also transmitted official dispatches [scytalae] to the various
allied states, directing them to follow Teleutias in accordance with the resolution of the allies. And all
the states gave their hearty support to Teleutias, — for he was regarded as a man not ungrateful to those
who performed any service, — while the Theban state in particular, inasmuch as he was a brother of

Agesilaus, eagerly sent with him both hoplites and horsemen.
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Appendix 2: Medieval, Renaissance, and modern sources on cryptography and

steganography referring back to Greco-Roman sources

1: Leon Battista Alberti (De Componendis Cifris, 1466-1467)

Prius de indice mobili. Sit verbi gratia inter nos constitutus index ex mobili tabella k. Statuam tabellam
formulae uti quidem scribenti mihi libuerit, puta ut k ipsa statuta sub maiuscula B et sequens sub sequenti.
Ad te igitur scribens primam omnium scribam B maiusculam sub qua indicem k in formula scripturus
posuerim; id indicabit ut id quoque tu in provincia volens nostra legere, formulam quae apud te gemella
est versionibus aptes usque sub B itidem sit index ipse k. Hinc demum caeterae omnes litterae minores
in epistola inventae superiorum stabilium vim et sonos significabunt. Cum autem tres quottuorve
dictiones exscripsero mutabo nostra in formula situm indicis versione circuli, ut sit index ipse k fortassis
sub R. Ergo in epistola inscribam maiusculam R inde igitur k significabit non amplius B sed R et quae
sequentur singulae superiorum stabilium novissima suscipient significata. Tu idem in provincia
interlegendum admonitus inventa maiuscula eam scies nihil aliud importare ex se nisi ut moneat mobilis
circuli situm atque indicis collocationem isthic esse immutatam. Ergo tu quoque sub ea indicem
collocabis, eo pacto facillime cuncta perleges et perdisces. Caeterum altera illa indicis constitutio, quae
fiat ex maiusculis, est ut constet inter nos ex maiuscularum ipsarum numero quaenam earum index sit;
atque esto sit mihi tecum index constitutus B. Prima omnium in epistola quam ad te scribam erit littera
ex minoribus quae libuerit, puta g; eam igitur conversion tabellarum in formula locabis sub ipsa indice
B. Hinc fiet ut ipsa q significet sonetque B. Demum in caeteris sequemur scriptione, uti de superiori
mobili diximus indice. Cum autem erit immutanda cifrae tabella et formulae habitus, tum inscribam loco
in epistola unicam non plures ex litteris numeralibus, hoc est ex his quae sub numeris aderunt constitutae
minoris quae significet puta 3 aut 4 et eiusmodi. Hancque ipsam inversione tabellarum substituam indici
B constituto atque deinceps prout scribendi ratio postulabit, prosequar minuscolis litteris maiorum
significata perscribens. Hic etiam quo magis atque magis scrutatores fallas, poteris cum amico constituere
ad quem scripturus sis ut maiusculae interpositae (quae alioquin nullae interponentur) nihil important et
similia pleraque poteris quae longum et supervacuum est prosequi. Itaque cuiusque maiusculae sonos et
vox quattuor (ut vides) et viginti formis litterarum poterit indicari et contra minuscularum quaeque
litterarum viginti poterit maiorum significata et amplius quattuor numerales dicere indicis et circuli
inversione et positione variata. Venio ad numeralium usum, quo nihil admirabilius. Venio ad numeralium
usum, quo nihil admirabilius. Numerales litterae sunt, uti dixi, minusculae, quae supra se scriptos in
tabella stabili numeros significant. Numerales quidem de se praestant ut duabus tribusve quattuorve in
unum ordinem adiunctis trecentae atque sex et triginta significari possint integrae orationes ad arbitrium.
Nam ex his numeralibus litteris iunctis binatim ut puta ps quae 12 fortasse significent et pf quae fortassis
13 significabunt et eiusmodi iunctionibus (quaequidem ex his quattuor numeralibus fieri binatim possunt)
orationes indicabuntur usque sexdecim. Sin autem numerales eaedem litterae ternatim iungentur puta psf

quae fortassis 123 significent et sfp quae 231 significent, tunc quidem dabitur ut orationes possis
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explicare usque sexaginta et quattuor. Si demum quaternatim uti sfkp, quae significent 2341 aut fpsk
quae significant 3124 et eiusmodi iungentur litterae, dabuntur tunc ex earum adiunctionibus uti orationes
explicentur integrae adusque 256. Itaque harum omnium summa habebitur orationum integrarum 336.
Atqui istarum quidem usus veniet hunc in modum. Nam seorsum componemus tabulam linearum 336, in
qua ordinibus explicabimus singulas quae fieri possunt numeralium istiusmodi adiunctiones, easque
apponemus capitibus litterarum, sic, nam ad primam quidem lineam erit 11, ad secundam 12, ad tertiam
13, ad quartam 14, ad quintam 21, ad sextam 22, ad septimam 23, et deinceps reliqua ut in ea tabula infra
subnotavimus. Hinc tabulae ex constituto singulis lineis ad suos numeros adscribemus singulas quas
libuerit integras orationes, puta post numerum 12: “Naves quas polliciti sumus milite frumentoque
refertas paravimus”. Similes igitur quibusque istorum numerorum in tabula adscribemus ad arbitrium
animi orationes integras. Istius meae tabulae sit exemplar apud te necesse est, tu igitur in provincia cum
ad te meae pervenerint litterae et in epistola offenderis litteras numerales, notabis quos indicent numeros,
spectabis ex tabula isthac integrarum orationum atque inde perdisces quid sit quod scripserim; quo
scribendi commento nihil brevius, nihil tutius, nihil ad cyfrarum usum excogitari aptius
accommodatiusve potest, duabus tribusve aut usque quattuor litteris, at his quidem non semper eisdem
sed variis trecentas et sex atque triginta explicari orationes integras et diversas posse, quis non admiretur?
Et fortassis conferet duas habere tabulas numerales apud me et duas aeque tales apud te, in quarum alteris
ordine positi, uti exposuimus, numeri ex principiis versuum sese legenti promptissimum exhibeant; in
alteris vero tabulis ad ordinem alphabeti positae sint orations sub litterarum titulis quo illic quidem non
diffusius quaerendae ex tabula orations sint et promptius scribenti suppeditentur. Tituli orationum erunt
habendi sic: nam quae orationes ad annonam facient, ponentur sub titulo A, quae ad bellum
administrandum sub <titulo> B, quae ad naves sub <titulo> N et istiusmodi reliqua. Atqui different
quidem inter se tabulae isthaec numerales, quod in illis cuiusque versus principium significabitur
numeris, post sequentur orationes; in his vero alteris numeri non in principio versuum sed littera titulo
consona adscribetur, post sequetur oratio, in fine autem aderunt numeri prout eisdem ipsis orationibus in
altera parili tabula istiusmodi orationum fuerant perscripti. Scripturus ergo ad te quam instituerim
orationem eam ex tabula disquiro qua inventa sub litterarum titulo cui supposita est, specto ex fine
numeros annotatos. Hos ea re ipse ex formula cyfrae nostris litteris illic eos numeros significantibus pono
in epistola. Tu uti dixi ex numeris illico explicatas habebis orationes. Hoc opusculum velim apud amicos
nostros observari ne in vulgus imperitorum prodeat et profanetur digna res principe et maximis rebus
agendis dedito. (Alberti, De Componendis Cifris, 14-16)

First the mobile index. Say for example we have mutually established k as the index of the maobile circle.
Writing, the formulae are positioned at will, say such k lies under the upper-case B and the next letter
corresponds to the letter that comes next. In writing to you, | will first of all put the upper-case B under
which lies the index k in the formula; this is a signal to you far away, wanting to read what | have written,
that you should set up the twin formula in your keeping, positioning the mobile circle so that the B sits
over the index k. Then all of the rest of the lower-case letters present in the coded text will take their
meaning and sound from those of the fixed circle above them. After | have written three or four words |
will mutate the position of the index in our formula, rotating the disk let’s say, so that the index k falls

below the upper-case R. Then in the missive | write an upper-case R to indicate that k no longer refers to
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B, but to R, and the letters that follow will assume new meanings. You likewise, far away and receiving
the message, have to look carefully in reading to find the upper-case letter, which you will know serves
solely to indicate the positioning of the mobile circle and that the index has changed. Thus, you too will
position the index under that upper-case letter, and be able to read and understand the entire text with
ease. The four mobile letters that under the four houses on the fixed circle above that are marked with
numbers, regardless of the values they themselves have, do not (if you will) receive any meaning, and
can be inserted into the text as null letters. However, when combined or repeated, they are marvellously
commodious, which | will describe below. Alternately, an index could be selected from among the upper-
case letters and we could mutually agree on which would be the index; say we have determined the letter
B as the index. The first letter that will appear in the missive that | write to you will be whatever lower-
case letter you want, say q; the formula will be positioned so that this lies under the index B. It follows
that g will take on the phonetic and semantic value of the B. Finally, we shall follow all the rest of the
writing, as we said, with regard to the index of the highest mobile <circle>. When it is then necessary to
modify the encoded alphabet and the positioning of the formula, then I will insert into the missive, in the
proper place, one and only one of the numeral letters, that is, one of the letters of the small circle lying
under the numbers that signify, say, the number 3 or 4, and so on. Rotating the mobile disk, | will make
this letter correspond precisely to the agreed upon index B and, successively, as the logic of writing
requires, | will go forward, assigning to the lower-case letters the value of the upper-case letters. In order
to further disorient the investigators, | could also agree with my friend to whom | am writing that the
interposing upper-case letters (of which without this convention there would be none) have no value, and
similar other devices that it is not worthwhile listing. Thus, by positioning the index in a different way
by rotating the mobile disk, it is possible to express the phonetic and semantic value of each of the upper-
case letters, using (as you can see) twenty-four different alphabetic characters, while each of the lower-
case letters can correspond to any upper-case letter whatsoever and also to the four numbers of the disk
above. | now come to the use of the numeral letters, of which is nothing <more> admirable. The numeral
letters are, as | said, the lower-case letters that correspond to the four numbers of the fixed circle above.
The numbers, combined in groups of two, three or four, three hundred thirty-six whole phrases
determined at will. These numeral letters, when paired, say that ps corresponds to 12 and pf to 13, and
with other similar pairings that can for constructed with these four numerals, indicate sixteen phrases. If
instead these same numbers are combined into groups of three, say psf signifies 123 and sfp 231, sixty-
four phrases can be expressed. With combinations of four numerals, where sfkp is equivalent to 2341 or
fpsk corresponds to 3124, and similar combinations, 256 whole phrases can be expressed. The total sum
of whole phrases is 336. Now we shall show how these numeral letters are used. On one side we compose
a table of 336 lines, in which we clearly arrange the numeral combinations at the beginning of the line,
that is, in the first line there will be 11, in the second 12, in the third, 13, in the four 14, in the fifth 21, in
the sixth 22, in the seventh 23, The Mathematical Works of Leon Battista Alberti 183 and so forth for all
the rest, as in the table we show below. We ascribe to each individual line of the table, next to the
corresponding number, say next to the number 12 ‘the promised ships have been equipped and provided
with provisions’. In a similar way whole phrases with whatever contents we want are ascribed to each

number combination in the table. It is necessary for you to have a copy of this table with you so that
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when you who are far away receive my letter and you come across the numeral letters, noting that they
signify numbers, you will consult the table that contains the predetermined phrases written there; for
writing | will say that there is no invention that is quicker, more secure and nothing devised for cyphers
could be more aptly suited, that two, three or four letters combined in different ways can express three
hundred thirty-six phrases, isn’t this wonderful? It is recommended that I have with me two numeral
tables and for you to have two as well, arranged in different orders, one where we set out the numbers at
the beginning of the line so that they are easy to read; in the other conversely in alphabetical order will
be arranged the phrases according to the letter that forms the title so that the writer can find them quickly.
The phrases will be arranged in the following way: those that regard administration of provisions
(annonam) will appear under the initial A; those that refer to the carrying out of military operations
(bellum administrandum) under B; those that regard ships (naves) under N, and so forth for the rest. The
difference between the two numeral tables is that, in the first, at the beginning of the line, there appear
the numbers followed by the phrases, conversely what appears at the beginning of the line is not the
numbers but the initials followed by the phrases, and at the end will be the numbers that have been
attributed to the phrases in the correlated table. Thus, in writing to you, | first look up the phrase that |
want to use in the table, and having found it under the corresponding initial, | look at the numbers noted
and using our encrypted formula, I insert the letters that signify those numbers into the missive. You, as
I have said, will deduce the phrase from those numbers. | would have this little work of mine kept among
our friends, not in the public domain, so as to not profane a subject worthy of sovereigns and rather for

statesmen devoted to the most important of affairs.

2: Gerolamo Cardano (De Subtilitate, 1550)

Triplex haec est trasmutandi, quae in usa ut de Caesare olim Suetonius, velut si pro a, d, pro b, n, scribatur.

Est autem infinitorem generum (Cardano, De Subtilitate, 17.1036)

The basis of substitution, which was in use, as Suetonius long ago wrote about Caesar, as if D is written

instead of A, and N instead of B. It is of innumerable kinds.

translationis modus est, ut delitescant, in quibus da suspiciones, nota quada, ut in Laconica scytala [...]
(Cardano, De Subtilitate, 17.1036)

[A] method of ‘translation’ exists, so that in some cases of suspicion, the marks may pass unnoticed; this

is so with the Lacedaemonian cylinders [scytalae]
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3: Isidore of Seville, The Etymologies (5th/6th century CE)

Caesar [...] Augustus ad filium, "quoniam" inquit, "innumerabilia accidunt assidue quae scribi alterutro
oporteat et esse secreta, habeamus inter nos notas si vis tales ut, cum aliquid notis scribendum erit, pro
unaquaque littera scribamus sequentem hoc modo, pro a b pro b c et deinceps eadem ratione ceteras; pro

z autem littera redeundum erit ad duplex a" (Isidore of Seville, The Etymologies, 1.25.2)

Caesar Augustus [...] said to his son: Since innumerable things are constantly occurring about which we
must write to each other, and which must be secret, let us have between us code-signs, if you will, such
that, when something is to be written in code, we will replace each letter with the following letter in this

way: B for A, C for B, and then the rest in the same way. For the letter Z, we will return to a double AA.

4: Photius (Lexicon, 9™ century CE)

ZKOTUAN: £mGToAY Aakoviky. Tiv 82 1| oxvtéAn Evlov é€sopévov éniunkec. Avo 82 mopd
Aaxedapoviolg drexov oxvtérat. Koi mhv pudv piav katetyov oi "Epopot tdv Aakedoipoviov. Ty 62
£Tépav TOT Ekmepmopéval Tap’ odTOV oTpaTymi Tapsiyov. Koi 6mdte EBovlovro Tt émoteilan avtol,
@épovTeg ipbvTo Aevkdv mepleilov T oxvtdAny. Kai éni tod indvrog Eypogov. Koi dverittoveg
Tapeiyov OV ipdva Tol droeépovtt. Todto 88 émotovv, fva pry povBdimoty ol dmopépovteg O
dmrovpevov &v avt®. ‘O 8¢ otpateydg dexduevoc TOV indvta i £anTo okutdin Tepieirtey. Kai
avaryivookey odtoc Td yeypappéva. Aéyston obv kol 1] EmoTol]. Alockovpidng 8¢ &v Toic mepi vopipmy
TOV¢ Soveilovrag &v Zmaptnt Staupeiv oKLTEAY §00 TAPOVIOV HAPTUP®Y KAl YPAPEY TO GOUBOAAIOV
gv éxatépot pfpatt. Koi 1o pév évi tdv paptdpav §i86var. To 8¢ &i favtod Exewv. "Expdvio 8 adtd

Kai dArot. Q¢ Apiototédng év i I0axnciov molteion pfp (Photius, Lexicon, entry: exvtady (11)).

Skytale: A Spartan letter. The 'skytale' was a long shaved piece of wood. There used to be two 'skytalai’
among the Spartans. The Spartan's ‘ephors' would keep the one and would furnish the other to the
general who was dispatched by them. And whenever they wished to send something to him, taking a
white strap they would wrap it around the 'skytale’ and write on the strap. And unwrapping it they
would furnish the strap to the man who carried [the message]. They used to do this so that those who
carried [the message] might not know what was indicated in it. The general, on receiving the strap,
used to wrap it around his own 'skytale' and thus read what was written. Thus, both the letter is called a
'skytale’, and the wood itself, after which also the letter [is called] 'skytale’. Dioscorides in On Customs
[says] that lenders in Sparta divide a 'skytale’, with two witnesses being present, and write the contract
on each piece. And that [a lender] gave the one to one of the witnesses but kept the other by himself.

Others too used to use it, as Aristotle [says] in the Constitution of the Ithacans, 42.
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5: Procopius of Caesarea (Secret History, 6! century CE)

TOV KATACKOT®V TODTE €0Ttv. Gvdpeg moAAol &v dnpocie 10 dvékabev €ottiCovto, ot o1 €¢ Tovg
nohepiovg i6vteg &v te 101G [lepodv Pactheiog yvopevol f| Eumopiag dvopatt 1 TpOT® ETEP®, £G T€ TO
axppeg diepevvmpevol Ekaota, Emavikovieg £¢ Popaiov v yijv mévta toig dpyovowv EmayyéAie
Nndvvavto 10 TV Tolepiov dmodppnTa. ot 6¢ Tpobuadov EPHAacOV TE Kol drpdomTov 0vdEY Euvimmte
cpiotl. Tobto 8¢ 10 ypfjua kév Toig Midoig ék moaiod fv. Xoopdng udv odv peifove, domep @act,
TEMOMUEVOG TAG TV KoTaokonmv Euvtaéelg mpoundeiag tiig vOévde damiAavoev. obdEV yap adTOV
[EAavBave TV év Popaiolg ywvouévav. 6 8¢ Tovotviovog obd’ 0Todv dvalkmdoag Koi adtod T0] TV
KATAGKOT WY dvoua EETpryey 8k Popainv TH¢ yiic, £ ob 81 Ala Te ToALd NpaptiON Kai Aaluer Tpog
1OV Tolepinv 0o, Popaiov ovdaui tervopuévov émot mote yijg 0 [lepodv Paciieds ELV 1@ oTpatd

€in (Procopius of Caesarea, Secret History, 30.12-14)

The matter of the spies is as follows. Many men from ancient times were maintained by the State, men
who would go into the enemy’s country and get into the Palace of the Persians, either on the pretext of
selling something or by some other device, and after making a thorough investigation of everything, they
would return to the land of the Romans, where they were able to report all the secrets of the enemy to
the magistrates. And they, furnished with this advance information, would be on their guard and nothing
unforeseen would befall them. And this practice had existed among the Medes also from ancient times.
Indeed Chosroes, as they say, increased the salaries of his spies and profited by this forethought. For
nothing [that was happening among the Romans escaped] him. [Justinian, on the other hand, by refusing
to spend anything at all on them] blotted out from the land of the Romans [even the very] name of spies,
and in consequence of this action many mistakes were made and Lazica was captured by the enemy, the

Romans having utterly failed to discover where in the world the Persian king and his army were.

6: Edgar Allan Poe (A Few Words on Secret Writing, 1841)

Were two individuals, totally unpractised in cryptography, desirous of holding by letter a correspondence
which should be unintelligible to all but themselves, it is most probable that they would at once think of
a peculiar alphabet, to which each should have a key. At first it would, perhaps, be arranged that a should
stand for z, b fory, c for x, d for w, &c. &c.; that is to say, the order of the letters would be reversed.
Upon second thoughts, this arrangement appearing too obvious, a more complex mode would be adopted.

The first thirteen letters might be written beneath the last thirteen, thus:

nopgrstuvwxy z

abcdefghi jklm

and, so placed, a might stand for n and n for o, o for b and b for a, et cetera, et cetera. This, again,
having an air of regularity which might be fathomed, the key alphabet might be constructed absolutely
at random (Poe, A Few Words on Secret Writing, 1841, 33)
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The scytalae were two wooden cylinders, precisely similar in all respects. The general of an army, in
going upon any expedition, received from the ephori one of these cylinders, while the other remained in
their possession. If either party had occasion to communicate with the other, a narrow strip of parchment
was so wrapped around the scytala that the edges of the skin fitted accurately each to each. The writing
was then inscribed longitudinally, and the epistle unrolled and dispatched. If, by mischance, the
messenger was intercepted, the letter proved unintelligible to his captors. If he reached his destination
safely, however, the party addressed had only to involve the second cylinder in the strip to decipher the
inscription. The transmission to our own times of this obvious mode of cryptography is due, probably, to
the historical uses of the scytala, rather than to anything else. Similar means of secret intercommunication
must have existed almost contemporaneously with the invention of letters. It may be as well to remark,
in passing, that in none of the treatises on the subject of this paper which have fallen under our
cognizance, have we observed any suggestion of a method — other than those which apply alike to all
ciphers — for the solution of the cipher by scytala. We read of instances, indeed, in which the intercepted
parchments were deciphered; but we are not informed that this was ever done except accidentally. Yet a
solution might be obtained with absolute certainty in this manner. The strip of skin being intercepted, let
there be prepared a cone of great length comparatively — say six feet long — and whose circumference
at base shall at least equal the length of the strip. Let this latter be rolled upon the cone near the base,
edge to edge, as above described; then, still keeping edge to edge, and maintaining the parchment close
upon the cone, let it be gradually slipped towards the apex. In this process, some of those words, syllables,
or letters, whose connection is intended, will be sure to come together at that point of the cone where its
diameter equals that of the scytala upon which the cipher was written. And as, in passing up the cone to
its apex, all possible diameters are passed over, there is no chance of a failure. The circumference of the
scytala being thus ascertained, a similar one can be made, and the cipher applied to it (Poe, A Few Words
on Secret Writing, 1841, 33)

As we can scarcely imagine a time when there did not exist a necessity, or at least a desire, of transmitting
information from one individual to another, in such manner as to elude general comprehension; so we
may well suppose the practice of writing in cipher to be of great antiquity (Poe, A Few Words on Secret
Writing, 1841, 33)

7: Sylloge Tacticorum (10"-century Byzantine military manual)

Caesar wrote a message about something he wanted on paper and rolled it up with wax like a torch. After
he gave it to one of his spies, he sent it to his colleague who had previously revolted, offering to him, by
means of this message, an amnesty for his transgressions. And so, he immediately won over his colleague

(Sylloge Tacticorum, 76.1. Translation of original text: Charzelis & Harris 2017, 98)
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8 : Charles Francois Toustain and René Prosper Tassin (Nouveau traité de diplomatique,

1750)

Sur un bande ou laniére fort étroite de cuir our de parchemin, placée autour d'un cylindre ou d'un baton,
dont un correspondant avoit le semblable; les Lacédémoniens écrivoient les dépéches, concernant leur
afaires d'Etat. Ces laniéres confiées a des couriers ne formoient aucun sens aux yeux des ennemis, qui
pouvoient les intercepter: parceque, pour les lire, il faloit avoir un cylindre de la méme forme, qui celui
dont on s'étoit servi en les écrivant. C'étoit par consequent un secret assez grossier de stéganographie, et
non pas une sorte d'écriture d'usage ordinaire (Tassin & Toustain, Nouveau traité de diplomatique 1750,
605)

On a very narrow strip or thong of leather or parchment, placed around a cylinder or a stick [scytale], of
which a correspondent had the like; the Lacedaemonians would write dispatches concerning their affairs
of state. These lines they [then] entrusted to couriers. [The text] would make no sense in the eyes of the
enemies, [if they] would intercept it; since to read [the text], it was necessary to have a cylinder [scytale]
of the same shape, which was used when [a message was] written on [the strip]. It was therefore a rather
crude [method] of steganography, and not an ordinary kind of writing.
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