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ABSTRACT

Thisarticledescribeshowearlierdetectionofsecurityproblemsandtheimplementationofsolutions
wouldbeacost-effectiveapproachfordevelopingsecuresoftwaresystems.Developing,gathering
andsharingsimilarrepeatableprogrammingknowledgeandsolutionshasledtotheintroductionof
Patternsinthe90’s.Thesameconcepthasbeenadoptedtorealisereoccurringsecurityknowledge
andhencesecuritypatterns.Detectingasecurityproblemusingthepatternsinrequirementsmodels
mayleadtoitsearlyprevention.Inthisarticle,theauthorshaveprovidedanoverviewofsecurity
patternsinthepasttwodecades,followedbyasummaryofi*/Troposgoalmodellingframework.
Section2outlinesmodel-drivendevelopment,meta-modelsandmodeltransformation,withinthe
context of requirements engineering. They have summarised security access control types, and
formallydescribedrole-basedaccesscontrol(RBAC)inparticularasapatternthatmayoccurin
thestakeholderrequirementsmodels.Thentheauthorsusedthei*modellinglanguageandsome
elementsfromitsconstructs-model-drivenqueriesandtransformations-todescribethepattern
enforcement. This is applied to a number of requirements models within the literature, and the
pattern-basedtransformationtooltheydesignedhasautomatedthedetectionandresolutionofthis
securitypatterninseveralgoal-orientedstakeholderrequirements.Finally,thearticlealsoreflects
onavarietyofexistingapplicationsandfuturework.
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1. INTRodUCTIoN

Today, security is considered as a key requirement in almost all systems. Implementation and
architectingsoftwaresystemswith the incorporationof securityconsiderationswouldbeacost-
effective approach to preventive software maintenance. Security patterns were a programming
rethinkingapproachsothatsecurityandsafetyfeaturesgetembeddedwithinthesystematearlier
stagesofitsdevelopmentlifecycle.Patternswereinitiallyproposedtooutlinerecurringsoftware
engineeringproblemsandsolutionswithaviewtobeusedduringsoftwaredesignphase(Vlissides,
Helm,Johnson,&Gamma,1995).Itisalsocommonlyrecognisedthatthereisaneedforapattern
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languagetocategorisesecurityproblemsinsoftwaredesigns(Fernandez&Rouyi,2001;Ruiz,Arjona,
Mana,&Rudolph,2017).Moreover,therehavebeenfurtherattemptstoformaliseanddevelopsecurity
patternscatalogues(Schumacheretal.,2013;Hamid,Gurgens,&Fuchs,2016).Thesecatalogues
havegatheredcommonsolutionstoknownsecurityproblemsusingsystemsengineeringandsoftware
developmenttechniques.Identificationandcorrectionoferrorsearlyinthedevelopmentlifecycle
wouldcost lessthanfixingaccumulatederrorsindesignandimplementation(Menzies,Nichols,
Shull,&Layman,2017).Forsecurityproblems,therefore,onemayaskarelevantquestion“Canwe
detectsecurityproblemsandevenresolvethemearlybeforeitistoolate?”Thisquestionhasledto
activeresearchontherepresentationandanalysisofsecurityrequirements(Liu,Yu,&Mylopoulos,
2003;Haley,Laney,Moffett,&Nuseibeh,2008;Giorgini,Massacci,Mylopoulos,&Zannone,2005;
Souag,Mazo,Salinesi,&Comyn-Wattiau,2016).Therearevariousapproachesforelicitingsecurity
requirementsofasystem-to-be.Abe,Hayashi,&Saeki(2015)proposeanelicitationapproachby
whichsecurityfunctionsareextractedfromtargetdocuments,inlinewiththeinternationalstandardof
CommonCriteria-ISO/IEC15408.Riaz,Stallings,Singh,Slankas,&Williams(2016)havedeveloped
aframeworkwithinwhichsecuritypatternsarecollectedandsecuritygoalsareidentified.Workin
thedomainofthisresearchassumesthatsecurityrequirementscanbeelicitedbyarguingthoroughly
aboutvulnerabilityinexistingrequirementsmodels,suchastrustassumptions(Haley,Robin,Moffett,
&Nuseibeh,2004),anti-goals(VanLamsweerde,2004;Li,Paja,Mylopoulos,Horkoff,&Beckers,
2016),misusecases(Sindre&Opdahl,2005;Ikram,Siddiqui,&Khan,2014),abuseframes(Lin,
Nuseibeh,Ince,Jackson,&Moffett,2003),riskanalysis(Massacci,Prest,&Zannone,2005;Asnaret
al.,2007;Souagetal.,2016),etc.Yetlittlehasbeendonetosuggestsystematicchangesinrequirements
modelstoresolvethesevulnerabilities.Partlyduetothefactthatitisimpossibletodetectandresolve
once-for-allthevulnerabilities,especiallywhennotallproblematictrustassumptionsoranti-goals
maybedetected.Therefore,anappropriateapproachwouldbehelpfultoslotinnewsecuritypatterns.
Capturinglessonslearntfromthepastaswell-knownsecuritypatterns,onemaystillneedtoenforce
themtoarequirementsmodelforanewsoftwareproject.Inthispaper,wehaverepresentedsecurity
patternsformallyonbasisofexistingrequirementsmodellinglanguages,suchthatananalysistool
canbedevelopedtodetectandresolvesecurityproblemsinthemodelledrequirements.Forsuch
automatedanalysis,itisareasonableassumptionforstakeholderrequirementstobemodelledusinga
formallanguage:oncerequirementshavebeenmodelledassuch,thetoolcouldguaranteeallinstances
ofthesecuritypatterncanbedetectedandnecessarychangescanbesuggested.Toillustrate,wetried
asinglesecuritypatternforrecurringproblemsinrole-basedaccesscontrol.Despitethepossibility
ofselectingadifferentformalrequirementmodellinglanguagefordefiningasecuritypattern,we
selectedelements fromthegoaloriented requirementsmodelling language i*/Tropos (Yu,1996;
Bresciani,Perini,Giorgini,Giunchiglia,&Mylopoulos,2004)fortworeasons.One,itiswidelyused
inearlyrequirementsengineeringwhichleadstomanypublishedmodelsintheliterature.Second,we
havedevelopedatoolsupportusingtheEclipseModellingFramework,whichenablesthetechniques
presentedhere.Ourmaincontributionistoshowthatsuchformallydefinedsecuritypatterncanbe
directlyusedtodetectandresolvethesecurityproblemonrequirementsmodelspublishedinthe
literature.Thekeytechniquesusedaremodel-drivenqueryandtransformation(Graaf,Weber,&
VanDeursen,2008)andmodel-drivendevelopmentofrequirementsmodels(Budinsky,Brodsky,&
Merks,2003),bothareintegratedinourrequirementsengineeringtools.Theremainderofthepaper
isorganisedasfollows.Section2explainskeytechniquesused,includingalanguageformodelling
stakeholderrequirements,model-drivensoftwaredevelopmentandmodel-driventransformations;
Section3brieflyoutlinesaccesscontrolmechanismsandtypes.Thefollowingsectiondiscussesthe
enforcingofarole-basedaccesscontrolpattern,andreviewsseveralapplicationsofthetool.Sections
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