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ABSTRACT

Mobile payment is a new payment method offering users mobility, reachability, compatibility, and
convenience. But mobile payment involves great uncertainty and risk given its electronic and wireless
nature. Therefore, biometric authentication has been adopted widely in mobile payment in recent years.
However, although technology requirements for secure mobile payment have been met, standards
and consistent requirements of user authentication in mobile payment are not available. The flow
management of user authentication in mobile payment is still at its early stage. Accordingly, this paper
proposes an anonymous authentication and management flow for mobile payment to support secure
transaction to prevent the disclosure of users’ information and to reduce identity theft. The proposed
management flow integrates transaction key generation, encryption and decryption, and matching
to process users’ personal information and biometric characteristics based on mobile equipment
authentication carrier.

KEYWORDS
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1. INTRODUCTION

The advent of electronic commerce, the growth of the Internet, and the development of wireless
technologies promoted various payment methods in the past two decades (Assarzadeh and
Aberoumand, 2018; Hassani, Huang, and Silva, 2018; Khan, Olanrewaju, Baba, Langoo, and Assad,
2017; Oliverio 2018; Viriyasitavat and Hoonsopon, 2018; Whitmore et al 2015). Particularly, the
astonishing growth of mobile network and mobile devices make mobile payment globally applicable
(De Vriendt, Lainé, Lerouge, and Xu, 2002; Paunov and Vickery, 2006). Wireless technologies, such
as Near Field Communication (NFC), Bluetooth, Quick Response (QR) Code, and Radio Frequency
Identification (RFID), enable consumers to process payment over mobile networks with their mobile
devices for both online purchases and offline micropayments (Khan, Olanrewaju, Baba, Langoo, and
Assad, 2017). Mobile payment is changing the payment market (Hedman and Henningsson, 2015)
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and becomes an alternative to using cash, check, credit cards, or debit cards at a retail point of sale
(Chen, 2008). In emerging economies where penetration of formal banking system is low, mobile
payment has been well accepted (Khan, Olanrewaju, Baba, Langoo, and Assad, 2017). According
to Statista (2018), worldwide transaction value with mobile payment amounts to $391.435 billion
in 2018. Transaction value via mobile payment is expected to grow 35.7% annually from 2018 to
2022. The total amount of transaction value via mobile payment will be $1,328.244 billion in 2022.
Mobile payment provides users mobility, reachability, compatibility, and convenience (Kim,
Mirusmonov, & Lee, 2010). It frees consumers from temporal and spatial limitations and enables
them to make payment at anytime from anywhere (Yan and Yang, 2015; Zhou, 2015). However,
mobile payment involves great uncertainty and risk due to its electronic and wireless nature (Leong,
Ewing, & Pitt, 2003). Mobile networks are vulnerable to hacker attack and mobile devices may be
infected by viruses or be lost (Zhou, 2015). For example, when mobile payment users connect their
mobile devices with unsafe Wi-Fi, the authentication of their information might be intercepted (Chen
& Chen, 2012; Li & Liu, 2014; Zhou, 2014). When mobile devices are lost or stolen, the stored
sensitive information may fall into the wrong hands (Xi, Ahmad, Han, & Hu, 2011). Thus, security
is a major concern among mobile payment users (Chen, 2018; Dahlberg, Guo, & Ondrus, 2015).
User authentication aims to confirm or deny a person’s claimed identity. Cryptography is a
conventional method of authenticating users and protecting communication messages in electronic
payment systems (Xi, Ahmad, Han, & Hu, 2011). Traditional authentication methodologies are
based on what the user knows (e.g., secret phrase, password, Personal Identification Numbers (PINs),
and userIDs) or on what the user has (e.g., token, electronic card, passport, badges or smartcards).
However, passwords, PIN, and key can be guessed out. In mobile payment, Subscriber Identity Module
(SIM) cards are embedded in users’ mobile devices, which are easy to be lost or stolen. Therefore,
traditional authentication methodologies security countermeasures do not meet the requirements of
mobile payment (Conti, Militello, Sorbello, & Vitabile, 2009). As a result, biometric techniques are
applied in mobile payment for user authentication. For example, Apple Pay and Google’s Android
Pay use fingerprint recognition to certify consumer identity and conduct payments in 2013(Cheng,
Hsu, & Lo, 2017). Alipay began to use fingerprint recognition functions to guarantee security of
user information in 2015 (Guo & Bouwman, 2016). Although technology requirements for secure
mobile payment have been met, standards and consistent requirements are not available. The flow
management of user authentication in mobile payment is still at its early stage. Accordingly, this paper
proposes an anonymous authentication and management flow for mobile payment to support secure
transaction, to prevent the disclosure of users’ information, and to reduce identity theft.

2. BACKGROUND

2.1. Mobile Payment

Mobile payment refers to payments for goods, services and invoices using a mobile device via wireless
and other communication technologies (Dahlberg, Guo, & Ondrus, 2015). Mobile devices include
smart phones, wireless handsets, personal digital assistants, radio frequency devices, or near field
communication-based devices (Chen & Nath, 2008). The advance of mobile network technologies
and mobile devices provides different formats of mobile payment. Wang, Hahn, and Sutrave (2016)
classify mobile payment into mobile payment at the POS (e.g. Apple Pay and Google Wallet), mobile
payment as the POS (e.g. Square Register), mobile payment platform (e.g. PayPal, Alipay, and WeChat
payment), independent mobile payment system (e.g. mobile apps from Amazon and Starbucks), and
direct carrier billing (e.g. Boku).

Mobile payment provides convenient payment features for daily purchases, including restaurant
bills, bus and train tickets, movie tickets, as well as utility bills, and tuition fees (GeekPark, 2014).
It reduces transaction fees and increases convenience (Hoofnagle, Urban, & Li, 2012). Fast data
connections, broad areas of network coverage, and cheaper data plans make mobile payment widely
adopted by consumers across the world (Chen, 2018).
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2.2. Security in Mobile Payment

Data security refers to confidentiality, authentication, integrity, and non-repudiation (Merz, 2002;
Li and Xu 2017). It involves methodology, technology, and practices which guarantee that data is
secured from alteration or unintentional change, and unauthorized access, and that approved clients
can get access to data promptly (Khan, Olanrewaju, Baba, Langoo, & Assad, 2017).

In the context of mobile payment, confidentiality means that transaction information of payments
can only be viewed by authorized users (Chen, 2006; Khan, Olanrewaju, Baba, Langoo, & Assad, 2017;
Merz, 2002). Data exchanged during a mobile payment transaction can only be read and understood
by intended users (Suh & Han, 2003). Thus, transaction information of payments is encrypted to
guarantee confidentiality (Merz, 2002).

Authentication means that data exchanged during a payment transaction is restricted to legitimate
users only (Chen, 2006; Chen & He, 2013). It guarantees that the transaction information originates
from the presumed transaction partner (Merz, 2002). Authentication includes user authentication
and transaction data origin authentication. Authentication is a visible procedure that is directly
related to payment security, and thus influences consumers’ perceptions of security and trust (Chen
& He, 2013; Kousaridas, Parissis, & Apostolopoulos, 2008; Tsiakis & Sthephanides, 2005). PINs,
passcodes, screen locks, and fingerprints are usually required to guarantee authentication. Recently,
many biological detection payment methods have been developed to ensure security certification in
mobile payment transactions (Cheng, Hsu, & Lo, 2017).

Integrity means that data exchanged during a payment transaction remains intact and cannot be
altered (Chen, 2006; Chen & He, 2013; Merz, 2002). It refers to the validity, accuracy and completeness
of data (Hahn & Kod6, 2017), and measures the security of consumers’ payment information during
and after a payment process (Romdhane, 2005). Digital signatures are required to guarantee integrity
(Merz, 2002).

Non-repudiation means that the participants of a payment transaction cannot deny their
participation in the transaction (Suh & Han, 2003). In other words, no one should be able to claim that
the transaction on his/her behalf was made without their knowledge (Merz, 2002). Digital signatures
can guarantee non-repudiation and prevent either a consumer or a mobile payment service provider
from denying a transmitted message (Merz, 2002).

2.3. Authentication in Mobile Payment

Cryptography is applied in mobile payment aiming for guaranteeing that only the user who possesses
the correct cryptographic key can access the encrypted content (Xi, Ahmad, Han, & Hu, 2011).
Cryptographic algorithms can be coarsely grouped into symmetric algorithm and asymmetric
algorithm. Advanced Encryption Standard (AES), which adopts symmetric algorithm, was released
by the U.S. Federal Bureau of Standards in 1997. CAST256, MARS, and Rivest Cipher (RC) 6 all
follow AES. The symmetric algorithm is fast and suitable for encrypting long message (Xi, Ahmad,
Han, & Hu, 2011). But exchanging cryptographic keys between a sender and a receiver is risky. In
contrast, asymmetric algorithm does not need to exchange cryptographic keys between a sender and a
receiver. Rivest-Shamir-Adleman (RSA), the most widely applied asymmetric algorithm, was proposed
by Rivest, Shamir, & Adleman (1978). Miller (1985) and Koblitz (1987) propose an asymmetric
cryptographic scheme called Elliptic Curve Cryptography (ECC), which has a smaller key size but
offers the same security strength as RSA. Although ECC provides higher level of authentication than
AES, it makes the signature computations very expensive and is applied in short message encryption/
decryption only (Martinez-Pelaez, Rico-Novella, & Satizaba, 2010; Xi, Ahmad, Han, & Hu, 2011).
Therefore, ECC is preferable for mobile devices that have small memories and low computational
powers (Ahmad, Hu, & Han, 2009).

Compared with traditional electronic payment systems, mobile payment requires higher level of
authentication. Meanwhile, user authentication in mobile payment cannot be too simple or too complex,
because easy authentication is not able to guarantee that transaction is restricted to legitimate users only,
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whereas complex authentication systems may sacrifice the convenience of mobile payment (Al-Qayedi,
Adi, Zahro, & Mabrouk, 2004; Chen, 2006). At present, many authentication mechanisms have been
adopted to ensure mobile payment security, including user name/password, PINs, and token (Wang,
Hahn, & Sutrave, 2016). These authentications are based on either knowledge that users know, such
as passwords and PINSs, or token that users have, such as SIM cards (Xi, Ahmad, Han, & Hu, 2011).

2.3.1. Password Authentication

Password authentication is the basic scheme of information assurance and security at the lowest cost
(Hu, Sueng, Liao, & Ho, 2012). Single Sign-On (SSO) and One Time Password (OTP) are the main
modes of password authentication. They conduct identifications via user ID and password. SSO
is widely adopted by enterprises because users just need to log on once for accessing application
systems on a network. Common SSO commercial modes include Access Master developed by Evidian,
Etrust developed by Computer Associates, Tivoli Global Sign-On developed by IBM, Secure Login
developed by Novell, and V-GO Single Sign-On developed by Passlogix (Wang, Ge, Zhang, Chen,
Xin, & Li, 2013).

Scholars have studied password authentication from diverse perspectives. For example, In 1980s,
an identity authentication solution based on a password list for access of remote users was presented
(Akowuah, Yuan, Xu, & Wang, 2013). Purdy (1974) proposes to use a one-way function Y=f{x)
transformation for acquiring the corresponding relation between a password and an explicit text.
Lamport (1981) presents a long-distance user authentication scheme based on a code (or password)
table. Chang and Wu (1991) present a long-distance password authentication scheme based on the
smart card of double-factor identity authentication. Ferraiolo and Kuhn (1992) propose the RBAC
model, which authenticates users based on their name ID and passwords. Benenson, Dewald, and
Freiling (2009) identify the security problem of users’ authentication protocol in the sensor network
and propose a multi-party authentication mechanism. Das, Saxena, and Gulati (2004) present a
password authentication scheme based on dynamic ID. Nyang and Lee (2009) improve Das’ double-
authentication protocol. Liao, Lee, and Hwang (2005) improve Das’ scheme and propose the double-
way authentication. Aydos, Yanik, and Koc (2001) present ASK, a wireless authentication protocol,
based on ECC. Liang and Wang (2005) propose a wireless authentication protocol using ECC for
digital signature. Compared with traditional big-number operation password system, the performance
of ECC is better in mobile identity authentication protocols (Akowuah, Yuan, Xu, & Wang, 2013;
Chen & Chen, 2012; Shi, 2007; Xie & Liu, 2013; Yang, Lu, & Cao, 2011; Yang, Lu, & Cao, 2012).

The main disadvantage of password authentication mode is that it brings users a lot of difficulties.
In addition, password-only mode of authentication does not fit for mobile payment because passwords
are easy to forget, lose, or leak. In addition, it is extremely hard to identify who provides passwords
(Han, Hu, Yu, Feng, Zhou, 2006; Hu & Han, 2009; Han, Hu, Yu, & Wang, 2007). However,
although the security level of password-based long-distance identity authentication is low, password
authentication is the most convenient, rapidest, and simplest identity authentication mode.

2.3.2. Biometric Authentication

As a secure and effective method for individual authentication, biometric authentication verifies
users’ unique and personal biometric features (Conti, Militello, Sorbello, & Vitabile, 2009). To
improve security and privacy protection, intrinsic, specific, and exclusive biological features of
human body, such as fingerprint, face, iris, sound, and vein, are adopted in mobile payment for user
authentication (Cheng, Hsu, & Lo, 2017). Biometric authentication is effective because everyone
has biometric features, which are unique from person to person and remain stable throughout one’s
lifetime (Xi, Ahmad, Han, & Hu, 2011). Biometric authentication provides higher level protection
than conventional knowledge-based and token-based authentication methods (Maltoni, Maio, Jain,
& Prabhakar, 2009). Biometric authentication consists of three steps, namely biometric signature
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acquisition, digital biometric signature extraction, and matching between the acquired biological
signature and the stored correspondent one (Conti, Militello, Sorbello, & Vitabile, 2009).

If a person’s physiological or behavioral features meet 7 requirements, these features can be used
as biological features for authentication. Since 1990s, biometric identity theory and applications,
especially the research on fingerprint and facial expression identification, have attracted much
attention (Shen, Wang, Xu, Ma, Chaudhry, & He, 2016; Yang, Lu, & Cao, 2012; Yen, 2011). Face
authentication becomes the focus of artificial intelligence and modal identification. Many algorithms
are developed for promoting face authentication. Some applications for face authentication have been
developed. So far face authentication is based on two main technologies. One is the picture-based 2D
face authentication. The other is 3D face authentication that is based on 3D geometric information.
Mature applications of face authentication were adopted by Beijing Olympic Games in 2008 and
Shanghai World Expo in 2010 for detecting terrorists and preventing destructive or criminal activities.

However, unlike conventional knowledge-based and token-based authentication methods in which
IDs, passwords, and certificates can be replaced, biometric data will be permanently compromised
if it is stolen (Conti, Militello, Sorbello, & Vitabile, 2009).

2.3.3. Multi-factor Authentication

Multi-factor authentication includes double factor authentication and triple-factor authentication.
Based on single-factor authentication (e.g. Secure Electronic Transaction), double-factor authentication
uses an additional authentication token to generate dynamic passwords. For example, bio-cryptography
combines the advantages of conventional cryptography and biometric security. Most triple-factor
authentications integrate password, smart card, and biological features together (Wang, Ge, Zhang,
Chen, Xin, & Li, 2013). Scholars have developed multi-factor authentication methods ready for mobile
payment. For instance, Lee, Li, and Hwang (2002) present a fingerprint-based combined smart card
to achieve triple-factor authentication based on long-distance users. Bhargav-Spantzel, Squicciarini,
Modi, Young, Bertino, and Elliott (2007) propose a multi-factor long-distance authentication
scheme that can conceal users’ identity. Li and Hwang (2010) present a triple-factor authentication
scheme based on the random function and one-way Hash function. At present, anonymous identity
authentication becomes the trend for improving security in mobile payment.

3. PAYMENT FLOW MANAGEMENT IN ANONYMOUS
BIOMETRIC AUTHENTICATION

In this section, three key components in biometric authentication will be discussed, namely users’
personal information, biometric characteristics, and mobile devices. Authentication in mobile
payment relies on these components. Only after these components are verified, can entrusted credit
be provided and fund transactions be completed. Biometric authentication usually collects users’
fingerprint, face, or iris.

A biometric identification system for mobile payment should be able to scan and map the
biometric characteristics for users, register them on a database, and create a template that can be
checked against all further scans to verify the user’s identity (Conti, Militello, Sorbello, & Vitabile,
2009). Take fingerprint authentication as an example. First, users’ fingerprint is preprocessed. Then
users’ fingerprint minutiae are extracted. Finally, fingerprint templates matching is conducted to
find the correspondence between a processed fingerprint image and one or more stored templates.

3.1. Anonymous Biometric Authentication for Mobile Payment

According to Chen, Chen, Shih, and Wei (2011), anonymous authentication has requirements. First,
authenticating servers cannot find anything about a user with a credential that is encrypted and
transferred with or without the identity. Second, authenticating servers can decrypt a credential with
a secret key or private key that is generated for verifying organizations only.
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The three components required by anonymous biometric authentication are users’ personal
information (ID number, name, age, gender, title, and photo), biometric characteristics (fingerprint,
face, or iris), and mobile equipment authentication carrier (short message service (SMS) card).

The following are the three conditions required by anonymous biometric authentication.

1. Hardware requirements. Users’ mobile devices should have a video camera or a fingerprint CPU
to collect their fingerprint, face, or iris. Users’ mobile devices should have enough memory and
space for processing collected biometric characteristics.

2. Biometric authentication system. Users’ mobile devices and the mobile payment system should
be embedded with biometric authentication system. Users’ mobile devices should be able to
initiate the collected biometric characteristics and to perform the preparation for real-time identity
comparison. In addition, users’ mobile devices should be able to generate the key for mobile
payment and to send it to the mobile payment system. The mobile payment system should be
able to compare users’ biometric characteristics template, to decipher the transaction, and to
complete the anonymous authentication.

3. Network. 2G/3G/4G/5G wireless networks or Wi-Fi network is needed to support the
communication between users’ mobile devices and mobile payment system. Biometric
authentication relies on fast and reliable network connection.

With the development of technologies for mobile devices, many cell phones have built in camera
now. This feature makes the collection of face much easier. In contrast, only some high-end cell
phones have fingerprint collector. Accordingly, it is more convenient to collect face than fingerprint.
Compared with fingerprint authentication, face authentication is easier to perform for mobile payment.
As the development of mobile technologies, biometric authentication is expected to be adopted wider
in mobile payment (Carton, Hedman, Damsgaard, Tan, & McCarthy, 2012).

3.2. Anonymous Biometric Authentication and Mobile Payment Management Flow

Anonymous biometric authentication in mobile payment aims to protect users’ identity and to achieve
confidential communication and secure transaction. In practice, anonymous biometric authentication
can effectively prevent users’ information disclosure in interactions and protect users’ privacy in
mobile payment. However, standards and consistent requirements are missing in authentication
of mobile payment. Although technology requirements for secure mobile payment have been met,
flow management in mobile payment is still at its early stage. A wide-accepted flow management
is not available for mobile payment. As shown in Figure 1, each component in flow management of
mobile payment works individually. Accordingly, loopholes exist in existing flow management of
mobile payment.

Take fingerprint authentication in mobile payment for an example. If users’ signature is accepted,
users’ fingerprint is preprocessed on users’ mobile devices and then transmitted from users’ mobile
devices to an authentication server. Next, minutiae in users’ fingerprint are extracted on the server. At
last, fingerprint templates matching is conducted on the server to find whether there is correspondence
between a processed fingerprint image and one or more stored templates. A matching algorithm is
required to perform the matching. If matching is found, the authentication is successful, and users
can move to the next stage of transaction in mobile payment.

Face information includes eye model, nose and mouth vector triangle features, and expression
features. In face authentication, a local field information assembly model O is generated for each
person. Model O is a topographical structure model, where O=[(x,y),0,,0,,0 .f] (A, B, C are different
feature points). In addition, face features of individuals are collected for generating the identity template
standard structural assembly O’=[(x’, y*), 6,°,0,’, 8, f] when users initiate face authentication. If
detail points in users’ face feature are same, the directional field and frequency field of O, A, B, C
are same as well: Yo(x,y)=¥’0’ (x, y). Otherwise, displacement and rotation between a processed
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Figure 1. Anonymous authentication and management flow in mobile payment
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face image and one stored template can be found. All nodes in users’ face need to be calculated for
finding whether the deviation of certain statistical points of the standard nodes in O is more than O’
(see Figure 2).

3.3. Anonymous Authentication Payment Transaction Application and Management

Anonymous payment needs mobile payment users to initiate the transaction request, including the
category and quantity of purchased items, total amount of expenses, as well as the list of purchased
items. Transactions of mobile payment occur on mobile payment users’ devices and mobile payment
platforms by following the steps below.

First, users’ face feature is collected and preprocessed by their mobile devices. The radiofrequency
camera in users’ mobile devices collects users’ face. Some parameters, such as system
identification threshold and identification refuse rate FAR, are initialized.

Users’ mobile devices send real-time request to the mobile payment platform asking for double-
way authentication. After the request is received, the mobile payment platform conducts search in
stored templates based on received characteristics and then discloses the face template it found.
Next, a comparison between collected face data and the disclosed template is conducted by the
mobile payment platform. At the end, the result of the comparison is returned from the mobile
payment platform to users’ mobile devices. If there is no matching, the mobile payment process
stops.

If there is a matching in the comparison, the mobile payment platform establishes the transaction
record and creates the product list PC_Dlist in this payment. Then the mobile payment platform
follows its security encryption protocol standard to establish a public key K, and a private key K.
The encryption protocol management involves two categories of protocols, namely symmetrical
protocols and asymmetrical protocols. Among these two protocols, asymmetrical one provides
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Figure 2. Flow of getting the mobile payment key from biometric identity modeling
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record to acquire the total amount in the transaction. At this stage, if mobile payment users do not
cancel their transaction, the mobile payment platform will continue the process by establishing
the automatic expense settlement based on users’ authorization commitment and generating
the settlement disposal result. Next, the mobile payment platform saves the transaction record
PC_Dlist, keeps the transaction time, authorizes the information from users’ mobile devices,
and processes the record PC_Dlist and anonymous mobile transactions. At the end, the mobile
payment platform closes the transaction line and ends the linking to users’ mobile devices. If
users make mobile payment for their online shopping, the shopping site will arrange shipping
for users after it receives the confirmation of payment.

4. SUMMARY OF USER AUTHENTICATION IN MOBILE PAYMENT

The advent of electronic commerce, the growth of the Internet, and the development of wireless
technologies promoted various payment methods in the past two decades (Bi et al 2018; Huang et al
2018; Lu 2018; Xu, He and Li 2014; Xu, Xu and Li 2018). Wireless technologies, such as Near Field
Communication (NFC), Bluetooth, Quick Response (QR) Code, and Radio Frequency Identification
(RFID), enable consumers to process payment over mobile networks with their mobile devices for
both online purchases and offline micropayments (Cheng et al 2018; Jia et al 2018; Jiang et al 2014;
Li et al 2013, 2015, 2018; Mao et al 2016; Wang et al 2014; Xu and Viriyasitavat 2014; Yang and
Xu 2018; Zhai et al 2016). Mobile payment involves great uncertainty and risk given its electronic
and wireless nature. Therefore, mobile payment needs to integrate identity authentication and privacy
protection for strengthening access control. Compared with password authentication, biometric
authentication can provide safer authentication. Particularly, anonymous biometric authentication
can effectively prevent users’ information disclosure in interactions. Biometric authentication has
be adopted in mobile payment in recent years. For example, Apple, Alipay and Wechat Payment
adopted fingerprint authentication in mobile payment in 2013. Later, Alipay and Wechat Payment
apply face authentication in mobile payment. Biometric authentication is expected to be adopted
more widely in mobile payment (Du, Wang, Du, Xu, Chaudhry, Bi, Guo, Huang, & Li, 2017; Kim,
Mirusmonov, & Lee, 2010).

Although the main mobile payment platforms have adopted biometric authentication and
technology requirements for secure mobile payment have been met, standards and consistent
requirements are not available. The flow management of user authentication in mobile payment is
still at its early stage. Accordingly, this paper proposes an anonymous authentication and management
flow for mobile payment to support secure transaction, to prevent the disclosure of users’ information,
and to reduce identity theft.

The proposed management flow integrates public key and private key generation, encryption and
decryption of the transaction, tracing management, and matching to process users’ personal information
and biometric characteristics based on mobile equipment authentication carrier. The management
flow supports safe business transactions and payment settlement in mobile payment by reducing
internal identity alteration and decryption risks. Anonymous authentication of biometric identity will
be adopted more widely in mobile payment. Future studies should validate the management flow
proposed by this paper and integrate pseudo face, fingerprint, and dynamic identity authentication to
improve user authentication in mobile payment (Chen 2017; Lu and Xu 2018; Xu 2017; Xu et al 2009).
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