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Generalized closest substring encryption

Abstract

We propose a new cryptographic notion called generalized closest substring encryption. In this notion, a
ciphertext encrypted with a string S can be decrypted with a private key of another string S/, if there exist a
substring of S, i.e. S*, and a substring of S', i.e. S*, that are "close" to each other measured by their
"overlap distance". The overlap distance between S* and S*' is the number of identical positions at which
the corresponding symbols are the same. In comparison with other encryption systems, the closest
notion is the Fuzzy-IBE proposed by Sahai and Waters. The main difference is that the Fuzzy-IBE
measures the overlap distance between S and S', while ours measures the overlap distance of all of their
substrings (including the complete string), and we take the maximum value among those. The overlap
distance between their substrings will measure the similarity of S and S' more precisely compared to the
overlap distance between the two complete strings. We note that embedding this overlap distance in an
encryption is a challenging task, in particular in order to achieve a practical scheme. Therefore, we invent
a new approach to develop a practical generalized closest substring encryption system. The novelty of
our approach relies on the way we generate ciphertext and private key representing the complete string
so that they can still measure the overlap distance of substrings. The size of ciphertext and private key
grow linearly only in the length of the input string. We prove the security in the selective model under a
generalization of decision g-Bilinear Diffie-Hellman Exponent assumption.
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Generalized Closest Substring Encryption

Abstract.

We propose a new cryptographic notion called a generalized closest substring encryption. In this notion, a ciphertext
encrypted with a string .S can be decrypted with a private key of another string S, if there exist a substring of .S, i.e. S,
and a substring of S’, i.e. S’, that are “close” to each other measured by their “overlap distance”. The overlap distance
between S and S’ is the number of identical positions at which the corresponding symbols are the same. In comparison
with other encryption systems, the closest notion is the Fuzzy-IBE proposed by Sahai and Waters. The main difference is
that the fuzzy-IBE measures the overlap distance between S and S’, while ours measures the overlap distance of all of their
substrings (including the complete string), and we take the maximum value among those. The overlap distance between
their substrings will measure the similarity of S and S” more precisely compared to the overlap distance between the two
complete strings. We note that embedding this overlap distance in an encryption is a challenging task, in particular in order
to achieve a practical scheme. Therefore, we invent a new approach to develop a practical generalized closest substring
encryption system. The novelty of our approach relies on the way we generate ciphertext and private key representing the
complete string so that they can still measure the overlap distance of substrings. The size of ciphertext and private key
grow linearly only in the length of the input string. We prove the security in the selective model under a generalization of
decision g-Bilinear Diffie-Hellman Exponent (BDHE) assumption.

Keywords: Encryption, Closest Substring Problem

1 Introduction

Pattern matching problem has been primarily used in many computational biology applications. In this
work, we investigate an important class of pattern matching problem, namely the closest substring problem
in the context of encryption. The closest substring problem [21] is formalized as follows. Given k strings
S1, 59, -+, Sk over an alphabet X and integers L, dy, we are to find a string S (of length L) and a substring
of each .5; (of the same length L), denoted as 5}, such that the Hamming distance between .S and each S”l is
at most dp. That is, the number of identical positions at which the corresponding symbols are the same is
at least d, where d = L — dp. The value d is known as the “overlap distance” (which is the similar notion
used in [30]). The closest substring problem has been found very useful in bioinformatics, such as primer
design [20, 27], genetic probe design [18], antisense drug design [11], and motif finding [10], as it can be
used to measure the similarity between two strings more precisely via their substrings compared to other
measurements like measuring the overlap distance between two complete strings.

In this work, we are motivated to equip an encryption with a closest substring measurement, which is
a generalization of the closest substring problem. Informally speaking, an encryptor constructs a ciphertext
by encrypting a message using a string .S and broadcasts it to all recipients. A recipient of the ciphertext
can decrypt it with a private key of string S’, if and only if the overlap distance between S and one of the
substrings of S’ is at least d. A potential application scenario of this encryption exists in bioinformatics.
The string S represents a DNA pattern associated with some disease or some specific pattern, while S’ is an
individual’s DNA sequence. A sensitive message is encrypted with the string S and the encryptor wants to
ensure that only the owner of the DNA sequence S’ that matches the pattern S under the closest substring
measurement can decrypt the ciphertext.

To measure similarity of the two strings more precisely, we consider the measurement on their sub-
strings. Subsequently, we generalize the decryption condition where the ciphertext can be decrypted if and
only if the overlap distance between one of the substrings of .S and one of the substrings of S’ is at least d,
and hence, the notion of generalized closest substring encryption. This generalization allows us to acquire
substrings with a larger overlap distance compared to the closest substring problem between a string and a
substring. As an example, consider two strings' S = ATCGT and S’ = TCGTATGGA. We find that

! The strings used in this example are taken from letters used in DNA molecules, and therefore X = {G, A, T,C?}, where they
denote Guanine, Adenine, Thymine and Cytosine, respectively.



the overlap distance between S and a substring of S’ is at most three (the substring of S’ is ATGGA, and
hence, the overlap distance is obtained from ATCGT and ATGG A), but the overlap distance between a
substring of S (i.e, TCGT) and a substring of S’ (i.e, TCGT) is four.

The closest cryptographic primitive to the generalized closest substring encryption is the fuzzy identity-
based encryption (IBE) [30] introduced by Sahai and Waters. Fuzzy-IBE allows a ciphertext encrypted with
a string S to be decrypted with a private key of string S, if and only if the overlap distance between S and
S’ is at least d. We notice that this distance measurement is not suitable for distance measurement between
substrings. In the example above, when we use the definition of an overlap distance between S = ATCGT
and 8’ = TCGTATGG A as defined by Sahai and Waters [30], we will obtain zero and then judge these
two strings as irrelevant. This is because the comparison is performed between the string ATCGT and
TCGT A only. In the following table, we list the comparison of decryption conditions among fuzzy-IBE,
closest substring encryption (CSE) and generalized closest substring encryption (GCSE).

Encryption Notions Decryption Conditions d < dx
Fuzzy IBE dr = the overlap distance between S and S’
CSE dc = the maximum value of overlap distance between S and a substring of S’.
GCSE dg = the maximum value of overlap distance between a substring of .S and a substring of S’.

Table 1. Various encryption notions. Here, we assume a ciphertext is encrypted with a string .S and we want to decrypt the ciphertext
using a private key of another string S’, where d denotes a threshold value and dx is the defined distance in the corresponding
encryption notion. As an example, let S = ATCGT and S’ = TCGTATGGA. We have dr = 0,dc = 3 and dg = 4. The
definition of d¢ measures the similarity of S and S’ more precisely than the other two definitions.

Trivial Construction A trivial construction of GCSE can be obtained by modifying fuzzy-IBE. In compar-
ison with fuzzy-IBE, the difficulty of constructing a GCSE system is the fact that we do not know which two
substrings will produce the overlap distance larger than the threshold value until both strings are provided.
To address this problem, we can split the string into many independent strings. Suppose 7 is the length of
string. Let S = s182 -+ s, and the i-th substring of .S be g[i] = $;Si+1 - - Sn, Where s denotes a symbol
from an alphabet. More precisely, the trivial construction works as follows. We split the string ' into the set
of strings {5'[1}, 5'[2], cee S'[n]} and S’ into the set of strings {5‘{1}, Af2], e S'fn]} To encrypt a message with
S, we generate all ciphertexts of fuzzy-IBE encrypted with all produced strings of S. Similarly, we compute
private keys of fuzzy-IBE on all produced strings of S’ If there exist a substring S of S and a substring S of
S’ where their overlap distance is at least d, the recipient of ciphertexts will select the ciphertext encrypted
with S and the private key of S’ to extract the message.

Unfortunately, the above trivial construction is inefficient and accompanied with O(n) numbers of ci-
phertexts and private keys of fuzzy-IBE. We note that the most efficient fuzzy-IBE scheme (or more gener-
ally threshold attribute-based encryption [16]) in the literature can achieve constant-size ciphertext, but the
private key size grows linearly at least in the length of total attribute number. It means this trivial construc-
tion for GCSE gives O(n?) size of private keys. Notice that O(n?)-length private key is quite impractical
especially when the encryption is proposed for the aforementioned applications. In a gene sequence, the
average length of a gene is 27 thousands [22]. If we want to generate a private key for such a long gene
sequence, we have n = 27,000 and O(n?) is impractical in terms of implementation. Another drawback of
this trivial construction is in the encryption phase. When each ciphertext computation costs O(n) time (e.g.
[30, 16)), it requires O(n?) time in the encryption phase of GCSE. Hence, this trivial construction, although
straightforward, is undesirable.



Our Contributions We formalize the notion of Generalized Closest Substring Encryption (GCSE in short).
Briefly, a ciphertext encrypted with a string S can be decrypted with a private key of another string S’ if and
only if the overlap distance between one of the substrings of .S and one of the substrings of S’ is at least d.
The number d is determined by either the key authority during key generation or an encryptor in ciphertext
generation, but in this work, when referring to the definition and construction of GCSE, we focus on the
first type, unless it is specified otherwise. We note that this encryption system does not restrict the identical
length of S and S’. It is also applicable to those scenarios where the string S” of the private key is much
shorter than the input string .S used in the encryption phase.

We invent an entirely new approach in the construction of GCSE, which is much more efficient compared
to the trivial construction. We map strings .S, S’ into two specific integer strings E, K respectively, with the
same length. If there exist a substring of S and a substring of S’ such that their overlap distance is at least d,
we can find d pairs (For each pair, one is from £ and the other one is from K) of integers such that their sums
are all equal to some specific integer. There is no restriction (e.g. identical positions) in choosing integers,
and hence we do not need to split strings S and S’ into many strings. In our construction, a ciphertext
encrypted with an ni-length string S consists of n; + 2 group elements. A private key for an no-length
string S’ only consists of ng group elements. Both ciphertext and private key therefore grow only linearly
in the length of string. Our encryption and decryption also cost linear time only in the length of input string.
We prove the security of our system under the selective model. The security is based on a generalization of
decision g-Bilinear Diffie-Hellman Exponent (BDHE) assumption. Additionally, we also construct a GCSE
system of the second type, which allows flexibility for the encryptor to determine the overlap distance. The
trade-off is a bit longer ciphertext and private key in comparison to the first scheme.

1.1 Overview of Our Construction

In this section, we give a high level overview of the main ideas of our construction. For strings with alphabet

size |X| = ¢, we use an integer from the integer range [1, ¢| to represent each symbol. In this work, we
assume that each symbol is from the space [1, c|.
Let S =515 -+ sp, € [L, /™ and §' = s sy --- 57, € [1,¢]", where s; denotes the i-th symbol

of string S. If there exist a substring of S and a substring of S’ such that their overlap distance is at least
d, denoted by C'S(S,S") > d, then there exist integers a1, as, L such that the overlap distance between the
following two L-length substrings is at least d.

do (Sa1+1 Sar+2 " Sar+L> S:lz-i—l 51124-2 e S;g—‘,—L) 2 d.
In other words, we can find at least d number of identical locations (integers) {b1, ba, - - -, by} from {1,2,---, L}
such that sq, 44, = 5212+bi forall b; € {b1,ba,---,bg}.

The main ideas of our construction are inspired from the following observation. Let £ and K be two
particular strings defined as
E =E[]E[2] E[3]---E[ni1]: E[i]=c-(n1 —1)
K = K[1)K[2]K[3]---K[n9] : K[i]=c-1,
where E/[i], K[i] denote the i-th symbol of E and K, respectively. We observe that the sum of E[a; +b;] and
Klag + b;] is equal to ¢ - (n1 — a1 + ag), which is independent of b;. Next, we consider E and K embedded
with S and S’ respectively, which are defined as
E=E[E[2]E[3]---E[n1]: Elij=c-(n1 —1)+s;
K =K[1]K[2]K[3]---K[na] : Kl[i]=c-i—s].
We have Efi| + K[i'| = ¢ (n1 —i+1') + s; — s},. The sum of E[i| and K [¢'] falls into the following two
cases associated with C'S(S, S").



— Case 1: If CS(S,S") > d. Then, there exist at least d pairs (E[é], K[i']) with distinct ¢’ satisfying the
equation E[i] + K[i'] = ¢ j for some integer j. From the definition of C'S(S, S’), they are

(E[al—i—bi],K[aQ%—bi]) s i=1,2---,d, j= (77,1 —a1+a2).

— Case 2: C'S(S,S’) < d otherwise. In this case, for any integer j, we found that the number of pairs
(Eli], K[t']) satisfying E[i] + K[i'] = c- j is less than d. In particular, when s; # s/, for any i and 7/,
we have Efi] + K[i'] = ¢ (n1 —i+ 1) 4+ s; — s, # 0 (mod c). It means that the number of pairs
satisfying F[i] + K[i'] = ¢ - j for any j is zero.

We note that the above two strings E¥ and K have a similar classification under the overlap distance
between S and S’, where a1 = ag = 0.If dp (S, S”) > d, there exist at least d pairs (E[¢], K [¢']) with distinct
i’ satisfying E[i] + K[i'] = c - j for some j. They are (E[bi], K[b1]), (E[bs], K[b2]), -, (E[ba], K[ba])-
Otherwise, the number of pairs (E[i|, K[i']) satisfying E[i| + K[i'] = ¢ - j for j = ny is less than d. The
difference is that j must be equal to n; instead of any integer in Case 2 . Therefore, a GCSE system based
on these embedded integer strings could imply a fuzzy-IBE system if the changed definition on j in Case 2
will not affect the security.

Our GCSE construction is based on the above observation. In particular, we use embedded E in encryp-
tion for string S and embedded K in private key generation for string S’. To understand our idea clearly, we
will first introduce the generation of private key as follows.

The private key skg: of S" = s} s} -+ s, is defined as gD for i = 1,2, ny. Here, g is a

group element of pairing group with p prime order, f(z) € Zy[z] is a random (d — 1)-degree polynomial
function and f(0) = 7 is constant. The master secret key is («a, 7).

The ciphertext encrypted with S = s1 s - - sy, is generated as follows. The encryption algorithm first
selects a random number € Z, and computes e(g, g)" to encrypt message. Next, it generates two other
parts of ciphetext for decryptors to compute e(g, g)". The first part of ciphertext is defined as gm‘c(”l*iwsi
forall: = 1,2,---,ny, where gal for all potential integers [ are the master public key. The second part of

ciphertext is ¢”", where ¢ and ¢” ~H(A=Ta™) for all j=1,2,---,2n are the master public key.

The decryption on the ciphertext for S by using the private key skg is available iff C'S(S,S") > d.
Let a1, a2, b1,ba,- -+, by be integers satisfying sq, 45, = 3112 4p,- Using the result in Case 1, the decryption

clag+b)—sl Ly )
algorithm first picks g"* from the ciphertext and gf(22+bi)a "% from the pri-

vate key for all b;. Then, it computes e(g, g)"F (az+bi)actri=e1te2) g aq) {by1,ba, - -+, by }. Next, it computes
e(g, 9)"! (0)ac (m=erta) by running the Lagrange polynomial interpolation. Finally, the decryption algorithm

e(ny—a1=bj)+sq; 4o,

1 ) -1 c-(n1—aj+a . . c(ny1—ai+a
picks j = 1y —aj+as and computes e(gF", gf ' (1= T2 which is equal to e(g, g)7 7T T
c(np—ajta —mrnc(ny—aq+a
ac(ni-a1 2),€(g7g>r r-racni—ai+ag)

The multiplication e(g, g)"/(©)
which is used to extract the message.

is the final encryption key e(g, g)",

The security requires that an adversary cannot decrypt a ciphertext encrypted with S using a private
key skg for (S',d) if C'S(S,S’) < d. In the following, we provide an intuitive analysis to show why
this security holds. Since the adversary can easily compute e(g, ¢)" """ from the master public key and

ciphertext for any j € {1,2,---,2n}, it must be hard to compute e(g, g)" 7" without a valid private key.

rac(ni—i (Z-/)OCC"L'/*

N
5 for any ¢ from the ciphertext and g/ " for any ¢’ from the private key, the
c(nl—i+i/)+si—s/.

" The complete computation results are provided in the

Given g

adversary can compute e(g, g)’“f (i)



following array

e(g, g)rf(a:1,1)a1 e(g, g)Tf(3?1,2)al ey, g)rf(xl’ll)oa:
6(97 g)rf(l72,1)a2 e(g, g)Tf(332,2)a2 o e(g, g)Tf(xQ’ZQ)Oé ’ (1)
e(g’ g)T‘f(ZEan,I)QQ'ﬂC e(g’ g)T‘f(Ian,2)o¢2"C . e(g’ g)T‘f(wgncybne)aan

where 1 < x; ;; < ny are distinct in each row and the maximum exponent of « is not more than 2nc. In this
array, we use /; to denote the number of group elements in the i-th row. If C'S(S, S”) < d, we deduce l..; < d
for any positive integer j € {1,2,---,2n} according to Case 2. The computation task of the adversary is to
compute e(g, ¢)"/ (O for any j from computation results in the array (1) where le.j < d.

We found the above computation task is not easier than computing e(g, g)" from given group elements
e(g, g)mZ forall t = £1,£2,---,+q and ¢ = 2n + 1, which is a variant of g-BDHE problem defined in
[5]. To prove this transformation, we program the function f(x) as

n l -j )
f(x) = wa + Z (H(w - xc.j,i)%),
j=1 i=1

where w is a random number and w; ! = Hi;Jl(O — Zji). We have f(0) = wa + Y7, -

A - It is

J j=1 qcJ
not hard to verify that each group element in the array (1) can be seen as a multi-exponentiation from
e(g,9)™ for i = £1,+2, -, £q without the need of e(g,g)mo. Meanwhile, e(g, g)" can be extracted
from e(g, g)"/ (O for any j € {1,2,---,2n}. Thatis, if e(g, ¢)"/ (O’ for any j is computable from the

array (1), we are able to program the reduction to solve the ¢-BDHE problem.

The security assumption we finally adopt is the generalization of decision g-BDHE problem. Let h = ¢".
The assumption says that it is hard to distinguish e(g, h)o“0 from a random element, when given

¢ reX, hWWyeY

where X, Y are two integer sets chosen by the adversary satisfying |z| < ¢, |y| < gand z+y # 0 for Vz €
X,Vy € Y. This assumption is one type of decision (P, @, f)-general Diffie-Hellman assumptions [3].
We give a proof that the adopted assumption holds in the generic group model. The formal security proof
of our system is based on the above intuitive analysis and programmed function f(z) in each private key
simulation.

1.2 Other Related Work

Identity-based encryption is the basic form of functional encryption which is proposed from a designated
receiver. The first fully secure construction was proposed by Boneh and Franklin [4] using bilinear pairing.

Functional encryption is an emerging paradigm for public-key encryption. In a functional encryption
system a user will learn F'(k, M) from decryption which is determined by the functionality F'(-,-) of the
encrypted message M and the input private key of value k issued by some authority. The beginning of func-
tional encryption can be traced back to the fuzzy-IBE [30] and attribute-based encryption (ABE) [15]. The
forms of ABE fall into Key-Policy ABE and Ciphertext-Policy ABE. In KP-ABE, a ciphertext is associated
with a set of attributes and a private key is associated with a function. The decryption will be successful
if the function accepts the set of attributes. On the contrary, in CP-ABE, a ciphertext is associated with a
function while a private key is associated with a set of attributes.

Over the past several years, there have been significant works on functional encryption including def-
inition [26, 6], adaptive security proof [19, 24], revocation of private keys [29], multi authorities [7, 8] and



the expression of function. The core of functionality has also been developed to support various operations,
such as threshold [30, 16], AND gates [9, 32], monotone span programs [15, 2], inner product [17,23, 19,
25], circuit [13, 14] and DFA (Deterministic Finite Automata) [31]. The proposed constructions [30, 1] of
fuzzy-IBE in the literature can be seen as one type of ABE with threshold functionality. Among the existing
functional encryption schemes, fuzzy-IBE is the only notion introduced to measure a certain distance of two
strings that supports error-tolerance. There is no other encryption systems which provide a more advanced
distance measurement.

2 Definitions and Assumption

2.1 Definition of Overlap Distance Between Substrings

Let strings be over alphabet X' with size c¢. We use an integer from [1, ¢| to denote each symbol in X.
Based on this knowledge, let S = sy 53 -+ 55, € [1,¢[™ and " = s 55 -+ 57, € [1,c]"2, where s;

denotes the i-th symbol of string S. We say S and S’ have a substring with overlap distance d, denoted by
CS(S,S") > d, if there exist integers aj, as, L such that

/ / /
do (Sa1+1 s(l1+2 e SCL1+L; Sa2+1 Sa,2+2 o Sa2+L> Z d

Here, do (-, -) denotes the overlap distance of two given L-length strings and is used to count the number of
identical positions at which the corresponding symbols are the same. We note that the overlap distance is
equivalent to the length of string subtracting their Hamming distance.

When C'S(S,S’) > d, there exist identical locations (integers) {b1, ba,---,bs} C {1,2,---, L} such
that s,, 1, is equal to 322+bi fori = 1,2,---,d. Let k; = a1 + b; and k[ = ag + b; be the positions of
symbols s,, 14, and 3512 +p, in the complete string S and .S !, respectively. We have

K, — ki =kh—ky=ky—kg=- =k, — kg = as — ay.

2.2 Definition of Generalized Closest Substring Encryption
A generalized closest substring encryption comprises the following four algorithms.

Setup The setup algorithm takes as input the security parameter and integers (n, ¢), where n denotes the
maximum length of string and c is the size of alphabet of strings. It returns a master public key M PK
and a master secret key M SK.

Encryption The encryption algorithm takes as input the master public key M PK, a string S with |[S| < n
and a message M. It outputs a ciphertext C'T".

Key Generation The key generation algorithm takes as input the master secret key M S K, a string S’ with
|S’| < n and an overlap distance d. It returns a private key skg for (S’ d).

Decryption The decryption takes as input a ciphertext C'I" encrypted with .S, the master public key M PK
and the private key skg: for (S, d). The decryption algorithm attempts to decrypt the ciphertext and
outputs the ciphertext if C'S(S, S”) > d. Otherwise, it simply returns the symbol L.

Correctness for Generalized Closest Substring Encryption Considerall (M PK, MSK), (n,c), (S, M)
and (5, d, skg/). Suppose C'T is generated from (M PK, S, M) and skg is computed from (M SK, S’, d).
If C'S(S,S’) > d, we have the decryption on C'T" using the private key skg which will output message M.

Security for Generalized Closest Substring Encryption Without a valid private key for (S’, d) satisfying
CS(S,S") > d, it requires that an adversary knows nothing about the message in C'T" encrypted with S.



2.3 Definition of Security Model

We now describe the security model for the GCSE. The security model is similar to an identity-based
encryption. An adversary can only query private keys for (S;,d;) satisfying C'S(S*,S;) < d; when S*
is the challenge string. Otherwise, the adversary can trivially win the game by decrypting the challenge
ciphertext by itself. The game between an adversary and a challenger is defined as follows.

Setup. The challenger first runs the setup algorithm, gives M PK to the adversary and keeps M SK by
itself.

Phase 1. The adversary makes private keys queries for any string and overlap distance (.S;, d;) adaptively
chosen by itself. The challenger runs the key generation algorithm and returns the private key skg, to
the adversary.

Challenge. The adversary submits a string S* and two messages My, M for challenge. It requires that
CS(S*,S;) < d; holds for all (S;, d;) queried in the phase 1. Then, the challenger flips a random coin
coin € {0,1}, and computes CT* = Encrypt[S*, M.in|. The challenge ciphertext C'T™ is given to
the adversary.

Phase 2. Phase 1 is repeated with the restriction on any (.5;, d;) satisfying C'S(S*, S;) > d;.

Guess. The adversary outputs a guess coin’ of coin.

The advantage of the adversary in this game is defined as ¢ = Pr[coin’ = coin| — %

Definition 1. A generalized closest substring encryption system is (t, qx, €) semantically secure if for all t
polynomial time adversaries who make qj. private key queries have a negligible advantage € in the above
game. We say that the system is selectively secure if we need to add a selective-S phase before the setup

phase, where the adversary commits to the challenge string S*.

2.4 Complexity Assumption

Let BG = (G, Gr, e, p, g) be a bilinear group and g be a group element from G. Here, G, Gy are groups
with prime order p and e is the bilinear map. The security proof of our system is based on the generalization
of g-Bilinear Diffie-Hellman Exponent problem. The g-Bilinear Diffie-Hellman Exponent problem, which

was first introduced in [5], is to compute e(h, g)*’, when given h, g, g%, - - - g™ g™ g™ This
problem is equivalent to computing e(h, g) when given h, g®" for all i = +1,+2,---,+q. We note that
all exponents of « (i.e. 0 in the h base and +£1,+2,---,+¢q in the g base) in the given instance are not

determined by an adversary.

In the generalization of g-Bilinear Diffie-Hellman Exponent problem (¢-GBDHE in short), all exponents
of « in the given instance are conditionally determined by the adversary. In this problem, the given instance
is generated by a challenge oracle. An adversary is allowed to query two integer sets X, Y to this challenge
oracle that returns ¢®* for any = € X and returns h®" for any y € Y, where the two integer sets X, Y satisfy
the following restrictions.

— All absolute values of integers in X and Y are not larger than q.
— The sum of x and y is nonzero for Vx € X and Vy € Y.

Then, it must remain hard to compute e(g, 7)™
We say that an adversary who outputs the guess on Z has advantage ¢ in the solving the decision g-
GBDHE problem if

Pr [AOC(')*X’Y(Z = (g, h)) = o} ~Pr [AOC(')’X’Y(Z —R) = o}

= €.




The integer sets in the variant of ¢-BDHE problem are X = {+1,+£2,--- 4+¢} and Y = {0}. Boneh,
Boyen and Goh [3] introduced a general Diffie-Hellman exponent assumption (P, @), f)-GDHE, which has
included many assumptions including the g-BDHE assumption. Actually, our assumption is also one type
of the decision (P, @, f)-GDHE assumptions with a specific P definition. In the Appendix, we review the
general GDHE problem and give a proof that the decision ¢-GBDHE assumption holds in the generic group
model.

Definition 2 (Decision ¢-GBDHE). We say that the decision generalization of q-Bilinear Diffie-Hellman
Exponent assumption holds with (t, €) if no t-polynomial time adversary has a non-negligible advantage €
in solving the problem.

3 Construction

In this construction, the authority determines the overlap distance d for input string during the key gener-
ation. A random (d — 1)-degree polynomial function f(x) € Zp[z] is chosen in the key generation where
£(0) is constant for all strings. The interpolation polynomial in the Lagrange form is used for decryption.
Let Ay, 4 be the Lagrange coefficient for b; € {b1,bs,---,bq} € Z, to compute f(0). We define f(0) is

computed as f(0) = Hle f(bi)Abi,d'

3.1 Algorithms

Setup The setup algorithm takes as input a security parameter 1* and integers (n, c), where n denotes the
maximum length of string and c¢ denotes the size of alphabet Y. It first chooses a bilinear group BG =
(G,Gr,e,p) and a random group element g € G. The algorithm then chooses random «, 8, 7 from Z,,.

Finally, forall¢ = 1,2,---,cnand j = 1,2, -- -, 2n, group elements g;, ug, u;, eg are computed as follows
gi:gai: 7;:1727”'7671
U = 9’8
uj =g G212,

eo = e(9,9).

The master secret key includes (g, «, 7), and the master public key are the description of bilinear group
along with (n, ¢, g;, uo, uj, €9) foralli =1,2,---,cnand j = 1,2,---, 2n.

Encryption The encryption algorithm takes as input the master public key, an n;-length string S =
S1 82 +++ Sp, € [1,c]™ for any n; < n, and a message M € Grp. The encryption algorithm chooses a
random r from Z,, and creates the ciphertext as follows.

Cm=c¢lg,9) " M
C() = ’U,6

Cz:gg( =12 m

n1fi)+si : 7’
The output ciphertext is CT = (Cyy,, Co, C1, -+, Ch,).

Key Generation The key generation algorithm takes as input the master secret key, an na-length string
S =5 sy - s), €[1,¢]" for any ny < n and an overlap distance d. The algorithm begins by randomly

choosing a (d — 1)-degree polynomial function f(z) € Zy[z] such that f(0) = 7. Then, the algorithm



ci

computes ge.; s = g “and f; = f(i) foralli =1,2,-- - no. Finally, it computes the private key of S’
as follows. ;

skgr = (sku, ska, -+, skn,) = (gill—s’l’ g£22_5,2, ) gc'nn22—sh2>'
Decryption Suppose that a ciphertext C'T is encrypted with S and we have a private key skg for (S, d)
where C'S(S,S”) > d. Then, there exist integers a1, ag, L such that

/ / /
do <5a1+1 Sar+2 " Sar+Ls Sap+1 Sas+2 T Sa2+L) > d.

and s4, 4, = 3:12+b1- for at least d number of locations b; in {b1, ba,---,bs} € {1,2,---,L}.
The decryption algorithm begins by computing:

Jag+b; e(ni—aj+ag)yf .

_ T 2104 _ o rf(az+b;

e(CalJFbi’ Ska2+bz‘) - e<gc(n1—a1—bi)+sal+b.’gc(QQ—‘,—bi)—g; ) 6(979) (a2 )'
i 2

Then, the ciphertext can be decrypted as

d
c(np—a a . Aa i»
Cm . e<00>un17a1+a2> . H (e(g’g)a (n1—a1+ Q)Tf(az-i-bz)) 2+b;,d
1=
=e(g,9)"" - M -e(g, g)T—r~fra‘f("1*d1+a2) e(g, g),,‘f(o)ac(nlfa1+a2)
=M.

3.2 CCA Security and Flexible Overlap Distance

The construction is proposed for chosen-plaintext security. We can extend it to chosen-ciphertext security by
applying the techniques of using simulation-sound NIZK proofs [28], or the Fujisaki-Okamoto transforma-
tion [12] based on random oracles. The corresponding security model is similar to identity-based encryption,
where it allows the adversary to make any decryption query except the challenge ciphertext.

In this construction, the overlap distance is determined by the private key generator. It will be more flex-
ible if an encryptor can decide the overlap distance in practice. That is, the encryption takes as input S and
an integer d.. A private key of any string S’ can decrypt the ciphertext if C'S(S,S") > d.. Fortunately, our
construction can be extended to encryption with a flexible overlap distance d. decided by the encryptor. We
present the construction with flexible overlap distance in the Appendix. In our construction, the encryption
takes as input (.S, d.) and the private key generation takes as (S, d), where d is a fixed value for all strings
and d. < d. The corresponding decryption will be successful if C'S(S,S") > d.. The extension additionally
generates d — d group elements in ciphertext and n + ny + d group elements in private key.

4 Security Proof

In this section, we prove the security of our construction. To simplify the proof, we first give three lemmas
to explain why the simulation will be successful without abortion in the selective model.

Definition 1 Let n,n*, n;, c be positive integers satisfying n;,n* < nand 2 < c. Let S* = 5159+ Spx €
[1,c]" and S; = stsh--- sf” € [1,c]™. Define S;- forall j = 1,2,---,2n to be subsets of {1,2,---,n;},
where k € Sj if there exists k™ € {1,2,---,n"} satisfying

c(n* —k*) 4 sp+c-k—sp=c-j

Define T};forall k=1,2,---,n; to be subsets of {1,2,---,2n}, where j € T}; ifk ¢ S;



In the above definition, S; is defined to capture all integers {xc; 1, Zcj 2, -, J:ijlcj} defined in the array
in Section 1.1 for string S;, and ']I‘}'g is defined to capture remained exponents of « in gi gf_)sz . We have
c(n* — k") +sp +c-k—si<cn—1)+c+en—1=2nc—1<c(2n)
holds for all k* and k, such that S}, = (). Therefore, we have 2n € T, because k ¢ S, .
Lemma 1 IfCS(S*,S;) < d;, we have |S;\ <d;forallj=1,2,---,2n.

Proof. Otherwise, without loss of generality, suppose S; = {ki, k2, - - -, kg, } that has d; integers. According
to the definition of S;, there exist k7, k3, - - -, k. from {1,2,--,n*} such that

c(n*—/@i‘)—l—ski«—l—c-kl—szl:c(n*—ki‘+k‘1)—|—skf—sfﬂ:c-j

c(n*—ks)—i—sk;—i—c-kg—siz:c(n*—ké‘—i—kg)—i—sk;—322:c~j

o(n® —ky,) + sky +cka, — s, =c(n® =k +ka) +suy — sp, =c

From the above equations, we have Sk = Si;]- (mod ¢) and then deduce Skr = s};j forall j =1,2,---,d;
from the definition of s € [1, ¢]. Then, we also have

ki —k1=ky —ko=---=ky — kg, =n"—j.
do (Ski‘ SkY+1 Ski+2 0 Sk 821 521+1 521+2 32d1> > di,
and then C'S(S*, S;) > d;, which is contrary to C'S(S*, S;) < d;. This completes the proof of Lemma 1. [J

Lemma 1 is used in programming a (d; — 1)-degree polynomial function f(z) for the key generation on
S;. The following two lemmas are used to indicate that the two integer sets X, Y chosen by the simulator
will be accepted by the challenge oracle of the decision ¢-GBDHE problem.

Lemma2 Vk € {1,2,---,n;}, Vj € T, and Vk* € {1,2,---,n*}, we have
(c-k‘—s}%—c-j) + (c(n*—k*)—l—sk*) # 0.

Proof. Otherwise, we have 3k € {1,2,---,n;}, 35 € T% and 3k* € {1,2,--,n*} satisfying
(c-k‘—s}%—c-j) + (c(n*—k*)—l—sk*) = 0.

According to the definition of S;- and Ti;, we have j € Ti; and then k ¢ S%, which is contrary to k € Sé» from
the above equation ¢(n* — k*) + s + ¢+ k — st = ¢ j. This completes the proof of Lemma 2. O

Lemma 3 Given any strings S*, S1, 52, -+, Sg,, let X and 'Y be two integer sets defined as
X = { — (4nc+1), —2nc} U[1,2nc — 1)U [2nc+ 1,4nc + 1]
U {ck—sﬁ;—cj:k:1,2,-.-,ni,jeiri,i:1,2,.--,qk}
Y:{—an}u{c(n*—k*)—f—sk* :k*:1,2,--~7n*}.

We have x +y # 0 holds forVx € X,Vy €Y.



Proof. Otherwise, we have 3x* € X and Jy* € Y satisfying 2* + y* = 0. Let X, Xo, X3,Y7,Y5 be
subsets of X and Y defined as

X = { — (4nc+1), —2nc}

X2 =1[1,2nc — 1] U [2nc+ 1,4nc + 1]

X3

=
I
— N

ck—s}%—cj:k:1,2,---,n7;,jGT};,izl,Q,---,qk}

— 2nc}

e(n® — k") + s 1 kK" = 1,2,---,n*}.

o
[

We have

—2nc§ck—52—cjScn—l—cSan—l
1<e(n =k )4 spr <c(n*—1)4+c<cn.

Therefore, the only potential * € X, y* € Y satisfying * + y* = 0 is choosing «* from X3 and y* from
Y>. However, according to Lemma 2, we have x +y # 0 for Vo € X3, Vy € Y. Therefore, z*, y* satisfying
x* + y* = 0 do not exist. This completes the proof of Lemma 3. g

In our proof, the simulation of private key and challenge ciphertext are closely related to integers defined
in Lemma 3. With this property, the simulator is able to get all group elements from the challenge oracle of
decision ¢-GBDHE problem to complete simulation. Our proof is completed in the following theorem.

Theorem 1 Suppose the Decision q-GBDHE assumption holds with (e,t). Then, no adversary can break
our construction with (¢, qi, t') under the selective model, where ¢ = 4nc + 1 and t' =t — O(qxn?).

Proof. Suppose we have an adversary A with advantage ¢ in the selective game against our construction.
Then, we construct a reduction algorithm 5 that solves the decision g-GBDHE problem with advantage e.
B runs A and simulates the security game as follows.

Selective-S The adversary declares a string S* for challenge where n* < n. Let $* = s1 59 53 -+ sp=. B
first defines two integer sets X *, Y* as follows

X* = [— (4nc + 1), 4nc + 1} \ {-Y"}
Y* = { —2ne, ¢(n* —1)+s1, c¢(n* —2)+s9, -+, c(n” —n")+ Sn*},

where {—Y*} denotes all opposite numbers from {Y*}, and A \ B denotes the complement set of B in
A. Then, it queries X*,Y* to the challenge oracle to get group elements ¢ and h*’ for all z € X* and
yeyY™

It is easy to verify that x +y # 0 for Vx € X* and Vy € Y*. Let X be the integer set defined in Lemma
3, we have X C X*. In the following simulation, all required z in g®" for setup and key generation are from
the set X.

Setup Let the master secret key o of GCSE scheme be the same as the secret in the decision g-GBDHE
problem. Taking as input integers (n, ¢), the reduction algorithm first chooses random wg, w, from Z, and
sets 3, T to be

2n 1
—2
B=wpa ™, T=wra+)y —.
=1



Then, the master public key can be re-written into
gi = e =1,2---.cn
—2nc
U = gﬂ = (¢” )"

1 ; 1 1, 2 1
z(1=Ta) _ g—g(wfacﬁ 20000 1 acl—cj)

uj:gﬁ
wr 2n 1
2nc+cj+1\ ~ wa 2nc+cj—cl\ ~ wa .
S
I=1,14]

a7(4nc+l) a4nc+l
) g )

e =e(g,9) = e(a
where the exponents of « in g; and u; satisfy

1<1,2,---,ecn<2nc—1
2nc+1<2nc+cj+1<4nc+1
1<2nc+cj—cl<4nc+1
2nc + cj — cl # 2ne.

The integers z in all above related to g®" are from {—(4nc+1), —2nc}, [1,2nc—1] and [2nc+ 1, 4nc+1].
Finally, the simulator computes the master public key using ¢g®* and the above re-written structures.

The reduction algorithm embeds the unknown secret « into the master public key and randomize other
secret keys (3, 7 using wg, w,. They are therefore random and independent from the view of adversary.

Key Generation We now describe how the reduction algorithm can simulate a private key for (.S;, d;) where
CS(S*,S;) < d;. The most complicated part of key simulation is the choice of (d; — 1)-degree polynomial
function f(z) € Z,x].

Let S; = s% sb - - s, . The private key of S; is

fr;
(Skly Sk?? Tty Sknl) = (gill—si’ 9522_5? ) gc.ni_s%i)a
where
B fk . f S ksg N o 7Sk-f k i
ske = g2y = 9 =9 FO) =wrat )y
i=1

That is, the private key of each sky, is computed from a mutli-exponentiation of g®**. To respond the private
key query, we must make sure that all x; are in X in order to simulate the private key.

The exponent of sk, might contain a“*~%k~¢J for some j = 1,2, - - -, 2n. According to Lemma 3, all
queries on integers ¢ k — s}'g —c-j for those j € T}; are within X *. Therefore, we must eliminate all queries

to get go‘c‘kiskic'j for other j ¢ T}; (e.j€{1,2,---,2n}\ '[[‘}'C). Suppose f - a¢k=sk in the simulation can
be re-written into

2n
L& gt i gt i gt i
fk;'OZCk sk:HAjack sp—cj H Ajack s,—¢) 4 H Ajack sy, (:]7
J=1 JeT}, JET:

where A; are coefficients. We don’t need gac'k_sk_c'j for those j ¢ T}; if A; is equal to zero.
We achieve this property by programming the polynomial function [ [, i (z — ;) with regard to
i€
Let Fj(x) be

1

acd”

i 1 i .

e st —c.

Fj(z) = a“F % H (x — xi)aoj — oChsi—ci H (x — x;).
x¢€S§- ziESé




When j ¢ T?, we have k € Sg- (Definition 1) such that

Fi(k) = a®*=si=ed T (k - 2;) = 0- a®F=5i7¢7 = 0.

xleS;

When C'S(S*, S;) < d;, we have |S§\ < d; according to Lemma 1 such that F;(z) is a polynomial function
with degree d; — 1 at most. This means we can embed such a polynomial function in the (d; — 1)-degree
polynomial function f(z).

B starts by randomly choosing integer sets [U; forallj=1,2,---,2n withd; — 1 — |S§| elements from
Zy\{1,2,---,n}, and computing w; as

wj:( H (O—xi)>_17é0.

xzeSjUUj

Next, B sets the polynomial function f(z) for S; as

—UJTOH-Z( H m—xz);lij])

=1z GS’ U[Uz

If ZJ | 25 = 0, we deduce wy, = — 22"11 w;a"=7)_ Then, we can immediately solve the hard
problem by computing e(g, h) as

2n—1 1

4n(‘ cj a—2nc E
—6( || g ) ) 9

from given instance where 2nc+1 < 4nc—cj < 4nc+ 1. Otherwise, f(x) is a (d; — 1)-degree polynomial
function and f(0) = 7. The exponent fj, - a¢*~%k of sk, satisfies

2n
ac-kfsz,fuf) _ wTac-kfs}€+1 + Z ( H U)J(k o xi)ac-kfs}cfc-j)

— ey i
J a:ZES; UIU;

2n
k—st k—st —c-j
:’UJTOéCk sk+1+§ :(Ajack s, cy)

=1
gl gt i
:UJTOéCk sk+1_’_§ :Ajack: 5p—CJ
JET],

We have 1 Sck—s};%—l < 2nc — 1 and then

{ck—si#—l, c‘k—sij—c-j: k=1,2,--- ny, jeTf;}QX*.

Finally, B computes the private key sky, of si, for S; as

ck—st 41\ Wr ck—st —c.j A
sk = (ga ¢ ) 1] (ga § J) g

jET;,



Challenge The adversary returns Mg, M1 € G for challenge on the challenge string S* = s159 - - Sp*.
The reduction algorithm randomly chooses coin € {0, 1} and creates the ciphertext CT™* as

CT* - (Cm7 CO; Clv 027 T CTZ*)
- (Z_l : Mcoinv (ha_%c

c(n*—1)+31 c(n*—2)+32

c(n*—n*)+sTL*
)'LUB’ ha ) ha s T h’a >

Letr = logZ, if Z =e(g,h), we have

Z_l . Mcoin - e(g,g)_r . Mcoin
(ha_an)wB _ gﬁr _ US

ac(n*fi)ﬁ»si oy
h - gc(n* —i)+s;

such that CT™ is an encryption of GCSE for M .;,.

Guess The adversary A eventually returns a guess coin’ on coin. If coin’ = coin, the reduction algorithm
B outputs 1 to guess that Z = e(g, h); Otherwise, it outputs 0 to indicate that Z is a random element in G7.

This completes the reduction proof of our construction. According to Lemma 3 and the simulation,
B perfectly simulates private keys and the challenge ciphertext. If Z = e(g,h), CT™* is a valid GCSE
encryption on M., and A will guess coin correctly with probability % + €, where € is the advantage
of adversary. When Z is a random element in G, CT™ can be seen as a one-time encryption on M ;y,.
The ciphertext reveals no information about coin to the adversary, and the adversary will guess coin with
probability 1/2 only. Therefore, the reduction algorithm can solve the decision g-GBDHE problem with
advantage e. The simulation time is mainly dominated by the key simulation, where each sk, requires O(n)
point multiplications in G. We therefore prove the Theorem 1. U

5 Conclusion

The closest substring problem is a useful pattern matching problem, which measures the similarity of two
given strings more precisely via their substrings compared to others like measuring the overlap distance be-
tween two complete strings. We proposed a new type of encryption system motivated by this measurement.
In this system, a ciphertext encrypted with a string .S cannot be decrypted with a private key of string S,
unless the overlap distance between one of the substrings of S and one of the substrings of S’ is at least
d, which is either determined by the key authority or the encryptor. We proposed concrete schemes of gen-
eralized closest substring encryption systems, which are efficient and practical. Both ciphertext and private
key grow linearly only in the length of string. We proved the security of our systems in the selective model
under the generalization of g-Bilinear Diffie-Hellman problem.
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Appendix A: Generic Security of Decision g-GBDHE Assumption

In this section, we prove the intractability of the decision ¢-GBDHE problem involved in the decision
(P, Q, f)-GDHE problem [3]. We first review the definition of this problem.



Definition 3 (Decision (P, Q, f)-GDHE Problem). Given the tuple

(QP(“’“""*"”), e(g, g) Lz m) Z>,
decide whether Z = e(g, g)f(ml’m’”"xm). Here, P,(Q) € F)[X1, X2, -, X,,|® are two s-tuples of m-variate
polynomials over ), and f € Fp[ X1, Xo, -+, Xp].

Since P, () are just two lists containing s multivariate polynomials, we can write them into P =

(p1,p2,---,ps) and Q = (q1,q2,---,qs), where p; = ¢ = 1. We say f depends on (P, (@), denoted
by fe (P, Q), if there exist {aid‘}lgings and {bi}lgigs such that

F=Y ay-pi-pi+ Y, big
1<i,j<s 1<i<s
The decision (P, Q, f)-GDHE problem is proved to be hard in [3] when f ¢ (P, Q).
The adopted ¢-GBDHE problem is to decide whether Z = e(g, h) when given
{g* iz e X}, (b :yeY},

where |z, |y] < gandz +y # Oforanyz € X andy € Y. Leth = g7, X = {z},25,---, 2, } and
Y = {y1, 5, Yg, }- Our problem can be reformulated as the (P, @, f)-GDHE problem where

!

. x! T ! / / y/
— (a 17 o 27 BN 6% qz’ nayl, nay2’ SR na qy

P
Q=1
f=mn,
and thus m = 2 and s = ¢, + gy. To claim the hardness of the ¢-GBDHE problem, we must prove

f ¢ (P, Q). By making all possible products of two polynomials from P that are multiples of 7, we want to
prove no linear combination among the polynomials from the following list R below leads to f.

R= (namﬁy; e X,y € Y).

Note that all exponents of « in the R list are non-zero according to the definition of the g-GBDHE problem,
and f is equivalent to na’. We therefore have f, which is independent of any linear combination from R

and f ¢ (P, Q).

Appendix B: Construction with Flexible Overlap Distance

Algorithms

Setup As in the basic scheme, the setup algorithm generates the basic master secret key and master pubic
key. In addition, it randomly chooses v € Z, and computes vy, = gmek forall k = 1,2,---,n. The master
secret key includes (g, o, 7, ), and the master public key are the basic master public key (n, ¢, g;, uo, u;, €o)
along with v, forall k =1,2,---,n.

Encryption The encryption algorithm takes as input the master public key, a string S = s152--- S, €
[1,c]™ for any n; < n, an integer d.(< d) and a message M € Gr. As in the basic scheme, the encryption
algorithm generates the basic ciphertext C'T". Additionally, using the chosen random number r in creating
CT, the algorithm computes

F F F\ _ (,r r ,
(Cde+1’cde+2""’cd> B <Ude+1»vde+2>"'7“d)‘



The output ciphertext is CTp = (CT, CCIIZH’ Cciﬂ? . C’f).

Key Generation As in the basic scheme, the key generation algorithm generates the basic private key skg:
for string S’. Let f(x) be the (d — 1)-polynomial function chosen in the basic private key generation. In
addition, the algorithm computes

{Sk‘f} e {g'yilaclf(2n+l) : l — 1 f— d’ _d’ P ’n + n2 _ 1}.

The output private key sk%, of S’ is composed of skg and {sk/"}.

Decryption Suppose that a ciphertext CT is encrypted with (.S, d.) and we have a private key skg of S’
satisfying C'S(S,S") > d.. As in the basic scheme, the decryption algorithm computes

fa b; c(ny—aj+ag) bl

e(Cal+b“ 8ka2+bi) - 6<g2(n1_a1_bi)+sa1+bi7gC(§:+bi)_Sl ) =e(g,9)” Tein flaxthi)

ag+b;

forall b; € {by,ba,---,bg,} € {1,2,---,L}. Then, foralli = d.+1,d.+2,---,d, the algorithm computes
€(CZF, 8k51—a1+a2—i) — e(g'yac'ir,g’y—lac(m—a1+a2—i)f(2n+n1—a1+a2—i)>

)oac("l —a1+a2)y f(2n4ny —ay+ag—i)

=e(g,9

Letas +b; =2n+mn1 —a1 +ag —iforalli =d. + 1,d, + 2, - -, d. Finally, the algorithm decrypts the
ciphertext the same as the basic scheme by

d
A )
c(ny—aj+ag) . ag+b;,d
Cp, - €<C0,un1—a1+a2) : H (e(g,g)a e Tf(aﬁ_bz)) ’

i=1
e(g,g)*r M- e(gjg)rfr-q—acml—al-&-w) . e(g7g)r.f(0)ac(nl—al+a2)
M.

Correctness
Forall 0 < ny,a1,a9 <n,0<d<n,1<d.<dandd.+1<1i<d,we have
1—-d<de—i<(ni—a1+a2)—i<ni+ng—de—i<n+mngs—1

F .
ni1—ai+az—1

so that the encryptor can always find the key sk from skg,. Also, we have

as+b; <n<2n+ny —ay+az—i.

Therefore, as + b; for all {by, be, - - -, by} are distinct and f(0) can be computed using interpolation polyno-
mial f(ag + b;) in the Lagrange form.

Security Proof

Definition 2 Define Sf forall j = 1,2,---,2n to be subsets of {—n + 1,—n + 2,---,2n — 1}, where
l e Sf if there exists I* € {d} + 1, d5 + 2, ---, d} satisfying | + ‘l* = j.‘Deﬁne ']I'ZF for all | =
—n+1,—n+2,---,2n — 1 to be subsets of {1,2,---,2n}, where j € T} ifl QES;

Lemma 4 |Sf‘ =d—d¢ holds forall j = 1,2,---,2n.



Proof. Givenany j € {1,2,--- 2n}and [* € {d} +1,d} +2,---,d}, we have
l-n<j—d<j-l'<j—-d -1<2n—1

such that
S = {j = (dz+1),j — (@ +2),+.j - d}

and then ]Sf | = d — d. This completes the proof of Lemma 4. O

Lemma5 Vi€ {-n+1,-n+2,---,2n—1},Vj € TF and VI* € {d} +1,d’ +2,---,d}, we have

(1—4)+1* 0.

Proof. Otherwise, wehave 3l € {—n+1,—n+2,---,2n—1},3j € TF and 31* € {d} +1,d} +2,---,d}
satisfying

(l—j+0I"=0.
According to the definition of Sf and TZF , we have j € TlF and then [ ¢ Sf , which is contrary to [ € Sf
from [ + [* = j. This completes the proof of Lemma 5. 0

Lemma 6 Let X and Y be the two integer sets defined in Lemma 3. Let X', Y'¥' be two integer sets defined
as

XF=Xxu{6bne+c-k:k=1,2,---,n}
u{—ﬁnc+c(l—j);zz—n+1,—n+2,~-,2n—1,jeqrf}
U{—Gnc—i—c-l—l—l:l:—n+1,—n—|—2,---,2n—1}

YFzyu{Gnc+c-z*:Z:d:+1,d;+2,---,d}.

We have x + y # 0 holds for Vo € X vy e YT,

Proof. Otherwise, we have dz* € X and Jy* € Y satisfying =™ + y* = 0. Let X4, X5, X¢, Y3 be subsets
of X¥ YT defined as

X4={6nc+c.k:k=1,2,--.,n}
X5:{—6nc—|—c(l—j):l:—n—i—l,—n—|—2,~--,2n—l,jGTf}
X6:{—6nc+c-l+1:l:—n+1,—n+2,---,2n—1}
Yg,:{6nc+c-l*:l*:d:+17dz+2,~-,d}.

Since n > 1 and ¢ > 2, we have
2nc+1<6bnec+c-k < 7nc
—9nc < —6bne+c(l —j) < —6bne+c(2n—1-1) < —2nc—1
—9ne< —6bne+c-l+1< —6bne+e(2n—1)+1< —2nc—1
dnc+2 < 6nec+c-1* < Tne.
Therefore, Vx € X,Vy € Y, we have

lz] <dne+1<y' : VY €Ys
ly| < 2nc < |2/|: V' € X4 U X5 U Xg.



Lemma 3 says  +y # 0 for Vx € X and Vy € Y. Thus, the only potential z* € X, y* € Y satisfying
z* + y* = 0is choosing z* from X5 U Xg and y* from Y3. If 2* € X5 and y* € Y3, we have z* + y* #£ 0
according to the Lemma 5. Otherwise, 2* € Xg and y* € Y3, we have z* + y* = 1(mod c¢) and then
z* + y* # 0. This completes the proof of Lemma 6. d

Theorem 2 Suppose the Decision q-GBDHE assumption holds with (e,t). Then, no adversary can break
our construction with (¢, qi., t') under the selective model, where ¢ = 9nc and t' =t — O(qxn?).

Proof. Suppose we have an adversary A with advantage € in the selective game against our flexible con-
struction. Then, we construct a reduction algorithm B that solves the decision g-GBDHE problem with
advantage e. 3 runs A and simulates the security game as follows.

Selective-S The adversary declares (S*, d¥) for challenge where n* < nand d} < d.Let S* = 5182+ - Sp=.
Then, the reduction algorithm defines two integer sets X*, Y* as follows

X = [—an, 9nc} \{-Y*}
Y*:{—ch, e(n® —1) 4 s1, ¢(n® —2)+ s9, ‘--,c(n*—n*)%—sn*}
U{Gnc—{—c(di—kl), 6ne+c(d; +2), ---, 6nc—i—c-d}.

Then, B queries X*, Y* to the challenge oracle to get group elements g®* and h®".
We also have x + y # 0 for Vo € X* and Vy € Y* and X C X*, where X is defined in Lemma 6. In
the following simulation, all required z in g*" for key setup and generation are from the set X .

Setup As in the proof for the basic scheme, B simulates the basic master public key. To simulate v;, = gWCk
forall k = 1,2,---,n, B begins by randomly choosing w., € Z, and then setting v = wvaﬁnc. We have

{6nc +c-k:k=1,2,---, n} C X*. Finally, it computes the additional master public keys vy, as

ck 6nc+ckw
e @ Tik=1,2,--,n.
) ) )

u=9"" =(g

Key Generation We now describe how to simulate a private key sk for S; = s| sb ---si, where
CS(S*,S;) < di. Let S; be sets defined in Definition 1 and let Sf be sets defined in Definition 2 for all
j=1,2.--- 2n.

B starts by randomly choosing integer sets [U; forallj =1,2,---,2nwithd —1— |S§\ - |Sf | elements
from Z; \ {1,2,---,4n}, and computing w; as
-1
wj:<H(O—xi—2n)- H (O—xi)> # 0.
xieSf miES;-UU;

Next, it sets the polynomial function f(x) for .S; as

f(x):wTa—i—i( H(x—xi—Zn)‘ H (a:—a:i);zj)

i=1 ~QF o i TTE
J xZESj mleng[U]-

The same analysis as the proof for Theorem 1, we have f(z) is a (d — 1)-degree polynomial function.
Then, B simulates the basic private key skg, the same as in the Theorem 1.

Finally, to compute the extension key

Sle _ g,y—laclf(2n+l) cl=1—-d,—d,---,n+ny — 1,



where L enerel
—— T ONCTE f(2n+1
sle — g f( )’

and the exponent w%{a_ﬁmm f(2n +1) of ski satisfies

ia—GnC-‘rclf(Qn + l)
Wy

= Lo Oneteltl 4 Z ( H 2n+1—x; —2n) - H wi(2n+1 — xi)a_6"5+c(l_j))

=1 g eSF xiegj UIU;'.

— —6nc+cl+1 —6nc+c —J) )
v + Z (4

_ 7a—6nc+cl+1 + Z (Aja—Gnc-l—c( —j)>,
Wy
jeTF

B computes sk:lF for all [ as follows.

wr N

—6netel+1\ w —6netc(l—j)\ i

Sle: (ga netc ) v H (ga netc J) '
JeTF

The simulation on the extension key will not abort since

{—6nc—|—cl—|—1,—6nc+c(l—j): l=—-n+1,-n+2---,2n—1, jETZF} C X",

Challenge The adversary returns My, M; € G for challenge on (S*, d%). The reduction algorithm ran-
domly chooses coin € {0, 1} and creates the ciphertext CT’; as

6nc+c~(d*+1) 6nc+c~(d*+2) 6nc+c-d
CT;‘ — (CT* Cd*+1gcd*+27"'7C§F> — (CT*’hw,\/a e 7hw«,a e 7“"h’wfyoz nc+tc >’
where C'T™ is simulated the same as the proof for basic scheme.
Letr = logZ, we have
hw’ya6nc+c.i o w’yatinc,acir o ’YOJCiT o . d* 1 d* 2 d
=9 =" "= i=di+1,dy +2,--,d.

Therefore, the challenge cipheretext is valid for (S*, d).

Guess The adversary A eventually returns a guess coin’ on coin. If coin’ = coin, the reduction algorithm
B outputs 1 to guess that Z = e(g, h); Otherwise, it outputs O to indicate that Z is a random element in G.

This completes the reduction proof of our construction. Following the similar analysis as the proof in
Theorem 1, we then prove the Theorem 2. g
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