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Abstract

Pairing-based cryptography is an active research area in cryptography in the last

decade. Pairings are bilinear mappings defined over cyclic groups wherein the dis-

crete logarithm problem is hard. The bilinear property of pairings enables researchers

to solve open problems like the construction of practical identity-based encryption, or

short signatures without random oracles. Pairings can also be used to construct new

cryptographic primitives.

This thesis contributes to the pairing-based cryptography in three areas. Firstly,

we show that pairings can be used to construct efficient and provably secure digital

signature schemes. We give the first convertible undeniable signatures without random

oracles, and the first concrete sanitisable signatures without random oracles. We also

construct a new signature primitive called concinnous signatures, which is designed to

facilitate fair exchange of digital signatures without any trusted third party.

Secondly, we analyse the identity-based cryptosystems which extensively use pair-

ings. We mainly focus on the key escrow problem of identity-based cryptography. We

propose the notion of escrow-free identity-based signatures. Furthermore, we discuss

the impossibility of ideal escrow-free identity-based encryption. After that, we investi-

gate the best defence against the key escrow problem of identity-based encryption. We

categorise the existing solutions into preventive measure and blaming mechanism. In

the category of preventive measure, we propose the notion of fully anonymous identity-

based encryption. In the category of blaming mechanism, we also construct a new

accountable-authority identity-based encryption.

Finally, we construct new cryptographic primitives and frameworks using pairings.

We give new instantiations and applications of lossy trapdoor function. We give a new

cryptographic primitive called two-tier trapdoor functions. From two-tier trapdoor

functions, we construct a new encryption primitive called two-tier encryption. It is a

generalisation of a number of encryption schemes, including identity-based encryption.

We also propose a cryptographic treatment of publish/subscribe systems.
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List of Notations

Below introduces the notations commonly used through out the rest of the thesis. Some

notation will also be defined locally near its first use, while other notation will be used

without further definition.

S1 ∪ S2 union of sets S1 and S2

S1\S2 difference of sets S1 and S2

S1 ⊆ S2 S1 is a subset of S2

x ∈ S, x /∈ S element x (not in) set S

x ∈R S sampling element x uniformly random in set S

L1 ≺ L2 L1 is polynomial-time many-one reducible to L2

N,Z,R sets of natural numbers, integers, and real numbers

Z+ set of positive integers

Zn integers modulo n

Z∗n multiplicative group of integers modulo n

a (mod b) modulo operation: remainder of a divided by b

∀ for all

∃ there exists

∨,∧,¬ boolean operators OR, AND, and NOT

ord(G) order of a group G
Pr[E] probability of event E occurring

E1|E2 event E1 occurring given event E2

|s| number of elements in s if s is a finite set,

or the length of s if s is a string,

or the bit-length/size of s if s is an integer.

1k the string of k ones.

s1||s2 string s1 concatenate with string s2.(
n
r

)
, Cn

r binomial coefficient.
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Abbreviations

Below introduces the abbreviations commonly used through out the rest of the thesis.

They will be defined locally near its first use.

ABO: All-but-one

A-IBE: Accountable Authority Identity-based Encryption

CBPS: Content-based Publish/subscribe System

CCA: Chosen Ciphertext Attack

CDH: Computational Diffie-Hellman

CRS: Common Reference String

DL: Discrete Logarithm

DLIN: Decision Linear

IBE: Identity-based Encryption

IBS: Identity-based Signatures

NIZK: Non-interactive Zero Knowledge

PKG: Private Key Generator

PoK: Proof of Knowledge

Pub/sub Publish/subscribe

ROM: Random Oracle Model

SDH: Strong Diffie-Hellman

SoK: Signature of Knowledge

TDF: Trapdoor Function
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