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Security analysis of a distributed reprogramming protocol for wireless sensor
networks

Abstract

Reprogramming for wireless sensor networks is essential to upload new code or to alter the functionality
of existing code. To overcome the weakness of the centralized approach of the traditional solutions, He et
al. proposed the notion of distributed reprogramming where multiple authorized network users are able to
reprogram sensor nodes without involving the base station. They also gave a novel distributed
reprogramming protocol called SDRP by using identity-based signature, and provided a comprehensive
security analysis for their protocol. In this letter, unfortunately, we demonstrate that SDRP is insecure as
the protocol fails to satisfy the property of authenticity and integrity of code images, the most important
security requirement of a secure reprogramming protocol.
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LETTER

Security Analysis of a Distributed Reprogramming Protocol for

Wireless Sensor Networks*

Yong YUY, Jianbing NI™-'', Nonmembers, and Ying SUN'', Student Member

SUMMARY  Reprogramming for wireless sensor networks is essential
1w upload new code or to alter the functionality of existing code. To over-
connie the weakness of the centralized approach of the wraditional solutions,
He er al. proposed the notion of distributed reprogramming where multi-
ple swthorized network users are able to reprogram sensor nodes without
wvolving the base station, They also gave a novel distributed reprogram-
ming protocol called SDRP by using identity-based signature, and provided
acomprehensive security analysis for their protocol. In this letter, unfortu-
nately, we demonstrate that SDRP is insccure as the protocol fails to satisfy
the propenty of authenticity and integrity of code images, the most impor-
Lant security requirement of a secure reprogramming protocol,

key words:  sccurity analvsis, wireless sensor networks, reprogramming.
authentication

1. Introduction

Wireless reprogramming is referred to as the activities that
upload a new code or retask the existing code with new pa-
rameters [1],[2] in wireless sensor networks. The early re-
programming protocols dealt with spreading new code im-
ages but did not take security into account. However, se-
curity of a reprogramming protocol is core among all the
desirable properties since wireless networks are usually de-
ployed in hostile environments, Observing that all the pre-
vious secure reprogramming protocols are centralized in
the sense that only the base station has the power to per-
form the reprogramming, He ef al. [3] proposed the con-
cept of distributed reprogramming to support multiple au-
thorized users to reprogram sensor nodes. Distributed re-
programming achieves the following merits. Firstly, it over-
comes the weakness of single point of failure in the central-
ized solutions and secondly, different users may have dif-
ferent privilege of reprogramming sensor nodes. Accord-
ingly, distributed reprogramming is more suitable than the
traditional approaches for wireless sensor networks. Nine
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requirements that a secure distributed reprogramming pro-
tocol should provide, namely, authenticity and integrity of
code nmages, freshness, node compromise, distributed, sup-
porting different user privileges, partial reprogram capabil-
ity, user traceability, efficiency and scalability are also spec-
ified in [3]. Authenticity and integrity of code images are
most highly desirable among all these properties. After a
detailed analysis, He et al. concluded that PKI based ap-
proach, group signature based approach and the solutions
of pre-equipping each node with multiple key pairs are not
suitable for constructing distributed reprogramming proto-
cols. Then they proposed a novel solution using identity-
based cryptography and described a concrete scheme based
on their identity-based signature from bilincar maps. They
also provided a comprehensive security analysis to show
that their distributed reprogramming protocol enjoys many
desirable properties: authenticity and integrity of code im-
ages, freshness, resistance to node and user compromised
attacks, distributed, supporting different user privileges and
user traceability.

In this letter, we revisit the distributed reprogramming
protocol in [3] and show that there is a security flaw in
SDRP: after observing a valid signature on a message m
generated by the network user U;, a passive adversary is
able to recover U;’s private key.

2. Review of SDRP

Identity-based cryptography was suggested as a basic tool
to construct distributed reprogramming protocols in the fol-
lowing way [3]: the private key generator in identity-based
cryptography acts as the network owner in distributed re-
programming, and the users in identity-based cryptography
play the role of the network users in distributed reprogram-
ming, and the verifiers in identity-based signature become
the sensor nodes. Elliptic curve cryptography was employed
in their scheme because of its advantages in shorter signa-
ture size, higher computational efliciency and lower com-
munication cost. We briefly review SDRP which involves
three phases: system initialization, user preprocessing and
sensor node verification.

2.1 System Initialization
The network owner selects groups G and Gy with the same

prime order g equipped with abilinearmape : GXG — G,
where G is a cyclic additive group generated by P while Gr
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is a cyclic multiplicative group. He also chooses two se-
cure hash functions H, : {0,1})" — G, H> : {0, 1} — A
picks a random value s € Z} as his master key and computes
PKpuner = sP as his public key. The system public parame-
ters (G, Gr, P.q, e, PKowner, Hy, H>} are loaded in all sensor
nodes before deployment.

When a network user U; with identity UID; € {0, 1}
registers to the network owner, the network owner first
checks the validity of the user. If the registration informa-
tion is false, he rejects the application. Otherwise, he sets
Uj's public key as PK; = H|(UIDj, Pri;) where Pri; de-
notes the level of U;’s privilege, generates U;'s private key
SK; = 5 PK;and forwards it to U; in a secure manner.

2.2 User Preprocessing

We briefly describe how a network user U; reprograms the
sensor nodes with a new program image. Firstly, U; par-
titions the program image to fixed-size pages and splits
each page into fixed-size packets. Merkle hash tree [4] and
hash-chain techniques are employed to facilitate the au-
thentication of the packets. To guarantee the integrity and
authenticity of the whole new code image, U; computes
oj = Hx(m) - SK; as his signature on message m, which
includes the metadata of the code image and the root of the
Merkle hash tree. Finally, U; dispatches {UIDj, Pri;, m, o j}
to the targeted sensor nodes as the notification of the new
code image.

2.3 Sensor Node Verification

Upon receiving a message-signature pair (UIDj, Prij,m,
o} from the user U}, the intended nodes first check the pro-
gramming privilege of U;. If it is valid, the nodes verify the
signature by checking if the following equation holds:

e(P, o) = e(Ha(m) - Hi(UIDj, Prij), PK yner).

3. A Security Flaw in SDRP

SDRP enjoys many advantages as the authors have dis-
cussed in [3]. They also explained two main merits of the
signature they used. Firstly, the signature overhead is low
and secondly, the signing speed is fast. For the security, they
argued that o = Hy(m) - § K} is a secure identity-based sig-
nature since without the private key S K}, it is hard to forge
a valid signature. Moreover, it is infeasible to derive S K;
merely from (UID;, OK}, P, Hy, Hy, PK pner). However, be-
low we show that a passive adversary in the network can
successfully derive a user’s secret key after observing a valid
message-signature pair from the user.

‘In the distributed reprogramming protocol (3], the sig-
nature is generated by

ogj= Hy(m) - 8 KJ;.

If an adversary gets a valid message-signature pair (m, o),
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he is able to recover the U;’s private key by computing
Hym)y' -0 = SKj,

where Ha(m)™!  (mod g) can be derived by using the Ex-
tended Euclidian algorithm [5]. With this private key, an ad-
versary can impersonate the network user U; for generating
signatures on any program image, which leads to the proto-
col losing authenticity and integrity of code images., How-
ever, we stress that the security problem we showed above
only lies in the concrete scheme in [3]. The generic solution
proposed by He et af. remains valid and sound.

Therefore, to fix the problem, we can make use of
some ID-based signaturcs with provable security such as the
schemes due to Hess|[6), Cha and Cheon|7]. This mod-
ification will overcome the security flaws in the concrete
protocol [3] without sacrificing any desirable security fea-
ture. However, expensive bilinear pairing operations are
involved in most of the existing identity-based signature
schemes such as [6],[7]. A bilinear pairing operation re-
quires almost 10 times more computations in the underlying
finite field than an elliptic curve point scalar multiplication
does in the same finite field [8), [9]. For 80-bit security, one
pairing computation takes about 1.90s in an optimized im-
plementation on a standard MICA2 sensor node [10]. The
readers can refer to [11] for the latest results of implementa-
tion of pairing-based cryptography on a sensor node. Thus,
we also suggest applying some more ellicient non-pairing-
based identity-based signature schemes such as [12] to dis-
tributed reprogramming protocols for wireless sensor net-
works.

4. Conclusion

In this letter, we revisited the distributed reprogramming
protocol for wireless sensor networks introduced by He et
al. and showed that there is a security flaw in their protocol
and suggested a way to resolve the problem without sacri-
ficing any desirable security feature,
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