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Abstract

This paper provides a broad overview of the scenario approach as it relates to the evaluation of location
based services (LBS) technologies and their appl ication. A scenario is a plausible vision of the future,
based around a particular technology or application and developed via a scenario planning methodology.
The main worth of the scenario planning approach is that it allows an application to be evaluated in terms
of potential social impacts as well as technical merit and commercial viability. A sample scenario is
presented within the paper to illustrate how the scenario planning methodology can be used. This
scenario is analysed via deconstruction to draw out major issues presented regarding the use of LBS. The
major contribution of this paper is a demonstration of the merits of scenarios in evaluating new
technologies.
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Using scenario planning in
the evaluation of information
security applications

Laura Perusco
School of Information Technology and Computer Science, University of Wollongong

Abstract

This paper provides a broad overview of the scenario approach as it relates to the evaluation
of location based services (LBS) technologies and their application. A scenario is a plausible
vision of the future, based around a particular technology or application and developed
via a scenario planning methodology. The main worth of the scenario planning approach
is that it allows an application to be evaluated in terms of potential social impacts as
well as technical merit and commercial viability. A sample scenario is presented within
the paper to illustrate how the scenario planning methodology can be used. This scenario
is analysed via deconstruction to draw out major issues presented regarding the use of
LBS. The major contribution of this paper is a demonstration of the merits of scenarios
in evaluating new technologies.

Keywords: scenarios, scenario planning, location-based services, evaluation methodology,
social impacts
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1 Introduction

This paper explains the use of scenarios and scenario plannigg met}.lodf)logies
as a tool in the evaluation and assessment of information security apphc-atlons. It
presents the specific example of a scenario that examines potential unintended
effects of the widespread use of LBS.

In essence, a scenario is a narrative story. Though fictional,a good scenario is based
on solid research and current technological capabilities. Developing a rich narrative
around the potential uses of a technology creates a broad scope for exploring the
social, ethical and legal implications of the technology. This paper looks at processes
required to support the development and analysis of a cogent scenario, as well as
the reasons for using scenarios when evaluating an information security system. A
sample scenario is presented and analysed to illustrate the concepts described.

2 What is a scenario?

There is no single, authoritative definition of what a scenario is. The definition
used in this paper is “[a]n internally consistent view of what the future might turn
out to be” (Lindgren & Bandhold 2003, p. 21). A scenario is a narrative story that
describes possible events in the future, however, to be plausible the events must
be based on the past and emerge logically (Fazarkerley 2005, p. 79). Scenarios are
designed to provide an overall picture of a possible future, and to describe this future
in such a way that it is accessible to a layperson in the subject (Martino 2003, p.722).
Legal scenarios developed to demonstrate possible outcomes of a law (UTSCLC
2005, p. 3) are just one example of how scenarios are used by researchers. A major
reason why a scenario approach is so useful to evaluating information securlt.y
applications is that “new technologies cannot be analysed in isolation from their
social context” (Weber 2002, p. 325).

Any credible scenario should aim to fulfil Godet’s (2000, p. 11) requirements that
1 scenario be relevant, coherent and plausible all at the same time, as well as being
transparent. In the sample scenario presented here, footnotes are used extensively
to help meet the requirement of transparency.

As well as conforming to Godet’s constraints for plausibility, the scenario must be
interesting. Fazaketley (2005, p.79) cites various authors (including van der Heijden,
Fahey and Randall, and Lindgren and Bandhold) as saying that no matter wbat
scenario planning methodology is used, the story “must be memorable, interesting
and rich in information whilst being creative”. In this context, the researcher must
endeavour to generate an original story based around the information security
application being evaluated, creating interest through plot and character development
while maintaining a rigid adherence to the requirements of plausibility, coherency
and transparency.
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2.1 Why use scenarios?

The Roman philosopher Seneca said: “[t]here is no favourable wind for the
man who knows not where he is going” (Godet 2000, p. 3). Information security
applications are often closely linked to people’s lives, as is the case with LBS, yet the
potential social effects of such applications are often ignored or sidelined. LBS is a
perfect example of an area where social and legal analysis has been severely lacking
and certainly not proportionate to the rapid pace of technological development.

With this in mind, there is certainly merit in exploring the potential effects of
new security technologies and applications before they occur. “[T]oday’s process
of transition allows us to perceive what we are losing and what we are gaining; this
perception will become impossible the moment we fully embrace and feel fully at
home in the new technologies” (Zizek 1999, pp.101-102). Scenarios enable this
kind of social analysis.

It is also important for analysis of possible future implications to keep pace with
technological development. As Michael and Michael (2005, p.22) highlight:

Most alarming is the rate of change in technological capabilities without a
commensurate and involved response from an informed community on what

these changes actually “mean” in real and applied terms, not only for the present
but also for the future.

This statement emphasises the need for “soft” analysis tools such as scenarios in
conjunction with business cases and profit models. Anyone who is concerned about
the possible implications of information security technologies should be able to
access information about them. Potential issues involved with new commercially
available technologies should be made available to a wide audience. Scenarios make

complex issues readily accessible to citizens, making them comprehensible to the
general public.

2.2 Limitations of scenario planning

The qualitative nature of scenario planning means that any scenario is unlikely
to give a completely accurate prediction, but rather a plausible vision of how a
particular information security application might affect society in the future. There
are no concrete predictions or forecasts. However, at the same time, a quantitative
methodology would not draw out the potential social and ethical issues from possible
future uses of a technology.

In addition, the outcome of the scenario planning process is likely to be influenced
by the scenario planning framework used. The one discussed here, TAIDA, is just
one possible framework — there are others that may produce different results. Also,
it is only viable to produce a limited number of scenarios, so countless others could
conceivably exist.

Despite these limitations, scenarios can be exceedingly useful as a tool in the
evaluation of information security applications. Perhaps the worth of scenario
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planning is best expressed by Godet (2000, p. 3):
Unfortunately, there are no statistics for the future, and often personal judgement is
the only information available to deal with the unknown. It is, therefore, necessary
to gather other people’s opinions before forming one’s own, and then to place
bets in the form of subjective probabilities.

3 The process of scenario planning

Although scenarios are a useful tool, their development requires a specific scenario
planning framework to be effective. Many such frameworks exist. The scenario in
this paper was created using the first three steps of TAIDA (Lindgren & Bandhold
2003, p. 38) to guide and structure the process. TAIDA actually involves five steps,
and though the last two (deciding and acting) were beyond the scope of this paper,
they would certainly be useful in a practical evaluation.

According to Lindgren and Bandhold (2003), the first three steps of TAIDA
are:

- Tiacking: identifying aspects of the current situation and surroundings that may
have an impact on the future under consideration (p. 47).

- Analysing: considering the possible future consequences of the aspects identified
in the first stage (p. 39).

- Imaging: approaching possible changes intuitively to create a plausible future,“to
create not only an intellectual understanding but also an emotional meaning”
(p. 40).

Tracking has been performed by examining several existing precise LBS
applications and reviewing literature pertaining to the possible future effects of
LBS. The results of this process are largely presented within the actual scenario,
with footnotes describing the bases for various aspects of the story. Analysing takes
place in the background — the results of this step are not shown here other than
as the grounding for the scenario. The results of the imaging step are presented as
the scenario itself.

3.1 Scenarios as an evaluative tool

In light of the risk of attempting to evaluate information technology applications
in isolation from social effects, scenarios become a very useful tool. The researcher
can create a scenario depicting a plausible possible future where use of the application
has become commonplace, using this vision to discuss potential societal impacts.
A qualitative strategy such as this allows the complexities of the subject to be
explored.

It is suggested here that scenario planning is one of three integrated approaches
that may be used to explore the subject of possible social, ethical, legal and
technological impacts of LBS. Although the data collection, scenario and analysis
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complement should one another, each serves a different purpose and thus requires
a different method.

The primary focus for research is a qualitative content analysis of relevant articles
about the technical capabilities of LBS and their possible future effects, with a
scenario being developed based on this information through scenario planning. This
is followed by a discussion of the legal, ethical, social and technological implications
arising from the scenario, drawn out by deconstruction. Figure 1 shows the different
methodologies integrate to provide a solid analysis of potential future effects.

Document ) .
analysis Literature review
{
Scenario
planning Scenario
{
> Deconstructior> Analysis

Figure 1: Relationship between methodologies used in developing and
analysing a scenario

3.2 Analysing a scenario

It is proposed here that the most appropriate way to analyse a scenario is
deconstruction. Deconstruction is an approach to literary analysis that aims “to
create an interpretation of the setting or some feature of it to allow people ... to
have a deeper understanding” (Feldman 1995, p. 1). The object is to draw out the
meaning of the text through interpretation (Hogan 1996, p. 9).

Deconstruction as an analytical tool is usually used to expose the ideological limits
of the author by looking at what is said, what is omitted, and how dichotomies are
used to present a particular viewpoint (Feldman 1995, p. 51). However, in the case
of scenario analysis, these techniques may be used to look at the underlying issues
presented through the narrative. Implementation consists of examining events in
the scenario and considering the issues that underpin those events as well as why
these issues arise.
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4  Prisoners without prisons: a sample scenario

‘Hey Janet. Sorry I'm late” Scott slid into the other seat at the table.

Janet sighed, pushing a latte and a sandwich towards him. She’d already finished
her coffee. She gestured to her PDA. “These gadgets do everything. They compare
our schedules, pick a place convenient to both of us, make sure there’s something
vegetarian on the menu for me, and book a table.! Pity they can’t get you here on

time too.

‘'m sure it’s on the horizon, Scott joked.‘So hows life in the Sydney office?’

‘All right. The weather makes a nice change — I'm starting to get used to seeing
sunshine in spring. How about your parolees?’

Scott laughed. There’s a lot more of them. In Melbourne I had fifty or sixty cases
at once. Now I’ve been allocated more than a hundred.” He bit into his sandwich.
“With less parole officers able to handle more cases, I guess I'm lucky to have a job,?
he continued with his mouth full.

Janet raised her eyebrows. “With a lot of women intolerant of bad table manners,
you're lucky to have a girlfriend. I assume the workloads are greater because they

use those chips here?’

“The caseload is greater, the workload is the same — yeah, because of the chips.”?
He smiled. ‘It’s crazy that NSW is already trialling these tracking implants,* while
Victoria’s only recently got a widespread implementation of the anklets. They’ve
been around for years.

“The implants are much better, Scott continued. “Who wants a chunky anklet

1 This is similar to one of the scenarios that Lin,Yu and Shih use to illustrate the uses of pervasive commerce (p-commerce).
One of their scenarios involves two people, John and Nancy, at different stores in a mall wanting to meet up for lunch.
Their intelligent devices identify their locations and when they are likely to be ready, and present a list of nearby
restaurants that could be reserved for lunch in 20 minutes [Lin, Lu and Shih 2005, p. 166]. This idea has been extended
here to filtering restaurants by available menu selections.

b

There is strong competition for available parole officer positions with the Department of Corrective Services in NSW
(Department of Education, Science and Training 2005).

3 Electronic monitoring may allow parole officers to take on more cases than was previously possible because some of -

their normal duties can be automated. However, it must be remembered that technology is merely a tool — electronic
monitoring is not a substitute for parole officers (American Probation and Parole Association 1996).

4 The “tracking implants” referred to here are subdermal GPS-enabled personal locators — implantable GPS tracking
devices. Although such technology is not currently available, it may not be far off. Applied Digital Solutions (th.e same
company that developed the VeriChip) has announced a working prototype of this type of device.Tbe prototype is quite
large — about 5cm long and lem deep — but the company expects to be able to miniaturise the implant to the point
where it is about the size of a grain of rice (Applied Digital Solutions 2003).
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or bracelet that makes you look like collared freak? I'll bet it’s really disconcerting
having people stare at you suspiciously in the street, knowing that you’re a criminal.
It kind of defeats the purpose of parole — the idea is rehabilitation, reintegration
under supervision. That’s why the implants are so good — there’s no stigma attached.
No one can even tell you have one. And they’re harder to remove, too.

‘I don’t see what the big deaI’is,’janet replied. “Why not just keep people under
lock and key?’

‘Resources. It costs a lot to keep someone imprisoned, but the cost drops
significantly if you imprison them in their own home instead.’ It’s about overcrowding,
too — jails everywhere have had an overcrowding problem for years.

‘I also think electronic monitoring and parole are much better in terms of
rehabilitation, Scott went on.‘People can change.” Often they’ve committed a fairly
minor crime,® then they go to prison, get mixed up with worse crowds. It can be
pretty rough in there. There is certainly a danger that by imprisoning people with
“harder” criminals, you run the risk of corrupting them further and exacerbating
the problem.’

‘On parole, they can still go to work and earn money, be productive members
of society, get their lives back.' But they’re watched, very closely — the tracking
systems alert us if anything looks off. It’s imprisonment without prisons.

5  One NSW report stated that the daily cost of full-time imprisonment for one person was around $177 in maximum
security, compared to $30 for home detention (NSWLRC 1996, p. 17). Using home detention rather than imprisonment
equates to a saving per offender of $53,655 each year.

6 “Overcrowding is endemic to the Australian prison system ... Despite [a] significant number of new prisons built in
the 1990s most Australian prison systems were operating above optimal capacity in 1998-99 and some like WA, SA and
QId were well above capacity” (Brown et al 2001, p. 1468).

7 “Parole is rooted in the fundamental belief that offenders can be motivated to make positive changes in their lives”
(American Probation and Parole Association 2002).

8 A study of a two-year electronic monitoring trial program for parolees in the U.K. found that 89
percent of low-to-medium risk parolees completed their parole successfully. This was compared with 82
percent for medium-to-high risk parolees and 75 percent for high risk (Sugg, Moore and Howard 2001).
‘When parole was first introduced to Australia in 1966, the element of risk inherent in such a system was recognised by
the legislature. However, this was balanced against the same risks which are present when an offender is released into
the community, unsupervised, at the end of his or her sentence. Parole seeks to limit community risk by promoting

rehabilitation (Law Reform Commission NSW 1996).

9 Jails are often places where inmates learn more about crime than socially acceptable behaviour. Some prisoners are also
vulnerable to brutalisation from other prisoners or even from prison officials. This can produce an embittered person
who, upon release, goes on to commit far worse crimes than those for which they were originally incarcerated (Brown
et al 2001, p. 1469).

10 Ostensibly, the main rationale for parole is the community benefit that stems from the rehabilitative effects of supervised.
conditional early release. However, it seems apparent that at least part of the reason for parole is economic — the costs
to the government and community of imprisonment are fairly obvious {Law Reform Commission NSW, above n 187].
One of the most significant advantages of parole and home imprisonment is that they allow the offender to work and
pay taxes (and possibly even pay for their own monitoring costs), reducing the burden on the rest of society (National
Law Enforcement and Corrections Technology Center 1999).
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Janet gave him a sceptical look.‘So you're turfing people out of jails? How do
you determine who gets paroled and who doesn’t?’

“Well, a while ago it was mainly based on crime-related and demographic
variables. Scott replied. We're talking stuff like what sort of offence theyre doing
time for, the types of past convictions on their record, age, risk of reoffending.’"!

Janet nodded.

‘Now a bunch of other things are looked at too,” he continued, finishing oft his
sandwich. ‘It’s a lot more complex. Psychological factors play a big part. Even if
someone displays fairly antisocial traits, they're still considered pretty low risk as

212

long as they don’t also show signs of mental illness.

“What about terrorists?’ Janet argued. ‘How can you guarantee that there won't
be an incident in Australia like the London rail bombings?’

‘Like 1 said, anyone considered really dangerous is still kept in a regular prison,
Scott said. ‘And we'd be able to tell by location monitoring if a parolee was doing
anything suspicious. There’s no way a convicted terrorist would get anywhere near
anything worth attacking.

‘And you know that governmental powers now allow “persons of interest” to
be implanted as well.'* No one even remotely suspicious would be able to target
a major landmark, business or tourist centre without alarm bells going off all over

the place’

Janet shook her head. ‘'m all for preventing terrorist attacks. But implanting
people who haven't committed a crime? How far will they take it? What if the
government decided that we should just track everyone, to be on the safe side?’

11 When considering whether or not to make a parole order, the NSW Parole Board is bound to consider a number of
matters under s135(2) of the Crintes (Administration of Sentences) Act 1999. These issues include the offender’s previous
convictions, the offender’s conduct in serving his or her sentence so far, and the likelihood that the offender will be
able to adapt to normal community life. The Board must also consider reports prepared by or on behalf of the Crown
in relation-to the granting of parole (New South Wales Council for Civil Liberties 2003). It is assumed that such reports
may take additional factors into account besides those listed in the Crimes (Administration of Sentences) Act 1999.

12 This idea comes from a paper about predictive models of inmate misbehaviour in institutions, but has been extrapolated
to misbehaviour on parole (Lee and Edens 2005, pp. 412-414).

13 Australia’s new anti-terrorism laws, among other things, allow people reasonably suspected of being involved in terrorism
to be tracked and monitored for up to 12 months (Gilmore 2005). In a rather prophetic statement, Michael and Michael
(2005, p. 25) state in their ‘Microchipping People’ article: “[i]f terrorism attacks continue to increase in frequency,
there is a growing prospect of the use of chip implants for identification purposes and GPS for outdoor tracking and

monitoring.”
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Scott shrugged. ‘I guess we just need to find a nice balance between personal
freedom and national security.
\
He glanced at his watch and pushed his chair back.‘I need to get back to work,
he said apologetically.

5 Analysing the scenario

An analysis of the scenario above, Prisoners Without Prisons, reveals a number of
important issues related to the use of LBS in enhancing national security. These
include the ethical dilemma of using LBS to track suspected criminals, how LBS
fit into society, and the momentum of LBS technologies. This section demonstrates
how analysis of a scenario can be used to draw out such issues.

5.1 The ethics of pre-emptive control

Perhaps the most significant dilemma presented in Prisoners Without Prisons is
the use of LBS technologies to monitor people such as those suspected of being
involved in terrorist activities. As mentioned in the footnotes, this is not mere fancy
— the Australian Government has enacted new anti-terrorism laws that, among
other things, give police and security agencies the power to fit terror suspects with
tracking devices for up to 12 months (Gilmore 2005).

This kind of power should give rise to concern. Can it be considered reasonable
to impinge upon the freedom of someone who is merely suspected of committing
a crime? For tracking implants especially, do governments have the right invade a
personal space (i.e. a person’s body) simply based on premise?

Criminals give up some of their normal rights by committing an offence. By
going against society’s laws, freedoms such as the right to liberty are forfeited. This
is retributivism (i.e.“just deserts”). The central idea is proportionality: “punishment
should be proportionate to the gravity of, and culpability involved in, the offence”
(Brown et al 2001, p. 1376). With no crime involved, the punishment of electronic
monitoring or home detention must be out of proportion.

This researcher does not make a judgement on whether pre-emptive control
legislation is good or bad. It is suggested, however, that the laws recently proposed
by the Federal Government (and agreed to by the States) could be indicative of
a broader trend. Prime Minister John Howard said that “[i]n other circumstances
I would never have sought these new powers. But we live in very dangerous and
different and threatening circumstances ... I think all of these powers are needed”
(Kerr 2005, p. 1). Could the same argument be used in the future to justify
monitoring everyone in the country? Everyone’s privacy being invaded in such
a way would likely lower significantly the chance of crimes being committed, or
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at least the chance of criminals remaining unpunished. If pre-emptive control is a
part of government security, then widespread LBS monitoring could be the most
effective form of implementation.

Without suggesting a far-fetched Orwellian scenario where draconian policies
and laws mean that the entire population is tracked every moment of their lives,
there is a possibility that the current climate is indicative of individuals’ willingness
to relinquish their privacy (or at least someone else’s) for the sake of enhanced

security.

5.2 The neutrality (or otherwise) of LBS technologies

There is a widely held belief that it is how people use a technology, not the
technology itself, that can be characterised as either good or bad. People often see
technology as neutral “in the sense that in itself it does not incorporate or imply
any political or social values” (Lipscombe and Williams 1979, p. 19). The converse
argument is that technology is not neutral because it requires the application of
innovation and industry to some aspect of our lives that “needs” to be improved,
and therefore must always have some social effect.

The uses of LBS presented in the scenario suggest that the technology itself is
not neutral — that LBS are designed to exercise control. This may be control over
one’s own situation as presented at the beginning of the scenario, where Janet and
Scott meet for lunch. Alternatively, it may be forced control over parolees and other
criminals or suspected criminals. These situations imply that LBS is not neutral, and
that the technology is designed to enhance control in various forms.

5.3 The technological momentum of LBS

Some believe that technology is the driving force that shapes the way we live.
This theory is known as technological determinism, one of the basic tenets of which
is that “changes in technology are the single most important source of change in
society” (Winner 1977, p. 76).The idea is that technological forces contribute more
to social change than even political, economic or environmental factors.

This researcher would not go so far as to subscribe to this strongest sense of
technological determinism doctrine. The social setting in which the technology
emerges is at least as important as the technology itself in determining how society
is affected. As Braun says: “[t|he successful artefacts of technology are chosen by a
social selection environment, [like] the success of living organisms is determined by
a biological selection environment” (Braun 1995, p. 21). Technologies that fail to find
a market never have a chance to change society, so society shapes technology at least
as much as it is shaped by technology. In this light, Hughes’s theory of technological
momentum is a useful alternative to technological determinism: similar in that it
is time-dependent and focuses on technology as a force of change, but sensitive to
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the complexities of society and culture (Hughes 1994, 101).

Technological potential is not necessarily social destiny. However, in the case of
LBS, it is plausible to expect it to create a shift in the way we live. We can already
see this shift occurring in parents who monitor their children with LBS tracking
devices, and in the easing of overcrowding in prisons through home imprisonment
and parole programs using LBS monitoring.

As described previously, the threat of terrorist attacks has led the Australian
Government to give itself extraordinary powers that never could have been
justified previously. In this situation, LBS has enabled the electronic monitoring of
suspicious persons, however, it is not the technology alone that acts as the impetus.
Pre-emptive electronic tracking could not be put in place without LBS. Neither
would it be tolerated without society believing that it is necessary in the current
climate of unrest.

The scenario also demonstrates that technology and society evolve at least partially
in tandem. Through the conversation between Scott and Janet, we learn that LBS
tracking implants were not introduced simply because they were technically feasible.
The reasons for their use were to reduce overcrowding in prisons and to mitigate
the burden of criminals on the ordinary taxpayer. Social and economic factors, as
well as technological ones, contributed to this measure being taken.

Although technology is not the sole factor in social change, and arguably not
the most important, LBS are gaining momentum and are likely to contribute to
a shift in the way we live. This can be seen both in the scenario and in real-life
examples today.

6 Conclusion

This paper has presented an overview of scenarios as an evaluative tool. Although
scenario planning has its limitations, it should certainly not be ignored entirely. It
is important to consider social issues as well as technical problems when assessing
an information security application. Scenario planning provides a framework for
exploration. Although any particular scenario per se is unlikely to come true, it
provides an example of what could happen if the technology is in widespread use,

~and gives ground for prevention or mitigation of potential undesirable eftects. The

scenario presented here illustrates how the technique can generate a plausible vision
of how technologies may affect a particular situation. It must be kept in mind that
a technology cannot be evaluated in isolation from its impact on society, and it has
been demonstrated here that scenarios can be a very useful tool for analysis of such
issues involved in a technology’s application.
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