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Abstract

After describing the general characteristics of Electronic Health Records (EHRs), we consider patient
safety. We then proceed to discuss IS evaluation in general terms, followed by HIS system evaluation in
particular. The D&M IS Success model, Technology Acceptance model and Task-Technology Fit model are
considered as potential candidates for EHR System evaluation. Based upon a critical review of the
available literature, we draw some conclusions about the appropriateness of current HIS/EHR evaluation
approaches. Finally, we suggest that by incorporating patient safety attributes in any EHR System
evaluation framework, then this could lead to improved accuracy, and in turn improved patient care.
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Abstract

After describing the general characteristics of Electronic
Health Records (EHRs), we consider patient safety. We
then proceed to discuss IS evaluation in general terms,
followed by HIS system evaluation in particular. The
D&M IS Success model, Technology Acceptance model
and Task-Technology Fit model are considered as
potential candidates for EHR System evaluation. Based
upon a critical review of the available literature, we
draw some conclusions about the appropriateness of
current HIS/EHR evaluation approaches. Finally, we
suggest that by incorporating patient safety attributes in
any EHR System evaluation framework, then this could
lead to improved accuracy, and in turn improved patient
care.

1. Introduction

Key considerations for a healthcare organization,
apart from the primary one of improved patient care, are
cost containment and improving the efficiency of work
practices. Health Information Systems have the
potential to support these objectives, at the same time as
ensuring patient safety. It is therefore imperative that we
have means at our disposal to effectively evaluate not
only an HIS in a general sense, but more specifically
whether the use of Electronic Health Records is helping
or hindering the realization of such goals.

2. Electronic Health Record (EHR) Systems

Any computer system where failure could have an
negative impact on a person’s health (life threatening in
the extreme) , should be regarded as a safety critical
system.

Adoption of EHRs can potentially lead to better
quality and more efficient healthcare, by way of
embedded decision support systems which provide
ready access not only to (more complete) information
about an individual’s state of health, but also to
demographic health information.

EHRs contain sensitive health data of individual
patients, thus it is essential that these systems are both
secure and error free. Inaccurate or insecure information
could be detrimental to the individual and subsequently
to the responsible company or organization.

EHR systems include different types of data and
information for different users. Information included in
health record systems needs to be accurate and health
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record systems should be safe so that they assist health
care workers to improve clinical outcomes.

Typical information management services provided
by EHR systems include: (a) Recommendation services,
(which determine appropriate activities in specific
clinical circumstance), (b) Documentation services
(which involve data collection, storage of observations,
assessment and interventions, (c) Registration services
(which integrate demographic and administrative data),
(d) Explanation services (which enhance the credibility
of recommendation services by providing supporting
evidence), (e) Calculation services (which measure time
intervals, medication dosages and other computational
tasks), (f) Communication services (which include
standards for data transfer and data security), (@)
Effective presentation services (which facilitate data
visualization;), and (h) Aggregation services (which
associate outcome, diagnosis and specific guidelines)
[1].

Accordingly, EHR evaluation needs to consider
whether or not workflow processes enhance patient
safety.

3. Patient Safety

The Institute of Medicine (IOM) reports that annual
deaths resulting from medical error are of the order of
44,000 to 98,000. The IOM defines patient safety as “the
prevention of harm to patients where harm can occur
through errors of commission and omission.” [2] Now
the safety and quality of EHRs are inseparable. This
necessitates compliance by all stakeholders with a
culture of safety, as well as the development of a HIS
with patient safety as a primary focus.

Within the context of patient care, errors of omission,
errors of commission, slips and mistakes can be
collectively regarded as “human error.” [3] Thus, the
most important issue with regard to patient safety is
considering how to avoid harm by reducing human
error. Accordingly, several organizations in the
developed countries have taken responsibility for patient
safety, including the US Joint Commission on
Accreditation of Healthcare Organizations, the UK
National Patient Safety Agency, the Australian Council
for Safety and Quality in Health Care, the Japan Council
for Quality Health Care and the Taiwan Joint
Commission Hospital Accreditation.

For instance, the Joint Commission on Accreditation
of Healthcare Organizations establishes annual
National Patient Safety Goals for reducing medical
errors. In 2006, for example, the JCAHO focused on
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both improving the accuracy of patient identification and
on improving the effectiveness of communication among
caregivers [4]. Such considerations must therefore be
incorporated in any evaluation of EHR Systems.

4. EHR System Evaluation

HIS evaluation considers the relationship between
people, technology, and the environment. [5]. Being a
complex organization, a HealthCare System gathers an
enormous amount of medical and administrative data on
a daily basis. IT system evaluation within healthcare
tests not only the IT itself, but also checks the interaction
between the IT and the system user. Moreover, systems
need to be evaluated on a case-by-case basis, since they
invariably cater to individual needs, and are system-
specific [6].

Now while IT can be used in theory to improve
patient safety, it will fail to do so if it is poorly designed,
is unsuited to the clinical task at hand, or uses
unnecessarily complex technology for its own sake -
these can all lead to increased error [7]. Hence, it is
important to evaluate whether EHRs could reduce
medical errors and/or overcome barriers.

Since  EHR Systems are an integral part of
HealthCare systems generally, the risk of incidents due
to medical errors can be mitigated by correct
identification of initial system requirements. Moreover,
the safety aspects of EHRs can be summarized as:
identification, system security, privacy, confidentiality,
consent, disaster recovery, storage, back up, retention
period, data standards, data interoperability, data
integrity, medication, alerts, data entry, attributes of data
quality, system quality [8]. It is therefore important to
consider the risk features of EHRs because evaluation
studies need to review an HIS from the perspectives of
quality, value, effects, impacts, and applications [6].

Several IS evaluation models have been developed
for IS evaluation in the large, and these are summarized
in Table 1. The question naturally arises as to how
applicable such models are to HIS evaluation? Actually,
some earlier researchers have made some tentative steps
in this direction (see for example, [12]).

HIS evaluation needs to consider the following: (1)
goals (i.e. what to evaluate); (2) methods (i.e. how to
evaluate [13-15]. In this paper we focus on so called
“goal-based evaluation” [14] in order to assess current-
generation EHRs. More specifically, we use safety
attributes as estimation criteria, stressing “EHR
success”, the *“Task Fit” of EHRs, and “EHR
acceptance” (i.e. what to evaluate) in order to explain
how to enhance patient safety by using HIS evaluation
models in assessing EHRs (i.e. how to evaluate), as
summarized in Table 2.

5. Discussion

Compared with the other two models of Table 1, the
Updated D & M IS Success model is more
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comprehensive, and incorporates aspects of quality
(information, system, and service), user satisfaction, user
acceptance (use), and net benefits. It thus could be used
to measure the success of EHRs. By contrast, the
Technology Acceptance Model focuses on end user
acceptance — in the present case, of EHRs. The Task-
Technology Fit model attempts to measure the factors
which relate the task (i.e. reducing human error) to the
underlying technology (i.e. EHRs). TTF could therefore
assist in determining whether EHRs assist in reducing
human error, and thereby improve the performance and
quality of patient care.

Right timing is touted by some researchers as an
important consideration, since today’s success may fail a
decade later due to previously hidden technology
limitations, changes in demand, and so on [16]. Now
while several researchers have developed frameworks
and the like for HIS evaluation [5,6,12,14,17,18], no
standard evaluation method exists for evaluating EHR
Systems from the perspective of patient safety.

6. Conclusion

We have already seen how safety and quality are
intimately linked. The key suggestion which emerges
from our critical review of the HIS evaluation literature
is the incorporation of EHR safety attributes in the
application of existing HIS evaluation models to
measure the effectiveness otherwise of EHR Systems.

In short, we believe that the establishment of a
“comprehensive”, “successful”, “high Task Fit”, and
“highly acceptable” EHR system will help healthcare
organizations not only to improve efficiency and
effectiveness but also to reduce medical errors.

The next phase of our research will involve the
testing and validation of our proposed evaluation
framework (Figure 1), focusing on EHR systems within
the Taiwanese hospital system. The relevant research
questions and appropriate methodology to provide
answers to these questions are summarized in Table 3.
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Table 1. IS Evaluation Models, their Dimensions & Main Concepts.
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Evaluation Model

Dimensions

Main concept

Updated D & M IS Success Model [9]

System Quality, Information
Quality, Service Quality, Use
(Information Use), User
Satisfaction, Net Benefits

To measure the factors of a success
information system.

Technology acceptance model (TAM) [10]

Perceived useful
Perceived easy of use

To understand the factors of computer-
usage behavior that cause users accept or
reject an IS/HIS.

Task/Technology Fit (TTF) [11]

Group Task

Fit Profit

Group Support System
Technology

Group Performance

To match the capability of the technology
to the demands of the work environment.

Table 2 Proposed HIS Evaluation Criteria

Goal-based evaluation

“The lack of access to information during decision-making” and “need efficient communication” in patient care

Estimation criteria
(Safety Attributes of EHRs)

1.identification

2.system security
3.privacy
4.confidentiality
5.consent

6.disaster recovery

11.data interoperability

16.attributes of data
quality
17.system quality

7.storage 12.data integrity
8.back up 13.medication
9.retention period 14.alerts
10.data standards 15.data entry

goals of an evaluation
(what to evaluate/ IT-system as such)

methods of evaluation
(how to evaluate/called IT-systems in use)

Research Topics

Research Purpose

Evaluation Models

Aims of evaluation

EHRs success

To find the success and
weakness factors, and
workflow processes of
EHRs in real medical
environment.

Updated DeLone and McLean IS
success model (Updated D & M

model)

Based on safety
attributes to evaluate
the success of EHRs
with those six
dimensions, to
enhance the functions
of the current EHRS..

EHRs acceptance

To recognize, forecast,
describe, and recognize the
factors of computer-
practice behavior that cause
users accept or reject
current EHRs.

Technology Acceptance Model
(TAM)

Based on safety
attributes to predict,
explain, and realize
the factors of the
behavior that cause
users accept or reject
current EHRs.

Task Fit of EHRs

It attempts to measure and
predict the fit of acceptance
and use of technology in
user evaluation of EHRs.

Task Technology Fit (TTF)

Based on safety
attributes to measure
the performance of an
current EHRs
between technology
and task based; to
check whether this
EHRs could reduce
medical error or not.
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Table 3 Research questions and proposed methods

Q1: What are the most important characteristics in determining Taiwanese EMR success?

Specific question

Proposed methods

Objectivel: To investigate what the most important dimensions should
are in evaluating Taiwanese EMR system success.

Objective2: To investigate what the most significant indicators in
estimating Taiwanese EMR success are.

Objective3: Based on the findings of Ol1 and 02, to develop a
hypothetical research framework and suitable evaluation questionnaire
for Taiwanese EMR system success evaluation.

Delphi method
Descriptive analysis (SPSS)
Reliability test (SPSS)

Q2: Does the EMR success evaluation framework demonstrate high
estimate EMR in Taiwanese hospitals?

content validity and reliability to

Specific question

Proposed methods

Objectivel: To test the accuracy of this EMR success evaluation
framework.

Objective2: To test the consistency of this EMR success evaluation
framework.

Descriptive analysis (SPSS)
Correlation analysis (SPSS)
Factor analysis (SPSS)

Q3: Is this EMR success evaluation framework comprehensive and complete?

Specific question

Proposed methods

Objectivel: To explore the interrelationship between dimensions and
indicators.

Descriptive analysis (SPSS)
Correlation analysis (SPSS)
Regression analysis (SPSS)

SEM (AMOS)

Figure 1 Taiwanese EMR system success evaluation framework
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Taiwanese medical environment and related regulations of EHR

|

IS
Success

A\ 4

EHR system Success Evaluation

HIS

1l

Evaluation

Proposed Methodology (two phases)

i L (start)

Phase |

Hypothetical research

framework and
Questionnaire design

(Qualitative+ Quantitative)

(Delphi vMethod )

Use of brainstorming to
generalize experts’ opinion,
based on literature review.

A 4

Based on experts’
comments, modify the
dimensions and indicators of
EHR system success
evaluation.

\ 4

Development of an appropriate
qguestionnaire for EHR system
success evaluation.

l

Pilot test of questionnaire

\ 4

Establishment of a suitable
evaluation questionnaire for
this research project.

—

Phase Il
Investigation Design
(Quantitative)

(data | collection )

Conducting surveys in sample
hospitals, using
aforementioned questionnaire.

l l

Physicians Nurses

A4

Data Analysis

' '

SPSS AMOS

| |
v

Identification of an
appropriate framework for
Taiwanese EHR system
success evaluation

(the end)

Taiwanese EHR system success
evaluation framework
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