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Homogeneous Bent Functions

Chengxin Qu, Jennifer Seberry, Josef Pieprzyk
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Abstract

This paper discusses homogeneous bent functions. The space of homogeneous func-
tions of degree three in six boolean variables was exhaustively searched and thirty
bent functions were found. These are found to occur in a single orbit under the
action of relabeling of the variables. The homogeneous bent functions identified ex-
hibit interesting combinatorial structures and are, to the best of our knowledge, the
first examples of bent functions without quadratic terms. A construction for other
homogeneous bent functions of degree three in larger spaces is also given.

Key words: Boolean functions, Bent functions, Homogeneous bent functions,
Machine computations, Discrete mathematics in computer science.

1 Introduction

Boolean functions have always been of great interest in many fields of engineer-
ing and science. There is already a well established theory of S-boxes which
has sprung from cryptography. This theory concentrates on the design and
analysis of boolean functions which possess desirable cryptographic proper-
ties such as balance, strict avalanche criterion and high nonlinearity. Boolean
functions with the highest possible nonlinearity are called bent functions. Bent
functions are building blocks for cryptographically strong S-boxes and spread
spectrum systems.

In 1970 Rothaus [11] defined boolean bent functions, investigated their prop-
erties and gave the first constructions. Kumar, Scholtz and Welch [9] general-
ized the notion of bent functions over arbitrary fields with arithmetic modulo
a prime. MacWilliams and Sloane [7] observed that bent functions are strongly
linked with Reed-Muller codes. Berman and Grushko [1] argued that binary
bent functions can be equivalently described in the terms of Hadamard codes.
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It is well-known that bent functions exist if the degree of boolean function is
at least 2. Homogeneous bent functions of degree 2 can be designed very eas-
ily using many published constructions. It has been unknown whether or not
there are some other homogeneous bent functions of degree three or higher.
This work answers the question positively and gives examples of such func-
tions. It is obvious that homogeneous functions are not closed under affine
transformations as in general, such transformations will produce quadratic
and linear terms. Nevertheless, they seem to have very interesting combinato-
rial properties.

2 Background

We use the Galois field Vi = GF(2). A function f : V, — V] takes a n
boolean variables and assigns a value from V;. We treat arguments of the
function f(x) = f(x1,...,2,) as vectors a of n boolean variables and we use
the following assignment:

Qion_9 1 1 .. 1 0
Qion_q 1 1 o101

Let a = (a1,...,a,) and ¥ = (21,...,2,). The inner product of z and « is
defined as - x = a1x1 & ... B a,x,. A boolean function f : V,, — V] is said to
be affine if it can be written as f(x) = @121 B ... B ayr, Be(c € Vi) If ¢ =0,
the function f(x) is called linear. Any boolean function f : V,, — V] can be
expressed by the following polynomial

flz) = @D cax” (1)

aEVn

where 2% = z{* -+ 22" and ¢, € GF(2). We say that a boolean function f(x)

of the form (1) is homogeneous of degree k if ¢, = 0 whenever o has weight

not equal to k (¢, = 0 if wt(a) # k).



The Walsh-Hadamard transform is defined as follows

1
cp(N) = SIE] Z (—1)f(x)®mc where A € V, (2)

zEVR

Definition 2.1 The function f(x) is bent if the Walsh-Hadamard transform

cr(A) = £1, for all XA € V,.

3 Homogeneous Bent Functions

The constructions known for bent functions can be divided into two categories.
The first one gives a new bent function from scratch. The second uses bent
functions on smaller dimension space. More details about constructions and
properties of bent functions can be found in [2-5,8-10,12]. The direct construc-
tions appear to always give bent functions with quadratic terms and recursive
constructions also seem to preserve these terms; so at present there seem to
be no general way to construct bent functions with no quadratic terms.

If all bent functions must contain quadratic terms, then all bent functions
over Vg in particular must contain quadratic terms. Since every bent function
of dimension 2k has the degree at most k, V5 is the smallest space to possibly
accommodate some homogeneous bent functions of degree 3.

We use an exhaustive computer search to test all possible homogeneous boolean
functions of degree 3 over space Vs. As there are 20 distinct 3-subsets of a 6-
set, there are 20 distinct monomials of degree 3 in 6 variables. Hence there are
229 possible homogeneous functions of degree 3 on V5.

We use (¢ j k) to denote the monomial ;2 ;2 where i < j < k. The monomials
of degree 3 are as follows :

1 —(123) — zqxx3 8 — (145) — wqwgas 15 — (246) — xow476
2 —(124) — xqxqwy 9 — (146) — 22426 16 — (256) — x22526
3 —(125) — xqwquws 10 — (156) — xqaswe 17 — (345) — xsaaas
4 —(126) — xqa9w6 11 — (234) — xx324 18 — (346) — w32406
b — (134) — xqaswy 12 — (235) — xgxsxs 19 — (356) — w2526
6 — (135) — xqasws 13 — (236) — xox3we 20 — (456) — x4x526
7T —(136) — xqwswe 14 — (245) — agxqas



For later purposes we number these in order so 1 stands for the monomial

(123), 2 stands for (124), and so on. Thus 20 stands for (456).

Our computer search revealed that there are 30 homogeneous bent functions
of degree 3 with 16 monomials. A representative of these 30 functions is given
as follows

123124 © 125 @ 126 © 134 & 135 & 146 @ 156 &
234 B 236 D 245 & 256 © 345 D 346 D 356 b 456.

The full form of this function is

fz)=a12003 B 212224 D 2127205 D 12206 B 12324 D
212325 B 12426 D 12506 D 220324 D 22376 D
Tow4Ts B Xox5206 B X3204%5 D ¥324%6 D T3T5%6 D T4T5T6

= (21 B x2)(w3ws B x526) B (v3 B 24) (X122 B T526) B

(5 @ 26) (122 @ T324) D 21 (2375 B T476) B T2(2376 D T4T5)
in our numbering notation this function is the set
(1,2,3,4,5,6,9,10,11,13,14,16,17,18,19,10)

which can be equivalently represented by its complement (7,8,12,15). The
support of f(x) yields the difference set below over (Vg, ).

(1,0,1,0,0,1) (1,0,0,1,1,1) (0,1,0,0,1,1) (0,1,0,1,0,1)
(1,0,1,1,0,0) (1,1,0,1,1,0) (1,1,1,0,0,1) (0,1,1,1,0,1)
(1,1,1,0,0,0) (1,0,0,0,1,1) (0,1,1,0,0,1) (0,1,0,1,1,1)
(1,1,0,0,0,1) (1,0,0,1,1,0) (0,1,1,1,1,0) (1,0,1,0,1,1)
(0,0,1,1,0,1) (1,1,0,0,1,0) (0,0,1,0,1,1) (1,0,1,1,1,0)
(0,0,0,1,1,1) (1,1,0,1,0,0) (0,0,1,1,1,0) (1,1,1,0,1,0)
(1,0,1,1,0,1) (0,1,1,1,0,0) (0,1,1,0,1,0) (1,1,0,1,0,1)

Using Rothaus’ [11] characterization of bent functions on 6 variables we see
from the automorphism group of the difference set that 3-homogeneous bent
function is equivalent to the bent function

T12273 D X124 D T2x5 D T3%6



We now show that the cubic homogeneous bent function on Vg are related
in a very special way. Let 7 be a permutation on {1,2,3,4,5,6}, and let «”
denote the vector (1), Tr(2), Tr(3)s Tr(a)s Tn(5)> Lr(6)). Let [ be the degree 3
homogeneous bent function given above. Then f7(x) = f(2™) is also a degree
3 homogeneous bent function on variable x, zq, x3, 24, x5, x6. We will show
that all six variable degree 3 homogeneous bent functions are of the form f7
where 7 is a permutation on {1,2,3,4,5,6}.

Let H denote the group of permutations such that f™ is the same boolean
function as f. Now consider the matrix

(1100]
0011
1010
0101
0110

1001

which encodes the degree 3 terms which do not appear in f. Let B™ denote the
matrix obtained by permuting the rows of B according to 7. (So if 7 = (1, 2),
then B™ would equal to the matrix obtained by interchanging the first row
and second row of B.) Notice that m € H if and only if the set of columns in
the matrix B™ equals to the set of columns in B.

Since the columns of B are distinct, every # € H induces a permutation
of the set {1,2,3,4}: namely the permutation needed to be applied to the
columns of B™ in order to change B” back to B. Let K be the subgroup of H
whose elements induce the identity permutation on {1,2,3,4}. Any element
¢ of K must fix the sets {1,3,5}, {1,4,6}, {2,3,6} and {2,4,5} setwise. so
o(1) € {1,3,5}N{1,4,6} = {1}. That is ¢(1) = 1. Similarly, we can show that
(1) = for 1+ = 2,3,4,5,6. Hence K is trivial, and H can have at most one
element for each element in S;. On the other hand, each row of B corresponds
to one of the six pairs of elements in {1,2,3,4}. The first row corresponds
to the pair {1,2}, the second row to the pair {3,4}, and so on. So it is easy
to construct a row permutation which induces any prescribed permutation of
the columns. Hence H contains exactly 4! = 24 elements. Since Sg has 720
elements it follows that exactly 30 = 720/24 distinct boolean function are of
the form f™ where m € Sg. Since this is the total number of bent functions by
our exhaustion, every homogeneous degree 3 bent function on six variable can
be obtained from f by applying a permutation to the indices of its variables.



The incidence matrix of fis !

(1111111100000000]
1111000011110000
1000110011001110
0100101010101101
0010010100111011

(0001001101010111]

and its adjacency matrix is of the following form

(843333
$3333
8433
$33

8 4

8

C =AA" =

For the matrix A, any row permutation does not affect the values in the diago-
nal of matrix C'. Since there are 6 rows in matrix A, the row permutations give
6! different matrices A. However the matrix C' has only 15 different matrices
corresponding to the all row permutations of A. Every matrix (' corresponds
to 2 bent functions. The diagonal entries of C' indicate the frequency of each
variable appearing in the function and the other entries specify the frequency
of each pair occurring in the function. From a combinatorial point of view,
every homogeneous bent function found in our search, has the following prop-
erties:

(1) its covering is 2-(6,3,3) and its packing is 2-(6, 3,4);

(2) each variable occurs the same number of times,

(3) three disjoint pairs of variables occur 4 times and the other pairs happen
3 times.

We note that taking the block complements of the functions as 30 blocks
on 20 elements, the repetition number is 6 and with the association scheme
that elements are first associates if they appear together in a block, third
associates if they are complementary (for example xy2223 is complementary to

1 for definitions of incidence and adjacency (coincidence) matrices see [13] [14]



T4526 s0 we say 1 is complementary to 20 and k is complementary to 21 — k),
and second associates otherwise, we havea PBIBD(v,b,r, k; A, A2, A3) design
PBIBD(20,30,6,4;2,0,0).

Finally, we note that using the well known fact that f(x,y) = g(x) & h(y) is
bent whenever g and h are. We can now construct homogeneous bent functions
of degree 3 in large space Vg (k= 1,2,---). We know that there are 30 bent
functions for V5. The following result gives a lower bound on the number of
homogeneous bent functions of degree 3 in V.

Corollary 3.1 Given space Vg, the number of all homogeneous bent functions
of degree 3 in the space is greater than or equal to

6k
6

30"

Proof : We know that the number of bent functions is 30 when £ = 1.
The space Vg, can be looked at as a collection of k disjoint subspaces V. In

6k
6

combinations. For each combination, there are 30* distinct bent functions. In

other words, there are 6k boolean variables which can be arranged into

total, there are at least 30¥ homogeneous bent functions. O
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