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Compression performance of JPEG encryption scheme

Abstract

Recent development in the Internet and Web based technologies require faster communication of
multimedia data in a secure form. A number of encryption schemes for MPEG have been proposed. In this
paper, we evaluate the compression performance of JPEG which has been encrypted with the zig-zag
permutation algorithm, suggest a security enhancement to the scheme, and propose an alternative to
entropy coding recommended by JPEG to compensate for the compression drop occurring due to
permutation.
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Abstract

Recent development in the Internet and Web based tech-
nologics require faster communication of multimedia data
in a sccure form. A number of encryption schemes for
MPEG have been proposed. In this paper, we evaluate
the compression performance of JPEG which has becu
encrypted with Zig-Zag Permutation Algorithm, suggest
a security enhiancement to the scheme, and propose an
alternative to entropy coding recommended by JPEG to
compensate for the compression drop occurred due to per-
mutation.

1 Introduction

Adding encryption to compression algorithm is an attrac-
tive proposition which could result in combined sccurity
and compression. The main challenge is to design sccure
systems without degrading comnpression performance. A
number of algorithms have been proposed to provide se-
curity to MPEG [6, 7, 8, 9]. Out of all these algorithimns,
the one which has been analysed for security and com-
pression performance is the Zig-Zag Algorithm proposed
by Tang [8]. However, an attack to this scheme has also
been proposed in [9].

Without degrading the picture quality, improving the
compression performance is possible, only if the lossless
compression such as entropy coding is replaced with a dif-
ferent one. A possible alternative is to use a dynamic Huff-
man coding scheme instead of a static one recommended
by JPEG.

Huffman coding is an optimal cornpression algorithm
that in its simplest form uses probabilities of characters
in she input sequence as a model for input source, and

produces codewords whose lengths are inversely propor-
tional to their probabilities. In Dynamic Huffman Coding
(DHC) the model is updated and the codeword represent-
ing a symubol changes with its position in the input stream.

In this paper, after reviewing the only JPEG encryp-
tion scheme known to date, we examine the compression
performance of JPEG which has been applicd a Zig-Zag
Permutation Algorithm, propose a security enhancement
to the current schemce, and suggest an altcrnative to static
Huffman reccommended by the JPEG in order to improve
on compression performance.

In the next Section we review DHC, and Section 3 re-
views the ouly known JPEG cncryption scheme. Section
4 describes the Zig-Zag Permutation Algorithm. In See-
tion 5, we examine the compression performance of JPEG
which has been applicd a Zig-Zag Permutation Algorithm.
Scction 6 concludes the paper.

2  Dynamic Huffman Coding

Dynamic Huffman coding was independently proposed by
Faller {1] and Gallager [2] and considerably improved by
Knuth (4] and Vitter [3}. The algorithm uses a code tree
which is a weighted binary tree capturing the statistics of
the input strcam and forming the coder’s model. Each
leaf of the tree corresponds to onc alphabet symbol and
the weight of the leaf represents the current frequency of
that symbol in the input stream representing the weights
of each alphabets. Two nodes with a common parent in
a code tree are called siblings. The weight of an internal
node is the sum of the weights of its siblings. Nodes are
numbered in increasing order starting from the bottom left
node to bottom right node, followed by the nodes in the
layers above again from left to right, until the root node
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is reached. A binary tree is said to have sibling property
if listing the nodes using the above ordering results in a
non-decreasing sequence. Gallager [2] proved that a binary
prefix code is a Huffian code if, and only if, the code tree
has the sibling property. In & dynamic Huffman tree the
structure will be maintained in such a way that sibling
property is preserved.

To encode an input symbol, first the the current Huff-
man tree is uscd to generate the codeword and then the
weight of the leaf corresponding to the incoming symbol
is updated. This update will flow through the whole tree.
If because of updating of the weights, the sibling property
is violated a new round of tree updates that involves the
exchange of the nodes and their corresponding subtrecs,
will be applied to reinstate the property. Details of the
update can be found in [3].

3 JPEG Encryption Scheme

Although many proposals exist for cncrypting MPEG,
only a limited amount of research has been done in en-
crypting JPEG. This may be because JPEG has been
considered as a subset of MPEG. Most of the schemes
described for MPEG can also be applied to JPEG as well.
The only known encryption scheme proposed for JPEG
has been given in {5]. Their scheme has considercd en-
crypting DC and low frequency AC cocflicients of DCT
of cach block and the following shortcomings have been
noted.

1. If only DC coefficients are encrypted, a good approx-
imnation to the original image can be obtained by as-
signing any value to the DC coefficients.

2. If only DC and low frequency AC coefficients arc en-
crypted, a reasonable approximation to the image can
be obtained. This is because the un-encrypted high
frequency AC cocflicients will partially reveal the edge
information of the image.

The above shortcomings have led the authors to propose
a spatial domain encryption scheme.

4 Zig-Zag Permutation Algorithm

The purpose of encrypting text information is to provent
an adversary without the secret key from obtaining the in-
formation. In this instance, the content of the information
is either known completely or it is unknown. But there are
two levels of security to digical images.

1. Scrambled image has poor image quality compared
with original image, but the content of the original
image is visible to the viewer - obscured image

2. Scrambled image is not comprehensible - incompre-
hensible image

There are some special properties unique to the JPEG
and MPEG encoding. After DCT and the quantization
procedure, the coefficients of every 8x8 block has the fol-
lowing propertics.

1. All cocfficients are in the range of [0, 255] which can
be represented by 8-bit binary string.

2. The amplitude of the DC coefficient is much larger
than that of every AC coeflicient.

3. Big portion of AC coefficients are zeros.

The basic idea of Zig-Zag Algorithm is that, instead of
mapping the 8x8 block to a 1x64 vector in " Zig-Zag” order,
it uses a random permutation list to map the individual
8x8 block to a 1x64 vector.

Following experiments are conducted by Tang [8].

1. DC coefficient is mapped to the first element in the
1x64 vector and the rest of the elements are permuted.
— Obscured image

2. DC cocfficient of every bock is set to zero or a fixed
value between 0 and 255 and rest of the clements are
permuted. — Obscured image

3. DC coefficient is mapped to any other position other
than the first position in the 1x64 vector, and the rest
of the elements are randomly permuted — Incompre-
hensible mage

4. ACB3 coefficient is set to 0 - Degradation is negligi-
ble

5. Split the DC cocflicient into two parts, first part re-
main in the same position, the sccond part is sub-
stituted for AC63 and randomly permute the list —
Incomprchensible image

The basic Zig-Zag Permutation Algorithin is vulnera-
ble to the ciphertext only attack. The attack is based
on the fact that none-zero AC cocfficients are gathered iu
the upper-left corner of the T block. Statistical analysis
which count the number of non-zero DC and AC coef-
ficicnts from all blocks in an I frame was conducted by
Qiao and Nahrstedt [9]. The results show

1. DC cocflicients always have the highest frequency of
LIOR-ZETO OCCUTTENCE.

2. The frequency of AC1 and AC2 are among the top 6.

3. The frequency of AC3 to ACSH are among top 10.
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The other method is to use so-called binary coin flipping
sequence together with two different permutation lists.
For cach 8x8 block, a coin is flipped. If it is a tail, the
permutation list 1 (keyl) is applicd to the block; if it is a
licad, the permutation list 2 (key2) is applied to the block.
Keyl and Key2 arc the secret keys. {L.Tang) This method
is subject to known plain text attack, Theidea is to sclect
the key that has the tendency to gather AC coefficionts in
the upper left corner.

5 Compression Performance

In this section, we analyse the compression performance
of JPEG, if a random permutation has been applied to
the zig-zag ordered DCT coefficients. The same experi-
ment bhad been done for MPEG and the results can be
found in [10]. Their findings reveal that zig-zag permu-
tation for MPEG increases the MPEG stream size by as
much as forty-six percent. As we have described before,
this scheme is also vulnerable to chosen-plaintext attack
if the penmutations are not randomly chosen. To enhance
security we propose applying permutations randomly se-
locted from a set of known permnutations after permuting
the blocks.

5.1 Experimental Results

We performed experiments using four different permuta-
tions on Una, House, Tree, and Lenna images. We looked
at the compression rates of the original images (Table 1)
and the compression rates after applying each of those per-
mutations. These observations revealed that a maximum
of seven percent drop in compression rate on Una image,
and a maximur of three percent drop in compression rate
on all the other images. We also experimnented the com-
pression drop when the permutations were randomly se-
lected from a list of four different permutations for cach
block (Table 2). What we observed was a maximum of
shree percent compression drop.

An adaptive Huffman coding algorithm was incorpo-
rated into JPEG instead of a static one, which had been
recornmended by JPEG, to sce how much compression
drop may occur. In fact compression rate increased by
a maximum of four percent on Una iinage and by a maxi-
mum of three to two percent on all the other images {Table
3).

Thesc experiments showed that adaptive Huffman cod-
ing achicved a better compression rate than the static one.
Replacing static Huffman with a dynamic one in JPEG
might compensate for the compression drop that occurred
when random permutations had been applied to the zig-
zag ordered DCT cocfficients.

6 Conclusion

In this paper, we experimented the compression perfor-
mance of JPEG when a random permutation had been
applied to the zig-zag ordered DCT coeflicients. We found
that JPEG scquence increcased by at most twenty per-
cent compared to MPEG’s forty-six percent. There was a
fifty percent performance improvement for JPEG. We also
noted a performance improverent in compression when
static Huffman coding wus replaced with an adaptive one.

| Tmage Compression{%) | Quality | PSNR
Una.pgm 65% 3 39.4978
Una.pgm 89% 25 27.933
| Unapgm 85% 14 30.7209
House.pgin 88% 3 25.9796
House.pgm 94% 25 20.0447
| Housc.pgm 93% 14 22.3766
T Tree.pgm 81% 3 39.2094
Trec.pgm 92% 25 30.2431
Tree.pgm 91% 14 32.3513
Lenna.pgm 38% 3 38.5824
Lenna.pgm 94% 25 31.5417
Lenna.pgin 93% 14 33.6306

Table 1: Compression percentage for JPEG

[ Twage [ Compression(%) | Qualisy
Una.pgm 62% 3
Una.pgm 89% 25
Una.pgin 84% 14

I Housc.pgm B87% 3

House.pgm 93% 25
House.pgm 92% 14
Tree.pgm 79% 3
Tree.pgm 92% 25
Tree.pgm 90% 14
Lenna.pgm 8T% 3
Lenna.pgm 93% 25
Lenna pgm 92% 14
Table 2: Compression percentage for JPEG with four dif-

ferent permutations
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