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Abstract

Wang et al. recently found several collisions in some hash
functions, such as MD4, MD5, Haval-128 and RIPEMD.
These findings have significantly changed our views about
the security of existing hash functions. Unfortunately, al-
though it is easy for us to verify the correctness of the
collisions published by Wang et al., the sufficient condi-
tions for collisions are not clear. In this paper, we present
our methodology for constructing the sufficient conditions
of collision tables by using Haval-128 Pass 3 as an ex-
ample. We propose a backward analysis method of com-
pression functions for constructing the sufficient condition
table and the differential characteristic table. We also ex-
pose the weaknesses of Haval-128 which may be applied
to other hash functions.

Keywords: Collision in hash functions, cryptography, and
hash function

1 Introduction

Hash functions, such as MD5 and SHA1, are widely used
in computer and network security. The security of those
hash functions was not a major concern until the colli-
sions in MD4, MD5, Haval-128 and RIPEMD were re-
cently reported in the rump session of CRYPTO’04 by
Wang et al.[4]. Soon after, in [1], the methodology of
Wang et al. [4] was explained by analyzing the outputs of
[4], where they found a set of conditions and differential
behaviors for successfully searching the collision in each
step of Haval-128 from the first round to the last round.

Recently, Wang et al. revealed more about their find-
ings of the collisions in MD4, MD5 and RIPEMD and re-
ported more results of the collisions in SHA-0 and SHA-
1[5, 6, 7, 8. They provided a set of sufficient condi-
tions of collisions and differential characteristics for MD4,
MD5 and RIPEMD and applied them to single and multi-
message modifications. However, they did not reveal the
main methodology of constructing the sufficient condi-

tions for searching collisions.

It is also noticed that the recent results of a MD5 col-
lision analysis in [2, 3] show a greater performance in
searching the collisions than the original one by Wang
et al.. The results show that a collision for MD5 can
be found on a notebook computer in a few hours. They
provided their results with some new conditions and uti-
lized a multi-message modification method to fulfill the
condition in the first message and the second message to
obtain higher probability in successfully finding a colli-
sion. Nevertheless, they provided only the results and
the conditions of finding collisions but did not show how
to choose the suitable bits and how to construct the suf-
ficient condition for searching the collision table.

In this paper, we for the first time reveal the secret
methodology of Wang et al.’s findings and show how to
find a set of sufficient conditions and differential charac-
teristics for collisions. We propose a backward analysis
method of compression functions to construct the suffi-
cient condition table and differential characteristic table.
We utilize a raw result from [4] to produce the sufficient
condition for the searching collision table of Haval-128
pass 3. As we believe that Haval-128 is easier to break,
we choose it as the entry point for finding weak points of
hash functions and revealing Wang et al.’s methodology
of constructing the sufficient condition and the collision
table. These weak points lead some information for us to
break other hash functions.

This paper is organized as follows. In Section 2, we de-
scribe the notations used in this paper. In Section 3, we
explain the compression of Haval related to our scheme.
In Section 4, we present the methodology used for our
analysis and construct a set of sufficient collision con-
ditions and differential characteristics. In Section 5, we
provide some examples and explain how to construct the
condition table. In the last section, we conclude our paper
and describe the future work.
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2 Notations

The notations used in this paper are defined in the fol-
lowing.

e M; and M, are two 1024-bit messages that are ex-
pected to produce the same hash value.

® L, is an expansion function w.r.t the input mes-
sage M and step 1.

o Wi, Wiy, W2, or W, ; is the input of a 32-bit
word of the compression function. It is the output
of message expansion E(y; ;), where i denotes a step
position, for s = 0,1,---,95 and j denotes a bit po-
sition for j =0,1---,31.

o Vi, Y, or Y2;) is the output of a 32-bit word
of the compression function, where i denotes a step
position, for ¢ = 0,1,---,95 and j denotes a bit po-
sition for 7 = 0,1,---,31. Note that W and Y are
referred to as general terms in the compression func-
tion structure and W1, W2, Y1, and Y2 are referred
to as the terms in the result.

e Y_;,---, Y_7 is the initial value (IV) or the output of
the compression function of the previous message.

e Z or Z j denotes a carry bit in each step, where 7
denotes the step position and j denotes the bit posi-
tion for j =0,1,---,31.

o P, Ppy, P j, or Pmy; ;) denotes a non-linear term,
where p denotes a pass number, m denotes the mes-
sage index, 7 denotes the step position and j denotes
the bit position.

e K or K, ;) denotes a constant bit, where p denotes
a pass number and ¢ denotes the step position.

e BDI or the bit-difference of inputs is the position of
the difference of two input messages at the specific
word and bit. The value of BDI represents the differ-
ent between W1 and W2 which are either 1 or -1. For
example, the inputs at step I are E(My,i) = Wl =
0x1001 and E(Ms,i) =W2;= 0x1000. The BDI(;
bit is bit 0 and value is 1.

e BDO or the bit-difference of outputs is the position
of the different output bits in the specific step of two
input messages and bits. The value of BDO repre-
sents the difference between Y1 and Y2 which are
either 1 or -1. For example, the outputs at step i are
0x1001. The BDO; bit is bit 0 and the value is -1.

e MSD or the modulo-subtraction difference of out-
puts is the output of the deference between Y1(;
and Y2(;, computed with modulus 232 For exam-
ple, Y1) — Y2(g) = 2'% or MSD(0) is at bit 10. It
can be negative when Y2(;) > Y1(;) and it can also
be more than one bit such as MSD(i) = 222 4 22! =
bit 22 and bit 21.

139

e M denotes an addition on two 32-bit words under
modulus 232.

e @ denotes an exclusive or.

A denotes a logical and.

ROT(X, j) denotes a rotation by j bits of a 32-bit
word X.

3 Compression Function of Haval

The full description of Haval is given in [9]. In this section,
we only describe the compression function which is the
core of the algorithm.

Each pass of Haval contains 4 rounds and each round
of Haval contains 8 steps. Therefore, there are totally 96
for Haval-128 (Pass 3). Three Boolean functions for the
nonlinear terms of Pass 1 to 3 are:

Fi(x6, 75, 24, 73, T2, 71, T0)
=TI NT4 P2 NT5PBx3s NXg Bxog NT1 D X
Fy (6,5, 24, %3, T2, 1, o)
=TI ANToNX3DB T2 NTg N5 BT N2 DT
ATy Bro Nxg D3 N\NTs B ayg N\NxTs P X9
AT D g
F3(x6, 5, 24, %3, T2, 1, 20)
=TI NToNX3 DXL NTyg Dxo NTs5Dx3 N\ Tg
Pxog N\ x3 D X9

The non-linear terms for pass 1 to 3 are:

Pi(i) = Fi(Yi7,Yi6Yis5Yi4,Yi3Yi2Yi 1)
for:=0,---,31,

Py(i) = F(Yi—7,Yi6,Yi5,Yi_4,Yi3,Y 2, Yi_1);
for i =32,---,63,

P3(i) = F3(Yi7,Yi6,Yi5Yi4,Yi3Yi2Yi 1)

for : =64, ---,95.

The output in each step is:

Y; = ROT(P,7) B ROT(Y;_g), 1) BW,; B K.

4 4B Methodology

There are four main methods used in the analysis and the
construction of the sufficient condition for searching the
collision table. In this section, we will describe all the
methods and examples. Although some contents in the
first three methods are similar to those used in [2, 3, 5, 6],
the most of our results are obtained from our observation
in the experiment.
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Table 1: Example of Single-bit modification to produce multi-BDO bits(1)

M; | My | My | My | My | My | My | My | My | My

Terms 6,3]63|64]|64|65]|65]66]|66]|67]|86,7
carry bits 1 1 1 1 2
Vi s 010 ] o0 |0 lo0 o1 [1] 11
P (non-linear term) | 0 1 1 1 1 1 1 1 1 1
W iinput) T 1]0]olo]o] 11 1]1
K 0 0 0 0 0 0 0 0 0 0
output(Y(;) 1 0 1 0 1 0 1 0 0 1

4.1 Bit-differential Control

Bit-differential control is a method for the generation of
the BDO at the necessary position. The differential char-
acteristic in each round can be performed by this method.
There are two sub-methods that are used to create a sin-
gle BDO bit and multiple BDO bits. The purpose of this
method is to use the existing BDO or BDI bit to generate
the BDO bit and to balance with BDO or BDI in other
rounds. This method is utilized to control the differential
characteristic in the right position and define the differ-
ential characteristic in each round by applying other 3B
methods.

4.1.1 Single-bit Modification for Generating One
BDO Bit

This method uses a previous BDI bit or BDO bit from
a previous step to pass the BDO value and bit to the
current step. For some step, it requires one BDO bit for
the differential characteristic at that step where it can
be used to pass a value to other steps or balance a BDI
bit or a BDO bit in other steps. The BDO bit can be a
consequent output of a BDI bit or a BDO bit from a liner
term or a non-linear term. For example, at round 20 and
bit 21,

W(20,21) — a message input term.

BY(12,0) — ROT(Y(;_s), 11) term.

B [ Yis5,28) A Y(a7,28) © Y(14,28) A Y(13,28)
@ Y(13,28) A Y(19,28) D Y(16,28) N Y(17,28)
@ Y{(15,28) |— the set of XOR terms

is a nonlinear term (P)

Y(20,21)

HEK —these terms are constant (K)

If Y(20,31) dominates the BDO bit, then either Y(;5 ) or
one of Y terms in P is BDO. If Y{3 31) dominates BDI bit,
then W9, 31) is a BDI bit. The equation above is split
into two groups: the nonlinear term and the group of
additional modulus 232 terms. The nonlinear term is also
one of the additional modulus 232 terms but we review
it separately because it reveals the secret for balancing
or controlling the differential characteristic or the BDO
bit in every step. In addition, the equation above shows

that the distance between the previous BDO bit and the
current BDO bit are 8 steps. This discloses one point of
the constructing differential characteristics and it is used
to pass the value of BDO or BDI from one round to next
round (8 steps). It can be found from the differential
characteristics in Table 8 in Appendix A.

4.1.2 Single-bit Modification to Produce Multi-
BDO Bits

This method is used to produce several continuing bits or
non-continuing bits of BDO while MSD appears only one
bit or two bit positions. It considers only the terms used
in modulation. For example, Table 1 and Table 2 show the
terms and values of each bit from Y(g 3y to ¥{s 31). Assume
that we want Y 3) to Y(g7) to dominate BDO and we
have only one BDO bit from the non-linear term at Y 3).
Therefore, we adjust other terms to change the carry bit
value to only 1, move the BDO bit spreading from Y{g 3)
through Y{s 7y, and control the carry bit at Y 7) for M;
equal to 1 and M equal to 2. The above condition will
make the BDO stop moving forward through other bits
and we need to keep the difference of carry bits of My
and M; to 2 from Y(gg) to Y(g,31). The carry bit will be
dropped at Y(g 31). This technique has been used on [6].

The purpose of the above two methods is to generate
the useful BDO bit for the next few steps or next rounds.
Besides, the result of each bit will spread out though other
bits in other rounds. However, they can be easily balanced
with the different bit that spreads out in the next two
methods.

4.2 Balance a Consequence of BDO Bit
or BDI Bit in a Nonlinear Term

There are two methods to balance a consequence of BDO
bit or BDI bit in a non-liner term. They are used in the
different situation. The first method is used when BDO
bit(s) is (are) a partial multiple term (“and” term) and
no single BDO bit term in the nonlinear term. The other
method is used when there are more than one BDO bit
in the nonlinear term.
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Table 2: Example of Single-bit modification to produce multi-BDO bits(2)

M; | My | My | My M; | M,

Terms 6,8 | 6,8 | 69| 6,9 | to | 6,31 | 6,31
carry bits 2 2 2
Vi s) 11 |11 1| 1
P (non-linear term) | 1 1 1 1 1 1
W iinpat) 00| 1|1 0 0
K 0 0 0 0 0 0
output(Yy) 0 0 1 1 0 0

4.2.1 Balance BDO Bit by Balancing One or the
Entire Terms that Multiple with BDO Bit

This method is used at the output bit (V) which is not
necessary to be a BDO bit. The output bit does not
contain a BDO bit or a BDI bit of a single linear term.

Example 1. The nonlinear terms may contain
Y(0,10) A Y(0,17) © Y(1,10) A Y(2,10)-

The output bit is not required to be a BDO bit for the
output of the next 8§ steps. To correct the output for the
above term, we must set Y(g 17y = 0 when Y (g 10y is a BDO
bit.

Example 2. The nonlinear terms may contain
Y0,10) A Y(1,17) © Y(0,10) A Y(0,17) © Y{(1,10) A Y(2,10)-

The condition to correct the output of the above terms is
Y0,17) and Y1 17) must be the same to balance Yo 10y N
Y17 © Y0,10) A Y0,17)- The output of these two terms
is 0 in the XOR process.

4.2.2 Balance BDO Bit by Other BDO Bits

This method is used when there are two terms or more
of BDO bits at the same output word. We can simply
adjust some bits form 0 to 1 to make those different bits
balanced.

For example, Y(g 10y is a BDO bit and the non-linear
term is Y(g,10) © Y{(1,10) AN Y(6,3) © Y(1,10)- To correct the
output of the above term, we set Y(; 19y = 1 to balance
Y(0,10) and Y(g 3y. If there are more than 2 BDO bits in
non-linear term, such as Y(g,10y ® Y{(1,10) A Y{6,3) © Y(0,10)
A Y(0,17), then we set Y(; 19y = 1 or ¥(g,17) = 1 to balance
Y(o,w) and Y(6,3)-

4.3 Balance a Consequent BDO Bit or
BDI Bit in a Linear Term of Addi-
tional Modulo 23?2 Process

There are three methods to correct the output from BDO
bit or BDI bit in the linear term of the additional mod-
ulus 232 process. They are used in different situations.

The first method is used in the situation that a sequence
of BDO bits appear in the output such as Y 3) to ¥(g,7).
The second method is used when the position of the bit
occurs at the BDO bit is near bit 31 that is easy to elim-
inate the carry bit. Finally, it is used when there are
two or more BDO bits or BDI bits in the same output
bit. This method is frequently used in Pass 2 and Pass 3
which avoid to occur at the BDO bit in the most steps in
Pass 2 and Pass 3.

4.3.1 Move a BDO Bit Forward to Balance with
Other BDO Bits

Assume there are two BDO bits at the same step and
the BDO value of those bits are opposite each other. For
example in Step 7, Y'1; is 0x1A1l and Y2; is 0xA9. The
BDO of Y1; and Y2; appear at bit 4 and bit 9 whose
values are 1 and -1, respectively. In order to balance Y'1;
such that it equals Y'2;. We need to perform the BDO at
bit 4 to move the carry bit to bit 9. This method can be
used when there are two or more terms of BDO or BDI
in the additional modulo 232 process in which one may be
from the non-linear term and the other is from the linear
term. For example, assume that Y(g 10y is a BDO bit in
the non-linear term and Wg 31 is a BDI bit in the linear
term (the message input term). At bit 4, the non-linear
term may contain Y{(o,10)®Y(1,10)AY(0,100PY(1,100A\Y(2,10)-
The requirement for this term is that the output of this
term must be equal to the BDO value 1. Therefore, this
Py 4y (non-linear term) contains two of Y{g 10y and only
Y(1,100 = 0 will make that the BDO value of this term
becomes 1. Therefore, P; 4) of this term and W g 31) will
produce a carry bit in output at bit 5. If we want to force
the different bit in output to move forward to bit 9, we
need at least 2 carry bits in Y(; 4yto Y{; ) to move BDO
bit to balance other BDO bits at bit 9 (it may be from
P 179)). In Table 3, an example has been shown in detail.

4.3.2 Balance One BDO Bit by Moving the BDO
Bit Forward to The Last Carry Bit

This method can be used when there are two terms that
contain two or more terms of BDO or BDI in the addi-
tional modulus 232 process. It is the same as the previous
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Table 3: Example of moving a BDO bit forward to balance with other BDO bits

My | My | My | My | My | My | My | My | My | My | My | My

Terms 4 |14 |15 |15 |16 | 6 | L7 |7 |8 | 18 |19 | 19
carry bits 2 2 2 2 1
Yis) T [ 1|11 JoJo[t][t1]o0o]o0]1]1
P (non-linear term) | 0 1 1 1 0 0 1 1 0 0 1 0
Winput) 0] 1 1|1t ]1 1 1]o0]o0o]1]1
K 1 1 0 0 1 1 0 0 0 0 0 0
output(Y(;) 0 0 1 1 0 0 1 1 0 0 1 1

Table 4: Example of balancing one BDO bit by moving the BDO bit forward to the last carry bit

My | My | My | Ma | My | My | My | My | My | Mo

Terms 127 | 1,27 [ 1,28 | 1,28 | 1,29 | 1,29 | 1,30 | 1,30 | 1,31 | 1,31
carry bits 2 2 2 2
Yos 0 | 1 |1 1 ]o0 o1 [1[1]1
P (non-linear term) | 0 1 1 1 0 0 1 1 1 1
Winpat) 1] 1] 11|11 ]1]1]o0]o0
K 1 1 0 0 1 1 0 0 0 0
output (Y ) 0 0 1 1 0 0 1 1 0 0

method but there is only one BDO bit in output Y;. It is
better that their positions are near bit 31 so that drop-
ping the BDO bit with a carry bit is easy. The example
on Table 4 assumes that Y(;27) has two terms of BDO
bits.

4.3.3 Balance Two Terms of BDO or BDI in The
Additional Modulus 2%? Process

This method has a similar requirement to that in the
above method but only the non-linear term can simply
balance the BDO bits without producing a carry bit.
Moreover, this method can be applied to more than one
BDO bits at the same Y; but all BDO bits must meet the
requirement. This method uses a simple way to change
the condition in the non-linear term to balance with other
BDO bits in other terms, but it requests at least 1 BDO
term and one non-BDO bit term in the non-linear term
to adjust the BDO value opposite to other BDO bits or
BDI bits. For example, assume that the BDI value is 1 at
bit 27 and Pz 27 18 Y(0,10)®Y(1,10)AY(0,10)DY(0,10)AY(2,10)
®Y(3,10)- The BDO value at P27y will be —1 and the
even value of Y(q 10) is 1 when both of Y{g 109y and Y{3 10)
are either 1 or 0. The result of Pl ,7) will be 0 and
P21 97y will be 1. Moreover, If two of BDO bits or BDI
bits in the additional modulus 232 process are not a non-
linear term but opposite to the BDO or BDI value, it can
also be used to balance this output. The result is given
in Table 5 where Y| »7) balances the output bit with the
non-linear term and Y{7 2g) balances the output bit with
the BDO bit and the BDI bit of the linear term.

Table 5: Example of balancing two terms of BDO or BDI

in the additional modulus 232 process

My | My | My | My
Terms 1,27 | 1,27 | 1,28 | 1,28

carry bits 1 1

Yi_g) 1 1 1 0

P (non-linear term) | 0 1 1 1

W input) 1 0 0 1

K 1 1 0 0

output(Y(;) ) 0 0 1 1

4.4 Backward Analysis

The previous methods described in this paper will be ap-
plied to this analysis for constructing the sufficient con-
dition of searching a collision table. The analysis used
to find the collision of the hash function in this paper is
called the modulation differential backward analysis. This
method is an analysis from the last round by preventing
the BDI bits from influencing other bits in other rounds
and moving the analysis from last round back to the first
round. It is also used to define which bit should be BDO
bits in next 8 steps starting from the last round and also
which bit should be BDI bits from the relationship among
BDI bits. The main concept of backward analysis in this
paper is to assign BDO bits and BDI bits on the appropri-
ate step and construct the condition to hold the highest
probability of a local collision. This can be explained in
the following along with an example in Table 6.
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Table 6: Example of backward analysis

Step | Pass | Input (W) | BDI /BDO Comment
0 1 W BDI,10)
1 1
2 1
1
31 1
32 2 BDO 32.01)
2
40 2 W) BDI10) | BDI bit of step is balance with BDO 32 91y from step 32
32
2
63 2
64 3
3
85 3 W) BDIg,10) the BDOss 10y is a consequent output for next 8 steps.
This step is the first step to analyze.
86 3 Wiis) BDI (33 BDI(1g,3) use to balance with BDO g5 10)
which result is from BDI 10)
3
96 3

4.4.1 Choosing the First BDI Bit

One BDI bit has to be decided for initial backward anal-
ysis. Choosing the BDI bit is a challenge for this method.
From the experiment of Haval, we found that many of BDI
bits can be chosen; however, the probability of a success-
ful collision of each chosen BDI bit varies. Therefore, this
paper uses the BDI bit designed in [4] as the priority BDI
bit. The example of the first BDI bit showed in Table 6
is from the input word Wg).

4.4.2 Controlling the Influence of BDI in For-
ward and Backward 8 Steps

In the step that the output possesses a BDI bit or a BDO
bit, the 3B methods are used to control the difference of
output and to construct the sufficient conditions for next 8
steps. Therefore, the outputs in next 8 steps will remain
the same when two input messages are different. This
requirement applies to every pass, every round and every
step by starting from the first BDI bit at the last Pass.
Therefore, step 85 in Table 6 is the first step starting the
backward analysis. Furthermore, the first BDI bit is used
to allocate a BDO bit in previous 8 steps, for example, in
Table 6, the BDO bit from step 32 is required to balance
with BDI( 10y in step 40. The first BDI bit, nevertheless,
is also used to assign other BDI bits when it needs to. For
example, in step 86, in Table 6, a BDI bit is designed to
balance BDO(s5,10y (output from BDI 10)) from step
85.

4.4.3 Backward Analysis

The analysis step is moving backwards starting from the
last round to the first round. The backward analysis is
used to force the output at the last round (the last 8
steps) has a collision without concerning the difference of
the output in the previous rounds. Besides, in pass three,
we use BDI bits to balance themselves, as in Table 6 where
BDI13,3) in Step 86 balances with the output related to
BDIg,10) in step 85. It is also in pass two which it is
used BDO0(3 21) to balance with BDI(q 10y in step 40. All
steps in pass two and pass three, hence, result in some
local collisions.

In Addition, the analysis result has shown that there
are two weaknesses in the most hash functions. Firstly,
the change of the message is not spread out through ev-
ery round as it can be seen in the experiment section.
Secondly, the balance between the non-linear terms and
linear terms is important to distribute the changed bit
of the input to the entire process. The analysis result of
Haval algorithm shows that only the bit containing one
linear term of the changed bit of the input affects other
bits.

5 Experiment

5.1 Experiment Process

The experiment process starts with the structure of the
compression function for every step from step 0 to step 95
of Haval-128 (Pass 3). We then apply the backward anal-
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Table 7: Example of experiment process

Round (Y) | Bit | My | M2 | BDO value MSD relationship with BDO in
40 10 | 1 0 1 W(0,10)(BDI)
36 31 | O 1 -1 W11,31)(BDI)
35 3 0 1 -1 Wis,3) (BDI)
32 21 | 1 0 1 221 Y(40,10)

24 3 1 0 1
24 2 0 1 -1
24 1 0 1 -1
24 0 0 1 -1 20 Y(32.21)
20 21 | 0 1 -1 =221 Y(28.10)
16 11 | 1 0 1 24 Y(24,0)
12 0 0 1 -1 -20 Y(20,21)
8 21 | 1 0 1
8 22 | 1 0 1 2214222 Y(16,11)
6 3 1 0 1
6 4 1 0 1
6 5 1 0 1
6 6 1 0 1
6 7 0 1 -1 -23 Y(12,0)

ysis along with other methods mentioned in the preceding
section. The experiment utilizes the result of Wang et al.
[4] to construct the sufficient condition for searching a
collision table. Four bits dominate as BDI bits: W g 10,
Wo,11), Wi1,31), and Wiz 3y, for example, in the experi-
ment, starting from bit 10 in step 85 (the message input
is W(0,10)), which is the chosen bit to dominate as BDI
bit. There are two ways to make a collision in the last
round. The first one is to balance this bit output and the
second is to leave this bit to dominate the BDO bit and
balance the other bit. We first follow the result from [6]
so that we leave this to dominate BDO bit and balance
all the consequent results from this bit. The interesting
results for the next 8 steps are in steps 86, 87 and 93.
The following shows the part of the compression function
terms at bit 3 in step 86, bit 3 in step 87 and bit 31 in
step 93, and reasons why and how to balance these three
bits.

Y (85,10) dominates BDO bit.

Y(s6,3) contains W3 3).

Pige,3) contains Y(g2 10) A Y(85,10) € Y(85,10)-
Pg7 3y contains Y(g2 10)A\Y(s5,10)-

The two non-linear terms in steps 86 and 87 are related.
To balance Y(gs 3), Y(s2,10) must be 1 but Pg7 3y will need
other BDO bits to balance. On the other hand, to balance
Y(87,3), Y(82,10) must be 0. Therefore, this result shows the
reason why Wang et al. chose W(;g 3) to dominate as the
BDI bit.

}/(93,31) contains W(11731) H YR(85710).

To balance Y93 31), W(11,31) should be a BDI bit with
value 1, where it is used to balance W(g 10). This result
clearly shows the reason of dominated Wy 31y to BDL

The experiment is carried out in backwards to con-
struct the entire sufficient condition for searching the col-
lision table. Table 7 shows a part of the relationship be-
tween each BDO and BDI in the related steps.

5.2 Additional Explanation of 4B

Method in The Experiment

Table 7 explains how to apply the other 3B methods
(except the backward analysis) to obtaining the suffi-
cient condition for searching the collision table. The bit-
differential control method is used to propagate a BDO
bit to the bit that should be a BDO bit. For example,
from Y(s3) to Y(g,7) , the BDO bit from Y 10) actually
only appears in Y(g 3y. However, it is required that Y{s )
must be a BDO bit to make Y(;5 gy dominate BDO bit too.
Therefore, we use this method to make BDO bit appear
from Y 3) to Y6 7). This is a trick to reuse its own BDI
bit (Y{0,10y) to balance itself or other BDI bits in other
steps which can be seen clearly from the full relationship
table in Appendix A. The method of balancing different
bit in non-liner term and the method of balancing a dif-
ferent bit in linear term are used to eliminate the BDO
bit from the other bit that does not have to be a BDO
bit. For example, the result of Y(¢ 3) to Y(s 7 should be
spread to Y120y to Y12 4), but the BDO bit only appears
in Y(12,0) because Y(12,1) to Y{(12,4) was eliminated with
these two methods. Moreover, these two methods are the
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Table 8: The differential characteristics for Haval-128 when i=11

Step | Pass | bit diffs | message change (BDI) | MDO BDO bit
0 1 400 bit change at 219+211 | . 210 [-10]
6 1 8 =23 3,4,5,6,-7]
7 1 10000000 :-2728 28,29,30,-31]
8 1 600000 222 1221 | [22,21]
10 1 4000 : 214 14]
11 1 0 bit change at 23!
12 1 1 : 20 -0]
15 1 20000 =217 -17]
16 1 800 211 11]
18 1 0 bit change at 23
20 1 200000 =271 -21]
23 1 40 : 26 -6]
24 1 1 : 20 -0,-1,-2,3]
28 1 400 : 210 -10]
32 2 200000 : 221 [21]
35 2 0 bit change at 23
36 2 0 bit change at 23!
40 2 0 bit change at 2104211
85 3 400 bit change at 2104211 | :-210 [-10]
86 3 0 bit change at 23
93 3 0 bit change at 23

Table 9: The differential characteristics for Haval-128 when i=10

Step | Pass | bit diffs | message change (BDI) | MDO BDO bit
0 1 200 bit change at 294210 [ : -29 -9,
6 1 4 22 2,3,4,5,-6]
7 1 8000000 =277 27,28,29,-30]
8 1 300000 : 229 12211 120,21]
10 1 2000 : 213 [13]
11 1 0 bit change at 237
12 1 80000000 :-231 -31
15 1 10000 :-216 -16
16 1 C00 2104210 1110,11]
18 1 0 bit change at 22
20 1 100000 -220 [-20]
23 1 20 -2° -5]
24 1 80000001 231420 -0,-1,2,31]
28 1 200 -29 -9]
32 2 100000 220 20]
35 2 0 bit change at 22
36 2 0 bit change at 23°
40 2 0 bit change at 274210
85 3 400 bit change at 29+210 | :-210 [-9]
86 3 0 bit change at 22
93 3 0 bit change at 237
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Table 10: A set of sufficient conditions for differential characteristics of Haval-128 when i=11

Yo | Yo3 =1,Y04 =0,Y05 =0,Y06 =0,Y07rn =0

Y1 | Y100 =0,Y028 =1,Y1929)=1,Y130=0,Y33y)=0

Yo | Y2100 =1,Y0221)=0,Y022)=0,Y023 =0,Y024 =0,Y25=0,Y26 =1
» Yoon =0

Y3 | Yig28) =0,Y32)=0,Y330)=0,Y33)=0

Yo | Yu100=1,Yu21)=1,Yu2) =0,Yu3 =Ys53 , Yue =Ys4, Yus =Yss)
s Yiu) = Yis.6) » Yu = Yis,1)

Ys | Yis5,28) = Yi6,28) » Y(5,20) = Y(6,20) » Y(5,3) = Y(4.3) > Y(5,30) = Y(6,30) » Y(5,31) = Y(6,30)
y Yis.00 =Yua , Y5 = Yus) » Ys.6) = Yue , Yo = Yun

Ys | Y600 =0, Y0 = 0, Ye21) = Y721y » Yi6,22) = Y(7,22) » Y(6,28) = Y528
Yi6,20) = Y(5,29) » Y(6,30) = Y(5,30) » Y(6,31) = Y(5,30)

Y7 | Yiz21) = Yi6,21) » Y(7,22) = Yi6,22) » Y(7,3) =0, Y740y =0, Y75 =0, Y76 =0,
Yior =0

Ys | Y80 =0,Y5828) =0, Y52 =0,Y3g3 =1,Y530)=0,Y531)=0,Y354 =1
, Ygs)=1,Y356 =0,Ygn =1

Yo | Youn=1,Y921)=0,Y922)=0,Y928)=1,Y929)=1,Y930=1,Y093)=1

Yio | Y1000 = Yu1,0) 5 Ya0,11) = 0, Y1021y = 1, Yu0,20) = 1, Y(10,3) = 0, Y(10,4) =0,
Y05 =0, Yuo6 =0, Yuorn =1

Yi1 | Ya1,00 = Yo,00 s Ya1,07) =0, Ya108) =0, Y129 =0, Yu130) =0, Y1131y =0

Yiz | Ya2,11) = 0, Ya221) =0, Ya222) = 0, Y23y = 0, Y124y = 0, Y125 = 0,
Yi2,6) =0, Y27 =0

Y13 | Y300 =0, Yusa7m = Yaaan , Yases) =0, Yus20) =0, Y330 =0, Yz sy =1

Yie | Yaao) = 1, Yaa1) = Yusan > Yaar = Yasan » Yaa2) =0, Yago) =0,
Y400 =0

Y15 | Yausay = Yaan

Yi6 | Y600 =0, Yue,17) =0, Yug01) =0

Yir | Yaray =0, Yur1ny =1, Yu76 =0

Yis | Yug0) =0, Yugo) =0, Yus1) =0, Yus11) =1, Yus2 =0, Yago1) = Y1) >
Yigs =0

Y19 | You7n) =0, Yo 21) = Yius21) , Y9,6) =0

Y20 | Y2000 =0, Y20,1) =0, Y20,11) = 0, Y20,2) = 0, Y{20,3) = 0

Yo1 | Y117 =0, Y121 = 0, Ya16) = Y226

Yoo | Yia2,0) = Y(23,0) 5 Y(22,1) = Y(23,1) 5 Y(22,000 = 0, Y(o2,11) = 0, Y(222) = Y(239) »
Y201 =1, Yioo3) = Y33, Y22.6) = Y216

Ya3 | Y(23,0) = Y(22,0) » Y(23.1) = Y22.1) , Y23,2) = Y(22,9) , Y{(23,3) = V(22,3

Yo4 | Yioa10) =0, Yiou21) =0, Yiou) =0

Yo5 | Y2500 =0, Yo5.1) =0, Y(o50) =0, Ya53y =0, Y(o56) = 1

Ya6 | Y2600 =1, Y26,1) =1, Y26,000) =0, Yio62) =1, Y(2621) =0, Ya6,3) = 1

Yo7 | Yor,000 = 0, Yia721) = 0, Y(o76) = 0

Yas | Y2800 =0, Y28,1) =0, Yog0) =0, Yi9g21) =1, Y(og3) =0

Y29 | Y(29,100 = 0, Y2921) = 1, Y(296) = 0

Y30 | Y3000 =0, Y30,1) =0, Y3010 = 0, Y302 = 1, Y(30,21) =0, Y303 = 0

Y51 | Y1000 =1, Y3101y =0

Y32 | Yi32,10) '= Yi33,10)

Y33 | V33,10 '= Y(32.10) , Y3321 = 1

Y34 | Y3421 =0

Y35 | Yizs.21) = V(36,21

Y36 | Y(36,21) = Y(35,21)

Y37 | Y3701 =0

Ys2 | Y(g2,100 =0

Ys3 | Yigs0) =1

Ys4 | Y8400 =0

Ys6 | Yige,00 = 1

Ys7 | Y(g7,000 =0

Yss | Yigs10) =0

146



International Journal of Network Security, Vol.4, No.2, PP.138-148, Mar. 2007

Table 11: A set of sufficient conditions for differential characteristics of Haval-128 when i=10

Yo | Yoo =1,Y03 =0,Y04 =0,Y05 =0,Y06 =0

Y1 | Yoy =0,Y42on=1,Y198=1,Y12)=0,Y130=0

Yo | Yo =1,Y022) =0,Y22)=0,Y022 =0,Y23 =0,Y04 =0,Y35 =1
» Y260 =0

Y3 | Yigor) =0, Y328 =0,Y3929)=0,Y330 =0

Yi | Yuo0)=1,Yu20)=1,Yu21)=0,Y42 =Ys52),Yu3 =Ys3) , Yu4 =Ys4
s Yiu5) = Y55 5 Yae) = Yis,6)

Ys | Y521y = Yie,27) » Y(5,28) = Y(6,28) » Y(5,2) = Y(4,2) > Y(5,29) = Y(6,29) » Y(5,30) = Y(6,29)
» Yi53) = Yus) , Ysa) = Yua) , Y5 = Yus , Y6 = Yue

Ys | Y631 =0, Y9 =0, Y20 = Y7200 » Y6,21) = Y(7,21) » Yi6,21) = Y527
Yi6,28) = Yi5,28) » Y(6,29) = Y(5,29) » Y(6,30) = Y(5,29)

Y7 | Y7200 = Yi6,20) » Y(7,21) = Yi6,21) » Y(7,2) =0, Y73y =0, Y74y =0, Y75 =0,
Yiz6) =0

Ys | Yig31)=0,Yg2r)=0,Y528) =0,Y¥352 =1,Y3820)=0,Y530)=0,Y53 =1
y Ygay=1,Y355 =0,Y3ge =1

Yo | Yiou6)=1,Y9,200=0,Y921)=0,Y90r=1,Y9028)=1,Y920=1,Y930=1

Yio | Yo,31) = Ya1,31) 5 Y10,000 = 0, Y(10,11) = 0, Yiu0,20) = 1, Y(u0,21) =1, Y(10,2) =0
» Y03 =0, Y04 =0, Yao5) =0, Y06 = 1

Yi1 | Yai31) = Yaos1) s Ya1,06) =0, Y101 =0, Ya1,08) =0, Y(a1,29) =0, Y(11,30) =0

Yiz | Yaz2,000 = 0, Ya2,11) = 0, Yu220) = 0, Ya201) = 0, Y(a22) =0, Y123y =0,
Yi2,4) =0, Yu25 =0,Y426 =0

Y13 | Y331 =0, Yus,i6) = Ya,6) » Yas,2r) =0, Y(u3,28) =0, Y(u3,29) =0, Y(u330) = 1

Yia | Yaasy =1, Yaa10) = Yas,0) 5 Yaa11) = Yas11) 5 Yaa,16) = Y(a3,16) » Y(14,200 = 0
» Yaa200 = 0, Ya401y =0

Y15 | Yausa0) = Yaa,10) 5 Yasan = Yaaan

Yie | Y631 =0, Ye,16) = 0, Y(u6,20) = 0

Yir | Yar0 =0, Yu711) =0, Yur16) =1, Y75 =0

Yis | Yugs) =0, Yuso) =0, Yug0) =1, Yus11) =1, Yus,1) =0, Yus20) = Y(19,20)
, Yag2) =0

Y19 | Y9,6) = 0, Y9200 = Y(us,20) » Y(19,5) = 0

Y20 | Y2031 =0, Yi20,00 = 0, Y20,100 = 0, Y(20,11) = 0, Y20,1) =0, Y202 =0

Yo1 | Yo1,06) = 0, Y2120 = 0, Y2150 = Y225

Yoo | Yioo,31) = Yi2331) » Y(22,00 = Y(23,0) » Y2200 = 0, Y(2210) = 0, Y(2211) = 0,
Yioo1) = Yi23,1) s Y2200 = 1, Yio2.2) = Yo3.9) , Yo2.5) = Y(21.5)

Ya3 | Y(o3,31) = Y(22,31) 5 Y(23,0) = Y(22,0) » Yi23,1) = Y(22,1) » Y(23,2) = Y(22.9)

Yo4 | Yioa0) =0, Yiou20) =0, You5 =0

Yos5 | Yio5,31) =0, Yo50) =0, Y(o51) =0, Yo50) =0, Y(o55 = 1

Ya6 | Yios31) =1, Ye6,0) =1, Y2600 =0, Yio6,1) =1, (26200 = 0, Y26,2) = 1

Yor | Yor9) =0, Yia700) = 0, Yo75) =0

Yas | Yog31) = 0, Yog0) =0, Y(o81) =0, Yiogo0) = 1, Y(og2) =0

Y29 | Y(299) =0, Y900 =1, Y295 =0

Y30 | Y3031 =0, Y30,00 =0, Y(30,0) =0, ¥30,1) = 1, ¥Y(30,20) = 0, ¥(30,2) = 0

Y51 | Y3100 =1, Y31200 =0

Y32 | Yi32,0) = Via3,9

Y33 | Yis3,0) = Yiz2,9) , Y3320 = 1

Y34 | Y(34,20) =0

Y35 | Y(35,20) = Y(36,20)

Y36 | Y(36,20) = Y(35,20)

Y37 | Yi37,200 =0

Ys2 | Yig2,00 =0

Ys3 | V(g3 =1

Ysa | Yga00 =0

Ys6 | Yige0) =1

Ys7 | Yigro) =0

Yss | Y(gs0) =0
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main methods to define the condition in each related step.

6 Conclusion

The experiment showed how to utilize the backward anal-
ysis to construct the differential condition for finding a
collision in Haval-128 Pass 3. We will show in a conse-
quent paper that our method can be applied to most hash
functions. The key of this analysis is that the differential
characteristic of BDO and BDI must not affect the 2nd
and 3rd Passes. Moreover, from the experiment result, we
found that the nonlinear function affects significantly to
the compression function. The highly-nonlinear function
does not mean that the compression function is also com-
plex and secure. Our future study will be concentrated
on the XOR and additional modulus that are clearly the
weak points of the most of hash functions.

Tables given in Appendix A shows a set of sufficient
conditions for the success of searching collisions and dif-
ferential characteristics of Haval when ¢ = 11 and ¢ = 10.
The method used in [4] for Haval is:

M =M+ AC,AC = (271, 20712 2i78)

at word position 0,11,18 and + = 0,1, 2, ..., 31.
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