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Abstract Abstract 
One of the main important uses of Internet is its ability to connect people through the use of email or 
Internet storage. However, it is often desirable to limit the use of email or Internet storage due to 
organization's restriction, avoiding spams, etc. In particular, emails with multimedia contents will take up 
a lot of spaces. In this paper, we propose cryptographic schemes that can be used to stop unwanted 
messages to be stored in the Internet server. We refer this technique as privacy enhancement for Internet 
storage, since the Internet server will not learn any information directed to its users, other than performing 
its task to deliver or stop the messages. Firstly, we describe a notion of non-interactive publicly verifiable 
1-out-of-n encryption by proposing a model together with its security requirements. Then, we extend this 
notion to a publicly verifiable ring-to-1-out-of- n encryption, that provides sender anonymity. We note that 
the previously known interactive versions of the publicly verifiable 1-out-of-n encryption cannot be used to 
construct publicly verifiable ring-to-1-out-of-n encryption. 
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Abstract 

One of the main important uses of Internet is its ability to connect people through 
the use of email or Internet storage. However, it is often desirable to limit 
the use of email or Internet storage due to organization's restriction, avoiding 
spams, etc. In particular, emails with multimedia contents will take up a lot of 
spaces. In this paper, we propose cryptographic schemes that can be used to stop 
unwanted messages to be stored in the Internet server. We refer this technique as 
privacy enhancement for Internet storage, since the Internet server will not learn 
any information directed to its users, other than performing its task to deliver 
or stop the messages. Firstly, we describe a notion of non-interactive publicly 
veT'ifiable ·1-out-oj-n encryption by proposing a model together with its security 
requirements. Then, we extend this notion to a publicly verifiable ring-to-1-out
of-n encryption, that provides sender anonymity. We note that the previously 
known interactive versions of the publicly verifiable 1-out-of-n encryption cannot 
be used to construct publicly verifiable ring-to-1-out-of-n encryption. 

Keywords: Internet storage, non-interactive, publicly verifiable 1-out-of-n encryption, 
publicly verifiable ring-to-1-out-of n encryption, signature of knowledge 

1 Introduction 

The public Internet can be considered as a world wide computer network, that is, a 
network that interconnects millions of computing devices throughout the world. Most 
of these devices are traditional desktop PCs, Windows/Linux/Unix based worksta
tions, laptops, tablet PCs, handheld devices and so forth. Among them, there are 
servers that store and transmit information such as web pages and email messages. 
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