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Abstract

Software development is a complex and continuous process that requires frequent changes
in the code [1]. Each change can introduce errors that affect the ability of the software maker

to timely deliver a quality product [2].

To address this issue, test cases are developed and executed before each release [3].
Designing these tests manually, however, is prone to error, considering it demands a lot of
time, costs and effort of human software testers [4]. Automating the testing processes is
therefore a priority in order to reduce the high costs of a manual approach and guarantee
that the test cases properly cover all requirements, establishing a high degree of confidence

for a software system in terms of quality [S].

When the software is already in production, and has a graphical user interface (GUI), the
information about how users interact with it (GUI event traces [6]) may serve as a source
for test case generation, which can be used for new releases. User interaction data can be
gathered and analytically exploited to generate and select the best test cases to perform

[7]. This is the starting point to the work presented here.

Anywhere+ is an enterprise resource planning (ERP) platform, developed by RandTech
Computingﬂ, with the purpose of simplifying the organization of information of an insurance
company. With the expansion of clients and functionalities, a manual testing approach to
ensure the system’s quality became unfeasible. To automate the testing process, a tool
for generating software test cases from user interaction data was developed. It relies on
four steps: storing user interaction logs from the graphical user interface controls, captured

by a browser plugin, processing these logs to discover sequential micro-patterns, merging
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them into a global Markov chain model and lastly, automatically generating test cases from
this model. The evaluation of the tool is then performed to overview the effectiveness of
this approach, which can be easily applied to other similar continuous software system’s
development processes. The obtained results point out a different number of generated test
cases to obtain optimal values for each metric. Also, we were able to improve the process
of generating test cases by introducing changes on the way test sequences are created.
To further disseminate the results obtained from this work, we produced a scientific paper
describing the implementation of this framework, which has been accepted and published
in the IDEAL2020 conference [8]. Also, a demonstration of the tool’s functioning was
presented at the INTUITESTBEDS2020 conference [9].

Keywords: Software Testing, Frequent Pattern Mining, Markov Chains, Data Mining



Resumo

O desenvolvimento de software € um processo complexo e continuo que requere alter-
acoes frequentes no cédigo [1]. Cada alteragédo pode introduzir erros que afetam a capaci-
dade dum programador de software entregar atempadamente um produto de qualidade
[2].

Para resolver este problema, sdo desenvolvidos e executados casos de teste antes de
cada release. No entanto, desenvolver estes testes manualmente é uma tarefa propensa
a erros, considerando que exige bastante tempo e esforgo por parte de software testers
humanos [4]. Automatizar os processos de teste é portanto uma prioridade de forma a
reduzir os custos de uma abordagem manual e garantir que os casos de testes cobrem
todos os requisitos, estabelecendo um alto grau de confianga para um sistema de software

em termos de qualidade [5].

Quando o software ja se encontra em produgédo e tem uma interface gréafica, a maneira
como os utilizadores interagem com o sistema pode servir como fonte para gerar casos de
teste [6], que podem usados para novas releases. Os dados de interagao dos utilizadores
podem ser recolhidos e explorados analiticamente para gerar e selecionar os melhores

casos de testes para realizar [7]. Este é o ponto inicial para o trabalho apresentado aqui.

A plataforma Anywhere+ é um sistema ERP (enterprise resource planning, em portugués,
sistema integrado de gestdo empresarial), desenvolvido pela RandTech Computin com
0 objetivo de simplificar a organizagao da informagao de uma companhia de seguros. Com
a expansao de clientes e funcionalidades, uma abordagem manual de testes para garantir

a qualidade do sistema é inviavel. Para automatizar o processo de testes, foi desenvolvida
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uma ferramenta para geracao de testes de software a partir de dados de interacdo de uti-
lizadores. Esta ferramenta esta assente em quatro passos: guardar os logs das interagdes
dos utlizadores no sistema a partir da interface gréfica, capturando-as através dum plugin
no browser, processar estes logs para descobrir micro padrées sequenciais, criando um
modelo de Markov global a partir da fusdo destes micro padrées e, por ultimo, gerar casos
de teste automaticamente a partir deste modelo. A avaliagdo da ferramenta é entao feita
para se perceber a eficacia desta abordagem, que pode ser facilmente aplicada a outros
processos semelhantes de desenvolvimento de software. Os resultados obtidos mostram
que, para cada métrica, é necessario gerar um numero diferente de casos de teste para se
obterem valores 6timos. Foram também introduzidas melhorias no processo de geracao
de casos de teste através de mudangas na forma como sdo criadas as sequéncias de
teste. Para disseminagao dos resultados obtidos a partir deste trabalho, foi produzido um
artigo cientifico que descreve a implementacao desta framework. Este artigo foi aceite e
publicado na conferéncia IDEAL2020 [8]. Foi também feita uma demonstracao do funciona-

mento da ferramenta na conferéncia INTUITESTBEDS2020 conference [9].

Palavras-chave: Software Testing, Frequent Pattern Mining, Markov Chains, Data Mining
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Chapter 1

Introduction

1.1 Context

Software development is a complex and continuous process that requires frequent changes
in the code [1]. Each change can introduce errors that affect the ability of the software maker
to timely deliver a quality product [2]. Errors in software can cause distrust in software users
and can additionally also lead to heavy economic losses. For instance, the Mars Polar
Lander shutdown in 1999 resulted in the loss of 165 million dollars [13]. Software errors
can also result in the sacrifice of human lives, which was what happened in 2015, when
the 2015 Seville Airbus A400M crashed during a test flight [14]. Taking into account that
software development is becoming increasingly more agile [15], with systems undergoing

constant changes, the moments for introducing errors are multiplying.

Typically, the software industry’s response is based on test cases that are executed before
each release [3]. Although the automation of test checking is a common practice [16],
the design of test cases is still mostly based on human expertise [4]. However, manually
devising software tests demands a lot of time, costs and effort of human software testers
[4]. Correctly selecting the tests to perform and evaluating their outputs is crucial in order to
improve the software’s quality with less cost [4]. When the software is already in production,
and has a graphical user interface (GUI), the information about how users interact with it
(GUI event traces [6]) may also serve as a source for test case generation which can be

used for new releases. User interaction data can be gathered and analytically exploited to

15



CHAPTER 1. INTRODUCTION 16

generate and select the best test cases to perform [7].

1.2 Motivations and Objectives

Anywhere+ is an insurance ERP (enterprise resource planning) platform developed by
RandTech Computingﬂ with the intent of simplifying the organization of information of an
insurance company (such as insurance contracts, policies, claims, and even the general
management of the institution). With the expansion of clients and functionalities, a manual
testing approach to ensure the system’s quality became unfeasible. In this thesis, we
propose a data mining based method and tool that automates the generation of software
test cases from user interaction data. This framework module can be easily applied to other
similar continuous software systems’ development processes. With this project, we are able
to gather data from user sessions and use it to design and perform automatic test cases.
This method can be utilized on correcting software errors for the current or next releases

from the platform.

1.3 Results and Contributions

The final results obtained from this work contain the implementation of this framework,
based on a four steps approach, and its deployment. The first step is to store the user
interaction logs. This is done through a browser plugin which captures this data from the
graphical user interface controls. Secondly, a sequence mining technique is applied to
unravel sequential micro-patterns from this data. These patterns are then used to build a
global Markov chain model and finally, this model is used to automatically generate test
cases, according to these usage patterns. For the evaluation of its performance, the tool is

tested on real data in terms of coverage and plausibility of the generated patterns.

While the framework can easily be adapted for other Web-based GUI software applications,
the packaging of the tool for the deployment stage provides an easy way to distribute and

use it. The application of sequence mining to the logs and the creation of a Markov model
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provides a good way to understand the system and how it is used. By implementing various
evaluation measures, we were able to assess and tune the performance of the system,
which led us to improve the process of test generation. To further disseminate the results
obtained from this work, we produced a scientific paper describing the implementation
of this framework, which has been accepted for the IDEAL 2020 conference [8]. Also,
a demonstration of the tool’s functioning will be presented at the INTUITESTBEDS2020

conference [9].

1.4 Structure

This document is structured into six main chapters. This first chapter provides an intro-
duction to the developed work in terms of context, motivations and objectives. Chapter 2,
"Machine Learning for Software Engineering", presents an overview on machine learning,
its different methods and approaches and lastly, a link between machine learning and
software engineering. On chapter 3, "Data driven software testing", this link is extended
between machine learning and software testing. The definition of software testing, its
space among the software development stages and its methodologies can also been seen
in this chapter. Chapter 4, "Learning to simulate user sessions for automated testing",
connects the extraction of user sessions through GUI testing and their processing using
frequent pattern mining algorithms, building automated models for the generation of test
cases. Chapter 5, "The use case", describes each step of the proposed methodology
applied to the task of automatic generation of software tests for the Anywhere+ application
and its deployment, followed by chapter 6, "Evaluation", where the evaluation process of
this methodology is approached, along with the changes on the method for generating test

sequences. In the last chapter, conclusions and future work are presented.



Chapter 2

Machine Learning for Software Engineering

Machine learning can be seen as a science that uses computer programs to find interesting
behaviours and patterns in data coming from observations of real-world interactions. This
can be used to improve the performance of some tasks through experience [17]. Machine
learning encompasses five tribes: inductive reasoning, connectionism, evolutionary com-
putation, Bayes’ theorem and analogical modelling. Each tribe contains a different machine
learning paradigm, with its advantages and disadvantages. They all contain a unique
contribution to a "master algorithm", a unique learning algorithm able to learn regardless

about the problem [18].

Machine learning techniques and algorithms can be used in a large variety of different
domains (for example, health, economics, industry). They prove to be of great interest
in, for instance, data mining problems where large databases contain valuable implicit
patterns (considering machine learning needs large amounts of information to achieve
good accuracy [17] [19]) or domains where programs must dynamically adapt to changing
conditions [20]. In terms of software engineering, machine learning can be used to predict
or estimate values for tasks such as software quality, reusability, cost, development effort,
defects/testing and project risk / releases timing [21]. Most machine learning algorithms

can be divided into the categories of supervised learning and unsupervised learning.

18
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2.1 Supervised learning

In supervised learning, the goal is to learn a mapping from inputs = to outputs y, given a
labeled set of input-output pairs (defined as the training set) [22]. Each training input is a
vector of fields, called features, attributes or covariates. These attributes contain different
types of information in various formats. A practical example of a training input could be a
person’s report (containing, for instance, name, address, phone number). A training input
(and the output/response variable) can also be a complex structured object (an image, a
sentence, an email message, a time series, a graph). Despite this, most methods assume
that the target variable is either a categorical variable from a defined finite set (such as male
or female), or a real-valued number (such as income level). When the target is categorical,
the problem is known as classification, and when the target is a real-valued number, the
problem is known as regression. Another variant of regression problems occurs when the

output set has some natural order. It is known as ordinal regression [22].

Over the next sections, we will describe in more detail some of the most common su-
pervised learning algorithms, referred in the literature as used in software engineering

applications and studies. These are:

* Naive Bayes

» Decision Tree

» Random Forest

Neural Networks

K-Nearest Neighbors

Logistic Regression
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2.1.1 Naive Bayes

A naive Bayes classifier is a probabilistic machine learning model, used for classification
task, on the Bayes theorem. The Bayes theorem states that [23]

Pr(BJ|A)Pr(A)

Pr(A|B) = Pr(B)

The Bayes theorem computes the probability of A happening, given that B has occurred.
A simple example would be to ask, what is the probability of a fruit being an apple, con-
sidering its colour is red and its shape is round. The assumption is that the features are
independent (one feature does not affect any other feature), which is the reason why it is
called naive. An output target class probability is obtained through the productory of all
features’ probabilities. Although this independence assumption can be problematic (since
in most cases, this does not happen), naive Bayes has surprisingly outperformed other
sophisticated classifiers over a large number of datasets, especially where the features are

not strongly correlated [24].

For software engineering, naive Bayes can be applied to handle missing data and mine soft-
ware process activities software configuration management systems (such as SVN) [25],
for software defect prediction (combined with principal component analysis) [26] and, also,

presents great accuracy conducting text classification for automatic bug triage [27].

2.1.2 Decision Tree

A decision tree is a classifier based on recursive partitions of the instance space. The
decision tree consists of a directed tree with a "root" node with no incoming nodes and all
other nodes have a single incoming edge. If a node has outgoing edges, it is called internal
or test node, while nodes with no outgoing nodes (except for the root) are called leaves,
which are also known as terminal or decision nodes. Each internal node splits the instance
space into two or more sub-spaces depending on the input attributes’ values (typically,
each test considers a single attribute, such that the instance space is partitioned according
to that attribute’s value. For numeric attributes, the condition defines a range value). Each

leaf contains a class value which represents the expected target value. The training inputs
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are classified by traversing the tree from the root to a leaf, according to the outcome of the

tests on the internal nodes along the way [28].

Decision trees have the advantage of being simple to read and explain. A simple example
would be to decide whether or not to attribute credit to someone by looking at their income
per month and debt information. If the income per month is over 10 000€, a loan is granted,
but if it is under 5000€, a loan is not granted. An income per month between 5000€ to
10000€ needs to evaluate the debt value to know if credit should or not be granted. If the
debt is over 5000€, credit is not awarded, but if the debt’s value is 5000€ or below, credit

is awarded.

A decision tree can automatically be obtained from data using a TDIDT (Top Down Induction
of Decision Trees) algorithm. This algorithm takes the entire training dataset as input and

follows these steps: [29]

+ Select an attribute to split on

+ Finding a split value by maximizing some purity measure (for instance, the Gini index)

Sort the instances in the training set into subsets, one for each value of attribute

Return a tree with one branch for each non-empty subset, where each of these
branches has a descendant subtree or a class value produced from applying the

algorithm recursively

Prune back the obtained decision tree to reduce overfitting

Khare and Oak [30] used decision trees for detection of real-time distributed denial of ser-
vice (DDoS), protecting against data loses and identifying the source of the attack. Mhawish
and Gupta [31] to explain predictions of distinguishing and detecting similar structure design
patterns in software systems. Lastly, Singh et al. [32] propose a framework to assist on

deciding whether to maintain or reengineer a software system.

Decision trees have a natural tendency to overfit. To address this issue and to improve

classification accuracy, random forests were developed [33].
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2.1.3 Random Forest

One way to reduce the high variance of a decision tree’s estimate (a model which presents
high accuracy for a certain training set, which lowers considerably for another training sets)
is to average together many decision tree’s estimates. For example, by training NV different
trees on different subsets of the training data, chosen randomly with replacement. The
output target class is obtained through voting of the all decision trees (each vote counting as
%). This technique is called bagging [34]. However, bagging can result in highly correlated
predictors (depending on the subsets of data each decision tree uses for training), which
limits the possible amount of variance reduction [22]. The techniqgue known as random
forests [33] tries to decorrelate the different training subgroups by making decision trees
learn from a randomly chosen subset of input variables at each decision node (using the
same TDIDT approach mentioned before), as well as a randomly chosen subset of the
training set data. These models often have very good predictive accuracy [35], and have

been widely used in many applications.

In the software engineering industry, random forests have been used to assess, in real
time, a network security situation [36], and to reliably estimate software development ef-
fort [37]. Random forests also present great accuracy detecting code smells (poor soft-
ware system design and/or code implementation, which lowers the quality of the produced
source code) [38] and identifying source code authorship with few available samples per
author [39].

Random forests (as all methods that use multiple trees) lose their clean interpretability and
easy comprehension properties. However, there are various post-processing measures to

address this issue, such as a partial dependence plot [40].

2.1.4 Neural Networks

Neural networks are information-processing systems, inspired by biological neural net-
works, designed to recognize patterns by operating in a similar way to the functioning

processes of the human brain [41] [42].
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Neurons receive an input from predecessor neurons that have an activation threshold,
an activation function and an output function. The connections between neurons contain
weights and biases which overview on how a neuron transfers output to other neuron. The
network computes the input, returns the output and sums the predecessor neurons function

with the weight.

A loss function is used to estimate the error between the prediction and the correct results.
Starting from the output layer and going backwards, this loss function modifies the weights
and thresholds of the variables in the network. This is done according to their contribution
for the originally predicted output. This process is a way to adapt the connections of a neural
network to the training data, making it able to "understand" the data and its characterizing

relations [43].

There are various types of neural networks with multiple different applications. Pang et
al. [44] employed a technique based on a deep neural network for predicting vulnerable
software components. Amudhavalli et al. [45] combines a neural network with an artificial
bee colony algorithm for software effort estimation. For the same goal of software effort

estimation, Rijwani and Jani [46] use a multi layered feed forward neural network.

2.1.5 K-Nearest Neighbors

The K-nearest neighbors algorithm classifies a new training input x by finding the nearest
K (being K a positive integer previously chosen) neighbors in the training data, by using
a distance metric such as, for instance, the Euclidean distance, and assigning the most
common output class among these K neighbors to the input object (for classification prob-
lems). This method can also be used for regression, where the output is an average of the

K nearest neighbors’ values for the output target variable.

K-nearest neighbors typically obtains high accuracy when using a large training set, but
the same doesn’t happen with small training sets. It also can’t learn if one feature of
the objects is more important than another. Feature weights have to be assigned by the
developer, consistent with its importance. Also, K-nearest neighbors doesn’t work well with

imbalanced classes (classes where the dominant class has a much bigger representation
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than other classes) [17].

K-nearest neighbors has been used, by Gupta et. al [47], combined with term frequency-
inverse document frequency (TF-IDF) (which measures the importance of a term in a doc-
ument regarding a documents’ collection [48]) to search and select relevant requirements
for reuse over a cloud platform. It presents high performance on software vulnerability
prediction based on Bellweather analysis [49] and for imputation of missing values on soft-
ware quality datasets [50]. Finally, Hasanluo and Gharehchopogh [51] propose a method
using hybrid particle swarm optimization (uses a defined number of particles to find the
best absolute value for an optimization problem [51]) and K-nearest neighbors to solve the

software cost estimation problem.

2.1.6 Logistic Regression

Logistic regression is a generalization of linear regression (used for regression problems)

for when the dependent variable is binary (like for example, pass/fail).

In the model representation, and considering logistic regression looks for probabilities be-
tween 0 to 1, the relationship between the output and the various features/independent
variables is represented by a logistic function [52].

Py" =1) =

1
1+b*(50+51I(1i)+~-+13pzy>)
The best values for g coefficients are estimated from the training data using maximum-
likelihood estimation. This method seeks to minimize the error in the probabilities predicted

by the model according to the provided training data [53].

Logistic regression has multiple applications in the software engineering area. Rahman et.
al [54] use logistic regression for error correction on a tool designed for automatic detect
transaction errors in SAP systems and propose corrections. Cruz and Ochimizu [55] apply
logistic regression models in order to predict fault-prone object oriented classes in software
projects. Christiansen et al. [56] predict risks in software development projects through the
usage of logistic regression. Lastly, Babu and Reddy [57] propose a logistic regression
approach for software reliability analysis, assisting software developers to predict when to

conclude testing phases and do software releases.



CHAPTER 2. MACHINE LEARNING FOR SOFTWARE ENGINEERING 25

2.2 Unsupervised learning

Unsupervised learning algorithms learn useful properties/patterns of datasets containing
many features. It can be used to learn, for example, the entire probability distribution that
generated a dataset, either explicitly, as in density estimation, or implicitly, for tasks like syn-
thesis or denoising. Clustering (which consists of dividing the dataset into clusters of similar

examples) or association rule mining are also examples of unsupervised learning [17].

Some of the most common unsupervised learning algorithms, recurrently referred in the

literature as used in software engineering, will be presented in the next sections, such as:

Over the next sections, we will describe in more detail some of the most common su-
pervised learning algorithms, referred in the literature as used in software engineering

applications and studies. These are:

* Apriori

* K-means

2.2.1 Apriori

The Apriori algorithm was developed by Agrawal and Srikant [58] in order to find all frequent
itemsets in a dataset for discovering association rules. It applies an iterative search where

k-frequent itemsets are used to find k+1 itemsets.

Apriori reduces the search space (improving its efficiency) by utilizing the Apriori property,
which states that all subsets of a frequent itemset must be frequent and if an itemset is

infrequent, all its supersets will be infrequent.

In terms of software engineering, Asif and Ahmed [59] applied Apriori in order to find
associations between software risk factors and risk mitigation, Al'Zubi et al. [60] proposed
a recommender system based on Apriori to improve on projects’ requirement gathering
process and, lastly, Anand and Dinakaran [61] used Apriori to handle agile requirement

prioritization.
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2.2.2 K-means

The K-means clustering algorithm’s goal is to partition NV observations into K clusters, in
which each observation belongs to the cluster with the nearest mean. It begins by initializing
K points, called means, randomly. Then, it categorizes each item to its closest mean and
update the mean’s coordinates, which are given by the averages of the items categorized
in that mean so far. This process is repeated for the N observations and obtaining, at the

end, the final clusters as a result.

Yoon et al. [62] proposed an approach based on K-means to detect outliers on software
measurement data. Li [63] applied K-means to categorize open source software project
developers [64]. Finally, Chen et al. [65] developed a K-means based approach for adaptive

random testing in object oriented software systems.

Despite all of these presented examples (which can be reviewed in a summarized version
on table [2.1), machine learning has had so far surprisingly little impact on software engi-
neers themselves. However, small but possibly significant changes may be emerging on
the link between software engineering and machine learning. To speed up this process, it is
important to understand how and for what problems can machine learning be applied and

if they are relevant for software engineers [66].
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Software Engineering

Tasks

Machine Learning

Algorithm

Software development effort

Naive Bayes [25], Random Forest [37] [39],
Neural Networks [435] [46]
Apriori [60] [61], K-Means [64]

Software quality

Naive Bayes [27], Random Forest [38],
K-Nearest Neighbors [50], K-means [62]

Software defect prediction

Naive Bayes [26], Logistic Regression [54] [55],
K-means [65]

Software reliability

Decision Tree [30], Random Forest [36],
Neural Networks [44], K-Nearest Neighbors [49]

Software reusability

Decision Tree [31], K-Nearest Neighbors [47]

Software maintenance task effort

Decision Tree [32]

Software cost

K-Nearest Neighbors [51]

Software project risk estimation

Logistic Regression [56], Apriori [59]

Software release timing

Logistic Regression [57]

Table 2.1: Software engineering problems and some machine learning algorithms to solve them

machine learning.

Over the next chapter, it is presented an overview on software testing and its link with



Chapter 3

Data driven software testing

3.1 Software Testing

Software testing is a process (or a series of processes), designed to assure that software
does what it was designed to do, in a consistent and predictable way [10]. To achieve this
purpose, we assume a software system contains errors and define testing as a mechanism
of executing it with the intent of finding errors. A successful test case is one that finds a way
to make the system fail. The output from this methodology will be a software system with a

certain degree of confidence about its correct functioning and performance [10].

Ideally, complete testing (testing every possible permutation of a program) would be the
perfect choice. However, for most cases, this is simply not possible. The number of potential
inputs for the majority of programs is too large, and might even be literally infinite [67].
Creating test cases for all the possibilities of a complex application would be impractical in

terms of time and human resources to be economically feasible.

Because of this, it is impossible to guarantee the absence of all errors. Test-case design
becomes of crucial importance, following the natural strategy of trying to make tests as com-
plete as possible (finding the subset of all possible test cases with the highest probability of

detecting the most errors), with the constraints of time and cost [10].

Software testing, like software development, follows a life cycle. The software testing life

cycle is a part of the software development life cycle and can be defined as a sequence of

28
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activities carried out to perform systematic software testing [67].

Step Six =% |
Test Closure @ Requirement

Analysis

Step Two

Test Planning

Step Five

Test Execution

Step Three
Test Case
Development

Step Four
Test Environment
Setup

Figure 3.1: Phases of the software testing life cycle

In figure [3.1] the different life cycle stages are represented. Firstly, the test team starts by
performing requirements’ analysis to check its testability, followed by test planning. Test
case development involves the creation of test cases according to the test planes and test
environment setup proposes the conditions for which the software is tested. Text execution
is performed based on the previous stages’ results, and after correcting the software ac-
cording to the failed test cases, test closure finalizes the process, by documenting all these
phases [67]. The final software product can then be released with confidence that it will

achieve correctly its development purposes.

There are four levels of testing, designed for multiple stages of development: [68]
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Unit Testing

Integration Testing
» System Testing

» Acceptance Testing

Unit testing provides independent tests for the smallest testable parts (units) of an ap-
plication. It focuses on smallest element of the software system called module (like for
example, for a calculator application, modules would be addiction, subtraction, division and

multiplication).

Integration testing exposes defects on interactions between integrated units from different
models. It can be done through two approaches- the non-incremental/Big-bang approach,
which consists on testing each module independently and then merging with all the other
modules and form the program, and the incremental approach, which combines the next
module to be tested with the set of previously tested modules, and only then the tests
are carried out. This can be done in two ways: top down (it starts with the top, or initial,
module in the program, and merges with previously tested modules which have functions
calls performed by the top module) and bottom up (begins by testing the modules in the
program that do not call other modules, and merges are made with modules that have all of

their subordinate modules previously tested).

System testing deals the testing of complete system before releasing the software. There
are different types of system testing are followed, such usability testing (which is focused
on the users’ ease to use the application and the ability of the system to fulfill its purposes),
stress testing (testing the software under heavy load conditions to verify its robustness
and error handling) and regression testing (verify what has been done so far to ensure the
changes made over the course of the development process have not caused any new bugs

and that no old bugs will appear from later additions of new software modules).

Acceptance testing can be done in various ways (such as alpha testing, which simulates
the behaviour of real users, or beta testing, where the software is released to a limited
number of users to obtain feedback on the application’s quality) and provides important

quality measures to observe the customer’s satisfaction with the product [10].
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In figure [3.2 it is possible to observe the various software development stages and its

testing processes.

Installation Test

End User
l’ l Y

l«————
Ver. Requirements Acceptance Test |ee——

4
Ver. Objectives System Test

«—————
Ver. Ext_e_rna_l Function Test

Specification

Ver. System Design

Integration Test

Ver.

< Module Interface
L Specifications il

Ver.

Figure 3.2: Software development stages and its testing processes

Since the use case falls into the category of integration testing, it is important to view its two

testing methods: black-box testing and white-box testing.
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3.2 Black-box and White-box Testing

3.2.1 Black-box Testing

The black-box (also known as data-driven or input/output-driven testing) testing strategy
focuses on finding cases for which the program does not behave as it was expected from its
specifications [10]. The program is viewed as a black-box (not taking into any consideration
the internal program structures) and tests are derived from the relationship between input

and expected output (according to the software requirements).

As seen before, complete testing is impossible, and therefore, so is the approach of exhaus-
tive input testing. This presents two implications: it is impossible to guarantee a program is
error free and economics is a fundamental factor in program testing (the goal is to maximize

the number of found errors using the smallest number of test cases possible) [10].

In order to achieve this, a well selected test case must:

» Reduce the number of other developed test cases

» Cover a large set of other possible test cases (uncovering the presence or absence

of errors over and above this specific set of input values)

From these two stipulations, a black-box methodology known as equivalence partitioning is
formed. The second stipulation develops a set of appealing conditions to be tested, while
the first one develops a minimal set of test cases which cover these conditions. The test
cases designed by equivalence partitioning are found by identifying the equivalence classes
and then defining the test cases. Valid and invalid equivalence classes are identified by
taking each input condition and partitioning it into different groups (for instance, if there is a
specification stating that an input number is bigger or equal than zero, a valid equivalence
class would be the input number being bigger than zero, while an invalid equivalence
class would be the opposite). The test cases are then designed for covering all existing

equivalence classes [10].

Typically, test cases that explore boundary conditions are of more interest than test cases

that do not. Boundary conditions are values located on the edges of equivalence classes
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(for example, a specification for an input number being that this number is ranged from one
to ten. It is more relevant to test for input values one and ten than for the middle values of
the equivalence class). Boundary-value analysis diverges from equivalence partitioning in

two aspects:

» Boundary-value analysis requires testing on and around each edge of the equiva-
lence class (rather than randomly selecting any element in an equivalence class as a

representative)

» Boundary-value analysis derives test cases not only from the input conditions, but

also from the output results

A weakness from boundary-value analysis and equivalence partitioning is that they do not
explore combinations of input circumstances. Testing input combinations is not a simple

task because of the immense number of combinations.

Cause-effect graphing is a method for systematically generating test cases which represent
combinations of conditions. A cause-effect graph is a formal language into which a natural-
language specification is translated. It helps pointing out incompleteness and/or ambiguities

in the specification.

Since cause-effect graphing requires the translation of a specification into a Boolean logic
network, it gives additional insight into the specification. Although it produces a set of useful
test cases, typically it does not produce all of the useful test cases that might be identified.

The steps for build a cause-effect graph are the following:

+ Dividing specifications into small pieces (such as verifying if an item is placed in a

shopping cart)

* |dentifying causes (input conditions) and effects (output conditions). After this step,
assigning a unique number for each cause and effect. Causes and effects of a
specification are then analyzed and linked, forming a boolean graph (which is the

cause-effect graph)

 This graph is annotated with constraints describing impossible combinations of causes

and/or effects
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» By tracing state conditions in the graph, the graph is converted in a decision table,

where each column represents a test case [10]

Equivalence partitioning, boundary-value analysis and cause-effect graphing all have their
advantages and disadvantages, which complement each other. Making a combination of

these methodologies is a good procedure to obtain the best set of test cases.

3.2.2 White-box testing

The white-box (also known as logic-driven testing) testing strategy focuses on exploring and
inspecting the internal structure of the software program. It derives test data from examining

of the system’s logic (and often not taking the specification into consideration).

Similarly to the black-box strategy, exhaustive path testing (testing all the possible paths of
control flow through the program) is infeasible. Firstly, because there can be an astronom-
ical number of unique logic paths for a given program. Secondly, even if every path in a
program was tested, the program could still contain errors, mainly because exhaustive path
testing does not guarantee a program matches its specification [10]. So how should the

white-box testing strategy be approached?

Code coverage presents various different criteria to assess a white-box testing strategy.
It measures the degree to which a test suite exercises the source code of a software
system [69]. A reasonable goal would be to execute every statement in the program at
least once. This is known as the statement coverage criterion. This criterion can be
useful in finding unused code statements or branches, but may not detect all errors in a
program, since it depends on the program’s input (like for instance, on "if-then" structures).
A way to address this issue is by using the decision/branch coverage criterion. It requires
each program’s decision to have a true and a false outcome, and for each statement to be

executed at least once, invoking each one of all the programs’ points of entry.

Decision/branch coverage does not take into account how the variables (or possibly ex-
pressions containing boolean operands such as "AND", "OR", "XOR") in the conditional
statement are evaluated. This can be done using the condition coverage criterion, which

needs enough test cases to verifies if each condition in a decision takes on all possible
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outcomes at least once, invoking each point of entry at least once. This criterion does not
satisfy the decision criterion (for example, for a decision "IF (A & B)", the condition coverage
would be fulfilled by a test case of A being true and B being false and another test case
where A is false and B is true. This, however, would not trigger the "THEN" code branch to

execute).

To address this issue, a criterion called decision/condition coverage was created. To be
fulfilled, it needs enough test cases ensuring each condition in a decision takes all possible
outcomes at least once and each decision take all possible outcomes at least once, with all
points of entry in the program being invoked at least once. A weakness from this criterion is
that boolean operators can mask the evaluation of other conditions (such as an expression,
for a condition expression using an "AND" operator, all it takes is for one of the condition
to be false for the condition result to be false). Multiple-condition coverage fixes this by
needing enough test cases so that all possible combinations of condition outcomes in each

decision are tested, and all points of entry invoked at least once. [10]

Despite some authors stating that code coverage is not strongly correlated with test suite
effectiveness [70], code coverage is a useful metric to identify under-tested parts of a
software system. Some other measures, such as DDU [71], can also be used to assess
a test suite effectiveness. DDU is an acronym for density diversity uniqueness, and links
all of these three metrics. It applies a normalized p’ metric, derived from the p metric,
which captures the density of a system, the Gini-Simpson index to perceive diversity and a
metric proposed by Baudry et. al [72] to identify the number of dynamic basic blocks in a
system to estimate uniqueness. These three metrics are combined through multiplication

and measuring the probability of a bug being found in that test suite.

Summarizing, although input testing can be seen as superior to path testing since it takes
specifications into consideration [10], neither one can ensure complete testing. Combining
elements of black-box and white-box testing appears to be the most interesting strategy,
since both uncover complementary issues [73]. After covering both black-box and white-
box methodologies and their metrics to measure test suite effectiveness and maximize its
performance, and taking into account the use case’s scope, it is important to focus on how

the test cases are generated for black-box testing.
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3.3 Data driven software test generation

Having referred some techniques of how to maximize the performance of generated test
cases, the question now is how to generate these test cases and perform them. There are
two approaches: manual or automated. Defining test cases is a very challenging and time
consuming task, which, considering software systems’ sizes, time constraints and frequent
changes in requirements, becomes infeasible. Therefore, the automated approach gains
relevance, since it not only reduces the effort cost of testing, but also ensures that test

cases properly cover all requirements [5].

There are two main approaches for the automation of generating test cases. The first
approach comes from designing test cases from requirements and design specifications.
This approach takes advantage of UML artifacts (such as sequence diagrams [74], state
and activity diagrams [75] [76]). The second approach develops test cases using code [77].
This is where the power of machine learning comes into play. Taking advantage of the
capabilities of machine learning to deal with large volumes of data and its efficiency to
identify hidden patterns of knowledge, this can be done through various different techniques

and there are also software tools for this task. Some of these techniques include:

+ Random/monkey testing

Info-fuzzy networks

Markov chain models

Genetic algorithm

3.3.1 Random/Monkey Testing

The simplest form of automated test generation is perhaps to select program inputs at
random [78]. This simple and easy to implement concept has the ability to produce a large
number of test cases that interact with the system in multiple different ways, many of them
being interaction scenarios a typical user is unlikely to perform. Although this is distant

from a manual approach, which primarily focuses on the system’s core functionalities and
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the most common scenarios, randomly generated tests have a high chance to discover
new software defects due to their wide diversity and ability to cover numerous possible

interaction scenarios [79].

Random testing can also be undirected (with no heuristics to guide its test cases genera-
tion) [80] or directed, using for instance, an adaptive strategy to increase the rate of defects’

detection from basic random testing [81].

3.3.2 Info-fuzzy networks

Info-fuzzy networks (IFN) have a tree-like structure, where components include the root
node, a changeable number of hidden layers (one layer for each selected input) and the
target (output) layer representing the possible output values. The same input attribute is
used across all nodes of a given layer (level), representing conjunctions of values from that
input attributes, similarly to internal nodes in standard decision trees, while each target node
is associated with a value (class) in the domain of a target attribute, or disjoint intervals in

the attribute range if the target attribute is continuous).

Layer 0
Root Node

Layer 1
3 equivalence classes

Layer 2
2 equivalence classes

Target Layer
3 Values

Figure 3.3: Info fuzzy network example [11]
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Last et al. [4] used info-fuzzy networks to predict output values given test-cases. These
test-cases are formed through the usage of a composed execution data from input randomly
generated values and the output produced by the legacy system for these input values. The
IFN algorithm is repeatedly executed in order to find a subset of input variables relevant to
each output and the corresponding set of non-redundant test cases. Actual test cases are

then generated according to the automatically detected equivalence partitioned classes.

3.3.3 Markov chain models

The Markov property states that the probability distribution of the next state of a process re-
lies only upon the current state. Therefore, a Markov model captures the time-independent
probability of being in state s; at time ¢ + 1 knowing that the state at time ¢ was sg. The
relative frequency of event transitions during program executions provides a probability
estimate for each possible immediate state. It provides flexible and easily understandable

representations of the operational profiles of given programs or software systems [82].

In the example in Figure [3.4] the probability of reaching state A from the initial state A is 0.4,
0.2 to reach state B and 0.4 for state C'. Second order probabilities can also be derived:
for instance, given initial state AA, the probability of reaching state A is 0 and 0.5 to reach

either state B or C.

Zhou et al. [83] use a Markov chain usage model based on improved state transition matrix
(STM) (a table-based modeling language) for measuring software reliability. Test case
generation and adequacy determination is done by using the previously created Markov
chain usage model. An improved Kullback discriminant was chosen as the judgment criteria
of convergence from the test chain to the usage chain in order to measure if the testing
process is sufficient. Also, Siegl et al. [84] use a Markov chain usage model to describe
at best all possible usage scenarios of a system under test (SUT) and provide a basis
to systematically derive test cases without human interaction. This approach, applied in
a software system coming from the automotive domain, provides good indicators before
and after the test cases are executed and it also creates test cases by random sampling
the Markov chain usage model that would not have been tested otherwise. Markov chain

models will be a key aspect of the use case’s framework to generate test cases.



CHAPTER 3. DATA DRIVEN SOFTWARE TESTING 39

)
)
)
&
)
€
»

)
\@

Figure 3.4: Markov chain model example

3.3.4 Genetic Algorithm

Genetic algorithm is an optimization technique which can be applied to various problems.
It uses a survival of the fittest technique, where the best solution survives. The two main
requirements of a genetic algorithm are: an encoding used to represent a solution from the
solutions’ space and an obijective fitness function which measures how good a solution

is [77]. There are three different types of operators used in the process of a genetic

algorithm: selection, mutation and crossover.

The selection operator chooses the best solutions based on the fitness value of each so-

lution, obtained from the fitness function. After selection, crossover combines two different
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solutions to generate a new test case. Mutation changes the fitness function to be applied

on the solutions to generate new test cases [85].

Khan and Amjad [86] combine a genetic algorithm approach with the K-means clustering
algorithm to divide a set of randomly generated test cases (considered as effective by the
genetic algorithm) and divide them in different clusters. Each cluster finds a group of test
cases with high path coverage and then applies the genetic algorithm to produce new test
cases in each cluster for increasing the path coverage. The genetic algorithm was also
combined with naive Bayes by Arwan and Rusdianto [87]. The naive Bayes determines
the number of iteration levels for independent path determination which can be generated
by the genetic algorithm for basis path testing (verifying and obtaining paths that must be
skipped/tested at least once to ensure an error free code) [87]. Decision trees [88] [89] and
neural networks [90] [91] also present valuable assets in the generation and automation of

test cases.

After analysing the definition of software testing, its life cycle, types and processes, we can
see the gains from using machine learning in software testing. Machine learning, however,
demands large quantities of test data to increase its effectiveness. A way to obtain large
amounts of test data without spending too much time would be gathering data from user
sessions. In the next chapter, user sessions will be analysed in terms of how to obtain

them, process them and their relationship with graphical user interface (GUI) testing.
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Automated testing from user sessions

4.1 Data Driven GUI Software Testing

A convenient way to capture user sessions and their inputs is through to the graphical user
interface (GUI). GUIs make applications easier to use, increasing the software’s productivity

accessibility.

GUI software testing is the process of testing a software system containing a graphical front-
end interface to ensure that it meets its specification [92]. GUI testing falls into two different
categories: usability testing and functional testing. Usability testing assesses the quality of
a graphical interface in terms of user interface design, while functional testing evaluates if

the graphical user interface does what the software application is intended to [67].

Functional manual GUI software testing performed by developers or testers is a very time
consuming task and it is often error prone, considering most test scenarios are typically
left out (for example, consider a form which contains n interface controls, it is required a
factorial number (n!) of test cases to cover all possible combinations [93])) [94]. There-
fore, automated functional GUI software testing methodologies prove to be more efficient,

reliable and cost effective.

Functional testing can be divided into four types: GUI system testing (performing system
testing through the GUI), GUI regression testing (testing the GUI to verify if changes in the

software have not caused any new bugs), input validation testing (evaluates how well the

41
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software recognizes and behaves to invalid inputs) and finally, GUI testing (assessing how
well the GUI works. For example, checking if all the GUI controls work as intended and if
the software allow the user to navigate to all permitted screens while blocking inappropriate

navigations disallowed) [67].

There are various approaches to functional GUI testing, such as:

Unit Testing

Random/Monkey Testing

Capture/Replay Testing

Model-based GUI Testing

4.1.1 Unit Testing

As it was seen on the previous chapter, unit testing provides independent tests for the
smallest testable parts (units) of an application, which in this case are individual GUI

controls (such as buttons, text boxes, check boxes) of a software’s GUI.

Test adapters can be easily implemented at the unit test level, capturing the commands
performed on the system’s GUI. Ramler et al. [95] highlight and observe their usage,
concluding that they provide results for all levels of testing, but the complexity and cor-

responding effort rise when it comes to implement test adapters at further testing stages.

The GUI unit testing task for Java applications can be simplified by the use of the Abbot
framewor This framework presents a Java test library which has been implemented with
methods to reproduce user actions and examine the state of GUI components through test
scripts (which need to be written by the tester). It also provides an interface to use a script

to control the event playback in order to enhance integration and functional testing [96].

Thttp://abbot.sourceforge.net
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4.1.2 Random/Monkey Testing

As it was also seen on the previous section, random/monkey testing examines the system’s
functioning by generating and using program inputs randomly. For GUI testing, these can
be, for instance, keyboard events (key pressed, for example), mouse events (click, double
click), filling a text box, tick a check box. One of the challenges presented by testing a
GUI using random/monkey testing is guaranteeing the elements meet specific condition to
be usable for interaction (for instance, verifying if an element is enabled and visible on the
screen). Only after determining which elements are actually usable on a certain moment,
random selection and randomly choosing an interaction from all of the possible interactions

can take place on an element.

Random testing can also be undirected (with no heuristics to guide its test cases genera-
tion) [80Q] or directed, using for instance, an adaptive strategy to increase the rate of defects’

detection from basic random testing [81].

Wetzlmaier et. al [97] built a framework for random/monkey testing. This framework initial-
izes the system under testing (SUT), explores the GUI (firstly, it enumerates all windows
that belong to the SUT’s processes , determines the top-most window and starting from
this window, it traverses the GUI's hierarchy of elements and extracts information from
them, such as their name, type, size and location on the screen) and performs random
interactions. Whenever a fault is detected, the framework verifies if it is a fatal failure
(stopping the SUT and verifying what triggered this error) or not (taking note of the fault,
but continuing the testing process until it is complete). There are also available multiple
open source and commercial tools for random/monkey testing, such as JCrasher [98],

Jartege [99], Randoop [100].

4.1.3 Capture/Replay Testing

Capture-replay is a broadly accepted method for regression GUI testing. [96] The concept
is to capture some user inputs, replay them through the GUI after code changes have been

made and monitor the differences. There are capture-replay tools available on the market,
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such as Jacaretd?, Pounderff| or Marathor’] Despite being used and broadly distributed,

this method presents various issues.

Firstly, the capture procedure requires testers to perform manually multiple and intensive
interactions with the GUI through mouse events and keystrokes. Both writing the test cases
and recording them by hand is an error prone task, very time consuming and with an
associated high effort. The automated capture/replay tool records the interactions in the
form of test scripts for later usage. These test scripts are often hard-coded, which often
leads testers to edit and debug them (for example, for different test inputs), which also

requires time and effort.

Generating all the possible test cases for all of the GUI components through capture/replay
testing is unfeasible, especially considering that the manual GUI interactions often contain
mistakes, such as wrong clicks or keystrokes. And even if the execution is successful, the
captured results don’t verify if the software’s business functions (often non-GUI modules)
were triggered correctly by the GUI events. Changes on a GUI's component location can

also render useless the previously recorded test scripts.

In conclusion, although capture/replay tools are easy to find and use, they are prone to be

inefficient and ineffective [96].

4.1.4 Model-based GUI Testing

Model-based GUI testing is built upon generating test cases automatically from a graph-
based model of possible user interactions with the GUI. Each node represents a particular
event which can be triggered by interacting with a GUI's widget. Edges between nodes link
two events that can be executed consecutively. Test cases are generated by selecting an
event that can be triggered without any preconditions and traversing a path of the model.
A test oracle is necessary to indicate if the sequence of events is valid or not [101]. Works
such as the TOM framework [102] and tools such as TCG [103], GUITAR [104] and Spec

Explore [105] are examples of model-based GUI automation tools.

2https://sourceforge.net/projects/jacareto/
Shttps://sourceforge.net/projects/pounder/

*nttps://sourceforge.net/projects/marathonman/
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These graph-based models can be generated automatically by the applying reverse engi-
neering techniques or manually by the testers, typically by deriving the GUI models from
the requirements specification. The model’s quality is crucial for detecting errors. A good
model is able to test large parts of a system using a minimal amount of the possible user
interactions, while a poor model may generate a large quantity of test cases that assess
repeatedly a fragment of the system, without ever investigating the functioning of other

fragments.

As it was seen in the previous chapter, complete testing is unfeasible [67]. This means
that to efficiently test a system, it is preferable to use techniques that identify important
sequences of events which cover the most relevant user interactions and sequences of
events that lead to program errors [101]. Over the next section, sequence pattern mining

will be defined and some of its most important methodologies will be presented.

4.2 Sequence Pattern Mining

Sequential pattern mining is an important sub domain of data mining. Data mining focuses
on extracting useful patterns on large amounts of data [106], while sequential pattern
mining aims to extract these patterns in the form of totally ordered or partially ordered
subsequences, in terms of time [107]. Some problems that can be approached using

sequential pattern mining analysis are:

* Having a set of alerts and state conditions issued by a monitored system before an
error, are there any sequences or subsequences that may help predicting an error

before it occurs?

» Can a user’s behaviour be identified as suspicious by analysing the sequence of its

input commands?

» Can users who make purchases on a certain website be characterized in terms of the

sequence of browsed webpages within the site?

Frequent sequence patterns are typically found taking into consideration a minimal support
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parameter [108]. This parameter is either defined as the number of sequences that contain
a certain subsequence (absolute support), or a ratio between the number of sequences
containing a certain subsequence divided by the total number of sequences in the database
(relative support) [108]. Only patterns which exceed this predefined threshold are consid-
ered relevant. This value should be high enough to prune patterns of no interest, but low
enough to keep all of the relevant sequential patterns existent in the data [109]. In order to
generate them, there are multiple frequent sequence mining algorithms. These algorithms
can be categorized by the database format (horizontal or vertical) and their search approach

(breadth-first search or depth-first search) [107].

Horizontal formatting organizes the database by object id and then by transaction times-
tamp, containing the sequences. Time is therefore represented by the transaction times-
tamp and the order of elements in a sequence. For example, in the figure below, the object
with an id of 1 contains the transaction sequences (a,c) at time ¢1 and (e,h,w) at time ¢2.
By comparison, the vertical format keeps, for each label, the set of all object ids where the
label appears and its corresponding timestamps (for instance, label "a" is present on the

objects with id 1 at time ¢1, 3 at time ¢3, 4 at time ¢4, and 5 at time ¢2).

oid | sequence a b [ d f h
1 |ti(a, c), t2(e, h, w) oid |time| | oid |time| |oid |time| | oid |time| |oid |time| |oid |time
2 |t2(b,f) 1 t1 2 t2 1 t 3 8] 2 t2 1 t2
3 |t1(c,d),t3(a, h) 3 |13 4 |13 3 |n 13 3 | t3
4 | t2(h, w), t3(b, f, h), t4(a, c) 4 | w4 4 |14 e 5 |34 |13
5 |t2(a, e), t3(f, h, w) 5 2 oid |time 5 13
1|t w
5 | to | [oid |time

HORIZONTAL VERTICAL

Figure 4.1: Database formats for sequence pattern mining [12]

4.2.1 Horizontal approaches

In horizontal formatted databases, the sequential pattern mining process is carried out

using a breadth-first search. Apriori-based algorithms (such as AprioriAll, AprioriSome,
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DynamicSome) [110] are considered to be breadth-first search since all k-sequences are
established together in each k-th iteration of the algorithm, based on the previous iteration.

These algorithms use a 5-stage process:

Sorting the transactional database according to the object id

Obtaining the 1-itemsets, from the sorted database, with support over the predefined
threshold

+ Transforming the sequences into the found itemsets they contain
» Generating all frequent sequential patterns from this transformed database

» Pruning sequential patterns that are contained in other super sequential patterns

Despite proving to be inefficient, the Apriori algorithm is the basis of many later on devel-
oped efficient algorithms for sequential pattern mining. Some of its limitations are that some
observed patterns were of no real value, in terms of being too widespread time events, and,
for datasets containing an associated hierarchy, it might be relevant to find patterns on one
level or multiple levels of the hierarchy. Also, there are many domains where transactions

occurring in between a predefined time window can be seen as a single transaction [107].

To fix all of these issues, Agrawal and Srikant [111], using Apriori as a basis, developed
the GSP (Generalised Sequential Patterns) algorithm. Despite adding bounds between
time events, a sliding time window to define a single transaction and the possibility of han-
dling different hierarchies defined by the user, GSP and later on developed and improved
versions of it (such as PSP [112] or MFS [113]) have weaknesses in terms of generating
a huge set of candidate sequences, which require multiple database scans, and the high
number of short length patterns, which makes these algorithms inefficient for mining long

sequential patterns [109].

The frequent pattern growth paradigm rose to address these problems. This model erases
the need for the candidate generation and pruning steps from Apriori type algorithms by
compressing the database that represents the frequent sequences into a frequent pattern
tree and then dividing this tree into a set of projected databases. The projected databases

obtained from this divide-and-conquer methodology are then mined separately [114].
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Following this framework, Pei et al. [115] proposed and developed the FreeSpan algorithm.
It follows the previous idea of using the frequent sequences to recursively create a set of
smaller projected databases for parallelized mining. FreeSpan has two different methods
for the creation of these projected databases: Level-by-level projection or Alternative-level
projection. Any of these methods split the data and the set of tested frequent patterns on
each projected database. For any possible execution, FreeSpan only makes three scans
on the original database. Despite the significant cost of operating the projected databases,

FreeSpan is efficient and is considerably faster than GSP [109].

Afterwards, Pei et. al. presented an improved version on FreeSpan. PrefixSpan [116],
like its’ predecessor, is a form projection based algorithm. The main concept is to check
only the prefix subsequences and project only their postfix subsequences into the projected
databases, instead of projecting the sequence database. This approach ensures that only
candidate sequences existing in a projected database are generated or tested. Longer se-
quential patterns are built from shorter frequent ones, which reduces the search space. Like
FreeSpan, the biggest computational cost comes from operating the projected databases.
This cost is lowered by using two optimizations for reducing the size, number and memory
cost of projected databases. PrefixSpan presents the same results as GSP and FreeSpan,

running significantly faster than both algorithms [107] [116].

4.2.2 Vertical approaches

Vertical database format algorithms generally perform better than algorithms that use an
horizontal format database. The vertical format has the benefits of narrowing down the
data to only the relevant, generating patterns and calculating their supports without having
to execute more database scans, sparing high computational costs and improving the per-

formance of vertical formatted algorithms on larger databases over horizontal ones [117].

These changes on the data layout caused the appearance of depth-first search algorithms.
Constraints also started becoming a part of the mining process to both reduce the pro-
cessing time and the number of results [118]. The Sequential PAttern Discovery using
Equivalence classes algorithm, most commonly known as SPADE, and cSPADE, its variant

containing constraints, were developed by Zaki [119]. It uses a vertical database format
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and consists on decomposing the search space into sub-lattices according to the dataset’s
equivalence classes, which can be processed independently in main memory. This ap-
proach mostly requires three database scans, but it can also need only a single scan
on some pre-processed databases. Either a breadth-first search or a depth-first search
strategy is employed To find the sequential frequent patterns in the sublattices. Experiments
show that SPADE is about twice as fast as GSP [119].

Ayres et. al. [120] author another depth-first traversal algorithm, called Sequential PAttern
Mining, known as SPAM. It uses a vertical bitmap compression, with efficient support
counting and candidate generation. Each bitmap contains a bit for each transaction in
the dataset. If an item is present in a transaction, the bit is set to 1, otherwise it is set to 0.
This bitmap representation requires a lot of memory, which makes it efficient for databases
with long sequential patterns. Unlike other algorithms, which output all patterns of length
one, then all patterns of length two, and so forth, SPAM outputs sequential patterns of
different length in an incremental, online way. The results show a trade off between space
and time: SPAM is more efficient compared to SPADE and PrefixSpan on large databases,

but it consumes more space [120].

Despite the advantages of vertical algorithms, a performance bottleneck of these algorithms
is that they use a generate-candidate-and-test approach. To tackle this problem, Fournier-
Viger et al. [117] proposed a data structure called CMAP (Co-occurrences Map, CMAP).
This structure is capable of keeping a co-occurrences map of items extracted from a single
database scan and provides a new approach to the sequence pruning stage based on the
co-occurrences’ properties. This generic optimization gave origin to improved versions of
vertical algorithms, such as CM-SPADE and CM-SPAM [117].

After introducing the motivations and objectives over the introduction section, bonding the
importance of machine learning to the software industry, and more specifically to the soft-
ware testing area, studying both the GUI testing and sequence pattern mining fields, it is
now time to view the use case. The framework’s organization, the tool’s used methods and

performance evaluation metrics will be presented in the course of the next chapter.
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The use case

Recapping this work’s motivations and objectives, Anywhere+ is an insurance ERP de-
veloped by RandTech Computing (https://rtcom.pt) with the intent of simplifying the
organization of information of an insurance company. Since a manual testing approach
became impractical with the expansion of clients and functionalities of the system, a tool
for generating software test cases from user interaction data was developed. The tool,
conceived in a mix between capture and replay testing and model based testing, is part of

a framework designed for automated testing purposes.

5.1 Framework structure

Randtech’s update and test environment framework was composed in order to automate
the complex software update process of the Anywhere+ solution. This includes code,
databases and tests, and enables safer, more frequent and faster updates. It follows a
modular structure, and is flexible enough to be easily adapted to other deployment flows.

Figure [5.1] presented below shows its scheme.

In the installer module, four smaller modules can be found. The XHTML generator is
capable of recognizing a set of patterns present on the user interface design, and it is
responsible for identifying a set of embedded business concepts in the system. The XHTML

files which compose the application’s Ul will automatically be transformed, for both users
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Installer

Tests Manager

Analysis Module

E-Learning

Figure 5.1: Software Deployment Framework

and developers, at the time of installation of any version of the application. These previously
unraveled business concepts serve as a base for the plugin’s purpose. Able to recognize
the XHTML generator’s business concepts, the plugin, which was developed for browsers,
captures and registers, in a file, the various user actions in the application. Through the
continuous usage of the application by its various users, thousands of records will be
generated, building the various test case scenarios which will be recognized and treated
by the analysis module. This analysis module, discussed in this work, uses a frequent
sequences’ pattern mining algorithm to discover recurrent sequential patterns in the data,
and builds a Markov model, which automatically produces test sequences. These tests
are used to identify bugs in the current release and in preparation for the next deployment

release, as long as the structure of the GUI is not changed.

The application’s development is done according to the principles of continuous integration
(all of the developers’ working copies are combined using a shared repository [121]). There-
fore, after triggering the build, the XHTML generator will be invoked to generate the business
concepts, which will be packed on a deploy file, together with the application’s installation
JAR and the recovery scripts of the database. The local AutoUpdate service will proceed
to install the deploy file, automatically recovering the database (done by the automatic
database recovery routine, based on the recovery database scripts). It also invokes the

execution engine of tests, which will execute the several tests’ batteries generated based



CHAPTER 5. THE USE CASE 52

on the previous defined test models derived from the tests’ generator.

The tests’ generator creates test batteries according to the datasets existent in the datasets’
editor and a series of criteria (like, for example, executing the test steps with different
users/permissions). The execution engine of tests triggers a set of actions on the browser,
identifying business concepts, taking screenshots of the browser window, as well as ex-
ecution times. This process is also useful for the e-learning component, which is able to
provide visual tips to guide the user through the various actions of the application. In case
there’s a previous test execution, this one will be used as a baseline to perceive disparities
and the test might fail depending on the selected criteria. In this case, the tester may define
if this current execution is the right one, designating this as the new baseline, for which the
test will be considered as success. The execution engine of tests also allows executing the

tests in parallel, as long as there isn’'t any dependency in between tests.

In the case of failure, the AutoUpdate will invoke the rollback model, leaving the application
and the database in its previous state. In case of success, the installer will notify the remote
AutoUpdates of the various clients/environments that there is a new available version of the
application to be installed. By accepting an AutoUpdate, a similar process to installation will
be triggered. This process can be used by any client environment, independently of their

operating systems or equipment, by just a small number of clicks by the user.

In the next section, the process of generating and recognizing business concepts, as well

as the capturing and formatting of data by the plugin, will be approached.

5.2 Data acquisition

In order to define and execute the software tests designed to feed the analysis module,
it is fundamental that the framework can recognize the various business concepts. To
accomplish this, a syntax for the XHTML generator has been defined. This syntax is capable

of recognizing a set of patterns used on the Ul design of the Anywhere+ application.
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5.2.1 Data Format

The XHTML files which compose the Anywhere+ application are transformed by inserting
the reference to the business concepts. Despite its complexity, this transformation occurs
transparently and automatically, both for programmers as for users, and is triggered for each

build of the application.

An example of this transformation, applied by the XHTML generator to a snippet of the login

XHTML file which contains the username section of the file, is presented in figure|5.2

1 <h:inputText
id=
onkeypress=

required=

validatorMessage=

2

3

4

5 requiredMessage=
6

7 value= >
8

</h:inputText>

Figure 5.2: Snippet of the Login.xhtml file of the application

The <h:inputText> represents a component which will be transformed into an input field to
be rendered by the browser. It contains error handles and the value of the text field (value
attribute). These attributes use expression language (EL), a popular scripting language
on Java™ frameworks with the format #{expression} or :{expression} and the JavaServer

Faces engine (JSF) will evaluate each expression when the page is rendered for the browser.

There are two types of dominant expressions on the application’s Ul pages: references
to JavaBeans in the format nameBean.nameField (as it can be seen from this example,
the BUSER.username field) and references labels/texts of a dictionary (such as the labels

‘login.mand.mail’ and ’login.invalid.email’)
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5.2.2 XHTML Transformation

To ensure the highest possible number of concepts, the XHTML generator will consider as
business concepts any code snippet of expression language found on the XHTML file. Here
lies an essential difference concerning other approaches: the concepts are identified solely
by themselves. Since they are not identified by their HTML element path (for instance, by

using XPATH), the plugin is immune to changes on a component’s location from the GUI.

Considering that the business concepts are EL expressions, it is necessary to prevent the
transformation of the EL expressions when they are simply EL expressions and nothing
more. In order to achieve this, it has been defined that non-concept expressions begin with

“{ instead of beginning with #{’.

To make sure business concepts are not lost along the many transformations occur from
the initial XHTML to the final HTML rendered by the browser, we aggregated the concepts
in an HTML tag. The concept is now represented by an association between concept name
and concept value. On figure[5.3] it is possible to see the output from the XHTML generator

applied to the previous snippet of the login XHTML file, involving the username segment.

After the final transformation to HTML performed by the JSF engine, the final HTML snip-
pet is obtained, visible in figure The page contains a form button to press after
introducing a username on the business concept "rtcconcept_value3_login". If no user-
name is introduced, a "Username is required" message is triggered and a record of rtc-
concept_requiredMessage1_login=":MSG['login.mand.mail’]" is saved by the plugin. A sim-
ilar thing happens if an invalid username is introduced. In the case of inserting a valid
username, the plugin records an "rtcconcept_value3_login="#BUSER.username" action,

with "BUSER.username" being the inserted username.

5.2.3 Logging the GUI events

After understanding the XHTML generation and recognition of business concepts processes’,

it is also relevant to know how the plugin captures and formats the data originated from the

user interactions. After the final transformation, it is important to observe which concepts
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—_

<em requiredMessagel_login=

2 rtcconcept_requiredMessagel_login=
3

4 validatorMessage2_login=

5 rtcconcept_validatorMessage2_login=
6

7 value3_login=

8 rtcconcept_value3_login= >
9

10 <h:inputText

11 id=

12 onkeypress=

13 required=

14 requiredMessage=

15 validatorMessage=

16 value= >

17 </h:inputText>

18

19 </em>

Figure 5.3: Output from XHTML generator to allow plugin recognition

were apprehended and recognized by the application’s plugin. For this purpose, changes
on the page elements’ style are made whenever the plugin is active. There are two yellow
and two red colour styles which are used around the displayed elements: yellow styled
elements signal correctly recognized concepts while red styled elements display concepts
which were not apprehended. The absence of colour is also an indicator, since it shows

that the element did not contain any concepts or that they were not being noticed by the

plugin.

As previously mentioned, the plugin component is responsible for capturing the various user
actions in the application (such as tracking mouse clicks and keyboard events), recording
them on a text file. These records follow a simple and optimized structure for the analysis
task: firstly, it contains the timestamp, session id, tab id and the business concept separated

by a comma. Secondly, there are three components separated by semicolon: action/com-
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—_

<em requiredMessagel_login=

rtcconcept_requiredMessagel_login=

validatorMessage2_login=

rtcconcept_validatorMessage2_login=

value3_login=

rtcconcept_value3_login= >

o © 00 N o o b~ WD

—_

<input type= class= required=

—_
—_

onkeypress= autofocus="">

—_
w N

</em>

Figure 5.4: Final transformed HTML for plugin recognition

mand, target and value. The action field is mandatory and tracks the action performed (for
instance, clicking on a link). Target is the business concept used by the action (a dropdown
menu, for example) and the value is what will be used on the action (such as text inserted

on a textfield).

The action field is mandatory, but target and value parameters may or not be void depending
on the captured action. Each interaction is registered on a line of the text file and they serve
as an input for the analysis module. In Figure an example of a recorded interaction
can be seen. It features a clickLink action on the concept *ricconcept rtctextvalue™= :

{MSG[OPTION.translationCode]}: arearowid25 :optionrowid119 with a value of "Tomadores”.

After overviewing the process of generation and recognizing business concepts, followed
by the plugin’s operating mode, the functioning of the analysis module will be addressed in

the subsequent section.
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[ts=2019-01-21T09:59:01.010%Z,
sid=S_-2en-FjlByP2_bdWwJ0k_zU_bV88TQUdhj6-x2h.rtcva,
tid=11,

attr=pt:rtcconcept_rtctextvalue33_menuws§,

n=1,

count=1]

[clickLink; xrtcconcept_rtctextvaluex=

: {MSG[OPTION.translationCode]}

rarearowid25:optionrowidll9=Tomadores; ]

Figure 5.5: Captured GUI interaction record

5.3 Analysis Module

5.3.1 Discovering frequent sub sequences

The analysis module takes the captured interactions by the plugin component and builds a
Markov model. This Markov model is composed by states, which are user interactions, and

their connections represent transitions between the user interactions.

The first step is to pre-process the interaction events from the text file and look for frequent
sequences with a given maximum length. Based on last chapter 4’s studies over sequence
pattern mining, the chosen algorithm for this task was CM-SPAM [117]. As it was previously
observed, CM-SPAM is a vertical optimized algorithm, based on SPAM, and presents the
fastest processing speed compared with multiple algorithms, with high effectiveness over

the found results.

The CM-SPAM algorithm is contained in the Java™ SPMF library. In order to obtain the
frequent sequences of events, the analysis module invokes this library’s method with a

defined minimum support threshold of 1.
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5.3.2 Building the Markov Model

After applying the CM-SPAM algorithm, the resulting sequences are chained into a single
Markov model. As previously stated over chapter 3, the Markov property states that the
probability distribution of future states of a process relies only upon the current state, being
the probability estimate for each possible immediate state given by the relative frequency of
event transitions during program executions [82]. In the analysis module, the Markov model
is represented as a dictionary structure, < key,values >, where key is the current initial
state (associated with the previous actions) and values is a list of future actions associated
to their probabilities. The states in the application are the actions performed in the different

concepts.

This model is built by uncovering all the initial states from the sequences and then, for
each initial state, exploring the next states. In order to prevent impossible test cases to be
generated, each test case sequence has an initial state which is selected from all possible
initial states of the events’ sequences. The transition probabilities are measured according
to the number of transitions from a determined current state to a next state dividing by the
total number of transitions originated from the same current state. The model is then output
in a JSON format file, and an example can be seen on Figure The figure shows that
after reaching the state of "click+*rtcconcept_label*:MSG['generic.policies’]", we have three
possible future states: two of them with 0.4 probability of being chosen as the next state,

and the remaining one with a probability of 0.2.

It is also important to refer that, when used to reproduce sequences, Markov models can
lead to infinite cycles of alternating states. To address this issue, an end-of-sequence token

was adopted, always adding the possibility of exiting an infinite cycle.

5.3.3 Using the Markov Model to generate tests

Given the Markov model, tests are generated in multiple ways using a proportional sampling
criterion. This approach, proposed by Zhou et al. [83], divides the choice interval space,
making it between [0,1] and splitting by the occurrence probabilities of each action (for

example, considering a model where the current state has three possible choice, A, B and



CHAPTER 5. THE USE CASE 59

1 {

2 [

3 {

4 Target': s
5 Probability": 1

6 }

7 1,

8 [

9 {

10 Target': s
11 Probability": 0.4

12 },

13 {

14 Target':

15 Probability": 0.2

16 },

17 {

18 Target':

19 Probability": 0.4

20 }

21 ]

Figure 5.6: JSON file representing a set of possible outcomes and their probabilities

C, being the probabilities for a given state to be chosen of A = 0.3, B =0.2 and C = 0.5.
The interval will be split into intervals of [0,0.3], ]0.3,0.5] and ]0.5,1]). A random number
between 0 and 1 is generated and the action is chosen according to where the generated

value fits (for example if the generated value is 0.4, the chosen action will be B).

The generated tests correspond to interaction paths that could be followed by the plat-
form’s users. Figure [5.7] shows the sequence generator method, based on the proportional
sampling adopted criterion. This algorithm takes three parameters, N, L and markov. N
represents the order of the Markov model, i.e., the number of actions to be taken into

account for the next action of the Markov chain. L stands for the number of sequences to
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be generated, and markov is the Markov model generated by the Analysis module.

20

21

22

23

input: N, L (number of tests), markov (model)
output: sequences (set)
begin
initial_States = get_initial_states (markov)
sequences = {}
for 1 to L:
s = {}
current_state = Sample(initial_States)
s.add(current_state)
while !s.contains (EoS) and length(s) =< N
n_States = get_next_states(markov[current_state])
if (length(n_States == 0)
break
else
next_state = Sample(markov[n_States])
s.add(next_state)
current_state = next_state
end if
end while
sequences.add(s)
end for
return sequences

end

Figure 5.7: Generating Sequences Method

Lastly, after understanding how the analysis module functions, its deployment is presented.

This topic will be approached in the last section of this chapter.

5.4 Deployment

The analysis module was packaged under Docker. Docker is an open source platform

designed to facilitate the process of developing, distributing and running applications. The

applications are packaged with all the supporting dependencies into a standard form called

a container. These containers are executed and kept running continuously in an isolated

way on top of the operating system’s kernel. [122] This makes Docker containers indepen-

dent of the machine’s operating systems.
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To create a containerized version of the analysis module, two files are necessary: a Dock-
erfile and a Docker-compose file. The Dockerfile contains the parameters for building the
container using a Rocker distribution. Rocker is a Docker environment designed to run
R-platform built Docker images (an instance of a given program which is executed on
a container). [123] Firstly, the dockerfile creates a folder within the layered filesystem of
Docker and copies the contents of the analysis module to this folder. It then installs the R

package which contains the developed analysis module’ R files.

The layered filesystem of Docker creates a barrier of access between the machine and
the Docker container. In order to surpass this, the usage of a volume is required. This
volume allows the output file from the running Docker container to be written on the local
hosting machine’s filesystem. The specifications for its construction are available on the
Docker-Compose file. Whether is the first time to run the containerized Docker image or
in the event of having modified the analysis’ module R files, the docker-compose build
command has to be executed on a command terminal. After making the build, the Docker
image of the analysis module can be executed on a Docker container. To do this, it is
necessary to execute the docker-compose up command. After having the container in a
running state (which can be verified on another terminal, using the docker ps command),
another command terminal is necessary to execute the program. By using the docker exec
on the running container, it is then possible to specify the input file, output file and the
maximum size of the Markov chains, and run the program using the RScript command,

obtaining its results on the previously defined output file.

After developing the analysis module, the packaging of the tool for the deployment stage
provides an easy way to distribute and execute the application. After setting up the tool in
its production environment, we proceed to evaluate the results obtained from this method

of generating tests. This topic will be addressed in chapter 6 of this work.
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Evaluation

The initial evaluation of the approach was focused on code coverage and plausibility. Large
numbers of tests were generated and these two dimensions were observed in terms of evo-
lution. The goals were to assess the quality of the generated tests, as well as determining

the minimum number of tests that must be generated to ensure quality.

The metrics used are Proportion of Actions Covered (PAC) and the Kullback-Leibler's (KL)
divergence [124]. PAC is the ratio between the number of distinct actions in real sessions

and the number of distinct actions in sessions built by the analysis module.

This metric does not measure the code coverage directly since it is based on the captured
users’ actions. This means that if a part of the code is never involved in real sessions, it
is not tested. Despite this, the more PAC grows, the more code is tested. The Kullback-
Leibler’s divergence [124] is a comparison measure between two probabilities’ distributions.
By using it, it is possible to compare the distribution of events in the real session with the

generated ones. The formula to calculate this divergence is presented below.

D (P]|Q) = ZP @Zi
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6.1 PAC

The interactions’ file used for the evaluation section was result of a one week gathering
of user actions and it contains 19662 recorded actions. A test for the code coverage was

performed using a growing number of N and a maximum value for L.

« N=1{1,2,3,4,5,6}

* L =600

N should be a not too high nor not too low value. Too low values won’t cover enough events
and its different possibilities, while too high values will have high computational costs and
can become too complex, not revealing useful behaviour patterns. The parameter L may
vary depending the application to be tested. Prior experimentation is needed to observe

which value can lead to satisfying results.

For each value of N, a number of 0 to 600 tests were generated and cumulatively measured
the coverage of the tests. As detailed before, this is done by comparing the set of GUI
events occurring in each subset of the generated tests with the full set of events. In fig-
ure[6.1] the growth of PAC with the increasing number of generated tests can be visualized,
reaching a value of 1 to NV =1 and nearly 1 for the remaining N. The final obtained values

of the PAC metric are presented on table [6.1]

N 1 2 3 4 5 6

PAC 1 0.996 0.996 0.993 0.993 0.993

Table 6.1: PAC for each N parameter

This metric is empirically cumulative (for a specific N value, we can never have more code
covered with fewer sequences). This means that the most important value is the last one
obtained, but it is also important to have into account the behavior presented by the plot.
The value of PAC starts to grow steadily and then tends to stabilize. The highest code
coverage value was obtained using N = 1, where it reaches a value of full code coverage.

Although there is no clear relation between N and the measured value of PAC, higher values
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Figure 6.1: Evaluation results for PAC

of V do not seem to pay off in terms of coverage. This stems from the fact that high values
of N have more restricted and specific actions. In any case, a number of 600 test cases

already offers excellent coverage.

6.2 Kullback-Leibler’s divergence

An experiment similar to the previous one was executed for measuring the plausibility of the
generated tests. This was done by measuring the K L of the produced distribution of events

given the observed one. The obtained results are shown in Figure[6.2]

A KL value close to 0 indicates that the generated sequences are a good representation of
real sequences. From the plot in Figure[6.2]and the values on table 6.2} it is easy to see that
KL tends to zero for all values of N. As it can also be seen on the graphic, with L > 2500
test cases, plausible distributions for all V are obtained. This shows that various safe pairs,
L and N, can be found. By combining both evaluation dimensions, and taking into account
that lower values of N and L are preferable for computational reasons, right combinations
for this use case would be N € {1,2,3}, L > 2500.
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Figure 6.2: Evaluation results for the Kullback-Leibler divergence

The evaluation done by these two metrics is profitable, but it still lacks in some aspects.
The Kullback-Leibler’s divergence does not compare distributions of micro sequences but
only of individual items. Also, there is no metric to evaluate the effectiveness of a test suite
(its capability to find a bug). Two more metrics will be introduced in order to handle these

issues.

6.3 Chi-square

To address the case of the Kullback-Leibler’s divergence not being able to compare distri-
butions of micro sequences, the chi-square statistical test was implemented. This nonpara-
metric test can be used for two specific purposes: testing the hypothesis of no association
between two or more groups or for some determined criteria (such as, for example, checking
if two variables are variables), and to test goodness-of-fit (verifying how well the observed
distribution of data fits with the distribution that is expected). Since it is used to analyze
categorical data (such as the binary data from the use case, of knowing if a business

concept was used in a test or not), it suits the goal of understanding if there is a relation
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N L=750 L=1500 L=2250 L=3000

1 0.079 0.078 0.073 0.070
0.067  0.061 0.053 0.050
1.157 1.163 0.045 0.044
0.327  0.261 0.074 0.072
1.269 0.268 0.262 0.089
1.282  0.103 0.113 0.108

O O~ WD

Table 6.2: Kullback-Leibler’s divergence results

between the expected probability distribution, produced from the original user interactions,
and the original probability distribution, derived from generating sequences by the Markov
model [1235].

It is also important that the data present on the use case follows some assumptions for the
chi-square test results to be valid for taking conclusions. The data is randomly drawn from
the test-suite, the sample size is sufficiently large and the variables are mutually exclusive
(if a business concept is present in a test, it can not also be counted as not present). The

formula for the chi-square statistic is given by:
2 _ - (O — Ey)?
X = ;;1 A

Where O stands for the observed frequency and E stands for the expected frequency. The
observed count (in this case, the probabilities of a business concept being triggered) is
subtracted by expected count to find the difference between the two. The square of the
difference is calculated in order to eliminate negative values and divided by the expected
count to normalize the chi-square value (to avoid having bigger chi-square values simply
because of the large size of the data). The values obtained for every business concept are

summed up, reaching the final chi-square value.

The achieved results from the chi-square test show that the values of this statistic are very
high initially for the low values of N, but arrive fast to 0 (where the expected and the

observed frequencies are equal), opposite to the higher values of N, where this statistic



CHAPTER 6. EVALUATION 67

starts off lower than for small N values, but travels slower to 0. These results can be seen

on the graphic below:

300 -
M
1
o
8 200- 2
=y —
ml
E - 4
100 - 6
]
]
tl v
L t—— —_—
0- s
1 1 1 1
0 1000 2000 3000
L
Figure 6.3: Evaluation results for the chi square metric
6.4 DDU

As referred over chapter 3, DDU [71], which stands for Density Diversity Uniqueness, is
a metric used to assess a test suite effectiveness. It measures the density, diversity and
unigueness of a test suite and combines all of these three metrics to measure the probability
of a bug being found in that test suite. It applies a normalized p’ metric, derived from the p
metric, which captures the density of a system, the Gini-Simpson index to perceive diversity
and a metric proposed by Baudry et. al [72] to identify the number of dynamic basic blocks in
a system to estimate uniqueness. These three measurements are then combined through

multiplication, providing a result between 0.0 and 1.0, being 1.0 the best result possible.
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6.4.1 Density

The p metric, used to measure the density of a matrix, can be used as a measurement
to evaluate the efficiency of a test suite. Considering A is a binary matrix, in which 1
represents a business concept used on a test and 0 represents the opposite. This matrix is
composed by N columns (where each one represents a test) and M rows (where each one
represents a business concept). The p metric is given by the total sum of used business
concepts dividing by the number of columns and rows of the matrix:

i Ay

P="NxM

In order to maximize the information gain from each failure, the optimal value for this metric
is 0.5. To obtain a normalized value, in between the interval of 0.0 and 1.0, where 1.0 is the

best possible value, the formula is the following:
p=1-[1-2xp

Obtaining this way the p’ metric which is used by DDU for the calculation of density.

6.4.2 Diversity

The optimal target of the density metric is only valid assuming that all transactions in the
activity matrix are distinct. However, this assumption is is not encoded in the metric itself,

which means that a matrix with no diversity is able to reach the ideal value for the metric p’.

In order to fix this issue, it is necessary to add a check for test diversity to the p’ metric.
The gain from this measure is that, by having a great variety in the recorded transactions,
it is easier to perceive which component has a bigger probability of being responsible of
causing an error in the system. This leads to a more accurate representation of the state of

the system [71].

The Gini-Simpson index to used to estimate the diversity G [126]. For the use case, the G
metric computes the probability of two tests, selected at random, which utilize a determined

business concept, having a different activity pattern:
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g_l_an(n—l)
N N x (N +1)
where n is the number of tests that share the same activity. When G=1, every test has a

different activity pattern. When G=0, all tests have equal activity.

6.4.3 Uniqueness

To evaluate uniqueness, a metric proposed by Baudry et al. was used [72]. It measures the
number of dynamic basic blocks in a system (also referred to as ambiguity groups [127]),
which are groups of components that exhibit the same usage pattern on the entire test-
suite. For this use case, this measurement tracks the ratio of between the number of unique
tests performed (tests that utilize different business) concepts and the total number of tests.

Therefore, the formula to measure the uniqueness U/ of a system is given by:

G|
U=—
M

When U = 1/y, all the tests available on the test-suite perform the exact same user actions.
On the contrary, if /=1, all tests have a unique usage pattern in terms of triggered business

concepts.

6.4.4 Results

Utilizing a test suite of generated sequences from a file encompassing 19662 user in-
teractions, containing 279 business concepts, and with parameters of N=7 and L=2000,
where the optimal value is reached, the DDU metrics present a total value of 0.004. This
number, however, does not capture the effectiveness of the test suite, and the reason for
it is the very low density value (0.03). This is caused by the large difference between
used and unused business concepts for each test. Although the final value of DDU is
compromised from this fact, diversity and uniqueness present important indicators over the
test suite’s performance. The diversity of tests value is very high (0.97), which means that

if an error occurs, it is easy to understand which business concept caused it. Despite
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the result on diversity, the measured value of uniqueness on the test suite is very low
(0.125). This means that the generated sequences contain only 12.5% of unique tests.
Although it is expected that the random sampling generates repeated tests, a higher value
of uniqueness would represent a broader exploration of the application’ paths. In order
to address this issue, improvements to the process of generating sequences were made.

These modifications will be presented over the following section.

6.5 Sequences’ generation improvements

To improve the results of the uniqueness of metric, the approach taken was to make
changes on the method for generating test sequences were made. Considering the Markov
model generates test cases using a proportional sampling criterion, it is possible that future
state choices with low probabilities might not be fully explored. This subject can be tackled
by changing the probabilities according to the choices performed by the random sampling.
Whenever a state is chosen, its probability of being chosen is reduced by dividing the
original probability by the number of possible state choices and subtracting this difference
from the original probability. This difference is divided for the number of not chosen states
and the result is added to their probabilities, keeping them balanced, compelling the model
to explore all possible states. These modifications take more execution time compared to
the original method (45 seconds of the original method versus 70 seconds of the modified
method).

In practice, and using the same previous parameters to generate the test suite, this modi-
fication lowered both the diversity (to 0.96) and the uniqueness values (to 0.105) from the
tests. This happens because of the fact that states with less probabilities of being chosen
presented further states fewer future choices, which diminishes the uniqueness and the

diversity from the obtained tests.

Testing both the original and modified methods to generate sequences, and utilizing a file
encompassing 3018 user interactions, containing 500 business concepts, and with the
same previous parameters of Nand L, the obtained results show a different reality. The

uniqueness rises from 0.165 to 0.203 and the diversity slightly increases from 0.973 to
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0.979. The larger number of business concepts creates a bigger diversity of paths, which

are more vastly explored by the modified method to generate sequences.

Although PAC presents slightly bigger coverage for most values of N, using the original
method, the obtained value for this metric, under the usage of the modified version of the
generating sequences’ algorithm, is significantly bigger for N=6. This explains the previous

obtained results.
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Figure 6.4: Histograms of PAC for the original and modified methods

N 1 2 3 4 5 6

PAC (Original) 0.970 0.972 0.978 0.972 0.958 0.888

PAC (Modified) 0.928 0.924 0.970 0.980 0.936 0.962

Table 6.3: Comparison of PAC for the original and modified methods

Both the chi-square and the Kullback-Leibler’s divergence show similar results. For the
modified version, these measures need a little bit less of 3000 test sequences to converge
to the optimal value of 0, where the difference between the generated test sequences and
the original user interactions is minimal. This does not occur for the non modified version
of the algorithm, where this convergence occurs only for smaller values of N. In practice,
this means that, for almost all values of N, the original version of the algorithm needs to
generate more tests to obtain an accurate representation of the performed user interactions

in the system.
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Figure 6.6: Histograms of KL for the original and modified methods

The final conclusions of this work will be addressed in its final chapter.

72

|
- 2
— 3
— 4
— 5
— 6

|
- 2
-3
— 4
— 5
— 6



Chapter 7

Conclusions

This work presents a tool that automatically generates software tests based on GUI event
logs. This approach potentially highly reduces the time, costs and efforts from developing
software tests and, therefore, finding failures more efficiently. This framework can be easily
adapted for other Web-based GUI software applications, requiring only a fair amount of
fixed users in order to easily collect a high amount of interactions. The deployment of the
tool provides an easy way to distribute it and to use it for any kind of user, even without any
knowledge of its internal way of functioning. Due to operational restrictions in the company,
the tool has not been yet tested. The plan is to objectively measure the impact of using the

test tool in operation.

Applying sequence mining to the logs and building a Markov model for new tests’ generation
provides a good overview and understanding of the system and how it is used. Through the
usage of evaluation metrics, it is possible to observe the performance of this method and
tune its input parameters. Not only the amount of covered business concepts is viewed, but
also the difference between the probability distributions from the original user interactions
and the test sequences generated from the Markov model, providing safe values for the
number of software tests (1) and the number of previous items (V) to take into account. The
approach of balancing the probabilities according to the choices performed by the random
sampling showed better results than simply maintaining the probabilities obtained from the
Markov model when the system with a fair number of business concepts and sequence

paths, compelling the model to explore all possible states. The test suite obtained from this

73



CHAPTER 7. CONCLUSIONS 74

process is also assessed in terms of its effectiveness for finding failures, both in terms of

uniqueness and diversity from the tests.

7.1 Future Work

For future work, it is necessary to perform the evaluation of the test tool in a real environ-
ment. Also, directly measuring plain code coverage can prove to be relevant, considering
that, if some portions of code from the system are never involved in real sessions, they are
not tested. A dashboard tool containing performance indicators originated by the evaluation
metrics would also be an useful feature to develop, for easy access of both obtained
values for the metrics and secure L and N values. Different models may also present
improvements on the generation of tests, such as using long sequence term memory
(LSTM) network (building a binary matrix of business concepts, where 1 means there is
a path transition between two concepts and generating test cases from these transitions)
instead of a Markov model. Lastly, the integration of this framework with the e-learning
component poses various advantages for the user, by providing visual tips to guide the user

through the multiple actions of the application.
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