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ABSTRACT

A systems engineering methodology for analyzing a system of systems (SoS)
elucidated in this paper involves the use of process modeling, modeling of the
SoS with the systems modeling language (SysML), and subsequent conversion of
the resulting SysML mode into an end-to-end system of systems executable
object-oriented simulation model. A processis a series of actions undertaken by a
system or a system of systems to produce one or more end results, typically
products and services. The SysML extends and customizes UML 2 to support
systems engineering activities in engineering of complex systems. The
methodology represents part of our on-going research at the Naval Postgraduate
School (NPS) in establishing an integrated methodology for SoS architecting and
engineering to be used in industry. In this paper we will explain the methodology
and emphasize the correspondence between the SysML representation of a
conceptual SoS and its executable mode (via Extend™); we will also 1lustrate
the methodology with an exploratory application to analysis of acodition U.S.-
Singapore SoS architecture employed to counter terrorism emanating from the
maritime domain. Our future work is amed at extending the methodology and
improving its rigor and tying it to ontological engineering.

Keywords: Maritime domain protection (MDP); architecture; system of systems
(S0S); SysML; SysML modeling of SoS; executable model
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1. INTRODUCTION

A system of systems (SoS) systems engineering problem involves analysis of existing
and proposed systems of systems architectures and analysis of architectures of complex
systems-of-systems [Osmundson and Huynh, 2005]. Processes are a series of actions
undertaken to produce products, services or other end results used by systems. A
process modeling methodology for performing engineering analyses of systems of
systems has been developed at the Naval Postgraduate School (NPS) [Osmundsonet d,
2004] over the past severa years and has been successfully applied to a number of
example military systems of systems [Huynh and Osmundson, 2005]. The methodology
involves process modeling and the use of the unified modeling language UML) to
represent SOS models [Osmundson, 2004; Osmundson and Huynh, 2005]. The main
difference between the work reported in this paper and the work described in
[Osmundson and Huynh, 2005] is the use of the systems modeling language (SysML) for
system modeling. [Hause et al, 2001] discusses the required extensions to UML in order
to model non-software systems. [Rao et al, 2006], also devoted to SysML modeling of
systems, observes that systems engineers are handicapped by the limitations of UML in
modeling nonsoftware systems and that SysML has advantages over UML in systems
modeling.

A general-purpose modeling language for systems engineering, SysML is effective in
specifying requirements, system structure, functional behavior, and alocations during
specification and design phases of systems engineering.? As shown by the SysML

diagram taxonomy and the Venn diagram, which depict the relationship between UML

L In this paper, we use freely the material in [SysML Partners, 2005].



and SysML (Figure 1), SysML consists of re-used UML 2 diagrams and extensions of
some UML 2 diagrams. The major changes include enhancements to the composite
structure and activity diagrams and two new diagrams - the requirement and parametric
diagrams. Extensions mechanisms include stereotypes, metaclasses, and model libraries.
The SysML stereotypes define new modeling constructs by customizing the existing
UML 2 constructs with new properties and constraints. SysML diagram extensions
define new diagram notations that supplement diagram notations reused from UML 2. A
metaclass is a class whose instances are classes. Metaclasses are typicaly used to
construct metamodels. A metamodel is a model that defines the language for expressing
amode. A stereotype is a class that defines how an existing metaclass (or stereotype)
may be extended, and enables the use of platform or domain specific terminology or

notation in additionto the ones used for the extended metacl ass.
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Figure 1. Relationship betweenUML 2 and SysML [SysML Partners, 2005].



In a nutshdl, the methodology elucidated herein involves the use of process
modeling, the SysML tool, and the subsequent conversion of the SysML view of an SoS
into an end-to-end SoS executable object-oriented simulation model.  Also, the
methodology represents part of our ongoing research in establishing an integrated
methodology for SoS architecting and engineering to be used in capstone projects and to
be extended for use in industry. The work described here applies to both problems of
forming a system of systems from stand-alone systems and problems of engineering a
system comprised of to-be-defined and to-be-developed systems.

The use of process modeling is elaborated in [Osmundson and Huynh, 2005]. The
scope of this paper emphasizes only the use of the SysML tool in representing an SoS in
general and a maritime domain protection (MDP) SoS in particular and its utility in

modeling and simulation of the SoS. Our goals in this paper are:

Explain the SoS system engineering methodology using SysML and the mapping
of the SySML representation of an SoS to its computer model (via Extend™) and

emphasize the utility of the SysML model in building an executable model.

[llustrate our approach with the analysis of a coalition SoS architecture employed

to counter terrorism emanating from the maritime domain.

The rest of the paper is organized as follows. In Section 2 we explain the SoS system
engineering methodology. In Section 3 we describe and apply the methodology to a
codition MDP SoS. We illudtrate it with a SysML mode of the SoS, then subsequent

map the SysML model to an end-to-end SoS executable object-oriented simulation



model, using Extend™.? Finally, Section 4 contains some concluding remarks and future

work.

2. SOSSYSTEM SENGINEERING METHODOLOGY

Except for the use of SysML to modd systems, our SoS systems engineering and
anaysis methodology described here is similar to that in [Osmundson and Huynh, 2005].
It involves analyses, transformations, model building, and simulations. It consists of the
following steps. (1) Develop requirement diagrams; (2) Development of system of
systems scenarios and operationa architectures; (3) Identification of system of systems
threads; (4) Representation of SoS operational architectures in using SysML; (5)
Identification of SoS design parameters and factor levels; (6) Transformation of the
SysML modd into an executable model; (7) Application of design of experiments; and
(8) Simulation runs and analysis of results Figure 2 depicts a condensed version of an
integrated process to capture these steps.

The SoS problem description statement leads to the definition of the use cases to be
incorporated in the use case diagrams, which aid in the development of scenarios. The
SysML requirements diagrams are developed using inputs from operational context
diagrams, which correspond to the Department of Defense Architecture Framework
(DoDAF) OV-1, operationa requirements, SoS requirements, and the DoDAF SV-4,
which describes the functions the system of systems needs to perform. The DoDAF SV-
1 (Systems Interface) aids in the development of the SoS breakdown diagrams, which
employ block diagrams [Rao et al, 2006]. The DoDAF OV-5 (Operational Activity

Model) is mapped to the activity diagrams. The SoS threads, which corresponds to the

2 Extend™ is amodeling and simulation tool developed by Imagine That! in San Jose, CA.



DoDAF OV-6¢, and the associated data and messages are mapped to the sequence
diagrams. The activity diagrams, sequence diagrams, SoS breakdown diagrams are then
mapped to an SoS executable model. Simulation using the executable model along with
the scenarios is then developed and run based on the results from the experiment design,
which is elaborated in [Huynh and Gsmundson, 2005]. Analysis of simulation results
(i.e., data analysis) is then performed to obtain qualitative measures of system of systems
performance. Parenthetically, the top-level modeling of the example SoS in this paper
does not warrant incluson of SysML parametric diagrams, which, of course, are

normally needed and prove effective in modeling an SoS.
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Figure 2. Integrated process capturing the SoS system engineering methodol ogy.

3. APPLICATION TO COALITION MARITIME DOMAIN PROTECTION

Maritime domain awareness and maritime domain protection have been the areas of
strong interest to the U.S. and its allies. In 2003 the Naval Postgraduate School created a
Maritime Domain Protection (MDP) Task Force with a goa to develop an over-arching
open architecture for multiple layers of maritime defense for preventing terrorists from

exploiting the world’'s oceans to attack the United States, its forces, its force projection



capability, and other interests. The task force (TF) efforts nclude systems engineering
and integration focused on coordinatiorvintegration of al NPS MDP TF efforts,
designing of an integrated and layered MDP system of systems, and the development of
associated concepts of operations [Huynh 2004]. In 2004 the Systems Engineering and
Analysis students at NPS followed with a capstone project to design and assess integrated
aternative architectures...for a coalition of nations, focusing onlarge ship security in the
Straits of Malacca [Buschmann et al, 2005]. In 2005, through SOSECE, NPS was funded
by OUSD (AT&L) to develop a systems engineering methodology that provides a
framework and a tool for designing MDP SoS or complex systems and apply it in the
design and assess conceptual U.S.-Singapore coalition SoS architectures to defeat and
prevent terrorism in the Straits of Malacca, with a focus on large ship security [Huynh et
al, 2005]. In this paper we focus on SysML modeling of an MDP SoS architecture ard
its foundation underlying modeling and simulation of such an SoS.
The statement of MDP coalition Singapore-U.S. SoS problem description follows.
Intelligence on suspicious container ships - Potential Attack Vessels (PAVS) -
and locations is received by the coalition C2 center. Orders (with initial threat
data) sent to the Sngaporean C2 center via the Sngapore C2 network and the
U.S. C2 center via the U.S network. Singapore radars as well as U.S. war ship
organic radars search for the threats (PAVs). Data on threats detected by the
Sngaporean and/or U.S. radars are sent to the Sngaporean C2 center (if
detected by Sngapore radars) for processing, the U.S. C2 center (if detected by
the U.S radars) for processing, and the coalition C2 center (processed data by

either respective individual C2 center). Detected threats are identified.



Singapore Navy and U.S. are given surge orders. WMD Singapore teams
assembled and transported vessels Singapore ships. Singapore vessels with
search teams and U.S. ships are underway to intercept PAVs. Search teams
conduct exhaustive passive search of containers and selective active search of
suspect containers. Any WMD detections are resolved through reach-back with
land-based technical expertsin Singapore or in CONUS via agile network. PAVs
are alowed to proceed to ports once cleared by search teams.

This paper deals with the italicized part the SoS description statement. Therest of the
statement deals with response to the maritime threats. We now discuss the application of
our methodology to analysis of a U.S.-Singapore SoS. Parenthetically, ‘coalition’ in this
paper dways means U.S.-Singapore alliance. Figure 3 depicts the high-level operationa
concept of the coalition SoS's mission to counter potential terrorist attack Using cargo
ships, known as potential attack vessel (PVA). The graphic depicts a network of
codition C2 center located in Singapore, a Singaporean C2 center, which can be co-
located with the coalition C2 complex, the U.S. C2 headquarters, which is on one of the
U.S. ships, the Singaporean radars situated along the Straits of Malacca, and U.S. radars
located on the U.S. ships. There are three networks. one coalition network, one
Singaporean, and one U.S. The coalition network connects the Singaporean and U.S. C2
centers, an intelligence interface center, and a weather center. The Singaporean C2
network connects the Singaporean C2 center with the Singaporean radars. The U.S. ships

and C2 center communicate on the U.S. C2 network.



Figure 3. OV-1 High-level Operational Concept Graphic.

Figure 4 shows a diagram to amplify the connectivity of the coalition SoS. The oval
shapes depict the different networks. The solid lines indicate the connections of the
different components of the coalition SoS to a particular network. For example, the
Singaporean radars and the Singaporean C2 communicate with each other via the
Singaporean network.

Upon receipt intelligence tip-off of PAVs and possibly ship manifests from ship

companies the coalition C2 disseminates command/alert messages on a coalition network
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to dert the Singaporean C2 and U.S. C2. Through the Singaporean C2 network, the
Singaporean C2 then commands its own radars to track the PAVs. The U.S. C2, which is
located on one the two U.S. ships, also commands via its own network the radars on the
two ships to track the PAVs. Radar track reports are then sent to and processed by the
Singaporean C2 and U.S. C2 viatheir own respective networks. The two C2 centers then
send status and processed radar reports to the coalition C2. The codlition C2 then
processes the radar reports to produce a common operating picture (COP), which is then
sent out to the individual C2. The individual C2 will use the COP in their response to the
PAVs. As aforementioned, constrained by the scope of the paper, we will not touch on

the response operational concept.
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(Surveillance)

Sing. Radar1 _

= Oing. Radar 2 |
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Figure 4. The connectivity among the different systems of the coalition SoS.
The concept diagram in Figure 5 is a class diagram, cls. Operationa Context, which

depicts the top level systems of the SoS. These systems will evolve from conceptual
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concepts to refined entities. The «system» and «external» stereotypes are not part of the
SysML tool; they are user-defined and help identify the system of interest relative to its
environment. In this case, the Intel and Weather components, being external to the
codition S0S, are thus defined using the «external» stereotypes. The rest of the
components in the diagram belong to the SoS and hence defined using the «system»
stereotypes. The composition graphical path, denoted by <#——— | indicates, for
example, that Singapore Radars is composed of Radar 1, Radar 2, and Radar 3. A map of

the Straits of Malacca is included to depict the geographical setting in which the coalition

SOS operates.
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Figure 5. Coalition MDP SoS - Concept diagramand context diagram.

There are no formal requirements for the development of this coaition SoS.

However, for the purpose of illustrating the usage of the requiremert diagram, we

12



develop a notiona concept of the requirements for the coalition U.S.-Singapore C2 and
include the corresponding requirement diagram, indicated by the string ‘req: Coalition
U.S.-Sing. C2 RegtsFlowdown’ in the heading in the diagram frame shown in Figure 6.
As a high-level view of the regquirements flowdown for the coalition U.S.-Singapore C2,
the requirement diagram shows the trace relationship between Coalition U.S.-Sing. SoS
Requirements and a reference to a trade-off analysis that provides the rationale for this
trace. The SoS specification presumably consists of text requirements. The requirements
include the critical requirement of the Coalition U.S.-Sing. C2 performance, denoted by
the requirement stereotype <<criticalrequirement>> Coalition U.S.-Sing. C2 Performance
and the requirement of the Coalition U.S.-Sing. C2 timing, indicated by the requirement
stereotype <<requirement>> Coalition U.S.-Sing. C2 Timing. The critical requirement is
arequirement stereotype subclass with the C2 performance being a critical requirement.
A Coalition U.S.-Singapore C2 Use Case traces to the SoS specification to provide
further refinement of the text based requirements. Both the critical requirement on the
coalition U.S.-Sing. C2 performance and the requirement on the coalition U.S.-Sing. C2
timing are flowed down. We discuss only the requirement flowdown of the critical
requirement on the coalition U.S.-Sing. C2 performance. The flowdown is represented
by <<criticalrequirement>> Coalition U.S.-Sing. C2 Performance being supported by the
<<criticalrequirement>> Fuse/Analyze Performance and the <<requirement>> Decide
Performance stereotypes The Fuse/Analyze Algorithm Design package satisfies the
critical Fuse/Analyze Performance specification. The Decide Algorithm Design satisfies

the Decide Performance requirement.
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Figure 6. Codlition U.S.-Singapore SoS requirement diagram

A use case specifies a sequence of actions a system performs. A use case diagram
shows the relationships among actors, the system, and use cases. Figure 7 displays the
use case diagram for the MDP SoS problem description. As indicated by the MDP SoS
description, triggered by intelligence messages from ‘Intel Agency’ actor followed by
ship manifests from ‘Ship Companies actor, and provided with weather reports from
‘“Weather Center’ actor, the coalition SoS performs a sequence of actions indicated by the
use cases - Receive & Process Intel, Receive & Process Ship Manifests, Fuse Interl and
Ship Manifests, Receive & Process Wesather Reports, Track Threats, Process Radar Data,
and Form COP. In addition Figure 8 shows the use case diagram corresponding to the

‘CaditionU.S.-Sing. C2'. The additional actors are the Singapore center and the U.S. C2

14



center, which provide status and radar reports to the codlition C2. The Form and Send
Alert Messages use case is supported, through <<include>>, by the Process Intel,
Process Ship Manifests, and Fuse Intel and Ship Manifest use cases. Likewise, the
Formulate and Disseminate COP use case is supported by the Process Radar Reports and

Status, Fuse Radar Reports and Status, and Process Weather Reports.

Coalition US-Sing. SoS5

Fecefme d Process ecedve & Process e
Ttel Ship hoarisfests

Fuge htel and
utel agency Ship Manife st

Ship Conpanis

Process Fadar Data

Form COF

Flocefne & Process
f Weather Feports

Weather Center

Figure 7. Coalition U.S.-Sing. SoS use case diagram.
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Figure 8. Coalition U.S.-Sing. C2 use case diagram.

An activity is a behavior or a function composed of actions, which may invoke other
activities.  Activity diagrams are dynamic, behavioral constructs used in SysML
behavioral diagrams. The activity diagams and Enhanced Functiona Fow Block
Diagrams (EFFBD) [SysML Partners, 2005, and Block, 2006] are similar, but the
terminology and notation are different. The activity diagram for the Coalition U.S.-
Singapore SoS depicts the functions that are performed by the various parts of the
systems comprising the SoS. The inputs and outputs to the functions are indicated. As
shown in Figure 9, the SysML activity diagram allows modeling of the SoS at the
functional level. The components of the coalition SoS perform the activities represented

by the parts labeled with the functions they perform. The connectivity and data flow are
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shown by the solid lines connecting the ports attached to the various parts. Both

continuous and discrete flows are shown in the diagram.
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A seguence diagram, a dynamic, behavioral constructs used in SysML behavioral
diagrams, specifies interactions in terms of control flow, defined by sending and
receiving messages (control and data) between lifelines. The time ordering of the
messages is indicated by the vertical placement of the message on the diagram. A block
represents a system of the SoS. The sequence diagram in Figure 10 shows data/message
flows between the different blocks representing the systems within the Coalition U.S.-
Singapore SoS and between the Coalition U.S.- Singapore SoS and the systems external to
the SoS (i.e., Intel and ship companies that produce ship manifests). We can also show
interactions among the different parts of the SoS and the environment using a sequence
diagram. The sequence diagram in FigurelO, identified by the string 'seq: Coalition
U.S.-Singapore C2' in the heading, shows data/message flows between the different
processes within the Coalition U.S.-Singapore C2 and between the Coalition U.S.-
Singapore C2 SoS and the systems external to the SoS (i.e., Intel and ship companies that
produce ship manifests).

A block has been used to represent a component of an SoS. Figure 11 shows the SoS
breakdown or the composition of the coalition SoS in terms of the blocks representing the
systems of the SoS. This representationis similar to that in Figure 5; the only difference
is that blocks are used in Figure 11. SysML defines a stereotype UML class called
<<block>>; block diagrams are thus analogous to class diagramsin UML. Each block is
shown with the attributes and operations. FlowPorts and ServicePorts represent the
entities entering and exiting a dock. Figure 12 shows the blocks representing some

systems of the coalition MDP SoS.
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Figure 10. Sequence Diagram for Coalition U.S.-Singapore C2.
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Figure 12. Blocks representing some systems of the coalition MDP SoS.

As in [Osmundson and Huynh, 2005] which emphasizes the utility of UML-based
paper model in the development of an executable model, the work in this paper brings out
the utility of SysML modeling of an SoS in building an executable of the SoS for
simulation for use in systems engineering applications. Again, [Rao et al, 2006] notes the
advantages of SysML over UML in modeling of systems of systems. We believe our
work establishes a direct correspondence between the SysML models and the executable
model used in ssimulation of the coalition SoS.

Figure 13 points out the direct translation of the OV-1 and the context diagram with
the top layer of the executable SoS model, in this case, the Extend™ model® of the SoS.
The graphical icons are not part of the Extend™ library of icons; they are icons we

create. The emphasis here is the interactions among the elements of the SoS and the

3 The Extend™ model of the SoS is an adaptation of two Extend™ models, namely, the Bank.mox and
SCMA_LAN.mox in Extend, v. 6, developed by Imagine developed by Imagine That!, San Jose, CA, 2003.
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Intel and Ship Manifests externa systems via the codlition network. Each of these
graphical icons is supported by complicated modules that reside in the layer immediate
below the top layer. For example, Figure 4 displays the detail of the coalition C2
module, which @ptures the connectivity and structural contents of the activity and
sequence diagrams modeling the Codlition U.S.-Sing. C2 discussed above. Figure 15
simply shows the third layer of the Extend™ SoS model.

Figure 16 contains the assumed characteristics (probability distributions) of the
messages generated by the different components of the coalition SoS. As shown, more
PAV's, meaning more traffic (messages per second) imposed on the coalition network,
more utilization of the network.

The crux of thisis that an executable can be built directly from the SysML model of
the S0S. The executable model can be used for many systems engineering applications.
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Figure 13. Extend™ Model of the MDP SoS.
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Activity Diagram

Coalition US-Sing. C2 i

— rP‘--- e s [

b pidlaiy O3

—

L T

¥
Frii=rb ralys
o 2

cofarins> .

[ Sequence Diagram
| ‘: IT:;:‘; I:.:.hq__-..,; l-"‘-u; :'.:r. .._‘.. -r_:lp-“

T

o

riea i paled w2
L

LS C2
LEEEET
PrOCEsSing

Siaporel 2
8550 jes
Processing

Bhip Manfasts
Prorassng

&

Imatiadl Pravi e 5]

o

W

Figure 14. Extend™ Module of Coalition U.S.-Singapore C2.
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Figure 16. Some smulation results.

4. CONCLUSION

A systems engineering methodology for anayzing systems of systems (SoS)
elucidated in this paper involves the use of process modeling, the SysML tool, and the
subsequent conversion of the SysML model of an SoS into an end-to-end system of
systems executable object-oriented simulation model. This paper illustrates the use of
SySML to modd a codlition SoS and its utility in alowing a direct mapping to an
executable model (in this case, an Extend™ model). We present an exploratory
application to analysis of a coalition MDP SoS. Our ongoing future work is amed at
extending the methodology and improving its rigor and tying it to ontological
engineering. We also recognize a need for more SysML applications in modeling
systems and SoS in order to bring out the advantages of SysML and to identify any

featuresthat are still missing.
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