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1. Introduction

Commercial   shipping   is   characterized   by   a   blend  

accompanied   by   long-‐‑distance,   open-‐‑ocean   transit.  

provides  passage  to  nearly  700  ships  per  day,  135  large  

transport  vessels  per  day,  and  two-‐‑thirds  of  the  world’s  

are  a  concern   for  maritime  and  environmental  safety  



Volume 3, Number 2 64  JDMS

capabilities  transferable  to  other  geographic  areas  with  

political  impact  to  the  target  region.  

2. Overview

2.1 Architectural Constructs

modeling  tool.  

2.2 Architectural Focus: Land Inspection System

maritime   domain   protection   system   of   systems   that  

nodes   and   variations,   force   response   to   perceived  

threats,  and  ship  inspections,  both  at  sea  and  on  land,  

this  report  will  be  on  the  land  inspection  system.

3. Functional Architecture

  

3.1 Concept of Operation (CONOPS)

vessel  inadvertently  transported  a  forty-‐‑foot  container  

of   which   are   missing,   the   stated   desire   of   terrorist  

organizations   to   negatively   impact   world   trade,   and  

3.2 Functional Hierarchy

command   and   control,   force   response,   and  maritime  

addressed  with  two  modes,  a  sea-‐‑based  inspection  and  

a  land-‐‑based  inspection  system.

3.2.1 Sensors

contacts  within   the   area   of   regard

inspection  response  time.    
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3.2.2 C3I Network

information   from   the   sensor   net.   An   effective  

3.2.3 Force Network

   An   active   and   passive   response   capability   was  

AOR.  This   response  capability  consisted  of  a   layered  

other   means   located   them.   The   response   forces   also  

intelligence.

3.2.4 Maritime Inspection Systems: Sea Based and 
Land Based 

   Two  cargo  inspection  systems  were  envisioned  that  

conventional  explosives  were  seen  as  possible  threats.  

for  general  or  random  ship  inspections,  and  another  

inspection   system   inspected   cargo   either   in   port   or  

as   it   is   loaded   onboard   a   ship.   The   land   inspection  

   The  overall  land  inspection  objective  was  to  detect  

was   legitimate,   legal,   and   matched   the   manifest.   A  

shipment.  To  address  these  two  concerns,   the  system  

maintain   accountability   of   containers,  

target detect  

communicate

analysis   center   as   well   as   a   command   and   control  

decomposition  for  the  land  inspection  system.

the  overall  objectives  of  the  land  system.  To  maintain  

the  origin,  manifest,  destination,  and  integrity  of  each  

recording  and  display  to  appropriate  personnel.    

4. Physical Architecture

Figure 1.
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4.1 Design Space

for  the  alternatives  may  not  give  the  best  performance  

for  analysis  and  comparison  of  the  alternatives.      

   The   driving   factor   for   inspecting   cargo   was   the  

To   best   determine   alternatives,   the   problem   was  

comparing   the   best   ways   to   implement   inspection  

railroads.    

4.2 Alternatives Generation Considerations

technologies   was   necessary   to   determine   what   was  

available  to  address  the  threats.  

with   the   development   of   alternatives,   there   were  

characteristics   that   select   components   of   the   system  

had  to  possess.  

sensors   and   some   stationary   sensors.   There   needed  

the   side   of   the   container.   The   objective   to   prevent  

to   detect   the   presence   of   chemical,   biological,   and  

the  air,  if  possible.    

the  majority  of  players.  

4.3 Alternative Architecture 1 

inspect   cargo   made   it   impossible   to   inspect   every  

active   sensors   for   imaging   and   radiation   detectors  

for  randomly   inspecting  5%  of   the  cargo.  There  were  

also  passive  sensors  on   the  pier  cranes  and  transport  

be  in  close  proximity  to  containers  in  case  something  

detectable  was  present.

capabilities   to   detect   chemical,   biological,   and  
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explosives  before  they  were  released  to  the  atmosphere,  

   The   active   teams   inspected   the   cargo   that   was  

land  inspection  allowed  for  containers  to  be  removed  

detect   materials   before   containers   were   loaded   for  

searching  at  sea.        

   There   was   no   targeting   means   employed   in   this  

alternative   other   than   a   passive   system   alarm.   One  

and  5  percent  were  randomly  searched  with  an  active  

4.4 Alternative Architecture 2

the  port  and  were  assessed  as  to  whether  or  not  they  

inspection  triggers  warranting  an  active  inspection.

mechanical   tamper   seals   were   fastened,   and   the  

for  shipment.    

   A  second  trigger  to  determine  which  containers  to  

   A  third  inspection  trigger  was  related  to  manifests.  

are  not  yet   in  place,   to  screen   information  provided  

worthy   containers.   Examples   of   additional   data   the  

Figure 2.
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recipient.

the   threats   that  had  been   loaded   into   containers   that  

inspections,   random   inspections,   and   investigating  

alerts   by   passive   sensors.   The   more   sensors   in   the  

process,  the  more  false  alarms  were  expected,  which  

what  the  threat  of  interest  was,  in  what  environment  

present,  the  type  of  storage  container,  and  if  there  was  

to  address  many  of  these  variables.

5. Operational Architecture

A   comprehensive   modeling   plan   served   as   the  

centerpiece   in   the   development   of   an   operational  

alternatives.   This   approach   was   chosen   to   avoid  

model   the   system,   allowing  more   in-‐‑depth   analysis  

approach   allowed   for   more   rapid   progress   both   as  

complex.    

Figure 3.
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5.1 Overarching Modeling Plan

smaller   performance   models   and   system   variables  

order  to  determine  the  best  alternatives  for  each  local  

   Integrated   architecture   models   were   developed,  

following:

   were   designed,   which   allowed  

•

•

•

•

of  defeat.  

shipping   delay   cost   model   was   designed,  

which   allowed   the   conversion   of   the   total   shipping  

impact.   The   system   cost   models   divided   the   ten-‐‑

5.2 MOE 1 Results

was  designed   to   incorporate   the  overall  performance  

container.

Figure 4. 
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in  Table  1  below.

   As   seen   in   Table   1,   the   Excel   model   for   land  

inspection   as-‐‑is   and   alternative   1,   the   probability  

of  the  probability  tree,  respectively.  The  third  branch  

contained   the   probability   that   the   sensor   system  

system   recommended   the   appropriate   vessel   to  

probability  that  the  sea  inspection  system  detects  the  

Figure 5. 

performance model

Table 1.

Scenario Land Land Pd.
Land 

Insp.
Sea Sea Pd. Sensors

Sensors 

Pd.
C3I C3I Pd.

WMD

0

followed   the   same  path  above  with   a  branch  added  

   Each   combination   of   the   model   performance  

of   points   with   similar   performance   ranges   were  

5.3 MOE2 Risk (Attack Damage)

determined  from  the  complement  of  the  performance  

cost.
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inspection  system.    

5.4 M1 Commercial Impact

The   commercial   impact   integrated   model   estimated  

Figure 6.

These  costs  have  been  determined  in  a  shipping  delay  

each  combination  of  alternatives.    

Figure 7. 
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5.5 M2 MDP System Cost

inspection  system  costs  drove  the  overall  system  costs.  

5.6 Analysis

performance   and   cost   for   the   proposed   integrated  

comparison,   the   desire   was   to   have   the   highest  

performance  with   the   least   cost   as   indicated   by   the  

provided  by  alternatives  to  sensor  and  sea  inspection  

  

Figure 8. (WMD Total Commercial Cost) 

Figure 9. 
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Figure 10. 

Figure 11. 

Figure 12. 
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6. Recommendations and Conclusions 

6.1 MDP Architecture

to   the   worldwide   economy.   The   interconnected  

challenges,  as  any  improvement  or  enforcement  that  

the  other  hand,  if  improvements  or  enforcement  were  

only  made  in  a  few  areas  by  cooperative  players,  this  

altogether  by  nonconforming  shippers.

approach  was  critical.  There  was  no  other  approach  

historically  been  the  problem-‐‑solving  method.  There  

6.2 Conclusions

were   loaded   and   transported   each   day.  Also,   there  

the   high   cost   to   install   the   land   inspection   system  

probability   of   detection   drove   the   system   and   was  

alarms  associated  with  passive  detectors  also  impacted  

6.3 Recommendations

in   order   to   detect   illegal   cargo.   Additionally,  

establishing   a   program   to   certify   and   randomly  
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