
Calhoun: The NPS Institutional Archive

Faculty and Researcher Publications Faculty and Researcher Publications

2011-03

Tactical Networking and Collaboration 

on  Maritime-Sourced Nuclear Radiation

Threat: Tracking, Detection, and Interdiction

Bordetsky, Alex

http://hdl.handle.net/10945/35931



	  
Tac%cal	  Networking	  and	  Collabora%on	  	  on	  	  
Mari%me-‐Sourced	  Nuclear	  Radia%on	  Threat:	  	  
Tracking,	  Detec%on,	  and	  Interdic%on	  

MIO Planning Workshop, NPS, March 29-30, 2011 

Dr. Alex Bordetsky 
Principal Investigator  for TNT  MIO Experiments   
Center for Network Innovation and Experimentation 
Naval Postgraduate School,  Monterey CA 
abordets@nps.edu 
(831)-915-2408 
 
In cooperation with  Dr.  Arden Dougan,  Dr. Bill Dunlop, and Dave Trombino  
Lawrence Livermore National  Laboratory, LLNL-PRES-424149 
Performed under the auspices of the U.S. Department of Energy  
by LLNL under the Contract DE-AC52-07NA27344. 
 
 
 
  
 
 

  



Background	  

• Beginning	  in	  2002,	  a	  team	  of	  Naval	  Postgraduate	  School	  researchers	  together	  
with	  sponsors	  from	  USSOCOM,	  and	  later	  	  joined	  by	  the	  OSD	  and	  DHS	  S&T	  
Programs,	  started	  a	  new	  campaign	  of	  discovery	  and	  constraints	  analysis	  
experiments,	  which	  is	  now	  collecHvely	  known	  as	  TacHcal	  Network	  Topology	  (TNT)	  
Experiments.	  
	  
• The	  first	  one	  involves	  quarterly	  field	  experiments	  with	  USSOCOM,	  	  in	  which	  	  NPS	  
researchers	  and	  students	  as	  well	  as	  parHcipants	  from	  other	  universiHes,	  
government	  organizaHons,	  and	  industry	  invesHgate	  various	  topics	  related	  to	  
tacHcal	  networking	  with	  sensors	  and	  unmanned	  aerial	  systems	  (UAS)	  as	  well	  	  
collaboraHon	  between	  geographically	  distributed	  units	  	  with	  focus	  on	  high	  value	  
target	  (HVT)	  tracking	  and	  surveillance	  missions.	  	  

• The	  second	  direcHon	  involves	  MariHme	  InterdicHon	  OperaHon	  (MIO)	  experiments	  
with	  Lawrence	  Livermore	  NaHonal	  Laboratory,	  USCG,	  First	  Responders	  (San	  
Francisco	  Bay,	  New	  York/New	  Jersey)	  supported	  by	  HLD	  and	  HLS	  S&T	  Programs	  
and	  DoE	  agencies.	  These	  experiments	  are	  conducted	  twice	  a	  year	  and	  are	  also	  
supported	  by	  the	  overseas	  partners	  from	  Sweden,	  Germany,	  Denmark,	  Greece,	  
and	  Singapore.	  	  
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Partners TNT-MIO Experiment 2010 
•  NPS 
•  FOI-Sweden 
•  NATO MIOTC  
•  LLNL 
•  ARDEC 
•  BAE-JSAS 
•   University of Bundeswehr 
•   Lockheed Martin Co  
Sponsors: 
•  USSOCOM 
•   DHS MDSP 
•  OSD/HD 



 
 MIO Testbed Segment: SF Bay, East Coast and 

Overseas 
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Functional Focus of the MIO Testbed Geographically 
Distributed Teams 

•  San Francisco: All new sensor, unmanned systems,  and networking 
technology; data sharing and collaboration with USCG and  marine  
police units, multiple small  boat interdiction, DoE reachback 

•  Ft. Eustis: Riverine operations, data sharing and collaboration with 
NSW, USSOCOM, Army Divers 

•  PANYNJ: Data sharing and collaboration with NY-NJ area Police 
and FD first responders, interoperability with DHS JSAS 

•  Swedish Defense Research Agency: Data collection, modeling and 
simulation 

•  University of Bundeswehr: Check points in the smuggling routes, 
tagging and monitoring 

•  NMIOTC: Expert Center for Small Boat interdictions in 
Mediterranean and Black Sea 

•  Singapore, Prague, Salzburg, : ??? 



Network	  	  Controlled	  Nuclear	  Radia%on	  Detec%on	  

Experimenta%on	  Goals	  Globally	  Distributed	  Tagging,	  Tracking,	  	  	  and	  
Search	  

	  
NPS-‐LLNL	  Network-‐Controlled	  Sensors:	  Searching	  Cargo	  Ships	  
and	  Mul;ple	  Small	  Cra=	  Possessing	  Nuclear	  Radia;on	  Threat	  

	  
	  

Small	  craF	  drive-‐by	  detec%on	  at	  high	  speed	  
ARAM	  –	  Adaptable	  Radia%on	  Area	  Monitor	  used	  for	  Drive-‐by	  
detec%on	  
Choke	  point	  (portal)	  detec%on	  opera%onal	  model	  
Stand-‐off	  	  mesh	  network-‐controlled	  detec%on	  
Mul%ple	  small	  craF	  search	  and	  interdic%on	  
Network-‐controlled	  unmanned	  surface	  vessels	  
Tac%cal	  broadband	  wireless,	  cellular,	  satellite,	  and	  UWB	  
network	  
	  

Evaluate	  the	  use	  of	  networks,	  advanced	  
sensors,	  and	  collabora%ve	  technology	  for	  
rapid	  Mari%me	  Interdic%on	  Opera%ons	  
(MIO),	  Port	  Security,	  and	  Riverine	  
Opera%ons;	  	  
	  
Evaluate	  ability	  for	  a	  Boarding	  Party	  to	  
rapidly	  set-‐up	  ship-‐to-‐ship	  communica%ons	  
that	  permit	  them	  to	  search	  for	  radia%on	  
and	  explosive	  sources	  and	  collect	  
biometrics	  while	  maintaining	  network	  
connec%vity	  with	  C2	  organiza%ons	  
	  
Learn	  how	  to	  collaborate	  	  with	  remotely	  
located	  sensor	  experts,	  coali%on	  partners,	  
and	  first	  responders.	  
	  



ARAM – Adaptable Radiation Area Monitor used for Drive-
by detection of Nuclear Materials 

•  Real time radiation monitoring system 
•  Spectral data analyzed to quickly provide 

actionable information  
–  flow of commerce not impeded  
–  secondary search possibly not necessary 
–  Spectra transmitted to reachback 

2005	


Drive-by detection of radiation 
sources in small boats; With 

Reachback 6/6 sources 
correctly identified 



Major	  Approach	  

Sensor	  	  Search	  and	  Interdic%on	  Network	  Unconven%onal	  Solu%ons	  

NPS	  Self-‐forming	  agile	  adap;ve	  ship-‐to-‐ship/ship-‐to-‐shore	  
networks	  

	  
	  

Self-‐Organizing	  Mesh	  Wireless	  Networks	  
	  	  

Network	  and	  	  SA	  controlled	  UAVs,	  USVs,	  UGVs:	  Unmanned	  
vehicle	  	  is	  controlled	  by	  submi[ng	  the	  way	  points	  via	  tacHcal	  	  
N-‐LOS	  mesh	  network.	  	  
	  
Network-‐on-‐Target:	  Peer-‐to-‐peer	  	  links	  configured	  from	  the	  
top	  of	  Common	  OperaHonal	  Picture	  interface,	  self-‐aligning	  
direcHonal	  antennas	  	  
	  

Ultra	  Wideband	  (UWB)	  	  Mesh	  networking:	  
IntegraHng	  the	  UWB	  link	  into	  the	  peer-‐to-‐peer	  
wireless	  mesh	  network.	  	  
Projec%le-‐based	  Networking	  
Hyper-‐Nodes	  with	  8th	  Layer:	  	  TacHcal	  Self-‐
Forming	  nodes	  as	  miniature	  network	  
operaHons	  centers	  
Networking-‐by-‐touch:	  Transmi[ng	  data	  via	  
highly	  adapHve	  human	  network	  by	  using	  
physical	  or	  electronic	  touch.	  	  



Network	  	  Controlled	  Nuclear	  Radia%on	  Detec%on	  

Cargo	  Ship	  Search	  &	  Interagency	  Collabora%on	  Synergy	  and	  Pa]erns	  of	  Collabora%on	  	  	  

	  
Collabora;ve	  	  Technology	  for	  	  MIO	  	  Interagency	  Data	  

Sharing	  and	  Expert	  Response	  
	  
	  

CollaboraHve	  networks	  for	  rapid	  interagency	  data	  sharing	  and	  	  
expert	  response:	  

	  	  
Synergy	  of	  social	  and	  informaHon	  networking	  :	  

	  	  
Fla_ening	  the	  emergency	  response	  hierarchies	  in	   	  the	  virtual	  
space	  	  
	  
MIO	  SA	  and	  CollaboraHve	  pla`orms	  interoperability	  
	  

	  
	  
	  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TNT MIO 2008-2009: 
NETWORKING AND INTERAGENCY 

COLLABORATION ON MARITIME-SOURCED 
NUCLEAR RADIATION THREAT AND SMALL 

CRAFT INTERDICTION 
  
 



Monitoring	  suspect	  vehicle	  smuggling	  
material	  from	  Slovenia:	  tagged	  by	  SOF	  unit	  	  



Monitoring	  Phase:	  Detec%on,	  Tagging,	  and	  Tracking	  
(March	  ,	  2008:	  	  NPS-‐LLNL-‐UoB	  team)	  

Goals	  
–  Real	  Hme	  situaHonal	  awareness	  and	  collaboraHon	  
–  Tagging,	  tracking	  and	  locaHng	  a	  vehicle	  	  

Timeline	  
–  Checkpoint	  in	  Bavarian	  Alps:	  Vehicle	  DetecHon,	  Biometrics	  

IdenHficaHon,	  and	  Tracking	  
–  Vehicle	  Tracking	  in	  Germany-‐Poland	  
–  Vehicle	  Search	  in	  Sweden	  



New	  York:	  Cargo	  Vessel	  Search	  	  
PANYJ	  Mobile	  and	  Jersey	  City	  Command	  Centers,	  FDNY,	  Karlskrona	  TOC	  

(Sweden),	  Aarhus	  Port	  Security	  TOC	  (Denmark),	  NPS	  C2	  Center	  



Source	  transferred	  to	  the	  boats:	  Small	  
crab	  long	  distance	  monitoring	  by	  SOF	  

unit	  	  



Cargo	  Vessel	  Search	  by	  MulHple	  Boarding	  ParHes	  
in	  SF	  Bay	  Area	  and	  Seven	  Small	  Crab	  Drive-‐by	  

Search	  



Interagency	  CollaboraHon	  in	  Cargo	  Vessel	  
Search:	  Sharing	  ReporHng	  of	  Hazmat,	  CBP,	  RHS	  
(Regional	  and	  Local),	  Civil	  Support,	  and	  Lab	  



MIO	  08-‐4	  Experiment:	  CollaboraHve	  Network	  	  
Topology	  



Group	

Committee	
Team	



MIO	  08-‐4	  Experiment:	  Adopted	  
CollaboraHve	  Technology	  	  Features	  



Extending	  Self-‐forming	  TacHcal	  Network	  to	  	  
Swimmers:	  	  Small	  Crab	  Tagging	  and	  Tracking	  	  	  



Monitoring	  the	  Tagged	  Small	  Crab	  with	  
Network-‐Controlled	  Sensor	  at	  25nm/h	  



ARAM	  Portal	  and	  stand-‐off	  detec%on	  at	  high	  
speed:	  Feasible	  at	  75F,	  speed	  up	  58nm/h	  

	  



MulHple	  Small	  Crab	  Portal	  and	  Drive-‐by	  
DetecHon	  Network:	  Augmented	  by	  USVs	  



Adding Unmanned Systems to MIO Network: Drive-by Search by 

USV,  UAV Relay to the Fast Boat, UGV in the Tunnel  

USV provided radiation detection in small-boat drive-by with real-
time expert reachback; network-controlled USV & UGV 



 Small Craft Drive-by Detection: Placing the ARAM Sensor to Sea 
Fox USV (Brian Agrawal, Ben Wring) 



Adding Unmanned Systems to MIO Network:  
Drive-by Search by Sea Fox USV  



Receiving	  shared	  USV	  drive-‐by	  search	  results	  in	  PANYNJ	  and	  NPS	  
TOCs:	  Network	  controlled	  USV	  Piraya	  in	  acHon	  at	  Karlskrona,	  

Sweden	  	  



View	  of	  shared	  PANYNJ	  JSAS	  small	  vessel	  interdicHon	  
event	  COP	  at	  the	  TOC	  in	  Karlskrona,	  Sweden	  



Cooperative Multiple Small Craft Search:  
-Ft. Eustis TOC View of Video from Piraya USV in Sweden, 
-NSWG4 Sea Fox USV  as  a mesh relay node in Riverine chase  



•  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 

TNT MIO 2010:  
 

n  Extending MIO detection networking and 
expert reachback to joint  operational 
models with NATO crews,  German NSW 
team,  and EUCOM SOF Units 

n  Detection and interdiction of small craft 
threat to US installation abroad 

n  Integrating swimmer in  network-enabled 
detection with reachback to remote expert 

n  Tagging and tracking target on foot 
n  Aerial network-enabled  UAV based small 

boat detection 
 



  

The elements of Layered Global Detection Architecture 
(DNDO) addressed with NMIOTC team  

Swimmers	  
evaluate/tag	  small	  
craft	  w/suspect	  

materials	  IVONATO	  
base	  (GR)

Phase II - Greece

Legend 
SE = Sweden
GE = Germany        
GR = Greece

Peer-‐to-‐Peer,	  
Info	  collaboration	  
via	  web	  portal

MIO	  SA,	  JSAS,	  
JAC DNDO,	  NATO	  MSS

Shared	  SA	  between	  
checkpoints	  /	  

boarding	  parties

Share	  manned/	  
unmanned	  sensor	  

alerts	  

Shared	  SA	  among	  
U.S.,	  intel partners,	  

responders	  in	  
field,	  reachback	  
support	  – (global)

NATO	  teams	  aided	  
by	  UAV,	  USV,	  eval &	  
track	  small	  craft	  

w/suspect	  materials	  
at	  NATO	  base	  (GR)

Instantaneous	  
Reachback	  to	  Expert	  
Response	  Nodes

Network	  &	  
reachback-‐enabled	  
boat	  crews	  conduct	  
chokepoint,	   primary,	  
secondary	  standoff	  
detection	  of	  small	  

craft	  (GR)

Tag/Track	  small	  
craft	  w/suspect	  	  
material	  after	  
transfer	  from	  
ferry	  (GR)



 Integrating Swimmer in Network 
Controlled Detection 



  

Experimenting with German NSW Unit on Small Craft 
Detection and Interdiction  



  

Ground Tracking and Interdicting Source Smuggling Target 
with 1st Br 10th Group Airborne 



  

Ground Tracking and Interdicting Source Smuggling Target 
with 1st Br 10th Group Airborne 



US	  and	  Hellenic	  Swimmers	  Collabora%ve	  Networking	  
On-‐the-‐Move:	  	  	  Iden%fica%on,	  Tagging,	  and	  Tracking	  



  

Remotely Controlled Choke Point with NATO Interdiction 
Crews (Hellenic SEALs in Lead) 



Collaborative Network  Controlled  Large  Vessel Search for Nuc/Rad Source 

Portal  Detection & SA Sharing Between  
 International Patrol Crews  

Czech,  Romanian,  Bulgarian, and Turkish 
 Boarding Officers Deciding on Data Sharing  

 
Collaborative  Technology for  International  MIO Crews 

Data Sharing and Mutual Expert Support 
 
 

 
 
 



Assisting  Large Vessel  Search 

Small Craft Stand-Off  Detection On-the-Move Putting Network and Nuc/Rad  
Detector On Board Unmanned 

Rotorcraft  

 
Unmanned Rotorcraft  augmented cargo vessel and 

small craft detection with NATO partners 
 

 
 
 



•  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 

Way Ahead: TNT MIO 2011  
n  Extending MIO experiment to long-term daily boat patrol 

based detection in SF Bay: Data capture and modeling of 
network-controlled detection 

n  Extending MIO detection networking and expert reachback 
to joint  operational models with NATO WMD Class, 
European Reachback Center in Czech, Singapore, Croatia 

n  Integrating Nuc/Rad detector with ad hoc mobile network 
and  different SA interfaces (NPS, MFK, SLATE, etc) 

n  Low visibility detector networking (UWB), integrating LVN 
with  tactical radios  

n  Automated detection by network-enabled swimmer  
n  Multiple swimmer/casualty tagging and tracking 
n  Tagging and tracking reachback based on integrated 
  satellite/cellular link 
n  Cooperative Aerial and Surface Unmanned System based  

(UAV, USV) small boat threat detection; UGV-based large 
vessel search 

 



SFPD Boat Networked for Daily 
Patrol Based Data Capture 



SF Bay Daily Patrol Based 
Detection and Interdiction Model 

Patrol crews learn:  
 -How to visually share situational awareness on 
the patrol and target location together with 
detection alert information,  
 -How to communicate with Radiological Health 
Department experts, support them by video feed 
and detection maneuvering (choke point, stand-
off pursuit, etc)  to assist in threat adjudication, 
 -How to assist each other in maintaining 
connectivity,  if target  vessel stand-off/drive-by 
detection requires to operate on the edge of 
detection mesh network coverage 

 



SF Bay Daily Patrol Based 
Detection and Interdiction Model 

n  NPS, LLNL, and Testbed Centers  capture into computerized 
models :  
 -Daily observations on patrol boat tracks,  
 -Alerts generated,  
 -Spectrum received 

n  Operational variables associated with stand-off detection 
include:  
 -Detector measurements with the source in various locations on 
the boat, 
 -Measurements of wave action and boat rocking and the 
corresponding detector response,  
 -GPS data of patrol boat and source boat movement during the 
stop/interview inspection and during the approach and departure 
from the stop/interview inspection to assess speeds, delays, 
paths, etc. 

  
  

  

 


