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ABSTRACT

The term resilience is frequently used in the context of homeland security. The definition
continues to emerge within the evolving homeland security enterprise. The purpose of
this thesis is to clarify the concept of resilience in the context of homeland security.
Existing homeland security polices of the federal government of the United States were
synthesized with resilience-based research obtained from various sciences. The synthesis
of research and policy concluded that resilience is a process of adaptability influenced by
complexity, interaction, and experience. In the homeland security context, resilience is a
continual process of adaptation based upon a variety of man made, natural, and economic
adversities. Resilience is a vision of homeland security rather than a policy of the
enterprise. The homeland security practitioner’s understanding of resilience is influenced
through the clarification, introduction, and application of the concept. Developing a clear
understanding of resilience is accomplished through the development of a resilience
narrative for the enterprise, the introduction of the concept into new and existing training
programs of the homeland security enterprise, and the application of the concept as an
approach of the enterprise. The exploration of the homeland security enterprise at the
academic and practitioner level requires a directional heading. The concept of resilience
recommended by this thesis establishes a directional heading for the homeland security
practitioner.
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EXECUTIVE SUMMARY

RESILIENCE IS A PROCESS OF ADAPTABILITY BASED ON A SYNTHESIS
OF COMPLEXITY, INTERACTION AND EXPERIENCE

Many outside of Louisiana would consider that gumbo is simply a roux-based
dish served with rice. However, when gumbo is discussed in the narrower context of a
specific region of Louisiana, gumbo is not just gumbo. In the narrower context, gumbo is
influenced by a synthesis of cultural identity, resources, and experiences. The process
used to create this synthesis varies from region to region and is influenced by the
experiences and interactions of the cook. Resilience in the context of homeland security

is similar to a gumbo.

Resilience exists and is viewed from the perspective of a dynamic and continual
process of adaptation rather than a specific and singular event.! This determination is
based on the differences in which citizens respond to the influences of an adverse
condition. Those influences vary greatly and include known and unknown systems.
Although foresight is important to clarifying resilience in the context of the homeland
security enterprise, retrospection plays a critical role in understanding the interactions and

experiences of an individual, community, state, and nation.

During smaller disasters, single communities are impacted by catastrophic events.
While in larger events, such as Hurricane Katrina and the Mississippi River Flood of
1927, disasters impact a large geographic area encompassing multiple communities and
states.?2 Regardless of the scope of the disaster, each event influences the resilience of
individuals, communities, and the nation. Collectively, these events have influenced

national resilience over the life span of the American enterprise.

1 Michael Ungar, The Social Ecology of Resilience: A Handbook of Theory and Practice (New York,
NY: Verlag: Springer, 2011), 463.

2 Stephen E. Flynn and Council on Foreign Relations, The Edge of Disaster: Rebuilding a Resilient
Nation, 1st ed. (New York: Random House: in cooperation with the Council on Foreign Relations, 2007),
240.
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CLARIFYING RESILIENCE IN THE HOMELAND SECURITY CONTEXT

Clarifying resilience requires an understanding of the concept in the context of the
homeland security enterprise. Presently, the application of resilience in the context of
homeland security is based upon a broad definition. Bridging the gap between the “what
is” and the “how to” of resilience requires a clear definition of the concept. Clarifying
resilience is necessary to develop recommendations to address the “how to” of resilience
in the homeland security enterprise. The introduction and application of the concept to
the practitioner is based on a specific definition. Based upon the findings of this research,
the following definition is offered as a means of clarifying the concept of resilience in the

context of homeland security.

Resilience is a vision of the homeland security enterprise of the United
States that is approached through a process of adaptability based on the
complexities, interaction, and experiences of an individual, a community,
and a nation.

RESILIENCE IS A VISION OF THE HOMELAND SECURITY ENTERPRISE

The concept of resilience establishes a vision for the homeland security enterprise
of the United States. Achieving this vision requires a homeland security approach to
strengthen the adaptive capacities of government and the public. Sustaining resilience
requires the development of programs and initiatives promoting the enhancement of
adaptive capacities. The enhancement of adaptive capacities of local and state
governments influences the resilience of individuals and communities. Accomplishing
this task requires the enterprise to recognize the importance of foresight, adaptation,
interaction, and experience. Introducing the concept of resilience as a vision of homeland
security is accomplished by applying the resilience narrative and the development of

training for the homeland security practitioner.

THE SKETCH OF RESILIENCE

A sketch is used to describe an object or issue. The sketch is either a drawing or
text and allows for future modifications. For purposes of this thesis, the sketch of
resilience is a narrative. The narrative clarifies the concept of resilience in the context of

homeland security, and offers a frame of reference for the development of future
XVi



homeland security policies. The narrative is not final; future research and the application

of the recommendations of this thesis will influence modifications to the product.

The Resilience Narrative

The history of the United States of America contains numerous examples
of citizens and communities demonstrating resilience. Throughout the
history of this nation, resilience has existed as a continual process of
adaptation influenced by a variety of man made, natural, and economic
adversities. These adversities have ranged from isolated events to global
conflict. Resilience has and continues to exist in this nation.

Resilience is a vision of the homeland security enterprise of the United
States that consists of a process of adaptation based upon a synthesis of
complexity and experience. The concept of adaptation based upon
complexity and experience is not new and has been demonstrated from the
first explorer to set foot upon the soils of America through the most recent
newborn child born in this nation. Resilience is a foundational concept of
the homeland security enterprise.

The concept of national resilience is a goal of the homeland security
enterprise of the United States. Prior to the establishment of the homeland
security enterprise, resilience described the purpose of traditional
emergency management mitigation projects. In the early years of the
homeland security enterprise, the term resilience was used in the context
of critical infrastructure protection. Critical infrastructure systems were
to be designed or enhanced to withstand significant pressures and
rebound from stress. In this context, resilience was observed more from an
engineering perspective rather than a social perspective. The need to
analyze physical systems for vulnerabilities gave rise to studies in self-
organized criticality and preparing for low probability-high consequence
events commonly referred to as a Black Swan.3 The concept of resilience
adds purpose to the evolving enterprise known as homeland security.

Understanding resilience requires a microscopic view of today, and a
telescopic view of the future. Existing homeland security policies of the
United States offer a high-level view of resilience. Local and state
governments of the United States have the ability to influence resilience
through strengthening their capabilities to adapt to adversity.
Strengthening this ability depends on the interactions of government, the
private sector, communities and the citizen. This perspective combined

3 Taleb, The Black Swan: The Impact of the Highly Improbable, 366.
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with a retrospective view of past adversities strengthens the foresight
capability of the community. Resilience adds to the development of a
vision of the homeland security enterprise.

A significant shift in homeland security policy has occurred since the
issuance of the National Security Strategy and the Quadrennial Homeland
Security Review. These two documents elevated the use of the term
resilience to a goal of the homeland security enterprise. Thus, propelling
the term into the evolving narrative of the enterprise. The emphasis placed
on resilience within the enterprise shifted from a context of critical
infrastructure to a broader context of resilience of the whole. The concept
of resilience contributes to the evolution of the homeland security
enterprise.

Resilience has become a ““buzz word” of the enterprise. The frequency of
the use of the term resilience continues to increase and has migrated from
the vernacular of public policy to the vocabulary of the general populace.
Resilience is not only used to describe the response and recovery of
communities impacted by adversity, but is also used to describe sporting
teams who come from behind to win a game. Resilience is about
overcoming adversity.

Resilience is an approach to navigating through the complexities of the
homeland security enterprise of the United States. Foresight, adaptability,
interaction and experience will influence the practitioner’s ability to
navigate through the enterprise. The practitioner should posses the ability
to identify future threats and hazards to their jurisdiction. The practitioner
should possess the ability to critically think through and adapt to
emerging or active threats to their jurisdiction. The ability to operate in
this environment will require the practitioner to consider the influences of
their interactions within the jurisdiction and their prior experiences.
Homeland security is no longer just about prevention and response.
Homeland security has evolved into an approach to a resilient and secure
nation influenced by adaptation, complexity, interaction, and experience.

INTRODUCING RESILIENCE IN THE HOMELAND SECURITY CONTEXT

TO THE PRACTITIONER

Clarifying resilience from an academic perspective is only one part to developing

an understanding of resilience in the context of homeland security. Presently, the majority
of information regarding the application of resilience in the homeland security context
resides in the academic realm of the enterprise. Strengthening resilience requires that
homeland security practitioners and academics clearly understand the concept. The
Strategic Foresight Initiative (SFI) introduces the term foresight capability as a means of
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forecasting the future. Psychology-based research suggests that the adaptive capacity of
the individual influences resilience. This thesis concludes that resilience be viewed as a
complex adaptive system of systems. Therefore, adaptation provides a means to navigate
through the complexities of resilience and the homeland security enterprise. However, the
evolving homeland security narrative and existing training have yet to include these

terms.

POTENTIAL MODELS OF RESILIENCE BASED COURSES FOR THE
PRACTITIONER

A review of the Federal Emergency Management Agency’s (FEMA) Emergency
Management Institute’s Catalog of Training Programs determined that minimal resilience
based training exists for the homeland security practitioner. A possible reason is a lack of
clarity in understanding the role of resilience within the homeland security context.
Several options exist to increase the resilience knowledge base of the homeland security
practitioner. The first option is the development of an online course that introduces and
provides clarity to understanding resilience. The second option is the incorporation of a
resilience module into existing training programs sponsored by FEMA and training
partners, such as the National Domestic Preparedness Consortium. The third option is the
development of an on-site training program available to local jurisdictions. The
introduction of this module into existing courses aids in the development of a resilience
approach for the jurisdiction’s homeland security program. The proposed series of
resilience training is designed to expand the knowledge base of the practitioner.
Resilience 101 is proposed as an introductory course for the individual. The inclusion of
a resilience module into existing homeland security training programs broadens the
practitioner’s knowledge base from a basic level to a practitioner level. The multi-day
course of instruction expands the knowledge base from the practitioner level to a

community level.
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RESILIENCE IS A WAY TO CONNECT THE DOTS OF THE HOMELAND
SECURITY ENTERPRISE

The homeland security enterprise of the United States is best described as a
“connect the dots” sheet of a child’s activity book. For purposes of this analogy, each
system of the enterprise is represented by a dot on the page. The following examples are
a representative sample of potential dots on the homeland security “activity page.” The
dots represent food defense, cyber security, biological terrorism, chemical terrorism,
radiological terrorism, natural disasters, PPD-8, the National Preparedness Goal, the
National Infrastructure Protection Plan, FEMA EMI, public health preparedness grants,
homeland security preparedness grants, emergency management preparedness grants,
Urban Area Security Initiatives, hazard mitigation grants, hazard mitigation planning,
disaster assistance, infrastructure protection, security clearances, agro terrorism,
recovery, THIRA, state government, local government, tribal authorities, agencies of the
federal government, the community, and the State Preparedness Report. Resilience is
mentioned in many of these activities. Current conversations on resilience in each of
these activities only relates to the specific topic. Connecting the dots of resilience
produces a drawn sketch bringing final focus to the concept of resilience in the context of

homeland security.

APPLYING THIS CONCEPT OF RESILIENCE TO THE HOMELAND
SECURITY ENTERPRISE

Resilience is a vision of the homeland security enterprise of the United States
approached through a process of adaptability based on a synthesis of complexity,
interaction, and experience. The approach involves all domains and stakeholders of the
enterprise. Clarifying resilience in this context provides the opportunity to focus the

homeland security enterprise of the United States.

This research concludes with a final thought on the concept of resilience in the
context of homeland security. Resilience is vision of the enterprise. The clarification,
introduction, and application of the proposed definition of resilience offer the homeland
security practitioner a way to navigate and explore the complexities of the homeland

security enterprise.
XX



The need to explore has driven technological advancements in navigational aids
for centuries. These advancements have benefited the exploration of the New World by
European explorers, the exploration of the sea, and the exploration of space.
Improvements to navigational aids build upon the original concepts of the compass. The
exploration of the homeland security enterprise at the academic and practitioner level
requires a directional heading. The concept of resilience recommended by this thesis

establishes a directional heading for the homeland security practitioner.
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l. PERSPECTIVES ON RESILIENCE

The intent of this thesis is to explore and clarify the concept of resilience in the
context of homeland security. The desired outcome of this research is the clarification of
resilience and the development of recommendations to enhance the knowledge base of
the homeland security practitioner. As indicated in a Congressional Research Service
report, the evolution of the term “homeland security” creates confusion.4 Although the
term resilience shares similar evolutionary issues with homeland security, differences
exist between the two terms. For decades, existing sciences defined resilience as an
ability to adapt to stress. The concept of resilience was originally introduced in the
engineering sciences. In the late 1970s and early 1980s, the concept migrated into the
science of psychology. Since then, the term has migrated into areas of evolving research,

such as emergency management and homeland security.

In the engineering context, resilience is demonstrated by the following example.
The beam exhibits resilience with X amount of pressure placed upon the middle portion
of the beam. In terms common to the science of psychology, resilience is applied in the
following context. The individual demonstrated resilience from an addiction to alcohol.
Differences exist in the application of the term in each example. In the engineering
context, the resilience of the beam is based on an ability to bear the weight of other
structures. While in the psychology example, individuals demonstrate resilience through

their recovery and the development of strategies to prevent or mitigate a relapse.

As the concept of resilience has evolved in the science of psychology, so has the
amount of research available to better define or clarify the function of resilience. The
science of psychology offers insight into determining what resilience might look like in

the homeland security context.

4 U.S. Library of Congress, Congressional Research Service, Defining Homeland Security: Analysis
and Congressional Considerations, by Shawn Reese, CRS Report R42462 (Washington, DC: Office of
Congressional Information and Publishing, January 8, 2013).
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A. A PROBLEM AREA OF RESILIENCE

The academic requirements of this thesis require the identification of a formal
problem statement, followed by a main research question, and then a series of sub-
questions designed to guide the research, researcher, and reader along a path that will
either validate or refute the original research question. The following information is

offered as a means to satisfy these requirements.

B. RESILIENCE IS...?

The introduction of the term resilience into the mainstream vocabulary of the
homeland security enterprise of the United States (U.S.) has created a desire to determine
what resilience might be within this specific context. This research seeks to clarify the
concept of resilience in the homeland security context through the following question.
What benefits or contributions to the homeland security enterprise will be obtained

through the clarification of resilience?

C. ADDITIONAL QUESTIONS ABOUT RESILIENCE

o How might a sketch of resilience be prepared in the context of the
homeland security enterprise?

. What is resilience in a broad non-sector specific context?

o What is resilience in the context of homeland security policies of the

United States?

. What might resilience look like or be in the context of the homeland
security enterprise?

D. METHODOLOGY

The methodology for this thesis is a modified policy analysis. Ball suggests that
the evaluation of a policy argument through a pragmatic sense is an appropriate method
to analyze public policy proposals.> The pragmatic approach to evaluating public policy
incorporates feasibility concerns while maintaining the ability to view existing public

policy critically. According to Ball, pragmatism is a middle ground between two forms of

5 William Ball, “A Pragmatic Framework for the Evaluation of Policy Arguments,” Policy Studies
Review 14, no. 1/2 (1995): 3-24.
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evaluation. The first being an evaluation based on critique and reform. The second being
an evaluation based on a value of preserving existing practices and institutions.® Research
conducted in support of this thesis reviews existing practices and critiques reforms to the
homeland security enterprise caused by an emerging concept of resilience. In Chapter II,
the methodology is used to learn more about the application of resilience in various
contexts. Chapter Il reviews and critiques existing homeland security policies of the
United States and their emphasis on resilience. The exploration of existing resilience-
based practices occurs in Chapter 1V.

Ball’s research into the pragmatic evaluation of policy arguments contributes to
this research. He suggests that the context used to build the policy argument is important.
For purposes of this research, the concept of resilience is specific to homeland security.
Ball recommends four broad evaluation criteria be used in examining public argument
and policy (Table 1).7 According to Ball, the policy argument is evaluated for its
contribution to a collaborative effort and the improvement of an existing enterprise.8
Chapter V identifies the contributions and benefits of clarifying the concept of resilience

in the homeland security context.

6 Ball, “A Pragmatic Framework for the Evaluation of Policy Arguments,” 8.
7 1bid., 17-21.
8 Ibid., 8.



Table 1. Ball’s Pragmatic Evaluation Criteria

Criteria

Descriptor

Completeness

Does the policy argument address all of the important
values contributing or resulting from the policy?

What has been excluded from the policy argument and

why?
Are the policies appropriate within the context of the
discussion?
Relevance
Are there good reasons for the policy argument?
Are there disagreements to the claimed value of the
Consonance argument?
Does the policy argument, when evaluated against the
Coherence prior three criteria, make sense as a whole?
1. Determination of Appropriate Resources

As with any journey, it is essential to stop at various locations to take in the

sights, while other locations are by-passed along the way. In planning a journey,

assumptions and evaluation criteria are established to create a road map to guide the

journey. Determining the research map for this journey is based on the following

assumptions and evaluation criteria.

Assumption 1: A significant amount of research exists regarding complex
adaptive system of systems and the homeland security enterprise of the
United States.

Assumption 2: A significant amount of literature exists that describes
resilience in the homeland security context; however, minimal research
offers a basic approach to understanding resilience in this context.

Assumption 3: A significant amount of literature exists regarding the
concept of resilience within the domains of social and physical resilience.
This existing research may assist in the identification of appropriate
models applicable to the homeland security enterprise of the United States.
Synthesizing these resources with existing government policies, and
professional experiences will aid in the clarification of resilience within
the context of homeland security.

4



Based on the prior assumptions, the following criteria were used to evaluate research

materials.

2. Evaluation Criteria

. Does the resource add clarity to understanding the concept of resilience?

o Can information obtained from the reference be synthesized with an
existing understanding of emergency management and homeland security
to frame the narrative of resilience within the homeland security context?

o Do the materials contribute to clarifying the role of resilience in the

context of homeland security?
E. THE RESEARCH JOURNEY

The purpose of this research is to explore and identify what the concept of
resilience might be in the context of the homeland security enterprise of the U.S. The first
step in this process determines how resilience might be applied in a broad and non-sector
specific context. The second step explores what resilience might be in the context of
existing homeland security policies of the U.S. government. The third step identifies

factors that influence resilience in the context of homeland security.

The concept of resilience within the homeland security context continues to
evolve. Clarifying the concept of resilience focuses the practitioner’s understanding of
the topic. The development of a sketch of resilience adds clarity to the issue. The sketch
of resilience outlines the concept in terms of the homeland security enterprise and begins
to focus the practitioner’s vision of resilience. The sketch is not a final product. Rather,

the sketch serves as a foundation for future modifications.

The U.S. federal government is currently developing the sketch of resilience.
Through various means discussed in Chapter 111 of this thesis, the federal government has
introduced the concept of resilience to outline the vision of the homeland security
enterprise of the United States. Modifying the sketch of resilience in the homeland
security context is based on a variety of factors, needs, resources, and expectations.
Chapter IV explores factors that contribute to the clarification and enhancement of the

vision of resilience. Chapter V offers options to introduce and socialize the concept of



resilience to the homeland security practitioner. The introduction of the resilience sketch
into homeland security training allows the practitioner to understand and apply the

concept within their specific community or profession.

The first step to clarifying resilience in the context of homeland security is to
understand and learn from existing applications of the concept in other contexts. The
following chapter explores the concept of resilience in various contexts. Those contexts
include different agencies of the federal government of the U.S., existing research into
the concept of community resilience, psychology, and the concept of complexity within
the homeland security enterprise. The review of existing literature is the first step towards

adjusting the focus to create a clearer vision of resilience.



II. A MACRO PERSPECTIVE OF RESILIENCE

The use of the term resilience is not new. The term is defined in various sciences
and professions to describe a system’s ability to adapt and recover from adversity.
Understanding the concept of resilience is contextual and varies among disciplines.
Multiple approaches to resilience exist, and those depend on the ability of the individual
or community to adapt to adversity in a positive manner. In the broader context,
resilience is a process and not a trait of an individual or community. Measuring resilience

becomes a complicated process of subjectivity.

The concept of national resilience is an important goal of the homeland security
enterprise of the U.S. Prior to the establishment of the homeland security enterprise;
resilience described the outcome of traditional mitigation projects. In the early years of
the homeland security enterprise, resilience was used in the context of protecting
America’s infrastructure. Critical infrastructure systems were designed or enhanced to
withstand significant pressures and rebound from stress. Resilience was observed more
from an engineering perspective rather than a social perspective. The need to analyze
systems for vulnerabilities gave rise to studies in self-organized criticality and preparing

for low probability-high consequence events commonly referred to as a Black Swan.®

A. RESILIENCE EXISTS

The inconsistent use of terminology within the homeland security enterprise
creates challenges for the practitioner. Freed states that the inability to determine one
single definition of terrorism creates a problem of understanding the relationship between
homeland security and anti-terrorism efforts.10 Frequent and inconsistent use of the term
resilience creates a variety of dimensions and contexts that exists inside and out of the
homeland security enterprise. A New York Times article indicated that senior American
officials are beginning to use the adjective resilience as a means of describing continuing

9 Taleb, The Black Swan: The Impact of the Highly Improbable, 366.

10 Judson M. Freed and Naval Postgraduate School, Department of National Security Affairs, No
Failure of Imagination (Monterey, CA: Naval Postgraduate School, 2011), 109.

7



threats to American security.11 Officials interviewed for the article describe resilient as
the adversary’s ability to rebound from terrible personnel losses and the capability to
recruit again to execute more vicious attacks.l2 The Homeland Security Institute’s
Community Resilience Profiles: Assessment and Evaluation indicates that resilience “has
become a central homeland security construct in recent years, receiving increased
attention from policy makers in a variety of contexts.”13 Rand suggests several areas for
future research to strengthen the evidence base for community resilience. According to
Rand’s research, existing literature provides insight into the factors necessary to build
community resilience.14 However, in Rand’s opinion, existing literature is conceptual or
theoretical in nature. Rand suggests that existing research is based on a retrospective
approach to resilience and does not allow for a comparative analysis of resilience within
the field of health security. An existing challenge posed by the Rand report is defining
resilience further and “prioritizing the critical subcomponents of resilience in the context
of health security.”1%

Analysis are needed to identify and test activities that will help

communities strengthen their resilience. Given the ongoing issue of

limited resources crystallizing these priority activities is the next step to
moving toward this National Health Security Strategy resilience goal.16

Rand describes the relationship between resilience and vulnerability as central
concepts to understanding the complex environments created by disasters. As Rand

indicates, existing research has focused on vulnerability. A lack of exploration into

11 Thom Shanker and Eric Schmitt, “How Resilient Is Post-9/11 America?” The New York Times
Sunday Review, sec. The Opinion Pages, September 8, 2012.

12 pid.

13 Homeland Security Studies and Affairs Institute, Community Resilience Profiles: Assessment and
Evaluation, 2011.

14 Anita Chandra, Building Community Resilience to Disasters a Way Forward to Enhance National
Health Security (Santa Monica, CA: RAND, 2011).

15 |bid., 57.
16 1bid., 59.



resilience has in their words, created a “plethora of definitions that is both a symptom of

confusion and a cause of confusion and ambiguity.”17

Within the context of psychology, Ungar indicates that the term resilience
appeared in the 1980s and was “a metaphor for the ability of individuals to recover from
exposure to chronic and acute stress.”18 During this decade, the use of the term became
more frequent. Clarifying the concept will allow homeland security practitioners and
researchers an opportunity to frame future discussions and research regarding the role of

resilience within the context of homeland security.

B. THE PERSPECTIVE OF THE U.S. GOVERNMENT TOWARD
RESILIENCE

The existing context of the federal government’s concept of resilience is
influenced by several policies of the United States government. One policy is Presidential
Policy Directive 8 (PPD-8) that describes resilience as “the ability to adapt to changing
conditions and withstand and rapidly recover from disruption due to emergencies.”1® The
definition of resilience contained in PPD-8 is consistent with other definitions contained
in the National Preparedness Goal and the Whole Community concept released by the
U.S. Federal Emergency Management Agency (FEMA). According to PPD 8, national
resilience is achieved by a national preparedness system designed to promote community
resilience.20 The Department of Homeland Security has identified resilience as “the
ability of systems, infrastructures, government, business and citizenry to resist, absorb,
and recover from or adapt to an adverse occurrence that may cause harm, destruction, or

loss of national significance.”21

17 Douglas Paton, Disaster Resilience: Building Capacity to Co-Exist with Natural Hazards and their
Consequences (Springfield, IL: Charles C. Thomas Publisher, Ltd., 2006), 88.

18 Ungar, The Social Ecology of Resilience: A Handbook of Theory and Practice, 13.

19 U.S. Department of Homeland Security, Federal Emergency Management Agency, “Presidential
Policy Directive 8,” March 30, 2011, http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm.

20 pid.

21 Homeland Security Studies and Affairs Institute, Community Resilience Profiles: Assessment and
Evaluation, footnote 12.



Within the federal government of the U.S., various examples and definitions of
resilience exist. The existence of multiple variations creates a lack of clarity among
practitioners. Financial regulators of the U.S. government defined the resilience of the
U.S. financial system as the rapid recovery and resumption of the clearing and settlement
activities that support critical financial markets.22 The Interagency Climate Change
Adaptation Task Force defined resilience as “A capability to anticipate, prepare for,
respond to, and recover from significant multi-hazard threats with minimum damage to
social well-being, the economy, and the environment.”23 The United States Department
of Transportation (DOT) defines resilience in the context of recovery. The DOT suggests
that recovery include the rebuilding of networks to a “superior standard that is more
resilient against future disasters.”24 DOT offers a process for achieving resilience within
the transportation sector. Resilience should include methods to construct stronger
infrastructure, establish redundancies within the transportation network, and strengthen
links between transportation nodes and communities. The DOT document provides an
outcome or image of resilience. “Resiliency in the recovery phase should result in a
network that has a vibrant ability to absorb damage from a future disaster and thereby
bounce back rapidly following the incident.”2> Within the operational context of
homeland security, resilience is defined as a community that has the capabilities “to
maintain its functions and structures in the face of internal and external change and to

degrade gracefully when it must.”26

The Quadrennial Homeland Security Review (QHSR) provides goals to ensuring

resilience to disasters. Sub goals include the mitigation of hazards, enhancing

22 “SEC Issues Report on Efforts of Private Sector to Implement Interagency Paper on Sound Practices
to Strengthen Resilience of U.S. Financial System,” US Fed News Service, Including US State News, April
27, 2006.

23 United States, Interagency Climate Change Adaptation Task Force, Federal Actions for a Climate
Resilient Nation (Washington, DC: Interagency Climate Change Adaptation Task Force, 2011), 25, C.

24 United States and Dept. of Transportation, Recovering from Disasters: The National Transportation
Recovery Strategy (Washington, DC: U.S. Dept. of Transportation, 2009), 3.

25 |pid.

26 president’s Homeland Security Advisory Council (U.S.), Community Resilience Task Force,
Community Resilience Task Force Recommendations (Washington, DC: U.S. Dept. of Homeland Security,
Homeland Security Advisory Council, 2011), 59.
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preparedness, ensuring effective emergency response, and developing the ability to
recover rapidly.2” QHSR expands the view of emergency management and the homeland
security enterprise to include a balanced approach to response, recovery, mitigation, and
preparedness. Accomplishing this goal requires the establishment of priorities based on a

better understanding of risk and informed decision-making.28

The Government Accountability Office (GAO) issued a report on the
effectiveness of the U.S. Department of Homeland Security’s (DHS) efforts to enhance
the resilience of America’s critical infrastructure. The GAO report states that since 2006,
organizations of the federal government identified resilience as important. The GAO
suggests that resilience influences an evolution in traditional emergency management
concepts, such as recovery, reconstitution, and continuity of operations.2® The GAO
report states that the DHS’s QHSR placed an emphasis on resilience by categorizing the
concept as one of three essential factors in a comprehensive approach to homeland
security.30 The QHSR defines resilience in the context of “fostering individual,

community, and system robustness, adaptability, and capacity for rapid recovery.”31

The QHSR suggests that the concept of building national resilience is not new and
that the civil defense era of the United States offers examples of actions spiriting debate
in the interest of national resilience.32 The concept of Whole Community is an initiative
being promoted by FEMA. Whole Community is based on the premise that government
has a significant role in disaster response; however, a government centric response will
not be enough to meet all of the needs of a community created by a disaster.33 The Whole

Community concept indicates that resilience is achieved by increasing individual

27 U.S. Government Accountability Office, Quadrennial Homeland Security Review by David C.
Maurer, (GAO-11-153R), Washington, DC: GPO, 2010, 63.

28 U.S. Government Accountability Office, Quadrennial Homeland Security Review, 63.

29 U.S. Government Accountability Office, Critical Infrastructure Protection by Stephen L. Caldwell,
(GAO-10-772), Washington, DC: GPO, 2010, 33.

30 |bid.
31 U.S. Government Accountability Office, Quadrennial Homeland Security Review, 63.
32 id.

33 U.S. Department of Homeland Security, Federal Emergency Management Agency, “Whole
Community,” (n.d.), http://www.fema.gov/about/wholecommunity.shtm.
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preparedness and the use of communities as a force multiplier to plan, respond, and
recover from a disaster.34 The application of the Whole Community concept to the
homeland security practitioner requires a clear definition of resilience. The QHSR
describes the images of American resilience created in the aftermath of 9/11. According
to the QHSR, these images “portrayed a Nation determined to do whatever it might take
to recover from this disaster and to prevent such attacks from occurring again.”3s
Although the QHSR offers an image of national resilience, there are differences in the

image and timing of resilience demonstrated by each community impacted by 9/11.

The QHSR suggests that the U.S. is a resilient nation.36 However, a murky
understanding of resilience’s role within the enterprise challenges the ability of the
homeland security practitioner to apply the concept. QHSR suggests that the urgency and
frequency of use of the term resilience within the homeland security enterprise is caused
by the “rapid evolution of national security threats and the arrival of the information
age.”37 The individual or community’s view of resilience is influenced through an
understanding of how residents of the United States have responded to the adversities of
disaster. Flynn identifies several significant disasters in the history of the United States,
such as the Chicago fire of 1871, the Boston Fire of 1872, the San Francisco earthquake
of 1906, and Mississippi River flood of 1927.38 The resilience of communities is
demonstrated in each instance by the ability of citizens and communities to absorb, adapt,
and recover from these adversities. Realizing the similarities of resilient communities
impacted by adversity clarifies the concept of resilience to the homeland security
practitioner. Although the prior examples offer models of resilience, their existence does

not alter the hypothesis that a resilient community must be challenged by adversity.

Understanding resilience in the broader context of policies of the U.S. is

important to clarifying the resilience vision of the practitioner. This section of the

34 U.S. Department of Homeland Security, Federal Emergency Management Agency, “Whole
Community.”

35 United States. Government Accountability Office, Quadrennial Homeland Security Review, 1.

36 1bid., 63.

37 1bid., 16.

38 Flynn and Council on Foreign Relations, The Edge of Disaster: Rebuilding a Resilient Nation, 240.

12



literature review introduced a macro perspective of resilience in the context of existing
policies of the U.S. government. Chapter 11l analyzes specific homeland security related

policies and their influence upon the concept of resilience within the enterprise.

C. MULTIPLE APPROACHES TO RESILIENCE

Understanding resilience requires emergency management and homeland security
practitioners to explore the meaning of resilience within the homeland security enterprise.
Flynn proposes that national resilience requires risk and vulnerability reduction in
conjunction with increases to the nation’s capacity to bounce back swiftly from man
made or natural disasters.39 Flynn suggests that reductions to risk and vulnerability,
combined with the development of further capacity, cannot be achieved through a
singular approach to homeland security and emergency management. The development

of a multi-disciplinary view in these areas influences the resilience of the United States.

Palin suggests that resilience is the ability to absorb, buffer, self organize, and
adapt to change.40 Haimes, Crowther, and Horowitz explain resilience as a process
supported by a robust and redundant system.4l Coafee, Wood, and Rogers provide a
multi-disciplinary view to resilience.42 The view taken by Coafee et al. supports the
concept that resilience is not achieved through the efforts of a single system; rather
viewing the concept from multiple perspectives clarifies the concept of resilience.

Resilience exists in various contexts. Clarifying the contributions and benefits of
resilience to the homeland security enterprise focuses the homeland security
practitioner’s vision of the concept. Establishing a clearer focus of resilience requires a
synthesis of existing information and the development of a sketch. This synthesis begins
in Chapter IV.

39 Flynn and Council on Foreign Relations, The Edge of Disaster: Rebuilding a Resilient Nation, 240.

40 philip J. Palin, “Resilience: The Grand Strategy,” Homeland Security Affairs 6, no. 1 (January
2010), http://www.hsaj.org/?article=6.1.2.

41 yacov Y. Haimes, Kenneth Crowther, and Barry M. Horowitz, “Homeland Security Preparedness:
Balancing Protection with Resilience in Emergent Systems,” Systems Engineering 11, no. 4 (2008): 287—
308.

42 Jon Coafee, David Murakami Wood, and Peter Rogers, The Everyday Resilience of the City (United
Kinkdom: Palgrave Macmillan, 2009), 1.
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D. THOUGHTS ON MEASURING RESILIENCE

Ungar offers insight into the measurement of resilience by suggesting that in most
instances, metrics used to measure resilience in the field of psychology are developed
with minimal regard for the traditional and cultural coping strategies existing at the
individual and community level.43 The complexity of measuring resilience at different
levels within an environment or multiple environments is a challenge to the homeland
security practitioner. Ungar proposes that a broader understanding of multiple ecologies
assists in developing interpretive models to navigate through adverse environments.44
Existing research conducted within the realm of psychological and social sciences
indicates that resilience is a complex interactive process influenced by exposure to risk.
Rutter indicates that “resilience is a process and not a trait; moreover it operates through

out the lifespan before, during and after adverse conditions.”4>

Lipsitt and Demik define resilience as a “constellation of risk exposure and the
manifestation of effective functioning in the face of risk.”46 The research was conducted
in the field of psychology and suggests that the exploration of resilience move away from
the concepts of understanding and defining risk. A shift from defining risk and
understanding the individual’s process to achieve a level of functional resilience would

be of greater benefit.47

E. RESILIENCE REQUIRES ADAPTABILITY

Luthar, Cicchetti, and Becker suggest that resilience is a dynamic process
encompassing positive adaption within the context of significant adversity. The
suggestion is based on two conditions. Those conditions require an exposure to a

significant threat or adversity, and the achievement of positive adaptation despite major

43 Ungar, The Social Ecology of Resilience: A Handbook of Theory and Practice, 15.
44 |pid.

45 1bid., 40.

46 bid., 143.

47 1bid., 140.
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assaults on the developmental process.4®¢ The authors provide an in-depth historical
analysis of resilience as it applies to the field of childhood development. The research
process used in the development of this historical narrative parallels similar questions
posed by the homeland security practitioner. These perspectives clarify the concept of

resilience within the context of homeland security.

Within the field of childhood development, Luthar et al. conducted significant
research into the function of resilience. The introduction and application of the term
resilience within the field of childhood development created similar problems faced today
within the homeland security enterprise. Luthar’s research offers insight into the ongoing
discussion regarding the function and role of resilience within the homeland security
enterprise. The concept of resilience within this area of research applies to the treatment
and recovery of children impacted by adversity. Luthar et al. believe that resilience is a
function of responding to an adverse condition and adapting to the event.4® Resilience
differs between individual patients. Patients will recover at their own pace. Recovery is
manipulated by the guidance and treatment provided by the clinician; however, achieving
a resilient state depends on the individual.>0 This is a significant contribution to the on
going discussion of resilience in the context of homeland security. Within Luthar’s
research, several factors contribute to the resilient outcome of the individual.51 The
suggestions provided by Luthar et al. are based on actions and conditions in which the
individual may recover, and therefore, become resilient.52 Luthar et al. suggests that

resilience may actually be dependent upon multiple systems.

F. NAVIGATING THROUGH COMPLEXITY

Madia’s research into the role of flexibility within the complex environment of

the homeland security enterprise serves as a starting point to define the operational role of

48 Suniya S. Luthar, Dante Cicchetti, and Bronwyn Becker, “The Construct of Resilience: A Critical
Evaluation and Guidelines for Future Work,” Child Development 71, no. 3 (2000): 543-562.

49 Ibid.
50 Ihid.
51 Ihid.
52 Ipid.
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resilience through a concept of adaptive capacity.®3 The strategic value of Madia’s
research is the assertion that the homeland security enterprise is a complex adaptive
system of systems. Madia recommends ways to enhance the organic ability of the
homeland security organization.>4 The ability to operationalize the concept of resilience
as a result of an adaptive capacity is influenced by several strategic factors recommended
as part of Madia’s initial research. The factors recommended by Madia include
flexibility, adaptability, and decentralized decision-making based on a series of
performance controls.®> Madia’s research into complex adaptive systems influences the
ongoing discussions regarding the complexities of resilience as a national preparedness
goal. The first contribution from Madia’s research is the establishment of doctrine to
create a foundation for operating in a complex environment.>® The second contribution is
the development of leaders who are agile, adaptable, flexible, and highly competent.5?
The third contribution is that the training of lower level staffs will decentralize decision

making during complex events.58

G. A COMMUNITY PERSPECTIVE ON RESILIENCE

Rather than define resilience, the Rand Corporation defined the term “community

resilience.”

Community resilience entails the ongoing and developing capacity of the
community to account for its vulnerabilities and develop capabilities that
aid communities in (1) preventing, withstanding, and mitigating the stress
of a health incident; (2) recovering in a way that restores the community to
a state of self sufficiency and at least the same level of health and social

53 James D. Madia, “Homeland Security Organizations: Design Contingencies in Complex
Environments” (master’s thesis, Naval Postgraduate School, 2011), 105.

54 Ibid.
55 Ihid.
56 Ihid.
57 Ibid., 53.
58 Ibid., 54.
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functioning after a health incident; and (3) using knowledge from a past
response to strengthen the community’s ability to withstand the next
health incident.59

Rand offered considerations for future research into the area of resilience.
Although the Rand report relates to resilience within the context of health preparedness,
the recommendations contained within the report identify a need to conduct further
research to clarify the concept of resilience.®0 The Rand report identifies areas in which
the evidence base for community resilience may be strengthened by further defining and
prioritizing the critical subcomponents of resilience within the context of health security.
In defining community resilience, the definition of “community” varies. According to the
Rand report, community can be a geographic area or is bounded by membership of a
cultural group.61 An important aspect of this statement is the assertion that a disaster may

create a community of interest.

Community resilience is defined as a “sustained ability of a community to
withstand and recover from adversity.”62 The Rand report implies that “less clarity on the
building process of resilience”63 exists. The report recognizes the importance of
community resilience within the context of health security and suggests that the processes
of leveraging programs and resources to build resilience remain a significant challenge.64
The Rand report influences this thesis by recognizing the existing difficulties related to a
lack of synthesizing “the wealth of information from the current body of literature and
place it within the context of national health security.”65 This contribution of the Rand
report parallels the on going discussions of resilience within the homeland security
enterprise of the United States. Another issue identified by the Rand report is the lack of

clarity in measuring community resilience and the lack of progress towards achieving

59 Chandra, Building Community Resilience to Disasters a Way Forward to Enhance National Health
Security, XV.

60 Ipid.
61 Ipid.
62 Ipid.
63 Ibid.
64 Ipid.
65 Ibid.
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resilience.66 Rand identifies several areas for future research to strengthen the evidence
base of community resilience. According to Rand’s research, existing literature provides
insight into the factors necessary for building community resilience. Rand further
indicates that existing research is based on a retrospective approach to resilience and does

not allow for a comparative analysis of resilience within the field of health security.

H. THE STRATEGIC VALUE OF RESILIENCE

The concept of resilience is a strategic objective to strengthen the adaptive
capacities of a community. Although PPD-8 identifies a goal of national resilience,
existing federal documents do not define a national resilience strategy for the United
States. Research and essays, such as Phil Palin’s Resilience: The Grand Strategy and
Porter and Muckeleby’s, A National Strategic Narrative, identify approaches to
developing a strategy for national resilience. George Kennan’s, Long Telegram
influenced these works. The Long Telegram offered a strategy for containment during
World War 1l. Captain Wayne Porter and Colonel Mark “Puck” Muckleby suggest a
transition from a national strategy of containment to a more open strategy of
sustainment.®7 Palin suggests that resilience provides a buffer to turbulence within a
community.68 A significant element of any strategy for resilience includes the
acknowledgement that adversity will occur and resilient communities will be prepared to
manage the aftermath of such events. Porter and Muckleby suggest that strengthening

community resilience requires a focus on sustaining security and prosperity.5°

Numerous resources claim that the use of strategic investments in traditional
government programs, such as education, workforce development, and literacy,

contribute to the resilience of the United States.’® The federal government of the United

66 Chandra, Building Community Resilience to Disasters a Way Forward to Enhance National Health
Security, XV.

67 Wayne Porter and Mark Mukleby, A National Strategic Narrative (Washington, DC: Woodrow
Wilson Center for Scholars, 2011).

68 palin, Resilience: The Grand Strategy, 20.
69 Ibid.
70 1bid.
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States contributes to the concept of national resilience. Both the Quadrennial Homeland
Security Review and Flynn use the example of the Truman and Eisenhower
administrations’ construction of the interstate highway system of the United States as an
example of public works projects designed to support the sustainment of a resilient
nation.’1,72 The allocation of funds to construct the interstate system was based on a need
to facilitate the mass evacuation of urban populations, while at the same time maximizing
these routes for military transportation. In the decades following the construction of the

national interstate system, communities have grown around the system.

In response to the adversities of the Great Depression, President Franklin
Roosevelt created the Works Progress Administration (WPA). According to Freed, the
intent of the WPA was the “restoration of the economic strength of the nation, providing
immediate relief for the many displaced persons, and above all preserving the American
way of life.”7”3 The WPA is one of the first programs of the federal government of the
U.S. to provide direct funds to citizens as well as state and local governments.’4 The
WPA example demonstrates a potential long-term degradation of national resilience
associated with the federal government’s role in sustainment activities. Although the
WPA stimulated the U.S. economy and created a strong workforce, Freed suggests that
the role of the federal government preempted state and local governments as the provider
of aid to individuals. The result was the creation of a dependence and reliance upon the

federal government to provide assistance. ’®

. PRELIMINARY CONCLUSIONS ON RESILIENCE

Following the release of the National Preparedness Goal and the Quadrennial

Homeland Security Review, resilience appears to be a vision of the homeland security

1 Flynn and Council on Foreign Relations, The Edge of Disaster: Rebuilding a Resilient Nation, 240.

72 U.S. Department of Homeland Security, Quadrennial Homeland Security Review Report: A
Strategic Framework for a Secure Homeland (Washington, DC: Department of Homeland Security, 2010).

73 Freed and Naval Postgraduate School, Department of National Security Affairs, No Failure of
Imagination, 53.

74 1bid., 55.
75 pid.
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enterprise. Although recent policies and requirements of the federal government
emphasize resilience, the image of resilience remains foggy and left to the interpretation

and perception of policy makers.

The sciences of engineering and psychology have used the term resilience for
many years. Although these sciences have applied the term, they continue to struggle
with defining the term within their specific context. A significant amount of literature
exists from both sciences. Research based in these fields of study identifies options to
clarifying resilience. Clarifying resilience requires an understanding of today and
tomorrow. Although FEMA’s Strategic Foresight Initiative (SFI) offers a futuristic view
of the emergency management community and resilience, minimal literature exists to
establish a micro view of resilience within the present context of homeland security.
Based on the information contained in this literature review, resilience is capable of being
sketched as a synthesis of the prior experiences of a population, government policies, and
the interaction of these components. Resilience is described as being complex. Finally,
resilience is a vision of the homeland security enterprise rather than a goal or policy. The
following chapters build upon these initial conclusions. In Chapter Ill, critiques and
analysis of existing homeland security policies begin to focus on a vision of resilience. In
Chapter 1V, existing research is synthesized to clarify this concept of resilience in the

context of homeland security.
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I11. FEDERAL INITIATIVES AS THE ROUX OF POLICY

A. ESTABLISHING A BASE

A roux is a mixture of equal parts cooking oil, flour, and onion. As individual
items, these ingredients possess distinct physical appearances and scents. When
synthesized, the ingredients create a base for a traditional Louisiana gumbo. Risks exist
to overcooking or undercooking a roux. Once the roux is complete, the next step is a
layered introduction of additional ingredients into the pot.

In the prior chapter, the broader view of resilience provided an opportunity to
explore the application of the concept in various contexts. This chapter begins to narrow
the focus of the homeland security practitioner’s vision of resilience. A gumbo is a
synthesis of various ingredients. Similarly, understanding the role of resilience within the
context of homeland security requires a synthesis of information obtained from various
sources. This chapter establishes a base to clarifying resilience within the context of

homeland security in the United States.

The concept of resilience has become a significant public policy issue of the
United States. The emphasis placed on resilience has resulted in a number of resilience-
based policies and initiatives. Building the synthesis of resilience requires an
understanding of these policies and initiatives. This chapter reviews and critiques these
existing policies and initiatives. Criteria to evaluate the contributions of a resource to this
research was introduced in Chapter I. Based on these criteria, it was determined that the
following policies, initiatives, and documents contribute to clarifying the role of
resilience in the context of homeland security. Resilience based policies of the U.S.
federal government impact all levels of government, and are key components of program
requirements attached to federal assistance to enhance the preparedness of state and local
jurisdictions. The following homeland security documents relate to the enterprise as a
whole rather than a specific sector, such as cyber and critical infrastructure. The analysis
and critique of these documents narrows the contextual view of resilience. The review of

federal policies regarding resilience includes the following documents.
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o The National Security Strategy (NSS)

o The Quadrennial Homeland Security Review (QHSR)
o Presidential Policy Directive-8 (PPD-8)

. Comprehensive Preparedness Guide 201 THIRA

B. STEP 1: THE NATIONAL SECURITY STRATEGY (NSS)

The White House issued the National Security Strategy (NSS) in May 2010.
President Barak Obama’s cover letter to the document begins with, “Time and again in
our Nation’s history, Americans have risen to meet and to shape moments of
transition.”76 Obama’s words demonstrate the existing resilience of the United States.
The NSS connects the issues of national security, national competitiveness, resilience,
and moral example.”” The NSS identifies the necessary steps to sustaining America’s
ability to lead a world in which the nation’s economic and individual opportunities are
more diffuse and link to securing a more resilient nation.”® The NSS implies that the
foundation of America’s strength lies in the welfare of the American people through
prosperity. Prosperity supports not only the welfare of the population, but the defense and

diplomacy functions of the U.S. government.”®

According to Porter and Muckleby, a relationship exists between prosperity and
resilience.80 Future discussions regarding national security should include concepts to
sustain the prosperity of the American people. The concept of resilience in the homeland
security context offers a means to accomplish this goal. The national security importance
of resilience is based on the NSS. According to the NSS, the national security of the
United States “draws on the strengths and resilience of our citizens, communities, and

economy.”81

76 The White House, National Security Strategy (Washington, DC: The White House, 2010).

77 The White House, “Homeland Security,” (n.d.), http://www.whitehouse.gov/issues/homeland-
security.

8 Ipid., 2.

9 1pid., 9.

80 porter and Mukleby, A National Strategic Narrative, 15.
81 The White House, “Homeland Security.”
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The NSS outlines a Whole of Government approach to strengthening national
capacities to achieve a resilient nation. The outline describes the efforts of key
governmental functions related to capacity building. Those functions include defense,
diplomacy, economic development, homeland security, intelligence, strategic
communications, the American People, and the private sector. According to the NSS
homeland security is an approach to “ensure our national resilience in the face of the
threat and hazards.”® The NSS mentions the terms resilience and resilient in the
categories of the American People and the Private Sector. The document emphasizes the
“resilience of our citizens” and “that our citizens are the heart of a resilient country.”83
Although the concept of resilience is mentioned several times in the NSS, a frame to
discuss the concept of resilience as an approach to public policy is absent from this

document.

The NSS defines resilience as “the ability to adapt to changing conditions and
prepare for, withstand, and rapidly recover from disruption.”8 Although the NSS
definition of resilience is consistent with other definitions contained in the literature
review of this thesis, the question of what resilience might look like in the context of

homeland security still remains.

The NSS outlines initiatives to promote resilience,85 those include enhancing
security at home through actions to secure borders of the United States, protect critical
infrastructure and key resources, and the security of cyber space. The NSS recognizes
that “we will not be able to deter or prevent every single threat.”8¢ The Whole
Community document and FEMA Administrator Craig Fugate emphasize that
government cannot do it alone. According to Steven Simon with the Council on Foreign
Relations, the NSS misses an opportunity to discuss the concept of resilience further in

82 The White House, “Homeland Security,” 15.
83 Ibid., 16.

84 bid.

85 Ibid.

86 Ibid., 18.
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the face of adversity. According to Simon, then Deputy National Security Advisor John
Brennan indicated that when a significant event occurs, the resilience of the American

people would instill a calm and trust in the government.87

The acknowledgement that 