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Inter-Organizational Innovations for Port Security

Susan Page Hocevar?, Ph.D.
Graduate School of Business and Public Policy
Naval Postgraduate School

Inter-organizational Innovations

Inter-organizational collaboration is an innovative approach to management that is
recognized as important to national security. But, like any innovation, there are challenges as
well as benefits in achieving collaboration (GAO, 2009; Hocevar, Jansen, & Thomas, 2006).
This report focuses on one aspect of national security — port security. It presents two examples
of inter-organizational collaborations described in archival documents and interviews with port
personnel. The primary focus of this report is the Joint Harbor Operations Center (JHOC) which
serves as a specific example of an inter-organizational innovation. The second example, the
San Diego Maritime Unified Command (MUC) represents an important strategic innovation
expanding the value and impact of JHOCs for maritime security.

Mandell and Steelman (2003) describe inter-organizational innovations as a range of
structural forms including ad hoc coordinations, temporary task forces, coalitions, and network
structures. All of these structures represent horizontal collaborations that involve two or more
public, private, or non-profit organizations that have some interdependence in accomplishing a
complex challenge which cannot be adequately addressed by any single organization. The
authors refer to these as innovations because they “offer the potential for more flexibility than
that provided by more bureaucratic, traditional types of structures...and provide the foundation
upon which more innovative solutions can develop” (Mandell & Steelman, 2003, p. 202).

This examination of inter-organizational collaborations for port security focuses on
management innovations more than technology or product innovations. According to Hamel
(2006), a management innovation can create a lasting advantage if it has one or more of the
following characteristics: (1) challenges management orthodoxy, (2) is systemic in addressing a
range of processes and methods, and (3) is part of an ongoing program of innovation “where
progress compounds over time” (2006, p. 2). Hamel defines a management innovation as a

! This research was supported by funding from the Office of Naval Research (ONR) and from the NPS International
Military Education and Training (IMET) program. The author also would like to acknowledge Erik Jansen and Gail
Fann Thomas who were involved in this exploration of port security as a context for our ongoing research on inter-
organizational collaboration. Portions of this report will be published in a forthcoming chapter of Conflict and
Cooperation in the Global Commons, Georgetown University Press.



significant alteration in organizational activities such as goal setting, coordination and control,
accumulating and allocating resources, building relationships, acquiring and applying
knowledge, or balancing the demands of outside constituencies (2006, p.3). These
characteristics are re-visited at the end of the discussion of the inter-organizational
collaborations for port security to assess the qualities of the JHOC and MUC as management
innovations.

Joint Harbor Operations Centers (JHOC)

In 2003, Project SeaHawk * was initiated by the Department of Justice (DoJ) as a test
site for a multi-agency operations center that would identify and close gaps in port security
(Khalifa, 2009). SeaHawk transferred from DoJ to Department of Homeland Security (DHS)
oversight in 2009. In 2004, a second pilot JHOC was established by DHS in San Diego.
Anderson (2006) identified three main areas of benefit for these interagency operations centers.
First, they provide a central locale to bring together equipment, employees, and data to increase
situational awareness and decrease response time. Second, they act as a vehicle for
information dissemination. When a situation arises that impacts multiple agencies, the JHOC
can immediately alert relevant partners in its security network. Third, they provide awareness of
each agency’s assets (capabilities and locations), thus increasing efficiency (reducing
duplication; identifying most proximal asset to a situation, etc.). Pate, Taylor, and Kubu (2008)
identified related goals for SeaHawk in Charleston:

The goals are to deter and prevent acts of terrorism, manage a joint operations

center to track maritime and other modes of transportation operations,...establish

an interoperable system for intermodal data sharing and intelligence gathering,

and provide a test bed for innovative concepts, initiatives, and equipment related

to port security. (pp. 86-7)

Both of these interagency operations centers involve federal, state and local partners in
port security. Figure 1 illustrates the range of participants in the start-up phase of the San
Diego JHOC. When SeaHawk was initiated, there were approximately 20 participating partner
agencies, but that number quickly grew to 47 (Pate, Taylor & Kubu, 2008). The San Diego
JHOC has experienced similar growth in both partner organizations and commitment of
resources. In both cases, the Coast Guard acts as lead agent and the JHOCs function as multi-
agency command centers. They bring together existing sensors for more integrated information
sharing and situational awareness, allow for the sharing of assets for more efficient operations,
and increase the effectiveness of response to security threats and law enforcement violations

(Metruck, 2004; Anderson, 2006; Pate, Taylor & Kubu, 2008). In Charleston, 17 agencies have

? SeaHawk is a homophone for CHOC — Charleston Harbor Operations Center
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assigned full-time personnel to the operations center. Approximately 30 other agencies
participate on a part-time or as-needed basis. The San Diego JHOC has a similar range of
participants with co-located representatives from Coast Guard, U.S. Navy, San Diego Harbor
Police, San Diego Police Department, FBI, California Highway Patrol, and Department of
Homeland Security (Customs and Border Protection [CBP] and Immigration and Customs
Enforcement [ICE]).

San Diego JHOC Stakeholders

“Enable effective partnership...”

Navy
Dept of Homeland Security
¢ Navy Region Southwest
o AT/FP Test Bed (N-34)
¢ Naval Criminal Investigative
Service

¢ Coast Guard
e Activities San Diego
e Eleventh District
e Pacific Area

¢ Third Fleet
e Commandant
¢ ICE
¢ CBP Local/State Govt Agencies
* TSA

e San Diego Port Authority
¢ San Diego Harbor Police
e California National Guard
. FBI . C!ty of S.an Diego
o Joint Terrorism Task Force * City Pf’hce Depts
« DOJ ¢ San Diego County
e California Highway
Patrol/CALTRANS

Other Federal Agencies

¢ A/T Advisory Committee

“... unify protection effort.”

Figure 1: San Diego JHOC Stakeholders. From Metruck, S (2004)
http://www.dtic.mil/ndia/2004homeland/2004homeland.html

A large part of the time, the on-site agency representatives function independently,
working with information systems linked to their home agencies. But they are also linked
together with “smart technologies” (Pate et al., 2008); and these information sharing capabilities
(both technical and interpersonal) provide the mechanisms for unified response when security
situations arise. Bird (2008) gives an example of the use of technology in the JHOCs. She
describes a display of flat screens in the Charleston Operations Center:

Some show GPS on dispatched SeaHawk vehicles...Others play real-time
footage from around the port...One shows the portal...Click on any ship logged
in the portal to see the vessel history and its potential threat, where its crew is
from and how each SeaHawk-affiliated agency will check it out as it traverses
local waters. (Bird, 2008, section on High Tech Tools)

The structural co-location of agency representatives provides a “joint personnel

structure” (Watts, 2005, in section Coordinated planning for MCIP). This liaison system
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not only enables real-time coordination, but increases understanding of multi-agency
procedures and practices and how they impact each other (Watts, 2005). This latter is
an important basis for interagency planning.

A study of port security by Pate et al. (2008) identified two key areas where
“promising practices” have been developed to increase awareness and reduce the risk
of acts of terrorism at seaports: “A) stakeholder coordination and collaboration
initiatives, B) protocols and systems for detecting and monitoring port-related security
risks/intelligence sharing” (p. 67). Figure 2 illustrates the initial Concept of Operations
used by JHOC San Diego. It indicates that the separate organizations maintain
significant independence of operations as shown by the vertical linkages. The inter-
organizational aspects result from the co-location in the JHOC facility and the
interactions across watchstanders from the agencies on site (see horizontal arrows for
“billets” in Figure 2). According to Watts (2005), JHOCS were designed to address
tactical-level weaknesses in intelligence fusion cited by the 9/11 Commission. A major
aspect of the JHOC in San Diego was the increased tactical-level coordination between
the Coast Guard and the Navy, which has significant assets at the port, in order to
improve both port protection and force protection (Watts, 2005).

CONOPS Framework

JHOC
Billet Harbor Police Coast Guard Navy CBP/ CAL
Dispatch/Camera Guard
.. Bay & Tidelands SAR, MEP, LE, ATFP, HLD Interdiction
Mission
—— Law Enforcement HLS " & Track (sensor & Track
. ensor racl
{Function) (Asset dispatch, Camera (Sensor & Track Management) Management)
Monitoring) Management,
Asset dispatch)
Asset dispatch via
CNRSW/3rdFlt
Tactical ) )
Control HARPOL Land & ACT SD Assets USN ATFP Land San Diego Air
Water Assets & Water Assets Marine Air &

Water Assets

Synergy = Success

Figure 2: Concept of Operations for San Diego JHOC. From Metruck, S (2004)
http://www.dtic.mil/ndia/2004homeland/2004homeland.html
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Captain Stephen Metruck, currently Commander of U.S. Coast Guard Sector Seattle,
was involved in the early phases of establishing the JHOC in San Diego and discusses the
value of inter-agency partnerships in a recent USCG Proceedings article. “Regular one-on-one
contact with representatives from an organization and periodic evaluations of common
procedures through interoperability exercises or other training evolutions must be included
within the business practices of a successful JHOC” (Metruck, 2009, p.78). He emphasizes that
JHOCs provide a vehicle to help overcome “often-competitive information ‘silos™ but
acknowledges that this requires a shift in organizational autonomy and the development of
mechanisms that support both the separate as well as shared interests of participating
organizations. “...[E]nhancing the ability to incorporate individual organizational practices and
protocols into operational response plans without requiring the participants to conform to
unfamiliar processes or give up jurisdictional authority will overcome objections to expanded
port-wide cooperation” (p.79).

Metruck acknowledges that the ambition for inter-operable communications systems has
sometimes overemphasized the “single common radio” to the disregard of implications to
existing organizational communication inventories. He proposes instead the use of more
innovative solutions that allow organizations to retain expensive inventories but that create
means for cross network communications and data integration. To illustrate, he cites the
Sensor Management Suite developed by the U.S. Space and Naval Warfare Systems
Command (SPAWAR) in San Diego. This system “integrates disparate sensors into a common
user interface...JHOC can get radar and video feeds from almost any existing system belonging
to a willing port partner” (2009, p. 79). He concludes that such accomplishments require high-
level policy agreements across participating organizations, supported by technical development
and innovation. Watts describes similar innovations in other JHOCs: “In addition to using
established databases, JHOCs also use inter-agency sensors and local inter-agency liaison to
collect, fuse, and disseminate information that is critical for achieving a multi-agency tactical
picture” (2005, in section on Tactical Intelligence Fusion).

In his 2004 presentation at the NDIA (National Defense Industrial Association)
Homeland Security Symposium, Metruck outlined challenges being faced at the San Diego
JHOC. He updated this discussion in his 2009 article that includes experiences with the Puget
Sound JHOC. The initial challenges identified included:

- Combining investments from different agencies

- Connectivity to different agency information networks

- Formalizing relationships and responsibilities



- Multi-agency integration standards

- Resources for future sustainment (Metruck, 2004)
In 2009, he describes the challenge “to produce an enduring partnership...and foster a cohesive
alliance” (p. 80). He argues for the value of formal agreements such as memoranda of
understanding or standard operating procedures to clarify responsibilities and authorities;
tactics, techniques, and procedures; and lines of communication. These strategic-level
initiatives reduce uncertainty and enable multi-agency engagement in planned events as well as
effective response in un-planned events. He also recommends the value of exercise
debriefings for lessons learned that can be incorporated into inter-agency procedures, and
training protocols (Metruck, 2009).

San Diego Maritime Unified Command

Recognizing the importance of adding strategic and proactive planning mechanisms to
the more tactically oriented JHOC, San Diego formally established a Maritime Unified Command
(MUC) in 2008. Five core Federal DHS components are involved: the US Coast Guard; three
elements of Customs and Border Protection (CBP), which are the Office of Border Patrol (CPB-
OBP), Office of Field Operations (CPB-OFO) and Office of Air and Marine (CPB-OAM); and
Immigration and Customs Enforcement (ICE). Additional local, state, and federal agencies are
involved. Figure 3 illustrates how the different organizations participate in different activities
from tactical to strategic (see horizontal arrows).

The patrticipating organizations have established joint strategic objectives and meet
weekly to review the prior week’s operations and develop a common operational action plan for
the coming week (MUC briefing, August 19, 2010). They use the National Incident
Management System (NIMS) and Incident Command Structure (ICS) to provide a common
format familiar across security agencies. They use a common website (Homeport) to distribute
and update the weekly operational action plan. One of the more recent advances of the MUC is
the establishment of a single database that captures metrics of interest to all participating
organizations. They jointly defined the initial metrics and regularly review new or revised metric
requirements. In a recent meeting, Captain Farris (Commander USCG Sector San Diego)
suggested a new field in the database to document “critical assists.” This information will
capture results that could not have been achieved without cross-agency participation (MUC
meeting, August 19, 2010).

Comments from different agency representatives emphasize that the regular
strategic and operational planning approach of the San Diego MUC is an important innovation.
Specific aspects identified as innovative include: the systemic (tactical to strategic) and formal
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Figure 3: San Diego Maritime Unified Command (from MUC briefing 8/19/10)

collaboration processes, and the involvement and support of strategic leadership. One USCG
officer commented that, “The intent of senior leadership is to invest in connections with other
agencies. Reguests to make these connections are not only approved, but are encouraged”
(personal interview, August 19, 2010). A CBP-OFO officer remarked at a MUC presentation to
Congressional staffers that his organization originally sent someone just once a month to MUC
meetings. After realizing the value of involvement, their organization now participates in the
weekly MUC planning process and has an agent in the JHOC for two shifts, and they are aiming
for 24/7 participation (MUC briefing, August 19, 2010). Congressional testimony from Rear
Admiral Vincent Atkins (April 19, 2010) summarizes well the important value of the unified
command approach to collaboration for maritime security.

Members of the San Diego Maritime Unified Command attend weekly
Operational Planning Cell meetings...Senior managers receive a joint
intelligence brief, provide strategic guidance, and then depart, leaving the agency
tacticians to formulate an operational plan [OAP] that supports the mission
requirements, and is responsive to cued intelligence...The OAP has maximized
the widespread deployment of forces in a logical and organized manner. The
OAP has also exploited the strengths of the assets that each agency brings to
bear...In addition to our civil law enforcement port partners, the San Diego
Maritime Unified Command now integrates U.S. Navy, U.S. Marine Corps, U.S.
Air force, and DoD special forces into homeland security and law enforcement
operations. The success of the joint planning process has been recognized as a

8



best practice. Coast Guard Sector San Diego planning officers have exported the

process to both Coast Guard Sector Los Angeles / Long Beach and to CBP

Office of Border Patrol Yuma Sector...There are several key principles that

leverage success with our partners such as CBP Office of Air and Marine:

- Unified command, control and communications across defined joint operating
areas;

- Integrated intelligence, situational awareness, planning, and operational
response; and

- Common platforms, doctrine, tactics, and training. (Atkins, 4/19/10).

Analysis and Conclusions

Mandell and Steelman (2003) propose a taxonomy of institutional inter-
organizational innovations that range from informal partnerships to “more structured and
interdependent collaborations that encompass broad systems change to accomplish a
common policy goal” (p. 203). They specifically identify five categories:

(1) intermittent coordination that involves limited interaction and resource sharing; (2)
temporary task force or ad hoc activity that has a limited purpose and timeframe; (3)
permanent or regular coordination that involves commitment of resources beyond
information sharing and addresses common goals, but where risk is kept at a minimum;
(4) a coalition that involves interdependent and strategic action that has a specific, but
narrow scope and requires member commitment of significant resources; and (5) a
network structure that addresses “a broad mission and joint and strategically
interdependent action” (p. 204) and requires a significant investment of resources and a
commitment to overarching goals.

The initial establishment of the Joint Harbor Operations Centers (JHOCSs)
brought together organizations with a common interest in port security and represents an
example of a permanent coordination that was substantially about information sharing
but also included some coordinated activities. Participating organizations invested
significant resources, but many of the activities in the JHOC remained independent, and
the risks involved in engaging in this collaboration were limited. In San Diego, as
experience was gained in the potential benefits of collaboration, the scope and
participation has broadened. The establishment of a strategic approach to collaborative
planning via the Maritime Unified Command (MUC) demonstrates the characteristics of a
network structure (Mandell & Steelman, 2003).

Table 1 shows some of the typology characteristics defined by Mandell and
Steelman (2003). The JHOCs brought together organizations that had both a shared
and individual perspective on the problems of port security. They maintain a focus on



both independent and interdependent goals. Within the JHOC, agency representatives

attend primarily to their agency’s activities and interests; but when a situation

appropriate for collaboration arises, they can readily adjust, share information,

coordinate assets, and conduct joint problem solving. Thus, the intensity of linkages

varies according to the situation. In examining the first three functional characteristics in

Table 1, JHOCS would be categorized as a permanent coordination.

Functional
Characteristic

Type of Inter-organizational Institutional Innovation

Permanent or regular
coordination

Coalition

Network structure

problem solving

Problem Orientation | Both Both Shared

(shared vs.

individual)

Commitment to Separate or Common | Separate or Shared

Goals (common vs. Common

separate)

Intensity of Weak to strong links; | Strong links; mutual Strong links; mutual
Linkages (loose vs. mutual interdependence interdependence
tight) interdependence

Breadth of Narrow Narrow Comprehensive
Effort (narrow vs.

comprehensive)

Complexity of Limited joint problem | Limited to Complicated joint
Purpose solving complicated joint problem solving

Scope of Effort
(status quo vs.
systems change)

Status quo

Status quo

Systems change

Table 1: Types of Inter-organizational Innovations and the Functional Characteristics

(adapted from Mandell & Steelman, 2006, p.209)

The last three functional characteristics are more difficult to assess for JHOCs. It

could be argued that because the participating organizations operate mostly

independently, collaborating largely through information sharing, their breadth of effort is

narrow. But, this may be one aspect of the typology that is too limiting. The JHOCs

have important adaptability that allows them to broaden their focus and address complex

issues. In fact, the ability to “surge” into more complex problem situations is one of the

adaptive advantages of a JHOC. It is also inappropriate to claim that this innovation

represents a status quo. When first initiated in 2003-2004, these were clearly
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institutional innovations. Now they are expanding their capabilities in inter-organizational
collaboration with new technologies and broadening participation. Perhaps the
classification of JHOCs as a permanent coordination or coalition inter-organizational
innovation is appropriate with the caveat that they have the capability to address both
focused (narrow) and comprehensive challenges and have the potential to generate
systems change. The latter is particularly evident in JHOCSs that are pursuing innovative
technologies to support collaboration, and in the establishment of the MUC in San Diego
as a strategic extension of the more tactical and operational activities of the JHOC.

The MUC clearly represents a network structure. It was established as a
collaborative, strategic planning mechanism to address shared problems and goals
related to maritime security in the Port of San Diego area. It focuses on issues of mutual
interdependence, emphasizing the tight linkages among participating organizations. The
joint metrics system instituted by the MUC demonstrates these characteristics as well as
the ongoing aspects of systems change. Additional evidence of systems change is the
expansion of the MUC concept to neighboring regions.

Hamel (2006) argues that management innovations, like the inter-organizational
institutions described here, can provide an important advantage in the industry (here maritime
security) and also “produce a seismic shift in industry leadership” (p. 2). The shift in the industry
is apparent in the passage of the SAFE (Security and Accountability for Every) Port Act of 2006.
One of the major stipulations of this legislation is that interagency operations centers be
established at all 22 high-risk ports (Pate et al. 2008). This requirement is based on the
demonstrated success of the initial pilot JHOCs including Charleston and San Diego.

As noted in the introduction to this paper, Hamel describes management innovations as
at least one of the three following characteristics: (1) challenges management orthodoxy, (2) is
systemic in addressing a range of processes and methods, and (3) is part of an ongoing
program of innovation “where progress compounds over time” (2006, p. 2). The descriptions of
JHOCs and the San Diego MUC provide clear evidence of all three of these characteristics.
According to Captain Steve Metruck, these interagency operations centers provide a
mechanism to overcome “silos” but require a shift in organizational autonomy (2009) or what
Hamel refers to as “management orthodoxy.” The data presented throughout this paper
describe many changes in processes and technologies. And, the evolution of the inter-
organizational innovation from the tactical and operational focus of the JHOC to the strategic
perspective of the unified command demonstrates the on-going nature of innovation in this

important domain of maritime security.
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