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Abstract

Since two different types of side channel attacks based on passive information leakage and active
fault injection are independently considered as implementation threats on cryptographic modules,
most countermeasures have been separately developed according to each attack type. But then, Amiel
et al. proposed a combined side channel attack in which an attacker combines these two methods
to recover the secret key in an RSA implementation. In this paper, we show that the BNP (Boscher,
Naciri, and Prouff) algorithm for RSA, which is an SPA/FA-resistant exponentiation method, is also
vulnerable to the combined attack. In addition, we propose a new exponentiation algorithm resistant
to power analysis and fault attack as well as the combined attack. The proposed secure exponentia-
tion algorithm can be employed to strengthen the security of CRT-RSA.

Keywords: Side Channel Attack, Fault attack, Combined Attack, Exponentiation, CRT-RSA Al-
gorithm

1 Introduction

Although a cryptographic algorithm is considered very secure against traditional cryptanalysis, it can
be vulnerable to side channel attacks due to an implementation flaw. An attacker should monitor the
characteristics of power signal or electromagnetic radiation in order to try these side channel attacks.
Furthermore, these attacks are attempted under the assumption that an attacker already knows about
cryptographic algorithms, implementation conditions, device specifications and so on. From this per-
spective, an evil inside attacker who can easily manipulate other cryptographic devices would be scarier
than outsider.

The RSA [20], one of the most widely used public key cryptographic algorithms, is also susceptible
to a variety of different side channel attacks. Among the side channel attacks on RSA, the Power Anal-
ysis(PA) attack ,which is divided into Simple Power Analysis (SPA) and Differential Power Analysis
(DPA), and Fault Attack (FA) are still threats. Indeed, an attacker measures the power dissipation as a
single trace in SPA, manipulates the collected power signals in DPA and extracts the secret information
[17, 8, 19]. On the other hand, the goal of an FA is to disturb a hardware module during cryptographic
algorithm operation, analyze the faulty information leaked from the target module and finally recover the
secret information [5, 18, 12, 4, 16].

Many researchers have developed solutions to defeat PA attacks and FAs on RSA. These protections
for secure RSA operation are focused on the modular exponentiation method, which is composed of
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hundreds of multiplications. Among these countermeasures, counteracting SPA and FA at the same time
are preferentially taken into account. The BNP(Boscher, Naciri, and Prouff) exponentiation algorithm
[6] is a well known countermeasure to simultaneously defeat SPA and FA such as a C-safe Error Attack
[23].

While the threats described above are often considered separately, Amiel et al. recently proposed a
passive and active combined attack on an exponentiation implementation using the Square and Multiply
method [2]. To counteract this combined attack, Schmidt et al. presented an efficient exponentiation
algorithm [21]. Despite their clever design for protecting against the combined attack, Feix and Venelli
show that Schmidt et al.’s countermeasure has a flaw and propose an improved version [10].

In this paper, we focus on the problem of finding a secure exponentiation algorithm resistant to the
many types of side channel attacks, including a combined attack. We first show that the BNP algorithm
has a vulnerability under the existing combined attack. Furthermore, we propose a new exponentiation
algorithm that is resistant to PA and FA, as well as the combined attack. The proposed exponentiation
algorithm can be applied to a CRT-RSA(Chinese Remainder Theorem based RSA) [9] and efficiently
used to guarantee security against a CRT-based attack such as the Bellcore attack [5].

The paper is organized as follows. In the next section, we briefly recall the classical RSA cryptosys-
tem, the CRT-RSA version, and several side channel attacks on them. Then, in section 3, we present a
new exponentiation algorithm resistant to PA, FA, and the combined attack and give it a security analy-
sis. The CRT-RSA implementation method with a new exponentiation algorithm is given in Section 4.
Section 5 concludes the paper.

2 RSA and Side Channel Attacks

2.1 RSA Cryptosystem

The RSA cryptosystem involves a public modulus N, which is the product of two secret primes, p and
q. The public exponent e is relatively prime with (p−1)(q−1), and the private key d is the inverse of e
modulo (p−1)(q−1). The classical RSA signature of message M is S = Md mod N.

To speed up this exponentiation, we usually adopt CRT-RSA [9]. In CRT-RSA, we first compute
Sp = Mdp mod p and Sq = Mdq mod q, where dp = d mod (p−1) and dq = d mod (q−1). Then, the
signature S of message M is computed by the following Garner’s recombination procedure:

S =CRT (Sp, Sq) = ((Sp−Sq) · Ip mod q) · p+Sp. (1)

Here, Ip = p−1 mod q and can be precomputed to reduce the computational load.

2.2 Power Attack on RSA Algorithm

Among side channel attacks, SPA on RSA retrieves the secret information by measuring the power
consumption trace of one operation of the exponentiation algorithm, whereas DPA collects many power
traces and applies statistical techniques to get secret information. In this paper, we mainly focus on SPA
attacks. More details on DPA attacks and their countermeasures can be found in [19].

We usually implement a modular exponentiation algorithm known as the Square and Multiply al-
gorithm, in which the exponent bits are bit-wisely scanned. However, this algorithm has been known
that the secret exponent d can easily be retrieved when execution power consumption of squaring and
multiplication are different [1].

To counteract an SPA attack, the Square and Multiply Always algorithm was proposed by Coron [8].
Added to this, Joye and Yen proposed the Montgomery ladder exponentiation algorithm for SPA resis-
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tance [14]. However, the Montgomery algorithm is susceptible to the Relative Doubling Attack(RDA)
[26] which is a kind of SPA as a special case of the Doubling Attack(DA) [11].

2.3 Fault Attack on RSA Algorithm

The Square and Multiply Always algorithm ensures protection against SPA, but has a weakness with
respect to another type of FA, well known as the C-safe Error Attack [23]. In the C-safe Error Attack, if
an error is induced on the dummy multiplication that is used when an exponent bit equals 0, an attacker
extracts the value of the bit, depending on the correctness or the incorrectness of the final exponentiation
result. That is, if the result is correct, then the bit of the secret exponent was 0. On the other hand, if it is
not correct, then the bit was 1.

To thwart SPA and FA such as a C-safe Error Attack at the same time, the BNP exponentiation
algorithm [6] is proposed. This is a typical Right-to-Left modular exponentiation and uses a coherence
test at the end to defeat a CRT-based fault attack on CRT-RSA, the so-called Bellcore attack [5].

The Bellcore attack was originally presented by Boneh et al. in 1997. More precisely, when an
attacker injects a fault during first exponentiation and erroneous output Ŝp occurs, the faulty signature Ŝ
is computed as:

Ŝ = ((Ŝp−Sq) · Ip mod q) · p+ Ŝp. (2)

Knowing a correct signature S and a faulty Ŝ on the same message M, the attacker can find the secret
prime q by calculating the following simple manipulation, which enables the factorization of N:

q = gcd((S− Ŝ),N). (3)

In an enhanced attack proposed by Lenstra, the attacker can succeed with the CRT-based fault attack
by using only one faulty signature [18] and public exponent e. That is, the attacker can extract q by
computing as follows:

q = gcd((Ŝe−M) mod N,N). (4)

To defeat these fault attacks, Shamir proposed a redundancy way to compute Sp and Sq and verified
the correctness of them before the RSA recombination procedure [22]. In this countermeasure, both
p∗ = p ·r and q∗ = q ·r are first computed where r is a b-bit random prime(typically, b = 32). Two partial
signatures, modulo p∗ and q∗, are evaluated as follows:

Sp
∗ = Mdp

∗
mod p∗, Sq

∗ = Mdq
∗

mod q∗ (5)

Here, dp
∗= d mod (p−1)(r−1) and dq

∗= d mod (q−1)(r−1). We then check whether Sp
∗≡ Sq

∗ mod
r before returning the final signature. However, this method requires the direct usage of private key d
which is not usually known in CRT-RSA and cannot detect faults occurred during RSA recombination
procedure [3].

In 2001, Yen et al. proposed a different kind of countermeasure using Fault Infective Computation
method [25]. Unfortunately, their countermeasure was proven to be insecure against another type of
fault attack [24]. Thereafter, Giraud proposed a novel CRT-RSA method to defeat SPA and FA. Since
this algorithm has regular square and multiply operations based on the Montgomery ladder property [14],
we can prevent SPA attack. However, Giraud’s algorithm is not secure against Kim and Quisquater fault
attack [15] in which an attacker inserts double faults in a CRT-RSA exponentiation.
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2.4 Combined Attack on RSA Algorithm

In 2007, Amiel et al. first proposed a combined attack on an SPA-resistant implementation of expo-
nentiation using combination of a FA and SPA attack [2]. The authors targeted a classical side channel
resistant implementation of RSA using an atomicity-based Square and Multiply algorithm as shown Fig.
1. In this work, if an attacker inserts a fault to bypass a step 2, the S[0] is kept a initial value, typically
S[0] = 0. With a such fault effect, two different power signal patterns appear during the main loop of ex-
ponentiation (step 6 of Algorithm 1). The first one is for squaring S[0] = S[0] ·S[0] mod (r2 ·N) = 0 ·0= 0
which is performed in case k = 0 and the second is for multiply S[0] = S[0] ·S[1] mod (r2 ·N) = 0 ·M = 0
in case k = 1. Since two different power signal patterns appear according to the exponent bit, the adver-
sary can simply retrieve the secret information d by observing the power trace. Even though the authors
propose a countermeasure called Detect and Derive based on the infective computation principle, it was
shown vulnerable in [21].

Algorithm 1 : SPA-EXP (M, d, N)
Input: M, d = (dn−1, ...,d0), N
Output: S = Md mod N

1. Get r1, r2 two non zero small random values
2. S[0] = 1+ r1 ·N
3. S[1] = M+ r1 ·N mod (r2 ·N)
4. k = 0
5. for i from n−1 to 0 do
6. S[0] = S[0] ·S[k] mod (r2 ·N)
7. k = k⊕di

8. i = i−¬k
9. S = S[0] mod N
10. return(S)

Figure 1: Atomicity-based Square and Multiply Algorithm Protected against SPA.

In this vein, Schmidt et al. presented an efficient exponentiation algorithm to resist this combined
attack [21] also based on infective computation. Their countermeasure diffuses the secret exponent when
a fault injection is detected and masks intermediate values during exponentiation computation. However
Feix and Venelli showed that Schmidt et al.’s countermeasure has a flaw and proposed a more secure
version of this algorithm [10]. Their fault attack exploits a skip of instruction on the conditional test
where the infective calculation replaced the entire exponent by 1. They present a simple countermeasure
in which this fixed value is replaced by random values for each words of exponent when a fault injection
is detected. Despite the clever improvement, their exponentiation algorithm is somewhat complex and
needs some additional computation loads.

3 Exponentiation Resistant to Side Channel Attacks

3.1 Threat of Combined Attack on BNP Exponentiation

The BNP exponentiation method described in Fig. 2 was presented to ensure that no fault has been in-
duced during the execution of the algorithm using SPA-resistant regularity and some coherence checking
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methods [6]. We now show that the BNP algorithm is also vulnerable to combined attack by the same
fault model applied in the atomicity-based Square and Multiply algorithm [7].

Indeed, the fault injection tries to modify the computations in step 1 or 2 in Algorithm 2. If step 1
is bypassed due to fault injection, the S[0] value is kept as an initial value in memory, typically S[0] = 0.
By such a fault effect, two different computations are performed during the exponentiation loop at step
5: one is S[0] = 0 ·A = 0, and the other is S[1] = S[1] ·A 6= 0. In most implementations, two power
consumption patterns dependent on the exponent are easily identified by a simple power trace. There-
fore an attacker can simply recover the private exponent d by analyzing a power signal collected after
injecting an error at step 1. And the attacker can also try at step 2 by skipping the initialization operation
on S[1]. In this case, two computations are performed at step 5: one is S[0] = S[0] ·A 6= 0, and the other
is S[1] = 0 ·A = 0. Furthermore this attack can similarly be applied to a CRT-RSA signature in order to
recover the exponent dp or dq, because a fault injection check routine is performed after injecting a fault
and getting a power trace. The weakness of the BNP exponentiation algorithm against the combined
attack originated from the fact that renewal S[di] at step 5 is dependent on only the exponent bit di; that
is, all A values are independent of di.

Algorithm 2 : SPA/FA-EXP (M, d, N)
Input: M, d = (dn−1, ...,d0), N
Output: S = Md mod N or “Error”

1. S[0] = 1
2. S[1] = 1
3. A = M
4. for i from 0 to n−1 do
5. S[di] = S[di] ·A mod N
6. A = A2 mod N
7. if (M ·S[0] ·S[1]≡ A mod N) and (A 6= 0) then
8. return(S[1])
9. else
10. return(“Error”)

Figure 2: SPA/FA-Resistant BNP Exponentiation.

To prevent this combined attack, we consider a method to generate A related with di. In that vein,
let us review S[di] at step 5. Here we denote d′j the binary value composed to the ( j−1)-th bit from the
least significant one when j ≥ 1, d′j = (d j−1, ...,d0). In the main loop operation when index i is ( j−1),
S[0] is the result of exponentiation of M by the complement of d′j denoted d′j, that is, d′j = 2 j− d′j− 1.

In addition, S[1] at step 5 equals Md′j mod N and the value of A is M2 j
mod N. We can now find an

important result that the product of S[0] and S[1] is always M2 j−1 mod N. Therefore, if the initialization
value of S[0] at step 1 becomes M, then we can make a product of S[0] and S[1] to M2 j

mod N in the
( j−1)-th loop.

3.2 Proposed Exponentiation Resistant to Combined Attack

The aim of our idea is to replace squaring at step 6 in Algorithm 2 with multiplication of S[0] and S[1].
By doing so, we can protect against the combined attack even though one of S[0] and S[1] becomes 0
by fault injection. Our approach is somewhat similar to the idea of the multiplication-only algorithm,
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the ADD-only scalar multiplication algorithm in Elliptic Curve Cryptography(ECC) [13]. Even though
the multiplication-only exponentiation algorithm does not involve squaring, what is needed is a division
operation; that is, subtraction in the ECC version. On the other hand, our proposed exponentiation
algorithm removes the division operation, which is an annoying and inefficient computation.

Now we propose a secure exponentiation algorithm to resist SPA, FA such as the C-safe Error Attack,
and a combined attack as shown Fig. 3. Our algorithm is still resistant to SPA because two multiplications
are regularly performed per exponent bit. To detect the fault induction, we use a small random number r
(typically 32-bit). We first compute a reference check value c:

c = M2n
mod r. (6)

After performing all n loops for steps 7 and 8, the result of S[2] is used to verify that computations before
step 10 are correctly performed. If reference check value c equals S[2] mod r, and S[0] · S[1] mod N is
S[2] mod N, then we return S[1] as a correct signature S.

Algorithm 3 : SPA/FA/CA-EXP (M, d, N, r)
Input: M, d = (dn−1, ...,d0), N, r
Output: S = Md mod N or “Error”

1. c = M2n mod r
2. S[0] = M
3. S[1] = M
4. S[2] = 1
5. N∗ = N · r
6. for i from 0 to n−1 do
7. S[di] = S[di] ·S[2] mod N∗

8. S[2] = S[0] ·S[1] mod N∗

9. S[1] = S[1] mod N
10. if ((c≡ S[2] mod r) and (S[0] ·S[1]≡ S[2] mod N) ) then
11. return(S[1])
12. else
13. return(“Error”)

Figure 3: Proposed Side Channel Resistant Exponentiation.

Correctness. We now consider the correctness of the final result of the proposed exponentiation
algorithm. Let us review the contents of the main loop of Algorithm 3. The value S[1] is the result of
exponentiation of M using d, Md mod N∗. On the other hand, S[0] is the result of exponentiation of M
by d +1, Md+1 mod N∗. Here, we denoted d as the complement of d; that is, d = 2n−d−1. Since the
value S[2] is the product of S[0] and S[1], it satisfies:

S[2] = S[0] ·S[1] = M2n−d ·Md = M2n
mod N∗. (7)

Therefore, S[2] mod r in step 10 equals M2n mod r. To ensure that none of the modular multiplications
at steps 7 and 8 were corrupted, we perform a check operation between two values, c and S[2] mod r,
after all loop iterations. Since S[2] mod r equals the reference check value c, we can verify that S[0] and
S[1] are correctly computed without injecting any fault, and return S[1].

Security Analysis. Two modular multiplication structures in the main loop of the proposed algorithm
make it resistant to the SPA attack. Furthermore, we adopt a message randomization to defeat a DPA
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attack by computing multiplication modulo N∗. Concerning the C-safe Error Attack, even though an
attacker inserts a fault in a dummy operation at step 7 in the case of di = 0, the attacker can’t obtain the
computational result due to a coherence test in step 10. So, our algorithm resists against the C-safe Error
Attack.

The security of Algorithm 3 with respect to a combined attack is deduced from the coherence test in
step 10. On the basis of the same attack model used in Amiel et al.’s proposal, we assume that a fault is
inserted to bypass the instruction at step 2. Then, since S[0] is initialized by zero, the S[0] at step 7 in the
main loop is always zero. By this effect, S[2] at step 8 and S[di] in the next loop become zero. Since S[2]
is consequently zero after the final loop operation, the coherence test in step 10 is not established. As
our proposed algorithm finally returns an error message to the attacker, it can also defeat the combined
attack. The attack model on S[1] at step 3 gives the same result as the case of S[0] at step 2. Here, we can
carefully assume that a powerful adversary is able to induce a fault in the exponent d. Considering this
case in our exponentiation algorithm, verification of the correct usage of d should be performed using an
extra checking method.

Efficiency. Compared to the BNP exponentiation, this method requires adding only a small mod-
ular exponentiation in step 1. This is a computing procedure of a reference check value. The main
computations of our algorithm are 2n-modular multiplications in step 7 and 8. The number of modu-
lar multiplications in these steps is same with one of BNP algorithm. However, the multiplication of
modulo N∗ instead of N may increase the time complexity. Nevertheless, the message randomization
is absolutely required in most exponentiation methods. Indeed, the DPA countermeasure in the BNP
exponentiation algorithm was not adopted. So, when the r having about 32-bits is very small compared
with modulus N at about 1024-bits, the additional time complexity is negligible. Since the modular mul-
tiplication algorithm takes O(n2) bit operations for two n-bit integers, the proposed algorithm additively
requires operation time of about ((1024+32)/1024)2 ≈ 6.3% compared to the BNP algorithm without
a DPA countermeasure. And, the additional memory consumption for storing a reference check value c
and a random number r is required, compared with the BNP exponentiation.

4 Application to CRT-RSA

Even if the two modular exponentiations in the CRT-RSA operation have not been compromised, the
entire correctness of CRT-RSA is not guaranteed. A secure modular exponentiation described above
(see Fig. 3) is used to prevent faults during two exponentiations of a CRT-RSA algorithm. To defeat a
CRT-based Bellcore attack, we need to prove that the Garner’s recombination step is correct.

The proposed CRT-RSA algorithm shown as Fig. 4 uses a similar principle to the method presented
in [6]. Here, we denote l by the bit-length of the secret exponent p and q. Instead of returning one result
of exponentiation in the SPA/FA/CA-EXP algorithm of Fig. 3, it returns three variables, S[0], S[1] and
S[2]. On the basis of Garner’s algorithm, the recombination procedure of the CRT-RSA is performed at
step 4 using the values Sp and Sq, which are returned through a variable S[1]. Then we perform two co-
herence tests with respect to modulo p and q to check that the recombination in step 4 was not disturbed.
In coherence tests in steps 5 and 7, the values S′p, S′q, Tp, and Tq returned through two variables S[0] and
S[2] are used to verify whether the final signature S is correctly computed or not.

Correctness. We now consider the correctness of the coherence tests in steps 5 and 7 of the proposed
CRT-RSA algorithm. Due to the Chinese Remainder Theorem, the result of the recombination is S =
Md mod N in step 4. The value S′p and Tp are M2l−dp mod p∗ and M2l

mod p∗ respectively, where p∗=

p ·r. Thus, multiplying S′p with modulo p by the signature S in step 5, we get S ·S′p =Mdp ·M2l−d̄p mod p,
that is, S ·S′p = M2l

mod p. The value of Tp mod p in step 5 is M2l
. Consequently, if no error occurs
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Algorithm 4 : Secure CRT-RSA (M, p, q, dp, dq, Ip)
Input: M, p, q, dp, dq, Ip

Output: S = Md mod N or “Error”
1. Generate a 32-bit random number r
2. (S′p,Sp,Tp) = SPA/FA/CA−EXP(M,dp, p,r) = (M2l−dp mod p∗, Mdp mod p, M2l

mod p∗)
3. (S′q,Sq,Tq) = SPA/FA/CA−EXP(M,dq,q,r) = (M2l−dq mod q∗, Mdq mod q, M2l

mod q∗)
4. S = ((Sq−Sp) · Ip mod q) · p+Sp

5. if (S ·S′p 6= Tp mod p)
6. return(“Error”)
7. if (S ·S′q 6= Tq mod q)
8. return(“Error”)
9. return(S)

Figure 4: CRT-RSA Signature Resistant to Bellcore Attack.

during the operation of the CRT-RSA signature algorithm, then the three values S, S′p, and Tp must satisfy
the equality of step 5. In a similar way, the verification of step 7 is clearly a coherence test with modulo
q.

Security Analysis. To guarantee correctness of the recombination step, we assume that the value of
Sq is corrupted by a fault injection. Then the faulty signature is as follows:

Ŝ = ((Ŝq−Sp) · Ip mod q) · p+Sp. (8)

In this case, since Ŝ · S′p mod p in step 5 equals Tp mod p, this coherence test is passed. However,
considering that the value Ŝ mod q is not Sq, the coherence test Ŝ · S′q ≡ Tq mod q in step 7 does not
satisfy the equality.

On the other hand, if the value of Sp is corrupted, the faulty signature is as follows:

Ŝ = ((Sq− Ŝp) · Ip mod q) · p+ Ŝp. (9)

So, considering that the value Ŝ mod p is not Sp, the coherence test Ŝ ·S′p ≡ Tp mod p in step 5 does
not satisfy the equality. Consequently, the fault injected in Sp or Sq is detected in two coherence tests of
step 5 and 7.

To ensure the validity of the input parameters such as secret exponent dp, dq, message M, secret
primes p, q and random number r used in the SPA/FA/CA-EXP algorithm of Fig. 4, the extra check
mechanism may be used. The validation check methods of these input parameters are outside the scope
of this paper.

Efficiency. Our method requires a Garner’s recombination and two modular multiplications. This
time complexity is less than the BNP RSA signature using CRT. The BNP CRT-RSA method requires
adding two recombinations and some modular multiplication according to modulo N instead of p or q.
Furthermore, the check reference values at steps 2 and 3 of Algorithm 4 are the same when the random
number r is commonly used. So, the number of the computing check reference value can be reduced to
one in our CRT-RSA algorithm.

5 Conclusion

In this paper, we present a novel exponentiation algorithm that is resistant to SPA, DPA, the C-safe Error
Attack, and especially a combined attack. By generating a low-overhead reference check value and
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comparing it with a computational result, we can verify the correctness of performing an exponentiation
algorithm. Compared to the previous BNP exponentiation algorithm that is vulnerable to the combined
side channel attack, the overhead of timing and memory added by strengthening side channel security is
reasonable.

In addition, we show that our proposed exponentiation algorithm can be applied in a CRT-RSA
signature. The additional values returned after two exponentiation operations are used to check the re-
combination procedure of CRT-RSA. Only one Garner’s recombination and two modular multiplications
are needed aside from two exponentiations in the CRT-RSA algorithm. As a result, our exponentiation
algorithm is well suited to implementing the RSA signature system in low-resource devices
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