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Cognitive radio (CR), which is proposed as a solution for spectrum scarcity, imposes some threats to the network. One severe attack
to cognitive radio network is the primary user emulation attack (PUEA), in which an attacker may transmit its signal with high
power or mimic specific features of the primary user’s signal to prevent secondary users from accessing the licensed spectrum. In
this paper, we study a subcarrier and power allocation problem for orthogonal frequency division multiple access-(OFDMA-) based
CR systems in the presence of PUEA. To maximize the system throughput while keeping the interference introduced to the primary
user (PU) below given thresholds with a certain probability, a joint design of a robust cooperative spectrum sensing and a resource
allocation scheme is proposed. In the proposed scheme, the inaccurate classification of PU signals and PUEA signals provided
by robust cooperative spectrum sensing is utilized by resource scheduling module. To further exploit the underutilized spectrum
bands, we also evaluate the performance of the proposed scheme in the hybrid overlay/underlay spectrum access mechanism.
Numerical results demonstrate the effectiveness of the proposed scheme compared to conventional scheme regardless of the number
of SUs or the kind of spectrum access mechanism being used.

1. Introduction spectrum bands. It improves the throughput of the secondary
network while maintaining a harmless interference to the PU.
Cognitive radio networks (CRNs) are expected to bring a
revolution to the spectrum scarcity problem through intel-
ligent use of the underutilized or the free spectrum bands
[1]. In CRNs, a secondary (unlicensed) user (SU) can access
the licensed bands under the condition that the induced
interference to the primary (licensed) users (PUs) does not
reach an unacceptable level. In general, to exploit unused
and underutilized spectrum bands, an SU has three spectrum
sharing approaches for a dynamic spectrum access mecha-
nism [2], namely, the underlay spectrum access mechanism
(USAM), the overlay spectrum access mechanism (OSAM),
and hybrid overlay/underlay spectrum access mechanism
(HOUSAM) [3]. According to the OSAM, SUs access the

Orthogonal frequency division multiplexing (OFDM) is
a promising candidate for CRNs [4]. With OFDM, the SU
has the ability to flexibly fill the spectral gaps left by PUs
and/or utilize the underutilized frequency bands of the PUs,
by disabling or decreasing the power allocated to a set of
subcarriers. In a conventional OFDM system, to maximize
the efficiency of the spectral resources utilization, a power-
allocation algorithm is proposed in [5]. In an orthogonal-
frequency-division multiple-access- (OFDMA-) based sys-
tem, to exploit the time-varying nature of fading gains across
users in a given subcarrier, a subcarrier allocation algo-
rithm is proposed in [6]. For conventional OFDMA wireless

spectral bands only when they are not being used by the
PUs; in the USAM, the PUs and SUs can coexist in the
same spectral band which means the SUs can utilize the
underutilized frequency bands of the PUs. In HOUSAM,
the SU can transmit in both the unused and underutilized

systems, resource allocation algorithms have been studied
extensively [7]. Using these resource allocation algorithms
directly into CRNs may result in higher mutual interference
in the PUs” band, since they coexist in side-by-side bands
and the nonorthogonality of transmitting signals. Recently,



resource allocations in OFDM-based CRNs have received a
great deal of attention.

Finding unused and underutilized spectrum bands in
CRNs is based on the information gathered from SUS
spectrum sensing reports. However, in the hostile network
environment, an attacker can mount primary user emulation
attack (PUEA) to affect SUS’ reports. In such scenario, an
attacker transmits signals whose characteristics resemble
that of the PU transmitter, misleading the SUs to believe
that the spectrum bands are occupied by the PU. Robust
spectrum sensing [8] and resource allocation are two key
enabling technologies for cognitive radio (CR). The former
mainly concerns how to reliably recognize the existence
of the unused spectrum bands and the latter concerns
how to maximize the utilization of the recognized unused
spectrum bands. For instance, in [9] a hybrid PUEA defense
strategy based on a combination of energy detection and
variance detection is proposed. The authors in [10] proposed a
robust cooperative spectrum sensing that considers an always
present PUEA. For a smart PUEA, who is able to perform
spectrum sensing and send its signal in a planned way, the
authors in [11] proposed a new spectrum sensing scheme.
In [12], the authors study resource allocation problem for
OFDMA-based cognitive radio systems. A subcarrier and
power allocation schemes for a hybrid overlay and underlay
spectrum access mechanism are proposed in [13]. In [14], a
distributed power allocation algorithm for underlay CRNs
is proposed, where channel gains between SUs and PU base
stations are uncertain.

In most of existing designs for CRNs, robust spectrum
sensing and resource allocation are implemented separately.
That is, in the first step, robust spectrum sensing makes a
relatively reliable decision on whether the primary signal
is present or not. Then this decision is transferred to the
next step. Based on the information got from the first step,
a resource scheduling module could accomplish the power
allocation and/or spectrum band assignment task. In this
paper, we study the joint design of robust spectrum sensing
and resource allocation in OFDMA-based cognitive radio
systems. The feasibility of this idea is as follows.

Firstly, robust spectrum sensing has the ability to make
a relatively reliable classification of PU signals and PUEA
signals not just distinguish vacant bands from occupied
bands. Secondly, conventional resource allocation assumes a
secure environment and did not utilize the information of
imperfect classification of PU signals and PUEA signals got
from robust spectrum sensing. Recently, a valuable work [15]
has revealed that robust resource allocation, which takes into
account possible spectrum sensing errors occurring due to
the presence of PUEA signals in the environment, is more
efficient than conventional resource allocation. The scenario
that the authors in [15] considered is composed of a primary
and a secondary transceiver. This scenario is simple and the
proposed resource allocation scheme is based on OSAM,
which does not utilize the underused spectral regions.

Due to the uncertainty present in the secondary base
station- (SBS-) to-SU channel, underlay SU subcarriers may
experience relatively better channel qualities, whereas the
channel quality between the SBS and an overlay SU subcarrier
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FIGURE 1: System model.

can be poor. Therefore, to increase the overall spectrum
utilization, the SUs may need to utilize not only the unused
frequency bands but also underutilized frequency bands in
a given geographical location and in a particular time. In
this paper, considering the factor of the not fully reliable
spectrum sensing results due to the PUEA, we propose
a robust cooperative spectrum sensing-assisted multiuser
resource allocation scheme (Rope-Alone) for OFDM-based
CRNs. We showed that joint design of a robust cooperative
spectrum sensing and a resource allocation outperforms the
separated design. The proposed Rope-Alone can be used not
only with an OSAM but also with a HOUSAM.

The rest of the paper is organized as follows. In Section 2,
the system model is introduced and the problem discussed
in this paper is formulated as an optimization problem.
Section 3 presents the details of the solution for our proposed
Rope-Alone. The results of numerical tests are presented in
Section 4, followed by conclusions in Section 5.

2. System Model

2.1. Overall Description. In this paper, as shown in Figure 1,
we consider a downlink transmission scenario consisting of
a centralized primary user network (PN) and a centralized
cognitive radio network. An attacker attempts to fool the SUs
in the CRN by transmitting PUEA signals, whereas the CRN
endeavors to distinguish PU signals from PUEA signals and
arrive at an optimal resource allocation scheme. As shown
in Figure 2, the total available bandwidth licensed to the PU
is equal to W which is divided into N subcarriers of equal
width Af. #/ = {1,...,N} is the set of subcarriers. The
CRN which employs an OFDM scheme includes a secondary
base station (SBS) and K SUs and operates on a frame-
by-frame basis. & = {1,...,K} is the set of SUs. At the
beginning of each frame, each SU;i € ./ carries out robust
spectrum sensing to determine the vacant subcarriers and
distinguish PU signals from PUEA signals in the occupied
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FIGURE 2: Example of the total available bandwidth.

subcarriers. Then, each SU; sends its sensing results through
the uplink reporting link to the SBS. Based on the reports
collected from the SUs, we assume the SBS can perfectly
differentiate vacant subcarriers from occupied subcarriers.
Also, we assume that the SBS can distinguish between the
PU and the PUEA signals in occupied subcarriers imperfectly.
With the imperfect knowledge of the PU activity in occupied
subcarriers, the SBS performs resource allocation, that is,
channel or spectrum band assignment and power allocation,
and feeds back the decisions to all SUs through the downlink
broadcast link.

In this paper, perfect synchronization is assumed between
FC and SU. This is because the IEEE 802.22 standard has
defined Quiet Periods (QPs) where spectrum sensing is
performed and SUs are not allowed to transmit. CRNs can
synchronize their QPs through an offset synchronization
technique using beacons [16]. In a centralized CRN, the FC
distributes synchronization information through the control
channel [17]. It is reasonable to assume that SUs are able to
synchronize with the FC.

In downlink transmission scenario shown in Figure 1,
there are four interference links: (1) between the primary
user’s transmitter (PT) and the secondary user’s receiver (SR),
let hf,i denote the channel fading gain between the PT and
the kth SR in the nth subcarrier; (2) between the attacker’s
transmitter (AT) and the primary user’s receiver (PR), let
h* denote the channel fading gain between the AT and the
PR in the Ith subcarrier; (3) between the AT and the SR,
let hfi denote the channel fading gain between the AT and
the kth SR in the nth subcarrier; (4) between the SBS and
the PR, let 1;* denote the channel fading gain between the
SBS and the PR in the /th subcarrier. Furthermore, the link
between the SBS and SR is the downlink broadcast link; let
hi,sn denote the channel fading gain between the SBS and the
kth SR in the nth subcarrier. These instantaneous channel
fading gains are assumed to follow a Rayleigh distribution
and we assume these instantaneous fading gains are known
at the SBS. Specifically, we assume that the SU can estimate
instantaneous fading gains and report to the SBS through the
uplink reporting link [18].

2.2. Modeling of the Imperfect Robust Cooperative Spectrum
Sensing. Robust spectrum sensing can not only distinguish

vacant subcarriers from occupied subcarriers, but also make
arelatively reliable decision on the classification of PU signals
and PUEA signals. In order to exploit this extra information,
we will quantify the accuracy of classification and provide this
to the subsequent resource allocation module to improve the
spectrum utilization efficiency.

Each SU senses the subcarriers periodically and makes a
local decision about the presence of the PU signals and PUEA
signals based on its own observations. The local decisions
are to be sent to the SBS in consecutive time slots based
on a time division multiple access (TDMA) scheme through
the uplink reporting link. The reported local decisions are
combined at the SBS, as shown in Figure 2; all of these
subcarriers S = {1,..., N} will be divided into three parts
[15]: the set of vacant subcarriers V, the set of subcarriers O
occupied by the PU, and the set of subcarriers O occupied
by the PUEA. Note that intersymbol interference (ISI) and
intercarrier interference (ICI) are two factors of degrading
the OFDM system performance. The shorter time of SU
occupancy of the estimated free carriers may result in ISI.

Furthermore, mobility of the SUs generates Doppler fre-
quency spread, which may destroy the orthogonality between
subcarriers. The loss of orthogonality (of the carriers) at the
SUs results in ICI [19]. Many methods have been proposed
to combat ICI. Among these methods, adaptive subcarrier
bandwidth is one of the representatives. The authors in [20]
reveal that increasing the subcarrier bandwidth (i.e., decreas-
ing N) can reduce ICI. However, as the subcarrier bandwidth
increases, the ISI also increases. Therefore, the subcarrier
bandwidth selection is a tradeoff between decreasing the
subcarrier bandwidth to eliminate the ISI and increasing the
subcarrier bandwidth to reduce the ICI.

We can write

s=vuo'uo?, 0"'not=g. 6)

Due to the imperfect robust spectrum sensing, there
would be errors in classification of OF and O*. Let p,
denote the real state in which the PU is sending signals over
subcarrier I (I € OF U O%), and let P; denote the estimate
of p; by robust spectrum sensing. Similarly, we denote ¢; to
indicate the real state in which the attacker is sending PUEA
signals over subcarrier I (I € OF U O%), and let ¢ denote the
estimate of ¢; by robust spectrum sensing.

So when the signal is from the PU, the probability that the
SBS falsely classifies it as from the attacker is p}; =Pr(e | p.
When the signal is from the attacker, the probability that the
SBS falsely classifies it as from the PU is p}a = Pr(p; | e).
Note that the probability of detection of PU signals and PUEA
signals can be written as p;, = Pr(p, | p) = 1 - p? and
pf =Pr(egle)=1- p}), respectively.

Here, let us define Pr(p; | p;) as the probability that the
SBS classifies the signals to be from the PU when it is indeed
from the PU, and Pr(e; | €) as the probability that the SBS
classifies the signals to be from the PUEA when it is indeed

from the PUEA. Hence, we use & and o to evaluate the
accuracy of classification for the PU signals and the PUEA



signals. Formally, these two probabilities which will be used
in the subsequent resource allocation are defined as

o =Pr(p | p)= p; (1(71;1) (2)
E
o' =Pr(e|8) = %g)’), 3)

respectively. The probability of Pr(p;) in (2) and the proba-
bility of Pr(¢;) in (3) can be rewritten as Pr(p;) = pg Pr(p;) +
p?Pr(el) and Pr(¢) = p}Pr(e)+ p?Pr( 1), respectively, where
Pr(p;) denotes the probability of presence of the PU which is
signal in the subcarrier I, Pr(e;) denotes the probabilities of
presence of the PUEA signal in the subcarrier /.

2.3. Modeling of the Resource Allocation Problem in the
Presence of an Attacker. In this paper, the goal of resource
allocation is to maximize the total transmission rate of K
SUs while keeping total interference introduced to the PU
subcarriers below a certain threshold and total power below
a constraint.

The capacity for the nth subcarriers used by the kth SU is
calculated via the Shannon formula as [21]

ss |2
Prn )hk,n

s
o+ lk,n + ]k,n

i, = Aflog, [ 1+ (4)

where p , is the transmission power of the kth SU for the

nth subcarrier, o? denotes the additive white Gaussian noise
(AWGN) variance, iy, denotes the interference introduced to
the nth subcarriers of the kth SU due to the transmission of all
PUs, and j,, denotes the interference introduced to the nth
subcarriers of the kth SU due to the transmission of PUEA
signals.

The sum capacity of the kth SU is

ss |2
pk,n hk,n

SN
o+ lk,n + .]k,n

N
Tkn = Afzck,nlogz 1+ > (5)

n=1

where C;,, can have only value of either 1 or 0, indicating
whether the nth subcarrier is used by the kth SU or not, as
only one SU can occupy a particular subcarrier.
Mathematically, the objective is to find the optimal
exclusive subcarrier assignment policy C,, and power
allocation policy py, jointly such that the CRN system
throughput is maximized, while satisfying the interference
temperature constraint required by the PU on each channel

Mathematical Problems in Engineering

and the power budget of the SBS simultaneously; that
is,

ss |2
pk,n|hk,n

K N
max A ZZ knlogz 1+ m
N N

CienPicn =1 n=1

s.t. Cl: Pr (I < It(}ll)) >a, leO’u0O?

C2: C,=1{0,1}, VkeH, Vnes

K (6)
C3: Y Cpy=1, Vnes

C4: pp,20, VkeH, Vnes

CS . ch,npk,n < PT’

where P denotes the total power budget, I(I) denotes the
interference introduced to the /th subcarrlers of the PU due to
the transmission of all SUs, and I 1, denotes the interference
threshold for the /th PU subcarriers. Cl are the interference
constraints for all PUs subcarriers; it can be guaranteed that
the interference introduced to the Ith PU subcarriers remains
below a specified interference threshold It(}ll) with specified
probability a [12]. C2 and C3 indicate each subcarrier can be
allocated to only one SU. C4 and C5 are the transmitter power
constraints.

In the subsequent section, this optimization problem
will be deduced in detail; an optimal subcarrier-and-power
allocation can be obtained.

3. Robust Cooperative Spectrum Sensing-
Assisted Multiuser Resource Allocation

The optimization problem considered here is similar to the
conventional resource allocation problem, except for the
added interference to the CRN due to the presence of the
attacker and the modified interference constraints Cl got
from robust cooperative spectrum sensing algorithm. In the
following, we derive three kinds of interferences. Then, we
formulate the objective function with the constraints in (6)
and propose the Rope-Alone.

3.1. PU-SU Interference. This is the PN interference on the SU
subcarrier. Since the waveform of the PU activity is unknown,
an elliptically filtered white noise process is assumed as PU
signal [22]. We assume that <DIPU(w) is the power spectrum
density of the PU signal at subcarrier /; then the interference
introduced by the Ith PU subcarrier to the SU k that is using
subcarrier # can be calculated as follows [22]:

%AD—M

d,+Af]2 PU
[ ol e )
d,~Af)2

where d, ; is the frequency distance between subcarrier n and
subcarrier /.
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The interference introduced by the PU subcarriers that

are correctly detected in the set O, imposed to the SU k that
is using subcarrier #, can be written as

PPU
’k n Z X Y (8)
leO?

The interference introduced by the PU subcarriers that

are incorrectly detected as PUEA signals in the set O%,
imposed to the SU k that is using subcarrier #, can be written

as
i, = (1=a)ip, (). )
leOA

Thus, the interference introduced by the PU signal to the
SU k that is using subcarrier n can be written as

. P A
ikn = e + By (10)

3.2. PUEA-SU Interference. This is the PUEA signal interfer-
ence on the SU subcarrier. As an attacker attempts to fool
SUs via mimicking the characteristics of the PU signal, the
interference introduced by the /th PUEA subcarrier to the SU
k that is using subcarrier # can be calculated as follows:

d+Af/2 .
A ) = |HES J o, () do, (1)
d,=Af/2
where @, (e’*) is the power spectrum density of the PUEA
signal.

Then the interference introduced by the PUEA subcarri-
ers that are incorrectly detected as PU signals in the set OF,
imposed to the SU k that is using subcarrier #, can be written
as

jllcj,n = Z (1 o )lkn OF (12)

leOP

Similarly, the interference introduced by the PUEA subcarri-
ers that are correctly detected as PUEA signals in the set O,
imposed to the SU k that is using subcarrier #, can be written
as

]-]:‘tn _ A.EA (l)

% Yen

leOA 13)

Thus, the interference introduced by the PUEA signal to the
SU k that is using subcarrier n can be written as

jk,n = ]If,n + ]I?,n (14)

3.3. SU-PU Interference. This is the CRN interference on the
PN. Since SBS-SU is an OFDM signal, we assume an ideal
Nyquist pulse shaping; the power density spectrum of the nth
subcarrier in the SU subcarrier can be written as [22]

@7 (f) = ( Sinﬁ;T )2, (15)

where p, is the power loaded in the nth subcarrier and T is
the symbol duration.

The interference, introduced by the SU k that is using
subcarrier n, to the Ith PU subcarrier (I € OF U O?) can be
written as follows:

hspl Jdn'l+Af/2
-

d, —Af[2

d,+Af]2 . 2

P2 i sintfT 16

~Cop i [ (2 Yy 09
d,-af2 \ 7if T

i () = Cy,, o)’ (f)df

= Ck,npn'hfprf (dn,l) >

where

f () =1, |

dn*tAf[2 ( sin7tf T,
dn,l_Af/Z

d 17
o ) g W)
Using similar methods discussed in Section 3.1, the interfer-
ence introduced by the SUS’ signal to the /th PU subcarrier
(I € O U O?) can be written as

K N
Q)= Yaig, (), 1O, (18)
k=1 n=1
K N
=YY (1-o)i,O, €0 (19
k=1 n=1
respectively.

Hence, the C1 constraint in (6) can be written as

(Ih“’i > chnal puf (dy) <1V ) leOF,

k=1 n=1
(20

sP|? S &
Pr<|hl | ZZCM(I
k=1 n=1

)
- “ZA) pnf (dn,l) < It(h > a,
(1)
e O™
Since the amplitude fading gain |h;"| is Rayleigh distributed

with known parameter ;, the distribution of |1"|* is an
exponential distribution. Hence, (20) can be written as

1 -exp
2/\1 Zk 1 Zn 1 Ckn(xl Ck npnf (dnl)

1eO”.
(22)
Equation (22) can be rewritten as
K N v I(}ll) b
Cin® Cepppf(dy) < ——2——, leO.
k;n; kn® CrnPnf (dyy) A —In(1-a)]
(23)



Similarly, (21) can be written as

0

I
Ck,n (1 - (xiA) Ck,npnf (dn,l) < m’

M=
M=z

=
I
—
By
Il
—

le O
(24)

3.4. Subcarrier Allocation. The optimization problem defined
by (6) is a mixed binary integer programming problem which
is generally hard to solve. We decouple the optimization
problem into two separate problems: a subcarrier allocation
problem and a power allocation problem. In order to max-
imize the CRN system throughput, we allocate a particular
subcarrier to a CR user that has the highest channel gain to
interference and noise ratio (CINR).

Taking the background noise and interference from PU
signal and PUEA signal into consideration, the CINR at SU k
that is using subcarrier n can be expressed as

ss |2
|hk,n

o+ lien + Jkn

Yin = (25)

Theorem 1. Using the subcarrier allocation in (26), the
optimization problem in (6) is decoupled into two separate
problems, and the decoupling is optimal

1, k=k"
Cr, = 26
b {o, k#k* (26)
k" = argmax y,, (27)
Proof. The proof is shown in Appendix A. O

3.5. Power Allocation. After the subcarrier allocation, the
optimization problem defined in (6) is turned into

K SS
Pin hkn
A 1 1+ —————
i fz Z 0g2< 0% +ip, + jin

k=1 n=Cy

K
s.t. CI: Z Z (Xfck,npnf (dn,l)

k=1 n=Qy
0
<—— %  J1e0f
A -a] ¢
S (28)
C2: Z Z Ck,n (1 - (XiA) Ck,npnf (dn,l)
k=1 n=Qy
0]
Ith l € OA

<L —Q,
21, [-1n(1 - a)]

C3:p, 20, VkeH, VnelN
K

C4: Y'Y pi,<Pp
k=1 n=Qy
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where ;. denotes the set of subcarriers allocated to the kth
SU according to (26).

Theorem 2. The optimal power allocated to nth subcarrier that
the kth SU is using can be written as

* —
pk,n -

1x <ln2 [9 + Z ﬁzfxlpf (dn)

leO?

+ Y p(1-af') f(dyy)

leOA

-1
) (29)

+
] VkE%,nEQk,

2 . .
_0 + lk,n + ]k,n

SS
'hk,n

where [x]" = max(0,x), 0, B (I € OoP), and p (e 0*) are
Lagrange constants.

The proof of Theorem 2 and the method of calculating the
optimal power allocation py, and the Lagrange multipliers
are given in Appendix B.

3.6. Proposed Rope-Alone. The whole process of the proposed
Rope-Alone can be summarized in Algorithm 1.

4. Simulations and Discussions

4.1. Simulation Settings. We give simulation results to evalu-
ate the performance of the proposed algorithm in this section.
The total available bandwidth (W), which is equally divided
into 16 OFDM subcarriers, is assumed to be equal to 8 MHz.
So the bandwidth Af is 0.5MHz for each subcarrier. The
values of T, and o have been taken to be 4 s and 107’
Watt, respectively. We assumed that there are K = 4 SUs.
The channel fading gains h;*, h,isn, and hfi are assumed to
be Rayleigh distributed with mean values of —46 dB, —40 dB,
and —54 dB, respectively. In addition, the channel fading gain
h;” is assumed to be Rayleigh distributed with mean values of
—46 dB. The transmit power of the PU is assumed to be 0.1 W.
The probability a, with which the interference introduced to
the PU Ith subcarrier remains below the threshold Itlh, is equal
to 0.95.

We also assume that, after the robust spectrum sensing,
all of these subcarriers will be divided into three parts:
V =[1,2,6,7,8,12,13,16], O” = [3,4,5,9,10], and O* =
[11,14,15]. To analyze the performance of the proposed
Rope-Alone, we give the detection performance of the robust
spectrum sensing being used. Given P}J =0.06, the PY is equal
to [0.99, 0.98, 0.97, 0.98, 0.96] over subcarriers in the set
OF. In addition, the Pj is equal to [0.97, 0.98, 0.96] over
subcarriers in the set O*. The probability of PU activity in
each subcarrier follows normal distribution with mean 0.7
and variance 0.01.

4.2. Impact of Power Budget. For a given value of interference
threshold Itlh = 5x107° Watt for PU subcarrier [,] € O'U 0%,
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The Proposed Rope-Alone

through the uplink reporting link.

Step 4. If the conditions of

9n+1< ZZ%)

k=1n=0y
)
n+1 Ith _ o
o\ 24 [~ In(1 - )] 2.5

n+1 I(l
P\ 20 C (1 - )]

S 6

and

k=1n=Cy

Step 1. Each SU performs local robust spectrum sensing on each subcarrier,
then sends the sensing results and the channel state information to the SBS

Step 2. The SBS performs subcarrier allocation according to (26) and set

appropriate initial values to the dual variables 0, 5 and p for Vk, n € Q.

Step 3. calculate the value of p° = {p; , > 0;Vk,n € O} from (29).

Step 4. Substitute p®* and the dual variable into (B.6)/(B.7)/(B.8), update the dual variables.

> Y o pe (@)

22(1 o)pr, f(d, ))

are satisfied simultaneously, then terminate the algorithm. Otherwise, jump to Step 3

<gleOF

<eleO?

ALGORITHM I: Robust cooperative spectrum sensing-assisted multiuser resource allocation scheme.

we study the performance of the proposed Rope-Alone and
conventional scheme [12] in subcarrier-and-power allocation
in Figure 3. The conventional scheme in subcarrier-and-
power allocation makes no distinction between the subcar-
riers in set OF and the subcarriers in set O* and extends
the same protection to all subcarrier I, I € O U O%. In
Figure 3, we have plotted the maximum system throughput
of the CRN versus the total power budget for Rope-Alone
and conventional scheme with the HOUSAM. In this figure,
we have also plotted the maximum system throughput of
the CRN for Rope-Alone and conventional scheme with
the OSAM. It can be observed that both schemes with
the HOUSAM achieve higher transmission rate compared
with OSAM. Furthermore, regardless of the spectrum access
mechanism (OSAM or HOUSAM) being used, the achievable
maximum system throughput for the Rope-Alone is greater
than that of the conventional scheme.

In Figure 3, we also observed that, for the conventional
scheme when the power budget exceeds 180 mW, the max-
imum system throughout becomes roughly constant, while
for Rope-Alone this power budget threshold is approximately
370 mW. This is due to the fact that, when the power budget
exceeds a certain threshold, these schemes will operate in the
interference-limited scenario; that is, interference constraints
Cl in (28) become the boundary constraint, and the total
power loaded on all subcarriers became a constant and does
not change with power budget increases. To gain a clearer
vision of how much power can be loaded into different sub-
carriers under diffident power budget, Figures 4 and 5 provide
the power loading profile for Rope-Alone and conventional
scheme under various spectrum access mechanisms with
the power budget of 160 mW and 300 mW, respectively. In
Figures 4 and 5, we also have fixed the values of Itlh =5

x 107, From Figure 5, it can be observed that the power
loaded in some subcarriers with Rope-Alone is much higher

x107
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FIGURE 3: System throughput versus total power budget for various
schemes.

than that with conventional scheme as expected. We find
that, owning to the assist of robust cooperative spectrum
sensing, the proposed Rope-Alone could exploit spectrum
opportunity more effectively; that is, making full use of the
sensing information to some extent means better system
performance.

4.3. Impact on Energy Efficiency. We define an energy effi-
ciency metric, y, as the ratio between the system throughput
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FIGURE 5: Power profile for various schemes (power budget =
300 mW).

and the total achievable transmission power. To see the
performance of energy efficiency of the Rope-Alone and the
conventional scheme allocation schemes, we further plotted
the energy efficiency y versus the total power budget for
both schemes with HOUSAM and OSAM. In Figure 6, we

have fixed the values of Itlh = 5x 107 for all I. From
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FIGURE 6: Energy efficiency y versus total power budget.

Figure 6, we notice that the energy efficiency of Rope-Alone
is higher than that of conventional scheme, regardless of the
spectrum access mechanism (OSAM or HOUSAM) being
used. We also find when the power budget is over 220 mW, the
energy efliciency of the HOUSAM based scheme is smaller
than that of the OSAM based scheme. However, in Figure 3,
we find that the achievable system throughput with the
HOUSAM based scheme is higher than that of the OSAM
based scheme when the power budget is over 220 mW. This
fact demonstrates that the performance improvement of the
HOUSAM based scheme comes at the expense of energy
efficiency.

4.4. Impact of Interference Threshold. Figure7 shows the
impact of interference threshold Itlh on the system throughput
in different schemes. For this plotting, we have used power
budget P = 100 mW. We can see that, for all schemes, the
system throughput increases almost linearly as the inter-
ference threshold Itlh increases up to a certain value of
interference threshold and then it becomes roughly constant.
The reason behind this is that, for the given power budget,
with the interference threshold increasing, the interference
constraint is no longer a boundary constraint, but the power
budget becomes the boundary constraint which restricts the
improvement of the system throughput. Moreover, we can see
that Rope-Alone outperforms the conventional scheme under
all spectrum access mechanisms.

4.5. Impact of Secondary Users. The system throughput versus
number of secondary users for various schemes is shown in

Figure 8. In this figure, we have fixed the values of I, = 5

x 107 and the total power budget P; to be 250 mW. It is
shown that the system throughput increases with the number
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of SUs. This is mainly because the more the number of SUs
in CRN, the more likely for the CRN to have high quality
channel. In addition, the Rope-Alone performs better than
the conventional scheme regardless of the number of SUs.

4.6. Impact of the Accuracy of Detecting the PUEA Signal. We
evaluate the impact on the system throughput when varying
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FIGURE 9: System throughput versus the accuracy of detecting the
PUEA signal.

the accuracy of detecting the PUEA signal for the robust
cooperative spectrum sensing. In Figure 9, we have fixed the

values of Itlh to be 5 x 1077 Watt and total power budget
to 100 mW. We have plotted o (the accuracy of detecting
the PUEA signal) versus system throughput for various
schemes under consideration. The value o;" is determined by
the performance of robust cooperative spectrum sensing to
differentiate PUEA signal from PU signal. Higher a;* means
less ambiguity between PUEA signals from PU signals. As can
be observed from Figure 9, the system throughput increases
as oclA increases as expected. When oclA is close to 1, the
improvement in system throughput with HOUSAM is much
higher than that with OSAM.

5. Conclusion

How to maximize the system throughput of OFDMA-based
CRN while keeping the interference introduced to the PU
below certain thresholds in the present of a PUEA is a chal-
lenging issue. To address this problem, we studied the joint
design of robust spectrum sensing and resource allocation in
OFDMA-based CRN and formulated a joint design scheme as
a convex optimization problem. The Lagrange duality theory
has been introduced to solve this problem. To further exploit
the underutilized spectrum bands, we also have evaluated
the performance of the proposed scheme in the hybrid
overlay/underlay spectrum access mechanism. Simulation
results have confirmed the superiority of our proposed Rope-
Alone compared to conventional resource allocation scheme
under various spectrum access mechanisms. These results
also have shown that the Rope-Alone achieves higher energy
efficiency than conventional scheme. The proposed Rope-
Alone is mainly for stationary SUs and may be applicable
to low speeds; an interesting challenge ahead is to design



10

a robust resource allocation scheme applicable to OFDMA-
based medium/high speed mobile CRN. Since the high
mobility of the SU leads to Doppler frequency spread, which
will give rise to intercarrier interference. Such intercarrier
interference severely affects the performance of OFDMA-
based CRN.

Appendices
A. Proof of Theorem 1

Let us prove Theorem 1 with reduction to absurdity. Assume
an optimal subcarrier allocation exists and SU k; in the
nth subcarrier with the highest CINR y, ,. However, the
nth subcarrier is assigned to SU k, with the CINR y ,
smaller than y, ,,. Let us assume that the optimal power p;_,,
is allocated to SU k, in the nth subcarrier which satisfies
constraints C1-C5 in (6). If we allocate nth subcarrier with
the power py , to SU k;, the constraints C1-C5 will still be
satisfied. But CRN system throughput in (6) will be higher as
VinPryn > Vi nPk,ne Therefore, assigning the nth subcarrier
to SU k, is not optimal. Hence, Theorem1 is proven by
reduction to absurdity.

B. Proof of Theorem 2

To make the optimization problem in (28) tractable, we solve
it by considering its Lagrange dual problem. It is known that if
the optimization problem is convex, the duality gap is zero. As
aresult, the optimal solution obtained by the duality problem
is the global optimal solution of the primary problem [23].
The optimization problem specified in (28) is convex with
respect to the optimization variable py .

Firstly, by introducing nonnegative dual variables 0, 8 =

(Bi>Bas-- > Borl and p = [p1, pss ..., po ], the Lagrange
function is given by

n

K Px his
Lppp0)= 5 Y g (14 Ll )

k=1 n=Qy
19
+ —_—_—
lezof’<ul[ In (1 - a)]
< P
_Z z % Prnf (dn,l)>
k=1 n=0y
10
+ —_—_—
le%,f’l <2Al [~In(1-a)]

(1-a8) ponf w)

(B.1)
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where p = {p;,, = 0;Vk,n € Oy}, |OP | is the cardinality of the

set OF and |O%| is the cardinality of the set oA
Secondly, Lagrange dual function can be obtained by

D(B,p.6) = maxL(p, B, p.0), (B2)
and the dual problem can be written as
= taopingee” B£0): (B3

The dual problem in (B.3) can be decomposed into the
following two sequentially iterative subproblems.

Subproblem 1 (Power Allocation). Given the dual variable 6,
P and p, for Vk, n € (), the objective function (B.1) is
maximized when the derivative with respect to py ,, is zero;
the optimized power allocation for each subcarrier can be
written as

Prn [lx <ln2[6+ Z/}lal d,;)

1eOP

+ ) —“zA)f(dn,z)D (B.4)

leO*

2 . .
_O- + lk,n + ]k,n

+
'hSS ] N Vk, ne Qk'
k.n

Subproblem 2 (Dual Variable Update). The optimal dual
variable can be obtained by solving the dual problem:

(ﬁopt’ Popt’ eopt)

(B.5)

g, max min[L(6.5..0)]

where p°**

= {pr, = O;Vk,n € O} The Lagrange
multipliers B, p°*', and 6°*" in (B.5) can be calculated using
the interior point method; here we can use a subgradient

update method (a generalization of gradient) [23]:
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7
n+1 _ ﬁn _ th
! ! 2N, [~ In(1 - a)]
T B7)
_Z Z (xl pkn ) 5
k=1 n=Qy
leOb,
¢
n+l n n th
= — A -
i [PI p (ml Cin(1—-a)]
.
o A 5
_Z Z (1 - )Pk,nf (dn,l) >
k=1 n=Qy
le0O?,
(B.8)

where nis the iteration number and A is the iteration step size.

According to the theoretical results in [24], the above
dual variable updating method is guaranteed to converge to
the optimal solution, as long as the iteration step chosen is
sufficiently small.

Abbreviations

AT: Attacker’s transmitter

CINR: Channel gain to interference and noise
ratio

CR: Cognitive radio

CRN: Cognitive radio networks

HOUSAM: Hybrid overlay/underlay spectrum access
mechanism

OFDM: Orthogonal frequency division
multiplexing

OFDMA:  Orthogonal frequency division multiple
access

OSAM: Overlay spectrum access mechanism

PN: Primary user network

PR: Primary user’s receiver

PT: Primary user’s transmitter

PU: Primary user

PUEA: Primary user emulation attack

Rope-Alone: Robust cooperative spectrum
sensing-assisted multiuser resource
allocation scheme

SBS: Secondary base station

SR: Secondary user’s receiver

SU: Secondary user

TDMA: Time division multiple access

USAM: Underlay spectrum access mechanism.
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