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Abstract - Encryption algorithms play a vital role in information 
security systems. The study discovers the progress of Encryption 
algorithms in terms of their diversity of applications. Some of the 
Encryption algorithms have been developed to make transmission 
and storage of data more secured and confidential. Different levels 
of securities are offered by different algorithms depending on how 
difficult is to break them. If it is difficult to recover the plain text in 
spite of having substantial amount of cipher text then an algorithm 
is unconditionally secured. This study provides evaluation of eight 
of the most common encryption algorithms namely: DES, 3DES, 
AES (Rijndael), Blowfish, RSA, RC2, RC4, and RC6. From our 
analysis we came to conclusion that the best algorithm is the one 
which fulfills our need of security and speed. We come with new 
design of encryption algorithm based on AES or RSA or RC4, 
various scripts on NS2 or MATLAB or SCILAB, simulation 
environment of encrypted wireless network based on NS2 or 
MATLAB or SCILAB. We will implement newly proposed 
encryption algorithm on simulated environment and also test 
performance of proposed algorithm on wireless simulated network. 
We come with design and implement technique to store encrypted 
data on secondary storage device. 
 
Keywords - Algorithm, cryptography, Cipher, Encryption, Network 
Security 
 

I. INTRODUCTION 
 
Cryptography usually referred as "the study of secret", presently 
is attached to the definition of encryption. Encryption is the 
process of encoding information with the use of an encryption 
key  in a way that third parties cannot read the encoded 
information. The encoded information is termed as 
unreadable ciphertext. 
 
The importance of encrypting data is more pertinent in light of 
the mushrooming applications and globalization of 
communication. It is an indispensable for applications like 
email, electronic transactions, digital cash, and so on. 
 
Data encryption procedure are classified on the type of security 
keys used for encrypt/decrypt the data. The categories are: 
Symmetric encryption and Asymmetric encryption techniques. 

Symmetric Encryption – Where single key is used. 
Asymmetric Encryption – Public Key Cryptography where two 
keys are used, the key that is known to public is called public 
key and the key that is familiar only to the user is called private 
key. 
 
Security mechanisms require specific algorithm or protocol for  
encryption  and  decryption  purpose, as  well  as  for  creating  
of  sub  keys  to  be mapped to plain text for generating cipher 
text.  
 
Security services and mechanisms can be viewed in the model 
which is developed by the participants having secret data and 
protects the data from unauthorized users.   
 
As the security of encrypting models is directly related to the 
key length, if we increase the key length the more will be the 
security of the algorithm.  
 
Algorithm is supposed to be safe if the value of the encrypted 
data is lesser than the cost involved to break an algorithm. 
 
Also it is safe if the amount of data required to break the 
algorithm is greater than the quantity of data encrypted with a 
single key.  
 
An algorithm is unconditionally secure if, it is difficult to 
recover the plain text in spite of having substantial amount of 
cipher text. 
 
A. The Ways of Conversion of Plain Text 
 
A block cipher processes one block of elements at a time as 
input and producing an output for every input block.  Stream 
cipher processes element continuously as input and generating 
output single element at a time, as it goes ahead.  
 
B. The Type of Operations Used For Conversion of Plain Text   

to Cipher Text 
The base of all Encryption algorithms is the two general 
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principles.  
 

 Substitution: In which every one element in the plain text is 
mapped to another element.  

 

 Transposition: In which the elements are rearranged in the 
plain text.  

 

Most of the systems involve multiple stages of substitution and 
transpositions.  

 
C. The Number of Keys Involve 
 
In the system if  the  same key used by sender  and  receiver,  it 
is  referred  as  single  key,  secret  key, symmetric  or  
conventional encryption. In the system if the sender and the 
receiver each use a different key, it is referred to as two keys, 
public key or asymmetric encryption.   
 

II. STUDY OF SOME COMMONLY USED ALGORITHMS 
 
Development in Encryption algorithms is constant to provide the 
best protection. Here we compared some commonly used 
algorithms:  

 
A. DES Algorithm 

 
The symmetric algorithm known as the Data Encryption 
Standard (DES) was considered as main standard for encrypting 
data. DES encrypts data 64 bits at a time because DES is a 64 
bit block cipher. 
 
By researcher [19] it is very necessary for embedded 
applications to protect important data. The implementations of 
the DES (data encryption standard) algorithm based on 
hardware are low cost, flexible and efficient encryption 
solutions.  
 
B. Triple DES 
 
Today Triple DES increases the key size of DES by using the 
algorithm thrice in succession with three different keys. To get 
the combined key size of 168 bits (3 times 56) it is not within 
the reach of brute-force techniques as utilized by the EFF DES 
Cracker.  
 
DES could not match up with advancement in technology so it 
is no longer suitable for security.  
 
As DES was commonly utilized at that time, the rapid result was 
to launch 3DES which is safe enough for most purposes  
While studying [30] it is recommended the use of 3 DES with 3 
different keys as it has effective key length of 168 bits. Two-key 
variation is another variation of 3 DES (K1 and K3 is same) 
reduces the effectual key size to 112 bits which is not more 

secure. Two-key 3DES is extensively used in electronic 
payments industry. The CPU power consumed by 3 DES is 
three times as more CPU Power as compared to its predecessor 
which is significant performance hit. 
 
In the form of Triple DES the algorithm is considered to be 
practically secure, in spite of having theoretical attacks. 
 
C. BLOWFISH Algorithm 
 
Blowfish algorithm was first introduced in 1993. It is a 64-bit 
block cipher and variable length key. Though this algorithm is 
widely used in software applications it can also be optimized in 
hardware applications. None of the attacks are known to be 
successful against this. As provided by Bruce Schneier one of 
the world's famous cryptologists and the president of 
Counterpane Systems. The Blowfish algorithm is one of the 
most known public domain encryption algorithms 
 
By researcher [28] it was proved in throughput and power 
consumption in decryption the Blowfish algorithm is the better 
than other algorithms. The second point observed is that RC6 
algorithm requires less time than all algorithms except Blowfish 
 
D. AES Algorithm 
 
While studying [23] Due to AES algorithm’s powerful 
encryption, complicated procedure and its resistance to Brute-
force attack it is widely accepted. SubBytes(), ShiftRows(0), 
MixColumns() functions of an AES round are designed to 
thwart cryptanalysis via the methods of “confusion” and 
“diffusion”. AddRoundKey() function actually encrypts the 
data.  
 
By researcher [1] the modifications to AES algorithm are 
performed on the rounds of the algorithm. These changes made 
it hard for the attacker to judge a pattern in the algorithm there 
by enhancing the complexity of the encryption process.  
 
From researcher [2] Cryptography deals with the features of 
information securities as confidentiality, data integrity, entity 
authentication, data origin authentication and also it is the study 
of Mathematical methods for secured communication in the 
presence of hurdles.  
 
For wired/wireless communication a high speed security 
algorithm is definitely important and necessary. The symmetric 
block cipher plays a vital role in the bulk data encryption. 
Currently advanced encryption standard (AES) is one of the 
efficient symmetric security algorithms to provide data security. 
By researcher [13] the best use of the Advanced Encryption 
Standard (AES) that can be used as an error correction algorithm 
with a perspective of reducing the power as a unit of secured 
wireless communication to correct mistaken errors and its 
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implementation. The planning of data encryption unit and key 
schedule unit has been optimized due to their low power AES 
crypto module and this could be applicable to wireless sensor 
networks. The detailing of low power design methods used to 
design low power AES module is also done by them. 
 

By researcher paper [14] an overview of present cryptanalysis 
research on the AES cryptographic algorithm is done by them. 
Discussion is done on the impact by each technique to 
strengthen the algorithm in national security applications. The 
conclusion in the paper is with an endeavour at a forecast of the 
beneficial life of AES. 
 
E. RSA Algorithm 

 
One of the well known public key cryptosystems for encryption 
of blocks of data, key exchange or digital signatures is the 
Rivest-Shamir-Adleman (RSA) cryptosystem. 
 
The level of speed and security of RSA algorithm is affected by 
some important parameters. The complexity of decomposing 
RSA algorithm into its factors increases by increasing the 
modulus length which plays an important role, due to which the 
length of private key will increase and so hard to be decrypted 
without decryption key. The length of encrypted message will 
comparatively change if the length of message is changes.  
 
While studying [3] when the era of electronic email was awaited 
to arise that time RSA was introduced. Two important ideas 
were implemented by it: 
 
 Public-Key Encryption:  The person with the correct 

decryption key can decipher an encrypted message because 
in RSA algorithm, encryption keys are public, but the 
decryption keys are not. 

 
 Digital Signatures: It is important for the receiver to verify 

that transmitted messages are actually originated from the 
sender (signature), and have not just come from there 
(authentication). It is done with the sender's decryption key, 
using the corresponding public encryption key later the 
signature can be verified by anyone. Therefore the signatures 
cannot be forged. So, no signer can later refuse having 
signed the message. 

 
From researcher [4] with some modification, the SRNN (Short 
Range Natural Number) is same as to RSA algorithm. The 
security of the cryptosystem is increases by this modification. 
They have suggested a method for executing a public-key 
cryptosystem whose security resides in part on the difficulty of 
factoring big numbers. If the security of their method proved to 
be sufficient, it can permit secure communications to be setup 
without the use of envoys to carry keys. They found RSA 
algorithm with the length of modulus 1024 bits with 512 bits 

chunk size is finer in speed but some feeble in security . 
By researcher paper [17] present a software designed for remote 
visualization of medical images with data security transfer. This 
interface is implemented under MATLAB environment. The 
implementation of the image cryptography system uses the RSA 
algorithm with 64 bits private key length. More they introduced 
a comparison study between the obtained performances and 
those computed with other algorithms such as DES and IDEA. 

 
F. RC2 Algorithm 
 
While studying [31] RC2 is a 64-bit block cipher having a 
variable key size and using 18 rounds. As a source-heavy feistel 
network the rounds are arranged, with 16 mixing rounds and 2 
interleaved mashing rounds. The 18 rounds are executed using 
the below mentioned interleaved sequence:  
 Perform five mixing rounds.  
 Perform one mashing round.  
 Perform six mixing rounds.  
 Perform one mashing round.  
 Perform five mixing rounds.  
The key-expansion algorithm is used by RC2 because of which 
an increase in key size consisting of 64                 (16-bit words) 
is produced depending upon intricate way on each bit of the 
supplied not consistent length input key. A mixing round has 
four applications of the "mix-up" transformation. Mashing 
round is done by adding single 16-bit words of the expanded 
key. 
 
G. RC4 Algorithm 
 
While studying [6] RC4 algorithm is used in Wired Equivalent 
Privacy (WEP) and Wi-Fi Protected Access (WPA), these are 
encryption protocols often used on wireless routers.  It was 
widely used for its speed and simplicity. For strong encryption 
typically 16 byte keys are used, but due to export restrictions 
shorter key lengths are also widely used.  
 
By researcher [7] Analysis based on the result of different 
variables of the RC4 algorithm were examined. The file size and 
the implementation time as a function of the encryption key 
length was examined; this has been stated as security and 
complexity. The results have been examined and elucidate as 
mathematical calculations depicting the relationship between the 
analyzed data and so can be used to speculate any future 
conduct of the algorithm under different conditions. 
 
While studying [18] after some research on the web to find an 
interesting cryptographic primitive to implement, they decided 
to implement RC4 stream cipher as it was most widely used and 
it is used by important and famous protocols and standards such 
as SSL, TSL, WEP, as well it was known for its efficiency and 
simplicity. 
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H. RC6 Algorithm 
 

While studying [22] the RC6 algorithm is a block cipher that 
was one of the finalists in the Advanced Encryption Standard 
(AES) competition. Since RC6 is an evolution of RC5, 
evolutionary differences will be noted accordingly. The 
development leading to RC6 has provided a simple cipher 
providing numerous opinions and enough security in a small 
package.RC6 consists of three components:  
 
 A key expansion algorithm  
 An encryption algorithm 
 A decryption algorithm 
 
While studying [20] presents an initial analysis of security 
offered by RC6 block cipher. Analysis reveals that RC6 is 
highly resistant to linear and differential cryptanalytic attacks, 
which are presently two very effective analytical attacks on 
block ciphers. 
 

III. GENERAL STUDY 
 
By researcher paper [15] provides a beneficial comparison 
between three well known symmetric key cryptography 
algorithms: DES, AES, and Blowfish. The performance of 
algorithms under different settings is the main concern here; the 
presented comparison takes into consideration performance of 
the algorithm and the behavior when different data loads are 
used. These parameters key size, block size, and speed are the 
base of comparison. 
 
By researcher paper [16] a proposal of a combination of DSA, 
RSA and MD5 as a hybrid link for wireless devices was made. 
They had also considered case study for Manet networks so that 
they could suggest the applications of proposed algorithm. 
 
By researcher paper [21] implements some of the commonly 
used, Symmetric encryption techniques in MATLAB software 
i.e. AES and BLOWFISH. The paper compares avalanche effect 
due to one bit discrepancy in key keeping the plaintext constant, 
bit discrepancy in plaintext keeping the key constant, memory 
required for implementation, key length, input block size, output 
buffer size, simulation time required for messages of different 
length and number of rounds needed for complete processing. 
 
By researcher [9], to improve security for confidential 
communication in wireless sensor network, a new byte block 
cipher algorithm with well defined chaos and Feistel structure 
has been studied. The cipher algorithm was perceived in the 
Micaz node, and experiment in wireless sensor network for 
confidential communication was done successfully. The cipher 
algorithm needed additional RAM memory 61 bytes and ROM 
memory 4144 bytes. The cipher algorithm is Feistel structure 

and nonlinear chaos; it holds the best of the DES, RC6 and 
SKIPJACK cipher algorithms. The result exhibits that the 
algorithm is safe at a high level and needs a little memory. 

 
While studying [10], [11] in the world of network security, one 
faces a number of threats from attackers, from miss 
configurations of infrastructure or network-enabled devices, or 
even from simple outages.  

 
By Researcher paper [24] wireless security is indicated by using 
the common security standards like (802.11 WEP, 802.11i WPA 
and WPA2) and give the study of six of the well known 
encryption algorithms for wireless devices on power 
consumption that is: AES, DES, 3DES, Blowfish, RC2, and 
RC6. A comparison has been done for those encryption 
algorithms at different positions for all algorithms such as 
battery power consumption, divergent sizes of data blocks, 
dissimilar data types, data transmission through wireless 
network and lastly encryption/decryption speed. 
 
While studying [25] the RC4 algorithm is used for encryption 
purposes by the WEP security protocol. RC4 is a stream cipher, 
a cipher that encrypts each byte of data being sent one byte at a 
time. Several of the new algorithms have been tested and seem 
to correct - or at least mitigate - the typical problems associated 
with the current WEP implementations. As the wireless industry 
continues to grow, the hope is that wireless networks will 
eventually be as secure as their modern day wired counterparts. 

 
While studying [26] in the network and internet applications one 
of the most challenging aspects is security.  The idea of selective 
encryption into the purpose of data protection mechanisms was 
launched by them. A sender includes proper unpredictability in 
the process of message encryption by using stochastic algorithm 
and probabilistic methodology so that other unauthorized 
junction is unaware of the transmitted messages on the whole 
and only entrusted receiver can decrypt the cipher text. Without 
compromising the security of the transmission the computation 
time and power is reduced by selective encryption algorithm. 
All messages are not necessary to be encrypted through 
selective encryption so that the complete data transmission can 
be seen to be secure entirely. Selective encryption can reduce 
the processing time and scalability of data transmission is 
improved.  
By researcher paper [30] their evaluation amongst DES, 3DES 
and AES within nine factors, which are key length, cipher type, 
block size, developed, cryptanalysis resistance, security, 
possibility key, possible ACSII printable character keys, time 
required to check all possible key at 50 billion second. AES is 
better than DES and 3DES was proved in the Comparative 
Study was done between them.  
 
By researcher [31] the comparison of single encryption and 
multicrypt encryption was done and result was analyzed in the 
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form of advantages and disadvantages. They selected AES for 
single type encryption and DES, 3DES, AES & RC2 for 
Multicrypt encryption scheme. In a selected document single 
type encryption uses one encryption algorithm while two or 
more algorithm are used by multicrypt for encryption of the 
same document. After analysis single encrypt is not so much 
secure but a speedy process where as multicrypt is more secure 
but is a time taking process and also needs to remember so many 
password/Keys and initial vectors. Single type encryption is 
enough for security of personnel document, while multicrypt is 
good option to secure important files and documents for 
corporate and business purpose.  
 

IV. EVALUATION OF SELECTED ENCRYPTION ALGORITHMS 
 
By researcher [27] 
 
 Compared to algorithm DES it was found 3DES still has low 

performance.  
 

 When the results are displayed there is no significant 
variation either in base 64 encoding or hexadecimal base 
encoding.  

 
 It is concluded that Blowfish followed by RC6 has superior 

performance than other common encryption algorithms used 
from the simulation results. 

 
 In terms of time consumption it was analyzed that RC2 has 

drawbacks over all other algorithms.  
 

 It was analyzed that AES has superior performance than 
RC2, DES, and 3DES.  

 
 They also derive the similar result for audio and video files 

similar to as in text and document. 
 

By researcher paper [28] presents the importance of wireless 
networks and various threats faced by them. To secure the 
wireless networks various techniques can be used. In 
information security systems encryption algorithms play a vital 
role. On the other hand, those algorithms put CPU load and 
consume battery fast. This paper provides evaluation of 
encryption algorithms like AES, DES, 3DES, RC2, Blowfish, 
and RC6. Blowfish is found to be the finest encryption 
algorithm when evaluation was conducted for those encryption 
algorithms.  
 
By researcher paper [29] gives an in-depth study of symmetric 
key encryption algorithms like RC2, RC4, RC5 and RC6. 
Among those algorithms the RC6 algorithm utilizes a varied 
number of bits ranging from 8 to 1024 bits and encrypts data 16 
times. That is why it is impossible for a hacker to decrypt it. 

Table 1 describes comparative study of selected encryption 
algorithms from researcher paper [27], [28], [29] & [32]. The 
algorithms selected are DES, 3DES, AES, Blowfish, RSA, RC6, 
and RC2. 

TABLE I 
COMPARISON OF VARIOUS SELECTED ENCRYPTION ALGORITHMS 

 

Sr.No. Algorithm 

 
Block 
Size 

(Bits) 
 

Key Size 
(Bits) Evaluation 

1. DES 64 56 Insecure block 
cipher. 

2. 3DES 64 112 or 
168 

Slower than other 
block cipher 

3. AES 128 256 

In terms of time 
consumption and 
throughput it has 
Advantage over       
DES, 3 DES and 

RC2. 

4. Blowfish 64 
32-448            
(128 By 
Default) 

 

In throughput and 
power consumption 

It is better than 
other algorithms. 

5. RSA 
Any byte 

length 
 

1,024 
to 

4,096 bit 
 

Some symmetric 
Encryptions are 
faster than RSA 

6. RC2 64 
8-1024         
(64 By 

Default) 

Despite of small key 
size used 

performance and 
throughput are low. 

7. RC4 
2,064  
(1,684 

effective) 

40 - 
2,048 

Very fast stream 
cipher 

8. RC6 128 
128, 192  

or  
256 

Except Blowfish 
RC6 requires less 

time than all 
algorithms. 

 
 
V. EVALUATION ON THE BASIS OF GENERAL POINT OF VIEW 

 
From our analysis we can derive results that no "best" 
algorithm; there are only those that meet your needs and those 
that don't. Your needs are security and speed - choose 
accordingly. I gave some fairly generic suggestions above. 
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VI. CONCLUSION 
 
Our study provides evaluation of eight of the most common 
encryption algorithms namely: DES, 3DES, AES (Rijndael), 
Blowfish, RSA, RC2, RC4, and RC6. After reviewing about 
work there is still chance for design and implement encryption 
algorithm for entirely secured computer networks. We come 
with design new encryption algorithm based on AES or RSA or 
RC4 and Implement encryption algorithm on simulated wireless 
network. 
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