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Abstract- With the danger/ risk of data theft 
looming large over the horizon of the Internet user 
involved in e-banking, online shopping, 
transaction etc. it becomes imperative to identify 
the dangers involved and employ security checks. 
Usually big stores have secure SSL [1] connections 
to be used by the owners of credit cards. Use of 
base64 encoding instead of hexadecimal and 
similarly using AES-128[2] cipher algorithm 
certainly heightens database security because 
these methods ensure high security where as they 
shorten the length of the encrypted string. 
Carrying forward these two above stated methods 
i.e. base64 encoding and AES-128 cipher 
algorithm, a more secure approach will be to use 
random number generator in which is required 
only to store the 8-byte random component 
instead of full 16 bytes. The existing methods of 
encryption are also not fool proof for high end 
professionals. The main thrust of this paper is to 
identify, pinpoint and find the solutions for the 
inherent dangers involved in the database storage. 
 
Keywords: E-banking (Electronic-Banking), AES 
(Advanced Encryption Standard) 
 

I. INTRODUCTION 
 

More than 60% of organisations in India feel that 
they have taken enough measures to secure their 
databases. But actually large corporate databases are 
not as secure as their executives think. The threat is 
not only for their customers’ privacy and safety, but 
their own corporate secrets also. Corporate database 
linked security is a two-pronged problem. New 
threats and vulnerabilities [3] keep surging up making 
it difficult for database executives and security 
managers to keep up. The other part is even more 
important that every company’s security problems are 
different, making it almost impossible to find fool 
proof solutions. 
 

Use of base64 encoding instead of 
hexadecimal and similarly using AES-128 cipher 
algorithm certainly heightens database security 
because these methods ensure high security where as 
they shorten the length of the encrypted string. 
Carrying forward these two above stated methods i.e. 
base64[4] encoding and AES-128 cipher algorithm, a 
more secure approach will be to use random number 
generator in which is required only to store the 8-byte 
random component instead of full 16 bytes. 

Although there have been constant efforts 
being made to ensure fool proof database/ Credit card 
transaction security none of the already stated 
encryption methods[5] can be said to be ultimate. The 
area of database security keeps offering new 
problems with every coming new day. As such those 
involved in creating security measures have to go a 
step ahead of the shrewd hackers and in this area sky 
is the limit. 
 

II. CREDIT CARD VULNERABILITIES 
 

The main thrust of this paper is to identify, 
pinpoint and find the solutions for the inherent 
dangers involved in the database storage where the 
buyers are fast taking to the on-line 
shopping/transactions in the fast changing scenario of 
sale purchase of various items. Talking about the few 
possible risks and dangers [6] involved in the 
possibility of hacking the queries of a prospective 
buyer, the intruder can twist tamper and change the 
contents of the query to his/her benefit.  

With the danger/ risk of data theft looming 
over the horizon of the Internet user involved in e-
banking, online shopping, transaction etc. it becomes 
imperatives to identify the dangers involved and 
employ security checks. Usually big stores have 
secure SSL [7] connections to be used by the owners 
of credit cards. It can be safe if this database is solely 
used by the said store. In case the same is Internet 
connected database, it will be a welcome cake walk 
for the clever hackers. Similarly ‘password mode’ 
encryption [8] is also open to risks. In the light of the 
above symmetric encryption Electronic Code Book 
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(ECB) was put to use considering it to be a better 
tool. Two modes – Cipher Block[9]  Chaining (CBC) 

or Counter Mode (CTR) have been employed as 
security measures by a few, however, these methods 
of encryption[10] are also not fool proof for high end 
professionals. 

According to Ryan Nichols [11] the most 
common risks involved are: Unauthorized access by 
insiders, "Brute Force" attacks, incorrect usage, and 
Personal hardware collection. In addition, some of 
the hidden dangers that simply leave databases 
exposed to security threats can cause equal harm and 
include such vulnerability cases[12] as Data-at-rest 
(unencrypted information), Sensitive data, Poor 
application architecture, Password vulnerability, 
unlocked database, and Vendor bugs. 

For example Mr Ramesh presents his credit 
card. If you press the button you will get a real credit 
card from the biggest online shop database. The user 
who clicked on the button in the middle of the screen 
received detailed information on a randomly chosen 
card and Ramesh claimed to have stolen more than 
50 thousand individual credit card records from the 
databases of Creditcard.com [13]- a processor of credit 
cards for hundreds of e-commerce sites. It can be 
taken as an example of a hacker who exploited the 
vulnerability in SQL Server database of Microsoft 
product 
 

III. CREDIT CARD INTERNAL 
WORKING PROCESS 

 
A credit card [14] is used now a day for 

purchase online and making its payment also online 
later. The code on the credit card stands for specific 
information related to the card holder. The initial 
digits stand for the financial institution while the 
succeeding ones tell about the account number. The 
last one called a 'check digit' is an essential security 
item. During the reading process of a credit card the 
sum of odd digits is multiplied by three, and then 
included to the sum of the even digits, and when 
added to the check digit the resultant should be a 
multiple of ten. The black stripe[15] on the backside is 
the part which reads when the card is swiped. Each 
stripe has several tracks of minute magnetic particles. 
These minute particles provide certain required 
information. The machine reading all this information 
is known as a magstripe reader.  

 
 
 

                                   

 
 

Fig: 01 Steps involved in online transaction 
          
 

IV. CREDIT CARD HACKING 
TECHNIQUES 

 
A hacker operates in many ways to acquire 

credit card number from his soft prey. It is commonly 
known as phishing. According to this technique [16], 
the hacker pretends to be an officer having a link 
within an organization. The hacker sends to email 
account holders an instruction to alert the receiver to 
follow the prescribed instructions before the credit 
card is cancelled. 

 
 

 
Fig: 02 Transaction using SSL Connection 

 
 
 

 
 

Fig: 03Transaction using MITM SSL Connection 
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The user unaware of the fraud is likely to insert his 
credit card, giving number, his name and allied 
information without being aware that he is going to 
be a victim of an online hacking. Hackers [17] employ 
another way for hacking credit card numbers through 
a website, because these intruders only need hacking 
the systems of online buyers/sellers. In this way they 
find out the database where the buyers/sellers store 
the credentials. Another way of hacking is the use of 
online process of buying. For example young persons 
are allured by the website with attractive adult 
content that they find enticing. It is obvious that the 
website is only fake, a trap for obtaining information 
of the credit card. 

Radio-frequency identification (RFID) [18] 
credit cards are easy prey for hackers. Credit cards 
can be read through clothes and wallets. Kristin Paget 

[19] says that it is vulnerable to an uber-stealthy form 
of pickpocketing. Giving demo with a Vivotech 
RFID credit card reader she bought on eBay for $50. 
Paget wirelessly read a volunteer’s credit card 
onstage and obtained the number and expiry date of 
the card, along with the one-time CVV number to 
authenticate payments [20].  

Just a second later, she used a $300 card-
magnetizing tool and encoded that data onto a blank 
card. Thereafter she used a Square attachment for the 
iPhone that allows anyone to swipe a card and 
receive payments. She paid herself $15 of the 
volunteer’s money with the counterfeit card she had 
just created. It showed that these RFID credit cards 
were also not free from hacking risks [21]. 

 
V. CREDIT CARD DATABASE 

SECURITY TOOLS 
 

With the increase of financial risks and database 
security hazards as a result of database leaks[22] more 
and more high end organisations are taking to better 
security policies in order to protect their information 
that is considered private and personal, such as credit 
card, in a better way. This information being highly 
protected has to be guarded while using it. It has to be 
securely deleted when it is being used or needed. 
There have been instances when some credit card 
databases left behind temporary files containing vital 
information, or old spread sheets having credit card 
numbers, buried in sub directory. 

There have been new security guards for 
database protection every other day but the shroud 
hackers find a key to the latest protections. As such, 
no security/ discovery tool can be said to be the 
ultimate one. Among the exciting database 
protections Tokenisation [23] is being used widely. It 
is the process used in lieu of sensitive data with 
unique identification symbols. It retains all the 

necessary information about the data without 
compromising with its security. Tokenisation seeks to 
minimize the amount of data required. With a 
minimum cost, it has become a popular mode for 
small and mid-sized businesses that helps in the 
security of credit card and e-commerce transactions. 
As compared to older systems in which credit card 
numbers were stored in databases and exchanged 
freely over heterogeneous networks, the process of 
tokenisation is much more difficult for hackers to 
gain unauthorised access to card holder’s data. 

Another security tool commonly used is 
Cornell Spider [24]. It is available in two versions - 
Linux and Windows. Although the first one is called 
the Linux version, it is not Linux-specific. It works 
with the other operating systems like UNIX, such as 
Free [25] BSD and Open BSD. The Windows version 
contains most of the functionality of Linux version 
with some changes in Windows functionality. Unlike 
Linux versions it does have a graphic user interface 
(GUI). But it lacks other features such as the ability 
to decode more obscure file compression formats. 
Spider is especially good at weeding out false 
positives with the use of a ‘magic number’ style file. 
Spider has its own limitations the present production 
version fails in finding credit card numbers which are 
encoded as 16 unbroken ASCII digits.  

It also does not attempt to validate any credit 
cards numbers against the Luhn algorithm2 [26] to 
avoid false positives. Currently Windows-beta 
version of spider is in vogue which attempts to 
validate credit card numbers with the help of 
algorithm to find numbers which do not contain 
dashes or spaces. Spider may have some limitations, 
however, the tool is being widely used because is 
supports compressed files searches, and it can feed 
file data to a central analysis server over a network in 
an encrypted manner.  

It has low false positives and it logs each 
match and shows the unmatched data before and after 
each match. Moreover it is free and source code is 
available. The only limitations are that it is time 
consuming installation procedure and many 
dependencies are required for manual installation. It 
is more prone to false negatives.  

SENF [27] is yet another command line tool 
that is written in Java. The SENF tool does not help 
in location of matches in a matching file; however, it 
certainly lets you set a threshold on the number of 
matches in a single file. It is easy to install and can be 
run from removable media without a Java virtual 
machine installed SCNF. It can be run from the 
command line. However, it is also not free from 
shortcomings. It has high false positives; no source 
code is available [28]. It only lists the matches for each 
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file instead of the specific matches and the 
surrounding data in the file. 

 
Last but not the least EnCase Forensic [29], 

also referred as Encase is a commercial product 
floated by Guidance Software. It is mainly a general 
computer forensics tool. It is used for finding credit 
card numbers as well as Security numbers. Encase 
also uses a regular expression engine like most free 
tools. For credit card numbers, Encase contains a 
script (EnCase’s embedded scripting language) called 
EnScript. It finds numbers encoded with ASCII digit 
characters which conform to the Lohn algorithm. 
Encase is beneficial because it comes with a good 
script for finding credit card numbers and there is a 
large user community using it. It has nice graphic 
user interface (GUI) and commercial support. It has 
the limitation that it is not free and it does not come 
with any sophisticated methods [30]. It is somewhat 
complex; consequently, it is less preferred as 
compare to other tools. 
 

VI. CONCLUSION 
 
Encrypted data related problems of 

computing have caused innumerable new attractive 
techniques. Most of the latest research in 
cryptography at present is the result of this. A 
solution to the security problems regarding 
outsourced databases are likely to be solved if the 
data are properly encrypted on both ends- front end 
and back end. At this stage Homomorphic encryption 
seems to offer a viable and dependable solution to the 
problem at hand. From the above discussion it is 
established, without and iota of dough, that so far no 
hunky-dory protection/security of database 
information has been achieved. A more effective 
system comprising really smart credit card with 
compatible swipe-machine has to be devised which 
may establish the true identity of a genuine card 
holder by displaying his/her image and finger print on 
the interface attached to the swipe machine. If the 
fresh print and the image are Okayed only then the 
transaction should further proceed. It will be the first 
step of forestalling sneaking of database at the back 
end. Of course it will be imperative that only the 
owner of the credit card will be able to use it to avoid 
database leakage. Hence security measures should be 
adopted at the both ends –front end and back end. 
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