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ABSTRACT:

Indoor localisation is in demand for a variety gphcations within the built environment. An ovdrablution based on a single
technology has not yet been determined. The aithisfpaper is to gain insight on Signal Strengthmitasing by a special kind of
WiFi Monitors in comparison to the commonly knowngerprinting method for the purpose of a 3D indoawigation system.

Ttwo different WiFi based localisation techniquae gested during the MSc Geomatics DaRen SynthesgecPin the Hubei

Provincial Museum, China.

The first method detects the beacon frames sershiaytphones, laptops and other WiFi enabled dewicesnge using Libelium
Meshlium Xtreme monitors. Their MAC addresses areldignal strength is measured by the Meshlium X¢ramd stored on an
external database. We call this method WiFi monitprThe second method a Wifi enabled device, dilsenartphone, measures the
signal strength of multiple Wifi Access Points #nge to localise itself based on a previously esaadio map. This method is
known as WiFi fingerprinting.

Both methods have some advantages and disadvantadesntages of the common way of WiFi fingerprigtiare that the
implementation costs are relatively low, becauss iisually possible to use (a part of) the exisiiFi AP infrastructure. WiFi
fingerprinting can reach a relatively high accuracythe order of magnitude of meters. Finally, theation granularity can be
adjusted to what is necessary for the purposeeointtioor localisation. This makes it employabledawide range of purposes.

The question remains how suitable these method$oara 3D indoor navigation system for the Hubedvincial museum. One

important aspect is the localisation-granularitgessary for the application. In a museum it ismeatessary to know the exact X,Y
position of a user (such high accuracy is unnecgssaore important is to know in which room theeuss located so the

information on exhibitions can be presented andstading point of the navigation can be determined

Both methods can track the user and tell the roorartehe is located at. Although WiFi smartphone iasimg may have a low

update frequency it is still suitable for a navigatsystem for a museum since visitors usually dpaore than a couple of minutes
within a room.

1. INTRODUCTION from the museum point-of-view. The museum shouldyiven
insight on the behaviour of people and the amodintemple

The research was focused on two Wi-Fi based la@t#diz  present in the museum.

methods, Wi-Fi monitoring and Wi-Fi fingerprintingsing the
existing WLAN infrastructure. The first method dete the
beacon frames send out by mobile devices, laptopsother
Wi-Fi enabled devices in range using Libelium Masghl
Xtreme monitors - Wi-Fi monitors (Libelium, 2013)hile in

2. WIFI MONITORING

The Meshlium Xtreme router launched by Libelium pamy is
the Wi-Fi monitor that is used in the current pobjevieshlium

the second one a mobile application receives sigtrahgth
measurements from multiple access points and caspgaem
with the values obtained in a previous (trainindgpage. The
main question that needs to be investigated is boitable

these methods are for a context aware 3D indooigaton

system for the Hubei Provincial museum. The sysiemands
a few requirements of the localisation part. Thesnimportant
requirement is to provide the location of the userthe

application so that the right starting point in thavigation

network to be assigned. A second requirement Eadgide the
room in which the user is located to be able torimfthe user
on the exhibits in that room. Moreover, the systeas to be
able to provide the real time location of the ugssides these
user- and application- requirements, there is alsequirement

Xtreme is a multiprotocol router for wireless sensetworks
designed to connect ZigBee, Wi-Fi and Bluetooth sensothe
Internet through 3G connectivity. It allows the etgton of any
device working with Wi-Fi or Bluetooth interfacesich as
iPhone and Android devices. In this research tivicdas going
to be used to detect mobile devices through theirFW
connection. The information read from each usetheyWi-Fi
monitor contains:

- The MAC address of the wireless interface, whitlovs
identifying it uniquely.

- The strength of the signal (in RSSI quality (0-%)0from
signal strength -90 dBm and -40 dBm)

- The vendor of the Mobile device (Apple, Nokiag)et
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- The Wi-Fi Access Point where the user is conne¢ifeany).
Users not connected to an AP will be showed ag 'lisers"”.
The recorded data can be stored in a local or darred
database. The Wi-Fi monitor is plugged into the @owhich
allows the administrator to read the data when eotad to the
device. However, if the Wi-Fi monitor is connectéal the
internet, the records can be sent to an exterrtabdsae. This
makes it possible for the administrator to accassdata from
any place when provided with Internet connectioibélium,
2013).

During the testing phase the benefits and drawbatkse Wi-
Fi monitors were revealed. The major issue with WeFi
monitors is that the interval between two succéssfans of the
same mobile device is large (a couple of minufBisg scanning
cycle of the Wi-Fi monitors is set at 5 secondmwst cases and
even 2 seconds at times, but still the intervalvbeh two scans
is between a minute and a couple of minutes. Ehisast likely
due to the active scanning of the mobile devicebktha interval
between probe requests. Probe requests are the actins by
the mobile device. "During active scan, the cliemtes its IEEE
802.11 radio to the channel being scanned and bastsl a
probe request in order to listen to any availabtébp responses
from APs on the specific channel with the matchBgID"
(Sidiropoulos et al., 2012). A directed probe rexisidet the
client send a name-specific SSID request on whiehspecific
SSID will response. A broadcast probe with a n8IL3 will
cause all the APs to respond and these requestbecaitked
up by the Wi-Fi monitor. For a mobile device thataisleep, it
sends out a probe request every minute. When thieileno
device is in stand-by it sends out a request exeyseconds.
Only manual scanning for networks by the user carease the
interval (Cisco, 2013). The interval between thebproequests
and the scanning cycle of the Wi-Fi monitors caubesWi-Fi
monitors to miss some requests, which leads tetadrgervals
than necessary. For localization purposes the muirgerval
between two scans is too big, because within a tmiauuser
can already be moved from one room to the otheso Al is
desirable for a localization system that all WifRonitors, in
our case two, to scan the user at the same times.céhnot be
guaranteed with our Wi-Fi monitors. A smaller inarbetween
consecutive probe requests would be a solutioncém ghe
mobile devices more often. According to Musa antkdson
(2012) a smaller interval can be achieved by "oppustic AP
emulation”. Besides the broadcast probes a mobilieelsends
out frequently, it also frequently sends out dieeictprobe
requests for a specific SSID that it has been &ssakto in the
past. The idea is to change the SSID of the Wi-&nitor in a
SSID that the user has used in the past. In getigsabSID can
be well known providers that are in the memory ahgnmobile
devices. When the mobile device tries to assoacidte the
"known" SSID, it will encounter a different secyriprotocol
than it has remembered for that SSID. Because inatan
connect to the AP with the unknown security protatawill
continuously sending out null packets to see if Mireis still
there. In that way the theory on how the Wi-Fi ntoniwill
receive additional probe requests is explainedorbctise, the
performance was not improved.

The second issue was that not all mobile devices weanned
by the Wi-Fi monitor. Especially newer devices tetido be
invisible in the logs. At a certain time, one okse newer
devices did show up in a log of one Wi-Fi monitait Inot on
the other. Apparently, one of the Wi-Fi monitorsdhbeen
previously updated and the other was not. Afteratipd the
Wi-Fi monitor, the newer mobile devices were scahne

2.1 Implementation of the Wi-Fi Monitors

Being aware of the disadvantages of the Wi-Fi maosjtéor
determining the implementation of these devicesatheantages
are equally important. All mobile device types atetected
which makes this method accessible for all usersluding
users of Apple devices. Also the possibility torstell the data
externally on a database is a big advantage. ;whly all the
data can be reached from any location without teednfor
information from the mobile device of the user. STHast
advantage can be used for providing information the
museum. It has been demonstrated the direction hef
movement of people can be computed and also theiranud
people can be calculated by using information ptediby the

—

Wi-Fi monitors. The museum managers can retrievis th

information every moment of the day from their cartg,
without specific information from the user.

3. FINGERPRINTING TECHNIQUE

Fingerprinting is a commonly used indoor localiaatimethod
due to the high accuracy of location determinatéond low
costs of implementation as it is usually possibleise (a part
of) the existing infrastructure (Haojun et al., 2D1Another
advantage is that this technique can have a highatitm
calculation frequency, also called location graritya This
means that the location calculation frequency @adjusted to
what is necessary for the purpose of the indooalipation.
This makes it employable for a wide range of puesos
However, there are also some important disadvastefyé/i-Fi
fingerprinting. Firstly, implementation is extremeltime
consuming since the offline phase takes a lotroétand effort
(Machaj and Brida, 2012). Secondly, fingerprintinged not
work well in open spaces due to the lack of unigignal
strengths in such spaces (Lu et al.,, 2013). Thirthgre are
many external circumstances that influence the racguof the
localization. For example, the presence of publicusing
different kind of mobile devices influences the swad signal
strength and thus the accuracy of the measurenfidiat®t al.,
2008). Finally, an important disadvantage of tl@shnique is
that Apple devices are excluded from this localimatmethod
because they are not able to carry out a Wi-Fi siace all

such sniffer applications are banned (WlanBook, 2013

Fingerprinting is based on comparing the uniquenaiglata
from a source send at a particular location witladio map of
data (Fallah et al., 2012). Localization based ingéfrprinting
technique includes two phases, an offline phase @mlohe

phase. The offline or training phase is about ctilhg the data
for the radio map and in that way obtaining a ugmigignature
of signal strengths of different access points aitltipie

locations at the research area. The online phadades the
comparison of the received signal strength valoeth¢ radio
map and in that way give the approximate locatibthe user
(Rehim, 2004).

3.1 Theory

In this research a Wi-Fi fingerprinting applicatioreated in the
Wuhan University was used. This application makes af the
Parametric Signal Strength Distributions for looati
determination described by Rehim (2004). As it hisady
been stated, the process consists of two phasesfitme and
online phase.
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In the offline phase a radio map is created, sigtr@ngths of
the present access points are measured and prdcdsse
assumed that the signal strength is normally tisted. The
location of the various access points is unknowmckvreduces
the problem to defining the parametric distributiitting the
signal strength as if it would come from a singbeess point.
The parametric distribution is defined by calculgtithe
probability density function (pdf) of the Gaussidistribution.

In the online phase the users measurement (sigealgshs s) is
compared to the previously created radio map alotation x
with the highest probability P is selected andmegd. To find
the highest probability of certain signal strengétsa certain
location, once again the Gaussian distributionsisdu(Rehim,
2004).

4. WI-FI MONITORED FINGERPRINTING.

“Fingerprinting techniques are especially apprdpriéor the

range of frequencies in which GSM and Wi-Fi netveooperate
(aprox. 850 MHz to 2.4 GHz) because of two mairsoea: the
signal strength at those frequencies presents portant spatial
variability, and also a reliably consistency in ¢irfdespite the
variable nature of radio signals)" (Martin et aRp10).

Additionally, the authors state that the fingerpirig methods
already proved to be able to deliver better acéesacompared
to propagation-based methods. An attempt has beste for
localization with only two Wi-Fi monitors. The Wiknonitors

were already taken into account in the WLAN-infrasture in

the fingerprinting method for the DaRen applicatidherefore
the data needed for fingerprinting is already preda the

database of the Wi-Fi monitors.

Similar as with normal fingerprinting an offline gbe is needed
to create the radio map. All the reference points a@ready
measured for the actual fingerprinting method & aRen
application, however a radio map has to be credtkd.RSSI
measured by both Wi-Fi monitors for every referepoit is
required to create a radio map of this method. &taet time of
every measured reference point is known, whichtiteast 4
minutes, including the MAC-address of the mobileide that
was used for measurement. A query in the databasdilter
the data, so that the different RSSI values renmairiiie given
reference point and Wi-Fi monitor. The averagethe$e values
are taken into account. This has been done folyaeference
point for both monitors until a table is createdhaX, Y and
RSSI thus creating the radio map.

4.1 Comparison.

There are some advantages and disadvantages wicthed as
compared to the original fingerprinting which aresodissed
below:

1. The advantage of Wi-Fi monitoring fingerprintisgms from
the fact that no additional application is requitedscan the
APs and derive the RSSI. On the other hand, Wi-Fitacs
are more expensive than the regular APs used figinal
fingerprinting.

2. Additional advantage is that all the data isexdodirectly in
the database. The data is accessible every monfighe alay
and in thus can provide real-time information te thuseum.
Adding additional Wi-Fi monitors will enrich the formation
provided thus improving the quality. Furthermorehenw the
data is stored in the database, it is possible rovige
information to the user about the location of otheople thus
enabling him to avoid crowded exhibits. This alsmlides

people who are not using the application, but whty diave
their Wi-Fi enabled on their mobile device. On titeer hand,
the downside of storing data in the database rblateprivacy
issues as users should give permission to letghication use
their location for different purposes.

3. The interval between two consecutive scans tighWi-Fi
monitors is relatively big and a smaller intervalrequired for
localization. Visitors of the museums tend to walkw and
therefore give the Wi-Fi monitors the opportunity ¢can the
users while they are still in the same place. Haggthis is not
a suitable for localization purposes.

4. Besides the differences in method, there is alsdference
in signal strength. A comparison has been made dmtwthe
signal strengths measured by the Wi-Fi monitors medsured
by the mobile device. Measurements are used fraim devices
scanning

each other at the same time. A conversion for ideat strength
from the mobile device is necessary. The mobileicdev
measures in dBm, while the Wi-Fi monitor measurealityuin
percentage where the dBm is between -90 and -40.

5. PRIVACY ISSUES

The 3D indoor navigation system DaRen falls in taegory of
location-based services (LBS). LBS uses the usettitocdo

deliver a service. Privacy is a serious issue B&land it can
have a great impact on the success of these servine
example of this, are the recycling bins of the campRenew
(Datoo, 2013). This company installed recycling shiwith

screens in the city of London that can show adsements to
people that are close. In some of these bins Reasvinstalled
tracking devices to detect and track mobile deyisesthat the
advertisements to be personalised for each moewNice. The
problem with this system was that MAC-addressestraicked
without the consent of the user and therefore tlaeking

system in the bins was not allowed by the city ohdon.

Besides the legal concerns, there are also thesusmmcerns
about their privacy, such as who receives this tiona
information, for which purpose and for how longtisised and
stored (Xu et al., 2009). For DaRen project, itnportant to

investigate both legal and user concerns so tleasugrivacy to

be protected. So, that then these concerns caakbn tare off
in the system, if they apply. In this section, tfiggivacy is

discussed where both user concerns and legal conaee

addressed. After that, it is investigates whethesé concerns
are applicable for the DaRen project and if thesecems are
applicable how these concerns should be takenotare

5.1 Privacy

Often, privacy is described as the right to be dédhe (Warren
and Brandeis, 1890). This right is also been reamghby the
United Nations as a fundamental right in The UN uénsal
Declaration of Human Rights (Loenen and de Jong,7R00
There are different kinds of privacy. In this cas@ormation
privacy, in which information is regarded as peedatata, is on
interest. Personal data is regulated by the privawg of each
country.

5.2 User concerns

Lot of research concerning the privacy concernssefs using a
LBS has been conducted. Those studies reveal tleas ase
concerned about loss of privacy when using LBS (Xuale

2009). The different concerns can be categorizdédiungroups:
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collection, unauthorized secondary use, errors amgroper
access. Collection reflects the concern about theneiwe
amount of personally identifiable data collectedl atored in
databases. Secondly, unauthorized secondary wseoist the
concern that information is collected from indivéds for one
purpose but is used for another secondary use wmiittansent.
Errors reflect the concern that protection agailediberate and
accidental errors in personal data is inadequaterdper access
is the concern that data about individuals areilgadailable
to people not properly authorized view or work withta. The
abovementioned concerns should be considered irekign
and implementation of the application. Especialg fproper
communication of privacy issues related to the igppbn
should be of primary importance. Users should barawhat
their privacy is protected.

5.3 Legal Concerns

In many countries the privacy concerns are adddesse
applying regulation. This means that regulations ddfer per
country. Therefore, in this subsection the currkegislation
current legislation regarding protection of privadgy the
Netherlands and China are investigated.

5.3.1 Netherlands.

According to the Dutch law information is persomdilen it can
identify or has a possibility to identify a specifperson. If
information is personal, regulations should be igopbn this
information as described in the W&t Bescherming
Persoonsgegevens' (WBP, 2011). According to this law the
user should give prior consent in order for hisspaal
information to be used. Furthermore, it should tagesl which
information is used and for what purpose. Alsos ot allowed
this information to be later used for other purpogeto be sold
to a third party without consent. Finally, persoimébrmation is
only stored till the point that information doestrserve its
purpose anymore and the stored
sufficient protected to prevent people
unauthorized access. Further, this year the Ar@8evorking
group (Article 29 Working Party, 2013) which aree thrivacy
supervisors for the European Union gave their apiron the
area of privacy and mobile applications/LBS. Thepvie
mobile application developers with some obligatioasd
recommendations. Most of the obligations are moress

implemented in the Dutch Law. On the other hande th

recommendations such as informing the public winemetis a
data leak and use in the privacy condition infofaratspecial
for European users, are more interesting.

5.3.2 China.

In China there is currently no specific legislatfon protecting
personal information. Only a guide of personal infation

protection was published in November 2012 (Shi,220#vhich

became a national standard since February 201 {Z2813).
This guide divides the personal information intorsopmal
general information and personal sensitive inforomat The
personal sensitive information is the informatibattcan lead
to harmful effect on the person when it is revealed¢hanged,
such as the ID number, phone number and fingerpfihe

personal general information is all other persanédrmation

excluding sensitive information. According to thdefinition,

the writer thinks the anonymous personal locatitfiorimation

belongs to the personal general information, wiscillowed to
be collected and processed under tacit or expressesent of

the information source. That means that if the @erdoes not
explicitly express his or her dissent on beingkeal; then his or
her location can be recorded and used.

5.4 Privacy concerns DaRen

The first step is to identify the occurrence of queral
information in the DaRen system in order to find dutlata
protection regulation has to be applied on theesysSince the
main difference in the privacy regulation of thetiNelands and
China is that the in the Netherlands the implemantats
regulated by law while the substance is more-s-tee same,
the Dutch privacy regulation is used to detectdbeurrence of
personal information. As it has already mentioramtording to
the Dutch law information is personal when it cderitify or
has a possibility to identify a specific person.ridally in LBS
during the localization or tracking of a mobile dmy personal
information is collected as the MAC address of tleeick is
scanned. In DaRen project the user does not hayeotade
any personal information while using the mobile pho
application. However, the localization componerdiudes two
sub-systems. The subsystem that provide the musesitors'
location in the application does not make use @& KHAC
address but the sub-system that provides the imfibom to the
museum managers makes use of it and thereforeaiaefalls
under the data protection regulation. In case that two
subsystems will be integrated into one, the implamt@on of
privacy terms and conditions would be indisputabléne
application should ask for the user's permissioforbebeing
installed on the device and the purpose of coligcthe MAC
address of the device should be clearly stated.eMar,
personal data should be sufficiently protected
unauthorized use.

6. CONCLUSIONS

This paper gave insight on WiFi smartphone mormigpnivith

information shoutd brespect to the WiFi fingerprinting method for therpose of a
from gaining3D

indoor navigation system. The advantages

disadvantages of both systems were listed and elugian is
made based on the arguments given in this papethendeal-
life problems that were encountered during thetmeaf a 3D
indoor navigation application for the Hubei ProvaldMuseum.
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