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Abstract
Background: Even though many safeguards and policies for electronic health record (EHR) security have 
been implemented, barriers to the privacy and security protection of EHR systems persist. Objective: This 
article presents the results of a systematic literature review regarding frequently adopted security and privacy 
technical features of EHR systems. Method: Our inclusion criteria were full articles that dealt with the security 
and privacy of technical implementations of EHR systems published in English in peer-reviewed journals and 
conference proceedings between 1998 and 2013; 55 selected studies were reviewed in detail. We analysed the 
review results using two International Organization for Standardization (ISO) standards (29100 and 27002) in 
order to consolidate the study findings. Results: Using this process, we identified 13 features that are essential 
to security and privacy in EHRs. These included system and application access control, compliance with security 
requirements, interoperability, integration and sharing, consent and choice mechanism, policies and regulation, 
applicability and scalability and cryptography techniques. Conclusion: This review highlights the importance 
of technical features, including mandated access control policies and consent mechanisms, to provide patients’ 
consent, scalability through proper architecture and frameworks, and interoperability of health information 
systems, to EHR security and privacy requirements. 
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Introduction 
Currently, paper-based health record systems are 
moving toward electronic formats because electronic 
health record (EHR) systems provide efficient and 
real-time services to patients and create improvements 
in quality, flexibility and patient safety. Due to the 
digital nature of electronic healthcare systems, they 
are easily accessible and can be shared (Huang, Sharaf 
& Huang 2013). The crucial content of structured or 
free-text data contained in EHR systems determines 
that privacy and security protection are essential 
requirements to their management. Studies have also 
indicated that patients are reluctant to share their 
health information other than for direct clinical care 
(Li et al. 2011).

EHRs are shared among different systems and this 
openness raises considerable concern about patient 
privacy owing to the possibility of unauthorised access 
or misuse owing to improper security implementation 
(Zhang et al. 2011). Privacy means that patients have 
the right to handle the disclosure of their personal 
information (Lee, Chang & Wang 2013). Data security 
means the protection of personal information against 
‘accidental or unlawful destruction or accidental loss, 
alteration, unauthorized disclosure or access’ (van der 
Haak et al. 2003). Due to the importance of patient 

data, it must be protected against malicious activi-
ties (Neubauer & Heurix 2011). In order to assure the 
security and privacy of EHRs while providing shared 
and interoperable EHR services, healthcare organisa-
tions have highlighted the importance of standards 
(Bouhaddou et al. 2012; Flores Zuniga, Win & Susilo 
2010). Examples of such standard developers and 
publishers include: Health Level Seven (HL7), Health 
Insurance Portability and Accountability Act (HIPAA) 
and Health Information Technology for Economic and 
Clinical Health Act (HITECH) in the USA; Canada 
Health Infoway in Canada; HEASNET in Japan; and 
ISO/TC 215, CEN/TC in Europe (Khan & Sakamura, 
2012).

As the security of EHR systems has been an 
important aspect in designing, implementing and 
managing the shared care paradigm, the requirements 
for such security and privacy of EHRs need to be 
identified to be applicable in such systems. To do this, 
we limited the search to the technical plans leading 
to limit the applicability of the findings to technical 
solutions. Then, we defined the following research 
question: ‘What are the crucial security and privacy 
features of EHR systems from the technical perspec-
tive?’ Fernández-Alemán et al. (2013) presented a 
security and privacy template based on ISO 27799, 

	 HEALTH INFORMATION MANAGEMENT JOURNAL Vol 44 No 3 2015 ISSN 1833-3583 (PRINT) ISSN 1833-3575 (ONLINE)	 23

brought to you by COREView metadata, citation and similar papers at core.ac.uk

provided by CiteSeerX

https://core.ac.uk/display/357379601?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1


Research

	 http://dx.doi.org/10.12826/18333575.2015.0001.Rezaeibagha	 http://dx.doi.org/10.12826/18333575.2015.0001.Rezaeibagha

which addresses health information security to ensure 
the level of security that is appropriate to an organisa-
tion’s demands in order to maintain the confidentiality, 
integrity and availability of personal health informa-
tion. This ISO standard has been categorised into the 
following: compliance; information systems acquisi-
tion, development and maintenance; access control; 
communication and operations management; informa-
tion security policy; organising information security; 
asset management; physical and environmental 
security; information security incident management 
and human resources security (ISO 2008). The ISO 
27799 focuses more specifically on the information 
security management perspective for EHR security 
than the technical perspective. In our study, we 
selected ISO/IEC 27002: 2013 (ISO 2013) and ISO/
IEC 29100: 2011 (ISO 2011) standards, which focus 
more on security and privacy guidelines in light of a 
technical perspective. 

The ISO/IEC 27002: 2013 gives guidelines for 
information security standards and management 
practices considering the organisation’s information 
security risk environment and these cover informa-
tion technology, security techniques, and information 
security management systems. This ISO standard 
contains 14 security control clauses: information 
security policies; organisation of information security; 
human resource security; asset management; access 
control; cryptography; physical and environmental 
security; operation security; communication security; 
system acquisition, development and maintenance; 
supplier relationships; information security incident 
management; the information security aspects of 
business continuity management and compliance (ISO 
2013).

The ISO/IEC 29100: 2011 provides a framework 
for the protection of ‘personally identifiable informa-
tion (PII)’ within information and communication 
technology (ICT) systems, which covers information 
technology, security techniques, and privacy. This ISO 
standard contains 11 privacy principles: consent and 
choice; purpose legitimacy and specification; collec-
tion limitation; data minimisation; use, retention and 
disclosure limitations; accuracy and quality; openness, 
transparency and notice; individual participation 
and access; accountability; information security and 
privacy compliance (ISO 2011). 

In the following sections, we report a systematic 
literature review carried out according to the method 
advocated by Kitchenham et al. (2009), which has 
been followed by other researchers (Botella, Alarcon 
& Penalver 2013; De Oliveira & Soares 2012; Dos 
Santos, Delamaro & Nunes 2013). The rationale for 
performing this review was to provide a coordinated 

template on security and privacy from a technical 
perspective. For EHR systems, the objective was to 
investigate currently adopted EHR security and privacy 
technical features and reflect with the ISO/IEC 27002 
and ISO/IEC 27001 standards (see Appendix Table 
1A).

Method
We adopted the systematic literature review structure 
proposed by Kitchenham et al. and preferred reporting 
items for systematic reviews and meta-analysis 
(Liberati et al. 2009). The reporting of this paper 
follows PRISMA guidelines. The review protocol of our 
study has been published by Kitchenham (2004) and 
Kitchenham and Brereton (2013).

Eligibility criteria
Our inclusion criteria were full articles that dealt 
with the security and privacy of the technical imple-
mentations of EHR systems published in English in 
peer-reviewed journals and conference proceedings 
between 1998 and 2013. Our exclusion criteria were: 
literature surveys or informal literature surveys, 
letters, books and notes; articles solely discussing 
mobile health; and articles discussing only non-tech-
nical aspects of security and privacy in EHR systems. 

Information sources 
The search protocol was applied to Scopus and 
PubMed digital databases between January 1998 and 
December 2013, with defined search terms, including 
‘privacy’, ‘security’, and ‘electronic health record’ 
OR ‘electronic health record’ OR ‘EHR’ OR ‘personal 
health record’ OR ‘PHR’ OR ‘electronic patient record’ 
OR ‘EPR’ OR ‘PHI’ OR ‘electronic health’ OR ‘health 
exchange’ OR ‘patient record’. 

Search and study selection
The search results identified 653 records with addi-
tional keywords including medical records, medical 
records systems, electronic medical records, medical 
information, and medical informatics (see Figure 1). 
We included 11 additional records through studies’ 
references and removed four duplicate records from 
the 664 records and excluded 533 records based on 
inclusion and exclusion criteria. We then assessed the 
remaining 127 full text articles based on their titles, 
abstracts, keywords and conclusions. In total, 72 
studies were excluded because they did not meet the 
objectives of the research question. Ultimately, the full 
text of 55 selected studies were reviewed in detail and 
categorised into a table (see Appendix Table 3A and 
Figure 1). 
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Data collection process 
We collected the following data from each article: the 
author or authors, their country and institution; the 
year of publication; the source (journal or conference) 
of the study and reference; main scope, keywords, 
abstract, research questions and results; whether 
the study is a technical or non-technical work; and 
challenges, security implementation and privacy imple-
mentation. The current authors read each of the 55 
papers independently; if opinions differed, FR made 
the final decision. Relevant data were extracted and 
managed through coding in NVivo, then compared in 
terms of the studies’ focus on technical solutions.

Selection of quality studies
The quality assessment method presented in 
Kitchenham (2004) is based on CRD Guidelines (Khan 
et al. 2001) and the Cochrane reviewer’s handbook 
(Deeks et al. 2003), in order to minimise study bias 
and maximise internal and external validity. It is 
important to assess the quality of primary studies to 
support the inclusion/exclusion process. We ensured 
that papers had acceptable quality and established 
quality criteria based on the completeness of data, and 
incomplete or irrelevant articles were eliminated based 
on the protocol. We identified quality criteria with a 
number of questions such as ‘Did the study develop 
any technical solutions?’, ‘Did the study include any 
system/sample?’ By quality appraisal of each primary 
study, we could determine the reliability of the sources 
and select quality studies prior to synthesis of results. 

We established a protocol during the planning phase 
because this is an important aspect of conducting 
secondary studies such as systematic reviews, in order 
to minimise bias. The protocol covered how the review 
was to be conducted, and included a detailed plan 
for the review, the process to be followed, and quality 
measures. The quality metrics applied to the primary 
studies and two of the authors were asked to assess 
the completeness of the review items. These observa-
tions led to some revisions to the protocol. We also 
appraised literature review results after inclusion and 
exclusion, step-based on the two journal rankings: SJR 
(SCImago 2012) and SNIP (CWTS Journal Indicators 
2012), which have been provided by the Scopus digital 
database and CORE (CORE 2012) for conference 
proceedings. This appraisal showed that our review 
included approximately 89% of high quality journals 
(32 out of 36) and 26% (5 out of 19) of A to B ranked 
journals (Higgins, Altman & Sterne 2011).

Data items and synthesis of results 
In the course of analysis, we used Nvivo software to 
store and systematically code the articles. We prepared 
a template of the security and privacy implementation 
of review articles as technical or non-technical and 
classified the following features: operations security, 
applicability, scalability, access control, cryptography, 
business continuity , communication security, consist-
ency and continuity, accuracy and quality, data breach 
notification, fault tolerance, flexibility, interoperability, 
key management, maintenance and retrieval service, 
privacy safeguarding, non-repudiation, consent and 

choice mechanism, policies and regulations, 
security checks and updates, integration, sharing, 
compliance. In light of the fact that we appraised 
technical articles based on the research question, 
administrative papers were not included. These 
features were selected based on the review 
articles’ objectives. Then, in accordance with 
the frequently adopted security and privacy 
requirements in review articles and our research 
objective, we selected 13 technical features that 
were highly cited and applied in EHR systems 
which we elaborate in the results section. Table 
1A (Appendix) shows the number of articles that 
cited relevant features and whether or not the 
selected ISO standards contain those.

Results
Our results are presented according to privacy 
and security characteristics that are summarised 
in Table 3A (Appendix). 

653 of records identified through 
database searching

11 of additional records identified 
through other sources

4 of records after duplicates 
removed

660 of records screened

127 of full-text articles assessed for 
eligibility

55 of studies included in qualitative 
synthesis

533 of records excluded 
based on inclusion and 

exclusion criteria

72 of full-text articles 
excluded due to not being 

relevant to the goal

Figure 1: PRISMA flow diagram
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System and application access control
Defining access control strategies and policies is 
imperative in order to ensure security of EHR systems. 
Access control should be well addressed to provide 
confidentiality by limiting the access rights of system 
users to patient data and assigning the proper access 
rights by establishing the system Access Control List 
(ACL). This can be done by access control mechanisms 
such as broker-based access control. Furthermore, 
when the database contains personally identifiable 
information, access control can be employed in order 
to provide privacy with only authorised parties able to 
access (Bouhaddou et al. 2012; Chen, Lu & Jan 2012; 
Murray, Calhoun & Philipsen 2011; van der Haak et 
al. 2003; Wu, Ahn & Hu 2012). There are different 
types of access control models, including: Role-Based 
Access Control (RBAC), Attribute-Based Access Control 
(ABAC) and Cryptographic Access Control (CAC) 
(Blobel & Pharow 2007; Bouhaddou et al. 2012; 
Martínez, Sánchez & Valls 2013). The role-based and 
time-bound access controls provides flexibility of roles 
to control the access of health information with respect 
to the time dimension (Zhang et al. 2011). However, 
ABAC is used more frequently than RBAC in EHR 
systems due to its flexibility in the policy descriptions 
(Singh, Gupta & Mohan 2013). XACML is an open 
standard of access control policy language, which has 
been used in many articles to define access control 
polices (Hsieh & Chen 2012). 

Secure communication
A secure communication channel needs to be estab-
lished before exchanging EHR data with some 
mechanisms such as firewalls (Acharya et al. 2013; 
Liu et al. 2012; Mackenzie et al. 2011; Tsai 2010; 
van der Haak et al. 2003), VPN (Acharya et al. 2013; 
Aljarullah & El-Masri 2012; Blobel & Roger-France 
2001; Li et al. 2011; Mackenzie et al. 2011; van der 
Haak et al. 2003), network segregation (Acharya et al. 
2013), and SSL/TLS (Acharya et al. 2013; Bakers & 
Masys 1999; Blobel & Roger-France 2001; Guo et al. 
2012; Li et al. 2011; Safran & Goldberg 2000; Stingl & 
Slamanig 2011; von Laszewski, Dayal & Wang 2011; 
Zhang & Liu 2010). The eTRON architecture described 
in Khan & Sakamura (2012) uses secure communi-
cation by proposing an authentication scheme and 
hybrid access control model. Therefore, encrypting 
the communication channel can be applied in order 
to provide authentication, integrity, confidentiality, 
non-repudiation and accountability of EHR exchange. 
In addition, the secure communication channels have 
been addressed by many applicable standards, such 
as HL7, EDIFACT, xDT, and XACML (Afzal et al. 2011; 
Bakers & Masys 1999; Blobel & Roger-France 2001; 

Bouhaddou et al. 2012; Barber 1998; Li et al. 2011; 
Murray, Calhoun & Philipsen 2011; Santos et al. 2011; 
Tsai 2010). The HL7 specifies standards, guidelines 
and methodologies to provide a framework for the 
exchange, integration, sharing, and retrieval of elec-
tronic health information or secure message delivery 
(SMD) which are the dominant health messaging 
standards used in the USA, Canada, Holland, Germany, 
Australia, and New Zealand and are being adopted 
by other countries as well (Standards Australia 2013; 
Health Level Seven International 2013).

Compliance with security requirements
EHR systems implementations should comply with 
security requirements and standards such as HIPAA, 
HL7, eXtensible Access Control Markup Language, 
CORBA, CEN ENV 13606, GEHR/open EHR, MML 
standard, HITECH guidance, and ISO EHR standards. 
Healthcare vendors should adhere to agreed vocabu-
laries (Bouhaddou et al. 2012) and healthcare 
providers should consider common standards that 
can enable EHR data exchange efficiently (Afzal et al. 
2011; Zhang & Liu 2010). In total, 21 and 19 articles 
respectively indicated the compliance with HIPAA and 
HL7 standards, which demonstrate the importance 
of establishing common platforms. HIPAA provides 
guidelines to protect privacy and security of health 
information (Acharya et al. 2013). HL7 (Health Level 
Seven International 2013) specifies the structure of 
health information and provides a framework for infor-
mation exchange (Singh et al. 2013). 

Interoperability
Interoperability is a feature that enables information 
systems to exchange information, thereby enhancing 
the availability of information. Interoperability 
demands information security, including restriction of 
unauthorised access, use, disclosure and modification 
of data, in order to ensure confidentiality, integrity 
and availability. According to the main goal of Health 
Information Exchange (HIE) systems, semantic inter-
operability is a significant issue in the integration of 
EHR data in different repositories, and the review 
articles proposed different methods to provide such 
interoperability. Policies, such as CEN prENV 1306 
policy, required mandating and formulating to be able 
to provide interoperability (Blobel & Pharow 2007; 
Barber 1998). The Data Segmentation for Privacy 
(DS4P) (Coleman 2013) aims at ensuring semantic 
interoperability by using standards to handle health 
information across different systems, such as HIE 
architecture designed by Afzal et al. (2011) which is 
based on HL7 V3 standard messaging to provide high 
interoperability. eMOLST provides interoperability 
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based on Integrating Healthcare Enterprises (IHE) 
among health record systems in large scale sharing 
with Security Assertion Markup Language (SAML) 
(von Laszewski, Dayal & Wang 2011). In addition, 
application of Continuity of Care Documents (CCD) 
can enhance interoperability and portability (Hsieh & 
Chen 2012). Broker-based composite EHR authorisa-
tion provides interoperability by establishing a small 
system, and then the Health Information System 
Broker (HISB) organises the patient data in the local 
and public databases (Aljarullah & El-Masri 2012). 
In the global Dolphin Project (Li et al. 2011) the 
interoperable EHR is achieved by encapsulated and 
modularised applications, which can be transformed 
into Service Oriented Architecture (SOA) with the 
implementation of security requirements. The bIT4 
health project (Blobel & Pharow 2007) presented a 
telematics platform to provide semantic interoper-
ability through formal Computation Independent 
Models (CIM). 

Consent and choice mechanism
There are increasing demands for allowing patients 
to have control over their data in order to be able to 
decide who can have access to their sensitive health 
information and to share their EHR information with 
national clinical research networks. Canada Health 
Infoway in Privacy and Security Architecture (PSA) 
recommended access control mechanisms including 
DAC and RBAC to provide patient consent (Khan & 
Sakamura 2012). In addition, in the EU FP7 project 
(PONTE), hospitals are responsible for informing 
patients and obtaining their consent before disclosing 
their data. Written patient consent is necessary for 
data protection agreements (van der Haak et al. 2003). 
However, as has been defined by privacy legislations 
such as HIPAA privacy rule, Data Privacy Rule UK, 
NSW Health Record Information Privacy Act and other 
legislations, health professionals can access patient 
data without explicit consent in medical emergencies 
(Win & Fulcher 2007; Win 2005; Sun et al. 2011), and 
the healthcare provider is not forced to obtain patient 
consent to use or disclose such data for payment, 
treatment or healthcare operations (Murray, Calhoun 
& Philipsen 2011). The Digital Rights Management 
technique helps to provide patient consent in EHR 
systems (Chen, Lu & Jan 2012). A series of ISO 
standards, including ISO/DTS 17975 and ISO/TS 
27790:2009, supply patient consent by privacy related 
profiles and techniques such as Patient Identification 
Cross-Referencing (PIX) and Cross-Enterprise User 
Assertion (XUA). The Data Segmentation for Privacy 
(DS4P) initiative supports privacy policies for health 
information sharing and enables health information 

technology systems to implement privacy protection 
requirements (Coleman 2013). 

Policies and regulations
Security and privacy policies and regulations discussed 
in articles reviewed include different types, such as 
access control policies, authorisation policies, delega-
tion policies, governing policies and regulations, 
disclosure policies, sharing and integrating policies 
and medical regulations. Policy has been defined as 
the ‘legal frameworks about rules and regulations, 
organizational and administrative frameworks, func-
tionalities, claims and objectives involving principles, 
agreements, rights, penalties and duties along with 
technical solutions for processing and communicating 
information systems’ (Blobel 2004: pp.251-257). 
Robust policies and procedures can help to achieve 
high level security and privacy (Guo et al. 2012; 
Matteucci et al. 2011; Zhang & Liu 2010). Enacting 
common policies and regulations can facilitate the 
sharing of health information (Afzal et al. 2011; 
Huang, Lee & Lee 2012; Bouhaddou et al. 2012). 

Flexibility
Applying role-based and time-bound access control can 
provide flexibility in EHRs (von Laszewski, Dayal & 
Wang 2011). However, Attribute-Based Access Control 
(ABAC) is more desirable than Role-Based Access 
Control (RBAC) in EHR systems due to its features of 
flexibility and granularity in the policy descriptions 
(Safran & Goldberg 2000). In addition, proper network 
architecture establishment across different EHR data 
systems, such as three-tier architectures, can enhance 
flexibility and scalability features of EHR systems with 
a higher level of security (Toh et al. 2011). The scal-
ability is important to large distributed EHR systems 
for handling greater amounts of data (Aljarullah & 
El-Masri 2012; Li et al. 2011). A flexibility feature is 
required in defining the security policies concerning 
the automatic decision making in medical emergencies 
(Li et al. 2013) and distributed EHR systems leading to 
interoperability among systems for health information 
exchange (Blobel & Pharow 2006). 

Applicability and scalability	
One of the objectives of an EHR system in private and 
public domains, is that EHR systems, by providing 
applicability and scalability features, should support 
patients, thereby enabling them to have access to their 
data outside home and especially in medical emergen-
cies (Li et al. 2013; Zhang et al. 2011). Applicability 
of privacy and security rules to EHR systems imple-
mentation are crucial for EHR disclosure (Burton et 
al. 2013). Also, scalability of EHR systems evolves into 
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the large size and complexity of the system operation 
which should be ensured in storage, computation, key 
management and communication of the EHR system 
(Li et al. 2013). To provide scalability in the cloud 
computing environment, a fine-grained access control 
scheme could be applied as one of the solutions in an 
EHR based encryption technique. 

Integration and sharing
Despite many advances in the cloud computing envi-
ronment and Personal Health Record (PHR) services in 
the provision of EHR integration and sharing, there are 
barriers to secure storage, usage, and access manage-
ment of data (Chen, Lu & Jan 2012; Chen et al. 2012; 
Singh, Gupta & Mohan 2013; Wu, Ahn & Hu 2012; 
Zhang & Liu 2010; Rodrigues et al. 2013). There are 
two important aspects which need to be addressed in 
EHR sharing: ‘authenticity and integrity of EHR’ and 
‘not integrating EHRs with non-legitimate or untrust-
worthy EHR owners’. Matteucci et al. (2011) suggest 
‘data sharing policies’ to enable EHR data sharing with 
a controlled natural language called CNL4DSA, which 
can assure confidentiality and integrity. Healthcare 
Interchange Exchange (HIE) can link different 
nations to share health information by providing a 
unified interface to various stakeholders (Afzal et al. 
2011). The implementation of a national EHR system 
using a semi-centralised or centralised approach 
can aggregate EHRs from different systems, and this 
enhances the quality and controls the costs (Baldas, 
Giokas & Koutsouris 2010). This has been adopted in 
some countries, such as Canada, Australia, Denmark, 
Finland, England, India and Estonia. 

Cryptography techniques
Cryptography techniques can ensure confidentiality, 
integrity, non-repudiation, authentication, and authori-
sation, which can be classified into cryptography on 
the server, user and the transmission sides. Digital 
signatures can provide patient privacy with the aid of 
a Trusted Third Party (TTP) to investigate any unusual 
medical transactions and prevent illegal and unau-
thorised activities. The Certificate Authority (CA) is a 
TTP, which issues certificates and offers services such 
as ‘keeping public keys, offering directory service, and 
issuing certificates’ (Hsiao et al. 2012). End-to-end 
encryption (E2EE), authentication and authorisation 
may satisfy the basic security requirements in the 
lower levels with access control policies in the higher 
levels (Singh et al. 2013). Moreover, pseudonymisation 
such as PIPE (Pseudonymization of Information for 
Privacy in E-health) framework and anonymisation can 
provide confidentiality and privacy in health record 
systems (Neubauer & Heurix 2011). Key manage-

ment issues such as storing, updating, and revoking 
are crucial aspects to be considered in cryptography 
(Li et al. 2013). Ciphertext-Policy ABE (CP-ABE) or 
Public-Key Encryption (PKE) with keyword search 
schemes provides patient controlled encryption and 
privacy keyword search especially in fine-grained inte-
grated systems (Hsieh & Chen 2012). 

Business continuity techniques 
Business continuity includes the utility and availability 
of EHR systems. The EHR systems must be instantly 
available when required and security controls need to 
be applied to protect health information and commu-
nication channels in cooperating EHR systems to 
preventing any disruptions or failures (Chen, Lu & Jan 
2012; van der Haak et al. 2003). The availability of 
patient data can be implemented with security tech-
nologies, such as digital clustering, RAID systems and 
back-up procedures (van der Haak et al. 2003). Utility 
means the system usability based on security imple-
mentation, and privacy and security establishments 
(Aljarullah & El-Masri 2012; Chen, Lu & Jan 2012; 
Chen et al. 2012; Stingl & Slamanig 2011; Sun et al. 
2011; Tsai 2010; van der Haak et al. 2003; Zhang & 
Liu 2010). Cloud computing designs can help provide 
a high level of availability and utility of EHR informa-
tion (Aljarullah & El-Masri 2012; Chen et al. 2012; 
Hsieh & Chen 2012; Huang et al. 2013; Li et al. 2013; 
Singh et al. 2013; Stingl & Slamanig 2011). 

Accuracy and quality
Providing accuracy and quality features are priorities 
for better EHR system services, which lead to security 
and privacy protection of EHR data. Integrity protec-
tion provides accuracy and consistency for data in EHR 
systems (Bakers & Masys 1999; Chen, Lu & Jan 2012; 
Huang et al. 2013; Riedl & Grascher 2010; Zhang 
& Liu 2010). The PCASSO project (Patient-centered 
access to secure systems online) improves the quality 
of care and provides confidentiality and privacy of 
patient data by applying proper security techniques 
including RBAC, multi-level security, authentication, 
encryption and audit trails (Bakers & Masys 1999). 
By implementing a ‘quality assurance plan’ (Hunter 
2013), health plans can be monitored to report any 
data breaches and provide the security and confidenti-
ality of EHR transactions. 

Operations security
Operations security includes monitoring, audit, 
archiving, and back-up in EHR systems. Audit refers 
to record logs of users’ activities. Archiving means to 
store information in an offline site to be able to restore 
them when necessary (Chen, Lu & Jan 2012; Zhang & 
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Liu 2010). Monitoring is significant in order to provide 
security of data transmission through communica-
tion channels, identify any suspicious activity and 
respond to any malicious events. Intrusion Detection 
and Prevention Systems (IDPS) is one such system 
(Acharya et al. 2013; Mackenzie et al. 2011; Sun et al. 
2011; Toh et al. 2011). The EHR system should offer 
mechanisms to back-up patient data for authorised 
users to ensure patient privacy (Stingl & Slamanig 
2011). 

Discussion 
In this section we discuss our main findings, and 
compare our results with ISO/IEC 27002 (ISO 2013) 
and ISO/IEC 27002 (ISO 2011) standards that are 
summarised in Tables 1A and 3A (Appendix). 

Access control policies and restrictions need to 
be defined through proper standards such as ISO 
standards in order to secure the EHR systems, before 
establishing any access control application. Enacting 
appropriate standards and procedures, secure methods 
to design an efficient encryption scheme and key 
management have been highlighted by research 
results. Applying the cryptographic controls in policies 
and key management achieve information security 
goals, including confidentiality, integrity, authenticity, 
non-repudiation, and authentication.

The review studies showed that EHR system 
implementations require planning for secure commu-
nication. Encrypting the communication channel 
with defining the proper standards and regulations 
pertaining to data exchange, such as HL7, HITECH, 
HEASNET can ensure secure health data exchange in 
clinical networks. Networks have to be managed and 
controlled by proper implementations to protect and 
provide security of information and prevent unau-
thorised access. The appropriate security and privacy 
procedures can increase reliability and particularly 
security of EHR systems. 

Our study findings demonstrated the existence of 
gaps in the interoperability requirement of informa-
tion systems to provide meaningful use, security and 
privacy for data exchange. Interoperability of EHR 
systems can facilitate data access, data retrieval, and 
provide a secure and efficient system. To address inter-
operability, applications have to adhere to acceptable 
formats, regulations, and standards.

The choice principles include providing explicit, 
understandable, affordable and accessible mechanisms 
to give consent to the user in accessing their data 
at the collection time. Our study findings reveal the 
existing gaps in providing patient consent concerning 
defined policies and guidelines that need to be consid-
ered in future studies. Concerning patient consent, our 

findings suggested that patients’ control over their data 
to grant access to authorised users and share data to 
clinical research networks should follow the standard’s 
guidelines based on specific location. Patient consent 
means informing the user in processing their personal 
information except where they cannot freely withhold 
consent. Moreover, healthcare providers should inform 
patients before obtaining the opt-in or opt-out user 
consent method in processing their information, and 
inform users about their rights: participation and 
access rights. 

To provide flexibility in EHR systems, the review 
articles suggested solutions such as implementing 
security and privacy policies, and appropriate architec-
tures. Our appraisal reveals existing gaps in selected 
ISO standards concerning flexibility features of EHR 
systems. The flexibility feature is significant in defining 
security policies in order to service distributed and 
interoperable EHR systems. Applicability and scal-
ability in designing EHR systems can be ensured with 
cryptography techniques, proper exchange platforms, 
and privacy policies to enhance security and privacy 
of EHRs. Fine-grained access control in review studies 
has been proposed as one solution which can amelio-
rate the applicability and scalability in EHR systems 
expansion. 

Our study findings suggest that there is a demand 
for standards to emphasise security and privacy protec-
tion when dealing with system sharing. Information 
sharing agreements need to be established to 
improve the coordination of security implementation. 
Therefore, security requirements must be defined 
in the agreements. For sharing or integrating EHRs, 
healthcare providers need to highlight comprehensive 
guidelines across different systems. Notably, applicable 
guidelines and techniques for EHR systems, such as 
proper encryption schemes and access control mecha-
nisms need to be included.

In our view, for the provision of security and 
privacy in EHR systems there needs to be greater 
emphasis on the application of security operations, 
including documented operating procedures, controls 
against malwares, technical vulnerability manage-
ment, control of operational software, and checks and 
updates. This was not always the case in the reviewed 
literature.

Business continuity includes utility and avail-
ability of EHR systems along with appropriate security 
protections. Business continuity can be ensured by 
establishing processes, procedures and controls for 
providing the availability of the system under adverse 
conditions. Redundancy requirements should be 
considered to meet the availability of information 
systems. 
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Our study findings suggest addressing accuracy 
and quality feature in EHR systems to provide better 
services, quality of care, confidentiality and patient 
privacy, which are covered in both standards. It defines 
accuracy and quality as correctness, completeness of 
personal information, adequate and relevant purpose 
of use, reliability, establishing collection procedures 
and control mechanisms. To secure communication 
our study findings suggest considering the manage-
ment of networking, operational responsibility of 
networks, safeguarding of confidentiality and integrity, 
appropriate logging and monitoring, management of 
activities, authentication and restrictions. 

The legal and contractual compliance require-
ments include guidelines to protect intellectual 
property and avoid legal or regulatory breaches of 
data security requirements. The information security 
policies including management direction, policies 
and reviews direct the technical requirements of 
the system. Information security reviews should be 
utilised for analysing the compliance of informa-
tion processing and procedures, which we believe 
should be approached by EHR systems. Owing to the 
increasing demands and growing complexity of ICT 
systems, there are difficulties in ensuring privacy and 
adherence to laws. In addition, privacy policies should 
provide applicability for ‘privacy safeguarding require-
ments’. Robust and common policies and procedures 
can help to achieve high level security and privacy and 
can facilitate the sharing and exchanging of health 
information.

Study limitations 
In this study, we consider securing EHR systems from 
a technical perspective. However, organisational 
and administrative perspectives also play important 
roles in securing EHRs, as administrative policies 
and procedures drive the requirements and technical 
perspectives that will address these issues. Therefore, 
sociotechnical perspectives such as consent mecha-
nisms and business continuity aspects should not be 
ignored. Review articles were selected based on the 
search protocol, and specific study selection, data 
collection and appraisal processes have not been 
considered. Although 16 out of 55 articles comply 
with HIPAA standards that are US-centric, the 
remaining articles focus on EHR technical perspec-
tives in general. Other limitations of the study include 
removal of survey and mobile healthcare studies that 
focused merely on mobile networking. In addition, the 
researchers did not include articles published after the 
search date; they selected two relevant and available 
information security ISO standards; and the study’s 

main focus was on technical rather than physical or 
organisational perspectives.

Conclusions
In summary, our study was undertaken to investigate 
crucial technical security and privacy requirements of 
EHR systems based on a comparison of a systematic 
review of the literature with ISO/IEC 27002:2013 and 
ISO/IEC 29100:2011 standards. Our findings demon-
strate, regardless of the enormous effort required, well 
defined access control policies should be mandated in 
order to provide patient privacy by limiting the access 
rights to patient data with proper access control policy 
languages and standards. Applicability of privacy and 
security rules and scalability of EHR system implemen-
tations can be provided with proper architectures and 
frameworks, cryptography techniques and policies. 
EHR systems implementation should comply with 
security requirements and standards; then informa-
tion processing and procedures to EHR systems should 
be analysed and monitored with information security 
review plans. EHR system sharing and integration 
requirements need to be addressed by standards and 
applicable guidelines through security implementa-
tions. In addition, there are increasing demands to 
provide patients’ consent with well-defined policies 
and guidelines and access control mechanisms that 
can authorise patients and healthcare system users to 
share their records with clinical networks. The inter-
operability feature of EHR systems can facilitate health 
information exchange, data access and data retrieval, 
which need to adhere to acceptable formats, regula-
tions and standards. Availability and utility of EHR 
systems should be provided with security operations 
including redundancy, management of networking, 
operational responsibility of networks, safeguarding 
integrity and confidentiality, monitoring and logging, 
authentication and restrictions for secure communica-
tions. Accuracy, quality and flexibility features in EHR 
systems must be ensured in order to provide better 
EHR system services and quality of care. 
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Appendix

Table 1A: Security and privacy analysis of data collection 
with ISO 27002:2013 and ISO 29100:2011 standards mapping

PRIVACY AND SECURITY PRINCIPLES REVIEW ARTICLES ISO 27002 ISO 29100 SELECTED FEATURES 

System and application access control 441 Y2 Y Y

Secure communication 26 Y Y Y

Compliance with security requirements 38 Y Y Y

Interoperability 17 N3 N Y

Consent & choice mechanism 19 N Y Y

Policies and regulations 37 N Y Y

Flexibility 16 N N Y

Applicability and scalability 22 Y Y Y

Integration and sharing 40 Y N Y

Cryptography 50 Y Y Y

Business continuity 25 Y Y Y

Accuracy and quality 20 Y Y Y

Operations security 21 Y Y Y

Certificates 11 Y N N

Data breach notification 1 Y Y N

Security checks and updates 1 Y Y N

Fault tolerance 2 N N N

Maintenance and retrieval service 9 Y N N

1	 This show 44 of review articles includes ‘system and application access control’ principle in their design.

2	 YES = MENTIONED (standard contains this principle) 

3	 NO = NOT MENTIONED (standard does not contain this principle)
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Table 2A: PRISMA Checklist

TITLE

Title 1 A systematic literature review on Security and Privacy in …

ABSTRACT

Structured summary 2 Summary is presented with objective, methods, results, conclusions and key findings 

INTRODUCTION

Rationale 3 The rationale for performing this review was the lack of a coordinated template among EHR 
systems to provide security and privacy from a technical perspective. 

Objectives 4 The objective is to investigate adopted technical EHR security and privacy features … 

METHODS

Protocol and registration 5 The review protocol of our study has been published …

Eligibility criteria 6 Our inclusion criteria were articles published in English which dealt with the security and 
privacy of the technical implementation … 

Information sources 7 The search protocol was applied to Scopus and PubMed digital libraries between 1998 and 
December 2013.

Search 8 Search strategy is explained in flow chart

Study selection 9 The study search process is based on an advanced search in the Scopus database with 
defined search keywords, … 

Data collection process and 
data items 

10-11 We collected the following data from each article: 1) the author or…

Risk of bias in individual
studies

12 The study is done and evaluated by three authors with no bias

Synthesis of results 14 The synthesis is done by cross-case analysis and comparing with ISO standards in NVIVO

RESULTS

Study selection 17 A flow diagram is presented of studies screened, assessed for eligibility, and included in the 
review, with reasons for exclusions.

Study characteristics 18 For each study, we presented security and privacy implementations

Results of individual studies 20 Results for each study: simple summary data for each study and intervention groups (users , 
healthcare providers, etc) 

Synthesis of results 21 Presented results of each feature analysis from review studies 

DISCUSSION

Summary of evidence 24 Summarized the main findings 

Limitations 25 Study limitations are mentioned as review protocol.

Conclusions 26 Provide a general interpretation of the results and implications for future research. 
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