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ABSTRACT  

Cloud Computing has attracted people from all arenas whether it be 

academics or industry for last decade. The basic objective is to provide users 

more supple services in a transparent manner, all services are allocated in a 

“cloud” is a combination of devices and resources connected across the 

Internet. The primary services provided by cloud computing is data storage. 

The challenge here is to secure the data stored in cloud and examine the 

facilities provided the end users.  

The idea of this work is that cloud data storage should protect the data 

from an unauthorized access giving rise to various threats. Due to the nature 

of the cloud the data stored here is exposed to various threats resulting in data 

loss, incorrect data and possibility that it may be disclosed. The proposed 

work emphasizes on security issues evaluates how the use of different 

cryptographic methods will secure the data in cloud networks. The security 

can be achieved by securing the data in the cloud during transmission and 

storage with the use of various encryption algorithms whether it be symmetric 

or asymmetric.   
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1. INTRODUCTION  

The use of network based applications have transformed from server oriented storage 

architecture to a distributed one. Also we are aware of the fact that the information 

security is the primary concern in cloud network. However, this research in cloud 

computing security is still in its initial stages. The only consideration is that the 

unique issues linked with cloud security have not been recognized. Many still have an 

opinion that cloud security can be answered with the existing cryptographic 

techniques.  

The other security issues are yet to be identified related to cloud, making cloud 

security an important area of research. The cloud service providers and the agencies 

have raised various threats on the security in the cloud computing model. There are 

two primary concerns when using the cloud. First is that the users do not want to 

expose their data to the cloud service provider. Another issue lies in the fact that users 

are not very certain about the integrity of the data they receive from the cloud. Hence 

we need to provide a security mechanism within the cloud for the security of the data. 

2. SECURED DATA STORAGE USING CRYPTOGRAPHIC 

TECHNIQUES 

The data storage is primary concern in this type of architecture as they are always 

open to threats and also the fact that the basic property of cloud also adds to this. We 

are aware that the cloud is often termed as boundary less network as it is extended 

over the internet for offering different services to its user. We will try to reconstruct 

the entire service model to have a broader idea of operations related to cloud, mainly 

the data storage. Here each transaction can be viewed as single session , wherein the 

user creates a file for the desired service to be obtained and adds the signature to it 

before transmission , on the other hand the service provider verify the request and the 

signature associated with it . Once this is done it adds up encryption method to the 

associated file and transfers it with the Message Digest MD5 in this case.  For better 

understanding of the approach we have modelled the entire scenario as depicted 

below: 

 

Figure 2.1 Capturing Cloud Integrity Issue 
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As shown in Figure 2.1, here USER A stores the data in the cloud along with the 

Message Digest MD5_A. The data is transferred and stored using the checksum 

MD5_A which ensure all the security attributes like confidentiality, Integrity and 

Authenticity of the data. On the receiving end the USER B gets the data along with 

the MD5_Cheksumnwhich is stored along with it and embedded with the message. 

On receiving the request for retrieval of the data stored by “A”, the cloud service 

provider transfers the data along with the checksum MD5_A and a recomputed 

checksum MD5_A/B. The attribute related to integrity is achieved using the Secured 

Socket Layer (SSL) during the transmission of data over the cloud. In the cloud 

environment however it is maintained even when the data is stored at the providers 

end and while transmission of data be it uploading or downloading [1, 2]. 

An Enhanced Data Possession Checking Protocol [4, 5, 6, 7, 8] does not guarantee 

the storage as required with highest probability. In figure 2.2 (a) and (b) protocol for 

provable data possession [3,5] depicts the flow of protocol for the valid data. Here the 

data owner executes the protocol for verification of the data stored at the providers 

end and prior to uploading of the data into the providers end which is a remote storage 

in this case , the user pre-processes the data set and a new data set is generated. This 

new set of data is stored at the users end and the same will be transmitted to the 

server. The Cloud provider stores the data and transmits it to the user in response to 

its queries. Other operations related to this data set whether it be operation on the data 

to be performed, hence gives us a fair chance of data integrity. This is based on the 

fact that during the time data are stored in the cloud the user can generate a 

“Challenge” and send it to the provider to ensure the integrity of the data. 

 

Figure 2.2 (a) Pre-Process and Store 
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Figure 2.2 (b) Verify Server Possession 

3. EVALUATION  

The problem in cloud environment is the fact that it does not guarantee the integrity of 

the data stored. This can be illustrated as if  USER B wants to retrieve the data stored 

by USER A which is through service provider , let it be “C”, then to issue of 

confidentiality arises where “A”  and  “B” does not wants the information to be 

shared or revealed to “C”. The integrity also is compromised as “B” is not sure that 

the information retrieved from “A” is as it was stored and “C” has not played with it. 

This issue can be handled and confidentiality can also be achieved by robust 

encryption techniques. The SSL here only guarantees one way integrity. The major 

issue lies while storing and retrieving the data from and to the cloud environment. 

There is no mechanism to check that the data is not being modified in cloud storage. 

To eliminate this problem we propose a Third Party Authentication (TPA) mechanism 

to which the service provider and the user agrees upon to make it more effective. This 

scheme can be elaborated as: 

Storing Session 

1. USER A sends the data to the cloud provider using MD5 along with the signature 

attached to it. 

2. At the cloud storage the provider verifies the data with the checksum and verifies 

about the correctness of the same. 

3. It then returns the MD5 signature by the providing the same to  USER A 

4. The user and the provider then send the checksum to TPA, in turn it checks and 

verifies MD5 values on finding it correct it distributes MD5 to the user along 

with Private Key Sharing (PKS) which is nothing but the private key for that 

session. 
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Retrieving Session 

1. USER A send the request to the provider with the desired authentication code. 

2. The provider then verifies the signature associated using the Checksum and 

returns the desired data. 

3. User verifies the data through the MD5 checksum. 

When the service provider is trustworthy, only the user needs the MD5 checksum; 

when the user is trustworthy, only the service provider needs MD5 checksum; if both 

of them can be trusted, the TPA is not required. This proving a secured approach for 

cloud computing networks. 

4. CONCLUSION 

This paper provides an insight to the security measures in storing data in the cloud. 

We have compared a scenario of cloud storage with the help of third party 

authenticator to the data stored at the providers end. Here we have used a 

cryptographic technique such as Message Digest 5 and appending the checksum while 

storing and retrieving the d ata from the cloud for each session. 
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