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Abstract

How can we assign unique, tamper-resistant, and
unforgeable identifiers to everyday objects at a very
low cost? Physical One-Way Functions (POWFs)
provide a novel approach to answering this ques-
tion. POWFs can be obtained from the inherent three-
dimensional microstructure of a large class of physi-
cal systems known as mesoscopic systems. They are
inexpensive to fabricate and prohibitively difficult to
duplicate; they admit no compact mathematical rep-
resentation and are intrinsically tamper-resistant. In
this paper, we show how POWFs are obtained by us-
ing coherent scattering of visible laser radiation from
inhomogeneous structures and experimentally demon-
strate their properties. We also discuss potential at-
tacks on POWFs and possible applications.

1 Introduction

Humans have long used physical structures to au-
thenticate objects of value. As early as the 4th mil-
lennium BC, the Mesopotamian civilization was using
cylindrical seals to certify the contents of envelopes,
waybills, ceramics, and bricks. These seals, small
cylindrical stones carved with a decorative pattern,
were rolled over wet clay to mark the target object.
Their use was contemporaneous with the use of clay
tablets in everyday life and lasted over two thousand
years [4].

*Research carried out at the MIT Media Laboratory; author
may be reached at ravi@thingmagic.com
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Modern banknotes incorporate a variety of differ-
ent structural features that aid the goals of authen-
tication and anti-counterfeiting. Among these are
security threads, hologram foils, iridescent stripes,
color-shifting inks, and as proposed recently, radio-
frequency identification tags [25]. The number and
complexity of security features included on banknotes
is an indication of the increasing capability of forgers
to reproduce highly specialized features with very low
cost equipment. While forgers of yesteryear needed
access to expensive printing equipment and skilled
engravers, highly sophisticated two-dimensional re-
prographic systems are easily available to the general
public today.

Fundamentally, two major changes have occurred
since ancient Mesopotamia. First, the creation of
complicated two-dimensional structures with specific
properties no longer requires the skill that it once
did. Second, the manufacturing and digital revolutions
have allowed forgers to stop worrying about the struc-
tural features and focus on the logical content (e.g.,
the denomination of currency as opposed to the physi-
cal banknote) of the forged object. Because it is much
easier to work with bits than it is with atoms, the asym-
metry in effort between the “good guys” and “bad
guys” and the time lag between the original object and
a high-quality forgery has decreased substantially.

The search for uncloneable and tamper-evident
physical structures leads ultimately to the theoreti-
cally compelling concept of Quantum Money [1]. The
key idea here is to augment banknotes with a number
of isolated two-state quantum systems, such as spin
1/2 nuclei or photons with orthogonal polarizations,
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which are encoded with the identity of the note. In
order to successfully forge the note, a forger has to
prepare a counterfeit banknote in the same quantum
state as the original. This is theoretically impossi-
ble [24]. There are two principal attributes of Quan-
tum Money that make it substantially different from
all previous methods of physical authentication. First,
the security is provable via the quantum no-cloning
theorem which states that an arbitrary, unknown quan-
tum state cannot be cloned with certainty. Second,
it makes an explicit connection between physical au-
thentication and the framework of modern cryptogra-
phy. Practically speaking, however, quantum decoher-
ence, i.e., the loss of the quantum identity of isolated
quantum monetary systems by interacting with the en-
vironment, prevents any useful realization of the con-
cept. While Quantum Money is not a POWE, it does
provide a clear example of a physical authentication
system whose non-clonability is provable.

This is the context in which we situate POWFs.

2 Motivation: arms control treaties

In this section, we provide an example where
POWFs may be used with benefit.

Arms control treaties typically place numerical lim-
its on treaty-limited weapons systems. As opposed to
treaties which ban certain types of weapons outright,
treaty-limited items (TLIs) require a tagging system
to ensure that more than the allowed number of items
exist at any given time [9, 10]. Treaty verification then
consists of verifying that the total number of items
is below the limit established for that item under the
treaty.

The goals of the tagging system are unique: it must
provide unambiguous verification of TLIs without al-
lowing the monitoring party undue advantage in track-
ing the weapons systems for purposes of intelligence
gathering and espionage. The requirements on the tag
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system are discussed at length in [10] and are repro-
duced here: (a) it must be impossible to copy the tag
without detection (b) it must be impossible to spoof
the tagging system or to fool it into thinking that a
valid tag exists where there actually is none (c) it must
not be possible to move the tag from one weapon
to another without the knowledge of the monitoring
party (d) the tagging system must not aid the monitor-
ing party in locating the weapons in real time (e) the
tag should only reveal information required for pur-
poses of verification (f) the system must be reliable
and have a low false alarm rate (g) the physical size
and the power requirements of the tag must be mini-
mal (h) the tag must be reliable in the range of envi-
ronments that the weapon is exposed to (i) the system
should be inexpensive.

Further, the process of creating and reading tags
cannot contain any secrets and a complete description
of the tag reading process must be written into the lan-
guage of the treaty so that tags can be read in an ob-
jective way.

In this article, we will show how POWFs can be
employed in situations where complete transparency
is required at the system level while providing all the
requisite features at the tag level.

3 The physics of POWFs

A typical POWF embodiment is a token (e.g., a
credit card, access control fob) encapsulating a small,
optically translucent three-dimensional microstruc-
ture which contains inhomogeneities (also referred to
as scatterers) that have features at the scale of the
wavelength of visible light. The token is probed using
a laser beam as shown in Figure 1 below. The scatter-
ing of such coherent radiation from an inhomogeneous
medium produces laser speckle fluctuations, which is
the result of interference of light that has taken a mul-
titude of paths through the token. This speckle pattern
is a complicated function of the microstructure of the
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Figure 1: Coherent multiple scattering from an inhomogeneous structure results in a laser speckle pattern that
can be reduced to a binary string. This string can be used as a unique identifier for the structure. This process may
be viewed as physically hashing the complicated 3D structure down to a fixed-length key. The Gabor Transform
is a means of filtering noisy speckle patterns and reducing them to a fixed-length bitstring called a Gabor Hash.

Both these terms are defined in the text.

token and is used to derive a unique identifier for the
structure.

‘We will show in the rest of this article that

e cach token can produce not one but a very large
number of identifiers. The availability of a large
number of identifiers allows its deployment in
challenge-response protocols.

e under certain conditions, each of these identifiers
is a string of random bits.

e making small changes to the token’s structure
causes a given identifier to completely decorre-
late

Before we press on into the physics of POWFs,
consider a general model for the underlying physi-
cal mechanism. Typically, we have a physical sys-
tem S encapsulated in a token and a physical probe P
that interacts with S to produce an output O which is
recorded by a detector D (Figure 2). How can we build
a system that allows us to repeatably and robustly dis-
tinguish § from others in its class? Clearly, there are
several choices for each of the elements in the system:
S could be drawn from a large number of physical sys-
tems (e.g., regular vs. disordered, 2D vs. 3D); the
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probe P could possess several attributes (electromag-
netic vs. acoustic, single frequency vs. broadband);
and the detector could be anything from a voltmeter to
a digital camera to X-ray film depending on the nature
of Sand P.

The long list of candidate systems, probes, and de-
tectors may be narrowed down by considering the cru-
cial properties they must have in order to meet our re-
quirements.

o Uniqueness requires that the output O as
recorded by D have a large number of statistically
independent degrees of freedom

o Tamper resistance requires that the output O have
a sensitive dependence on the state of §

o Unforgeability requires that the system S be diffi-
cult and expensive to clone regardless of the prior
knowledge a forger has of P and O

Mesoscopic systems are a large class of physical
systems that possesses all these properties. They
are so named because they lie in a region between
macroscopic systems, which are governed by the laws
of classical physics, and microscopic systems, which
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Figure 2: A general model for a physical authentica-
tion system

are governed by quantum physics. The fundamental
distinguishing feature of mesoscopic systems is the
preservation of coherence as radiation travels through
the system i.e., the wavelength of the radiation is un-
changed and its phase relative to that of the incident
radiation is predictable after it exits the system. When
disordered mesoscopic systems are probed with co-
herent radiation, the interference pattern after the ra-
diation has passed through the structure is called a
speckle pattern or a conductance fluctuation [13, 22].
By contrast, ordered mesoscopic systems produce reg-
ular diffraction patterns which are easily predictable
given knowledge of the structure and the probe. In
fact it is possible to predict the structural configura-
tion by observing the diffraction patterns, a fact that is
commonly used in X-ray crystallography. Hereafter,
we will focus our attention on disordered mesoscopic
systems.

There are generally four length scales of impor-
tance in these systems. The first is the wavelength A
of the incident probe. The second is the mean free
path [ which is the average distance between scatter-
ing events within the physical system S. The third is
the size of the physical system itself denoted by L and
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finally, we have the coherence length! of the probe ra-
diation L.. The mesoscopic regime is governed by the
inequality A < ! < L < L. In the mesoscopic limit
of scattering in a three-dimensional structure [7, 8],
the mean free path [ between elastic collisions with
scatterers is much larger than the wavelength A of the
radiation, but the thickness L of the structure is much
smaller than the coherence length of the probe. In this
regime of coherent multiple scattering, if the cross-
sectional area of a beam is A, then moving A/(Ll)
scatterers will produce an uncorrelated speckle pat-
tern, as will rotating the incident beam by an angle
06 = X\/(2wL) [2]. This phenomenon is the physical
basis for POWFs.

We have thus narrowed down the choices of system
components to:

e Physical system S - a 3D structure in the meso-
scopic regime i.e., whose size L lies between the
wavelength of the probe radiation and the coher-
ence length of the radiation. This structure con-
tains numerous scatterers which have features at
the scale of the wavelength of the physical probe.

Physical probe P - coherent radiation at a given
wavelength A

o [nteraction mechanism between the P and S is co-
herent multiple scattering i.e., the interaction of
coherent radiation with multiple scatterers in the
disordered microstructure

The choice of detector D depends intimately on the
wavelength of radiation. We note that although meso-
scopic behavior is observed at all wavelengths, our re-
quirement for unforgeability places an upper bound on
the wavelength. Specifically, the size (in units of \) of
the structure L and its disorder characterized by the
mean free path [ must be such that it is prohibitive to

!"The coherence length is defined as the distance light is able
to travel from the laser before its phase becomes unpredictable
relative to that at the laser.



clone the disordered mesoscopic system. Practically
speaking, given the state of the art in 3D microfab-
rication, this restricts the range of wavelengths to be
below one micron.

4 Implementation

In the embodiment described here [20, 21], we used
a 632.8 nm HeNe laser beam to illuminate
10 x 10 x 2.5 mm? optical epoxy tokens containing
500-800 pum glass spheres. This represents about a
penny’s worth of materials; the cost of the reader can
be anything from a few dollars to several hundreds of
dollars depending on the precision of the laser point-
ing system. The density of spheres was chosen to give
an average spacing on the order of 100 pm, which
equals the photon mean free path in the limit of strong
scattering applicable here [22]. The resulting speckle
patterns were recorded with an inexpensive 320 x 240
pixel CCD camera. Repeatable positioning, i.e., me-
chanical registration, of the token with respect to the
probe and the detector is achievable without recourse
to high-precision (and expensive) systems.

Although it is possible to use the speckle patterns
directly as identifiers, this is error-prone owing to the
noisy readings of speckle patterns and their inherent
sensitivity to small changes in the state of the probe.
Figure 3 provides an example of the noise that can
occur in a POWF system. In order to reduce the ef-
fects of noise, we transform the speckle pattern into a
bit string using a multiscale Gabor Transform [11, 6].
The Gabor Transform is a complex-valued transform
that represents speckle image intensity as a linear
combination of oriented, modulated Gaussian filters
at multiple scales. The parameters of the transform
[19] are dependent on geometry of the specific optical
implementation [20] and were experimentally deter-
mined in the embodiment discussed in this article.

25

RSA Laboratories Cryprobytes
Volume 6, No.2 — Summer 2003

150

-

o

o
T

speckle intensity

(o]
o

w%/ wf\“ W w / :

20

60 100 140 220

pixel #

180

Figure 3: Noise sources in a speckle image. The plot
shows six overlaid traces of speckle image intensity
taken along a single row of a 320 x 240 raw speckle
image before it was Gabor-transformed. Each trace
was obtained after the token was removed and re-
placed in the reader after routine handling. First, there
is pixel-scale noise, which is either due to the optical
system or induced by the CCD detector. Then, there
is noise at the scale of several pixels, which occurs at
the physical interaction level. A third source of noise
is due to misregistration of the token, shown as a trace
horizontally displaced from the rest by about 10 pix-
els. Another source of noise, not shown in the figure,
is due to changes in average illumination levels which
would manifest itself as a vertical displacement of one
trace from the other.

To summarize what we have said so far, a single
probe of the 3D microstructure results in a 320 x 240
pixel speckle intensity image that is reduced to a bit-
string of length 2400. This string is the unique iden-
tifier of the 3D microstructure when interrogated with
a probe beam in a given state. Hereafter, we will refer
to this bitstring as a Gabor Hash.

S Experiments

In this section we present several experimental re-
sults that elucidate the properties of POWFs. The first
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Figure 4: The plot depicts the probability that a bit in
any given location of a Gabor Hash is set or cleared.
Although only a 100-bit window is shown for clarity,
this behavior is observed over all the bits.

experiment explores the average probability that a bit
in any given location is either 0 or /. The average
is taken over 576 Gabor Hashes which were derived
from four different tokens, each of which was probed
at 144 distinct locations. Figure 4 plots this probabil-
ity, which hovers around 0.5. This result clearly indi-
cates that each bit is equally likely to be set or cleared
i.e., the bitstring derived from a POWF is a bit-wise
maximum entropy code.

The second experiment focuses on how effective the
Gabor Hash is at distinguishing one token from an-
other. To ascertain this, we used the Gabor Hashes
gathered in the previous experiment in an enroll-
ment/authentication scenario. The bitstrings were en-
rolled in a database and candidate bitstrings were (a)
matched to corresponding enrolled bitstrings and (b)
matched to all 575 non-corresponding enrolled bitst-
ings. The metric used for matching was a normal-
ized Hamming Distance (i.e, every bit being different
equals a distance of 1). The like distribution, which
is the Hamming Distance distribution obtained from
matching Gabor Hashes which had the same origin
and the unlike distribution obtained by matching Ga-
bor Hashes which had distinct origins are shown in
Figure 5.
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We learn several facts about POWFs from Figure
5. The distance between Gabor Hashes that have the
same origin is usually smaller than the distance be-
tween hashes that have different origins. The aver-
age Hamming Distance between Gabor Hashes that
have different origins is 0.5 implying that one can do
no better at guessing one from the other than coin-
flipping. The fact that the like distribution may be
modeled by a binomial distribution with 233 indepen-
dent degrees of freedom implies that this implemen-
tation of POWFs is capable of distinguishing between
2233 ~ 1070 Gabor Hashes. However, only a small
subset of these Gabor Hashes are available from the
same token. The number of available Gabor Hashes
from any given token is calculated below.

From theory, we know that moving the probe beam
by a small angle or displacing a small number of scat-
terers (see section 3) causes the speckle pattern to
decorrelate completely. For our implementation the
theoretically calculated value of angular displacement
of the probe beam required to cause decorrelation of
the speckle pattern is 60 = \/(27L) = 4 x 107 rad.
In practice, this value is ~ 40 times greater and equal
to 1.7 x 1073 rad. Linear sensitivity is challenging to
calculate theoretically, but was experimentally deter-
mined to be 60pum. These results place constraints on
the mechanical system that must be used to register
the tokens with respect to the probe beam. Figure 6
shows the linear and angular sensitivity plots. For our
100 mm? token, assuming that the range of possible
probe angles are bounded by A = 7/2, we have a to-
tal of 2.37 x 100 ~ 234 available Gabor Hashes from
any given token. This number may be made larger by
using higher precision probe positioning equipment.
Obviously, using such equipment would increase the
cost of the reader substantially.

One final point to note is the crossover point be-
tween distributions in Figure 5. The two distributions
intersect at a Hamming Distance of 0.41. This means
that up to 2400 x 0.41 = 984 bits can be wrong in a
given Gabor Hash before we reject it as being unre-
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Figure 5: The normalized Hamming distances mea-
sured for Gabor Hashes. The unlike distribution, in
gray, shows the distribution of 165,600 distances be-
tween unlike bitstrings; the mean of the dashed Gaus-
sian fit is 0.50 - half the bits differ on average - and the
variance is 1.07 x 10~2 (equivalent to 233 independent
binomial trials). Doubling the length of the bitstring to
4800 bits by concatenating readings from two angles
produces a distribution with a Gaussian fit shown by
the solid curve, reducing the variance to 5.42 X 1074,
corresponding to 461 independent binomial trials. The
like distribution, in white, shows the errors in reread-
ing 576 like bitstrings after candidates are presented
to the enrolled database; the mean of 0.25 equals 1800
bits being matched correctly.

lated to a previously enrolled one. While this amount
of noise tolerance is essential to keep the cost of the
readers low, it offers increased probability of success-
ful spoofing for an attacker. We will have more to
say about this later. The final experiment demon-
strates tamper-resistance. One Gabor Hash was en-
rolled in a database, and a second one was obtained
from the same token after it was intentionally dam-
aged by drilling a 1 mm deep hole in its surface with
a drill of diameter 533um. The distance between the
two hashes was 0.46, thereby physically demonstrat-
ing avalanche. Figure 7 shows the results of this ex-
periment.
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Thus far, we have experimentally characterized
both uniqueness - a large number of independent de-
grees of freedom in the Gabor Hash - and tamper-
resistance - a sensitive dependence on the state of the
system and the probe - in our embodiment of POWFs.
We leave the discussion of unforgeability to a later
section.

6 Abstraction

From a cryptographic point of view, it is useful
to model POWFs as follows [17]. A (k,n)-POWF
IT comprises a set of values {II(¢)} ;, where each
II(i) € {0,1}* is generated independently and uni-
formly at random. II may be conceptualized as a tape
consisting of n cells, each of which contains a k-bit
string. The value n will in general be finite in a POWE,
as a reflection of practical limitations on the number of
possible ways in which the underlying physical object
may be read. This representation assumes that it is
possible to go from a 2400-bit Gabor Hash with cor-
relations between bits to a shorter 233-bit sequence of
uncorrelated bits. This may be accomplished by one
of the many available methods of entropy coding [5].

In response to a challenge ¢ € {1,2,...,n} to
POWF 11, the response II(¢) is returned. This value,
however, is communicated through a noisy channel
v. In other words, the response received by the chal-
lenger is a random variable II,(i) over the space
{0,1}* that models the effects of various types of
noise on the underlying value I1(7).

The POWF we consider has & = 2400 bits, al-
though this number would go down to 233 if some
form of entropy coding were used to compress a Ga-
bor Hash. As we saw above, the number of cells
(i.e., unique challenges) supported by any token is
n ~ 10'° ~ 234, We note that k may be increased
in practice by (a) reducing the noise in the system
through better engineering and (b) using a larger de-
tector. m can be increased by increasing the size L
of the structure, decreasing the mean free path [ be-
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Figure 6: The plot on the left shows the Hamming distance between a reference key obtained from a central
location and keys obtained as the laser is translated linearly across the surface of the token. A translation of
approximately 60 microns causes the key to decorrelate completely. Data obtained for angular sensitivity show
that a rotation of approximately 1.7 mrad causes full decorrelation of the key.

Figure 7: Demonstration of tamper resistance. The top
row shows a segment of the enrolled Gabor Hash (rep-
resented as two adjacent binary images for ease of vi-
sualization), the middle row shows the same segment
from the hash of an intentionally damaged token, and
the bottom row shows the XOR of the previous two

rows. The Hamming Distance between the top two
rows is 0.46.
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tween scatterers up to a limit equal to the wavelength
of probe radiation, decreasing the wavelength \ of
the probe radiation, and engineering higher precision
probe positioning systems. One final point to note is
that, from an economic point of view, increasing the
size of the structure or decreasing the mean free path
adds very little cost, if any, to the system.

7 Attacks

POWFs, as described here, may be used in an au-
thentication protocol as described in Figure 8. The
protocol is based on generating challenge-response
pairs on secure terminals and consuming them on un-
secure terminals. During the enrollment stage, several
challenge-response pairs (denoted by (6, k)) are ac-
quired at a trusted terminal. During the verification
stage of the protocol, the server challenges the token
with a specific 6; and compares the noisy response k;
with the known k;. The token is authenticated if the
Hamming distance between k; and k; is below a pre-
viously set threshold 7". The challenge-response pair



(0;, k;), grayed out in Figure 8, is not reused in any
future transactions. As we saw earlier, the number of
challenges per token is ~ 234, Given that up to 41%
of the bits can be incorrect before we reject a spoofed
Gabor Hash as having not originated in the same to-
ken, the probability that an attacker can guess the cor-
responding response is 27 233#0:59 ~ =137,

An attack on a POWF-based authentication system
is successful if an attacker can demonstrate posses-
sion of the POWF without actually having physical
access to the token. Stated more formally, we would
like to enumerate the subset of cells of a (k, n)-POWF
an attacker can spoof when challenged with queries
i € {1,2,...,n}. There are two classes of attacks
on POWFs - physical and computational - each of-
fering varying degrees of ease of spoofing to the at-
tacker. Physical attacks are of interest in environments
where the reader requires the presence of a 3D struc-
ture as part of the authentication process while com-
putational attacks are relevant in scenarios where the
Gabor Hashes, rather than the 3D structure itself, are
used.

7.1 Physical attacks

These attacks involve creating a physical structure
that emulates all or part of a (k, n)-POWEF. The spec-
trum of attacks ranges from a static image that spoofs
a single cell to holograms that spoof a small subset
of cells to cloning the entire structure down to the
scale of A\. The former attack may be thwarted by
using the POWF in a challenge-response protocol as
described in Figure 8. The holographic attack is prac-
tically infeasible owing to limitations in the ability of
holographic film to store and reproduce a large num-
ber of images with no crosstalk [16]. The most dif-
ficult attack of all is the cloning attack. The princi-
pal difference between that holographic attack and the
cloning attack is that the hologram aims to emulate
the optical behavior of the 3D microstructure without

actually creating a replica of the structure itself. The
state of the art in 3D microfacrication is far behind
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the difficulty presented by a macroscopic 3D structure
with A-scale inhomogeneities [18]. This difficulty is
further enhanced because probe samples not just the
token’s physical structure but also its material proper-
ties (e.g. dielectric constant) of the medium as well as
those of the scatterers. This implies that in order for
a cloning attack to succeed, it would have to not only
recreate the structure but also its local electromagnetic
attributes. Given the fact that 3D microfabrication is
currently possible with only a small library of materi-
als, it appears that a full-fledged cloning attack is in-
feasible using know 3D microfacrication technology.
Finally, we remark that spoofing a single token does
not affect the integrity of any other token.

7.2 Computational attacks

This class of attacks involves spoofing the (k,n)-
POWF computationally. The simplest of these attacks
is a replay attack - observe and store all possible chal-
lenges and corresponding responses for replay later.
This attack is the most feasible of all and involves stor-
age of a large amount of data. For a spoofing success
probability of 100%, our (2400, ~ 10'°)-POWF re-
quires storing 2400 x 23* bits ~ 2%° bits i.e., about 32
terabytes of data, which is not infeasible, but it is ex-
pensive. If the attacker were satisfied with a lower suc-
cess rate, the storage requirements would decrease ac-
cordingly. This decrease in storage could be offset by
requiring the verifying server to challenge the prover
multiple times. Storage requirements drop to about 4
terabytes if the Gabor Hashes were compressed to 233
bits. Further, assuming a 10 ms acquisition time per
response, it would take an attacker over 3 years to ac-
quire responses to all possible challenges. Note that
the verifier’s database can be much smaller because it
can select the subset of challenge-response pairs that
it wants to query on in advance.

A second attack would be simulate the response to
any given challenge. Assume that the volume of the
token is 1 cm? and it is probed by light with a wave-
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Figure 8: A challenge-response authentication protocol

length on the order of 1 pm, then its structure is spec-
ified by up to (1072/1076)3 = 10'2 ~ 240 bits if the
composition of each cubic block of wavelength size
is random, as it would be for microscopically inho-
mogeneous scatterers. These bits could be used to
computationally simulate the output instead of stor-
ing all possible outputs in advance. In the mesoscopic
limit, a photon passing through the structure performs
a random walk with a step size given by the mean
free path [, covering a distance [v/N after N scatter-
ing events [23]. For the photon to emerge from the
thickness L of the token requires that L = Iv/'N and
so N = (L/1)? scattering events. At each of these
steps, in a simulation it is necessary to propagate for-
ward paths linking all pairs of scatterers, giving an to-
tal of ~ 10'% x 1012 x 10 = 10?° ~ 256 scatter-
ing simulations per scattering event. In our embodi-
ment, N = 625 scattering events. In practice, sim-
ulating the scattering from even a single arbitrarily-
shaped particle in the limit that its dimension is sev-
eral times the wavelength presently requires a super-
computer [15]. Although simulating the response to
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any arbitrary challenge is not provably difficult, it does
require complete knowledge of local structural and
electromagnetic properties of the microstructure at the
scale of A and access to extremely high-performance
computing. This presents a substantial challenge to
any attacker.

Successfully spoofing a POWF involves technical
measures, effort and expense which are extremely dis-
proportional to the effort and expense of creating the
POWE. This physical asymmetry is akin to the compu-
tational asymmetry encountered in cryptographic one-
way functions.

8 Discussion

POWFs are expected to find utility in physical au-
thentication systems where challenge-response proto-
cols are employed. A typical application could be in
access control, where the number of tokens is small
and the data system employed usually relies on a



trusted central computer to keep track of the chal-
lenges and responses. Another potential application
is in arms control treaty verification. Unlike more
familiar challenge-response protocols, this one relies
on the enormous amount of information that is com-
mitted in advance to the token that is read out over
a long period. Beyond this, applications exist in
tamper resistant packaging either as externally mon-
itored free-standing structures or through the use of
self-contained packages containing a laser, a detec-
tor which are potted in optical epoxy containing in-
homogeneities. It is also worth noting that POWFs
can be built at any wavelegth as long as the system is
in the mesoscopic regime. Speckle patterns have been
observed mesoscopic all-electronic systems by using
the scattering of electrons from atomic-scale inhomo-
geneities [14]. Although the temperature at which
these effects are observed is too low to be practically
used, this line of thinking opens up new approaches to
uniquely identifying electronic structures based solely
on their physical structures. One area where this kind
of identification is becoming increasingly important is
in assigning identity to silicon chips. Recent work in
silicon POWFs, Physical Unknown Functions (PUFs)
and Physical Random Functions (PRFs) [3, 12] points
to interesting opportunities in using the actual physi-
cal structure of silicon chips for identification, certi-
fied execution, and digital rights management.

We have shown how coherent multiple scattering
in inexpensive 3D structures performs a mapping that
satisfies all of the attributes of a physical source of
data with properties akin to those of a noisy random
oracle [17]. The value of POWFs lie in the fact that
they, unlike prior physical authentication methods,
makes an explicit connection with the framework of
modern cryptography and thus may be viewed as an-
other primitive in the cryptographer’s toolbox, albeit
one that has a physical manifestation. In cases where
cryptographic authentication is neither economically
nor practically feasible, POWFs offer an alternative
approach.
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