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I. Introduction
Privacy is one of the most concerned issues in cloud computing. 
Personal data like financial transaction records and electronic 
health records are extremely sensitive although that can be 
analyzed and mined by organization. Data privacy issues need 
to be addressed urgently before data sets are shared on cloud. Data 
anonymization refers to as hiding sensitive data for owners of data 
records. Large-scale data sets are generalized using two phase 
top-down specialization for data anonymization. This process 
split into two phases. At first mapreduce is applied to the top-
down specialization (TDS) and deliberately design a group of 
innovative mapreduce jobs to accomplish the specialization in 
high scalable fashion. In second one againthe two-phase top-down 
specialization is applied to multiple data partition to improve 
scalability and privacy.

II. Generalization Approach
Data set D contain r number of data records. Each data records have 
m number of attributes. This attributes are arranged in taxonomy 
tree structure. The attribute in the taxonomy tree is denoted as 
TT. Quasi-identifiers QID representing group of anonymous 
records. 

Fig. 1: Taxonomy Tree Structure of Attributes

The top most value of the tree is T. Initially, Cuti contains only 
the top most value for its attribute. The beneficial specialization 
in UCuti from the data set to be performed next. At each iteration, 
find the highest score, denote Best apply to T and update UCuti 
and update score and validity of the attribute. When Top-Down 
specialization is applied to the taxonomy tree structure first it Find 

the best specialization, then perform specialization again and finally 
update values for the next round. Values for the each specialization 
are analyzed. The highest IGPL value for specialization is regard 
as the best specialization. In specialization the data sets are split 
into two phases. The values are updated until k-anonymity.

III. Large-Scale Data Processing Framework
To address the scalability problem of the Top-Down Specialization 
(TDS) approach for large scale data set used a widely adopted 
parallel data processing framework like MapReduce.Mapreduce 
must have two phases. In first phase, the original datasets are 
partitioned into group of smaller datasets and these datasets are 
anonymized in parallel producing intermediate results. In second 
phase, these intermediate results are integrated into one and further 
anonymized to achieve consistent k-anonymous dataset.

Fig. 2: MapReduce Dataflow

Mapreduce used to splitting up the large input data into chunks of 
more or equal size, spinning up a number of processing instances 
for the map phase apportioning data to each of the mappers, tracking 
the status of each mapper, routing the map results to the reduce 
phase and finally shutting down the mappers and the reducers 
when the work has been done. It is easy to scale up MapReduce 
to handle bigger jobs or to produce results in a shorter time by 
simply running the job on a larger cluster. When Mapreduce is 
not used the process fails in distribution system.
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IV. Experimental Process
Three groups of experimental in this section to evaluate the 
effectiveness and efficiency of the approach. In the first one, 
compared TPTDS with CentTDS from the perspectives of 
scalability and efficiency. In the other two, investigate on the trade-
off between scalability and data utility via adjusting configurations. 
Generally, the execution time and ILoss are affected by three 
factors, namely, the size of a data set (S), the number of data 
partitions (p) and the intermediate anonymity parameter (kI). How 
the three factors influence the execution time and ILoss of TPTDS 
is observed. In the first group, measured the change of execution 
time TCent and TTP with respect to S when p=1. The size S varies 
from 50 MB to 2.5 GB. In the second group, p is set as 3. The value 
of p (p>1) is selected randomly and does not affect our analysis 
as what we want to see is the trend of TTP and ILTP with respect 
to kI. In the third group, kI is set as 50,000. The value is selected 
randomly and does not affect our analysis because what we want 
to see is the trend of TTP and ILTP with respect to the number 
partitions. The number of partitions varies from 1 to 20.

 
                     (a)                (b)
Fig. 3: Change in Execution Time and ILoss w.r.t Number of 
Partitions

V. Conclusion
In this paper, a highly scalable two-phase TDS approach is 
proposed using MapReduce on cloud. Data sets are partitioned and 
anonymized in parallel in the first phase, producing intermediate 
results. Then, the intermediate results are merged and further 
anonymized to produce consistent k-anonymous data sets in the 
second phase. Experimental results on real-world datasets have 
demonstrated that with our approach, the scalability and privacy 
of TDS are improved significantly over existing approach.
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