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ABSTRACT

We present SATYA, a system that computes a rejputatklue for
Web service providers in order to enhance the cerdiscovery
and selection process increasing reliability in Si@hsactions. In
this work, objective values of service evaluatiangplied by
monitoring entities are used along with subjectexaluations
supplied by service consumers. The objective anbjestive
values are compared in order to: (i) validate sttbje
evaluations; (i) minimize the degree of subjedyivof computed
reputation values; and (iii) discover consumersf@rences in
terms of QoS metrics. By assigning Web serviceguatable
reputation value, SATYA enhances the service dgsaris
provided by registries with additional informatido be used
during the service discovery phase.

Categories and Subject Descriptors
H.3.4 [Systems and Softwark Distributed systems.

General Terms
Management, Reliability.

Keywords

Web services, web service discovery, quality ofiser

1. INTRODUCTION

Service Oriented Architecture (SOA) [12] stronglglies on
mechanisms for advertising and discovering avaslad#rvices.
Current Web standards for SOA advertising and disdng are
mainly concerned on describing functional and sytidefeatures
of services. Web Service Description Language (WSI[H4]
describes Web services mainly addressing commumnic&sues
and the syntactic description of service interfaBesides, current
service registries such as UDDI [1] do not enalidealery and
selection based on service capabilities and behasince they
primarily rely on WSDL information. Therefore, marworks
suggest a need for richer semantics descriptiororier to
enhance service discovery and selection in SOAES[9]t is a
consensus that QoS requirements are important atatad be
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included in service descriptions. In QoS enrichedebW
environments, besides metadata for describing % also
necessary a mechanism to assure that the adve@s&l is
effectively provided. In SOA, such mechanism is lengented
using Service Level Agreements (SLA) [6].

Traditionally, SLAs are bilateral agreements betwesrvice
providers and their consumers, in which QoS pararsgsuch as
service availability, throughput and response tiare precisely
defined. Electronic contracts based on SLAs onlykvpgoperly if

third parties periodically monitor the agreed QaBameters, in
order to check if the QoS effectively provided ke tconsumers
complies with the values previously establishedhia SLA. To

accomplish such task, monitoring entities are idetliin SOA.
Usually, monitoring entities employ probing mechsans, which
consist of sending a service request to providedsracording the
delivered QoS value. In order to unburden the Wehrenment,

the probing frequency must be as lower as possilgle

guaranteeing the freshness of recorded QoS vallterefore,
there is a tradeoff to be addressed concerningmydbequencies
and the freshness of stored QoS values.

However, the SLA approach is not suitable in all BMesage
scenarios. For instance, pay per use servicesasitiie Amazon
Web services (amazon.com) have as their poterdgiaiuamers the
whole Web. Thus, the cost of establishing formaitarcts may
not be feasible in these scenarios. Moreover, theb W an
environment characterized by the freedom of choiged the
adoption of fixed agreements tends to decrease feeldom.
Therefore, for such scenarios the formal and b#hteodel may
be replaced by a more open model, in which prosigeiblish the
QoS parameters of each provided service in thecgeregistry
and potential consumers search and select servased on the
published QoS. Despite the adopted scheme for Ga8el the
current environments still lack from guaranteest ttlee QoS
values (published or formally agreed) will be filfd. In the real
world, contracts (such as SLAs) can be broken adighed QoS
are likely to be disrespected. This scenario iegpthat it is also
necessary to address reliability issues, indicdimgxample, the
degree of commitment a provider has regarding its
published/agreed QoS values.

This paper presents SATYA system, developed withpthrpose
of augmenting the reliability of SOA-based systerRliability is
represented in SATYA through reputation values, civhare
assigned to each service provider regarding eac® [faoameter.
SATYA assigns and manages values of service provide
reputations, computed from: (i) subjective evalativalues
issued by service consumers and (ii) objectiveuatain values
generated by monitoring entities. The objective anbjective
values are compared in order to: (i) validate stthje



evaluations; (ii) minimize the degree of subjedivaf computed
reputation values; and (iii) discover consumer gneices in
terms of QoS metrics. By comparing objective antjective

evaluations, SATYA can detect eventual discrepantietween
them. Such discrepancies may suggest that eitleecdhsumer
issued a careless or malicious evaluation (whictlissarded by
SATYA) or the objective values held by the systemut-of-date.
To deal with the second case, SATYA adopts an ambrdor

dynamically adapting the probing frequency in ordermore

realistically reflect the provider current statéhis approach is a
unique feature of our proposal in comparison tcsteng SLA-

based systems in which probing frequency is fiRdadopting a
dynamically adjusted probing frequency, SATYA hake t
advantage of increasing the scalability of the whsystem in
terms of the number of probing messages needeceep khe
freshness of QoS information.

Regarding the computed preference values, SATYA tisem (i)

to assist consumers in the process of service wbksgo
constraining the search to providers belonging e same
preference group of the consumer and (ii) to comphe final

reputation value of a service provider. SATYA amio enhances
current SOA systems, augmenting the process oicsetiscovery
and selection with reliable QoS values. We caroeda set of
experiments that proved the effectiveness of thepgsed

approach in guaranteeing a high level of consuraéisfaction

while keeping the system overhead lower than f@uht SLA-

based systems.

The remainder of this paper is organized as follo8ection 2
describes SATYA system and explains how it enhar®@@#-

based systems. Section 3 shows experimental rebaltsassess
the overall benefits of using SATYA. Section 4 pnes related
works and Section 5 concludes the paper.

2. SATYA SYSTEM DESCRIPTION

SATYA was conceived to be integrated into SOA-based
commerce systems [12]. SOA encompasses three camison
service providers, service consumers and servieatagService
providers publish Web services descriptions (inclgd QoS
parameters) in a repository by using service ageBtsvice
consumers query this repository to discover aneécseWeb
services that match their requirements. Upon thevicee
discovery, the next step is the service usageethaom through the
direct interaction between the consumer and thecta provider.

In an open environment like the Web, informatioovided by
unreliable service providers are mixed togetherhwihose
provided by reliable providers and there is no whyutting them
apart. SATYA provides a service evaluation mechanas a
solution for this SOA issue. Such evaluation med@rarimproves
service discovery and selection by augmenting QaBues
published by service providers with reliability uak. These
values are represented in the SATYA context astation values
and they numerically express how much the publispe8 value
of a given provider is reliable.

To achieve its goal, SATYA performs a set of tagRsgeneration
of service providers objective evaluation valu@$;rétrieval and
validation of subjective evaluations sent by sexveonsumers;
(iii) establishment of preference groups for botmsumers and
providers; (iv) computation of reputation values éach triple of

provider-service-QoS parameter and (v) publishihgamputed
values of reputations and preferences for consuaretproviders
in service registries.

SATYA takes into account both subjective evaluaidgssued by
Service consumers and objective values generatédadoytoring
Entities (ME) [6]. ME obtains such objectives vaugy probing
Service providers and thus retrieving QoS valudectdely
supplied by them. Such objective values are thed s validate
the subjective evaluation values provided by corssmThis
validation is important due to three main issuésto( avoid the
formation of groups of malicious clients that migitmpromise
the use of services; (i) to minimize or preventaretess
evaluations, and (iii) to allow adapting the prapfrequency used
by ME in a more precise manner.

The idea behind creating preference groups is tgreggte
consumers and providers according to similaritgeda. With
regard to consumers, a group encompasses conswmerkave
similar preference of service evaluations concgnto QoS
parameters (consumers who wish services with theedt
possible response time, for example, might compaselient
preference group). With respect to providers, depeace group
encompasses providers that are inclined to prowdsvices
respecting the published QoS in the same metriderAfhe
establishment of preference groups, consumers efarentially
access providers that belong to their own grougt, i) providers
that tends to respect the published QoS metritisedf group.
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Figure 1. SOA enhanced with SATYA.

Figure 1 shows a SOA-based system enhanced withY8AThe
Service evaluation mechanism extends the Servicentag
generating reputation information and adding itthe service
registry. Such information can then be queried ®ASonsumers
in the same way QoS values are. This Service etiatua
mechanism provided by SATYA is composed of five oled
described in the following sections.

2.1 Compliance Computation Module (CCM)
CCM computes the value of compliance for a giveoviger. In
SATYA, the compliance value represents a measurethef
provider behavior in respect to its commitment rdigey each of
its published QoS metrics. To achieve its goal C@lMes as
inputs the published QoS and its actual delivera@de; for each
QoS metric, and generates compliance values feetheetrics.

An important issue for computing compliance valie$iow to
obtain the actual QoS delivered by Service progder SATYA,
the effectively provided QoS data are obtained ugto the
sending of probing messages by the Monitoring ¥n(ME).
Such approach raises another issue, since theee timdeoff
between scalability and data freshness. In ordgutrantee the



freshness of the stored values of QoS delivery byice
providers, it is necessary to have a very highueegy of probing
messages. This solution is likely to generate wgatiatlues of
QoS delivery but, at the same time, it overloads 8ervice
providers, thus affecting their performance andralesystem
scalability. In order to obtain probing frequencthat reflect the
current state of providers and, at the same tintesegoving
scalability, SATYA employs a strategy based on ¢bmparison
between objective values, obtained by probing, andjective
values, obtained from evaluations of Service prersdsupplied
by their consumers. This comparison is accomplishegart of
the functionalities of the CPDM module (Section)1.3

For computing compliance values, CCM employs a mapigm

based on an extension of the method presented 1h [his

compliance computation takes the published QoSegahnd the
correspondent ones obtained by probing as inputstaalculates
the compliance value of the service as result. Adie a QoS
metric of a given service, Apub be the publisheldedor A, and
Aretreived the actual (probed) QoS value for A. Toenpliance
computation of metric A when the service is invoked jth time

is given by formula (l):CompIiance. — Apub,j — Avetrieved,j (1)
]

ub, j

As the range of values may be different for eacls @Qwetric, in
the present work the compliance value is normalizedthe
interval [- 1, 1]. Values greater than 1 or lowan -1 are defined
as being “1” and “-1", respectively. In the jth #nof service
usage is defined that if Compliancej (“<” or “=" t¥") zero, for a
given metric, the data obtained by probing reprissan objective
value (“above” or “equal” or “bellow”) the publisbevalue.

To provide a mechanism that adapts to the dynarofstine Web
environment, our work extends the Compliance coatpmri
along with historical compliance computation. Ihert words, our
work uses the historical QoS values together wistantaneous
ones aiming to achieve more significant evaluatialues. While
the computation of instantaneous compliance corsidely the
most recent effectively QoS value obtained by prgbithe
historical compliance computation considers an ayervalue
based on the last effectively delivered QoS. Thstohical
compliance value is used by SATYA to prevent spugio
oscillations of QoS delivery influence the compiatatof the final
reputation of a given provider. Consider a scenariwhich the
published QoS metrics for Response Time (RT) is 2130 the
instantaneous RT value is equals to 800 ms andigerical RT
value is 190 ms. In this case, the instantaneoogpbance value
is “-1” while the historical compliance value is.05". Since the
historical compliance is very low (approaches Ohe t
instantaneous TR value (800 ms), although well ebtve
published QoS value, does not configure a probleather it
means the occurrence of an anomaly, since histararapliance
is low. Thus, the compliance computation based mtotical
values of the QoS metrics mitigate the effect afrgus behaviors
in SATYA, due to, for example, short-term overldadttuations.

2.2 Bias Computation Module (BCM)

The concept of biased evaluation in SATYA refers ao
evaluation of a service according to a given brasespect to a
particular QoS metric. The BCM takes as inputs bthle
instantaneous and historical compliance values elach QoS

metric calculated by the CCM and combine them udimyy
inference rules to get two biased final evaluatifmisthe service
in that invocation. The first evaluation is caldeth based on the
instantaneous compliance values while the secormhl@ilated
based on the historical compliance values. BCM ey®péh set of
inference rules to compute service biased evalustidhe first is
the unbiased set, which considers all QoS metschawing the
same relevance for computing the evaluation. Theaireing sets
consider (each one) a different QoS metric as beioge relevant
for computing the service evaluation. Then, empigydifferent
sets of rules produces different estimated evaloati

SATYA instantiates a BCM for each set of inferemates. Thus,
considering a scenario with two QoS metrics, fostance,
response time and availability, there will be thi2€Ms. The

BCM assigned to the response time metric takesnpstithe

compliance values of both metrics and it returreweation values
(instantaneous and historical) biased to respoinse, tmeaning
values that represent an evaluation that tendsotwsider such
metric as been more relevant than the others. @me procedure
is applied to the availability metric. The third BQs in charge of
computing unbiased values, representing the evaiuatf a

service without prioritizing any particular QoS met The BCM

outputs are used as inputs for the discovery ofsemer and
provider preferences, as we describe in the nd«Smction.

2.3 Provider's and Consumer’s Preference

Discovery Modules (PPDM and CPDM)

To create and update providers’ preference grotips,PPDM
uses a simple rating system that takes as inp@tshistorical
biased evaluation values returned by all BCMs. Sesmdiuation
values are used to update a data structure, nameddérs
Preferences Table (PPT), which stores informatimmdefining
providers bias to deliver QoS according to a giyerticular
metric. PPT has one slot for each QoS metric phes slot for
unbiased behavior. Whenever the BCM produces a s&wof
historical evaluation values, for each slot in BT, the current
value of the slot is incremented with the evaluatialue referring
to its corresponding QoS metric (or unbiased). Thtre
preference of a given provider can be discoveredsdnrching
PPT for the slot with the higher value.

Differently from PPDM, CPDM determines consumers’
preferences by combining the values of instantamebiased
evaluations generated by BCM along with the subject
evaluation value issued by consumers regarding tisgige of a
service. The subjective evaluation implicitly cesithe rationale
behind the evaluation given by the consumers, megathie QoS
metric that she judges as the most relevant whatuating a
service. One of the goals of our work is to makglieit such tacit
knowledge (the consumer preference) and to exjdioth to
increase the reliability and the system performance

To compute the consumer preference group, CPDM aisatng
system based on a set of ranges. Each range hlsvés and
upper bounds defined as a percentage of each setref recent
instantaneous biased evaluations generated by BSikilarly to
the PPDM, CPDM uses a data structure, named Comsume
Preference Table (CPT), which contains one coluomefach
instantaneous biased evaluation. When receivingomsuner
subjective evaluation, CPDM scans the ranges dhimaneous



biased evaluations and determines if the valuehefevaluation
falls within an existent range. If it does, the CBdlumn of the
corresponding biased evaluations is set to “1” evttile others are
set to “0” (zero). The consumer’s preference icdated by
summing each of the CPT columns and determininghigker
value. This means that, in the context of this wdinlere is only
one consumers’ preference for all services. Fut@@DM
extensions are expected to address different coEsum
preferences for different category of services.

During the process of computing consumer’s prefeena
situation might occur where the subjective valués faithin no

range. There are two hypotheses that may expl&nsttuation.
First, registry may be holding out-of-date objeetiralues of QoS.
Second, the consumer may be presenting a decavinglicious
behavior. In this case, the subjective evaluatioost be
invalidated and discarded. In order to check st hypothesis,
SATYA assigns a freshness value to each objectirduation

stored in the registry. This freshness value éxntbompared with
a predetermined threshold. If the freshness valugbove this
threshold, the objective evaluations are considengdated and
the second hypothesis is assumed as true. Ontltlee lband, if
the objective evaluations are below the threshdldeses
evaluations are considered outdated or invalid aad, a
consequence, the ME probing frequency must be &djut

collect freshener data. Since service consumerssistorof

application guided by specific requirements of itheiman users,
consumers preferences may fluctuate in an ad homenaalong
the time, according to intangible factors. To addrhis behavior,
the computation for determining consumers preferéadone by
only accounting the sum of the most recent elemens CPT
column (currently, we consider the last 8 elements)

2.4 Reputation Computation Module (RCM)
An important component of SATYA is the RCM, whiclasha
fuzzy engine used for computing the final reputati@lue for a
service provider. The provided reputation valueused as an
additional measure in the process of selectingvangiservice
besides the traditional service descriptors lileiitterface and
QoS parameters. In SATYA, each published QoS nsetoiceach
service has its associated reputation. Thus, g@especific
provider which implements a set “s” of Web servjcesd
considering a set of “n” published QoS metrics,s'nreputation
values are assigned to such provider, one for eachice and
QoS metrics. In the current version of RCM, we used
component developed by our research team as partegdutation
system proposed in [7]. In such system, the conaprgputation
value is the result of a fuzzy process that uségestive values
reported by different consumers, weighted by threspective
degree of relationship with the consumer requestimgputation
value about a service. To compute the final remrabf a
provider in a particular QoS metric, RCM takes aput the
output of both CPDM and PPDM along with the consume
subjective evaluation. Thus, the output of the yurzputation
machine is a set of reputation values accordirgjfferent biases.

3. EXPERIMENTAL RESULTS

The main purpose of the experiments was to validatk assess
SATYA mechanisms as well as to point out the pagienefits
of their use in the context of service discovery.

SATYA implementation was done in a simulation eamiment.
We adopted MATLAB for developing the fuzzy enginesed by
SATYA and the networks simulator NS-2 [133] to gaout the
experiments. Simulations were performed in four selsa
according to the several goals to be achieved. e sub-
sections describe the experiments and present ebelts and
analyses. Each set of such experiments consid€reginBilation
rounds and a confidence interval of 95%.

3.1 Assessing the evaluation mechanism

The goal of this phase of experiments is to dematestthe
SATYA capability for rating service providers, insaalable and
efficient way. In other words, simulations were dooted to
prove that the use of SATYA effectively provides eraluation
value of a particular provider that mirrors its r@mt state while, at
the same time, it decreases the need of high pydbémuencies.
It is worthwhile mentioning that high probing freencies can
contribute to degrade the provider performancéfitse

The simulation scenario was set as follows: fronseh of 60
nodes, one node was configured as a service pmwade as both
monitoring entity and service registry and the riembers 58
nodes were configured as service consumers. Qoscentar the
simulated services include response time, avaiftgbiand
throughput. In the experiments, each service penids different
QoS performance for each QoS metric and each secaicsumer
has different QoS requirements (moreover, eachpoitgitize a
different QoS attribute). A model for service resfisegeneration
was adopted where the request rate was a configujaarameter
ranging according to the goal of the different dations. In this
set of experiments, the service request rate wastaot and
configured as 1.5s. A model for QoS fault generafmlowing a
Bernoulli distribution was adopted, in which a pd®r had 98%
of chances for delivering a service meeting theieaf published
QoS. For achieving the goal of this simulation ghate same
scenario was run twice: the first time without @siBATYA
mechanisms and the second time activating SATYA.

Figure 2 shows the results of simulation performétiout using

the SATYA mechanisms. These values will be usethénext

step of simulation as a comparison basis. Resuts wbtained as
follows. Initially, the consumer sends a servicquest to the
service registry describing the desired servicen@loQoS

requirements. Then, the registry returns the stoxedue

representing an unbiased objective evaluation vdtre the

requested service (remember in this experimenetteonly one

provider). After, the consumer uses the providedise and an

effective QoS value is obtained as result of theise utilization.

It is worthwhile mentioning that such effective walreflects the
current state of the provider and it is known imuliation time,

but it is not available for the SATYA mechanismsenmtrunning

the system in the “real world".

At this point, a new unbiased objective evaluaticslue is
computed, based on the effective QoS value prowdseh using
the service. After that, the difference betweess thilue and the
unbiased objective evaluation value initially stbie the registry
is computed. The freshness of data stored in tjistrg is directly
proportional to the frequency of probing adoptedv. In order
to represent different thresholds for the freshrafsghe stored
objective evaluation values, three ranges were tadof2%, 4% e
10%), represented by the three curves shown inr&igu For



instance, for a 2% range, the value held in theisngg is
considered updated only if the difference betwaerh svalue and
the effective one is lower or equal to 2% (of tffeaive value).
Figure 2 plots the success rate as a function ef giobing
interval, for different values of ranges. Sucoess is a measure
that denotes in percentage terms the degree dinfess of the
registry information, meaning how much the storedues are
close to the values effectively obtained when ugirgservices. A
value of 1 (or 100%) means that for all serviceuesgs the stored
values correspond to the effectively provided Qadue. We
simulated five values for the time interval of siwgdprobing
messages (5, 10, 20, 30 and 60 seconds).
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Figure 2. Success Rate — Without SATYA

As Figure 2 shows, the success rate for all rardmzeased
proportionally to the increasing of the probingeival. So, as it
was expected, the higher is the frequency of pkiower

probing interval), the freshest the values stotethe registry are.
Considering the range of 10% and a probing intesf&l seconds,
the success rate is about 97%, meaning that in &7€ases the
value of effectively delivered QoS and the objestavaluation
value stored in the registry matched (thus thestegivalues were
updated). At the range of 2%, the success ratesdmB7%.

Success Rate

2% 4% 10%

Thresholds Values

.

Figure 3. Success Rate — With SATYA

Figure 3 presents the values for the success tned when
activating SATYA, considering the thresholds (2% d4nd 10%).
Figure 3 does not plot the probing interval, sitlds value varies
along the time when SATYA is activated. To analflze system
behavior, we compared values presented in Figuren@® 3,

considering a probing interval of 5 seconds. Suttkrval was
chosen since it represents the worst case for SAfWi#en QoS
values stored in the monitor are the freshest)ulReshow that,
for a 2% range, the success rate is about 37% uiitBATYA

while with SATYA this value is about 33%. For rasgs 4% and
10%, the success rates are respectively 69% and \@if86ut

SATYA, and 64% and 91% with SATYA. Therefore, iretivorst
case for SATYA, that is, with the monitor adoptadigh probing
frequency, the success rates obtained when usiiiy 8Are very
close to those obtained without using it. This leBighlights the
fact that SATYA allows registries to hold fresh datherefore
reliable) evaluation values of service providertheiit incurring
in the overhead of MEs keeping a high probing fesgy. To

ratify the point, the final step of this simulatiphase is to verify
the actual reduction in the number of monitoringssa@es when
SATYA is activated.

Figure 4 plots a value in % that represents thie tztween the
number of probing messages sent with and withouTY3A

mechanisms, for the different values of ranges aiith the

probing interval set as 5 seconds. We observe thata 2%
range, about 38.6% of messages are sent with SAddtkated
when comparing with the total number of messagas wéhout

SATYA. Considering the other ranges (4% and 10%g) tétio is

still more favorable for SATYA (only 21% and 12% eént
messages in comparison to simulations without SAIResults
show that SATYA is able to provide a highly scatabblution for
QoS monitoring in the context of Web services, with
degrading the accuracy of the provided evaluataines.
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Figure 4. % of sent messages with SATYA

3.2 Assessing the Use of Preference Groups
A second phase of simulations was accomplished tivgtgoal of
evaluating the benefits of using SATYA for creatipeference
groups and using such groups during the processenfice
selection. To achieve this goal, we performed afebmparisons
among service evaluations provided by consumersabeessing
services delivered by providers of their own groufby providers
of different (random) groups. For these experimeintsn the 60
nodes, 10 were set as providers and the remaiadezsnsumers.
To analyze the effect of using preference groups,graphs were
built, one representing the choice of service mters
accomplished in a random way (that is, without @beréng
preference groups) and the other one represertimglhoice of
providers belonging to the same group as the coasum
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Figure 5. Average Subjective Evaluation of deliver services

Figure 5 depicts, for different service requestsathe average of
the subjective evaluations provided by consumemiabervices
that were delivered by providers belonging to: tfije same
preference groups as the respective requestingicwrs (“Same
Group”); and (ii) different preference groups (‘Rem”). We
observe that the average of the evaluation valsiésgher when
providers of the same group were accessed, fowvailles of
service request rates. This result points outtti&use of services
supplied by providers of the same group as thewues supplies
a higher level of user satisfaction.



However, the use of preference groups when setpgtioviders
may have the drawback of resulting a higher numifeQoS
violations. These violations occur since the seasplace of
providers is reduced due to the use of preferemoeipg. To
minimize this problem, SATYA employs load balanciagnen
selecting service providers in a given group.

3.3 Assessing the Benefits of Load Balance
This third phase of simulations had the goal ofleating the
benefits of using load balancing when selectingiserproviders
of the same preference group of the client. In phiase, the same
scenario described in Section 4.2 was adopted,tlaadservice
request rates varied aiming to compare the scalalof the
system usage. Three different rate values, denbtedhigh,
intermediate and low, were adopted in the experimeRates
denoted as High were about 8 reg/sec; Intermediate about 4
reg/sec and Low were close to 1.5 reqg/sec.
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The mechanism for load balancing when choosing icerv
providers was simulated as follows. Whenever antliequests a
service (whose provider is selected among providethe same
preference group) SATYA returns the provider witte iowest
request rate for time interval. The load balanciegalways
accomplished within a given preference group, ithahe selected
provider will be the one with the lowest requeseréor time
interval in the client preference group. Thus, theeriments
carried out to evaluate the load balancing mechamisre based
on comparing the amount of requested services aretdenied
with and without the use of the mechanism. Thisialeof
services occurs whenever a selected provider latkesources

for delivering the published QoS. The numbers a@lvjaters and
clients were variable parameters in the simulatidffgee QoS
metrics were used: Response Time, Availability Bedformance.
Each node configured as a client was assignedferpnee group.
Considering the three adopted QoS metrics, threfemmces
groups were established (one for each metric). filn@ber of
providers belonging to each preference group rdraja 2 to 5
(meaning a total of 6 to 15 providers for attendifignt requests).

Figures 6, 7 and 8 present the % of denied senficegach
different service request rate adopted in the émpmerts (High,
Intermediate and Low). A significant reduction heeved when
the load balancing (LD) mechanism was used. Theefiisn
achieved with the use of this mechanisms resuthfemlding in
the Service Register the information of which pdavi has the
lower workload in a given time and using such infation for
selecting the provider to attend a request. Formpl& in
scenarios running with three providers in eacheuegfce group
and a high rate of service requests, the numbedeoial of
services was about 22.3% lower with the load batenc
mechanism (WTLB) than without it (WOLB). In expeents with
four providers in each preference group this diffiee decreases
to 19.4% (Figure 8). The obtained results demotestréhat the
load balancing is a useful and efficient mecharf@mndistributing
the total of service requests among the availatdeigers (inside
a preference group) thus increasing the amourgafasts able to
be met, achieving a best overall usage of the Wsburces.

3.4 SATYA in the Service Discovery Process
Experiments performed in this simulation phase tmdgoal of
evaluating how the behavior of a service providgluences its
final computed reputation value. Such reputatiofuezacan be
used as an indicator of how frequently a providgually meets
its published QoS. In a service discovery processmeced with
SATYA, the choice of a provider may take into aaubyi) QoS
values published by providers; (ii) reputation esicomputed by
SATYA, (iii) both of them. A provider reputation & value that
denotes how much this provider effectively meets plublished
Qo0S. Therefore, using SATYA in the process of sErvi
discovery, a consumer will be able to search ieraise register
for providers that have (i) the best QoS valuedagiven metric
(for example, the provider that has the lowest Besp time); (ii)
the highest reputation value for a given metridi) he best
balance between reputation and QoS values.

In this phase, the same scenario with 60 nodesrwasnd the
same three values of service request rates (Higérnhediate and
Low) were adopted. The number of providers and ewowess were
set as 15 and 45, respectively. The simulated nmésinafor a
consumer choosing a provider comprises the follgvateps: (i)
selection of a service from a set of availableisesy (ii) selection
of a set of QoS requirements from the availableireqnents (for
example, selection of Response Time); (iii) assigrof values for
QoS requirements (for example, providers with respotime
lower than 1000 ms); (iv) running the operationvitersReturns
which returns a list of providers that fulfill thestablished QoS
requirement (in this case, all providers with alghted response
time lower than 1000 ms); (v) once receiving thieced list of
providers, running the operation ProvidersSelectsthat
determines which is currently the best providebéoused given
the consumer criteria of choice (best publishedS Qdor



example). Once a provider is selected, the consusnable to
perform the requested service by running the ojperat
PerformService. The PerformService operation siteslaa
provider performing a service request accordingtsocurrent
execution context, which dynamically varies depegdin a set of
factors and directly influences its capability ofeeting the
previously published QoS. For modeling the behawdra
provider, a Bernoulli process was adopted. Accardin the
adopted model, a provider had 90%, 80%, 70%, 60865896 of
chances for delivering a service according to thbliphed QoS
(meaning its QoS performance). Figure 9 shows theioed
results. Axis X denotes the variable value of Qe&d*mance of
a provider and axis Y represents the Final AvelRgputation of
the simulated providers. According to the graphrigfure 9, the
final average reputation of the providers presenigear drop
proportional to the QoS performance of the providéris drop
occurs since lower reputation values are assigt@tyydhe time
to providers that disrespect the published QoS. Talees in
Figure 9 show that reputation values really reftemt reliable the
QoS values published by a provider are.
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Figure 9. Variation of Reputation according to current
provider QoS performance

In a final step, we evaluate the overall benefftsiging SATYA
in comparison to a traditional SOA system, whictbésed on a
service registry providing values of published Qfiff each
registered provider without any reputation inforimat Therefore,
in traditional SOA systems, only after a consunsgsua service
provider it will find out if it is or not able toupply the service
meeting the previously published QoS. On the othend, in
SATYA enhanced systems provide to consumers rdpuatat
values, which reflect providers’ real capacity ef\dce provision.

In this simulation phase we compared SATYA enhargystems
with traditional SOA in terms of the degree of comer
satisfaction, given by the percentage of valuepuiflished QoS
that are not fulfilled. To reach the simulation fothe same
scenario of Section 4.2 was run, first without gsBATYA and
after with SATYA activated. For these experimetitg following
environment was simulated: from the 60 nodes, 1fevwet as
service providers and 50 as consumers. All progidegre set as
supplying the same type of service and publishiaddoS value
concerning the same metric, so that whenever a@strequests
a service all providers have the same chance ofjbsglected. A
service request rate of 5 requests per secondetas s

In traditional SOA environments, all providers ($eothat meet
and those that do not meet published QoS) havestme
probability of being chosen, since they publish #zme QoS
value. The negative impact of the presence of iallel providers
will be reflected in the final degree of custometisfaction. On
the other hand, in a SATYA enhanced environmerg, gfocess
of choosing a service provider uses both the vafupublished
QoS and the value of reputation. Thus, provideas do not meet

the published QoS will receive a low reputationueato that the
probability of these providers been chosen will goessively
decrease along the time.

In the simulations, consumers are individually gisedl a random
criterion for choosing services. The possible datare defined as
described in Section 4.4. Figure 10 shows the %cofirrences of
QoS violations with and without the use SATYA. AXsdenotes
the amount of providers that meet the published @bé&refore,
the reliable providers) in each simulation roundd amxis Y
denotes the percentage of QoS violations. In sitiaua where all
providers are reliable, there is no occurrence @$ iolation.
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Figure 10. Percentage of QoS violations

According to Figure 10, the lack of reliable prosfigl leads to a
large number of QoS violations (approximately 91.8fthout
SATYA and 91.0% using SATYA), generating a low degyof
customer satisfaction. When inserting only oneatdé provider
in the system, the amount of QoS violations dee®ds about
32.4% when using SATYA and to 86.1% without its.uSech
results reflect the use of reputation values insiwice discovery
process, since unreliable providers tends to beseticted by
customers most of the time. However, the presefficanly one
reliable provider among a set of available provdd=san generate a
high amount of service requests for such provi@emsequently,
this unique reliable provider may get overloaded,an a near
future, becoming unable to meet its published Qofess it
updates the published value in order to reflectciteent state.
The addition of new reliable providers generatéimear drop in
the percentage of QoS violations with and withoT8A.

4. RELATED WORK

Reputation-based systems have been used as éfftoiels for

services discovery and selection [12], mainly irviemments

where traditional agreements (SLAs) are unfeasile

undesirable. Commercial sites like eBay [2] empioymethod

known as Qualification Process for evaluating comests after the
purchase or sale of products. This method suffers two main

drawbacks. First, it does not take into accountréputation of
the consumer who evaluates the service. Secondunmrs are
not rated according to their past transactions. rfhee,

evaluations of newcomers have the same weigh dsaticms of

older ones, possibly introducing distortions in themputed

reputations since new users tend to be less reliitdn older
ones. The academia has presented evaluation systexhare
more sophisticated. In [4,8] models for selectiag/iEes based on
both QoS parameters and consumers evaluationsii@ogluced.

Several proposals [1,3] use the consumer evaluatfcservices
for establishing the prices of e- transactionsviSerprices are
calculated by taking into account the provider tapan.



In the previously described works, reputation isdshon the
consumer perception concerning the usage of a gieerice and
it is not suitable to determine how consistent $ervice regarding
the effectively provided QoS (meaning the providehavior

along the time). Another issue that is not addikgse¢hese works
concerns the reliability of the evaluation providedthe service
consumer [4,5,11]. With the aim of tackling thésmues, in [5] is
proposed a reputation model where the reputatienfisiction of
both the consumer evaluation — called subjectivaedsion of
reputation — and a set of historical QoS valuescéffely supplied
by providers — called objective dimension. An esfen of this
proposal [11] adopts a fuzzy-based approach foeriimg the
rationale behind a particular subjective evaluatgiven by a
consumer. The inferred rationale is used to (igciethe formation
of collusion, (ii) discover the consumer preferenand (iii)

provide recommendations to other consumers. Thik sloares a
set of common features with the proposed systent, Y34 but

they differ mainly regarding the adopted methodsdchieving
objective values of QoS and for exploiting subjeztevaluation
values. Differently from [11], in SATYA the consumevaluation
is used for computing the reputation value but d@sodynamic
adjusting the probing frequency of a monitoringitgntA major

advantage of our approach is the increase of stiplaiesulting

of the reduction of the number of probing messagedun the
reputation system. This enhancement is a consegquEATYA

requires probing only when a discrepancy betweerQbS values
stored in the registry and those perceived by Heeqlis detected.

The work in [9] proposes a framework to allow regtion-based
service selection in Semantic Grids environmente Proposed
framework provides an adaptive reputation-aware viser
discovery algorithm and a service-oriented distébureputation
assessment algorithm. According to the authorsientirservice
discovery techniques like UDDI are unable to allgomatically
locate services based on both provider capabilfaen by QoS
metrics) and behavior (such as the provider trugtwd. The
main difference between this work and our propdsalthat
SATYA mechanisms adopt the joint use of objectived a
subjective evaluations thus validating the constsr@raluations.
Without such validation, the system becomes motrevable to
malicious consumers or careless evaluations. Argkedvantage
of our approach is that SATYA relies on probing dbtain
effective QoS values while in [9] only publishedoypider
capabilities are considered, meaning that effed@ie& values are
not taking into account in computing reputationues.

5. CONCLUSIONS

We presented SATYA, a system for increasing thabdity in
the SOA processes of service discovery and seteatibhout
adding significant overhead overall the Web sysfeamsumers,
providers and the underlying network infrastructurd-or
achieving this goal, SATYA model relies upon thinjaaction of
monitoring entities and consumer opinion about {ohed
services. It adopts a fuzzy logic-based approachcébculating
reputation values for service providers. Reputativalues
represent a provider degree of reliability denotingneasure of
how frequently such provider respects its publistedes of QoS
parameters. Mechanisms had been proposed fordiipasing the
level of subjectivity in service evaluations issusd consumers;
(i) providing values for service consumers repotato denote a
degree of commitment a provider has regarding ibliphed

QoS; (iii) creating preferences groups that aggeegansumers
that present a similar behavior when evaluating/ices, and
aggregate providers that lean to provide servicéb Wwigher
values of QoS in the same metric.

Since  SATYA mechanisms are able to validate conssime
evaluations and at the same time to rate providec®rding to
their current and historical behavior, it augmetite mutual
confidence among customers and providers, levegagdime
potential of Web usage for whatever transactiwat requires
some level of trust. Moreover, preference groups lva used as
an incentive mechanism to increase the consumécipation in
the distributed process of service evaluation.
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