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(57) ABSTRACT

An event is described herein as being representable by a
quantified abstraction of the event. The event includes at least
one predicate, and the at least one predicate has at least one
constant symbol corresponding thereto. An instance of the
constant symbol corresponding to the event is identified, and
the instance of the constant symbol is replaced by a free
variable to obtain an abstracted predicate. Thus, a quantified
abstraction of the event is composed as a pair: the abstracted
predicate and a mapping between the free variable and an
instance of the constant symbol that corresponds to the predi-
cate. A data mining algorithm is executed over abstracted,
quantified events to ascertain a correlation between the event
and another event.
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ABSTRACTING EVENTS FOR DATA MINING

BACKGROUND

[0001] Oneofthe major themes in data mining is the extrac-
tion of patterns existent in a data set. For example, data
mining algorithms have been commissioned to recognize cor-
relations in purchase patterns of consumers. For instance, a
data mining algorithm can be employed to ascertain that an
individual will generally purchase toothpaste if the individual
also purchased a toothbrush. In another example, a data min-
ing algorithm can be commissioned to infer sequential pat-
terns in data. If an individual purchases a shirt, for instance,
the data mining algorithm can infer that the individual will
likely purchase trousers after purchasing the shirt. Such cor-
relations in transactions can be useful in connection with
product placement, marketing, etc.

[0002] Conventionally, however, data mining techniques
have not been widely utilized in connection with software
verification tools. For example, given a program and docu-
mented rules/constraints imposed by developers on the pro-
gram, software verification tools can be utilized to verify that
the program satisfies the rules/constraints imposed by the
developers. For instance, software verification tools can be
employed to ascertain that a program that uses a library/
application programming interface does so in accordance
with rules/constraints of the library/application programming
interface. The usefulness of such verification tools, however,
is limited due to lack of machine-readable rules/constraints
for programs. For instance, with respect to legacy software,
developer turnover can result in the loss of a substantial
amount of knowledge about the internal workings of the
software that is ingrained in the memory of developers but is
not written in a specification pertaining to the software. While
documentation may curb some of such losses, oftentimes
internal details of software are conventionally not docu-
mented.

[0003] Inanotherexample, alteration to undocumented but
observed behaviors of software can cause clients of the soft-
ware to fail as such software evolves. These failures can be
alleviated if rules/constraints of the software are available to
developers at the time they make modifications to such soft-
ware.

SUMMARY

[0004] The following is a brief summary of subject matter
that is described in greater detail herein. This summary is not
intended to be limiting as to the scope of the claims.

[0005] Described herein are various technologies pertain-
ing to abstracting observed events to generated quantified
abstractions of the observed events. In an example, an
observed event may be a transaction that includes a plurality
of purchases of various items. In another example, an event
may pertain to execution of a particular portion of a software
program (e.g., a portion of a trace). An observed event may
include a plurality of what is referred to herein as predicates.
In the case of a transactional event, a predicate may be an
attribute/value pair, which can be an indication that an
attribute has a certain value, such as a color of a shirt is red, a
manufacturer of the shirt is a particular manufacturer, etc. In
the case of software, a predicate may be an indication that a
return value is a particular number, an indication that an
invoked function has a particular name, an indication that a
parameter has a specific value, etc.
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[0006] At least one of the predicates corresponding to the
event may have a constant symbol corresponding thereto. In
the example pertaining to the shirt, the constant symbol may
be aparticular color, such as red, green or blue. In the software
example, the constant symbol may be a particular value of a
parameter. While the examples above have described predi-
cates as being atomic in nature, it is to be understood that the
predicates may be conjunctive such that a predicate may be
connected by an “and” or an “or”.

[0007] Once the plurality of predicates have been identi-
fied, a subset of such predicates can be selected from the
plurality of predicates. Thereafter, a set of instances of con-
stant symbols that correspond to the subset of predicates can
be identified. Thus, for instance, if a predicate is indicative of
a size of the shirt, the constant symbol may be a particular size
(e.g., 40 long). Thereafter, for each instance of the constant
symbols identified, a mapping can be generated from a free
variable that is chosen to be used in a particular predicate
(e.g., to represent the instance of the constant symbol) to the
instance of the constant symbol in such predicate. Such map-
ping can be added to an overall mapping data set that includes
all mappings from free variables chosen to be used in predi-
cates to constant symbols corresponding to the subset of
predicates.

[0008] As indicated above, free variables can be chosen to
beused in predicates. For each of the predicates, an abstracted
predicate can be constructed by replacing the instance of the
constant symbol with a free variable, such that the mapping
given the free variable points to the instance of the constant
symbol. The predicates corresponding to the event may be
rewritten as abstracted predicates by replacing each predicate
in the subset of predicates with its corresponding abstracted
predicate as described above. The abstracted predicate and
the mapping between the subset of abstracted variables and
the instances of the constant symbols can be composed as a
pair to construct a quantified abstraction of the event. This
process can be undertaken for a plurality of events.

[0009] Once a plurality of quantified abstracted events are
generated, a data mining algorithm can be executed over such
quantified abstracted events. To obtain different results, dif-
ferent predicates can be selected to be in the subset of predi-
cates for various events. Executing a data mining algorithm
over such abstracted events can allow for inference of rich
patterns in a data set (e.g., complex/rich rules/constraints
pertaining to a software program).

[0010] Other aspects will be appreciated upon reading and
understanding the attached figures and description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1is a functional block diagram of an example
system that facilitates abstracting events in a data set in prepa-
ration for performing data mining over such data set.

[0012] FIG. 2 is a functional block diagram of an example
system that facilitates executing a data mining algorithm over
abstracted events.

[0013] FIG.3 is diagram of example quantified abstractions
of an event.
[0014] FIG. 4 is a flow diagram that illustrates an example

methodology for abstracting events in a data set and executing
a data mining algorithm over such abstracted events.

[0015] FIG. 5is a flow diagram that illustrates an example
methodology for executing a data mining algorithm over
abstracted events.

[0016] FIG. 6 is an example computing system.
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DETAILED DESCRIPTION

[0017] Various technologies pertaining to abstracting
events in a data set will now be described with reference to the
drawings, where like reference numerals represent like ele-
ments throughout. In addition, several functional block dia-
grams of example systems are illustrated and described
herein for purposes of explanation; however, it is to be under-
stood that functionality that is described as being carried out
by certain system components may be performed by multiple
components. Similarly, for instance, a component may be
configured to perform functionality that is described as being
carried out by multiple components.

[0018] With reference to FIG. 1, an example system 100
that facilitates abstracting events in a data set is illustrated. As
used herein, an event can refer to a tuple of primitive values.
Thus, for instance, an event may be transactional in nature,
such as an individual purchasing a shirt, wherein the shirt has
several attributes corresponding thereto (color, size, manu-
facturer) and each of such attributes can have a value corre-
sponding thereto. In another example, an event may refer to
execution of a particular portion of a software program,
wherein such portion of the software program may include an
input value, a return value, a function name, a function type,
etc. Thus, a primitive value corresponding to an event may be
a string, an integer, a floating point value, or other suitable
value. Other types of events will be recognized by one of
ordinary skill in the art.

[0019] The system 100 comprises a data repository 102.
The data repository 102 can retain a first data record 104 that
is in any suitable format. The first data record 104 can also be
referred to herein as a raw data record, and may comprise a
single event or multiple events. The first data record 104 can
comprise a first event 106. The first event 106 comprises at
least one predicate 108, which is a predicate over the event
106. In an example, where the first event 106 is transactional
in nature, the predicate 108 can represent a particular
attribute/value pair corresponding to the first event 106. In a
more detailed example, if the first event 106 is the purchase of
a shirt, the predicate 108 may be an attribute/value pair that is
indicative of an identity of a manufacturer of the shirt. In
another example, the predicate 108 may represent an
attribute/value pair that is indicative of a color of the shirt, a
size of the shirt, or other suitable attribute/value pairs (e.g.,
attribute is color or size, and value is red or large, respectively,
and the predicates indicate that the color of the shirt is red or
the size of the shirt is large).

[0020] In another example, as indicated above, the first
event 106 can represent execution of a particular portion of a
software program. In such a case, for instance, the predicate
108 may be a name of a specific procedure, wherein param-
eter values corresponding to the procedure may have particu-
lar constraints corresponding thereto. Thus, the predicate 108
can match calls to a procedure with a certain parameter value.

[0021] The first event 106 can further comprise a constant
symbol 110 that corresponds to the predicate 108 (e.g., the
predicate 108 may include a constant symbol). The constant
symbol 110 is a symbol corresponding to the at least one
predicate 108 that is not subject to alteration. Thus, the con-
stant symbol 110 may be a particular value, may be a particu-
lar string, letter, etc. Returning to the transaction example, the
predicate 108 can represent size of the shirt, and the constant
symbol 110 can be the particular size (e.g., 40). In the
example where the first event 106 corresponds to execution of
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the software program, the constant symbol 110 may be a
particular return value, a particular parameter value, or other
constant symbol.

[0022] The system 100 also includes an accessor compo-
nent 112 that accesses the data repository 102 and retrieves
the first data record 104 from the data repository 102. For
instance, the data repository 102 may be included in a com-
puter, such as a personal computer, a server computing
device, or other suitable computing device. Additionally, as
indicated above, the first data record 104 comprises the first
event 106, which has the at least one predicate 108 corre-
sponding thereto, and the at least one predicate 108 has the
constant symbol 110 corresponding thereto.

[0023] A representor component 114 is in communication
with the accessor component 112. The representor compo-
nent 114 utilizes a free variable in the predicate 108 to abstract
such predicate 108. Thus, for example, if the predicate 108 is
representative of a manufacturer of the shirt, the representor
component 114 can utilize a free variable to indicate that the
manufacturer of the shirt is the variable “x”. In another
example, if the predicate 108 represents a return value, the
representor component 114 can use a free variable v, to indi-
cate that the return value is v,.

[0024] An identifier component 116 can identify at least
one instance of the constant symbol 110 included in the first
event 106. For example, in connection with a software pro-
gram, several instances of a constant symbol may be existent
with respect to a particular portion of the software program.
The identifier component 116 can identify such instances of
the constant symbol 110 that corresponds to the first event
106.

[0025] The system 100 further includes a mapper compo-
nent 118 that generates a mapping between the at least one
free variable used in the predicate 108 and the at least one
instance of the constant symbol 110 identified by the identi-
fier component 116. Considering instances of constant sym-
bols (instead of constant symbols) allows different instances
of the constant symbol 110 to be mapped to different free
variables in a same abstraction. Example mappings between
free variables and instances of constant symbols 110 are
provided below.

[0026] A generator component 120 can be in communica-
tion with the mapper component 118. The generator compo-
nent 120 can be configured to generate a second data record
122 and cause such second data record 122 to be stored in the
data repository 102. Contents of the second data record 122
include an abstraction 124 of the first event 106, wherein the
abstraction 124 is a quantified abstraction of the first event
106. The abstraction 104 generated by the generator compo-
nent 120 includes a free variable 126 used in the predicate 108
and a mapping 128 between the free variable 126 and the
instance of the constant symbol 110 identified by the identi-
fier component 116.

[0027] The description of the system 100 above describes
construction of a single abstraction 124 of the first event 106.
It is to be understood that multiple abstractions of the first
event 106 can be generated if there are multiple predicates
that correspond to the first event 106 and/or if predicates
comprise multiple instances of constant symbols. For
instance, if the first event 106 has a plurality of predicates
corresponding thereto, the abstraction 124 may include the
free variable 126 that corresponds to one of such predicates
and the mapping 128 that maps the free variable 126 to the
instance of the constant symbol corresponding to the predi-
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cate 108. The remainder of the abstraction 124 may be
another free variable that is used in a different predicate and
instances of constant symbols that correspond to the different
predicate. Thus, any suitable combination of predicates can
be assigned free variables, and mappings can be generated
between the free variables and instances of constant symbols
corresponding thereto. Therefore, a single event may have
multiple abstractions related thereto.

[0028] Referring now to FIG. 2, an example system 200
that facilitates executing a data mining algorithm over quan-
tified abstractions of events is illustrated. The system 200
comprises the data repository 102 that includes the second
data record 122, which comprises a representation of the first
event 106 in the first data record 104 (FIG. 1). That is, the
second data record 122 comprises the abstraction 124 of the
first event 106, wherein the abstraction 124 includes the at
least one free variable 126 that included in the predicate 108,
and the mapping 128 between the free variable 126 and at
least one instance of the constant symbol 110. The data
repository 102 also includes an nth data record 202, which is
a representation of another event included in the data reposi-
tory 102. The nth data record 202 includes an abstraction 204
that is a quantified abstraction of at least one other event
represented in the data repository 102. The abstraction 204
includes a free variable 206 that is included in a predicate that
corresponds to the at least one other event and a mapping 208
between the free variable 206 and an instance of a constant
symbol that corresponds to such free variable 206.

[0029] The system 200 further includes a data mining com-
ponent 210 that is configured to execute a data mining algo-
rithm 212 over the second data record 102 and the nth data
record 202. The data mining algorithm 212 can be configured
to output an indication of correlation between the second data
record 122 and the nth data record 202. In an example, the
indication of correlation can include an indication of a tem-
poral correlation between the first event, represented by the
abstraction 124, and the nth event represented by the abstrac-
tion 204. An example of a temporal correlation may be that if
a person first buys a shirt, that person will thereafter buy
pants. In another example, a temporal correlation may be that
if a particular functional call has a certain input, such function
call will later be followed by another function with a particu-
lar output. In yet another example, the indication of correla-
tion output by the data mining algorithm 212 may be an
indication of a transactional correlation between the first
event, represented by the abstraction 124, and another event,
represented by the abstraction 204. An example transactional
correlation is that if a person buys a toothbrush, that person is
also highly likely to purchase toothpaste. In a software pro-
gram, a transactional correlation may be that if a function call
exists with a certain parameter, then a return value for another
function may be a particular value.

[0030] With reference now to FIG. 3, an example depiction
300 of various ways to perform an abstraction over an event is
illustrated. The depiction 300 comprises an event 302. The
event 302 may include the execution of the function fopen,
with an input argument id.txt that returns the numerical value
23 as a file handle. This event is illustrated in the functional
block 304. The event 302 can be represented through utiliza-
tion of three predicates 306, 308 and 310. The first predicate
corresponds to the return value equaling 23 (returnValue=23).
The second predicate corresponds to the function equaling
fopen (function=fopen). The third predicate 310 corresponds
to the first parameter of the event 302 being id.txt
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(Parameter1=id.txt). Therefore, the event 302 can be repre-
sented as predicates return value=23 and function=fopen; and
return value=23 and function=fopen and parameter 1=id.txt,
wherein the representation comprises constant symbols/val-
ues, where x=y is a positional predicate that denotes that y
occurs at position X.

[0031] From such representations of the event 302, the
system 100 can be utilized to construct at least three difterent
quantified abstractions. For example, with respect to a first
abstraction 311, a free variable vl can be included in the
predicate 306, as shown in function block 312. The function
block 312 is thus an abstracted version of the predicate 306.
The second predicate 308 can remain unchanged in the first
abstraction 311, as shown in function block 314. An instance
of the constant symbol 23 can be identified and can be
mapped to the free variable v1, as shown in function block
316. It can be ascertained that in the first abstraction 311 the
predicate 310 is not included therein.

[0032] Inasecondabstraction 318, a free variable vl can be
employed in connection with abstracting the first predicate
306 as shown in function block 320. The second predicate 308
and the third predicate 310 can remain unaltered, as shown in
function blocks 322 and 324. As shown in function block 326,
the instance of the constant symbol can be mapped to the free
variable v1.

[0033] In a third abstraction 328, the free variable v1 can
again be chosen to be used to abstract the first predicate 306,
as shown in function block 330. The second predicate 308
may remain unchanged, as shown in function block 332. A
free variable v2 can be used to abstract the third predicate 310,
as shown in function block 334. In function block 336 it can
be ascertained that the free variable v1 is mapped to the value
23 while the free variable v2 is mapped to the parameter value
id.txt. As will be shown by way of example below, the free
variables and mappings may be utilized by a data mining
algorithm to ascertain correlations between events.

[0034] As indicated above, such abstractions can be
employed in connection with a data mining algorithm that can
be configured to mine rules/specifications of a software pro-
gram. The implications of abstracting events in a manner such
as that described above is that data mining algorithms can
leverage known properties to incrementally consider richer
abstractions of events to efficiently mine richer specifica-
tions/rules pertaining to the software program. This can be
undertaken by avoiding abstractions of events that are known
to not contribute to a rule. Additionally, any data mining
algorithm that operates on a sequence of events can operate
on a sequence of events of abstractions resulting from execut-
ing of the system 100. Furthermore, the abstractions can be
generated independent of the class of predicates, so long as
terms involved in the predicates are comparable.

[0035] Moreover, the data mining algorithm can be utilized
to mine temporal rules through utilization of trace abstrac-
tions. For instance, given a trace that encodes an execution
path as a sequence of events, the trace can be viewed as a
sequence of predicates satisfied by the events in the corre-
sponding position in the original trace. Accordingly, specifi-
cation mining algorithms can deal with one trace composed
of'a large number of sets of (repeated) predicates, as opposed
to considering prohibitively numerous views of the same
trace.

[0036] The data mining algorithm indicated above can be
configured to execute over abstractions and ascertain tempo-
ral rules corresponding to the abstractions of the events. For
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instance, the temporal rule &, 5 &, represents the rule that any
occurrence of &, must be eventually followed by an occur-
rence of &,. Thus, a sequence m=e,, e,, . . . e, satisfies the
temporal formula €, 5 €, (denoted = &, 5 €, ) if and only if
for any e, = §, there exists a j>i such that e = §,,.

[0037] In another example, the temporal rule &, 45 €, rep-
resents a rule that (i) any occurrence of &, must eventually be
followed by an occurrence of &,, and (ii) an occurrence of &,
cannot be followed by another occurrence of &, before an
occurrence of £,. In such rules, Rican be referred to as ante-
cedent, and &, can be referred to as a consequent of the rule.
[0038] When constraints are introduced, wherein the con-
straints involve parameter and return values of different
events in a temporal rule, such rules can become quantified.
An example may be “every call made to foo(x) can be pre-
ceded by a call to bar that returned x”. As can be ascertained,
this form of rule can be learned by executing the data mining
algorithm over abstractions generated by way of the system
100. More formally, quantification is enabled through gener-
alizing event predicates to allow event predicates that include
free variables.

[0039] An example algorithm for performing data mining
over abstracted events pertaining to a software program (e.g.,
a call to an API or library) is described in Miring Quantified
Temporal Rules: Formalism, Algorithm and Evaluation, by
David Lo, et al., 16” Working Conference on Reverse Engi-
neering (WCREO09), Lille, France, Oct. 13-16, 2009, the
entirety of which is incorporated herein by reference.

[0040] With reference now to FIGS. 4 and 5, various
cxample methodologics are illustrated and described. While
the methodologies are described as being a series of acts that
are performed in a sequence, it is to be understood that the
methodologies are not limited by the order of the sequence.
For instance, some acts may occur in a different order than
what is described herein. In addition, an act may occur con-
currently with another act. Furthermore, in some instances,
not all acts may be required to implement a methodology
described herein.

[0041] Moreover, the acts described herein may be com-
puter-executable instructions that can be implemented by one
or more processors and/or stored on a computer-readable
medium or media. The computer-executable instructions may
include a routine, a sub-routine, programs, a thread of execu-
tion, and/or the like. Still further, results of acts of the meth-
odologies may be stored in a computer-readable medium,
displayed on a display device, and/or the like.

[0042] Referring now to FIG. 4, a methodology 400 that
facilitates abstracting an event is illustrated. The methodol-
ogy 400 begins at 402, and at 404 a first data record is
accessed in a data repository. The first data record comprises
a first event, wherein the first event comprises at least one
predicate and at least one value that corresponds to the at least
one predicate.

[0043] At 406, a quantified, abstracted event is generated
that is representative of the first event. Generating the quan-
tified, abstracted event can include using at least one free
variable to abstract the at least one predicate. Generating the
quantified abstracting event can further include generating a
mapping between the at least one free variable and at least one
instance of a constant symbol that corresponds to the at least
one predicate. The free variable(s) and the mapping(s) can be
stored in the data repository as a second data record.

[0044] At 408, the quantified abstracted event is caused to
be stored as a second data record in the data repository. At
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410, a data mining algorithm is executed via at least one
computer processor over the second data record and at least
one other data record to determine a correlation between the
second data record and the at least one other data record. Such
correlation may be in the form of a rule pertaining to access-
ing an application programming interface. In another
example, such correlation may be temporal in nature and/or
transaction in nature.

[0045] At412, an indication of the correlation is output. For
instance, the indication of the correlation can be output to a
display screen, to a memory device, a hard drive, etc.

[0046] It is to be understood that the first event can include
a plurality of predicates, wherein at least a subset of such
predicates has constant symbols corresponding thereto. In
such a case, generating the quantified abstracted event can
include selecting a subset of the plurality of predicates that
correspond to the first event, using a corresponding set of free
variables to abstract each of the subset of the plurality of
predicates, and generating mappings between the set of free
variables and instances of the constant symbols that corre-
spond to the subset of predicates. Different quantified
abstractions of the first event can be generated by selecting
different subsets of predicates and mapping free variables that
represent such predicates to constant symbols corresponding
thereto.

[0047] The first event described above can pertain to, for
instance, an application programming interface, a library, an
execution path of a program executed by a computer proces-
sor, etc. Moreover, as described above, the quantified abstrac-
tion in the second data record can be composed as a pair,
wherein the pair comprises free variables that represent predi-
cates corresponding to the first event, and a mapping between
the free variables and instances of constant symbols corre-
sponding to the predicates. Further, the first event can be
generated by encoding an execution path of an application
(software program) executed by the computer processor. The
methodology 400 completes at 414.

[0048] With reference to FIG. 5, an example methodology
500 that facilitates executing a data mining algorithm over a
quantified abstraction of an event is illustrated. The method-
ology 500 begins at 502, and at 504 a first data record is
accessed in a data repository. The first data record can include
a first event that occurred during execution of a software
program, wherein the first event has at least one predicate
corresponding thereto, and the at least one predicate has a
constant symbol corresponding thereto. Examples of predi-
cates and constant symbols have been provided above.
[0049] At 506, at least one instance of the constant symbol
corresponding to the predicate in the first event is identified in
the first data record.

[0050] At 508, at least one free variable is used to abstract
the predicate. At 510, for the at least one identified instance of
the constant symbol, a mapping is generated between the free
variable and the at least one instance of the constant symbol.
[0051] At512,asecond data record is generated in the data
repository, wherein the second data record comprises at least
one free variable and the mapping composed as a pair. As
described above, this composed pair can represent a quanti-
fied abstraction of the first event.

[0052] At514, a data mining algorithm is executed over the
second data record and at least one other data record to deter-
mine a temporal correlation between the second data record
and the at least one other data record (e.g., and thus the first
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event and another event). At 516, an indication of the corre-
lation is output, and the methodology 500 completes at 518.
[0053] Now referring to FIG. 6, a high-level illustration of
an example computing device 600 that can be used in accor-
dance with the systems and methodologies disclosed herein is
illustrated. For instance, the computing device 600 may be
used in a system that supports abstracting events in a quanti-
fied manner. In another example, at least a portion of the
computing device 600 may be used in a system that supports
executing data mining algorithms over quantified abstracted
events. The computing device 600 includes at least one pro-
cessor 602 that executes instructions that are stored in a
memory 604. The instructions may be, for instance, instruc-
tions for implementing functionality described as being car-
ried out by one or more components discussed above or
instructions for implementing one or more of the methods
described above. The processor 602 may access the memory
604 by way of a system bus 606. In addition to storing execut-
able instructions, the memory 604 may also store events,
quantified abstractions of the events, etc.

[0054] The computing device 600 additionally includes a
data store 608 that is accessible by the processor 602 by way
of'the system bus 606. The data store 608 may include execut-
able instructions, events, quantified abstractions ofthe events,
etc. The computing device 600 also includes an input inter-
face 610 that allows external devices to communicate with the
computing device 600. For instance, the input interface 610
may be used to receive instructions from an external com-
puter device, from an individual, etc. The computing device
600 also includes an output interface 612 that interfaces the
computing device 600 with one or more external devices. For
example, the computing device 600 may display text, images,
etc. by way of the output interface 612.

[0055] Additionally, while illustrated as a single system, it
is to be understood that the computing device 600 may be a
distributed system. Thus, for instance, several devices may be
in communication by way of a network connection and may
collectively perform tasks described as being performed by
the computing device 600.

[0056] As used herein, the terms “component” and “sys-
tem” are intended to encompass hardware, software, or a
combination of hardware and software. Thus, for example, a
system or component may be a process, a process executing
on a processor, or a processor. Additionally, a component or
system may be localized on a single device or distributed
across several devices.

[0057] Itis noted that several examples have been provided
for purposes of explanation. These examples are not to be
construed as limiting the hereto-appended claims. Addition-
ally, it may be recognized that the examples provided herein
may be permutated while still falling under the scope of the
claims.

What is claimed is:

1. A method configured for execution by at least one com-
puter processor over a dataset in a data repository, the method
comprising:

accessing a raw data record in the data repository, wherein

the raw data record comprises a first event, wherein the
first event comprises at least one predicate and at least
one constant symbol that corresponds to the at least one
predicate;

generating a quantified, abstracted event that is represen-

tative of the first event, wherein generating the quanti-
fied, abstracted event comprises:
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using at least one free variable to abstract the predicate;
and

generating a mapping between the at least one free vari-
able and at least

one instance of the at least one constant symbol to quantify

the at least one predicate;

causing the quantified, abstracted event to be stored as a

second data record in the data repository;
executing, via the at least one computer processor, a data
mining algorithm over the second data record and at
least one other data record to determine a correlation
between the second data record and the at least one other
data record, wherein executing the data mining algo-
rithm comprises comparing the mapping between the at
least one free variable and at least one instance of the at
least one constant symbol and a second mapping that
corresponds to the at least one other data record; and

outputting an indication of the correlation between the
second data record and the at least one other data record
based at least in part upon the comparing between map-
pings.

2. The method of claim 1, wherein the correlation between
the second data record and the at least one other data record is
a transactional correlation.

3. The method of claim 1, wherein the correlation between
the second data record and the at least one other data record is
a temporal correlation.

4. The method of claim 1, wherein the first event comprises
a plurality of predicates, and wherein generating the quanti-
fied, abstracted event further comprises:

selecting a subset of the plurality of predicates;

representing instances of constant symbols corresponding

to the subset of the plurality of predicates with a set of
free variables; and

generating mappings between the set of free variables and

the instances of constant symbols that correspond to the
subset of predicates.

5. The method of claim 1, wherein the raw data record
comprises an event pertaining to an application programming
interface.

6. The method of claim 1, wherein the first event corre-
sponds to an execution path of a program executed by the
computer processor.

7. The method of claim 1, wherein the second data record
is composed as a pair, wherein the pair comprises free vari-
ables that represent attributes corresponding to the first event
and a mapping between the free variables and instances of
constant symbols corresponding to the at least one predicate.

8. The method of claim 1, further comprising generating
the first event by encoding an execution path of an application
executed by the computer processor.

9. The method of claim 1, wherein the data mining algo-
rithm is configured to mine a specification of a software
application.

10. The method of claim 1, wherein the data mining algo-
rithm outputs arule, wherein the rule comprises an antecedent
and a consequent, and wherein a free variable is included in
the antecedent and the consequent of the rule.

11. The method of claim 1, wherein the first event is a tuple
of'primitive values, wherein a primitive value is a string or an
integer.

12. The method of claim 1, wherein the first event repre-
sents a call to an application programming interface method
by a client computing device.



US 2011/0087700 A1l

13. A system comprising the following computer-execut-
able components:

an accessor component that accesses a data repository in a
computer and retrieves a raw data record from the data
repository, wherein the raw data record comprises a first
event that has at least one predicate corresponding
thereto, wherein the at least one predicate has a constant
symbol corresponding thereto; and

a representor component that represents the at least one
constant symbol in the at least one predicate with at least
one free variable;

an identifier component that identifies at least one instance
of the at least one constant symbol that corresponds to
the at least one predicate;

amapper component that generates a mapping between the
at least one free variable and the at least one instance of
the at least one constant symbol;

a generator component that generates a second data record,
wherein the second data record comprises an abstracted,
quantified representation of the first event and causes the
abstracted, quantified representation of the first event to
be stored as the second data record in a data repository,
wherein the second data record comprises the at least
one free variable and the mapping.

14. The system of claim 13, wherein the at least one event

pertains to a function call in a software program.

15. The system of claim 13, wherein the first event repre-
sents a call to an application programming interface method
by a client computing device.

16. The system of claim 13, further comprising a data
mining component that executes a data mining algorithm over
the second data record and at least one other data record,
wherein the data mining component outputs an indication of
correlation between the second data record and the at least
one other data record.
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17. The system of claim 16, wherein the indication of
correlation comprises an indication of temporal correlation
between the first event and a second event represented by the
at least one other data record.

18. The system of claim 16, wherein the indication of
correlation comprises an indication of transactional correla-
tion between the first event and a second event represented by
the at least one other data record.

19. The system of claim 16, wherein the at least one predi-
cate is an attribute/value pair of the first event.

20. A computer readable medium comprising instructions
that, when executed by a processor, cause the processor to
perform acts comprising:

accessing a first data record in a data repository, wherein

the first data record comprises a first event that occurred
during execution of a software program, wherein the
first event has at least one predicate corresponding
thereto, and wherein the at least one predicate has a
constant symbol corresponding thereto;

identifying at least one instance of the constant symbol;

representing the at least one constant symbol in the at least

one predicate with at least one free variable;
for the at least one identified instance of the constant sym-
bol, generating a mapping between the free variable and
the at least one instance of the constant symbol;

generating a second data record in the data repository,
wherein the second data record comprises the at least
one free variable and the mapping;

executing a data mining algorithm over the second data

record and at least one other data record to determine a
temporal correlation between the second data record and
the at least one other data record; and

outputting the temporal correlation.
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