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Abstract 

Banks rely heavily on information security (IS) by preserving confidentiality, integrity, and availability of 
information. A key layer for ensuring information security is the employees, who need to be aware of possible 
information security issues and behave accordingly. Banks introduce information security policies (ISP) to 
establish required rules for IS behavior and implement information security awareness (ISA) programs, 
which are systematically planned ISA interventions such as structured campaigns using intranet messages or 
posters to educate employees and enhance their ISA. According to previous conceptual research, the most 
cost-effective method to prevent IS incidents is fostering ISA. 

The purpose of this dissertation is to explore the role of ISA for promoting employees’ ISP compliance. The 
four stages of this dissertation project focus on organizational efforts such as ISA programs to improve 
employees’ compliant IS behavior and identifying predecessors for explaining employees’ ISP compliance 
based on established scientific theories. A developmental mixed methods approach is conducted through 
these four stages of analysis. Primary data were collected in each stage to investigate banks operating in 
countries such as Austria, Germany, Czech Republic, Hungary, Slovakia, and Rumania. 

In the first research stage, semi-structured expert interviews were conducted with operational risk and IS 
managers to explore banks’ efforts to counteract IS incidents. The considered banks primarily use online 
methods such as intranet articles and conventional methods such as posters for building ISA. Second, the 
findings from stage one were incorporated in research stage two, in which a positivistic case study was 
conducted to test the Theory of Reasoned Action, Neutralization Theory, as well as the Knowledge-Attitude-
Behavior model. The data were analyzed by utilizing partial least squares structural equation modeling (PLS-
SEM). In addition to several qualitative interviews and an online survey at the headquarters of the case bank, 
data such as internal ISA materials (e.g., posters or IS intranet messages) were also analyzed. The second 
research stage provided empirical evidence that ISA program components affect employees’ ISA, which 
further positively affects employees’ attitudes and social norms toward compliance with ISPs, but negatively 
affects the use of neutralization techniques. All of these effects should eventually positively influence IS. 
This is shown in the chain of subsequent factors. The employees’ attitudes and social norms positively affect 
the intention for compliant IS behavior, which is negatively affected by the use of neutralization techniques. 
In the third research stage, the influence of employees’ perception of ISA programs on the Protection 
Motivation Theory was examined by conducting an online survey among German bank employees. It is 
demonstrated that employees’ perception of ISA programs positively affects perceived severity as well as 
their coping mechanisms, which play the most important role in positively affecting the intention for 
compliant IS behavior. Surprisingly, employees’ perception of ISA programs negatively affect perceived 
vulnerability. Moreover, perceived monitoring has a positive moderation effect on the intention-behavior 
link. Finally, the fourth research stage consists of a qualitative study to analyze the efforts of IS managers to 
enhance IS and examine how these efforts are perceived by users. Further, the inductive part of the study 
uncovers factors that influence the compliant IS behavior of users. Therefore, semi-structured interviews 
with IS managers were carried out to discover ISA program designs and categorize them according to design 
recommendations gained from current literature. In addition, this stage shows that individual ISP compliance 
seems to be connected with individual perceptions centering on IS risks, responsibilities, ISP importance and 
knowledge, and neutralization behaviors.  

To conclude, this dissertation provides several practical as well as theoretical contributions. From an 
academic perspective, the findings highlight the importance of attitudes, social norms, neutralization 
techniques, as well as coping mechanisms for employees’ intentions to comply with their ISP. Future research 
might extend the findings by establishing and characterizing IS enhancing social norms and exploring 
methods of counteracting the common use of neutralization techniques. For practitioners, analysis of the 
design practices of ISA programs provides a better understanding of effectively using ISA interventions in 
the context of banks.  
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Zusammenfassung 

Das Ziel dieser Dissertation ist die Rolle des Informationssicherheitsbewusstseins für die Einhaltung der 
organisationalen Richtlinien der Informationssicherheit zu erforschen. Die vierstufige empirische Studie 
identifiziert unter anderem Einflussfaktoren für das konforme Verhalten von Mitarbeitern hinsichtlich der 
Richtlinien der Informationssicherheit. Um die Mitarbeiter in Bezug auf Informationssicherheit zu 
sensibilisieren, haben Organisationen in der letzten Zeit strukturierte Programme zur Förderung der 
Informationssicherheit entwickelt und eingeführt. Diese Dissertation erforscht die Effekte der 
Implementierung von solchen Programmen zur Förderung der Informationssicherheit sowie die Effekte von 
Informationssicherheitsbewusstsein auf das konforme Verhalten der Mitarbeiter hinsichtlich der Richtlinien 
der Informationssicherheit mit Hilfe von etablierten wissenschaftlichen Theorien. 

Die Vorgehensweise zur Untersuchung der Fragestellungen basiert auf einem Methoden Mix aus qualitativen 
und quantitativen Methoden. Die Forschung beruht auf vier Forschungsphasen  und umfangreichen 
Primärdaten, die über Befragungen von Bankmitarbeitern aus Ländern wie Österreich, Deutschland, 
Tschechien, Ungarn, Slowakei oder Rumänien erhoben wurden. Zur Analyse der quantitativen Daten wurden 
varianzbasierte Strukturgleichungsmodelle aufgestellt und durch Testen korrelativer Zusammenhänge 
überprüft. Die qualitativen Daten wurden mittels thematischer Analyse untersucht. 

In der ersten Phase wurden qualitative semi-strukturierte Interviews mit Experten aus dem operationalen 
Risiko- und Informationssicherheitsmanagement durchgeführt. Die untersuchten Banken nutzen 
verschiedene Methoden, wie z.B. Online-Kanäle wie Intranet-Nachrichten und konventionelle Methoden um 
Informationssicherheitsbewusstsein zu bilden. Die Ergebnisse der ersten Phase wurden in die zweite und 
dritte positivistische Forschungsphase eingearbeitet. In der zweiten Forschungsphase wurde eine Fallstudie 
ausgeführt, in der qualitative Interviews sowie eine quantitative Erhebung mittels Onlinefragebogen 
durchgeführt wurde. Die Fallstudie bediente sich der Theorie des Überlegten Handelns, der 
Neutralisierungstheorie sowie des Wissens-Einstellungs-Verhaltens Models. Es konnte nachgewiesen 
werden, dass das Informationssicherheitsbewusstsein einen großen Einfluss auf die Einstellungen, soziale 
Normen sowie auf das Neutralisierungsverhalten von Mitarbeitern hat. Die dritte Forschungsphase beruht 
zur Gänze auf einer quantitativen Online Befragung deutscher Bankmitarbeiter. Die Theorie der 
Schutzmotivation wurde angewendet um den Einfluss von Programmen zur Förderung des 
Informationssicherheitsbewusstseins zu untersuchen. Die Ergebnisse zeigen, dass aktuelle Programme zur 
Förderung des Informationssicherheitsbewusstseins eher die Bewältigungsmechanismen der Mitarbeiter 
stärken und relativ weniger die Bedrohungsbeurteilung ansprechen. Außerdem hat die wahrgenommene 
Überwachung einen Moderationseffekt auf den Zusammenhang zwischen der Absicht und dem aktuellen 
konformen Verhalten der Mitarbeiter hinsichtlich der Richtlinien der Informationssicherheit. Die vierte und 
letzte Phase dieser Dissertation besteht aus einer Fallstudie, die zunächst verschiedene 
Gestaltungsmöglichkeiten von Programmen zur Förderung des Informationssicherheitsbewusstseins 
vergleicht. Des Weiteren werden verschiedene Ansätze der untersuchten Fälle kategorisiert und 
Einflussfaktoren identifiziert, welche das Verhalten von Mitarbeitern der untersuchten Banken bezüglich der 
Konformität mit den Informationssicherheitsrichtlinien beeinflussen. Insgesamt wurden 33 qualitative 
Interviews mit Informationssicherheitsmanagern und Bankmitarbeitern geführt.  

Die Dissertation bietet wichtige Einblicke sowohl für die betriebswirtschaftliche Praxis als auch für die 
wissenschaftliche Forschung bezüglich des Informationssicherheitsbewusstseins der Mitarbeiter. Die 
angewendeten Theorien wurden im Forschungskontext in neuen Zusammensetzungen bestätigt und die 
Ergebnisse heben die Bedeutung von Einstellungen, sozialen Normen, Neutralisierungsverhalten und 
Bewältigungsmechanismen für die Einhaltung der Informationssicherheitsrichtlinien hervor. Zukünftige 
Forschung könnte sich auf die Charakterisierung von sozialen Normen fokussieren, die 
Informationssicherheit verstärken und Neutralisierungsverhalten verhindern. Für Praktiker bietet die Analyse 
der Gestaltung von Programmen zur Förderung der Informationssicherheit besonderen Nutzen, da sie das 
Verständnis fördert, effektive Methoden zu gebrauchen. 
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1 Introduction 

Organizations worldwide are confronted with a constantly increasing number of information security (IS) 
incidents (PricewaterhouseCoopers 2014). IS protects information resources of organizations by aiming to 
ensure the confidentiality, integrity, and availability of information (Dhillon 2007). Recently, IS incidents 
have been in the headlines of mass media, highlighting cases of leakage of millions of customers’ data at 
well-known organizations, and in particular, banks (Marsden and Salmon 2015). Due to the pervasive nature 
of information and related technologies, data- and function-related IS incidents represent major threats for 
most types of businesses, as almost any processes and services may be negatively affected (Goldstein et al. 
2011). Therefore, organizations are interested in finding solutions to prevent IS incidents and ensure IS 
(Siponen 2000). Some industries, such as the financial sector, rely even more heavily on well-functioning 
and secure information systems to survive in the competitive market (Goldstein et al. 2011). Confidentiality, 
integrity, and availability of information systems are absolutely necessary targets to guarantee data and 
information quality (Goldstein et al. 2011; Hsu et al. 2013b). Recent practitioner reports on IS incidents in 
banks show the increasing importance of enhancing IS (ORX 2014). In the last decade, bank regulators in 
particular have realized that much is at stake for banks and that professional management of IS is crucial to 
deal effectively with IS risks (Hsu et al. 2013).  

To overcome this problem and to mitigate IS risks resulting from technology, processes, and human behavior, 
banks have introduced operational risk management, which is a regulatory requirement established by Basel 
II in 2004 (Hsu et al. 2013). Particular emphasis is drawn on quantification and measurement of operational 
risk (Goldstein et al. 2011). Banks have to cover these operational risks by forming reserves according to the 
three proposed measurement approaches. The advanced measurement approach is often used to calculate risk 
reserves and is based on loss data of the previous five years of the bank (Jobst 2007). Hence, banks are 
interested in minimizing their IS incidents to reduce their obligated capital reserves. Further, IS incidents 
may cause reputational damage as well (Gillet et al. 2010). For all these reasons, banks emphasize the 
prevention of IS incidents by introducing technological and behavioral controls. 

Practitioners as well as researchers agree that technological solutions cannot ensure IS without considering 
the human threat (Crossler et al. 2013; Lebek et al. 2014). Employees’ volitional or non-volitional risk-taking 
behavior, such as careless information handling, surfing on unsecure webpages, thoughtless usage of mobile 
devices, or unsecure data practices, might enable IS incidents (Siponen and Vance 2010; Stanton et al. 2005). 
Internal malicious coworkers or external perpetrators could benefit from employees’ risk-taking behavior, 
because a toxic combination of risky behaviors can open possibilities to harm the bank (Guo 2013; Warkentin 
and Willison 2009). IS managers try to overcome employees’ risk-taking behaviors by introducing 
information security policies (ISP) and ISA programs to increase employees’ information security awareness 
(ISA). 

ISA is defined as “a state where users in an organization are aware, ideally committed to, of their security 
mission” (Siponen 2000, p. 31). The main objective of ISA in an organizational context is to prevent 
individuals from risk-taking and malicious IS behaviors by enforcing organizations’ ISP (Thomson and von 
Solms 1998). Therefore, ISA programs are introduced to address volitional and non-volitional risk-taking as 
well as malicious behaviors of employees through different kinds of ISA interventions such as conventional 
(e.g., posters, cups, handouts), online (e.g., intranet messages, e-learning) or instructor led (e.g., personal 
instructions) methods to enhance ISA . The thematic basis for organizational ISA programs is the ISP, which 
provides the baseline for mandatory organizational rules and offers guidelines as well as expected norms 
regarding the usage of information systems for employees to act desirable in terms of information security 
(Höne and Eloff 2002; Karyda et al. 2005). Previous scientific research discovered several factors from 
scientific theories that affect employees’ compliance with organizational ISP (Bulgurcu et al. 2010; Ifinedo 
2012), but still more empirical evidence on the socio-organizational perspective of ISA programs, and ISA 
and ISP compliance is needed (Crossler et al. 2013; Silic and Back 2014).  

This dissertation aims to close the research gap by analyzing organizational ISA programs, individuals’ ISA, 
and the eventual effects of both on compliant IS behavior. The dissertation builds on four research stages in 
the context of banks, in which certain aspects of ISA and ISA programs are investigated. The main scientific 
objectives are to explore organizational ISA efforts, to test positive and negative effects of ISA and ISA 
programs on employees’ compliant IS behavior, and finally to discover ISA program design practices used 



The Role of Information Security Awareness for Promoting Information Security Policy Compliance in Banks 
Dissertation  Stefan Bauer  

2 

in practice. From a theoretical perspective, several theories such as Protection Motivation Theory, Theory of 
Reasoned Action, the Knowledge Attitude Behavior Model, and neutralization techniques are used to support 
the research models. 

The thesis is composed in the form of a cumulative doctoral dissertation and is structured as follows. The 
next section introduces the research design and background, in which the research direction, including the 
integration of theories and a comprehensive overview of the research methodology, is presented. Afterward, 
the main results are shown and the findings are discussed. Following, the conclusion highlights the most 
important aspects and offers suggestions for future research. Finally, after the reference section, the appendix 
includes all relevant scientific articles of the cumulative dissertation. 

 

2 Research Design and Background 

2.1 Research Direction and Integration of Applied Theories 

The general assumption of the dissertation is that organizational ISA programs might lead to an enhanced 
ISA of individuals, which finally might result in higher levels of ISP compliance. The assumed chain of 
factors is embedded in several theories throughout the single research stages. Figure 1 visualizes the proposed 
relationships of the main constructs of the dissertation.  

 
Figure 1: From ISA programs to ISA and finally to ISP compliance 

Organizational efforts such as ISA programs are seen as the most cost-effective way to increase employees’ 
ISA (Dhillon and Backhouse 2001). ISA programs are utilized to enhance employees’ ISA regarding the 
content of banks’ ISP, which introduce a binding standard concerning IS behaviors among all employees 
(Karyda et al. 2005). The main objective of ISA programs is to increase compliant IS behavior of employees 
to ensure IS such as the protection of confidential information (Thomson and von Solms 1998). In this 
research, all volitional or non-volitional risk-taking as well as malicious behaviors of employees are simply 
defined as employees’ non-compliant IS behaviors, which refers to non-compliance with ISP of the 
researched organizations. However, social desirability often biases the assessment of response behavior 
(Ganster et al. 1983). We therefore follow recommendations to focus on compliant IS behavior as a dependent 
variable (Warkentin et al. 2012b).  

Several deep-rooted scientific theories have been used to discover predecessors of employees’ compliant IS 
behavior. Four popular theories often are used: the Protection Motivation Theory (PMT) (Herath and Rao 
2009a; Son 2011; Vance et al. 2012), the General Deterrence Theory (GDT) (Cheng et al. 2013; D'Arcy and 
Herath 2011; D'Arcy et al. 2009; Hovav and D’Arcy 2012), the Technology Acceptance Model (Al-Omari 
et al. 2012a; Al-Omari et al. 2012b), and the Theory of Reasoned Action/Theory of Planned Behavior 
(TRA/TPB) (Sommestad and Hallberg 2013). After reviewing the scientific literature and reflecting on the 
research objectives, the TRA as well as the PMT were selected as the most promising theoretical lenses to 
shed light on individual employee behavior in connection with organizational IS efforts such as ISA 
programs. Figure 2 presents the integration of the applied scientific theories from research stage two and 
three in one theoretical model. 

This dissertation applies a mixed method approach and answers a certain research question in each of the 
four different research stages. Because of the cumulative nature of the dissertation, for each research stage 
there are one or more completed articles which are also connected across the stages. The research questions 
are visualized in Table 1. 
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Research 
Stage Research Questions 

1 How do banks plan and implement ISA programs? 

2 What are the effects of ISA on individual intentions for compliant IS behavior? 

3 What are the effects of ISA programs on individual intentions for compliant IS behavior?   

4 How do ISA program designs affect perceptions of employees in regard to compliant IS 
behavior? 

Table 1: Research questions 

As the first step, an explorative research question is raised to identify the organizational ISA practices and 
understand the specific banking context of the research. Previous conceptual articles mention that 
organizations introduce several different kinds of ISA interventions (Johnson 2006; Siponen 2000; Thomson 
and von Solms 1998). While literature offers comprehensive lists of ISA interventions (Johnson 2006) and 
categorizations of ISA interventions (Abawajy 2012), very limited information is available concerning the 
empirical evaluation of awareness programs in the context of banks and information security. Therefore, the 
main research objective is to discover how organizations actually plan and implement ISA programs to 
increase ISA of their employees. 

 
Figure 2: From ISA programs to ISA and finally to ISP compliance 

The findings of the first research stage provided an important starting point for the next research stages. In 
the second research stage, the positivistic case study utilized a novel combination of the Theory of Reasoned 
Action (TRA), Neutralization Theory (NT), and the Knowledge, Attitude, Behavior (KAB) model to analyze 
which positive and negative effects ISA has on predecessors of employees’ intentions for a compliant IS 
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behavior. The following paragraphs briefly introduce these theories and predecessors of intention for 
compliant IS behavior.  

The TRA and the TPB are well-accepted psychological theories, which are heavily used to predict human 
behavior (Ajzen 1985; Ajzen 1991; Fishbein and Ajzen 1975). The TPB was applied among others in the 
research fields of health, safety, or advertising (Fishbein and Ajzen 2010). The TRA was originally found by 
Fishbein and Ajzen (1975), and the TPB is an extension of the original theory that incorporates the construct 
perceived behavioral control (Fishbein and Ajzen 2010). The TRA/TPB seems to fit perfectly to analyze 
individual behavior of employees in the ISP compliance context. In general, recent academic research used 
the TRA/TPB (Cox 2012; Siponen et al. 2010), but particularly the perception of organizational efforts such 
as ISA programs have not been applied in research models in connection with TRA/TPB. All in all, there is 
empirical evidence for the importance of the antecedents “attitude” and “social norms” for the intention for 
compliant IS behavior (Sommestad and Hallberg 2013). The dissertation yields a deeper understanding of 
the effects of interventional factors (e.g., internal and external information use abstracted from ISA programs) 
on the constructs “attitude” and “social norms’” Further, the impact of “attitude” and “social norms” on 
employees’ ISP compliance behaviors is tested. 

NT were first mentioned by Sykes and Matza (1957) to explain the deviant behavior of adolescents in the 
1960s. In essence, the techniques are used by people to justify and excuse their deviant behavior for 
themselves and possibly others (Sykes and Matza 1957). In the past decades, NT was established as a 
criminology theory, but it was also used in health (Maruna and Copes 2004) or ISP compliance research 
(Barlow et al. 2013; Siponen and Vance 2010). The latter calls for more research in this area, because Barlow 
et al. (2013) showed that some justifications by means of certain techniques of neutralization are more 
important than others in different types of research contexts (e.g., defense of necessity for password security). 
Five techniques of neutralization have been originally introduced by Sykes and Matza (1957), but scientific 
research identified an additional four techniques over the decades of research (Maruna and Copes 2004). For 
the specific research context of this study, the adequacy of certain neutralization techniques was checked by 
conducting interviews with IS managers in advance. Hence, through this research, the neutralization 
techniques “condemnation of the condemners,” “defense of necessity,” “denial of responsibility,” and “denial 
of injury” were analyzed. 

The KAB model summarizes the process of change in behavior triggered by changes in attitude-relevant 
knowledge (Chaffee and Roser 1986). The basic idea is that, first, attitude-relevant knowledge is absorbed 
by the individual; this is followed by attitude-relevant beliefs as well as the attitude itself, and finally in the 
last step by compliant IS behavior of the individual change. Especially in the ISP compliance context, 
previous literature shows that ISP knowledge influences how intentions for compliant information security 
behavior are formed (Pahnila et al. 2013). Organizations plan to deliver attitude-relevant knowledge to their 
employees by ISA programs, which should be designed carefully to understand their overall levels of 
effectiveness in fulfilling their purpose (Albrechtsen and Hovden 2010; Hagen et al. 2011). Knowledge is 
represented by internal and external channel use, and attitude and behavior is conceptualized as it is provided 
by other theories. 

The third research stage used the Protection Motivation Theory (PMT) to examine which positive and 
negative effects ISA programs have on predecessors of intention for a compliant IS behavior. The PMT was 
originally introduced by Rogers et al. (1975) and offers a theoretical view on motivational influences on the 
intention for a certain behavior (Rogers et al. 1983). The underlying dissertation utilized the PMT in the same 
way as recent state-of-the-art IS research (Ifinedo 2012). The theory builds on coping as well as threat 
appraisals. The latter consists of perceived vulnerability and perceived severity. In this research, perceived 
vulnerability is defined as an individual’s perception of the probability of an information security incident, 
which is caused by behavioral non-compliance with the ISP. Further, perceived severity reflects the impact 
of an information security incident caused by non-compliance with the ISP. Besides the threat appraisal, the 
coping appraisal consists of response efficacy and self-efficacy. Response efficacy is defined as the 
expectancy of the employee that the threat or risk can be mitigated by conducting the ISP compliant security 
behavior. Finally, yet importantly, the construct self-efficacy is the belief that one is able to conduct the 
requested behavior for compliance. The PMT is heavily used in many studies and, especially in the behavioral 
IS compliance context, the PMT has received significant recognition (Lebek et al. 2014). 
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The final research stage addresses the questions, “Which ISA program designs recommended by scientific 
research are used in practice?” and “How do these implemented designs affect employees’ compliant IS 
behavior?” Through this study, the research aims to go beyond established ways of explaining compliant IS 
behavior by offering view of the IS managers as well as users about ISA programs and ISP compliance. 
Previous qualitative research largely neglected to investigate ISA programs and their effects in depth 
(Albrechtsen 2007; Posey et al. 2014). Further, ISA program designs have only been analyzed as single ISA 
interventions (Kajzer et al. 2014; Shaw et al. 2009). Therefore, the study provides a more nuanced 
understanding in terms of how IS managers structure and communicate ISA interventions of an ISA program 
and how employees’ perceive organizational practices such as ISA programs to increase ISA.  

2.2 Mixed Methods Research Design 

The research utilizes a developmental mixed methods design, which supports the thesis by offering a holistic 
view of the research problem and offering theoretically plausible answers to the research questions 
(Venkatesh et al. 2013). The developmental mixed methods design provides several benefits for the study: 
First, the triangulation of research methods presents a holistic picture of the research context. Particularly, in 
this case, the banking context is important to discover because regulations and legislations triggered changes 
in the past decade. Second, the use of multiple research methods is beneficial as it helps to overcome the 
shortcomings and biases such as the common method bias (Venkatesh et al. 2013). Overall, the results of the 
four research stages taken together offer a comprehensive picture of ISA and ISP compliance.  

The full research process consists of a pre-stage and four main research stages, which are visualized by Figure 
3. In terms of data collection, the empirical studies used interview data, quantitative data received by online 
surveys, as well as internal documents of the organizations such as ISA intranet messages, posters, cups, or 
internal documents. From an organizational perspective, the research units are banks from Central and 
Eastern European (CEE) countries, which differ from stage to stage. From an individual perspective, in each 
research stage, data were collected by interacting with bank employees. Most insights are achieved by 
applying quantitative or qualitative research methods on bank employees. An overview of the main 
methodological aspects of the four research stages are summarized in Table 3.  

  
Figure 3: Research methodology (Mixed Methods Triangulation approach; publications written in italics) 

At the beginning, a comprehensive literature review was conducted to obtain insights on the latest scientific 
advances (Bauer 2012). Afterward, first experts in the field of operational risk were selected through the 
snowball technique and through an online social network search to conduct initial semi-structured interviews, 
which explored the research context in banks and led to a first publication of the results (Bauer and Bernroider 
2013b). Next, a project plan was developed with the commitment of one of the interviewees and submitted 
to acquire third-party funding. After the project plan was accepted, a project kick-off workshop started to 
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identify further potential areas for research. The findings of this process also were presented in a research-
in-progress conference publication (Bauer and Bernroider 2013a). Finally, qualitative expert interviews with 
information security managers were conducted to explore ISA programs in more detail (Bauer et al. 2013a). 
A thematic analysis was used to analyze the semi-structured interviews (Braun and Clarke 2006). Overall, 
the first research stage was important for identifying the research interests and supporting the development 
of research hypotheses for the next stages of theory testing research. 

In research stage two, a positivistic case study based on a single case for theory testing purposes was 
conducted to confirm and extend existing theories in the context of a large bank organization (Eisenhardt 
1989; Yin 2009). In particular, pre-survey data were collected through four initial face-to-face interviews 
with certain managers of the bank to obtain more insights about the specific research context. Next, the survey 
phase started with three rounds of pre-testing. After that, the case organization’s chief information security 
officers approved the survey before it went online for two weeks at the headquarters of the bank. Next, the 
data were analyzed with partial least squares structural equation modeling (PLS-SEM) according to the 
guidelines provided by Hair et al. (2014). The research model consists of reflective as well as formative 
constructs, hence validity checks and the measurement model have been adopted accordingly.  

There are several reasons why PLS-SEM was used. First, the measurement and the structural model can be 
analyzed at once (Hair et al. 2011). Second, the decision for PLS-SEM is due to the research aim, which is 
to explain the variance of the endogenous construct “intention for compliant employee security behavior” 
(Sarstedt et al. 2011). Third, PLS-SEM can be utilized for small sample sizes (Hair et al. 2011).  

 Stage 1:  
Exploratory 
Research 

Stage 2:  
Single Case Study 

Stage 3: 
Positivistic Survey 

Stage 4:  
Qualitative 
Multiple Case 
Study 

Description of the 
method(s) 

Qualitative content 
analysis of semi-
structured expert 
interviews 

Qualitative 
Interviews, PLS-
SEM (Partial Least 
Squares Structural 
Equation Modeling) 

PLS-SEM (Partial 
Least Squares 
Structural Equation 
Modeling) 

Qualitative content 
analysis of semi-
structured 
interviews with IS 
managers and users 

Philosophical 
perspective 

Interpretative Positivistic Positivistic Interpretative 

Research unit 

8 bank groups  
(4 national, 4 
international) 

1 bank group  
(headquarter 
employees) 

Not defined number 
of banks in 
Germany 

3 bank groups 
(international, 
headquarter, and 
branch employees) 

Participants 
8 operational risk 
and 6 information 
security managers 

97 bank employees  183 bank employees 33 interviews with 
bank employees 

Table 3: Research Stages According to the Triangulation of Methods 

Similar to the second stage, the third research stage also applied a positivistic theory-testing and quantitative 
approach. For data collection, a German crowed sourcing platform was consulted to conduct an online survey 
of German bank employees. This phase of the research enabled collection and analysis of data from a sizable 
sample size to capture a large bandwidth of ISA programs to study their differing effects on employees’ 
compliance with ISP. PLS-SEM was used for data analysis (Hair et al. 2014). Contrary to the second research 
stage, the research model was developed as a fully reflective measurement model. All quality criteria are 
within the required limits.  

The survey instruments in research stage two and three were developed by screening state-of-the-art literature 
for similar construct definitions for finding well-established psychometric properties of management 
information systems instruments. Nonetheless, recommended validity and reliability checks were conducted, 
and special attention was given to internal construct validity, which was ensured by data source and between-
method triangulations by using multiple sources of data for the same issues (e.g., by interviewing different 
managers about ISP compliance and using different data collecting methods such as survey, interviews, and 
documents). The bootstrap re-sampling procedure was used to test the significance of all model paths 
(Sarstedt et al. 2011). 
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In the fourth research stage, a multiple case study design (Cavaye 1996; Yin 2009) was used to investigate 
three units of analysis, in particular three banks from Central and Eastern Europe. In total, 33 interviews were 
conducted, distributed in 23 interviews with users and 10 interviews with IS managers. Further, materials of 
ISA programs, such as intranet messages and posters, were analyzed. Each bank was selected by focusing on 
a contrasting case study design (Stake, 2005) to evaluate ISA programs that cover design recommendations 
by scientific literature. After transcribing all interviews, content analysis was used to develop first- and 
second-order categories (Huberman and Miles 1994; Mayring 2003). After each round of coding, the codes 
were checked and discussed.  

 

3 Summarized Results and Discussion of the Main Findings 

The cumulative nature of this dissertation requires that the underlying scientific articles are combined to a 
coherent dissertation, building on several connected research questions through the research stages. All in 
all, this dissertation comprises eight peer-reviewed academic articles, which are or will be published in 
academic conference proceedings or high-quality academic journals. The peer-review process ensures that 
the articles are critically evaluated by the scientific community to confirm the quality of the work done. 
Therefore, the cumulative dissertation ensures high-quality research standards, reflects the acknowledgment 
of the scientific community, and increases the impact of the dissertation by disseminating subsections of the 
dissertation via conference proceedings and journals. In the following subsections, the results and findings 
of each completed research stage are presented and discussed in detail.  

The main contribution of the dissertation addresses organizational ISA programs, employees’ ISA, as well 
as their compliance with the ISP. In total, the dissertation contributes to theoretical (Dhillon and Backhouse 
2001; Lebek et al. 2014), practical (Wilson and Hash 2003), qualitative (Albrechtsen 2007; Albrechtsen and 
Hovden 2009; Posey et al. 2014), quantitative (Bulgurcu et al. 2010; Herath and Rao 2009b; Hu et al. 2012; 
Siponen et al. 2014), and conceptual (Johnson 2006; Siponen 2000; Thomson and von Solms 1998) literature 
of the past decades on behavioral ISP compliance research. A summary of the most important findings is 
presented in Table 4. The results of quantitative data analysis of the theory testing research stages two and 
three are summarized in Figure 4. 
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 Stage 1:  
Exploratory Research 

Stage 2:  
Single Case Study 

Stage 3: 
Positivistic Survey 

Stage 4:  
Qualitative Multiple Case Study 

Main Contribution 
regarding  
ISA Programs 

Categorization of banks’ ISA 
interventions in conventional, 
online, and instructor-led 
methods. 
 

Result: most ISA programs 
consists of basic online methods 
(e.g., intranet articles, e-learning).  
 

No control of the effectiveness of 
the ISA interventions. 

Relatively more important:  
1. Internal online channels  
(e-learning, intranet messages).  
2. Conventional methods  
(newspapers, posters, and 
leaflets). 
 

Relatively less important:  
1. Instructor-led trainings  
2. Informal talks. 
 

ISA programs explain a 
significant part of employees’ 
ISA, but external information use 
is relatively more important. 

Employees’ perceptions of ISA 
programs are relatively most 
important for influencing: 
1. Self-efficacy (positive) 
2. Response efficacy (positive) 
3. Perceived vulnerability 
(negative) 
4. Perceived severity (positive) 
5. Intention for a compliant IS 
behavior (positive) 
 

Evaluation of the occurrence of 
structural and communicational 
ISA program design practices; 
important are: media richness, 
implementation of the full cycle, 
non-technocratic IS risk 
communication, feedback 
interventions, use of role plays, 
and enforcement of reflection and 
dialog. 
 

Identification of ISA program 
approaches (interaction, incident-
related, accountability approach). 

Main Contribution 
regarding ISA 

-  ISA explains the most variance of 
employees’ attitude and subjective 
norms.  
 

ISA counteracts neutralization 
techniques. 

- Different groups of employees 
(such as headquarter or branch 
employees) have differing specific 
needs and requirements regarding 
ISA and ISA interventions. 

Main Contribution 
regarding  
ISP Compliance 

Actual topics regarding banks’ 
ISP were implemented in ISA 
programs. 
 

No behavioral controls of 
employees’ compliance with ISP.  

Relatively most important for 
affecting employees’ intentions 
for compliant IS behavior: 
1. Attitude  
2. Social norms  
3. Neutralization techniques. 

Relatively most important for 
affecting intention for compliant 
IS behavior: 
 

1. Response efficacy  
2. Self-efficacy  
3. Perceived severity  
4. ISA programs 
(all factors are positive) 
 

Perceived vulnerability has no 
effect on intention for compliant 
IS behavior. 
 

Perceived monitoring has a 
positive moderating effect on the 
intention-behavior link. 

Certain coverage levels of ISA 
program designs address the 
users’ perceptions of IS risks, 
knowledge of the ISP, their 
perception of responsibility 
regarding ISP, their perception of 
importance of ISP compliance, 
and the use of neutralization 
techniques to justify misbehavior. 
 

Table 4: Research Stages and Findings 
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3.1 Stage 1: Exploratory Research 
The manuscripts representing this sub-section:  
 

Bauer, S. 2012. "A Literature Review on Operational It Risks and Regulations of Institutions in the 
Financial Service Sector," Proceedings of the 2012 International Conference on Information 
Resource Management (Conf-IRM 2012), Vienna, pp. 1-14. 

Bauer, S., and Bernroider, E. W. N. 2013a. "It Operational Risk Awareness Building in Banking 
Companies: A Preliminary Research Design Highlighting the Importance of Risk Cultures and 
Control Systems," Proceedings of the International Conference on Information Resource 
Management 2013 (Conf-IRM), L. Janczewski (ed.), Natal, pp. 1-4. 

Bauer, S., and Bernroider, E. W. N. 2013b. "It Operational Risk Management Practices in Austrian Banks: 
Preliminary Results from Exploratory Case Study," Proceedings of the International Conference 
Information Systems 2013 (IADIS), Miguel Baptista Nunes (ed.), Lissabon: IADIS Press pp. 30-
38. 

Bauer, S., Bernroider, E. W. N., and Chudzikowski, K. 2013. "End User Information Security Awareness 
Programs for Improving Information Security in Banking Organizations: Preliminary Results from 
an Exploratory Study," AIS SIGSEC Workshop on Information Security & Privacy (WISP 2013), 
Milano. 

 
The literature review identifies research gaps of the recent academic literature in the area of IT operational 
risks in the context of financial institutions. The analysis included 37 scientific articles that address financial 
institutions, regulations such as Basel II, and IT operational risk. The findings show that research on people 
and organizational complexity in the context of IT operational risk was neglected by scientific literature.  

After the literature review, semi-structured expert interviews were conducted with IT operational risk experts 
and with IS managers. First, interviews with four IT operational risk managers from four banks resulted in 
initial insights about the banks’ efforts to reduce incidents resulting from information technology, processes, 
and human behavior. IT operational risk awareness was a topic in each bank, because banks installed 
responsible persons for building awareness. In particular for IT related issues, ISA programs were conducted 
by IS managers; therefore, the research moves on to ask them.  

Next, the evaluation of the ISA programs of five banks was conducted through ten semi-structured interviews 
with IS managers. Compared to recent suggestions by academic literature (Johnson 2006; Wilson and Hash 
2003), the researched banks primarily use very basic ISA interventions, such as intranet articles, leaflets, and 
posters. Interestingly, all research units utilize E-learning concerning ISP compliance at organizational entry 
or on a yearly basis. The banks require their employees to go through an E-Learning program for general 
compliance, in which IS and the ISP is a part. Finally, all employees have to pass an exam. Most of the banks 
investigated in the study mix several ISA interventions, but they do not follow a clear strategy for how to 
raise employees’ ISA. The measurement of the effectiveness and the controls of the methods only exist on a 
very general level and focus on knowledge repetition (e.g., quizzes, exams). Based on the findings, the 
cornerstones for the surveys for discovering the positive and negative effects of ISA and ISA programs on 
employees’ IS behavior have been laid.  

3.2 Stage 2: Single Case Study 
The manuscript representing this sub-section:  
 
Bauer, Stefan, Bernroider, Edward W.N.. „From Information Security Awareness to Reasoned Compliant 

Action: Analyzing Information Security Policy Compliance in a Large Banking Organization,“ 
The DATA BASE for Advances in IS (accepted as research article). 

 
The second research stage consists of a case study, in which qualitative data in the form of semi-structured 
interviews as well as quantitative data in the form of an online survey in the headquarter of an Austrian bank 
have been collected. The findings of the first stage are incorporated in the theoretical model, in which a causal 
chain leads from internal and external channel use for information acquisition to employees’ intentions for 
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compliant IS behavior. Internal channel use reflects ISA programs, and this was neglected by scientific 
literature until now. The main theoretical contribution of this research stage is that state-of-the-art literature 
is extended by discovering positive or negative effects of constructs in the causal chain of latent variables on 
employees’ intentions for compliant information security behavior. The impact of internal and external IS 
information has not been adequately addressed until now. Instead of testing a direct link from ISA to intention 
for a complaint IS behavior, the theoretical model integrates the Theory of Reasoned Action (TRA), the 
Knowledge, Attitude, Behavior (KAB) model, and neutralization techniques (NT) to understand how 
compliant information security behavior emerges in a large bank.  

In general, all paths are significant, and therefore the proposed research model was fully supported by the 
data. The study shows that internal as well as external channel use significantly affect employees’ ISA. This 
finding supports previous research that information processing is a pre-condition for changing behavior 
(Fishbein and Ajzen 1975) and provides empirical evidence for the importance of the KAB model in this 
context. In terms of internal ISA interventions, internal online channels (e.g., e-learning, intranet messages) 
and conventional methods (newspapers, posters, and leaflets) are relatively more important than instructor-
led trainings and informal talks with colleagues. For external channel use, self-organized learning as well as 
classic media are relatively more important than online media and informal talks with family and friends. As 
a practical implication, banks may actively endorse the use of external information sources by providing a 
weekly media digest linking to IS incidents. 

Further, there is empirical evidence that ISA has a significant influence on all three proposed predictors of 
intention for a compliant IS behavior. ISA has a strong positive effect on attitude, a moderate positive effect 
on social norms, and a weak negative effect on neutralization techniques. This result highlights the 
importance of ISA and thereby confirms previous empirical (Albrechtsen and Hovden 2010; Bulgurcu et al. 
2010; Eminağaoğlu et al. 2009; Hagen et al. 2011) and conceptual (Siponen 2000; Thomson and von Solms 
1998) studies on emphasizing the significance of ISA. 

Next in the chain of factors, all proposed constructs of TRA and neutralization techniques significantly affect 
employees’ intentions for complaint IS behavior. Attitudes toward a compliant IS behavior seem to be most 
important in relative terms. Interestingly, attitude was also found as most important by Siponen et al. (2014a), 
but in contrast, certain studies (Bulgurcu et al. 2010; Herath and Rao 2009b; Hu et al. 2012) in the ISP 
compliance context reported other constructs as relatively more important. The difference could be due to 
the research sample, because instead of using a real-life bank case, other studies targeted students (Hu et al. 
2012) or mixed professionals (Bulgurcu et al. 2010; Herath and Rao 2009b).  

The results extend existing literature by showing that neutralization techniques are slightly more important 
than social norms, considering the fact that both variables have a weak effect on the endogenous variable. 
Consistent with previous research (Barlow et al. 2013), some neutralization techniques are more powerful 
than others, depending on the research context. As a practical implication regarding the neutralization 
technique “condemnation of the condemners,” IS managers should only introduce ISP that are perceived as 
reasonable and fair. In terms of “defense of necessity,” employees could be reminded that urgent work and 
deadlines are no valid justifications for ignoring the ISP.  

Last, but not least, social norms that have a weak positive effect on the intention for a complaint IS behavior 
are an indicator for the impact of the social environment (Herath and Rao 2009a; Herath and Rao 2009b) on 
employees’ ISP compliance. It is assumed that a strong IS culture forces employees to comply (Merhi and 
Midha 2012; Van Niekerk and Von Solms 2010), and following IS managers might proactively enhance 
social norms by appointing ambassadors of IS among the workforce (Guo 2013). 
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Figure 4: Results from theory testing research stages  

3.3 Stage 3: Positivistic Survey 
The manuscript representing this sub-section:  
 
Bauer, Stefan, Bernroider, Edward. 2015. „The Effects of Awareness Programs on Information Security in 

Banks: The Roles of Protection Motivation and Monitoring,“ In Lecture Notes in Computer Science 
(LNCS), Human Aspects of Information Security, Privacy, and Trust, 154-164, Hrsg. Los Angeles. 

 

In research stage three, the study aims to analyze how employees’ perceptions of ISA programs influence 
their protection motivation. Therefore, a causal chain of factors was applied to examine employees’ intentions 
for compliant IS behavior by considering coping and threat appraisals as well as employees’ perceptions of 
ISA programs. Finally, yet importantly, the moderation effects of organizational monitoring on the intention-
behavior link have been tested. 

First in the chain of factors, ISA program have a moderate effect on response and self-efficacy, which 
confirms the important role of ISA programs to introduce coping mechanisms. In contrast, ISA programs 
have only a weak positive effect on perceived severity and, surprisingly, a weak negative effect on perceived 
vulnerability. Moreover, ISA programs have a weak direct effect on intention for compliant IS behavior, but 
the mediation analysis also confirms that three constructs (perceived severity, response efficacy, and self-
efficacy) act as mediators. Overall, this study contributes to conceptual (Johnson 2006; Siponen 2000) and 
practical (Wilson and Hash 2003) literature by confirming that the perceptions of ISA programs positively 
affect employees’ intentions for compliant IS behavior. 

According to the results, the response efficacy and self-efficacy affect the individuals’ intentions for 
compliant IS behavior relatively more than the threat appraisals’ constructs. This finding confirms previous 
research (Ifinedo 2012; Meso et al. 2013), but also contradicts a study of Siponen et al. (2014). Reflecting on 
the results, it seems that ISA programs are relatively more successful in offering coping actions than actually 
increase employees’ perceptions about vulnerability and severity of threats. Hence, employees who believe 
that they can mitigate IS risks might have a higher intention to act according to the ISP.  
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In contrast to other predecessors of intention, ISA programs have a negative influence on perceived 
vulnerability, which further has no effect on intention for a compliant IS behavior. Astoundingly, prior 
research found positive effects and therefore conflicting results for the relationship of perceived vulnerability 
and intention for compliant IS behavior (Ifinedo 2012; Siponen et al. 2014). Environmental or contextual 
factors might distort this result (Hu et al. 2012; Padayachee 2012; Tsohou et al. 2013). To conclude, 
employees might not connect ISP content with real danger.  

Organizational monitoring shows a partial positive moderation effect on the well-established causal 
relationship of intention for a compliant IS behavior and actual IS behavior. As a practical implication, it can 
be recommended that ISA programs should inform employees about organizational monitoring. Furthermore, 
ISA programs should provide better communication about the occurrence of real threats from media or inside 
the company.  

3.4 Stage 4: Qualitative Multiple Case Study 
The manuscripts representing this sub-section:  
 
Bauer, Stefan, Chudzikowski, Katharina. 2015. „Mind the Threat! A Qualitative Case Study on Managing 

Information Security Awareness Programs in Central and Eastern European Banks,“ In 
Proceedings of the Americas Conference on Information Systems (AMCIS), Hrsg. Allen Lee, 
Puerto Rico. 

Bauer, Stefan, Chudzikowski, Katharina, Bernroider, Edward. „Prevention is better than Cure! Designing 
Information Security Awareness Programs to Overcome the Security Digital Divide in CEE 
Banks“ (submitted as research article). 

 

The fourth and final research stage is divided in the investigation of ISA program designs and their influences 
on employees’ IS behavior in organizations. First, IS managers’ efforts were researched by comparing design 
recommendations from IS literature with actual ISA program design practices in three banks. Second, 
qualitative interviews of users of the case banks are conducted to abstract influencing factors for ISP 
compliance. Finally, coverage levels of ISA program design recommendations are combined with 
influencing factors for ISP compliance.  

To date, previous research discussed mostly single ISA program designs (Kajzer et al. 2014; Shaw et al. 
2009) and neglected a holistic view on ISA programs. Hence, as a first step, a literature review was conducted 
to summarize and categorize all findings from academic literature about ISA program designs. The design 
recommendations are categorized in communicational and structural aspects. Afterward, the design 
recommendations abstracted from recent scientific literature and actual practices in three CEE banks were 
compared. Alpha bank implemented nearly all of the design recommendations in its ISA program. Alpha 
bank showed that design recommendations, such as media richness (Shaw et al. 2009), implementation of 
the full cycle (Wilson and Hash 2003), non-technocratic IS risk communication (Clarke et al. 2012), feedback 
interventions (Eminağaoğlu et al. 2009), use of role plays (Karjalainen et al. 2013a), and enforcement of 
reflection and dialog (Albrechtsen and Hovden 2010), can be combined to a comprehensive ISA program. 
However, further analysis distinguishes between high and low coverage of design recommendation, because 
in contrast to Alpha bank, the other two banks covered only a few design recommendations. The researched 
banks applied approaches that can be categorized as the interaction, the incident-related, and the 
accountability approach. 

Next, empirical data were obtained by qualitative interviews with users of the case banks to abstract 
influencing factors for ISP compliance, which consists of perceptions centering on IS risks, responsibilities, 
ISP importance and knowledge, and neutralization behaviors. Perceptions of responsibilities regarding ISP 
compliance differ heavily between certain stakeholders because of different levels of perceived importance 
and knowledge about the ISP. Employees working in banks’ headquarters or branches are not recognizing 
their importance in ensuring organizations’ IS. Further, they do not have the necessary knowledge of banks’ 
ISP to know all responsibilities. This finding extends existing research by providing deep insights in branch-
headquarter aspects (Albrechtsen 2007; Albrechtsen and Hovden 2009; Kolkowska 2011a; Posey et al. 2014).  
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Neutralization techniques are used by employees to justify intentional violations of banks’ ISP (Barlow et al. 
2013; Siponen and Vance 2010). The results show that well-covered ISA programs diminish partially the use 
of neutralization techniques. Employees reported some well-known neutralization techniques, but 
astoundingly branch employees are using more techniques such as “appeal to higher loyalties” and “defense 
of necessity” (Siponen and Vance 2010) compared to headquarter employees. Branch as well as headquarter 
users utilize the technique “denial of injury.”  

The findings extend previous qualitative research on ISA and ISA programs (Albrechtsen 2007; Albrechtsen 
and Hovden 2009; Posey et al. 2014) by confirming both the theoretical and practical relevance of 
organizational efforts such as ISA programs for increasing employees’ ISP compliance. The findings offer 
several practical implications. First, scientific design recommendations should be considered for effective 
and innovative ISA programs. In particular, the design practice “emotional involvement” of employees seems 
to be beneficial to achieve a dialog between employees. This can be implemented by using role plays or 
quizzes. Second, ISA programs suffer from a lack of evaluation mechanism. Therefore, plan, do, check, act 
cycle models with an evaluation mechanism should be introduced to enforce strategic planning. Third, the 
needs and requirements of single stakeholders regarding ISP compliance should be evaluated to raise 
understanding for all stakeholder groups and design ISA programs by customizing mass media interventions. 
Fourth, the neutralization techniques “denial of injury,” “appeal to higher loyalties,” and “defense of 
necessity” are highly relevant in the research context, and hence practitioners should tackle these techniques 
in their ISA programs.  

 

4 Conclusion 
The findings of the underlying dissertation demonstrate that ISA plays an important role in promoting ISP 
compliance. The findings show that the consumption of well-designed organizational ISA programs increases 
the individuals’ ISA, which is likely to increase their ISP compliance. The study contributes to existing 
behavioral IS research by highlighting the importance of attitudes, social norms, neutralization techniques, 
perceived severity, response efficacy, and self-efficacy for explaining employees’ intentions for compliant 
IS behavior. Additionally, the research designs provide evidence for the adequacy of applying and combining 
the considered theories (TRA, NT, KAB model, and the PMT) for analyzing employees’ compliant IS 
behaviors. The dissertation offers important implications with regard to ISA programs, as previous literature 
has largely neglected to explore ISA programs in practice. Further, it was investigated how different coverage 
levels of ISA program designs recommended by literature affect employees’ perceptions centering on IS 
risks, responsibilities, ISP importance and knowledge, and neutralization behaviors.  

Throughout the four research stages, qualitative as well as quantitative methods were applied to obtain a 
holistic overview of the research problem. The developmental mixed methods approach is beneficial to 
overcome shortcomings of single research methods and provides an in-depth discussion of the overall 
research objectives. Empirical data have been collected at several banks in CEE. Special emphasis was given 
to evaluate research quality criteria such as validity and reliability. The study contributes to the context of 
banks in CEE, and findings cannot be generalized for other research contexts. 

Future research should emphasize developing and testing sophisticated ISA controls on employees’ IS 
behaviors. In particular, future research may focus on single neutralization techniques in more detail and 
connect neutralization theory with social climate research. Moreover, more applied research (e.g., action 
research) could explore the effectiveness of innovative ISA interventions such as viral videos and serious 
games to improve employees’ compliant IS behaviors. 
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1. Introduction 
There has been growing interest in operational risk management. The main reasons for this are that numerous financial 
institutions reported operational losses and the recent financial crisis (Acharyya 2010, Goldstein et al. 2010). For 
example, UBS incurred an operational loss due to fraudulent behavior of one of its traders (BBC 2011). Another example 
displaying the severeness of the turmoil in the financial service industry even better is that, in 2008, 119 banks reported 
operating losses to the Standards Implementation Group (SIGOR) amounting to a total sum of € 59.6 billion (Basel 
Committee 2009). As demonstrated by these examples, operational loss events are multifaceted and thus, complex. 
They range from categories such as internal and external fraud to business interruptions caused by system failure 
(Goldstein et al. 2011). Given the inherent complexity of these events, operational risk management is a topic of interest 
for future research.  
 
International public authorities have been implementing a vast amount of regulations to prevent the economy and, 
especially, the financial sector, from incurring operational losses in the future. In the early 2000s (e.g. Enron, Tyco, 
WorldCom), the US government passed the Sarbanes Oxley Act (SOX) (United States Congress 2002). The Sarbanes 
Oxley Act is compulsory for all companies which are listed on a US stock exchange. SOX should have enhanced public 
confidence in financial reporting, the auditing professions, and financial markets (Forcht & Luthy 2006). The European 
Parliament has passed a directive similar to SOX, called EUROSOX, which was incorporated by all EU members (The 
European Parliament and the Council of the European Union 2006). In addition, Basel II was published by the Basel 
Committee on Banking Supervision (Basel Committee 2006). Since 2007, Basel II has been compulsory for all credit 
and financial service institutions in the European Union (Moosa 2007). Basel II sets minimum capital requirements for 
banks (Jobst 2007b). Currently, Basel III is being implemented with an aim to further strengthen the resilience of the 
banking sector (Härle et al. 2010). 
 
The minimum capital requirements for operational risks are determined through three different measurement 
approaches, causing variations in the minimum level of capital required (Mikes 2009). Because of the link between 
operational risk and minimum capital requirements, banks are interested in the reduction, transfer, or elimination of 
operational risks (Flores et al. 2006). With the Solvency II directive, European insurance companies are going to face a 
regulation similar to Basel II, because Solvency II also uses operational risks to determine solvency capital requirements 
(Acharyya & Johnson 2006). Figure 1 gives a summary of several selected regulations and standards. Through this wave 
of new regulations in the last decade, operational risk management of financial institutions has become more 
challenging, but at the same time, more important than ever before. 
 
The purpose of this paper is to present an overview of academic literature on the topic of operational IT risk management 
in financial institutions. For financial institutions the link between operational risk management and minimum capital 
requirements has received considerable attention (Jobst 2007b). The focus of this paper is the academic literature starting 
in 2002, because the most important regulations (e.g. SOX, Basel II) were put into practice from this period onwards. 
A systematic literature review is useful to offer a clear view on operational risk management and regulation. In this 
paper, I will focus on the information technology aspect of operational risk management, because there is a lack of 
detailed research on IT operational risk (Goldstein et al. 2011). Because information is the most important asset of 
financial institutions, information technology becomes necessary for survival (Goldstein et al. 2011). 
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Figure 1: Selected regulations, standards and frameworks and their enactment periods 

 
The paper is divided into five sections. The paper begins by briefly describing the significance of the topic for scientific 
research and describes methodological aspects. The second section considers definitions and boundaries of current 
research. In the third section, the methodological framework is discussed. The research process is visualized through 
Figure 2. In section four, the main concepts are analyzed. The concluding section summaries literature gaps.  
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2. Theoretical background 
Several authors have stated that the academic literature on operational risk in the financial sector is often inconsistent 
and takes several different views (Acharyya 2010, Moosa 2007). Some authors of the late 90’s saw operational risk as 
the residual that is not faced by credit or market risk (Wahlström 2006). According to Moosa (2007) this approach was 
too broad and not specific enough. Most of the researched articles for this literature review refer to the Basel II 
operational risk definition.  
 
In this paper, the term operational risk is defined as “the risk of loss resulting from inadequate or failed internal 
processes, people and systems or from external events. This definition includes legal risk, but excludes strategic and 
reputational risk” (Basel II 2004, p.137). At this point it is important to consider that operational risks have three 
dimensions. There is the cause, the event, and the consequence (Mossa 2007). The Basel Committee of Banking 
Supervision classifies operational risk on the event dimension, thus this research also discuss the event taxonomy. The 
operational risk definition from Basel II excludes strategic risks. Acharyya (2010) mentioned that this exclusion doesn’t 
reflect reality. The author studied the relationship between strategic risk in the enterprise risk management framework 
and operational risk in financial institutions. He found that strategic management influences many areas where 
operational risks occur (Acharyya 2010). Because of this reason, this paper extends the Basel II taxonomy with strategic 
risk. 
 
So far little attention has been given to information technology aspects of operational risks, which occur in every event 
type category of Basel II operational risk definition (cf. Goldstein et al. 2011). The term ‘IT operational risk’ is generally 
undertsood as "any threat that may lead to the improper modification, destruction, theft, or lack of availability of IT 
assets" (Straub & Welke 1998, p.442). In this research the term is also used according to Goldstein et al. (2011), who 
distinguishes between data-related IT operational risk and function-related IT operational risks as follows: "Data-related 
IT operational risk is any threat to the confidentiality of data assets that can result in the disclosure, misuse, or destruction 
of these assets. Function-related IT operational risk is any threat to the availability or to the integrity of functional IT 
assets" (Goldstein et al. 2011, p.610). Thus, this literature review also focuses on the differences between approaches 
on operational risks in the direction of IS/IT.  
 
The investigated regulations are comprehensive and therefore, this review concentrates on specific sections of the 
analyzed regulations. Basel II consists of three pillars. The present paper gives attention to the first pillar, and within 
the first pillar on operational risks, and not on credit or market risks (Flores et al. 2006). Section 404 is for the purpose 
of this paper the most interesting section of SOX, because this section discusses the effectiveness of internal controls. 
Internal controls and in series operational risk information systems are of increasing importance in consideration of the 
Advanced Measurement Approach of Basel II (Koutoupis & Tsamis 2008). The relevant part of Solvency II focuses on 
new methods for calculating capital requirements and new internal control systems (Bónson et al. 2010). After the 
definitions and boundaries of the topic, the next step is to explain the research methodology. 
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3. Methodology 
The present paper provides a literature review according to the methodology of Watson and Webster (2002). As can be 
seen from Figure 2, this study consists of three fundamental parts: research definition, research methodology, and 
research analysis. The paper starts with the research definition, which is presented in the introduction and in the second 
section. In the first sections the research area is identified, the research goals are formulated, and the scope is defined. 
Thereafter, follows the research methodology in section 3. The analyzed papers were selected through a keyword based 
research in the following academic meta-databases: Web of knowledge (SSCI), ProQuest, IEEE computer society, 
Science Direct, Springer Journals, Emerald online, ACM Digital Library, and Google scholar. In addition, the journal 
database of the Journal of the AIS was searched. The used keywords and how they were applied are seen in Figure 2. 
Not a simple Boolean AND operation was applied. Articles were manually screened for relevance.  
 
The research framework (Figure 2) shows a list of the used keywords. Furthermore, during the research process, the 
identified papers were used to find new relevant literature following a snowball system. This causes the discovered 
literature to be quite divers. The criteria for the acceptation of an article were that the articles had to be related to all of 
the three research interests: banking/insurance sector, regulation (Basel II, SOX, Solvency II) and IT operational risks. 
The researched papers must have been published between 2002 and 2011. This ten year period seems to be appropriate, 
because as seen in Figure 1, within this period the most relevant new regulations such as SOX or Basel II were put into 
practice. 
 

 
Figure 2: Methodological Framework 
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4. Analysis of the Literature 
This chapter presents the analysis of the literature. The first subsection investigates the quality of journals publishing 
identified articles. In Section 4.2. the frequency of occurrence of regulations and sectors is shown. In the next subchapter 
the articles are evaluated statistically by frameworks and standards. The methodologies of the researched articles are 
described in Section 4.4. The main concepts of the articles are characterized in Section 4.5. The subchapters of Section 
4.5. investigate the main findings and interesting research areas of the articles. The section is divided into five 
subchapters and begins by analyzing the articles classified as the holistic view of operational risk, followed by the 
measurement and reporting approach. The paper goes on with a critical review of articles relating to organizational 
complexity and risk from people, systems and processes, and strategic risks. Section 4.6. discusses the Basel II Loss 
Event Type Classification. Finally, the last subchapter looks at the differences between banking and insurance sectors. 
 
Quality of Journals 
Altogether this research focuses on 37 scientific articles of different quality. A method to identify the quality of the 
articles is to categorize them by journal quality. Quality is determined by the ‘Academic Journal Quality Guide’ (Harvey 
et al. 2010). The journal quality ranking reaches from one to four stars. One of the researched 37 articles was published 
in a four stars top journal, and further six articles were issued in three stars journals. Five papers were found in one star 
journals and eight articles were pubslihed in journals that were not classified by the ranking. 17 articles are published 
in conference proceedings of information management related conferences. These results may be interpreted that there 
is a lack of publications on the research topic in excellent and very good journals.  
 
Classification of Articles by Regulation and Sector 
This section deals with the classification of articles by regulation and sector. Figure 3 illustrates the frequency 
distribution of these articles according to different regulations and sectors. 
 

 
Figure 3 Occurrence of Articles in Sectors, differentiated by Regulations 

 
As can be seen from Figure 3, Basel II appears in 89% of the researched articles. 67% of the articles refer only to Basel 
II and 22% discuss SOX and Basel II. Exclusive SOX discussions were found in 5% of the articles. There is a lack of 
literature on Solvency II, as just 6% of articles deal with this regulation. The reason for this result may be that Solvency 
II is relatively new, because Solvency II was adopted in 2009 and it is going to be enacted in 2013. Another gap of 
literature regards Basel III, which was not found in academic literature, but in articles of consulting companies. (Härle 
et al. 2010) 
 
From the data in Figure 3, it can be concluded that most literature deals with the banking sector or the banking and the 
insurance sector. 73% of the articles refer to the banking sector and 19% to both, the banking and the insurance sector. 
Only 8% of the articles discuss the insurance sector exclusively. This frequency distribution may also be explained by 
Solvency II’s relatively recent implementation.  
 
Classification of Articles by Frameworks and Standards 
There is a substantial amount of research that has discussed standards for risk management (e.g. COSO, Risk IT, ISO 
27000, CAS) or government frameworks (e.g. CobiT). Eight articles refer to the COSO risk management framework 
and five articles mention the CobiT framework. Four articles discuss different ISO standards. Risk IT and ITIL were 
stated both each three times. Some standards were used only one or two times (e.g. CAS, process reference model). As 
several articles demonstrate, standards and frameworks are very useful to manage operational risks successfully (Forcht 
& Luthy 2006, Pardo et al. 2011). 
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Applied Research Methodologies 
Methodologies are indicators to analyze the deepness of research of the underlying topic. Twenty-two of the researched 
articles are classified as an exploratory or descriptive study. These articles explore or describe their research aims. 
Furthermore, there are ten case studies and two field studies, which investigated their research topic by one or more 
cases. Only two of the thirty-seven researched articles are event studies, which rely on real operational risk or operational 
loss data from OpVar and FIRST databases (Cummins et al. 2006, Goldstein et al. 2011). One article is a multi-method 
study, containing qualitative and quantitative research. In interpreting these findings, we have to consider that in the 
financial sector quantitative studies are hard to execute, because operational risks and operational losses are sensitive 
topics for banks and insurance companies. Previous research has neglected to provide comprehensive quantitative 
research on this topic. 
 
Basel II Classification 
Table 1 provides an overview about the grouping of the investigated literature. The research articles were classified by 
approaches abstracted from Basel II definition of operational risk, extended by strategic risks. Operational risks can be 
divided in internal and external loss events. In this review there is no paper which explicitly refers to external loss 
events, thus there is no section for this loss type. 
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Table 1 Articles classified by concepts of Basel II 

 
The next subsections discuss the articles of Table 1 according to the introduced Basel II classifications. 
 
 
 

Article Holistic Process People Systems Measure
 

Strategic
Abdullah et al. (2011) X
Acharyya (2010) X
Acharyya and Johnson (2006) X
Atkinson et al. (2006) X
Ayerbe et al. (2010) X
Bernard et al. (2007) X
Bonson et al. (2010) X
Cummins et al. (2006) X
Dalla Valle and Giudici (2008) X
Flores et al. (2006) X
Forcht and Luthy (2006) X
Gao and Sun (2010) X
Gewald and Hinz (2004) X
Goldstein et al. (2008) X
Goldstein et al. (2011) X
Hinz (2005) X
Jobst (2007a) X
Jobst (2007b) X
Koutoupis and Tsamis (2008) X
Locher (2005) X
Locher et al. (2004) X
Longo (2009) X
Mikes (2009) X
Moosa (2007) X
Neirotti and Paolucci (2007) X
Oh et al. (2007) X
Pardo et al. (2011) X
Romanovs et al. (2008) X
Rotaru et al. (2009) X
Sinclair et al. (2008) X
Spears and Barki (2010) X
Supatgiat et al. (2006) X
Svata and Fleischmann (2011) X
Wahlström (2004) X
Weiß and Winkelmann (2011) X
Yang et al. (2010) X
Zoet et al. (2009) X
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Holistic View 
Several recent studies have focused on operational risk management in a holistic view (Mossa 2007, Svata & 
Fleischmann 2010). These articles discuss economic effects or new knowledge about operational risks in general. More 
sophisticated methods would be required to fully understand the gap between real operational losses and estimated 
operational risks. This uncertainty leads to a dilemma; choosing between too little or too much capital requirements. A 
shortage of capital could cause a collapse of the bank and excessive capital could reduce competitiveness and financial 
leverage (Flores et al. 2006). As Oh et al. (2007) has noted, efficient risk management in financial institutions can arise 
from reduction in compliance costs or from preventing loss from fraud (Oh et al. 2007).  
 
Operational Risk Measurement Approaches and Operational Risk IS 
Basel II (2004) defines in opposite to the old 1988 Basel Capital Accord three measurement approaches for operational 
risk capital requirements (Jobst 2007a). There is the Basic Indicator Approach, the Standard Approach, and the 
Advanced Measurement Approach. The Basic Indicator approach and the standard approach are static and easy to 
measure, because they use fixed percentages of banks’ gross income to compute capital charges for operational risk 
(Abdullah et al. 2011, Flores et al. 2006, Jobst 2007b). Thus, an over- or underestimation of operational risk is likely 
(Flores et al. 2006). Both approaches are useful for small banks (Dalla Valle & Guidici 2008). Several authors have 
suggested that the Advanced Measurement Approach could lead to an efficient risk management and reduce capital 
requirements (Locher 2005, Forcht & Luthy 2006). The Advanced Measurement Approach could be implemented in 
three different ways: the scenario-based approach, the scorecard approach and the loss distribution approach (Locher et 
al. 2004). These approaches rely on empirical estimates of operational losses.  
 
The estimation of operational losses is very difficult for financial institutions, because there is a lack of operational loss 
data (Dalla Valle & Guidici 2008). Because of this, the Advanced Measurement Approach asks for an operational risk 
information system to identify risks and capital requirements (Flores et al. 2006). Information technology is the key 
enabler of operational risk management strategies (Oh et al. 2007). The study of Flores et al. (2006) focuses on the 
benefits of an effective operational risk information system. Such an information system could mitigate risks, thus 
reduce equity requirements and therefore, the financial institution could be more competitive. There is a trend to the 
standardization of reporting (Bónson et al. 2010). The Committee of European Banking Supervisors (CEBS) forces a 
XBRL-based project called COREP-FINREP, which tries to implement banking risks and international accounting 
regulation (Bónson et al. 2010). As Acharyya & Johnson (2006) has noted, the solution in reporting operational risks is 
to encourage the employees or business entities to give notice of a loss event so that a database and an information 
system could be established.  
 
People and organizational complexity  
Management culture, organizational structure and the personal opinions of employee’s influences operational risks 
management (Méndez et al. 2010). Sinclair et al. (2008) discovered the organizational complexity and points out toxic 
combinations of privileges. “A toxic combination is a conflict of system access permissions that allows a user to break 
the law, violate rules of ethics, damage customers’ trust, or even create the appearance of impropriety.” (Sinclair et al 
2008, p. 167) This problem occurs in the case of promotions, if an employee has access to write checks and afterwards 
he would be promoted to a position, where he can delete check writing records (Sinclair et al. 2008). Another problem 
is the risk of over-access, which could be mitigated by giving only the right people access to the information they need 
for their organizational role. Over-access can cause internal fraud and misuse of data (Sinclair et al. 2008). A source of 
risk could also be that corporate information is consumed out of the companies, because of the easy access to public 
networks to remote email, smart phones, laptops and tablets (Sinclair et al. 2008).  
 
Systems and Processes 
According to Weiß & Winkelmann (2011), there was no business process modeling language which fulfills the 
requirements of financial institutions. The authors invented a semantic business process modeling language for banks, 
which considers different views, like the business objective view, the organizational view, and the resource view. For 
future research, it is recommended to use the business process modeling language of Weiß & Winkelmann (2011). 
 
Strategic 
Acharyya (2010) and Mikes (2009) mentioned that strategy and strategic decisions influence the occurrence of 
operational risks. Mikes (2009) points out that risk identifiers had no influence on strategy or strategic decisions of the 
organization. This research direction was discussed in many articles relating to aligning IT and strategy, but for the 
financial industry there is a lack of literature on this research line.  
 
Basel II Loss Event Type Classification 
Several authors investigated the classification of loss event types of Basel II, but only two authors had investigated this 
classification in detail (Goldstein et al. 2011, Cummins et al. 2006). Goldstein et al. (2011) analyzed data of the FIRST 
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database and pointed out, that 85% of all loss events are allotted to the categories 'external fraud', 'business disruption 
and system failure' and 'execution, delivery and process management'. Because of the domination of these three event 
types, future research should concentrate on them. Further Goldstein et al. (2011) mentioned that future research should 
focus on function-related IT operational risk events, because functional-related events exert on average a greater 
negative wealth effect. 
 
Differences between bank and insurance sector 
Few authors discuss the differences between banks and insurance companies with different outcomes. For Acharyya 
(2010) operational risks have had bigger impact on the banking industry than on the insurance industry, because banks 
face an anytime dynamic payment system in contrast to insurance companies. Otherwise Cummins et al. (2006) found 
out that if an operational loss occurs, then insurance companies are more affected by a market value reduction than 
banks. The differences between banking and the insurance sector are discussed poorly in the literature, therefore future 
research is needed. 
 

5. Conclusion 
This research paper identifies areas and issues for further investigation regarding IT risks and regulations of financial 
institutions. Through a systematic multi-step literature search (Watson & Webster 2002) 37 different articles were 
identified as being within the scope of this study. These articles were descriptively analyzed according to their focal 
industry sector (banks or insurance companies), targeted regulation, and control frameworks. In addition, this paper has 
attempted to classify and discuss the papers according to Basel II guidelines and event loss types. To summarize, the 
following areas among others seem to warrant more attention related to banks and insurance companies in future work:  
 

• The role of IT to achieve a rational balance of capital requirements (over- or underestimation)  
• Design and operationalisation of an effective operational risk information system (Flores et al. 2006) 
• Incentives for employees or business entities to disclose weaknesses and loss events (Acharyya & Johnson 

2006)? 
• More ways to mitigate the rife loss event types 'external fraud', 'business disruption and system failure' and 

'execution, delivery and process management' (Goldstein et al. 2011) 
• Identification and mitigation of toxic combinations of privileges outside and within IT systems and services 

(Sinclair et al. 2008) 
• Access to corporate information over public networks (Sinclair et al. 2008) 

 
A more systematic analysis of the financial sector of a country or region would be useful to get a realistic picture of 
specific requirements. According to the identified research methodologies, future research should pay more attention to 
reliability, e.g., by using more triangulation techniques in case studies, and more comprehensive quantitative research. 
This seems to be necessary to better understand the substantial risks and their treatment in regard to regulations in the 
financial sector. 
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ABSTRACT 

The aim of this research is to discover practical insights and suitable methods to effectively manage IT operational risk in Austrian 
banking companies. We applied an exploratory case study approach and data were conducted using semi-structured face-to-face 
interviews with senior risk managers. The findings further improve our understanding of how operational risk departments are 
structured, how employee awareness of IT operational risk loss events is fostered, and the use of operational risk measurement 
approaches. Moreover, we shed light on practical implementation issues of internal controls in the business and IT processes.  
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Introduction 
The flood of new regulation in the last decade and high impact operational loss events increase interest in operation risk 
management in banking companies (Bauer, 2012).  Recent IT operational loss events such as information security 
breaches or software update failures in banks from all over the world substantiate the problematic situation (Goldstein, 
Chernobai, & Benaroch, 2011). The recent loss event of an estimated £100 million of the Royal Bank of Scotland in 
June 2012 due to a software update failure is further evidence for  the significance of IT risks (Treanor, 2012). Moreover, 
banking companies are forced to be complaint to the Basel II regulation which obligates the banking companies to 
manage operational risks (Basel Committee on Banking Supervision, 2004a; Luthy & Forcht, 2006). Banking 
companies face several problems with the management of operational risks, especially in connection with IT (Oh, Phua, 
& Teo, 2007).  
As major IT related operational loss events demonstrate, the operational continuity of banking services are threatened 
by IT problems and banks need to enforce risk management to mitigate these loss events (Oh et al., 2007). For banks, 
IT is a critical success factor for their daily business and for their projects (Svatá & Fleischmann, 2011). The ever-
increasing IT complexity exposes the banking organization to a range of vulnerabilities and a wide spectrum of threats. 
Over all industries, the banking and financial services sector has the highest actual IT budget as percent of revenue 
(6.0%) in 2010 (Potter, Smith, Guevara, Hall, & Stegman, 2011).  
Efficient and effective IT operational risk management is a constituent element of IT governance (Novotny, Bernroider, 
& Koch, 2012) and essential for banks not only due to their IT intensive business, but also to balance minimum capital 
requirements and further capital buffers. The more minimum capital is requirement, the less money banks can use for 
generating profits (Jobst, 2007a). Given an effective operational risk management, banks have to put back less capital 
to safeguard their organization and comply with Basel regulations.  
The aim of this article is to discover effective and efficient IT operational risk management practices of banking 
companies in Austria. The motivation for this article resulted from the perceived gap in the literature concerning current 
practices in IT operational risk management in the midst of the current financial sector crises. The underlying research 
explores practical problems of IT operational risk management and identifies fields for further research. An exploratory 
case study approach was used to explore the research topic (Benbasat, Goldstein, & Mead, 1987a). Several semi 
structured face-to-face interviews in Austrian banks were conducted to answer the research questions. Because of the 
exploratory nature of this paper, new areas of interest were detected and analyzed through the research process. Our 
findings highlight current practice about building awareness of the employees regarding IT risks, establishing effective 
internal controls for IT operational loss events and IT operational risk management in general.  
This paper has been divided into six sections. The paper begins by briefly describing the purpose of the underlying 
research. Section two then moves on to consider the literature review and the theoretical background. Section three 
offers the research method and methodology. Section four provides an aggregation of the results. Section 5 goes on to 
discuss the results in the context of the research questions. In the concluding section, we also clarify limitations of the 
research and offer links for further research.  
Literature Review and Research Motivation 
The underlying research paper focuses on practical insights and effective methods to manage IT operational risk. This 
chapter deals with structural and measurement issues of operational risk, IT operational risk awareness of employees, 
IT risk management frameworks and with the research objectives. The literature review should explain important terms 
and concepts and conduct to the research questions.  

Structural and measurement issues 

Operational risk is defined by the Basel Committee as, “the risk of loss resulting from inadequate or failed internal 
processes, people and systems or from external events. This definition includes legal risk, but excludes strategic and 
reputational risk“ (Basel Committee on Banking Supervision, 2004b). The Basel Committee (2004) defined seven 
different loss types. Each of these loss types could have an influence on the function of IT assets or on data, hence each 
loss type is important for IT operational risk (Goldstein et al., 2011). Goldstein at al. define IT operational risk as "any 
threat to the integrity, confidentiality, or availability of data assets or IT assets that create, process, transport and store 
data” (Goldstein et al., 2011). IT operational risks are managed in a cause-effect relationship and they are strongly 
interdependent with other risks (Supatgiat, Kenyon, & Heusler, 2006). 
There are three different possibilities to calculate the minimum capital requirements for operational risk: the Basic 
Indicator Approach, the Standardized Approach and the Advanced Measurement Approach (Jobst, 2007b; Wahlström, 
2006). In 2011 the consulting firm Deloitte asked 131 financial companies worldwide concerning their operational risk 
management approach (Hida, 2011). Only 15% of the financial service companies worldwide use the Advanced 
Measurement Approach (AMA) to calculate the minimum capital requirements for operational risk. 40% of the financial 
service companies use the Standardized Approach (SA) and 45% still calculate their requirements through the Basic 
Indicator Approach (BIA) (Hida, 2011). The selection of the measurement approach impacts the reporting of IT 
operational risk, because the AMA requires the banks to collect internal loss data on a high level (Jobst, 2007b). In this 
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context, incentives for employees or business entities to disclose weaknesses and loss events are an interesting and 
prospective topic for banks (Acharyya & Johnson, 2006). 
A recent literature review gives an overview of current work about operational risk in banking companies (Benaroch, 
Chernobai, & Goldstein, 2012; Goldstein et al., 2011). Banks share their loss data with other banks in external databases. 
The Operational Riskdata eXchange Association (ORX) database collects data from 62 banking groups worldwide and 
they reported 27,053 individual loss events with a total gross loss of € 9,110 billion in the year 2009 (ORX Association, 
2012).  

IT Operational risk awareness 

At this point it is appropriate to consider the importance and influence of the Basel II regulation for the IT risk culture 
of banking companies (Jahner & Krcmar, 2005). If banking companies are Basel II complaint, they have to build 
awareness of their employees concerning IT operational risks (Basel Committee on Banking Supervision, 2004b). The 
generic nature of the Basel II regulation in this point is a problem for banking companies, because they have only little 
guidance on the practical implementation of awareness building actions and therefore they are free to select methods 
(Fox et al., 2011). Hence, it seems important to discover different awareness building practices in banking companies. 
Banking companies have to complaint with Basel II and soon with Basel III, and therefore they need to implement 
internal controls to monitor key risks (IT Governance Institute, 2007). The Institute of Operational Risk define indicators 
as "metrics used to monitor identified risk exposures over time" (Institute of Operational Risk, 2010). Internal control 
helps organizations that they reach their compliance goals (IT Governance Institute, 2007). Banks often implement 
internal controls through key performance or risk indicators in their processes and they can use software tools to monitor 
the indicators (Wiesche, Berwing, Schermann, & Krcmar, 2011). Further there is the possibility that incentive schemes 
motivate employees to report IT operational risk events in time and in a good quality (Lin, Guan, & Fang, 2010; 
Moynihan & Wells, 2010). Banking companies use key risk indicators extracted from the CobiT framework to monitor 
IT risks (Benaroch & Chernobai, 2012; IT Governance Institute, 2007).  

IT Risk management frameworks 

Banks can revert to use best practice control frameworks to satisfy auditors, IT managers and consultants and manage 
the IT related risks in the organization. One well established control framework is the Control Objectives for IT and 
related Technology (CobiT) framework (ISACA 2008) which is extensively used to control IT related strategies and 
operations and to support legal compliance with regulative requirements such as those from the Sarbanes Oxley Act or 
Basel 2 (Hardy, 2006; Kordel, 2004). While the CobiT framework seems to be widely used in practice, academic validity 
and internal consistency research on CobiT elements is only emerging (Bernroider & Ivanov, 2011; Tuttle & 
Vandervelde, 2007). 

Research Objectives 

The above discussion has shown that failure to account for operational risk management has adverse legal and business 
related implications for banking companies, especially in the light of new upcoming regulations due to the current 
financial crisis. Furthermore, the significant role of IT in such organizations has been repeatedly identified as source of 
operational loss events. In accordance with the above key areas, we now define three research questions: 

1. How do large Austrian banks define, structure and measure operational risks with a view on Basel II/III 
approaches (a), loss event databases (b), operational risk domains (c)? 

2. How do large Austrian banks build awareness of IT operational risk events among their employees? 
3. Which frameworks do Austrian banks use to support the design and implementation of their internal IT control 

systems? 

The next section describes how we attempted to answer these questions. 

Research Methodology 
A case study approach was used to explore the research topic (Benbasat, Goldstein, & Mead, 1987b). Qualitative 
Interviews were conducted to investigate the research questions regarding IT operational risk management in Austrian 
banks. The authors carried out an information-oriented selection of the cases (Flyvbjerg, 2011). Figure 1 describes the 
whole research process.  
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Figure 4 Flow diagram of the Research Methodology 

 
 
At first, an exploratory interview with a banking auditor was carried out to determine which topics and questions could 
be of practical interest. The outcome of this interview was, that only several big banks in Austria manage IT operational 
risk professionally. The medium and small banks do not have IT operational risk departments. Therefore the authors 
selected respondents through the snowball technique and through online social network search. Two respondents were 
found through the online social networks Xing and LinkedIn. Data were gathered in the period from August to October 
2012. Table 1 indicates the position of the employees, the interview types and dates. The interviewer prepared himself 
by reading the annual report of the banking company before the interview. As a result of this preparation, the semi-
structured interviews were individualized depending on the operational risk management conducted in the respective 
banking company.  

Table 1: Interview statistics (exploratory research stage) 

Case  Position of interviewee Type  Dates Min 

1  Head of Operational Risk Management  Face-to-Face 
Interview 

3/9/12 60 

2  Operational Risk and Risk Integration (Head) Face-to-Face 
Interview 

7/9/012 60 

3  Head of Group Operational Risk  Face-to-Face 
Interview 

19/9/12 45 

4  Head of Group OpRisk Control  Face-to-Face 
Interview 

5/10/12 45 

  

Discussion of Main Results 
Table 2 offers an overview of the main outcomes of the interviews structured along our research questions. Based on 
this overview we subsequently discuss each research question.  
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Table 2: Main results from four Austrian large banks along research questions 

Qu. Area Case 1  Case 2 Case 3 Case 4 

1a Degree of 
centralization 

Central OpRisk departments divided into qualitative and quantitative units, DORMs in single business 
units 

 ORM approach 
(Basel II) 

SA AMA AMA SA 

1b Internal loss event 
database in use 

Yes Yes Yes Yes 

 External loss event 
database in use 

ORX ORX ORX No 

1c Reported OpRisk 
domains  

1. External fraud 1. Execution, delivery 
and process 
management;  
 

1. Execution, delivery 
and process 
management 

1. External fraud 

  2. Clients, products 
and business 
practices 

2. Clients, products 
and business practices 

2. External fraud 2. Internal fraud 

2 Main methods for 
awareness building  

E-Learning for all and in-house workshops for DORMs In-house training, meetings, 
risk maps 

 Incentives for 
OpRisk event 
reporting 

Monetary rewards Punishment (if not 
reported) 

No rewards No rewards 

3 IT risk frameworks in 
use 

Modified COSO, 
COBIT 

COSO, COBIT COSO, COBIT COSO, COBIT 

 Minimum capital 
requirements §22 
(BWG, 2011) 

€ 792 million  € 951 million  € 897 million  € 144 million  

 Impact of Basel III 
on OpRisk 
management 

Unknown Small impact seen Small impact seen Unknown 

DORMs: Decentralized Operational Risk Managers 
ORX: Operational Riskdata eXchange Association 
BWG: Bankwesengesetz 

COBIT: Control Objectives for Information and Related Technology 
COSO: Committee of Sponsoring Organizations of the Treadway Commission 
OpRisk: Operational Risk 

 

Structural and measurement issues (Question 1) 

First of all (Q1), Austrian banks define and interpret the nature of operational risk in almost the same manner as the 
Basel Committee (2004). This definition is acknowledged due to the obligatory character of Basel II regulation, which 
will not change with the enactment of Basel III. In a socio-technical view, Austrian banks focus on loss events that can 
arise from internal processes (including IT processes), people and systems. In terms of structure, all cases manage 
operational risk centralized on the entire banking group level, but they also installed decentralized operational risk 
managers (DORMs) in single business units. The central operational risk management departments are divided in 
qualitative operational risk management and quantitative operational risk management units. The proportion of the 
economic risk capital is similar in all researched banks. Credit risk is the most important risk type with a share of 
approximately 80% of the economic risk capital. Operational risk is covered with nearly 10% and is on the same level 
as market risk. However, two interviewees pointed out that managing operational risk is at present more important than 
market risk. 
In terms of Basel II measurement approaches (Q1a), only two out of the four large banks use the AMA. One interviewee 
noted that approximately 50% of the ORX participants calculate their minimum capital requirements with the AMA. 
The respondent also mentioned a tendency among the ORX participants to strive towards the AMA. However, within 
the AMA there are differences in calculating the minimum capital requirements. The factors are similar but the weights 
for the factors differ. One respondent mentioned that for the calculation 33% of the data is fetched from their internal 
loss database, 33% from an external database and 33% from scenarios and indicators. The selection of the measurement 
method for calculating the minimum capital requirements are of great interest for banking companies. The respondents 
mentioned advantages as well as disadvantages for using AMA. The advantages reach from reputation gains to improved 
financial aspects such as the allowance of insurances due to lower minimum capital requirements. Mentioned 
disadvantages include the outcome. In previous years the gross income of some banks decreased, and as a consequence 
using AMA instead of the SA results in higher minimum capital requirements. An explanation is that lower levels of 
gross income per business line impacts the end results in the SA. Another interviewee declared that all banking groups 
in Austria besides the biggest four are not big enough to implement AMA simply because they cannot accumulate 
enough loss events to reasonably operate their internal data base.  
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With regard to loss event processing (Q1b), all four respondents noted that they work with an external and international 
internal loss events database. The quantitative operational risk management units are responsible for maintaining the 
internal loss event data base and calculating the minimum capital requirements in all four cases. However, there are also 
important differences across the cases. Two different loss event collection approaches can be distinguished: 

1. Centralized approach: Central collection and uploading of operational loss events to an internal database.  
2. Decentralized approach: Operational loss events are reported bottom-up and directly fed into the internal 

database by the employees. 
Our findings show that banks, which use the AMA, are more likely to report operational risk events centrally. In contrast, 
banks not using the AMA are more likely to let their employees directly report operational risk events to their internal 
databases.  
In all researched banks the operational risk department works together with the internal audit, compliance, law and 
insurance department, to manage operational risks effectively. The operational risk controlling unit is separated from 
operational risk management. Operational risk is for all four researched banks an important area for the future, therefore 
two of the four banking companies plan to hire staff for operational risk management. 

Operational IT risk awareness (Question 2) 

In terms of risk awareness management, all four banking companies use their qualitative operational risk management 
units to foster risk awareness and develop a risk culture in their organization. The regulation Basel II forces the banks 
to build awareness of their employees concerning operational risk. Therefore the banking companies all apply awareness 
building approaches, but use different methods. Three have implemented an obligatory e-Learning system to educate 
their employees. All respondents reported that operational risk trainings for a specific group of employees was 
implemented. Especially the employees with responsibilities concerning operational risk reporting (e.g. the DORMs) 
were trained. In all banks risk and control self assessments and risk meeting were conducted. The outcomes of the self 
assessments and the expert questionnaires are discussed with line management and the results reported to the central 
operational risk management unit. In the business lines risk meetings were hold from time to time. 
Only one bank connects the quality of the reporting of operational risk events with the compensation of the managers. 
The managers of this bank were compensated on the base of the economic capital, which bases on risk ratios. A ratio 
could be how much time is needed from the detection to the reporting of operational risk event. This practice in one 
bank increases transparency, and helps to monitor and control operational risk management. 

IT risk management frameworks (Question 3) 

Three respondents use the COSO risk management framework. One interviewee criticized that COSO forces banks to 
think of phantom risk with high frequency and high severity risks. The same interviewee mentioned that such risks do 
not exist and because of that COSO could misdirect risk management. Previous research has paid attention to this 
problematic (Mestchian, Makarov, & Mirzai, 2005). The dominance of COBIT as risk management framework was 
confirmed by the three out of four cases. The maturity levels of the frameworks are also important for the IT operational 
risk management, because the level of internal control belongs to maturity level of COBIT and ITIL. IT operational risk 
management is seen as a continuous improvement process. 
All four respondents explained that they monitor operational risk through automated internal controls in their business 
and IT processes. The banking companies have modelled their processes and implemented key risk indicators. One 
respondent said that they use similar controls as the Institute for Operational Risk (2010) published in their latest article. 
The following key risk indicators are used (Institute of Operational Risk, 2010): 

• Staff turnover: connected to risks such as fraud, staff shortages and process errors 
• The number of data capture errors: process errors  
• Number of virus or phishing attacks: IT systems failure 
• Percentage of staff not completed primary fraud detection training 
• Information technology support requests - number outstanding beyond threshold 
• Project Management: number of high-risk projects 

As described above, one banking company connects incentives for managers to the quality of reporting and managing 
operational risk events. Similar to the results of the ORX database, the respondents answered that retail banking is the 
most important area for operational risk management. One interviewee also mentioned that trading is very crucial, 
because an operational loss event there could have a huge impact. For cases the importance of an economic approach 
where the costs of a control do not outweigh its benefits was noted. There seems to be a level of tolerable uncertainty 
for high frequency and low impact events. 
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Conclusion and limitations 
More sophisticated methods are needed to discover the effectiveness of incentives for managers on the basis of the 
economic capital. The respondent mentioned that this incentive system works well and that there is a tendency to 
compensate managers on risk ratios. Other respondents mentioned that they do not think an incentive system regarding 
operation risk management make sense. Further research should investigate how the quality of reporting operational 
risk differs between a bank with and a bank without an incentive system. 
Additional research would be necessary to assess the risk culture and the awareness concerning operational risk loss 
events of the employees in the banking companies. The researched banks force an open risk communication. They use 
different qualitative methods to reach this goal. Awareness could prevent operational loss events and educate the 
employees concerning the reporting of operational IT loss events. It seems to be logical that the more employees are 
educated concerning operational risk, the more the quality of the reporting increase.  
An interesting research question concerns E-Learning as a tool for awareness building in banking companies. E-
Learning is a popular tool and in two banking companies the employees have to pass an exam after the E-Learning 
program at the beginning of their engagement. Additional research would be necessary to confirm that the employees 
are really aware concerning operational risk events after successfully passed an E-Learning program. Future research 
might concentrate on a comparison of the of the cost-benefit ratio of awareness building provisions, like E-Learning, 
risk meetings, marketing goodies.  
Finally, we acknowledge several limitations. First, only big banks in Austria have an operational risk management unit. 
Hence, the underlying research is only relevant for this group of banks. Future research is going to focus also on medium 
and small banks. Second, only the senior managers on the top of the hierarchy of operational risk management were 
interviewed. They have had a good overview knowledge and therefore sufficed for the general aims of this paper. 
However, only two of them have worked before in a IT department and therefore only two respondents were able to 
refer to their own working experiences in terms of IT operational risk.  
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1. Introduction  
Recent regulations such as Basel II forces banking companies to systematically manage risks and in particular 
operational risks (Basel Committee on Banking Supervision, 2004; Bauer, 2012). Banks have to reserve minimum 
capital requirements for potential operational loss events. The more minimum capital is required, the less money banks 
can use for generating profits (Jobst, 2007). Given an effective operational risk management, banks can put back less 
capital to safeguard their organization and comply with Basel regulations (Luthy & Forcht, 2006). Recent IT operational 
loss events such as information security breaches or software update failures in banks from all over the world 
substantiate the problematic situation (Goldstein, Chernobai, & Benaroch, 2011). The objectives of IT operational risk 
management largely conform with traditional information security goals, which seek to assure availability, 
confidentiality, and integrity of data and systems (Benaroch & Chernobai, 2012; Goldstein et al., 2011). Efficient and 
effective IT operational risk management is a constituent element of IT governance (Novotny et al. 2012)(Novotny et 
al. 2012)(Novotny et al. 2012)(Novotny et al. 2012)(Novotny et al. 2012)(Novotny et al. 2012)(Novotny et al. 
2012)(Novotny et al. 2012)(Novotny et al. 2012)(Novotny et al. 2012)(Novotny, Bernroider, & Koch, 2012) and a range 
of IT controls can be implemented, for example, to reduce IT operational risks caused by IT changes (Bernroider & 
Ivanov, 2011). More attention is required to understand the role of the employee to detect operational weaknesses and 
loss events early (Bauer, 2012). 
 
Basel II engages banking companies to build awareness concerning operational risk, especially on information 
technology aspects of operational risk (Pinder, 2006). However, the generic Basel II regulation does not describe how 
banks can build awareness. As the research team discovered from exploratory interviews in Austrian banks, banking 
companies use different practices to train their employees in this context. Austrian banks build employees awareness 
through an obligatory E-Learning program at organizational entry. Moreover, some banks conduct regular risk meetings 
in their subunits, self assessments and provide marketing goodies such as coffee cups for the employees. Exploratory 
interviews in Austrian banks have shown that operational risk managers rate the awareness building process as a very 
important issue in operational risk management. Operational risk managers have limited financial and human resources 
and hence they are interested to find effective and innovative ways to successfully build awareness of their employee.  
 
The underlying research in progress is structured in two stages. At first, awareness building methods in banking 
companies in Austria should be discovered through exploratory interviews with operational risk and information 
security managers, as well as employees, who passed successfully awareness building programs. The goal of the 
exploratory interviews is to explore best practices and outcomes of their awareness building methods. In the second 
step, quantitative research is going to empirically test success of innovative methods and existing techniques in subunits 
of banking companies. 

2. Theoretical Background and Research Hypotheses 
Information security cannot be achieved through technology alone (Herath & Rao, 2009), hence banking companies 
management should focus on the social-cultural perspective of information security (Jahner & Krcmar, 2005). The 
socio-cultural perspective of IT operational risk management deals with the human factor as a possible reason or 
influence factor for operational loss events (Jahner & Krcmar, 2005; Thomson, Solms, & Louw, 2006). The upcoming 
research focuses on the improvement of employee risk behaviour. According to the main body of related literature, risk 
behaviour deals with attitudes towards negative outcomes and policy compliance (ISACA, 2009; Sitkin, Pablo, & Sim, 
1992). To improve the risk behaviour of the employees, the organization needs a functioning and active IT risk culture 
(Da Veiga & Eloff, 2010; Jahner & Krcmar, 2005). Essential for a functioning risk culture is the behaviour towards 
negative outcomes, because some organizations established learning cultures, where employees learn from their failures. 
In contrast, some organizations establish an unintended blaming culture, because they punish their employees if their 
behaviour does not comply with corporate guidelines (ISACA, 2009). Learning theories such as the social learning 
theory or the organizational learning theory are of great interest for this research as learning from failures seems to be 
essential to improve risk behaviour of employees (Argyris, 1977; Thomson et al., 2006).  
 
An increased awareness is the most cost-effective control of an organization (Dhillon, 1999). Different methods can be 
used for awareness building among the employees, which attempt to educate and inform employees about IT operational 
risks. Some aspects such as media richness should be more important than others to transfer knowledge (Daft & Lengel, 
1986). If the employees are aware of the threats, their behaviour concerning IT operational risks should improve. The 
highest stage of awareness is when the employees have internalized best practice behaviour (Nonaka, 1994). Hence, 
these considerations lead us to the following preliminary hypothesis. 
 
H1. Types and dimensions of awareness building methods, such as media richness, are related with achieved 
improvement levels in terms of IT operational risk awareness of the employees. 
 



Bauer, S., and Bernroider, E. W. N. 2013a. "IT Operational Risk Awareness Building in Banking Companies: A 
Preliminary Research Design Highlighting the Importance of Risk Cultures and Control Systems," Proceedings of the 
International Conference on Information Resource Management 2013 (Conf-IRM), L. Janczewski (ed.), Natal, pp. 1-
4. 

42 

Our review of literature and empirical work substantiates that risk behaviour of employees can be improved by making 
them more aware of the purpose and operation of internal controls. In general, employees seem to know that there is an 
internal control system, but they do not know what exactly is controlled. Greater levels of awareness should lead to 
improved IT operational risk behaviour and make it more likely to prevent or timely detect IT operational loss events. 
An effect similar to the well known productivity improvement effect known as Hawthorne effect is expected (Brannigan 
& Zwerman, 2001). The Hawthorne experiment highlighted that if an employer pays attention to the performance of 
employees, the likelihood of increased performance levels increases. The same can be expected in the context of IT 
operational risk prevention, mitigation and reporting. It is expected that a communication campaign concerning internal 
control system in the organization improve the risk behaviour of the employees.  
 
H2. The more employees know about the internal control system, the better the employee risk behaviour in terms of 
preventing and detecting IT operational risk events.  

3. Research Methodology 
The research methodology is displayed below (see Figure 1). Previous research has reviewed the literature and has 
executed exploratory interviews with operational risk managers in Austrian banks. In stage 1, a case study in a large 
banking company will be conducted. Unstructured interviews with employees at several levels will be executed to 
explore the current awareness programs and employee behaviour. Qualitative interviews and observations of work 
places will be carried out to discover awareness building methods regarding IT operational risk. As (Vroom & Von 
Solms, 2004) mentioned, behaviour of individual employees concerning information security is difficult to audit and 
review, but we plan to use innovative methods to analyse the improvement of risk behaviour such as not reactive 
measurement methods (e.g. experiment reaction of employees on a stimulus like a specific safety message). After 
sufficient case study data is obtained, we will know the variables that need greater focus and should be included in our 
survey questionnaire. 
 
For the survey research in stage 2, the survey instrument will be developed based on the findings from the first phase 
of our research and an extensive literature review. For example, we seek to discover how E-Learning impacts risk 
awareness and currently seek to implement pre- and post-questionnaires to analyse learning outcome of this awareness 
building method. The sampling frame will most likely be all employees from specified organizational units. Before 
administration of a mass survey, we will seek comments on the clarity and accuracy on conceptualization of the variables 
from a panel of academic and managers. We will also conduct a pilot test of the survey instrument with a small sample 
of employees to evaluate the validity and reliability of our survey instrument. After modification of the instrument based 
on comments from the panel and pilot test, we will launch a survey by delivering the finalized survey questionnaire to 
our sampling frame in proven multi-staged procedure ensuring an acceptable return quota. 
 

 
Figure 1: Research model 
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4. Conclusion 
Banking companies face several problems with management of operational risks, especially in connection with IT and 
risk cultures. Employee risk behaviour concerning IT operational risk events is driven by awareness of the single 
employee and IT risk culture in the organization. This research-in-progress seeks to discover best practices of awareness 
building and empirically tests innovative methods to educate employees to improve their risk behaviour.  
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Abstract 
The purpose of this research is to analyze information security awareness (ISA) programs and the 
measurement of ISA behavior in banking organizations. The underlying paper summarizes the qualitative 
and exploratory part of our two-staged mixed methods research on the improvement of employee security 
behavior concerning IT operational risks. IT operational loss events are often caused by undesirable security 
behavior of employees concerning information technology. Organizations conduct ISA programs to build 
employees’ security awareness concerning information technology to prevent IT operational loss events. Ten 
semi-structured qualitative expert interviews were carried out to explore potentials for improvement of ISA 
programs. Our findings focus on the character of ISA delivery methods and the implemented controls for 
these methods. Further research should shed light on the effectiveness of experimental and proactive ISA 
controlling. The outcome provides input for practice in the area of ISA building in the financial sector.  
 
Keywords: Information Security Awareness, Employee Security Behavior, IT Operational Risk, IT Risk 
Culture, Basel II 
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1. INTRODUCTION 
Information technology (IT) is essential for the operational business of banking companies. Operational loss 
events can be caused by external (e.g. hackers, social engineers) or internal (e.g. fraud, unintentional security 
violations) reasons. Noncompliant behavior of employees can enable operational loss events through the use 
of IT and since Basel II was enacted, banks have to manage operational risk and build minimum capital 
reserves for IT operational risks (Bauer and Bernroider 2013b). IT operational risk is defined as "any threat 
to the integrity, confidentiality, or availability of data assets or IT assets that create, process, transport and 
store data" (Goldstein et al. 2011). As the definition show, the objectives of IT operational risk management 
conform with traditional information security goals, which seek to assure availability, confidentiality, and 
integrity of data and systems.  
Banks try to protect themselves with technical solutions, like data leak prevention software, but previous 
scientific research has found out, that technical solutions alone cannot protect an organization from loss 
events, because employees intentionally or unintentionally bypass existing engineered barriers (Chang and 
Yeh 2006). One of the biggest threats concerning information security is that most employees do not care 
about and are not interested in information security (Furnell and Thomson 2009). To identify potentials for 
improving employee behavior concerning IT operational risks, the underlying research discovers how 
banking companies currently build and measure information security awareness (ISA) of their employees.  
Desirable employee behavior concerning information security can be stated in the information security policy 
(ISP) of an organization. The ISP should preferably contain the prescribed behavior concerning IT topics like 
password security, e-mail attachments and internet usage. ISA programs are developed to bring the rules and 
practices, which can be stated in the ISP, in minds of the employees (Shaw et al. 2009). We assume that some 
ISA delivery methods are more effective to build ISA of employees than others. Therefore we evaluate real 
world practices and deduce innovative methods to build ISA.  
The paper is divided into five sections. After this short introduction, section 2 explains the theoretical 
background of the research constructs and postulate research questions. Section 3 goes on to discuss 
methodological issues of the research in progress paper. In Section 4 preliminary results from the first 
research stage are presented and section 5 provides a conclusion and a forecast. 

2. THEORETICAL FOUNDATION AND RESEARCH 
 

2.1. Taxonomy of End User Behavior  
The underlying research considers employees as enablers of IT operational loss events. Desirable behavior 
of employees is categorized in security assurance behavior (SAB) and security compliance behavior (SCB), 
while undesirable behavior can be characterized in security risk-taking behavior (SRB) and security 
damaging behavior (SDB) (Guo 2013). Previous research discovered the motive and expertise of the 
employee as important factors (Guo 2013; Stanton et al. 2005). Table 1 provides definitions, examples and 
motives for the above introduced security behavior types. 

Table 2 Taxonomy of security behavior according to (Guo 2013) 

 
Every security behavior type from (Guo 2013) could lead to operational loss events, as shown by the 
examples in table 1 and by (Goldstein et al. 2011) with real world examples from FIRST loss database. 
Employees often open doors for external attacks or cause process failures through SRB, hence organizations 
want to reduce these loss events and try to improve the security awareness of their employees.  

Security assurance 
behavior (SAB)

Security compliant 
behavior (SCB)

Security risk-taking 
behavior (SRB)

Security damaging 
behavior (SDB)

Definition Active behaviors by an 
individual who has clear 
motive to protect the 
organization's IS

Behaviors that are in line 
with organizational 
security policies

Behavior that my put the 
organization's IS at risk

Behaviors that will 
cause direct damage to 
the organization's IS

Examples Take precaution; report 
incidents

Refrain from prohibited 
behavior

Password write-down; 
copy sensitive data to 
mobile devices 

Crack password; data 
theft

Motive (from 
the security 
perspective)

Beneficial Neutral Neutral Malicious 
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2.2.  ISA Delivery Methods  
Security awareness is defined as” a state where users in an organization are aware, ideally committed to, of 
their security mission” (Siponen 2000). The employees should understand the importance of information 
security and they should know their responsibilities. Finally the employees should act compliant to the ISP 
(Puhakainen and Siponen 2010). The relevance of ISA campaigns and trainings for reducing security threats 
has been proved so far (Eminağaoğlu et al. 2009). In particular, ISA programs consist of a bundle of methods 
to build employees ISA. According to (Abawajy 2012a), we categorize ISA delivery methods in 
conventional, instructor-led and online delivery methods. Table 1 indicates ISA delivery methods and their 
advantages and disadvantages (Abawajy 2012a). 

Table 1 Advantages and Disadvantages of ISA Delivery Methods according to (Abawajy, 2012) 

 
Awareness building interventions have to be frequent and can be carried out in campaigns (Siponen 2000). 
Topics of interest are changing fast, because working environments (e.g. mobile devices) and threats (e.g. 
social engineering) are altering shortly (Kruger and Kearney 2006). Hence a continuous ISA building process 
is essential to increase employees’ level of awareness (Puhakainen and Siponen 2010). So far little attention 
has been paid to the role of horizontal communication (informal communication) in the awareness building 
process. Hence the underlying research explores the role of communication, topics and delivery methods 
concerning ISA. ISA delivery methods are used to build a IT risk culture in the organization (Jahner and 
Krcmar 2005). In large organizations different subcultures exists (Kolkowska 2011a). These subcultures 
could be people from different professions, departments, other locations of the organization. There are three 
specific subcultures for a security compliance program: top management, information systems management 
and end-users. We focus on end users, because information security awareness programs focus on end users 
awareness and behaviors.   

2.3.  ISA Measurement and Control 
Internal controls and evaluation mechanisms are necessary to control the operations of organizations (Ouchi 
1979). There are technical, formal and informal interventions for information security and the controls of 
these interventions should complement each other to effectively control information security (Dhillon 1999). 
ISA programs are classified as informal interventions and previous research presented a measurement model 
based on the dimensions attitude, knowledge and behavior measured through a questionnaire on a scoring 
model (Kruger and Kearney 2006). Further the authors recommended few design requirements for measuring 
ISA, namely a comprehensive and complete question database, include data from the system (e.g. log files 
or data from incidents) and the measuring tool should be automated (Kruger and Kearney 2006). Further we 
explore how banking companies measure success of their ISA programs and how to control the real behavior 
of employees, because only such a measurement could reflect real improvement of the employee behavior.  

Categories Delivery Methods Advantages Disadvantages
Posters, Stickers, Leaflets + periodic information security reinforcement - message may be overlooked

Employee Newspaper
+ can convey a number of messages at the 
same time
+ tracking methods

- message may be overlooked
- often seen as spam

Instructor-led 
delivery methods Formal presentations and Training

+ instructor is able to perceive nonverbal student 
cues
+ modify instructional methods accordingly
+ provide timely answers to student questions

- expensive
- many users find it to be boring and ineffective
- depends on the instructor

Intranet Articles

+ effective when users actually read them
+ cost effective

- undermined due to volume of emails and spam
- reading email message does not mean the 
message has been understood and internalized

Web-based computer security 
awareness training (WBT)

+ user-friendly and flexible models that enable 
users to enhance security awareness at their 
own pace
+ train users to an enterprise-wide standard

-users attempt to complete the sessions with 
minimal time or thought;
- becomes monotonous
- fails to challenge the user and 
- provides no dialogue for further elaboration
- lack of self-motivation or feelings of isolation

Security alert messages 
(e.g. screen savers, pre-logon 

messages, email messages)

+ everyone is guaranteed to see them at least 
once, which make them an ideal channel for 
conveying essential security awareness 
messages in a minute or less

mobile learning platforms 
(e.g. Social media)

+ monitoring of progress - expensive
- complex implementation

Game-based delivery methods
+ it can challenge, motivate and engage the 
participants

- often does not specifically reflect the policy of 
the organization or organization’s related 
security issues

Conventional 
delivery methods

Online delivery 
methods



Bauer, S., Bernroider, E. W. N., and Chudzikowski, K. 2013. "End User Information Security Awareness Programs 
for Improving Information Security in Banking Organizations: Preliminary Results from an Exploratory Study," AIS 
SIGSEC Workshop on Information Security & Privacy (WISP 2013), Milano. 

47 

2.4.  Research Problem and Objectives 
The above discussion has shown that failure to account for individual employee behavior has been repeatedly 
identified as a major problem for improving information security in banking organizations. Adding to this 
problem is our limited understanding about ISA programs including the effective use of diverse delivery 
methods to improve ISA among employees. Finally, it has been found that despite the significance of ISA 
building, far too many delivery methods are not controlled to understand effects and implications of 
remediation measures. Little empirical work has been conducted to establish the important associations 
between these dimensions. We now give two research objectives to guide the remainder of the paper. 
 First, we seek to provide a current account of the current diffusion level of ISA methods for a large 
scale international banking company covering a variety of sub-organizations. 
 Second, we seek to identify differences in terms of measuring and controlling employee ISA across 
the various sub-organizations. 
 

3. RESEARCH METHODOLOGY 
 

3.1. Research Approach 
The research study is based on a sequential two staged mixed methods design (Venkatesh et al. 2013) with 
the preliminary results from the first qualitative stage presented in this paper. The explorative phase using a 
qualitative approach contributes to develop the research constructs and hypotheses. A qualitative approach 
is recommended in the early cycles of phenomena investigation (e.g. (Edmondson and McManus 2007)). In 
specific, interviews are considered as a useful form of data-gathering to identify contextual conditions as 
well as for theory-generation and refinement.  
Based on the results of the qualitative study, a survey will be conducted to test the proposed research 
hypotheses, in the second stage. The qualitative research was carried out as a thematic analysis (Braun and 
Clarke 2006). The qualitative research studies the social world as it is and the world is viewed as an emergent 
process, which is created by individuals (Dhillon and Backhouse 2001). Hence, the epistemology of the 
research is interpretive paradigm.  

3.2. Research context 
The underlying research focuses on universal banks. Universal banks underlie several regulations in 
consideration of IT (Luthy and Forcht 2006). One of the most important regulations related to risk is the 
directive from the Basel Committee of Banking Supervision. After the enactment of Basel II, banks have to 
manage operational risk proactive and they have to build minimum capital reserves for these risks. To fit this 
target group, we selected a major international bank, which provided us with an access to its headquarters 
and all subsidiaries located in different countries in Europe. The research sites are autonomous sub 
organizations of this international banking group. These sites are independent in the sense of managing their 
information technology and designing their ISA programs. Therefore, these research sites ideally allowed us 
to explore and compare different security awareness building practices and views together reasons for design 
decisions such as cultural factors and their implications. 

3.3. Data collection and analysis 
We conducted first ten semi-structured qualitative interviews, which took place from July to September 2013 
(see Table 2). The sampling of interviewees followed a systematic approach with the intent to interview the 
responsible information security or operational risk managers of each research site. The semi-structured 
interviews were conducted with the managers in German and English following an interview guide. On 
average they lasted for 35 minutes, were tape recorded and fully transcribed. In some cases we were able to 
complement the data with information obtained from documents (e.g. leaflets, posters, reports).  
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Table 2 Conducted semi-structured interviews by banking sites and roles 

Roles / Site Headquarter Site A Site B Site C Site D 

Chief Information  
Security Officer 2 (FF) 1 (FF) 1 (TI) 1 (TI) 1 (TI) 

Head of Operational Risk 2 (FF) 1 (FF) 1 (TI) 0 0 

FF... Face-to-Face Interview; TI... Telephone Interview 

Data were coded using content analysis to generate conceptual categories (Mayring 2003). In the first round, 
the research team inductively coded the interview data separately in order to generate specific conceptual 
categories. Based upon Mayring’s method, the coders’ first defined relevant text passages in their materials 
as units of analysis, paraphrased them, and then generalized them at a higher level of abstraction. Originally 
stemming from grounded theory, the basic goal of this procedure was to construct a reasonably sophisticated 
picture in each organisational unit.  

4. PRELIMINARY RESULTS  
 

4.1.  Suitability of Research Sites 
Our results confirmed that all researched sites develop and manage their own ISA programs. The banks 
started their ISA programs between 2007 and 2011. All respondents agree about the importance of an 
effective ISA program to mitigate IT operational loss events. One respondent mentioned that “money is data 
in our systems”, therefore confidentiality, availability and integrity of data and data assets are especially vital. 
In the organizations, the Chief Information Security Officers (CISO) develop, implement and monitor the 
ISA program in cooperation with the Marketing and PR departments. 

4.2.  End User Behavior 
"They know about and they are able to speak about information security. If you ask me if their 
behavior is in accordance with ISP, then my answer is no or not always." (CISO) 
The respondents mentioned that employees know what they have to do, but their actual behavior often not 
reflects this knowledge. The respondents are convinced that the ISA programs are good as they are now, but 
they have no adequate tools to measure ISA. Hence we assume that the level of awareness could not be 
known by the respondents. The respondents do not differentiate in designing ISA programs for different 
security behavior types. In some cases we screened the ISA materials and the most content concentrated on 
SCB and SRB of employees, because the leaflets and articles were provide the basic points of ISP.  

4.3.  ISA Delivery Methods 
Mostly the entire CISOs plan the ISA program in form of a campaign combined with single interventions (E-
Learning, intranet articles) distributed over the year. An ISA campaign takes almost one month and focus on 
few actual key aspects. ISA programs need additional resources to the budget of IT, hence top management 
approve budgets for the programs. 
The researched banks use compared to numerous possibilities only few different ISA delivery methods, 
therefore they have a low diffusion level of ISA delivery methods. The basis for every ISA program is the 
intranet. The intranet offers articles of actual and past information security topics. In the intranet the ISP and 
desirable operating instructions are downloadable and employees have to know the ISP at their organizational 
entry. At their entry, the employees have to do an E-Learning course and pass an exam afterwards. Moreover, 
in three of five banks the employees yearly have to successfully complete an E-Learning course and exam. 
Table 3 provides an overview about the used delivery methods in the researched banks.  
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Table 3 Collection of ISA delivery methods of banking sites  

 Y… 
Yearly, Q.. Quarterly, M… Monthly, B… Biweekly, W… Weekly, O… Once at organizational entry 
SM... Success Measured, NM… Not Measured 

The ISA programs consist of most important information security topics like secure password, secure internet 
usage, e-mail attachments and clean desk policy. Actual topics for this year’s campaigns are social 
engineering, mobile devices and phishing. One respondent analyzed the page views of intranet articles and 
the most clicks got an article about Facebook as a hazard. The CISO’s have no strategy to actively enforce 
informal communication about information security. We assume that a focus on the enforcement of 
horizontal communication could have positive effects on existing ISA programs. Some of the researched 
banks have implemented latest software to protect themselves from loss events (e.g. data leak prevention 
software, password evaluation software).  

4.4. ISA Measurement and Control 
The banks ISA measurements are simple and not automated. No bank uses a scoring model as it was stated 
by (Kruger and Kearney 2006). The researched organizations mainly analyze data from their log files out of 
their information system. The respondents agreed that the potential for automatic controls in the area of ISA 
is not exhausted right now, especially automatic controls in the business processes. One respondent 
developed a minimum operational security standard, which maps the risks of the processes.  
All researched organizations conduct a survey after the employees finish the E-Learning course. The banks 
require every employee to do the survey, because for them the online test is the best possibility to measure 
knowledge of the employees. In addition, the number of page views published intranet articles is measured 
only by one CISO. Normally 4.000 to 6.000 of all together 11.000 employees read the intranet articles. There 
is no monitoring if the employees really got the meaning of the article. By contrast, one of the researched 
banks has conducted a social engineering penetration test last year to measure the effectiveness of their ISA 
program on phishing. They sent a phishing mail, which looks really similar to the mail of IT support of the 
bank, to the employees and asks them to send their passwords back. Only few employees react on this 
phishing mail and sent their passwords. Additional they left USB flash drive in the building (e.g. cafeteria, 
elevator) and also few employees try to use the flash drive after they found them. We define this measurement 
as proactive ISA controlling approach, because through the active involvement of employees ISA is created 
by the controlling method itself. Secondly, a key risk indicator for SRB is set up through a proactive ISA 
controlling approach. We assume that these experimental proactive forms of ISA measurement and 
controlling could have great potential to identify undesirable behavior of employees. 

5. CONCLUSION  
Our research has found out that the diffusion level of ISA programs and delivery methods in the researched 
banks is low. Most ISA programs use basic online delivery methods, like intranet articles, leaflets and posters, 
to build ISA of their employees. The most effective currently used method to build awareness and to measure 
the success is an E-Learning program with an exam afterwards. We assume that the low frequency of E-
Learning interventions per year is not enough to effectively build awareness of the employees. Most of the 
banks investigated in the study mix some ISA delivery methods but the measurement of the effectiveness 
and the controls of the methods only exist on a very basic level and focus on knowledge repetition (e.g. 
quizzes). We propose to analyze proactive ISA controlling methods to increase desired behavior of 

Categories Delivery Methods Headquarter Site A Site B Site C Site D

Posters, Stickers, Leaflets Y & SM Y & SM -
Employee Newspaper Y & NM Y & NM Y & NM -

Instructor-led delivery 
methods Formal presentations and Training O & SM - - Y & NM -

Intranet Articles B & SM - Q & NM M & NM Q & NM
Web-based computer security 

awareness training (WBT) Y & SM Y & SM Y & SM O & SM O & SM

Security alert messages 
(e.g. screen savers, pre-logon 

messages, email messages)
- - - - -

mobile learning platforms 
(e.g. Social media) - - - - -

Game-based delivery methods Y & SM

Conventional delivery 
methods

Online delivery methods
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employees and therefore prevent IT operational loss events. A proactive ISA controlling method could be 
similar to social engineering penetration tests, in which the information security department simulates real 
attacks and evaluate the behavior of the employees in a real setting.  
Further research uses the theory of planned behavior to analyze the influence of perceived ISA programs, 
perceived security culture and perceived security monitoring controls on employees’ security behavior (SAB, 
SCB, SRB, SDB). The research should measure the research constructs’ effects on employees’ behavioral 
intention. An online survey will be conducted in every research unit. Intercultural differences in the field of 
ISA and security behavior will be investigated. Moreover, future research focuses on the impact of more 
sophisticated ISA controls on employees’ security behavior and the effectiveness of viral ISA videos in order 
to change security behavior.  
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From Information Security Awareness to Reasoned Compliant Action: Analyzing 
Information Security Policy Compliance in a Large Banking Organization 

Abstract 

Despite the importance of information security, far too many organizations, in particular banks, are facing 
behavioral information security incidents. In the context given by the headquarters of a large European 
banking organization, this single case study investigates whether individual behavioral compliance with the 
information security policy is influenced by accumulated security information and information security 
awareness embedded within the theory of reasoned action in an extended norms approach. We collected 
empirical data through a three-staged process in which we conducted semi-structured interviews, 
implemented a survey to test the developed research hypotheses, and engaged in interactive presentations to 
discuss the results. In particular, the qualitative interviews strengthened internal validity of survey constructs 
related to neutralization techniques and internal channel use for information acquisition. We found that the 
attitude toward information security policy compliance, and not only social norms but also personal norms 
related to neutralization techniques, are all significant variables potentially mitigating the knowing-doing gap 
reported in related information security research. Besides emphasizing the importance of extended norms, 
which should be accounted for in information security awareness programs, we also highlight the use of 
internal and external channels to acquire information as initial drivers of awareness. The empirical findings 
provide implications to practice and advance theoretical development by generally supporting the developed 
model that accounts for compliant information security behavior at an international bank.  

Keywords: Information Security Awareness, Information Security Policy, Compliant Information Security 
Behavior, Theory of Reasoned Action, Neutralization Theory, Banking.  
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Introduction 
The current modern business climate suffers from a diverse range of threats to corporate data, technical 
infrastructures, operating systems, and applications (Johnston and Warkentin 2010). Banking organizations 
in particular are not only dependent on these information technologies (IT) but also confronted with an 
increased frequency of IT-related security incidents with critical consequences, including financial and non-
financial losses (PricewaterhouseCoopers 2014). A substantial proportion of these security incidents comes 
from inside the bank and can be attributed to individual, undesirable behaviors with the potential to jeopardize 
critical information systems and assets belonging to the organization (Abu-Musa 2006). Consequently, in an 
effort to mitigate related risks, banks introduced operational risk management, which is now a regulatory 
requirement since Basel II (Ciborra 2006; Hsu et al. 2013a). In this context, information security is regarded 
as a critical means of ensuring the availability, confidentiality, and integrity of information and related assets 
of an organization, and therefore it helps to prevent operational loss events (Goldstein et al. 2011).  

The individual user is the predominant weakness when it comes to developing information security in 
organizations (Ifinedo 2012; Pfleeger and Caputo 2012). Information security (IS) research has only begun 
to recognize the importance of employee behavior in this context (Crossler et al. 2013; Hsu et al. 2013a; Im 
and Baskerville 2005; Liu and Vasarhelyi 2014), particularly with regard to compliance (Bulgurcu et al. 
2010; Pahnila et al. 2007; Siponen et al. 2010; Warkentin et al. 2011). One essential tool for shaping user 
behavior is to define and communicate an information security policy (ISP) where mandatory organizational 
rules, guidelines, and requirements are laid out. The ISP determines compliant information security behavior 
with regard to confidential information handling and the expected norms of information systems usage 
(Warkentin and Willison 2009). The ISP is a key control for supporting information security in banks 
(Bulgurcu et al. 2010), and even its existence appears to have a positive effect on employee perceptions of 
their need to comply (Boss et al. 2009). Allowing employees to understand the ISP is believed to be one of 
the most cost-effective means of reducing information security risks (Dhillon 1999; Hagen et al. 2008; 
Parsons et al. 2014; Siponen 2000). It has been suggested to use individual knowledge related to the ISP as 
a potential metric to measure various stages of ISP compliance in organizations (Pahnila et al. 2013).  

Consistent with these views, banks are implementing programs to increase information security awareness 
(ISA) and related knowledge held by employees, thereby allowing them to understand information security 
and the ISP (Bauer et al. 2013a; Kajzer et al. 2014). Current areas usually covered by these programs include, 
for example, phishing, social engineering, password security, secure Internet use, and clear screen policies 
(Quagliata 2011). However, loss events resulting from non-compliant information security behaviors due to 
deliberate or non-deliberate acts (Willison and Warkentin 2013) are still common (Boss et al. 2009; 
Warkentin and Willison 2009). Non-deliberate acts such as careless behavior can be further exploited by 
external perpetrators or internal violators, who can use these breaches to conduct attacks and gain access to 
confidential information (e.g. copy customer data) (Connelly et al. 2011). Other typical examples of non-
compliance are the installation of malware, uploading confidential data to a mobile device, or visiting 
unsecure websites (Siponen and Vance 2010). These actions are non-deliberate if employees are unaware of 
the ISP of their organization or do not understand its rules and procedures (Cox 2012). Cognitive 
justifications accompanying behavior are common in the case of deliberate non-compliance in organizations 
(Minor 1981; Sykes and Matza 1957). The basic idea is that people personally free themselves from the moral 
constraints of ISP requirements so that they may then choose to act in non-compliant ways. In finding 
excuses, employees may temporarily neutralize certain values before violating ISPs, by, for example, denying 
any responsibility for the situation (Siponen and Vance 2010).  

Despite recent calls for more empirical evidence building on behavioral theories to explore the persistent 
phenomena of employee non-compliance with ISP (Crossler et al. 2013), little empirical research has 
systematically addressed how ISA is fostered by individually accumulating related information and whether 
ISA impacts reasoned ISP compliant action mediated by attitudes and norms, in particular in highly sensitive 
financial institutions. To target these research questions, we developed a new research model drawing from 
behavioral theories that have been separately applied in the extant information security literature, albeit to 
different degrees. Considering the relevance of knowledge in forming behavior (Baranowski et al. 2003; 
Khan et al. 2011), the research model applied to an international bank first highlights the role of employees’ 
use of internal and external channels to acquire information and thereby develop ISA. Extending beyond 
previous studies that focus on how ISA impacts specific security behavior (Eminağaoğlu et al. 2009), this 
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study then acknowledges the mediating roles of the users’ perception of extended norms besides considering 
personal attitudes. With extended norms, we refer to both social and personal norms, which have been 
insufficiently considered in the existing security literature (Sommestad and Hallberg 2013) drawing on the 
Theory of Reasoned Action or Theory of Planned Behavior (TRA/TPB) (Ajzen 1985; Ajzen 1991b; Fishbein 
and Ajzen 2010). While we also have adopted this well-supported predictive persuasion perspective, we 
extend previous work limited to specific norms, either personal (Li et al. 2010) or social (Herath and Rao 
2009a; Herath and Rao 2009b), by implementing an “additional norms approach” (White et al. 2009). 
Subjective norms are extended to social norms, and personal norms are represented by neutralization 
techniques (Sykes and Matza 1957), which were only recently acknowledged to study information security 
behavior (Barlow et al. 2013; Siponen and Vance 2010).  

In terms of methodology, we conducted a positivistic case study based on a single case for theory testing 
purposes, which combined different data collection techniques (Eisenhardt 1989; Yin 2014). In our main 
research stage, we implemented a survey at the headquarters of a large international bank and performed a 
partial least squares structural equation modeling (PLS-SEM) analysis to validate measurement and test nine 
hypotheses (Wold 1982). Our findings should, therefore, offer rare insights into a sensitive area with high 
internal validity at a normally well-sealed financial institution.   
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Theory development and research motivation 
This section briefly introduces the main terms and theories and summarizes results of previous research 
needed for understanding and developing the research model and hypotheses.  

Information security awareness (ISA) 

Several scholars have argued that employees’ information security awareness (ISA) is one of the most 
important ingredients for achieving the goals of information security in organizations (D'Arcy et al. 2009; 
Siponen 2000; Thomson and von Solms 1998). ISA can be defined as “a state where users in an organization 
are aware of – and ideally committed to – their security mission” (Siponen 2000, p. 31). This definition 
recognizes a cognitive state in which the individual perception about information security within the 
organizational context is relevant and is traditionally framed by information security policies (ISP). 
Therefore, other broader definitions of ISA explicitly mention both knowledge or recognition of information 
security, and the organization’s ISP (Bulgurcu et al. 2010; Rocha Flores and Antonsen 2013; Siponen 2000). 
Both aspects are essential for being risk aware. Not surprisingly, Pahnila (2013b) confirms that an employee’s 
ISP knowledge affects how intentions to comply with the ISP are formed. Moreover, ISA is temporal, and it 
must be renewed frequently with ISA programs (Wilson and Hash 2003). Especially organizations from the 
financial sector have followed this advice by regularly “refreshing” related ISA in the context of strict ISPs 
(e.g. through e-learning initiatives and mandatory quizzes) (Bauer et al. 2013a). Consequently, we 
conceptualize ISA as employees’ cognitive ability to recognize and understand information security threats 
and risks in the context of their organization’s ISP. 

Due to the recognized importance of ISA, recent research in the IS field has begun investigating ways to 
improve ISA (Albrechtsen and Hovden 2010; Eminağaoğlu et al. 2009; Hagen et al. 2008; Kajzer et al. 2014; 
Khan et al. 2011; Tsohou et al. 2015). In practice, different methods are usually bundled into coordinated 
campaigns termed ISA programs (Kajzer et al. 2014; Quagliata 2011; Tsohou et al. 2015) to deliver relevant 
security information and knowledge to all organizational users of information systems (Wilson and Hash 
2003). The applied internal channels for information acquisition can include conventional approaches, 
instructor-led approaches, and online approaches (Abawajy 2012b). As observed in a recent global case study 
about a large international bank with multiple locations (Bauer et al. 2013a), conventional approaches 
included internal newspapers, leaflets, posters, and printed coffee cups. Instructor-led approaches were 
implemented as mandatory employee induction workshops covering compliant information security behavior 
according to the bank’s ISP. Online approaches were implemented and shared via the intranet, which was 
used as a preferred communication channel for alerts and e-learning activities, and also as an online 
repository for accessing the ISP.  

Prior research classifies the nature of ISA programs as informal controls meant to alert employees to potential 
information security risks, often by communicating the content of formal controls (Albrechtsen and Hovden 
2010; Kajzer et al. 2014). While formal controls such as the ISP or working instructions are specified material 
entities, informal controls aim to establish an appropriate security culture and the social injunctive norms 
needed to improve compliant information security behavior (Van Niekerk and Von Solms 2010). Formal and 
informal controls act in tandem to improve information security (Dhillon 1999). Used on their own, technical 
controls such as intrusion-detection systems or access controls are not sufficient to assure the confidentiality, 
availability, and reliability of information and data in organizations (Warkentin and Willison 2009). Simple 
behaviors such as writing down passwords or uploading confidential information using an unsecure 
connection can make technical controls ineffective (Siponen 2000; Thomson and von Solms 1998).  

Behavioral theories  

Current academic literature recommends using behavioral theories to investigate information security for a 
number of reasons (Khan et al. 2011; Lebek et al. 2014). Among other advantages, they permit deeper 
consideration of the resources and motivators behind the behavior at issue, shed light on how these factors 
interact in an integrative model, and illuminate which interventions can be used most effectively to influence 
the behavior in question (Donovan 2011).  

The theory of reasoned action (TRA) offers a well-supported predictive persuasion perspective on individual 
behavior (Fishbein and Ajzen 1975; Fishbein and Ajzen 2010). According to the TRA, individual intentions 
to perform a behavior are a function of two basic variables, one personal in nature (attitude toward the 
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behavior) and the other determined by social influence (subjective norms), which reflects the amount of 
pressure that individuals perceive they are under from significant others to engage or not to engage in the 
behavior. This model is applicable to any situation in which individuals consciously form intentions that 
directly lead to behavior under volitional control of the individual. In situations where the behavior being 
studied is not completely under the control of the individual, the Theory of Planned Behavior (TPB) (Ajzen 
1985; Ajzen 1991b) is applicable, which in addition includes a self-efficacy related measure of perceived 
behavioral control that has both an indirect effect through behavioral intentions and a direct effect on 
behavior. Evidence was provided showing that attitudes (Bulgurcu et al. 2010; Hu et al. 2012; Siponen et al. 
2014c), subjective norms (Cox 2012), and perceived behavioral control (Hu et al. 2012; Ifinedo 2012) can 
all be valid predictors of information security behavior. The relative importance of these predictors, however, 
is expected to vary across behaviors and situations (Ajzen 1991b). Moreover, the direct intention-to-behavior 
link also was confirmed for the information security compliance context (Lebek et al. 2014; Sommestad and 
Hallberg 2013).  

Since the original publication of Wicker’s (1969) conclusion that attitudes alone do not predict intentions, 
additional integrated models of behavior were developed over the last decades to improve the predictive 
power of these models. While a social influence conceptualization in terms of subjective norms was 
consequently included in the popular TRA/TPB to complement personal attitudes, contemporary research 
suggests that further norms may be warranted to increase the variance explained by its constituent predictors 
(Rivis and Sheeran 2003; White et al. 2009). The subjective norm component of the TRA/TPB is a social 
injunctive norm, as it is concerned with social pressures from others to perform the behavior in question and 
therefore highlights the social rewards and punishments for performing or not performing the behavior 
(White et al. 2009). It can, however, be extended to also include a descriptive norm and include what is 
typical or normal in the social context, which was suggested in the Integrative Model of Behavioral Prediction 
(Fishbein 2000). This model suggests a differentiated reflection of norms, including perceptions of what 
others think one should do (social injunctive norm) as well as perceptions of what others are doing 
(descriptive norm). In addition, further research has argued to include personal injunctive norms reflecting 
one’s internalized moral rules (Parker et al. 1995) in predicting behavioral intentions (White et al. 2009). 
Personal injunctive norms measure one’s self-approval (or disapproval) of the behavior in question and have 
been found to be of particular importance to predict behaviors with a moral component. 

In criminology theory, Neutralization Theory emerged in the 1960s as a well-established theory providing a 
means of analyzing the deviant behavior of adolescents (Minor 1981; Sykes and Matza 1957). In essence, 
this theory draws on a special kind of personal injunctive norms related to neutralization techniques that 
people use to justify and excuse their deviant behavior for themselves and possibly others (Sykes and Matza 
1957). Recent decades have seen heavy use of Neutralization Theory in health research (Maruna and Copes 
2005). Thus far, only a few studies have linked information security compliance with Neutralization Theory, 
and call for more work to confirm the effects of neutralization techniques on compliant employee information 
security behavior (Barlow et al. 2013; Siponen and Vance 2010). In principle, employees may use 
neutralization techniques to justify ISP violations. Typical neutralization techniques can be related to time 
and work pressures, perceived unjust rules, and a poor understanding of risks and possible threats (Siponen 
and Vance 2010). The original theory was based on five techniques of neutralization (Sykes and Matza 1957), 
but over the decades four additional techniques of neutralization have been identified (Lanier et al. 2004). 
Interestingly, Barlow et al. (2013) reported that certain techniques of neutralization are more powerful than 
others depending on the research context (e.g. defense of necessity for password security).  

The link between knowing and doing 

Extensively researched by social psychologists are constructs of attitude-relevant knowledge, which can be 
explained as the attitude-relevant beliefs and experiences that come to one’s mind when encountering an 
attitude object (Davidson et al. 1985; Fabrigar et al. 2006). These beliefs and experiences about the attitude 
object have important implications for attitudes and behavior (Fishbein and Ajzen 1975). The process of 
change in behavior triggered by changes in attitude-relevant knowledge was summarized in the Knowledge, 
Attitude and Behavior (KAB) model (Baranowski et al. 2003; Chaffee and Roser 1986; Khan et al. 2011; 
Parsons et al. 2014). This model draws from extensive research on attitudinal properties, more specifically 
attitude-relevant knowledge and the important role of knowledge in determining evaluative judgments 
(Allport 1935; Campbell 1963). Studies from sectors such as healthcare (Baranowski et al. 2003) have 
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convincingly demonstrated that according to the KAB model, changes in attitude are initiated as individual 
knowledge accumulates. This offers a useful theoretical lens implicating that attitude-relevant knowledge 
acts as a logical prerequisite for behavioral change. Recent work has highlighed the important role of 
individual knowledge for information security. For example, it was shown how knowledge influences 
persuasion through changed attitudes toward compliant information security behavior (Bulgurcu et al. 2010; 
Parsons et al. 2014) and that ISP knowledge influences how intentions for compliant information security 
behavior are formed (Pahnila et al. 2013b). However, there seems to be a consistent knowing–doing gap in 
behavioral information security research (Cox 2012), which reinforces the need for models, in particular in 
terms of our approach, offering more than just attitudes mediating the effects of knowledge.  

Research model development 
In the proposed research model shown in Figure 1, we propose that the individual acquisition of information 
on information security through internal and external channels translates into improved ISA and that an 
improved ISA is related to improved attitudes and norms positively impacting information security behavior 
via intentions. Our research conceptualization is new, yet consistent with the introduced TRA, Neutralization 
Theory, and the KAB model. The following subsection elaborates on the choice and integration of models. 
We then develop the postulated relationships in terms of research hypotheses. 

Choice and integration of models 

We chose to test the widely accepted TRA (Fishbein and Ajzen 1975; Fishbein and Ajzen 2010) and not its 
extensions, the TPB (Ajzen 1985; Ajzen 1991b), in combination with an additional norms approach. The 
TRA was deemed to fit our context, as the targeted users in the case study are able to self-regulate their 
information security behavior. Prior information security studies have confirmed that when the behavior in 
question is more volitional in nature, the effects of perceived behavioral control (PBC), the added antecedent 
of behavior in the TPB, are weaker (Sommestad and Hallberg 2013). Our initial interviews suggested that 
the desired security behaviors are under an individual’s control and not technically complex. Hence, the 
original TRA fits well to our practical situation where there are no realistic constraints affecting the behavior 
(Armitage and Conner 2001; Roberts and Henderson 2000). Therefore, we decided to focus on attitudes and 
extended norms in our research model, and consider PBC as a control variable only. 

Consistent with the “additional norms approach” in TPB/TRA research (White et al. 2009), we first propose 
integrating neutralization techniques as a special case of personal injunctive norms in the research model. 
Neutralization techniques reflect personal moral justifications to oneself to engage or not engage in behavior, 
here specifically related to non-compliant information security behavior (Li et al. 2010; Siponen and Vance 
2010). Neutralization techniques should, therefore, extend the variance explained in behavioral intentions. It 
allows for including personal moral norms known to explain volitional non-compliant information security 
behaviors. Personal norms in terms of more general personal moral standards were identified to strongly 
affect individual compliance intention related to Internet use policies (Li et al. 2010). With neutralization 
techniques, we can test whether employees neutralize their internalized personal norms, leaving them free to 
possibly engage in non-compliant or delinquent acts. Second, we follow Fishbein’s recommendation (2000) 
to extend the subjective norm in TRA into social norms to include both social injunctive and descriptive 
norms. In other words, users should account for both the social pressure induced by others and the perception 
whether other people conduct the behavior in question, respectively (White et al. 2009).  

Finally, we adapt the idea behind the knowledge, attitude, and behavior (KAB) model, which assumes that 
knowledge is the precondition for any conscious self-regulatory process (Chaffee and Roser 1986). We 
propose that employees’ accumulated knowledge should enhance employees’ ISA, which should impact 
attitudes toward ISP compliance (Bulgurcu et al. 2010). Therefore, we analyze the role of internal and 
external channels to acquire information and thereby contribute to understanding how attitude-relevant 
knowledge is established (Baranowski et al. 2003; Khan et al. 2011; Parsons et al. 2014).  
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Figure 5. Research model 

The role of channel use for information acquisition 

In our research model, we first consider the role of employees’ use of internal and external channels for 
information acquisition, which should positively impact ISA of employees. Employees can acquire security 
information internally through channels provided by their organization (Bauer et al. 2013a), or by using a 
range of different external channels (Craig and Allen 2013). Previous research suggests that it is information 
processing through which individuals acquire relevant information related to evaluating and conducting 
behavior (Campbell 1963; Fishbein and Ajzen 1975). However, the specific sources for the manipulation of 
ISA and implications in the information security context are not sufficiently understood. A recent study 
suggests that text-based, game-based, and video-based methods are effective in building ISA seen as learnt 
states through which individuals derive consistent, compliant information security behaviors (Abawajy 
2012b). These and other methods can be part of organizational ISA programs, which should be carefully 
designed to understand their overall levels of effectiveness in fulfilling their purpose (Albrechtsen and 
Hovden 2010; Hagen et al. 2011). One important aspect is the provision of information about the ISP and 
related instructions (Thomson and von Solms 1998), in particular on an iterative basis. Literature suggests to 
regularly send reminders to users about current information security risks and threats, such as phishing attacks 
or careless behaviors concerning passwords (Wilson and Hash 2003). This iterative process targets the 
individuals’ level of attitude-relevant knowledge of threats and risks in the context of the ISP. Consequently, 
we propose that the individual utilization of different channels in the area of information security should be 
valuable for developing ISA. As related studies have not differentiated between internal and external channel 
use (Abawajy 2012b), we propose two separate hypotheses: 

H1a-b: ISA is positively affected by internal (a) and external (b) channel use for information acquisition. 

The role of information security awareness (ISA) 

Next, we highlight the central role of ISA for reasoned compliant action in relation to the ISP. Consistent 
with the important role of information processing (Fishbein and Ajzen 1975) and our working definition of 
ISA reflecting a cognitive state, we reason that, as ISA increases, related employees’ cognitive processes and 
beliefs about information security will change as a consequence (Bulgurcu et al. 2010). Through ISA, 
employees should become more cognizant of risks related to information security, which should eventually 
translate into changed attitudes and norms. In an information security context, only a few studies have 
considered these relationships in an integrated analysis (Sommestad and Hallberg 2013). As ISA reflects IS 
related knowledge, it should be a precondition for any conscious self-regulated IS behavior (Chaffee and 
Roser 1986), which in our predictive persuasion perspective given by the TRA (Fishbein and Ajzen 1975; 
Fishbein and Ajzen 2010) is preluded by affected attitudes. Recent IS studies have indeed shown that IS 
related knowledge has a strong effect on attitudes (Parsons et al. 2014), and that specifically ISA has a direct 
influence on forming favorable or unfavorable attitudes toward information security compliance (Bulgurcu 
et al. 2010). These attitudes can then be seen as behavioral dispositions resulting from learning and 
information processing (Campbell 1963). Consequently, we assume: 
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H2a: ISA has a positive effect on attitudes.  

In addition to attitudes, we also postulate that ISA affects social and personal norms as predecessors for 
behavioral intentions. The pilot study of Merhi and Midha (2012) indicated that threat appraisal training has 
significant positive effects on descriptive norms, which is a dimension of social norms. Other findings 
highlight the importance of collective reflection and discussions concerning information security 
(Albrechtsen and Hovden 2010; Bauer et al. 2013a), which should eventually lead to improved social norms. 
Hence we assume:  

H2b: ISA has a positive effect on social norms. 

It was reported that delivering IT-security information to work against neutralization techniques or highlight 
deterrent sanctions is effective at reducing neutralization techniques and changing personal norms (Barlow 
et al. 2013). In this sense we seek to highlight the mediating role of ISA positioned in-between and governing 
the relationship between channel use for information acquisition and changed personal norms, which in this 
study we relate to the use of neutralization techniques. As ISA increases, employees should be less likely to 
morally excuse non-compliant information security behavior via neutralization techniques (Siponen and 
Vance 2010). Hence, we propose:  

H2c: ISA has a negative effect on the use of neutralization techniques (and therefore has a positive effect 
on personal norms). 

The role of attitudes and norms 

We propose that the antecedents of our research model introduced through a combination of TRA and 
extended norms influence behavioral intentions. This first includes the attitude, which according to early 
theorists, is a behavioral disposition to respond in a particular way. An attitude was defined as “a mental and 
neural state of readiness ... exerting a directive or dynamic influence upon the individual’s response to all 
objects and situations with which it is related” (Allport 1935, p. 810). Related prior studies have generally 
confirmed the relevance of attitudes as an inclination for a directional response toward compliant information 
security behavior (Bulgurcu et al. 2010; Cox 2012; Guo et al. 2011; Pahnila et al. 2007b). Hence, we assume: 

H3a: Attitudes have a positive effect on the intention for compliant information security behavior. 

Social norms are the result of normative beliefs (Fishbein and Ajzen 2010) and should positively impact ISP 
compliance intentions (Herath and Rao 2009a; Merhi and Midha 2012). Social norms are defined as 
employees’ perception of an acceptable or permissible ISP compliant behavior within their organization 
(Fishbein and Ajzen 2010). These norms are a result of the organization’s security culture, which was 
associated with improved employee information security behaviors (Hu et al. 2012). Related work has shown 
that workgroup norms in general impact the intention for non-malicious security violations in the workplace 
(Guo et al. 2011). A recent literature review from Sommestad and Hallberg (2013 generally confirmed the 
positive effects of social norms on behavioral intentions but also noted that these effects are marginally lower 
when the behavior in question is tied to ISP compliance in comparison with violation. Hence, we propose: 

H3b: Social norms have a positive effect on intention for compliant information security behavior. 

Now we turn to personal norms conceptualized as neutralization techniques. Neutralization techniques are 
defined as justifications, which individuals invoke to convince themselves, and others, that their deviant 
behaviors are justifiable and/or excusable (Siponen and Vance 2010; Sykes and Matza 1957). If employees 
engage in such justifications, then this should have a negative impact on their intentions for compliant 
information security behavior. This assumption was confirmed in a recent study related to the context of 
information security policy compliance (Siponen and Vance 2010), which has also shown that the effects of 
informal or formal sanctions are negligible compared to neutralization. The relationship was also confirmed 
in the context of cyberloafing, where employees use their Internet access at work illegitimately and secretly 
for private purposes (Lim 2002). Private Internet use in the workplace seems to be strongly affected by 
neutralization techniques and its perceived benefits (Cheng et al. 2014). Moreover, personal moral norms 
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was reported to explain more variance of the intention to comply with Internet use policies than perceived 
risks and perceived benefits to comply (Li et al. 2010). In an older study, the use of the neutralization 
technique “denial of responsibility” was positively correlated with intentions to commit computer abuse 
(Harrington 1996). We add to these studies by seeking to confirm the relationship in our context and contrast 
the influence of neutralization techniques as a personal norm with social norms. Hence, we propose: 

H3c: Neutralization techniques have a negative effect on the intention for compliant information security 
behavior. 

Finally, we seek to revisit the intention-behavior link in our study’s context, which was already confirmed 
by previous studies (Lebek et al. 2014; Siponen et al. 2014c; Siponen et al. 2010; Sommestad and Hallberg 
2013). We adapted the definition of the construct intention for a compliant security behavior (ICSB) from 
Siponen et al. (2014c, which claims that ICSB is an employee’s intention to engage in compliant information 
security behavior. Similar to that, the level of an employee’s perception of actual compliant information 
security behavior is represented by the construct actual compliant security behavior (Siponen et al. 2014c). 
Hence, the following hypothesis is proposed: 

H4: Intention for compliant information security behavior has a positive effect on the actual compliant 
information security behavior. 

Research methodology 
This research can be classified as a positivistic case study based on a single case for theory testing purposes 
(Eisenhardt 1989; Yin 2014). By means of a survey, we quantitatively tested a causal research model 
developed from theory complemented by pre-survey data collection to explain how compliant IS behavior in 
the case organization unfolds. Thereby, we seek to confirm and potentially extend existing theory considering 
the conditions of a specific large banking organization. Post-survey meetings followed to validate its 
usefulness to members of the case organization (Pare 2004). The next subsections provide more details on 
the applied research methodology. 

Case selection and information 

In selecting the case, we followed a purposive sampling technique to identify a critical case to test theory 
within a real-life context of an international bank (Yin 2014). The selected single case (using SecureBank as 
pseudonym) was deemed ideal for investigating the research questions in the context of a highly sensitive 
and usually much safeguarded domain. SecureBank is the central institution of a large European banking 
group operating in approximately ten countries with assets of more than 12 billion euros. As a highly 
diversified and international financial services institution, SecureBank provides banking products and 
services to individual end consumers, businesses, government agencies, and other financial institutions. 
Information security is considered a high strategic priority and an external compliance requirement (Bauer 
and Bernroider 2013b). Therefore, the bank is dependent on ISP programs as preventive control to foster 
compliant information security behaviors among employees. It also had a prior history of developing, 
communicating, and enforcing ISPs with different levels of success. Thus, management was very interested 
to support the study and approved the fieldwork, which thereby allowed us to gain insight into how to 
effectively develop employee ISA and ultimately improve information security through compliance with the 
ISP.  

Data collection stages 

The case study was conducted between January and July 2014 over three main stages. In the first explorative 
stage, we performed four face-to-face semi-structured interviews with two information security managers, a 
public relations manager, and a general security manager of the bank and reviewed internal materials. The 
main purpose of the interviews was to understand the context, develop the research aims, and clarify the 
intended research process and expected results. Both interviewed security managers have been employed in 
the bank for decades and regularly conduct information security trainings and meetings across the entire 
organization. Thus, their understanding of the organization and research context was essential in developing 
this study. The decision was made to develop and implement a survey targeting employees to understand to 
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what extent existing theory on ISP compliance applies to the organization. The development of the survey 
included the selection of applicable theories, and the refinement and validation of constructs. In the second 
main research stage, the developed research model was tested through an online survey targeting all 600 
employees of the SecureBank’s headquarters as units of analysis. The link to the questionnaire was published 
on the bank’s intranet homepage, and emails were sent to all employees with an invitation to participate. The 
survey (following pre-tests) was kept open for two weeks. To ensure contextual relevance (Siponen and 
Vance 2013), the introduction explained central terms such as the information security policy (ISP) and the 
types of typical behaviors that can be considered as ISP violations (e.g. not ensuring clear screens, unsecure 
passwords). Once quantitative data had been collected, it was cleaned by excluding two cases of obvious 
aberrant response behavior. Incentives included a raffle with the chance to win two dinner tickets, for which 
almost half of the respondents registered. Finally, the third research stage concluded our field work with two 
meetings, where the usefulness of the research findings was analyzed and discussed. Table 1 summarizes the 
empirical research process. To complement data collection, we collected and analyzed further empirical 
evidence on organizational efforts to promote ISA.  

Table 1. Data collection stages 

Stage Approach Target person(s) Date Duration 

1 
Face-to-face 
interviews 

Chief Information Security Officer (CISO) 8 Jan 2014 55 min. 

Group Security Officer 16 Jan 2014 65 min. 

Chief Information Security Officer (CISO) 14 Mar 2014 60 min. 

Public Relations Officer 16 Apr 2014 44 min. 

2 Survey 

Pre-tests: Three groups 20-30 Apr 2014 10 days 

Survey reflection and approval by CISO 04-06 May 2014 2 days 

Main survey: Headquarter employees 11-25 May 2014 2 weeks 

3 
Interactive 
Presentations 

Chief Information Security Officer (CISO) 4 Jul 2014 62 min. 

Group Security Officer  16 Jul 2014 68 min. 
 

Tests for establishing validity and reliability 

Various test procedures are recommended in literature to establish validity and reliability (Riege 2003; Stuart 
et al. 2002; Yin 2014). To ensure a high level of internal construct validity, we applied data source and 
between-method triangulations by using multiple sources of data for the same issues, for example by 
interviewing different managers about ISP compliance and using various data gathering methods (survey, 
interviews, and documents) at different research stages (Yin 2014) and by complementing quantitative with 
qualitative data (Modell 2005). We reviewed established constructs from literature and consulted security 
managers to establish appropriate operational measures for theoretical concepts tested by the survey. The 
survey instrument was pre-tested, non-response bias was analyzed, and the fit of the measurement and 
structural models with the gathered data was carefully tested in terms of validity and reliability, following 
current guidelines (Hair et al. 2014).  

We conducted 22 pre-tests divided into three stages, where the consistency and understandability of the 
questionnaire were tested and improved on an iterative basis. The first stage of pre-testing was carried out 
with six affiliates of our university who had no specific knowledge about the study. After accounting for their 
feedback, we eliminated five items, changed the orientation of three scales, and reworded seven items. After 
completing pre-test one, we fielded pre-test two in the case organization, limiting it to ten employees. The 
responses provided detailed comments that led to the modification of nine items. Finally, six more research 
associates were asked to fill out the questionnaire and identify problems, resulting in the identification of 
only a few concerns and prompting minor refinements to two items and instructions at the beginning of the 
questionnaire. 
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We investigated survey nonresponse bias using the commonly applied wave analysis (Van der Stede et al. 
2006), where early versus late respondents are compared on the assumption that late respondents are more 
likely to resemble non-respondents (Moore and Tarnai 2002). Therefore, we divided the sample into two 
groups based on the time the response was registered with regard to the online survey implementation. 
Respondents who answered the online survey in the first 48 hours were classified as early respondents 
(N=40), and all others were classified as late respondents (N=57). There are no differences in the groups in 
terms of gender (χ2 test, p=.364), age (Mann-Whitney-U-Test, p=.542), job tenure (Mann-Whitney-U-Test, 
p=.289), and organizational tenure (Mann-Whitney-U-Test, p=.735). Thus, we conclude that non-response 
bias is not an issue. Moreover, two weeks after concluding the online survey, employees were asked about 
their reasons for not responding. Most non-respondents stated that they overlooked the invitation to 
participate or lacked the time due to current workloads. 

Given survey data based on same-respondent replies, common method bias or common method variance 
(CMV) is generally also taken into account to consider validity and reliability (Malhotra et al. 2006 ; 
Podsakoff and Organ 1986). The mono-method survey design and self-report instrument may cause a certain 
amount of covariance shared among all indicators. To prevent potential CMV, we used a sequence of 
questions that discouraged participants from detecting certain relationships between the dependent and 
independent variables. To detect CMV, we applied the Harman’s single-factor test as a diagnostic technique. 
It involves entering all constructs into a principal components factor analysis to see if either a single or a 
general factor emerges that may account for the majority of covariance among measures (Podsakoff et al. 
2003). Nine factors emerged. The first accounted for 35.93% of the variance. The other eight (with 
eigenvalues greater than one) contributed to the remaining 40.36% of the variance explained by the set, each 
accounting for 10.38% to 2.72%. This suggests that while some CMV is likely, the effect can be considered 
as not serious.  

External validity is concerned with the extent to which the findings of a particular study can be generalized 
across populations, contexts, and time (Modell 2005). For our study, we defined the context, scope, and 
boundaries of our research case and compared our findings with extant literature, building on similar theory 
and contexts to allow for a reasonable level of analytical generalization (Riege 2003). Consequently, we aim 
at generalizing results to the applied broader theoretical framework and the domain of highly regulated 
banking institutions (Yin 2014). 

Survey instrument development  

The process of construct development began with a review of MIS instruments with well-established 
psychometric properties in empirical literature followed by a careful selection of constructs fitting the 
definitions in our research model. The appendix provides the survey instrument (Table A1) with supporting 
references.  

In the context of the TRA, we used established constructs for measuring the individual attitude (ATT) toward 
information security (Hu et al. 2012), and the intention for compliant information security behavior (ICSB) 
and actual compliant information security behavior (CSB) (Siponen et al. 2014c; Siponen et al. 2010). In 
terms of norms, we needed to depart from the subjective norm construct to fit our research design and 
establish a combined more general social norm construct (Fishbein 2000; White et al. 2009). The selection 
of items to cover both types of norms was based on a recent information security study validating a range of 
items for assessing information security in organizations (Rocha Flores and Antonsen 2013). This study also 
served to identify items to assess ISA in terms of an individual perception on information security within the 
given organizational context. Consequently, all developed instruments are reflectively measured constructs 
from prior information security research, which we validated again in our study.  

In measuring the neutralization techniques representing personal norms, we followed the recommendation 
that certain dimensions of Neutralization Theory are applicable to specific contexts of research (Barlow et 
al. 2013). Previous studies in information security compliance research tested six (Siponen and Vance 2010) 
and three (Barlow et al. 2013) techniques of neutralization. We drew on semi-structured interviews with 
security managers in our exploratory research stage one (see Table 1) to establish which neutralization 
techniques are most applicable to our highly sensitive context of banking companies with binding ISPs. 
According to the interviews, the following four out of six given neutralization techniques (Barlow et al. 2013; 
Siponen and Vance 2010) apply to their employees in conjunction with ISP violations: “Denial of 
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responsibility” means that an employee does not feel responsible for her actions and thinks that her behavior 
is beyond her control. “Defense of necessity” refers to claiming that an employee has too little time to carry 
out the work. Downplaying the harm employees’ non-compliant behavior causes is called “denial of injury”. 
Finally, “Condemnation of the condemners” refers to employees’ feelings that the rules are unjust or make 
no sense (Sykes and Matza 1957). The same four techniques were also used in a previous information security 
compliance study (Siponen and Vance 2010). As each single neutralization technique reflects a specific 
reason to justify non-compliant behavior, they do not necessarily need to correlate with each other and are 
not interchangeable. Consequently, we conceptualized the neutralization techniques as a formative construct 
consisting of one item for each technique causing the construct. To capture how information is gained to 
foster ISA, we also draw on two formatively measured constructs to capture the use of internal and external 
information channels. Again, the information channels used to gain information were derived from the 
acquired context data via interviews and the assessment of internal artifacts. In terms of internal channels, 
we also consulted another study on the banking context (Bauer et al. 2013a), and in terms of external channels 
we complemented our analysis with a current media study (Craig and Allen 2013).  

Survey sample characteristics  

Table 2 shows sample characteristics of our survey. The sample consists of an almost equal number of male 
and female respondents. More than two-thirds of employees are between 30 and 50 years of age and have a 
job tenure between 11 and 30 years, with an organizational tenure between 0 and 20 years. Job tenure refers 
to the number of years of work experience.  

The survey yielded 97 valid returns corresponding to a 16.2 % response rate, which is sufficient for data 
analysis according to current PLS-SEM recommendations (Hair et al. 2014). While the low minimum sample 
size requirement is among the most cited reasons for using PLS-SEM, it is still recommended to consider it 
against the given model and data characteristics (Hair et al. 2014; Lowry and Gaskin 2014). In our model, 
the maximum number of independent variables in any structural path is three. Therefore, assuming the 
commonly used level of statistical power of 80%, we need at least 59 data sets for detecting R2 values of at 
least 0.25 with an error probability of 5%. According to the often cited 10 times rule (Barclay et al. 1995), 
our recommended minimal sample size is 40, given by 10 times the maximum number of formative indicators 
used to measure a construct. Moreover, our sample offers unique and real insights into a traditionally highly 
protected and closed banking organization and, therefore, offers added value to many related studies building 
on student samples (Dinev et al. 2009; Herath et al. 2014). Maybe also due to the highly sensitive research 
context, the sample size is similar to other studies in IS compliance research (Hu et al. 2012; Ifinedo 2012).  
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Table 2. Sample demographics 

Variable Frequency Percent 

Gender 
Female 51 52.6 
Male 46 47.4 

Age (years) 

<= 20  0 0 
21-30 11 12.4 
31-40 31 32.0 
41-50 35 35.1 
51-60 18 18.6 
>= 61  2 2.1 

Job tenure  
(years) 

<= 10 17 17.5 
11-20 33 34.0 
21-30 34 35.1 
>= 31 13 13.4 

Organizational  
tenure (years) 

<= 10 35 36.1 
11-20 33 34.0 
21-30 20 20.6 
>= 31 9 9.3 

 
Statistical methods 

For data analysis, we used partial least squares structural equation modeling (PLS-SEM), which is 
recommended for the estimation of complex models, including many latent constructs with inner model 
relationships (Lowry and Gaskin 2014; Wold 1982). PLS-SEM has enjoyed increasing consideration as a 
key multivariate analysis method (Ringle et al. 2005b). The statistical properties of PLS-SEM in terms of 
allowing small sample sizes and making no assumptions about the data together with its efficiency and good 
level of support for predictive and exploratory purposes (Hair et al. 2014) were important reasons for its 
application. We used the software packages, SmartPLS version 3.0 (Ringle et al. 2005b) and SPSS version 
20, for further statistics (e.g. Harman’s single-factor test). The bootstrap re-sampling procedure with 5,000 
subsamples was used to test the significance of all model paths (Gefen et al. 2000).  
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Results 
 
Contextual background 

In 2010 Securebank suffered from several ISP violations committed by employees, which led to substantial 
information security incidents. External pressure due to the regulation Basel II was a further reason for 
strengthening the formal internal controls by using informal controls to establish an appropriate security 
culture and reduce IS incidents. The bank decided to implement IS awareness-building efforts to complement 
their internal control system in the same year, and started with developing and distributing conventional 
materials such as leaflets and posters. Within the last years, their ISA building efforts became more 
sophisticated, resulting in a variety of materials offered to employees via several internal channels. These 
internal channels covered online media to distribute electronic articles and e-learning modules on information 
security. The bank also offered internal security trainings, which were mostly integrated in compliance 
courses, and provided conventional security materials such as leaflets, cups, and posters, which were handed 
out to employees at various occasions. It is worth noting that security managers also tried to engage in and 
promote informal talks about information security to stimulate informal learning between employees. We 
assessed this situation through interviews (see Table 1) and the study of internal materials. The final 
interactive presentations with security managers allowed us to reflect on results. Interestingly, the bank 
perceived the survey conducted in research stage 2 itself as a good intervention to raise ISA and evaluated 
all recommendations positively. The distribution and assessment of the questionnaire has stimulated the 
reflection on critical variables, such as personal attitudes, social norms, and neutralization techniques.  

Test of the quantitative measurement model  

The reflectively measured constructs in the survey were tested using the goodness-of-fit criteria currently 
recommended by PLS-SEM literature (Cenfetelli et al. 2013; Hair et al. 2014; Hair et al. 2011; Sarstedt et al. 
2011). The results show that all of the measures were valid and reliable (see Table 3). 

Internal consistency was examined by considering Cronbach’s α and composite reliability. Cronbach’s α is 
the lower bound, and composite reliability is the upper bound of the true internal consistency reliability. The 
values of Cronbach’s α and of composite reliability are well above the required value of 0.70, suggesting the 
measurement model’s internal consistency. To accept the criteria of indicator reliability, the outer loadings 
should be larger than 0.70. All indicators fulfill this requirement, and no indicator had to be dropped. The 
convergent validity is measured by the average variance extracted (AVE), which should be greater than the 
required value of 0.5. This requirement is met for each construct. Discriminant validity has also been assessed 
by checking the cross loadings of the items, which also are acceptable (Hair et al. 2011).  

Table 3. Reflective measurement model validity and reliability 

Latent Variable Indicators Loadings Cronbach's α Composite 
Reliability AVE 

Attitude 

ATT1 0.858 
0.827 0.897 0.744 ATT2 0.897 

ATT3 0.832 

Social norms 
SN1 0.920 

0.875 0.923 0.801 SN2 0.838 
SN3 0.924 

Intention for compliant 
information security behavior 

ICSB1 0.883 
0.884 0.928 0.811 ICSB2 0.891 

ICSB3 0.927 

Actual compliant information 
security behavior 

CSB1 0.899 
0.856 0.913 0.777 

CSB2 0.841 
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CSB3 0.903 

Information security 
awareness 

ISA1 0.872 
0.877 0.924 0.802 ISA2 0.899 

ISA3 0.916 
 

The first step in the validation of formative constructs is to check for content validity (Hair et al. 2014). By 
drawing on context data and closely related studies, we ensured that all formative indicators capture the major 
facets of the constructs: “internal channel use”, “external channel use”, and “neutralization techniques” 
(Bauer et al. 2013a; Craig and Allen 2013; Siponen and Vance 2010). Next, we assessed the level of 
multicollinearity among indicators, which could cause non-significant weights and problems with the 
interpretation of the results (e.g. in terms of which items have more or less influence). The assessed variance 
inflation indicators (VIF) of the indicators for all three constructs can be seen from Table 4, and they are all 
below the recommended threshold of 5, except for the item “Denial of injury”. Hence, we removed this item 
from the model because the remaining three items still sufficiently capture the construct’s content and re-run 
the analysis without observing critical multicollinearity issues.  

Table 4. Weights and VIFs for formative research constructs 

Latent Variable Indicators Weights VIF 

Internal channel 
use for 
information 
acquisition 

ICU1 Online media  0.613 1.488 
ICU2 Trainings  0.110 1.496 
ICU3 Conventional security campaigns  0.348 1.546 
ICU4 Informal talks (colleagues) 0.184 1.503 

External channel 
use for 
information 
acquisition 

ECU1 Online media  -0.021 1.625 
ECU2 Classic media  0.368 1.556 
ECU3 Self-organized learning  0.778 1.384 

ECU4 Informal talks (family and 
friends) 0.076 1.559 

Neutralization 
techniques 

NEU1 Denial of responsibility -0.146 (-0.151) 1.612 (1.532) 
NEU2 Condemnation of the condemners 0.648 (0.626) 3.724 (2.513) 
NEU3* Denial of injury* -0.044 5.166 
NEU4 Defense of necessity 0.544 (0.527) 3.245 (2.462) 

*Dropped due to multicollinearity issues (VIF > 5); Weights and VIF after dropping NEU1 and NEU3 in ( ). 

Next, the significance and relevance of the formative indicators is examined through t-statistics (Hair et al. 
2014). Out of the twelve indicators of the three formatively measured constructs, the t-values of six indicators 
are not significant. The next step is to analyze their outer loadings, which are above the threshold of 0.5 for 
all indicators except for “denial of responsibility”. However, the outer loading of this indicator is only 
marginally below 0.5 (0.49) and significant (p<.05), which are conditions suggesting to keep the indicator in 
the model (Hair et al. 2014). Moreover, the interviews provide support for keeping this indicator of 
neutralization techniques. Thus, following PLS-SEM recommendations (Cenfetelli and Bassellier 2009; Hair 
et al. 2014), we retained all indicators in the formative constructs.  

Test of the structural model 

The structural model was tested with a range of different measures (Hair et al. 2011; Ringle et al. 2005b; 
Sarstedt et al. 2011). Figure 2 shows the research model together with the main results, including the 
standardized path coefficients and R² values representing the amount of variance in the endogenous construct, 
as explained by all of the exogenous constructs linked to it. The achieved levels of R² in the dependent 
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variables (ICSB, CSB) are satisfactory when compared to related behavioral research in the ISP compliance 
area (Bulgurcu et al. 2010; Herath and Rao 2009a; Herath and Rao 2009b; Siponen and Vance 2010; 
Sommestad and Hallberg 2013). Table 5 extends these results by also including the t-values, effect sizes (f2) 
and the strengths of these effects, along with final verdicts for each of the underlying research hypotheses. 
We used the results from bootstrapping with 5,000 subsamples as a non-parametric re-sampling procedure 
for calculating t-statistics and standard errors (Chin 1998). 

 

Figure 6. Structural model results  

The t-statistics in Table 5 show that all nine hypotheses were supported by the data. The effects of these nine 
relationships were further analyzed with effect sizes (f2). The effect size f² is a standardized statistical 
measure, which quantifies the relative effect of an exogenous construct on an endogenous construct (Sarstedt 
et al. 2011). The effect size f2 of a latent factor results from analyzing the decrease in R2 when excluding 
one independent latent factor. It was suggested that f2 values of .02, .15, and .35 signify small, medium, and 
large effects, respectively. The next section proceeds with a discussion of each of these effects. 

Table 5. Verdict on structural relationships  

Hypotheses Path  
coefficient t-values f² Verdict  

(based on f²) 

H1a: ISA is positively affected by internal channel 
use for information acquisition. 0.218** 2.928 0.038 weak 

H1b: ISA is positively affected by external channel 
use for information acquisition. 0.359** 4.561 0.102 weak 

H2a: ISA has a positive effect on attitude.  0.570** 5.843 0.480 strong 
H2b: ISA has a positive effect on social norms. 0.470** 5.145 0.283 moderate 
H2c: ISA has a negative effect on neutralization 
techniques.  -0.223* 2.458 0.052 weak 

H3a: Attitude has a positive effect on intention for 
compliant information security behavior. 0.409** 3.943 0.274 moderate 

H3b: Social norm has a positive effect on intention 
for compliant information security behavior. 0.228** 2.562 0.073 weak 

H3c: Neutralization techniques have a negative effect 
on intention for compliant information security 
behavior. 

-0.297** 3.274 0.161 weak 

H4: Intention for compliant information security 
behavior has a positive effect on the actual compliant 
information security behavior. 

0.553** 4.712 0.455 strong 

*p<0.05; **p<0.01     
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Mediation analysis 

Next, we test for the conditions and significance of the potential indirect effects of ISA on the intention for 
compliant information security behavior considering attitudes, neutralization techniques, and social norms 
as potential mediators. We adopted Baron and Kenny's causal multi-step mediation test (Baron and Kenny 
1986) as follows. First, we assessed the significance of the indirect variable for predicting the mediators. 
Second, the mediators should affect the behavioral intentions. Both steps are fulfilled for all three cases, 
which we already established in the previous subsection. Third, we added a direct path between the indirect 
variable and behavioral intentions, which proved to be significant (β=0.312, p<0.01). When removing one of 
the mediators and recalculating the PLS-SEM, the path coefficient on this direct path increases and remained 
significant. Finally, we tested the significance of the indirect effects by performing bootstrapping with 
replacement (Shrout and Bolger 2002) and the Sobel test (Sobel 1982 ). Based on this analysis, we report 
that the positive effects of ISA are partially mediated by attitudes (p<0.01), neutralization techniques 
(p<0.05) and social norms (p<0.05). 

Discussion, implications, and future research 
This theory testing single case study provides a theoretically driven explanation that accounts for compliant 
information security behavior at an international bank. Besides collecting context data through interviews, 
interactive presentations, and studying internal materials, we conducted a quantitative study based on PLS-
SEM (Lowry and Gaskin 2014) to test the developed research hypotheses. Within the scope and boundaries 
of our case, our findings highlight an ISA to the reasoned compliant action model including the use of 
information channels for information acquisition, attitudes, and different norms. The study offers three main 
areas of theoretical and practical implications, which we will now discuss before acknowledging its 
limitations. 

The role of channel use for information acquisition 

This study investigates how ISA is fostered through the use of internal and external channels to acquire 
information and thereby offers specific practical implications in terms of designing ISA programs and 
establishing input-oriented metrics for measuring ISP compliance. Support was found for the relevance of 
both the individual utilization of internal and external channels for information acquisition (weak positive 
effects), which confirms hypotheses 1a-b. While this finding is consistent with previous research generally 
suggesting that information processing is a precondition for changing behavior (Campbell 1963; Fishbein 
and Ajzen 1975), we specifically report on the effectiveness of internal and external channel use for 
information acquisition within the theoretical framework applied to our case study. Through the interviews, 
we were able to specifically target four internal channels, which the bank exploits to increase ISA among 
employees. Based on the calculated outer weights, design practices for ISA programs should prioritize 
internal online channels, including e-learning or intranet messages, together with conventional security 
campaigns covering internal newspapers, posters, and leaflets when educating users on information security. 
Relatively less important are trainings and informal channels such as talks with coworkers to raise ISA. 
Additionally, external information channels to acquire information also contribute to ISA building. In the 
external domain, self-organized learning is clearly most important. Also traditional media such as 
newspapers, TV, and radio contribute to ISA. However, talks with family and friends and the use of external 
online sources such as videos on YouTube or massive, open online courses are relatively less important. In 
comparison, the use of external channels has an even stronger effect on ISA than internal channels. As 
another implication to practice, the bank should allow and actively promote and integrate the use of external 
information sources and self-directed learning in their ISA programs (e.g. by providing a weekly media digest 
pointing to further external sources on information security incidents worldwide). Considering these findings 
and the possibility to translate individual knowledge into a ISP compliance metric (Pahnila et al. 2013b), 
business practice should systematically track both the provision and consumption of information based on 
various sources and media, which can be seen as leading or input-oriented metrics of ISP compliance. 

The role of information security awareness (ISA) 

Support was also found for the relevance of ISA in influencing all three postulated predecessors of intention 
for compliant behavior including attitudes, social norms, and the use of neutralization techniques as a 
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reflection of personal moral norms. As ISA reflects IS related knowledge, we conceptualized ISA as 
employees’ cognitive ability to recognize their information security mission in the bank. Our results show 
that ISA not only significantly impacts attitudes toward ISP compliance (strong positive effects), but also the 
perceived social norm (moderate positive effects), and to a lesser extent neutralization techniques (weak 
negative effects), thereby confirming hypotheses 2a-c. The mediation analysis further shows that the effects 
of ISA on the intention for compliant IS behavior are partially mediated by all three constructs, with attitudes 
exhibiting the relatively strongest mediation effects. These results add to previous research on organizational 
interventions such as ISA programs for improving employees’ ISP compliance (Albrechtsen and Hovden 
2010; Eminağaoğlu et al. 2009; Hagen et al. 2011) by confirming the importance of ISA. Moreover, we add 
empirical evidence to conceptual studies on the importance of ISA, which do not specifically test postulated 
relationships between ISA and certain predecessors of the intended behavior (Siponen 2000; Thomson and 
von Solms 1998).  

The roles of attitudes and norms 

The results show that improvements of attitudes, and personal and social norms are related with an increased 
intention for compliant information security behavior, thereby confirming hypotheses 3a-c. Our results and 
integrated analysis, in particular, extend previous work, focusing either on personal norms (Li et al. 2010) or 
social norms (Herath and Rao 2009a; Herath and Rao 2009b). The intention to comply was confirmed as a 
strong predictor of actual compliant information security behavior, confirming hypothesis 4. 

The results demonstrate that employees’ personal moral norms are of essential importance for a compliant 
information security behavior. More specifically, we add to prior research emphasizing the importance of 
personal norms (Li et al. 2010) by showing that the use of neutralization techniques has a weak negative 
effect on the intention for compliant information security behavior, thereby limiting the banks’ efforts for 
establishing information security compliance (Cox 2012). Consistent with prior research, we therefore find 
that our neutralization construct is a clear predictor of an employee’s intention to comply (Siponen and Vance 
2010). In combination with the view that security communication and training can effectively focus on 
neutralization techniques (Barlow et al. 2013), we therefore suggest to practice to also incorporate 
information on unwanted neutralization in ISA programs. More specifically, the neutralization techniques 
“condemnation of the condemners” and “defense of necessity” require special attention in our case 
organization, as these are relatively more important than “denial of injury” and “denial of responsibility” 
according to our quantitative analysis. This finding is consistent with Barlow’s et al. (2013) 
recommendations, who have also established that certain techniques of neutralization are more powerful than 
others depending on the given organizational context. As a practical implication regarding “condemnation of 
the condemners”, security managers should only introduce ISP which are perceived as reasonable and fair. 
In terms of “defense of necessity”, employees could be reminded that urgent work and deadlines are no valid 
justifications for ignoring the ISP. As prior research reported that the perceived detection probability 
significantly increases the compliance intention when personal norms are relatively weak (Li et al. 2010), we 
recommend that ISA programs should also make users aware of the possibility of detection, possibly by 
highlighting the formal controls related to monitoring (Bauer and Bernroider 2015). Building on Li et al. 
(2010), this should reduce the negative effects of any neutralization techniques. 

The weak positive effects of social norms on the intention for a compliant behavior provide empirical 
evidence for the importance of the social environment (Herath and Rao 2009a; Herath and Rao 2009b). This 
finding provides an important insight for security managers, who could proactively work on social norms 
and foster security cultures (Hu et al. 2012; Van Niekerk and Von Solms 2010) by appointing ambassadors 
of security among employees (Guo 2013). A strong security culture is likely to pressure employees to comply 
with the ISP (Herath and Rao 2009a; Merhi and Midha 2012) and could be generally enhanced by more 
actively involving employees in banks’ ISA programs (Albrechtsen and Hovden 2010; Van Niekerk and Von 
Solms 2010).  

We contribute to existing literature either highlighting personal norms (Li et al. 2010) or social norms (Herath 
and Rao 2009a; Herath and Rao 2009b) by integrating both norms in one model. In relative terms, 
neutralization techniques, the employees’ personal norms, were identified as being slightly more important 
than social norms. Due to the significance of personal norms, we suggest that future research may also 
investigate whether personality types as recently considered in related behavioral information security 
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context (Kajzer et al. 2014) constrain or strengthen the identified relationship between ISA and employees’ 
personal moral norms. 

However, most important in relative terms are the attitudes toward ISP compliance that should eventually 
propagate into higher levels of compliant information security behavior. This finding is consistent with 
Siponen et al. (2014c, but it contradicts previous studies on TRA/TPB in the behavioral information security 
compliance context, which reported that other constructs have similar or stronger effects than attitudes 
(Bulgurcu et al. 2010; Herath and Rao 2009b; Hu et al. 2012). A possible explanation refers to the context 
of SecureBank in relation to these studies using student (Hu et al. 2012) and mixed professional (Bulgurcu 
et al. 2010; Herath and Rao 2009b) samples. We assume that the attitude-behavior link is stronger when the 
participating respondents are real employees attributing a higher value to performing the behavior, especially 
in the banking industry context. As a practical implication, ISA programs should emphasize positive frames 
and the value for the organization gained by compliant IS behavior instead of overly stressing sanctions 
(Siponen and Vance 2010). Allowing well-informed employees to understand the benefits of following ISP 
will further strengthen their attitudes according to our previous theoretical (Baranowski et al. 2003; Chaffee 
and Roser 1986; Khan et al. 2011; Parsons et al. 2014) and empirical reasoning. 

Limitations and future research 

Finally, we need to acknowledge limitations that also point to future research. As a start, our results directly 
apply to the headquarters of the considered international bank. Therefore, in terms of external validity, we 
offer suggestions based on analytical generalization only. Our study should be replicated to strengthen the 
support for our findings. Any inferences made to other organizations, particularly outside of our study’s 
contextual domain, should be treated with caution. As we could not implement any forms of experimental 
control as part of our quantitative data collection, we could not empirically test the causal ordering of the 
hypothesized relationships. Future studies could introduce experimentation or longitudinal research to 
overcome this limitation. Another limitation is the use of an online survey distributed through the intranet 
homepage and e-mails to all headquarter employees. For quality control, we used the IP addresses of 
respondents to ensure that the right targets participated. We used self-reported data, a common approach in 
the field of behavioral information security compliance that was used in closely related studies (Bulgurcu et 
al. 2010; Ifinedo 2014; Siponen et al. 2014c). Finally, the use of a mono-method in the survey, which is 
common to many studies of similar design, such as that of Fink and Neumann (2009, may have introduced 
certain levels of common method variance, which we tested and classified as low. As another reliability 
measure, our latent-variable structuring approach required multiple operationalizations of each construct, 
which is seen to be more reliable than single-indicator measurements (Baron and Kenny 1986). As overly 
long surveys are likely to result in respondent fatigue, decreased response rates, and increased missing values 
(Hair et al. 2014), we in particular implemented the “neutralization techniques” construct with less items 
compared to prior research (Siponen and Vance 2010). However, to preserve content validity, we developed 
the construct based on both interview data and prior studies.  

Conclusions  
The enabling role of internal and external channel use for facilitating ISA in banking organizations is an 
insufficiently considered question in information systems research. In this quantitative case study based on 
an employee survey, we applied a new theoretical model integrating information security awareness (ISA), 
the theory of reasoned action (TRA), and extended norms to understand how compliant information security 
behavior in a large bank emerges from employees’ channel use. The empirical findings clearly support the 
proposed research model and suggest that for the case organization, leveraging security information, 
particularly from external sources, fosters ISA, which impacts all considered predictors of the intention for 
compliant information security behavior and actual compliant information security behavior. Rather than 
advocate a direct link between awareness and behavior, we suggest a more nuanced approach that focuses 
on how improved employee awareness gained from channel use not only reduces unwanted neutralization 
techniques, but also increases the levels of well-accepted predictors of reasoned action in terms of 
compliance. Out of these predictors, the results demonstrate that the attitude toward ISP compliance is the 
most important variable followed by both social and personal norms, in the end influencing compliant 
information security behavior. The regularly overlooked importance of personal norms, here considered as 
neutralization techniques, which need to be reduced to foster compliance, is supported in our research model. 
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Therefore, our findings add to the extant literature by explaining how compliant employee behavior in banks 
develops from attitudes and extended norms, including neutralization considerations. Moreover, we offer 
important insights into banking practice, as banks continue to struggle with information security-related 
operational risks despite demanding regulatory requirements. In this regard, our findings provide specific 
managerial implications for reducing information security risks related to non-compliant employee 
information security behavior. For example, we provide evidence that specific internal and external channel 
use should be utilized to improve ISA, which is a central background factor for ultimately tightening 
information security in banks through attitudes as well as social and personal norms. 
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Appendix 

Table A1. Measurement model 

Construct Items Adapted 
from 

Attitude 
(reflective) 

ATT1 I believe that it is beneficial for an organization to establish clear 
information security policies, practices, and technologies. 

(Hu et al. 
2012) 

ATT2 I believe that it is useful for an organization to enforce its information 
security policies, practices, and technologies. 

ATT3 I believe that it is a good idea for an organization to establish clear 
information security policies, practices, and technologies. 

Social norms 
(reflective) 

SN1 In our organization, information security is viewed as a collective 
responsibility. 

(Rocha 
Flores and 
Antonsen 
2013) 

SN2 My colleagues would warn me if they saw me doing something (e.g. 
using computer, or disposing sensitive information) in an unsecure 
way. 

SN3 My colleagues and I share the same ambitions and vision of protecting 
information assets from being compromised in our organization. 

Intention for 
compliant 
information 
security 
behavior 
(reflective) 

ICSB1 I intend to comply with information security policies. 
(Siponen et 
al. 2014; 
Siponen et al. 
2010) 

ICSB2 I intend to assist others in complying with information security 
policies. 

ICSB3 I intend to recommend that others comply with information security 
policies. 

Actual 
compliant 
information 
security 
behavior 
(reflective) 

CSB1 I comply with information security policies (e.g. secure password, 
clear desk/screen policy, classification and handling of information). (Siponen et 

al. 2014; 
Siponen et al. 
2010) 

CSB2 I assist others in complying with information security policies. 

CSB3 I recommend that others comply with information security policies. 

Neutralization 
techniques 
(formative) 

NEU1 It is OK to violate the company information security policy if you 
don’t understand it. 

(Siponen and 
Vance 2010) 

NEU2 It is not wrong to violate a company information security policy, which 
is not reasonable. 

NEU3 It is OK to violate the company information security policy if no 
damage is done to the company. 

NEU4 It is all right to violate the company information security policy when 
you are under a tight deadline. 

Internal 
channel use for 
information 
acquisition 
(formative) 

 How often do you use internal sources to inform yourself about 
information security?  

(Bauer et al. 
2013a) 

ICU1 Online media (E-learning, Intranet to read the security standards)  

ICU2 Trainings (e.g. seminars, fairs) 

ICU3 Conventional security campaigns (e.g. posters, flyers, folders) 

ICU4 Informal talks with colleagues 

External 
channel use for 
information 

 How often do you use external sources to inform yourself about 
information security?  (Craig and 

Allen 2013) 
ECU1 Online media (e.g. YouTube videos, online newspapers, E-learning 

[Mooc's], blogs) 
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acquisition 
(formative) 

ECU2 Classic media (e.g. newspaper, TV, radio) 

ECU3 Self-organized learning (books, articles) 

ECU4 Informal talks with family and friends 

Information 
security 
awareness 
(reflective) 

ISA1 In each work situation I am aware of the information security issues 
that can be caused or allowed for through my actions as well as 
eventual negligence. 

(Rocha 
Flores and 
Antonsen 
2013) 

ISA2 I understand concerns regarding information security and the risks that 
information security threats pose in general. 

ISA3 I am aware of potential information security threats related to my work 
and the organization's business activities, as well as the negative 
consequences they may cause. 

Terms: Information Security Policy (ISP), Information Security (IS) 

 

Scales: All variables (except ICU and ECU) were measured on a scale between strongly disagree (1) and 
strongly agree (7). ICU and ECU and were measured on a scale between never (1) and very frequently (7).  

 

General theme of survey: At the beginning of the online survey, we clarified that the context of the questions 
is information security in the organization’s context given by the ISP. Also, the main terms, such as ISP, 
were introduced to avoid misunderstandings.  
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Table A2. Fornell-Larcker criterion (only reflective constructs) 

 CSB ATT ISA ICSB SN 

Actual compliant information security 
behavior (CSB)  0.882     

Attitude (ATT) 0.411 0.862    
Information security awareness (ISA) 0.573 0.570 0.896   
Intention for compliant information security 
behavior (ICSB) 0.605 0.567 0.609 0.901  

Social norms (SN) 0.622 0.357 0.470 0.489 0.895 
 
 

Table A3. Construct cross loadings (discriminant validity) 

  
Actual compliant 

IS behavior 
(CSB) 

Attitude (ATT) 

Information 
security 

awareness 
(ISA) 

Intention for 
security 

compliance 
behavior (ICSB) 

Social norms 
(SN) 

CSB1 0.899 0.359 0.498 0.475 0.508 
CSB2 0.841 0.369 0.556 0.518 0.607 
CSB3 0.903 0.360 0.463 0.597 0.528 
ATT1 0.398 0.858 0.458 0.491 0.313 
ATT2 0.377 0.897 0.469 0.478 0.333 
ATT3 0.293 0.832 0.540 0.493 0.279 
ISA1 0.498 0.451 0.872 0.484 0.339 
ISA2 0.481 0.549 0.899 0.596 0.435 
ISA3 0.559 0.522 0.916 0.547 0.474 

ICSB1 0.419 0.501 0.543 0.883 0.401 
ICSB2 0.594 0.509 0.579 0.891 0.516 
ICSB3 0.607 0.522 0.527 0.927 0.405 
SN1 0.575 0.379 0.471 0.409 0.920 
SN2 0.569 0.275 0.336 0.446 0.838 
SN3 0.531 0.302 0.446 0.460 0.924 
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Table A4. Covariance matrix (inner model residual covariance) 

  CSB ATT ISA ICSB ICU ECU SN 

Actual compliant 
information security 

behavior (CSB) 
1.000 0.195 -0.036 0.066 0.377 0.258 0.532 

Attitude (ATT) 0.195 1.000 -0.271 0.100 0.039 0.028 0.159 

Information security 
awareness (ISA) -0.036 -0.277 1.000 -0.040 -0.092 -0.125 -0.330 

Intention for compliant 
information security 

behavior (ICSB) 
0.066 0.100 -0.040 1.000 0.186 0.088 -0.009 

Internal channel use 
(ICU) 0.377 0.039 -0.092 0.186 0.159 0.570 0.391 

External channel use 
(ECU) 0.258 0.028 -0.125 0.088 0.570 1.000 0.408 

Social norms (SN) 0.532 0.159 -0.330 -0.009 0.391 0.408 1.000 

 

Table A5. Latent variable correlation matrix  

  CSB ATT ISA ICSB ICU ECU SN 

Actual compliant information 
security behavior (CSB) 1.000       

Attitude (ATT) 0.411 1.000      

Information security 
awareness (ISA) 0.573 0.570 1.000     

Intention for compliant 
information security behavior 

(ICSB) 
0.605 0.567 0.609 1.000    

Internal channel use (ICU) 0.472 0.289 0.454 0.462 1.000   

External channel use (ECU) 0.432 0.301 0.502 0.406 0.655 1.000  

Social norms (SN) 0.622 0.357 0.470 0.489 0.505 0.537 1. 000 
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Abstract. Our aim is to understand how information security awareness (ISA) programs affect the intention of 
employees for compliant information security behavior. We draw on Protection Motivation Theory (PMT) to 
uncover indirect influences of ISA programs, and seek to identify the extent to which intention translates into 
actual compliance is contingent on monitoring. Based on partial least squares structural equation modeling 
analysis of 183 survey responses consisting of German bank employees, we find strong empirical evidence for 
the importance of ISA programs, protection motivation and monitoring. While ISA programs effectively change 
how employees cope with and assess security threats, only coping appraisal is an important condition for the 
positive behavioral effects of such programs to occur. However, ISA programs may cause a false sense of 
security, as vulnerability perceptions are reduced by consuming ISA programs but not affecting intentions for 
compliant security behavior. Perceived monitoring strengthens this confirmed intention-behavior link. 

Keywords: Information Security Awareness Programs, Protection Motivation Theory, Employee Security 
Behavior, PLS-SEM, Moderation Effect. 

Introduction 

Banks’ information systems are threatened by a huge variety of risks that arise from employees using information 
technology in their daily work. Actually, bank industry reports highlight the problematic situation by presenting a total 
number of 45.050 operational loss events with an average gross loss size of € 285.277 reported by 60 international 
banking groups (ORX 2014). Incidents associated with the interaction of employees and information systems occur 
because of a toxic combination of reasons, often related to employees’ non-compliance with banks’ information security 
policy (ISP) (Padayachee 2012). Especially for banks, much is at risk, because an information security breach can lead 
to enormous reputational and operational damages (Goldstein et al. 2011). 

To mitigate these risks, banks have implemented employee centric information security awareness (ISA) programs to 
actively protect their information assets (Bauer et al. 2013b). An increased awareness concerning information security 
risks and threats is by many considered as the most cost-effective control of an organization (Hagen et al. 2008). ISA 
programs make employees sensitive to foster security of organizations’ information systems and be aware of 
information security risks (Eminağaoğlu et al. 2009). Actual topics for ISA programs are, among others, phishing 
attacks, social engineering, passwords security, secure internet use and clear screen policy (Bauer et al. 2013b).  

In general, Protection Motivation Theory (PMT) is used to discover motivational influences on the intention for a 
compliant security behavior (Ifinedo 2012; Rogers 1975). Until now, scientific research has largely neglected analyzing 
the effects of ISA programs on employees’ protection motivation and its subsequent effects on the individual intention 
to comply with the ISP. We seek to fill this gap and also expect that the variables of PMT will act as mediators governing 
the relationship between the perception of the ISA programs and the individual’s intention to comply with the ISP. 
Additionally, we assume that employees actually behave in a more desirable way when they know that their actions are 
monitored by the bank. Previous research on monitoring confirmed that vulnerability or severity may affect individual 
attitudes toward monitoring (Workman 2009). Hence, we also aim at unraveling the influence on monitoring on the 
actual behavioral outcomes of these behavioral intentions in the ISP context of our study.  

The paper has five sections. The next section provides theoretical foundations of ISA programs and PMT, develops the 
research hypotheses and the research model. Next, the research methodology is presented followed by the evaluation of 
the measurement and structural models. Then, we briefly discuss the main findings and finally conclude the paper with 
a short summary and directions for further research. 
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Research Background and Hypotheses 

A recent literature review on behavioral information security research highlights the emphasis of prior research on four 
major theories, namely Theory of Planned Behavior, General Deterrence Theory, Technology Acceptance Model and 
the PMT (Lebek et al. 2014). The PMT addresses the determination of fear appeals and how individuals cope with the 
danger brought about by information security risks and threats (Ifinedo 2012; Rogers 1975). PMT has been considered 
as one the most powerful theories explaining individuals’ intentions to engage in compliant actions (Floyd et al. 2000; 
Lebek et al. 2014). In the context of information security compliance, prior studies reported positive effects of all 
constructs of PMT on self-reported behavioral intentions (Lebek et al. 2014; Meso et al. 2013; Siponen et al. 2014b; 
Workman et al. 2008). Our research aim is to extend these studies by focusing on the evaluation of the impact of ISA 
programs on employees’ protection motivation, which should in turn impact the intention to comply, thereby 
conceptualizing protection motivation as mediator. Figure 1 visualizes the research model including all hypotheses, 
which will be developed in the next sub-sections. 

The Role of Protection Motivation Theory 

PMT has been repeatedly examined and discussed in the extant behavioral information security literature (Herath and 
Rao 2009a; Herath and Rao 2009b; Ifinedo 2012; Meso et al. 2013; Siponen et al. 2014b; Vance et al. 2012; Workman 
et al. 2008). The original theory builds upon threat and coping appraisal. Threat appraisal consists of the constructs 
perceived vulnerability and perceived severity of an event (Siponen et al. 2014b). Perceived vulnerability is defined as 
an individual’s perception of the probability of an information security incident, which in our context is caused by 
behavioral non-compliance with the ISP (Ifinedo 2012). In contrast, perceived severity reflects the impact of an 
information security incident caused by non-compliance with the ISP (Ifinedo 2012; Siponen et al. 2010). Previous 
research has shown mixed results concerning significant effects of perceived vulnerability and perceived severity on 
intention for compliant security behavior (Herath and Rao 2009b; Ifinedo 2012; Pahnila et al. 2007a; Siponen et al. 
2014b). Nonetheless, meta studies showed significant low positive effects (Floyd et al. 2000; Lebek et al. 2014), hence 
we assume similar outcomes. 

Response efficacy and self-efficacy together constitute coping appraisal, which has a significant impact on behavioral 
intentions according to meta-studies on PMT (Floyd et al. 2000; Milne et al. 2000). Response efficacy is the expectancy 
of the employee that the threat or risk can be mitigated by conducting the ISP compliant security behavior (Lebek et al. 
2014), while self-efficacy is the belief that one is able to conduct the requested behavior for compliance. In particular, 
self-efficacy has a positive effect on behavioral intention for a compliant security behavior (Ifinedo 2012; Pahnila et al. 
2007a; Siponen et al. 2014b). In terms of, response efficacy previous research provides mixed results with no or 
marginally significant impacts (Johnston and Warkentin 2010; Pahnila et al. 2007a; Siponen et al. 2010) and positive 
impacts on compliant security behavior (Ifinedo 2012). To conclude, we propose the following: 

H1: Perceived vulnerability has a positive effect on the intention for compliant security behavior. 
H2: Perceived severity has a positive effect on the intention for compliant security behavior. 
H3: Response efficacy has a positive effect on the intention for complaint security behavior. 
H4: Self-efficacy has a positive effect on the intention for compliant security behavior. 

The Effects of ISA Programs on Employees’ Protection Motivation 

The aim of ISA programs is to increase employees’ ISA concerning current information security threats and risks by 
delivering the content of the ISP to banks’ employees (Bauer et al. 2013b; Tsohou et al. 2013). In practice, ISA programs 
vary from bank to bank and different methods are used to make their employees more aware (Bauer and Bernroider 
2013b; Bauer et al. 2013b). ISA programs can be structured as intense and coordinated campaigns or simply consist of 
several isolated initiatives (Bauer et al. 2013b; Kajzer et al. 2014). An increased ISA through such programs can lead 
to improvements of employees’ security compliance behavior (Eminağaoğlu et al. 2009). Hence, we generally assume 
that ISA programs positively affect the intention for compliant security behavior (Bauer and Bernroider 2013a). More 
specifically, we posit that ISA programs have positive direct and indirect effects on the intention for compliant security 
behavior. The indirect effects should be delivered via the PMT constructs as mediators. We therefore suggest: 

H5 (direct effects): ISA programs have a positive effect on the intention for compliant security behavior. 
H5a-d (indirect effects): The positive effects of ISA programs on the intention for compliant security behavior are 
mediated by perceived vulnerability (H5a), by perceived severity (H5b), by response efficacy (H5c), and by self-
efficacy (H5d). 
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ISA programs usually highlight current information systems risks and threats, such as those related to phishing or other 
social engineering attacks (Bauer et al. 2013b). Consequently, employees should benefit from getting a realistic picture 
of threat scenarios. Thus, we assume that ISA programs increase employees’ perceptions on vulnerabilities and threat 
severity. Moreover, employees’ response efficacy and self-efficacy should benefit from ISA programs, because 
employees usually also receive more knowledge about rules and work practices and information on how to conduct 
compliant security behavior (Bauer et al. 2013b). We assume that employees’ ISA is an important precondition for 
employees’ protection motivation, hence we propose: 

H6: ISA programs have a positive effect on perceived vulnerability. 
H7: ISA programs have a positive effect on perceived severity. 
H8: ISA programs have a positive effect on response efficacy. 
H9: ISA programs have a positive effect on self-efficacy. 

The Role of Perceived Monitoring 

Behavioral theories basing on self-reported data often examine the relationship between behavioral intent and actual 
behavior (Lebek et al. 2014). The correlation of these two constructs is assumed in the Theory of Planned Behavior as 
well as in PMT (Lebek et al. 2014). Hence, a variety of studies have already confirmed the significance of this 
relationship in behavioral information security context (Pahnila et al. 2007a; Siponen et al. 2014b; Siponen et al. 2010). 
But recent research calls for more research on the behavioral contingencies of intention, i.e., the variables which possibly 
moderate the effects of intention on actual behavior (Lebek et al. 2014). Especially in the banking context, money is 
data in the information systems and banks need to monitor how employees are acting (Bauer et al. 2013b). We assume 
that the employees’ perception of monitoring will enhance his or her actual compliant security behavior. Hence, we 
conclude: 

H10: The intention for compliant security behavior has a positive effect on actual compliant security behavior. 
H11: Perceived monitoring has a positive moderation effect on the positive relationship between intention and actual 
complaint security behavior. 

 
Fig. 7. Research Model and Hypotheses 

Research Methodology 

A positivistic research approach was applied to test the developed research hypotheses with a quantitative survey. All 
constructs of our research model were adopted from supporting empirical research in the context of behavioral 
information security (D’Arcy and Hovav 2008; Hu et al. 2012; Ifinedo 2012; Siponen et al. 2010). The questionnaire 
was pre-tested and afterwards improved according to pre-testers’ comments. 

Finally, we utilized a crowdsourcing platform to contact bank employees from German banks. The platform has a user 
base of 70,000 active members from all regions in Germany, which were all invited to participate. The respondents first 
had to qualify as valid target persons before they were invited to assess the questionnaire. This multistage selection 
process finally led to 183 valid responses from bank employees working in Germany and allowed for covering a range 
of different banks which differ in the frequency and quality of their ISA programs. A recent study suggested that 
respondents from crowdsourcing platforms have advantages over other sampling procedures commonly used in 
behavioral survey research. While their response behavior seems to be equal to traditional participants pools, they, e.g., 
offer more diversity in particular in terms of work experience when compared to student samples (Behrend et al. 2011). 
However, our sample seems to be biased towards younger male professionals. It consists of 135 men and 48 women, 
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and the majority of the respondents is below 30 years old. 85% of the respondents have between one and ten years work 
experience in the banking sector. 

The collected data was analyzed by conducting a partial least squares structural equation modeling (PLS-SEM) analysis 
(Hair et al. 2013) with SmartPLS (Ringle et al. 2005a). We carefully considered all quality and validity criteria following 
current recommendations (Hair et al. 2013; Hair et al. 2011; Sarstedt et al. 2011). 

Validation of the Measurement Model  

The measurement model was tested with all quality and validity criteria required by contemporary recommendations 
(Hair et al. 2013; Hair et al. 2011; Sarstedt et al. 2011). Table 1 summarizes the goodness-of-fit criteria. First, all relevant 
values of Cronbach’s α and composite reliability are above the critical value (0.70), which is evidence for internal 
consistency reliability of the results. Second, all assessed loadings exhibit above the required value of 0.70, hence 
indicator reliability is adequate. Third, regarding convergent validity, the recommended threshold of 0.50 for the criteria 
AVE was exceeded by all values, hence more than the half of the variance of the indicators is explained by the constructs 
(Hair et al. 2013). Overall, all considered quality and validity criteria meet the contemporary recommendations. 

Table 3. Measurement model validity and reliability (all constructs are reflective) 

Latent Var. Indicators Loadings Cronbach's α Composite Rel. AVE 

Perceived 
Vulnerability  

PV1 0.88 
0.85 0.91 0.77 PV2 0.86 

PV3 0.88 

Perceived 
Severity  

PS1 0.90 
0.85 0.91 0.76 PS2 0.83 

PS3 0.88 
Response 
efficacy  

RE1 0.93 0.81 0.91 0.84 RE2 0.91 
Self-efficacy  SE1 0.89 

0.86 0.91 0.77 SE2 0.92 
SE3 0.83 

ISA program ISAP1 0.83 
0.70 0.83 0.63 ISAP2 0.81 

ISAP3 0.73 
Intention for 
Compliant 
Sec. Behavior  

ICSB1 0.85 
0.79 0.88 0.71 ICSB2 0.84 

ICSB3 0.83 
Perceived 
Monitoring 

PM1 0.85 
0.79 0.87 0.70 PM2 0.77 

PM3 0.88 
Actual 
Compliant 
Sec. Behavior  

AP1 0.85 
0.73 0.84 0.64 AP2 0.83 

AP3 0.72 
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Evaluation of the Structural Model 

 
Fig. 8. Empirical Results 

We firstly conducted a PLS-SEM analysis to test the direct effects of PMT’s latent constructs and examine the proposed 
hypotheses. As Figure 2 illustrates, the research models’ predictive accuracy for the variables intention for compliant 
security behavior and actual compliant security behavior seems to be acceptable, because the values of R² are high 
compared with the results of prior research (Lebek et al. 2014; Siponen et al. 2014b) and recommendations from 
scholarly research (Hair et al. 2013). In contrast, R² values of perceived vulnerability and perceived severity are low. 
Furthermore, the achieved level of R² for response efficacy and self-efficacy is adequate and indicates that ISA is an 
important precondition for the constructs. It is also necessary to consider the effect sizes (f²) to discuss the strength of 
the direct effects on the paths between the latent constructs. 

Table 4. Verdict on Structural Relationships of the Research Model 

Hypotheses Path  
coefficient T-values f² f² Effect  

(H1): Perceived Vulnerability 
 Intention for CSB 0.09 1.23 0.01 No effect 

(H2): Perceived Severity  
Intention for CSB 0.20*** 2.62 0.05 Weak 

(H3): Response Efficacy  
Intention for CSB 0.31*** 4.02 0.11 Weak 

(H4): Self-Efficacy  
Intention for CSB 0.28*** 3.67 0.09 Weak 

(H5): ISA programs  
Intention for CSB 0.15* 1.95 0.03 Weak 

(H6): ISA programs  
Perceived Vulnerability -0.21*** 2.89 0.05 Weak 

(H7): ISA programs  
Perceived Severity 0.16** 2.25 0.03 Weak 

(H8): ISA programs  
Response Efficacy 0.43*** 6.02 0.23 Moderate 

(H9): ISA programs  Self-
Efficacy 0.50*** 8.28 0.32 Moderate 

(H10): Intention for CSB  
Actual CSB 0.56*** 8.29 0.45 Strong 

(H11): Perceived Monitoring 
moderates INT-Actual CSB  0.18*** 3.11 0.10 Weak 

*p<0.10, **p<0.05, ***p<0.01      
f² effect sizes: no effect (<0.02); weak (0.02-0.14), moderate (0.15-0.34); strong 
(above 0.34) 
    



Bauer, Stefan, Bernroider, Edward. 2015. „The Effects of Awareness Programs on Information Security in Banks: 
The Roles of Protection Motivation and Monitoring,“ In Lecture Notes in Computer Science (LNCS), Human Aspects 
of Information Security, Privacy, and Trust, 154-164, Hrsg. Los Angeles. 
The final publication is available at Springer via http://dx.doi.org/ 10.1007/978-3-319-20376-8_14 

86 

Next, bootstrapping with 5,000 subsamples was conducted to calculate t-statistics and further to evaluate the 
significance of the path coefficients (Hair et al. 2013). Table 2 illustrates path coefficients, t-values and f² effect sizes, 
which were used to quantify the size of an effect of an endogenous on an exogenous factor (Hair et al. 2013).  

Finally, we conducted the mediation analysis. Contemporary mediation analysis suggests firstly focusing on the 
significance of the indirect variable (IV) for predicting the mediators, which is the case for all four PMT constructs. 
Secondly, the mediators should affect the dependent variable (DV), which is not the case for perceived vulnerability. 
Thirdly, the direct path between these variables (IV->DV) needs to be assessed. When removing the mediator, the path 
coefficient on this direct path should increase and be significant (Baron and Kenny 1986). The later condition holds for 
our remaining three mediation hypotheses (H5b: p<.10, H5c-d: p<.01). Finally, the Sobel test (Sobel 1982 ) confirmed 
these significant mediation effects after performing bootstrapping with replacement (H5b: p<.10, H5c-d: p<.01).  

 
Discussion of the Results 

Overall, our findings confirm the import roles of protection motivation and monitoring in establishing ISA programs 
that affect the employees’ intentions for compliant security behavior. While we can also confirm that ISA programs 
have a positive weak direct effect on the intention for compliant security behavior, thereby supporting hypothesis H5, 
three constructs of protection motivation and especially coping appraisal act as a mediators allowing for indirect effects. 
We will discuss these results now in more detail.  

In terms of coping appraisal, we detected moderate positive effects of ISA programs on response efficacy and self-
efficacy, thereby supporting hypotheses H8 and H9. The results therefore confirm that coping appraisal is effectively 
improved by ISA programs. This can be explained by the common use of ISA programs to provide guidelines for 
employees on how to act and also information about the effectiveness of the actions to comply with the ISP (Bauer et 
al. 2013b). In addition, both coping appraisals are important variables in terms of mediating the effects of ISA programs 
on the intention to comply, thereby supporting hypotheses H5c and H5d. This means that improved response efficacy 
and self-efficacy are conditions which increase the positive effects of ISP programs on the intention for compliant 
security behavior. Subsequently, both constructs of coping appraisal have weak positive effects on the intention for a 
compliant security behavior, thereby supporting H3 and H4. This finding corresponds with (Ifinedo 2012; Meso et al. 
2013) and contradicts prior research (Siponen et al. 2014b). Our results clearly indicate that employees, which belief 
that they can mitigate information security risks with their compliant behavior, have a higher intention to act according 
to the ISP. 

With regard to threat appraisal, our results indicate that ISA programs have a weak positive effect on perceived severity, 
hence hypothesis H7 is supported. In fact, the ISA programs may utilize frightening fear-based communication as well 
as information to clarify the potential impacts, and therefore successfully highlight the possible negative impact of an 
information security threat (Kajzer et al. 2014). However, contrary to our expectations, ISA programs have negative 
effects on the other threat appraisals construct, perceived vulnerability, thereby contradicting hypothesis H6. We 
therefore assume that employees’ consummation of an ISA programs help employees to deal with information security 
threats and risks, and, consequently, this leads to a decrease of the perceived probability of a security incident. This is 
also potentially dangerous and may lead to a false sense of security as employees may underestimate the possibility that 
their information system could be threatened (Albrechtsen and Hovden 2009). Further, perceived vulnerability has no 
direct effect on the intention for a compliant security behavior, thereby not supporting H1. Previous results showed 
positive effects (Ifinedo 2012; Siponen et al. 2014b). An explanation may refer to other environmental or contextual 
factors to explain this result (Hu et al. 2012; Padayachee 2012; Tsohou et al. 2013). Besides, perceived severity has a 
significant positive effect on intention, thereby supporting H2. While this result supports our theorization, it adds 
empirical evidence to mixed results reported in literature in terms of positive or negative effects of perceived severity 
on intention (Ifinedo 2012; Siponen et al. 2014b). It terms of mediating effects of ISA programs on the intention to 
comply, threat appraisals are not as important as coping appraisals. Only hypothesis H5b is weakly supported, while 
hypothesis H5a is rejected. It seems that ISA programs are more successful in terms of offering coping actions and 
relatively less effective it terms of actually increasing awareness about threats and risks. Employees may often miss 
connecting ISP content with the likelihood of a real danger (Bauer et al. 2013b). We need to recommend that future 
research should explore these relationships in more detail.  

Finally, we confirm that perceived monitoring positively moderates the positive effects of intention to actual compliant 
security behavior, therefore supporting hypotheses H10 and H11. Our data analysis confirms a partial positive 
moderation effect of organizational monitoring on the intention-behavior link. However, we can assume that also other 
contextual factors influence this relationship (Hu et al. 2012; Padayachee 2012; Tsohou et al. 2013) and future research 
should address further contingencies. 
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The findings have also several implications for practice. First, ISA programs are currently well designed to increase 
employees’ coping appraisal in terms of both, response efficacy and self-efficacy. This means that they are already 
effective in convincing employees about the value of the behavior and about how to behave, respectively. Second, in 
terms of threat appraisals, ISA programs seem to have adverse effects on perceived vulnerability based on our sample. 
In other words, ISA programs seem to lower the perception of the probability of an information security threat, maybe 
due to the fact that employees tend to protect themselves better after consuming ISA programs. We still recommend 
that ISA programs should communicate more the occurrence of real threats from media or inside the company and the 
concept of residual risks in order to increase the perceptions of vulnerability (Puhakainen and Siponen 2010). 
Nonetheless, the findings indicate that ISA programs eventually increase the intention for compliant security behavior. 
Third, ISA programs should communicate that employees are monitored, which strengthens the relationship between 
intention and actual compliant information security behavior.  

Conclusion 

Our study points to important theoretical implications with regard to PMT as prior literature has largely neglected to 
investigate the role of ISA programs and organizational monitoring to ultimately improve information security behavior. 
Our main findings illustrate that ISA programs affect employees’ coping appraisals in terms of response and self-
efficacy. Both variables are also mediators adding to the positive direct effects of ISA programs on the intention for 
compliant security behavior. Similarly, ISA programs have positive effects on employees’ perceived severity, which 
positively affects the intention to comply with the ISP. However, ISA programs may have adverse effects on the 
perceived vulnerability possibly signaling a false sense of security. Especially these initial findings merit more attention 
in future research. Finally, perceived organizational monitoring is important as it partially positively moderates the well-
established intention to actual behavior connection. 
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Abstract 
This case study aims to analyze the dynamics in banks, which implement an information security awareness (ISA) 
program. In detail, we describe ISA programs in three major banks from three Central Eastern European countries. 
We examine how the specific context shapes different phases of its implementation. The contextual differentiation 
helps us to discover how specific characteristics of ISA programs affect employees’ information security awareness, 
which is reflected by employees’ perception of information security risks and threats. Moreover, the research 
contributes to state of the art behavioral information security research by discovering conflicts concerning compliant 
information security behavior from specific organizational perspectives. Stakeholders identify several conflicts, which 
affect compliant information security behavior. We use an embedded single-case study to investigate three 
implementation processes and how they are constructed in three banks in Central and Eastern Europe. We triangulate 
interview data and documents in the respective organizational context. 
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Information security awareness program, information security compliance, tension between stakeholders.  
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Prevention is Better Than Cure!  

Designing Information Security Awareness Programs to  

Overcome Users’ Non-Compliance with ISP in CEE Banks 

 
 
Abstract  
In organizations, users’ compliance with information security policies (ISP) is crucial for minimizing information 
security incidents. To improve users’ compliance, IS managers have implemented information security awareness (ISA) 
programs, which are systematically planned interventions to continuously transport security information to a target 
audience. The underlying research analyzes IS managers’ efforts to design effective ISA programs by comparing current 
design recommendations suggested by scientific literature with actual design practices of ISA programs in three banks. 
Moreover, this study addresses how users perceive ISA programs and related implications for compliant IS behavior. 
Empirically, we utilize a multiple case design to investigate three banks from Central and Eastern Europe. In total, 33 
semi-structured interviews with IS managers and users were conducted and internal materials of ISA programs such as 
intranet messages and posters were also considered. The paper contributes to IS compliance research by offering a 
comparative and holistic view on ISA program design practices. Moreover, we identified influences on users’ 
perceptions centering on IS risks, responsibilities, ISP importance and knowledge, and neutralization behaviors. Finally, 
the study raises propositions regarding the relationship of ISA program designs and factors, which are likely to influence 
users’ ISP compliance.  
 
Keywords: Information Security Awareness, Design Recommendations for Information Security Awareness 
Programs, Users’ ISP Compliance, Information Security Awareness Programs, User Perceptions.  
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Introduction  
Financial institutions are increasingly threatened by data- and function-related information security (IS) risks and 
incidents (Goldstein et al., 2011; PricewaterhouseCoopers, 2014). Particularly for banks, confidentiality, integrity, and 
availability of information are absolutely required to guarantee the necessary levels of service quality, and hence to 
survive in the competitive market (Goldstein et al., 2011). The ongoing IS breaches in banks further demonstrate the 
importance of IS (ORX, 2014). Bank regulators have realized that much is at stake for banks and that professional 
management of IS is crucial to cope with IS risks (Hsu et al., 2013). 

Since the international banking regulation Basel II was enacted in Europe in 2004, measurement and quantification of 
operational risk, which consists of risks resulting from processes, people, and systems, is mandatory for banks (Luthy 
& Forcht, 2006). Particular emphasis is drawn on data and function related IT operational risk (Goldstein et al., 2011). 
Banks have to cover these risks by forming reserves according to the measurement approaches of operational risk (Jobst, 
2007). Banks use amongst others the advanced measurement approach to calculate risk, which is based on previous loss 
data of the bank (Jobst, 2007). Hence, they are interested in minimizing their IS incidents to reduce their obliged capital 
reserves. Further, IS incidents cause reputational damage as well (Gillet et al., 2010). For all of these reasons, banks 
emphasize the prevention of IS incidents (Bauer & Bernroider, 2013). 

Besides technology, human behavior is seen as the biggest threat for IS (Crossler et al., 2013; Lebek et al., 2014). Users 
regularly cause IS incidents by volitional or non-volitional risk-taking behavior, such as careless information handling, 
surfing on unsecure webpages, thoughtless usage of mobile devices, or unsecure data practices (Siponen & Vance, 2010; 
Stanton et al., 2005). Risk-taking behavior can open further possibilities to harm the bank for internal malicious 
coworkers or external perpetrators (Guo, 2013). Malicious behavior and fraud, such as theft of confidential data, can be 
enabled by a toxic combination of risky behaviors of the staff (Warkentin & Willison, 2009). During the last decade, 
banks started to implement preventive controls such as IS policies (ISP), which introduce a binding standard concerning 
IS behaviors among all users, to avoid IS related loss incidents (Höne & Eloff, 2002). 

IS policies outline specific security requirements, but they do not work alone (Warkentin & Willison, 2009). Hence, 
organizations concentrate on fostering employee information security awareness (ISA), which is defined as “a state 
where users in an organization are aware of their security mission“ (Siponen, 2000, p. 31). Further, they have introduced 
structured ISA programs to educate the employees about IS risks and how to behave to comply with the ISP (Johnson, 
2006). Accordingly, ISA programs comprise systematically planned ISA interventions, which aim to continuously 
transport security information to a target audience (Siponen, 2000). These ISA interventions may include intranet 
messages, posters, printed cups, or e-learning tutorials to increase users’ ISA and to reduce volitional and non-volitional 
risk-taking behavior. These interventions build on the assumption that ISA leads to improved IS behavior and ISP 
compliance (Bulgurcu et al., 2010; Eminağaoğlu et al., 2009). For example, this should result in an increased protection 
of confidential information (Thomson & von Solms, 1998). So far, scholarly literature has discussed mostly single and 
neglected multi-layered ISA program designs (Kajzer et al., 2014; Shaw et al., 2009). 

This article aims (i) first to address the challenge of IS management in banks to design effective ISA programs, and (ii) 
second to identify their perception and effects from the perspective of users. To support the first aim, we initially 
conducted a literature review highlighting current design practices of ISA programs. We then empirically evaluated 
whether these design practices are used in three case banks to enhance ISP compliance within the respective bank. 
Second, the study moved on to analyze how these ISA programs are perceived and which implications for users’ 
compliant IS behaviors may be determined. For this purpose, we analyzed responses from 10 interviews with IS 
managers and 23 interviews with users of the three banks to support the first and second aims, respectively. The 
interpretive approach resulted in the exploration of individual perceptions of users centering on IS risks, responsibilities, 
ISP importance and knowledge, and neutralization behaviors. Finally, we consolidated the results by raising 
propositions regarding the relationship of ISA program designs and factors which are likely to influence users’ ISP 
compliance. 

The remainder of the paper is structured as follows. First, we discuss the theoretical background of IS managers’ efforts, 
namely ISA programs, and factors which influence ISA programs. Then, we go on to describe the research methodology 
and process of empirical fieldwork. In chapter four, the main results of the study are presented. Next, we provide an in-
depth discussion of the results and raise propositions for further research. Finally, we conclude the paper by 
summarizing the main findings. 
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Literature Review 
ISA Programs and Their Designs 
Over the last two decades, ISA programs have received increasing attention because academics as well as practitioners 
have agreed on the necessity to shed light on this organizational intervention to enhance users’ ISA (Silic & Back, 
2014). Initially, ISA programs were found to be deterrent countermeasures (Straub & Welke, 1998), which require a 
systematic planning approach (Puhakainen & Siponen, 2010; Siponen, 2000). Previous research often describe similar 
concepts such as plan, do, check, act (PDCA) cycle models to visualize the continuous need of ISA building. Users’ 
achieved ISA is a temporal state of mind, which has to be renewed periodically (Warkentin et al., 2012; Wilson & Hash, 
2003). Besides, IS risks are changing fast, and new technologies are challenging for users; hence, users have to be 
reminded often to stay aware (Clarke et al., 2012).  

Until now, no common agreement has been made on the effective design of ISA programs (Karjalainen et al., 2013). 
Current literature offers several ISA program design recommendations and mixed results about the effectiveness of ISA 
programs (Albrechtsen, 2007; Eminağaoğlu et al., 2009). Effectiveness refers to the ability of the ISA programs to 
increase individuals’ ISA and further improve users’ ISP compliance. However, we assume that the contrary findings 
concerning ISA programs are likely due to the diversity of the design of the implemented ISA program in banks (Bauer 
et al., 2013; Shaw et al., 2009). Hence, we discuss significant communicational and structural design patterns to shed 
light on possible designs and approaches of ISA programs (see Figure 1). 

The first group of ISA program design recommendations refers to communication aspects. Often, ISA interventions fail 
to affect users because they use a language that is too technocratic (Clarke et al., 2012). Further, recent studies found 
that specific personality types are more or less receptive to a specific kind of message or communication channel (Kajzer 
et al., 2014). More precisely, the initially proposed classic ‘one to many’ mass communication and the deterrent nature 
of ISA programs should change to more differentiated approaches, in which communication should match personality 
types (Kajzer et al., 2014). Moreover, users’ emotional involvement can be achieved through several techniques by 
enforcing a two-way communication about IS (Albrechtsen & Hovden, 2010; Clarke et al., 2012; Spears & Barki, 2010). 
Reflection, either as collective or individual reflection of IS risks, is reported to have a high impact on users’ ISP 
compliance (Albrechtsen & Hovden, 2010). However, another option is the use of role models communicated via role 
plays, which increase users’ identification with the character in ISA programs; this identification results in more 
emotional involvement (Karjalainen et al., 2013). Similarly, feedback interventions can be used to emotionally involve 
users and can lead to a two-way communication about IS (Eminağaoğlu et al., 2009). Overall, several ways can be 
employed to tackle users’ ISA through communication aspects to finally improve users’ compliant IS behavior. 

The structure of ISA programs is the next group of design recommendations under consideration. ISA programs should 
be strategically managed by considering the full PDCA cycle model (Wilson & Hash, 2003). Such PDCA cycle models 
are also recommended by conceptual academic literature about ISA programs (Siponen, 2000). Further, media richness 
of the information channels is vital, because different kinds of learners perform better depending on media material such 
as text or multimedia material, and the structure of the emergence of these materials (Shaw et al., 2009). Last, but not 
least, a template of an ISA program does not fit in all entities of an organization, because there are cultural differences 
between countries and regions (Karjalainen et al., 2013).  
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Figure 1 Design recommendations of ISA programs according to academic literature  

Users’ Compliance with ISP 
Users regularly neglect to act according to their organizational ISP (Siponen, 2000), and current research offers a range 
of different explanations (Albrechtsen, 2007; Albrechtsen & Hovden, 2009; Posey et al., 2014). The perception of IS 
risks plays a significant role for acting compliant with banks’ ISP (Albrechtsen, 2007). According to Posey et al. (2014), 
in the view of IS managers, unintentional ISP non-compliance of users is the greatest cause for security incidents. In 
contrast, users think that hackers and internet threats are the biggest IS risks, but they do not perceive themselves as a 
threat (Posey et al., 2014). However, previous research highlights that users struggle to estimate and recognize actual 
IS risks (Albrechtsen & Hovden, 2009; Posey et al., 2014).  

Moreover, users’ knowledge of the existence of the ISP and its content is an important pre-condition for ISP compliance 
(Wright, 2008). Previous research found that users’ levels of ISP knowledge affect users’ intentions to comply with ISP 
(Pahnila et al., 2013). Unintentional violations of the ISP might result from ignorance that ISP already exists or users 
not knowing the content of the ISP. Third, users and IS managers have different responsibilities concerning IS. For 
users, who have to perform in their job mainly as a marketing assistant or bank counter employee, information security 
is only a necessary side issue for them. In contrast, IS managers’ primary role in their job is to ensure information 
security in the organization (Albrechtsen & Hovden, 2009, 2010).  

Previous research highlights that employees should recognize the importance of information security (Lebek et al., 
2014). Empirical work reported that from the viewpoint of IS managers, users do not take IS seriously and do not 
perceive the importance of IS for the organization (Albrechtsen & Hovden, 2009). Asked directly, however, users seem 
to perceive information security as important (Albrechtsen, 2007). This contrasting finding points at diverging 
perceptions from different user groups within an organization, which will be explored in this study.  

 

Research Methods 
Research Approach 
In this study we use a multiple case study design (Cavaye, 1996; Yin, 2014), as each bank acts as a distinct bounded 
case. We are particularly interested in a contrasting case study design (Stake, 2005) as it illuminates the distinct design 
approaches of ISA programs as well as diverse factors influencing ISP compliance in each organizational setting. 
Furthermore, each organization is considered as an embedded case because it involves more than one unit of analysis 
(i.e. it relates to more than one branch and more than one individual user). In detail, one research case consists of 
interviews of branch as well as headquarter users, IS managers, and ISA program materials (e.g. intranet messages). 
This approach is suitable, as the interest of this study is not focused on one particular user but on how users’ narratives 
reflect on ISP compliance and on design recommendations of ISA programs. Specifically, we use inductive reasoning 
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to develop propositions and to contribute to the theoretical understanding of the ISP compliance and design 
recommendations for ISA programs (Eisenhardt, 1989). Figure 2 illustrates the research progress and stages. 

Data Collection and Analysis 
As part of the case study design, this study employs a qualitative research design including semi-structured interviews 
and the analysis of ISA program materials such as intranet messages or leaflets. For this purpose, we conducted 
interviews with two groups of employees over two stages: in particular, 23 interviews with users, and 10 interviews 
with IS managers (see for detail in Table A1 in the appendix). All interviews have been conducted in English, except 
the interviews in Gamma bank, which have been carried out in the German language. Following our sampling strategy, 
we initially identified two groups of employees: (1) IS managers: employees who design the ISA program. This includes 
IT security managers. Normally, they are not part of general management. (2) Users: employees, working in any 
business function, but not related to IS or IT.  

For data collection, the stages in Figure 2 were deployed. As a part of the wider project, a focus group workshop was 
conducted as well to obtain a deeper understanding of IS and ISP compliance in 2013, in which potential research 
stakeholders were invited. After the workshop, we set up a semi-structured questionnaire targeting the responsible 
persons for ISA programs of our three case banks. Afterward, we started the first stage of qualitative fieldwork by 
interviewing from March to April 2013. After these deep insights in the design and implementation of ISA programs 
were provided by IS managers, we introduced the second and final stage by conducting qualitative interviews with users 
of the three case banks from September 2013 to June 2014.  

 
Figure 2 Research process 

As a result of our sampling strategy, interviewees were included according to their different roles they hold in the 
organization (Myers & Newman, 2007). Table A1 indicates the position of the users, the interview types, and the 
stakeholder category. All interviews and organizations were anonymized to grant confidentiality (Sarker et al., 2013). 

All interviews were transcribed and themes were coded inductively, developing first- and second-order categories using 
content analysis (Huberman & Miles, 1994; Mayring, 2003), which was supported with NVivo. In the first round, the 
research team inductively coded the interview data separately to generate specific conceptual categories and to meet 
quality criteria. After coding the interviews separately, the researchers met and communicated and mutually validated 
the codes. Based upon Mayring’s method, the coders first defined relevant text passages in their materials as units of 
analysis, paraphrased them, and then generalized them at a higher level of abstraction. Originally stemming from a 
grounded theory method, this procedure purposefully engages an inductive approach to show a reasonably sophisticated 
picture of themes in each organization.  

 

Results 
Building on the following case descriptions, we discuss our main results in the subsections below. First, we start with a 
case overview including the chosen ISA program approaches. Second, we present which ISA program designs are 
considered by the case banks. Third, employee groups and their problematic behaviors are described. Finally, factors 
influencing users’ ISP compliance are analyzed in the three banks. 

Case Overview 
The three banks operate in Central Eastern Europe and are universal banks, which means that they are conducting the 
entire bandwidth of bank businesses. Since Basel II was enacted, they set up units for operational risk to manage risks 
related to humans, processes, and information systems. Additionally, the banks have IS departments responsible for ISA 
programs. Table 1 summarizes several facts about the banks and their ISA programs. 
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 Alpha bank Beta bank Gamma bank 
Branches/users 150/3,000 650/11,000 500/6,000 
Special facts about the 
bank 

Eastern European bank 
with a long tradition 

Conservative, rules-
oriented CEE bank 

Regional Central 
European bank 

Table 1. Facts about the research cases 

All three banks have some practices and established processes regarding IS in common. For example, if an employee is 
hired at a bank, he or she has to undergo a one-day training, including compliance training, in which IS is an important 
part. After this training, the users should have a basic level of knowledge about their respective ISP. Before users are 
allowed to begin with their work, they have to sign an acknowledgment of the ISP. However, all banks have developed 
their own data classification by which they categorize their data based on its level of sensitivity and the impact to the 
bank. Additionally, each bank has established an annual E-learning strategy, in which IS is addressed. IS managers are 
not satisfied with the implemented E-learning courses and mentioned that most users do not take it seriously, as, for 
example, this quotation demonstrates: 

People are speaking about the right answers, but only “which is right? B? Ok thanks”, not about the topic. IS 
Manager (B2), Beta bank. 

Alpha Bank - Interaction Approach 

After a phishing attack in 2006, Alpha bank started to plan their first ISA program and implemented it in 2007. The first 
material dealt with the phishing attack and offered suggestions to users on how to deal with phishing attacks. The content 
was distributed via user newspapers and intranet. Since 2007, they conducted an ISA program annually and attempted 
to improve it from year to year. Alpha bank has developed ten IS policy documents focusing on different aspects of IS 
and has provided the ISPs on the intranet. In 2013, they conducted a campaign, which was structured in four weeks with 
changing themes every week and changing topics every day of the week, and with a quiz at the end of every week. This 
high interaction of users and IS managers fosters user involvement. The whole campaign is distributed in every branch. 
Furthermore, a role model, a fictitious employee, is used to deliver the content of the campaign. The role model character 
acts non-compliant, often communicating neutralizing behaviors to address common justifications of users. The IS 
managers collected opinions about the usefulness of their ISA program with a follow up questionnaire. More than 50% 
said that it was interesting and that they learned many new things.  

Incident-related Approach (Beta Bank) 

Beta bank began to conduct their ISA program in 2010. The main IS communication channel is the intranet, and it is 
used biweekly to deliver IS messages that are stored also in the intranet as articles. In these messages, the IS department 
tries to raise attention about actual risks gained from media, and they measure the diffusion of the messages by click 
rates. Hence, IS managers conclude that around 50% of all users at least view a new article. Last year, IS managers 
developed and implemented fake IS incidents to evaluate compliant behavior of their users in the headquarters and in 
branches. Beta bank is keen on communicating real incidents to the users, and hence their approach is named ‘incident-
related’. In addition to the focus on real incidents, Beta bank communicates the rules and working practices by 
emphasizing explanations to the users. 

Accountability Approach (Gamma bank) 

Although Gamma bank set up their security department in 2009, they introduced their first ISA program by conducting 
monthly security tips in 2011. The security tips are frequently delivered through the intranet and saved. Moreover, every 
department of the bank has to have a yearly updated printed security folder, which address all necessary security topics, 
also including IS. Furthermore, IS managers evaluate compliant behavior with ISP of every branch and every business 
unit of Gamma bank once a year through short visits in which actual IS risks are simulated. Gamma bank set up a 
company agreement, which includes rights and obligations according to information technology and information 
handling, and every user must sign this company agreement. This proceeding enforces responsibility, which is 
additionally targeted by shifting security evaluation to line managers. Line managers have a short training on security 
topics, and once a year they have to fill out a ‘control sheet’ in which they must report ISP compliance of users, such as 
clear desk policy or password. In addition, the line managers should evaluate access rights of the single users. 
Additionally, the bank maintains a blacklist with names of users who have conducted non-compliant behavior regarding 
ISP. IS managers contacted these users and explained their mistakes to them. 

Consideration of ISA Program Designs 
The three banks have inconsistently implemented the design recommendations shown in Table 2 and can be classified 
into three different levels of coverage (see Table 2). In terms of structural design recommendations, only Alpha and 
Beta bank implemented the full PDCA cycle model, which consists of designing, developing, implementing, and 
monitoring an ISA program. In contrast, Gamma bank has not established an evaluation mechanism for ISA programs 



Bauer, Stefan, Chudzikowski, Katharina, Bernroider, Edward. „Prevention is better than Cure! Designing Information 
Security Awareness Programs to Overcome the Security Digital Divide in CEE Banks“ (submitted as research article) 

96 

until now. Alpha bank does not only evaluate their ISA program, they also evaluate their users’ behavior by conducting 
penetration tests, which include social engineering attacks. No bank has customized their ISA interventions for specific 
regions or branches. All banks have utilized media richness in their ISA programs. 

 Alpha bank Beta bank Gamma bank 

Structural design recommendations 

Media richness of ISA interventions 
(Shaw et al., 2009) yes yes yes 

Implementation of the full PDCA cycle (Wilson & Hash, 2003) yes yes no 
Customizing ISA interventions (Karjalainen et al., 2013) no no no 

Communicational design recommendations 

Non-technocratic IS risk and threat communication (Clarke et 
al., 2012) yes no no 

Message – person matching in regard to users’ personalities 
(Kajzer et al., 2014) no no no 

Enforcement of a two-way communication 

Enforcement of reflection and dialogue (Albrechtsen & 
Hovden, 2010) yes no no 

Use of role models and role play (Karjalainen et al., 2013) yes no no 

Feedback interventions (Eminağaoğlu et al., 2009) yes no no 

Overall coverage level of design recommendations high medium low 

Table 2. Design recommendations of ISA programs 

Almost all communicational design recommendations have been considered by Alpha bank. In contrast, Beta and 
Gamma bank did not implement any of the recommendations. Specifically, several users of Beta and Gamma bank 
reported that the content of ISA program was too technocratic in many cases. 

I would say for me it [ISA program] is useful, but from time to time I receive some feedback that it is written 
too difficult, that it is written by lawyers, and not by speech of normal person (common tongue). User (B3), Beta 
bank.  

In contrast, Alpha bank enforced reflection and dialogue because they query their users extensively with a questionnaire 
about how well they understood the interventions and how much they liked them after their ISA campaign. Moreover, 
Alpha bank promoted active participation of their users by daily quizzes over one month and achieved a high number 
of participants in the quizzes. Beta and Gamma bank conducted no special measures to tackle users’ involvement. 
Further, a role model, which enforces learning by imitation, has been included by Alpha bank to ensure users’ 
involvement. Alpha bank also make use of social engineering penetration tests, which are defined as a feedback 
intervention, because they tackle users’ behavior, and IS managers actively give feedback to the users about the 
adequacy of their behavior. Unfortunately, the message-to-person matching with regard to users’ personalities has not 
been considered in the researched ISA programs until now.  

The majority of interviewees appreciated the implemented ISA program and perceived it as useful for their daily work. 
For example, Beta banks’ users mentioned that it is valuable for them that real-life incidents are communicated via the 
ISA program. Nevertheless, some users are complaining about the interventions. Some obstacles are found with intranet 
messages and e-mails as ISA interventions. Gamma banks’ users often mentioned the high volume of messages arriving 
in the inbox in the morning. Current IS information is therefore often overlooked or receives a low priority compared 
to other emails. They also criticized the fact that IS information is sometimes presented in a complex and 
incomprehensible way, does not address the purpose, or is too abstract, as the following quotation shows. 

The security tips are a form of self-congratulation of the security department. They want that everybody is 
responsible. I do not like that practice. For example, today they wrote “Keep compliance with ISPs in mind”. 
What should I do now? Look up the ISPs in the intranet and then pay attention? I do not believe that this is useful. 
It is only for the conscience of the IS managers. User (C6), Gamma bank. 
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Employee Groups and Problematic IS Behaviors 
Figure 3 denotes three different internal employee groups considered in data analysis. We differentiated between two 
general user groups: headquarter and branch users. We realized that both groups face very different IS risks and 
behaviors. Headquarter employees are users working in the general management section of the banks (e.g. in marketing 
or project management). Branch employees are users facing and directly interacting with clients in branches. These 
distinctive profiles have strong implications for IS security behaviors, which should be influenced by ISA programs 
designed and run by IS managers.  

  
Figure 3 Overview of considered employee groups 

The analysis revealed that the unintentional and intentional behavior of users is likely to trigger IS incidents from the 
perspective of the users themselves as well as from IS managers overseeing their behaviors. Many users reported that 
co-workers have non-compliant password habits, have not implemented clear desk and screen policy, and follow 
undesirable information handling practices, as these responses show: 

Some colleagues do not care about a clear desk or clear screen. Everything lies everywhere, e.g. on the table. 
Documents such as balance sheets, customer information, nearly everything is unlocked on the table. User (C9), 
Gamma bank. 

Furthermore, IS managers mention that the majority of users are aware of IS risks, but it seems that many intentionally 
act non-compliant with their ISP. According to IS managers, if only 2% of the users are not acting compliant with the 
ISP, then the entire bank is highly threatened.  

Yes, our employees are aware, but it´s like risky driving on highway. They think ‘it can happen to everybody 
else but not to me’. Hence, their behavior is not or not always in accordance with ISP. IS manager (B1), Beta 
bank. 

Factors Influencing ISP Compliance 
Perception of IS Risks 

The users of Alpha bank seem to have a much higher level of IS risk perception in comparison with the two other banks. 
Alpha bank users more often connect information security with their daily routines, as the following statement of a 
product development manager show.  

An average risk is keeping the bank information secure. This secure information has to be defended and kept 
secure. The main problem for the bank is the data that the bank collects from the clients and stores in the secure 
server in this building or a secure data center. And the client needs this data for their company, and we have to 
send the clients this data in a secure channel. This is the most difficult thing. The difficult part is the client wants 
to collect the data in a simple form, and the security for the client is not relevant in their daily routine. User (A3), 
Alpha bank. 

Moreover, the investigation showed that different user groups reported different perceptions of IS risks. Interestingly, 
there are some differences between branch and headquarter users among all banks. For example, branch users seem to 
be generally aware of the risk of data leakage and also reported to be confronted with more and more social engineering 
attacks. In contrast, headquarter users see themselves to be not as important for ensuring IS. They mainly perceive IS 
risks from outside the bank (e.g. hackers) and do not regard their own behavior as very relevant for IS. It is important 
to note that also most headquarter users do not perceive their coworkers as potential malicious perpetrators. 

Perception of Responsibilities, ISP Importance, and Knowledge 

The majority of users from all banks mentioned that everybody in the bank is responsible for IS. In contrast to this 
desirable statement, a few users and IS managers, especially from Beta and Gamma bank, mentioned that for some of 
their colleagues, IS does not really matter.  
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It really depends on the attitude of staff members. The ones say: Yes that is necessary! The others say: No, 
leave me alone! User (C4), Gamma bank. 

There are sufficiently enough staff members who do not care. Honestly. IS manager (C1), Gamma bank. 

It is strange, because users tend to talk about problems at home with their PC, which was infected, etc. I think 
that they consider the electronic environment at work as secure, and take it for granted. They simply think that 
if we follow the rules, then it is secure, which is definitely a false feeling, because even the business environment 
can be somehow compromised or attacked or infected. IS manager (B9), Beta bank.  

The reason for the lack of responsibilities among a few users might be that the importance of IS in banks is not perceived 
by all users of Beta and Gamma bank. Users of both banks reported that they do not understand why security efforts, 
such as password security procedures, are important.  

Passwords are an infinite theme, I personally hate this issue. With our new rules for passwords, a minimum of 8 
characters, Capital letters, numbers…. and you are not allowed to use the last 5 passwords. It is a very exhausting 
issue. And it doesn’t matter if you log in on your computer or if you want to have access to the internet you 
always need your password. User (C11), Gamma bank.  

Astoundingly, some IS managers of Beta bank seem to take also not every ISP for granted (e.g. secure internet use is 
seen to be not as important for ensuring IS). Further, the IS manager questions if technological safeguards are effective 
IS controls. 

I do not bother, as a security guy, if someone is watching naked girls or men on web pages in his office time, as 
long as he delivers his duty. That is a question for his manager to give him a proper measure of time. From my 
perspective, maybe those pages might be infected, but that is an annoyance, but not a real danger. If you try to 
block some of those pages, the only thing you do is you promote the creativity of the people to get there. They 
see it as a challenge, and that is the most dangerous thing you can encounter. IS Manager (B9), Beta bank.  

Another explanation for the lack in perceived responsibilities could be missing knowledge about the content of the ISP. 
While the majority of users of all banks mentioned that they know the ISP, they often could not recall a single policy. 
Remarkably, most users know where to find the ISP and reported that they use the documents.  

ISP enforcing activities, such as a compulsory signature of the ISP, is seen as an act of mistrust by many users. This 
was introduced in Gamma bank. The long-standing employees reported their disappointment and perceived mistrust 
when they had to sign the ISP and expected legal reasons to allow the bank to claim for compensation in case of an 
incident. Surprisingly, IS management also doubted this practice and critically scrutinized the benefits of this tactic. 

Use of Neutralization Techniques by Users 

Due to respondents’ social desirability behavior, users were only asked if coworkers neutralize their ISP violations. The 
respondents from Alpha bank indicated that their colleagues engage less in neutralization techniques when compared 
to the answers gained from Beta and Gamma banks. Many Beta and Gamma bank users seem to be justifying their non-
compliant behavior with neutralization techniques and do not feel the same urgency to behave compliantly with the ISP. 
It seems that fulfilling their daily work tasks is prioritized over acting fully compliant. Surprisingly, there are differences 
between headquarter and branch users. Particularly branch users reported that their neutralizing behavior was due to a 
greater good, what can be categorized as the neutralization technique ‘Appeal to Higher Loyalties’. Specifically, branch 
users struggle with heavy workload and in their daily business. Gamma bank’s branch users highlight the customer 
focus, which complicates acting compliantly with ISP. The customer satisfaction focus requires the user to act quickly 
to answer inquiries, and users are often stressed because of the daily workload. This justification refers to the 
neutralization technique ‘defense of necessity’, which implies that the user thinks he has no other acceptable choice. 

We stand with practically one leg in prison, because our customers would not understand why some things cannot 
be done for them. You always have to balance what you can say or do and what is not possible. User (C11), 
Gamma bank. 

 

Discussion 
ISA programs in banks can be seen as complex and difficult controls which need to be designed and operationalized 
carefully to gain the desired improvements in compliant IS behaviors of employees. We analyzed three different banks 
which applied different types of ISA programs, including different coverage levels of design recommendations from 
literature, and identified responses to capture technical and behavioral implications from users, which again differ across 
banks and user groups. The following discussion builds up to a set of research propositions. 
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In terms of design recommendations, Alpha bank’s ISA program design considered mostly all suggested design 
recommendations (“high coverage level of design recommendations”). Alpha bank has applied media richness (Shaw 
et al., 2009), an implementation of the full PDCA cycle (Wilson & Hash, 2003), non-technocratic IS risk communication 
(Clarke et al., 2012), feedback interventions (Eminağaoğlu et al., 2009), the use of role plays (Karjalainen et al., 2013), 
and enforcement of reflection and dialogue (Albrechtsen & Hovden, 2010). This design comprehensive strategy seems 
to be more effective than both of the less comprehensive strategies seen in the other two banks based on responses 
gained from users and IS managers. Implications include more positive situations in terms of the level of perceived IS 
risks, acknowledged responsibilities, the importance attached to IS and knowledge regarding the ISP, as well as the 
reduced mentioning of neutralization techniques observed among colleagues. This observation leads us to our first 
proposition:  

Proposition 1. The incorporation of a comprehensive mix of design recommendations in ISA programs coupled with 
their controlled consumption by users is likely to lead to improved levels of behavioral ISP compliance. 

More specifically regarding the structure of ISA programs, the PDCA cycle model was implemented by both the Alpha 
and Beta banks. Without an evaluation mechanism, the ISA programs are conducted largely without understanding the 
usefulness of the interventions. For example, some Gamma bank users mentioned that the ISA interventions are a form 
of self-congratulation of the security department. Therefore, without measuring the usefulness, an intervention may fail 
to address the context and user needs. Hence, our findings support the views about the importance of feedback 
mechanisms (Eminağaoğlu et al., 2009) and the usefulness of cycle models for managing ISA programs (Siponen, 2000; 
Straub & Welke, 1998; Wilson & Hash, 2003). Further, the respondents illustrated that IS managers often lacked a clear 
strategy for the mitigation of IS incidents and for their ISA program. The strategies driving the ISA programs of Beta 
and Gamma bank were less planned and more emergent in comparison with Alpha bank. The directions depended on 
current topics on a quarterly basis and on the yearly approval of resources. As a consequence, the single ISA 
interventions were not as well coordinated as a comprehensive strategy. Thus, the importance of a long-term planned 
strategy for managing an ISA program was barely covered by previous literature and extends previous findings. 

Proposition 2. The implementation of a planned strategy for managing an ISA program is likely to lead to improved 
levels of behavioral ISP compliance. 

The analyzed communicational aspects of ISA programs uncovered the implications of Alpha bank’s best practices 
concerning their involvement of users. Alpha bank enforced involvement by feedback interventions in the form of 
quizzes and role plays. Users reported a high number of satisfaction and perceived usefulness in the follow up 
questionnaire. Hence, the underlying results support current studies regarding the enforcement of reflection and dialogue 
(Albrechtsen & Hovden, 2010), use of role models and role plays (Karjalainen et al., 2013), and feedback interventions 
(Eminağaoğlu et al., 2009), which all propose that a user involvement approach is beneficial for raising ISA. 
Furthermore, Alpha bank sets a positive example concerning non-technocratic IS risk communication. In the other 
banks, users reported that the ISP is not understandable and in particular reported that in Gamma bank’s ISA program, 
the interventions were not well transported. Therefore, we provide empirical evidence adding to the study of Clarke et 
al. (2012), which states that non-technocratic IS risk communication is important. In contrast, Beta and Gamma bank 
did not implement any of the suggested design recommendations. Therefore, we raise another proposition in which we 
assume: 

Proposition 3. The consideration of user involvement in an ISA program is likely to lead to improved levels of behavioral 
ISP compliance. 

We also distinguished between different types of ISA programs, with Alpha Bank implementing an interaction 
approach, Beta Bank an incident approach, and Gamma bank an accountability approach. The interaction approach 
focuses on user involvement and helps the IS managers to get feedback about their ISA interventions and about 
employees’ perception of actual IS risks. Beta bank’s incident approach helps users to imagine actual IS risks, in contrast 
to Gamma bank’s users, who report that they miss examples of real-world IS incidents. While the Gamma bank’s 
accountability approach has the advantage that users feel more responsible than in other banks, the chosen ISA 
interventions also induced the feeling of mistrust. Overall, every approach has some advantages. 

Finally, the case banks neglected several design recommendations, which might have been useful for their ISA program. 
First, one possibility for improvement is an individualism mechanism (D’Arcy & Hovav, 2008), which enables the ISA 
intervention to fit the personality of the users (Kajzer et al., 2014). However, IS managers mentioned that such an 
individualism mechanism is difficult to establish in practice, because data about the personality of users is difficult to 
collect. Further, banks neglected to customize their ISA interventions (Karjalainen et al., 2013) to regional contexts, 
organizational entities, and specific IS risks according to employee groups. Some respondents mentioned that physical 
separation is a main challenge for IS as well as for the management of ISA programs, as users are distributed in several 
hundred branches among the countries. Additionally, ISA program managers reported that branch users take certain IS 
risks or they are threatened by specific IS risks only in certain regions.  
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Besides providing more empirical evidence for the existence of factors influencing ISP compliance, our research extends 
current qualitative state-of-the-art literature (Albrechtsen & Hovden, 2009; Posey et al., 2014) by calling for a more 
differentiated target audience concept. We showed that different groups of users in banks face different IS risks and 
have different needs of information in their work areas (e.g. headquarter vs. branch user). For example, branch users 
struggle more with safely logging on and off from the computers, while this is not an issue for headquarter users. Hence, 
we suggest that there should be a clear differentiation between these groups of employees in ISA programs (and possibly 
others) according to their needs, despite the fact that the rules of ISP are binding for all. 

Proposition 4. The differentiation of target audiences (e.g. headquarter and branch users) in ISA programs is likely to 
lead to more effective ISA interventions and finally to improved levels of behavioral ISP compliance. 

While the level of knowledge of ISP is consistently low in all banks, we found that users of Alpha bank (with a high 
coverage level of design recommendations) have different perceptions about their responsibilities and duties regarding 
ISP compliance. Headquarter and branch users are not recognizing their importance in ensuring the organization’s IS, 
because for them IS is guaranteed by IT personal, and hence their own responsibility is not perceived. This finding 
extends existing IS research by providing deep insights in the problematic branch-headquarter user distinction 
(Albrechtsen, 2007; Albrechtsen & Hovden, 2009; Kolkowska, 2011; Posey et al., 2014).  

Intentional violations of banks’ ISP are justified by users in the form of neutralization techniques, and hence we provide 
additional insights to existing research (Barlow et al., 2013; Siponen & Vance, 2010). Our study highlights that well-
covered ISA programs diminish partially the use of neutralization techniques and enhance the likelihood that those users 
will follow the banks’ ISP. Unfortunately, no case focused on communicating ISA interventions based on the prevention 
of neutralization techniques, such as Barlow et al. (2013) stated. Several users reported some well-known neutralization 
techniques, but astoundingly branch users are using more techniques such as ‘appeal to higher loyalties’ and ‘defense 
of necessity’ (Siponen & Vance, 2010). Branch as well as headquarter users utilize the technique ‘denial of injury’. Our 
results add value to previous qualitative research on ISA (Albrechtsen, 2007; Albrechtsen & Hovden, 2009; Posey et 
al., 2014) by corroborating the theoretical and practical relevance of ISA programs for diminishing ISP non-compliance. 
According to the differentiation approach, we assume that ISA interventions, which more specifically target particular 
neutralization techniques of headquarter or branch users, could more effectively tackle neutralizing behaviors. Finally, 
we raise the following proposition in which we assume: 

Proposition 5. ISA programs considering tailored interventions are more likely to reduce the particular neutralization 
techniques common to specific user groups. 

Implications for Practice 
Banks should consider the suggested design recommendations to establish effective ISA programs. Structure as well as 
communication related design recommendations are useful, but it seems that a special emphasis on interactivity is most 
beneficial for increasing ISA. In particular, users’ emotional involvement seems to be advantageous for the success of 
ISA programs; involvement can be achieved by a dialog with users (e.g. via role-plays or quizzes). Further, the lack of 
an evaluation mechanism causes a lack of strategic management, and ISA programs suffer from this deficiency. Hence, 
IS managers should introduce strategic planning in their repertoire by implementing PDCA cycle models with an 
evaluation mechanism.   

Second, IS managers should overcome the ISP non-compliance through raising understanding for all employees. IS 
managers should evaluate the needs of single user groups regarding ISP compliance, and they might customize mass 
media interventions to make the groups of users more aware of IS risk. The structure of users in banks is common with 
other industries whose workforce consists of headquarter as well as branch users. The branch structure has some 
implications for ISA programs, such as the geographical distance. The design of ISA programs should overcome this 
issue in the future.  

Third, three neutralization techniques have been identified as highly relevant in the context of ISP compliance in banks. 
Practitioners should consider tackling the neutralization techniques—denial of injury, appeal to higher loyalties, and 
defense of necessity—in their ISA programs. We assume that the use of neutralization techniques is interconnected with 
the user perceptions centering on IS risks, responsibilities, ISP importance, and knowledge. We assume if ISA programs 
are able to increase these factors, then the use of neutralization techniques might decrease. 

Implications for Future Research  
Our findings offer many possibilities for future research in the area of ISA program designs. Research has only begun 
to identify recommendations for effective structural or communicational designs. Particularly the involvement of users 
seems to be an important variable, and research could explore in more detail how involvement is reached through ISA 
interventions. Further, message-to-person congruence in ISA interventions was not analyzed through the underlying 
study because no case considered this factor. Therefore, future research should analyze which types of personalities are 
more sensitive to certain ISA interventions or ISA program approaches in practice. In terms of structure, further research 
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is necessary to discover different ISA program approaches. This study only identified ISA programs with three different 
foci, and further research on the relationship or the mixture of different types of ISA interventions is still needed.  

Research on users’ ISP compliance still needs to be explored empirically in more depth in banks and other industries. 
In particular, more qualitative research might focus on certain user perspectives. It can be expected that other industries 
face similar problems as banks in enforcing ISP compliance, and the differentiation between headquarter and branch 
users offers an interesting area for research. Regarding the individual level, future studies on intentional violations of 
banks’ ISP could expand on the three neutralization techniques: denial of injury, appeal to higher loyalties, and defense 
of necessity. Our results showed that these are highly important in the context of banks. 

The short-, mid-, and long-term effect of ISA programs on users’ ISP compliance could be analyzed with a longitudinal 
quantitative research. As we described, users’ achieved ISA is a temporal state of mind, but ISA programs with several 
ISA interventions over time should work toward maintaining a high level of ISA throughout the workforce. Therefore, 
a longitudinal study could more accurately identify effects of ISA programs on users’ ISP compliance. 

Limitations 
Several limitations have to be considered concerning our results and interpretations. First, we have researched three 
banks in the CEE region. Therefore, the data represents very specific cases and unique settings. Second, talking about 
security issues within the respective workplace could be biased by social desirability and other factors. Third, the case 
study is also bounded to the context, situations, and time. Generally, narratives offer a rich material from retrospective 
construction of stories to illustrate insights relevant for the case. 

Conclusion 
The multiple case study revealed that different coverage levels of ISA program design recommendations is likely to 
influence a wide area of factors related to users’ ISP compliance. This calls for further research on ISA program designs 
as well as on the identified factors influencing ISP compliance. Structural as well as communicational design 
recommendations are critical for the enforcement of two-way communication, for which especially the use of feedback 
interventions is advantageous. Overall, we recommend that IS managers should pay more attention to the PDCA cycle 
to in particular incorporate ISA program evaluation and adaptations. A high coverage level of suggested design 
recommendations is likely to improve perceptions of IS risk, responsibilities, ISP importance, and knowledge as well 
as a lesser use of neutralization techniques. In detail, the best practice case of Alpha bank showed that their interactive 
approach seems to be most beneficial for increasing IS risk perceptions. Additionally, in designing ISA programs, IS 
managers should consider a more differentiated concept to effectively reach all users. Banks as well as other information 
centric organizations should customize their ISA programs by distinguishing between the IS needs of user groups, in 
particular in terms of headquarter and branch users.   
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Appendix 
Table A1 Interview statistics 

ID Role Description Case Role Interview 
Code 

1 Head of Information Security Department Alpha bank IS managers A1 

2 Retail risk manager Alpha bank User A2 

3 Product development manager  Alpha bank User  A3 

4 Marketing manager  Alpha bank User  A4 

5 Secretary  Alpha bank User  A5 

6 Corporate Risk management analyst  Alpha bank User  A6 

7 Branch Advisor  Alpha bank User  A7 

8 Head of Controlling Systems  Alpha bank User  A8 

9 Law operations manager Alpha bank User  A9 

10 Head of Information Security  Beta bank IS managers B1 

11 Head of Information Security  Beta bank IS managers B2 

12 Communication manager  Beta bank User  B3 

13 Audit manager  Beta bank User  B4 

14 General Manager direct banking  Beta bank User  B5 

15 Operational Risk Manager  Beta bank IS managers B6 

16 Business Continuity Manager  Beta bank User  B7 

17 Non-cash transactions manager  Beta bank User  B8 

18 Physical Security manager  Beta bank IS managers B9 

19 Fraud prevention analyst  Beta bank IS managers B10 

20 Project Manager  Beta bank User  B11 

21 Assistant to Chief Security Officer Gamma bank IS managers C1 

22 Education and Training Coach Gamma bank IS managers C2 

23 IT Security manager Gamma bank IS managers C3 

24 Accounting employee Gamma bank User  C4 

25 Branch manager Gamma bank User  C5 

26 Branch manager Gamma bank User  C6 

27 IT Security and Organization Gamma bank IS managers C7 

28 Branch manager Gamma bank User  C8 

29 Advisor for Corporate Clients Gamma bank User  C9 

30 Client advisor Gamma bank User  C10 

31 Lawyer and system manager  Gamma bank User  C11 

32 Client advisor Gamma bank User  C12 

33 Assistant to the executive board Gamma bank User  C13 

Table A1: Interview statistics (all interviews face-to-face, average duration 33 minutes)  
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Table A2 Coding scheme 

Codes: main-categories Short description Total 
instances 

ISA program related codes 

ISA program Statements and verbal evidence of IS managers about the ISA 
programs of the banks. 148 

Organization and 
structure of ISA program 

How the IS managers plan, organize and structure their ISA 
programs. 60 

Organizational integration 
of IS management 

Statements about the organization of IS and how organizational units 
work together to ensure IS. 21 

Perception of usefulness 
of ISA program 

Users’ perception of the usefulness and effectiveness of ISA 
program for ensuring IS in the banks. 46 

Perception of usefulness 
of ISA interventions 

Users’ perception of the usefulness and effectiveness of single ISA 
interventions for ensuring IS in the banks. 37 

Factors Influencing ISP Compliance 

Perceived IS risks The IS risks that users perceive in their bank. The code includes also 
the description of the risks and threats. 155 

Perceived Knowledge of 
ISP 

Statements and verbal evidence for users’ knowledge of the content 
of IS policies. 15 

Perceived Importance of 
ISP  Users’ perception of importance of ISP compliance. 22 

Perceived Responsibilities 
regarding ISP Users’ perception of responsibilities of ISP regarding ISP. 27 

Use of Neutralization 
Techniques 

Neutralization techniques are cognitive justifications to excuse 
users’ undesirable information security behavior. 25 

Table A2. Coding scheme 
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