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Abstract—Microgrid is a small-scale network including
generators, loads and storage system, which provides a friendly
way for the penetration of renewables and releases the burden
of transmission system arising from the increased energy
demand. Moreover, since microgrid can operate in islanded
mode, it can provide backup power to local consumers when the
main grid is disconnected. However, the utilization of microgrid
causes serious problems in the area of power system protection.
The main issues comprise varied fault levels in different
operating modes and fault detection in islanded microgrid
particularly when the microgrid is dominated by inverter based
DGs (I1DGs). In addition, to avoid non-necessary power losses
raised from multi-stage power conversion of DC loads and
generators, DC microgrid becomes another attractive choice,
which further increases the difficult on designing protection
system for the futuristic microgrid. In this paper, a
comprehensive review of the existing issues and protection
methods for AC and DC microgrids is presented. Furthermore,
to facilitate better understanding to readers, the benefits and
limitations of each method are discussed in depth. Potential
protection tools for future microgrid are suggested at the end of
this paper.

Keywords—Microgrid Protection, AC Microgrid, DC
Microgrid, Protection Issues, Dual Mode Operation, Distributed
Generation.

I. INTRODUCTION

Nowadays, distributed generation based on renewables
has become a hot topic in many countries. In 2017, power
generation accounts for 29.3% of total power generation in
UK [1]. However, if all of these renewables are interconnected
to distribution system, it would be difficult to manage these
resources effectively [2]. To solve this issue, a new concept
called ‘microgrid’ is developed.

Microgrid is a cluster of generators, loads and storage
devices [3]. Generally, it can operate in two modes called grid
connected mode and islanded mode. In grid connected mode,
microgrid operates as a normal DG, which contributes its
surplus power to the main grid. When fault occurs in utility
grid, microgrid will be isolated by the breaker at point of
common coupling (PCC). After that, it transfers to islanded
operating mode. Based on the research in [4], fault level of
microgrid varies significantly when it operates in different
modes. In grid connected mode, fault current is large due to
the participation of utility grid. In this case, fault can be
detected and isolated easily by traditional overcurrent
protection scheme. But in islanded mode, since short-circuit
current drops sharply due to loss of main grid, overcurrent
relay designed for grid-connected protection cannot not detect
faults anymore. This problem would be more serious if most
generators in microgrid are interfaced by inverters as the fault
current contributed by inverter interfaced generator is limited
within twice as normal loading conditions [5].
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In recent years, driven by the achievement of power
converter technologies, the number of DC loads, as computers
and electric vehicle chargers, has gained a significant increase
[6]. If all of these loads and generators are connected in
traditional AC microgrid, unnecessary power losses would be
caused owing to multi-stage power conversion between DC
and AC. This motivates the development of DC microgrid.
However, to the best knowledge of the author, protection for
DC microgrid is still a big challenge due to the high magnitude
fault current and lack of appropriate circuit breaker.

In this paper, existing protection issues caused by
microgrid are discussed in section Il. In sections Il and 1V,
protection methods proposed in previous literatures for AC
and DC microgrids are reviewed comprehensively. Moreover,
the merits and demerits of listed methods are illustrated so that
readers can have a better knowledge of each method. In
section V, potential tools used for the futuristic microgrid
protection are suggested according to the authors’
understanding. Finally, a conclusion is given in section VI.

Il. PROTECTION ISSUES

A. Bidirectional Power Flow

When the microgrid operates in grid-connected mode, it
delivers power to the grid, which causes the current in grid
flowing in two directions. In this case, distribution network is
evolved into an active network with bi-directional power flow.
As proposed in [7], traditional overcurrent cannot distinguish
forward and backward faults owing to the absence of
bidirectional components. Consequently, undesired tripping
might occur due to access of microgrid.

B. Protection Blinding

The circuitin Fig. 1 isemployed to describe the protection
blinding problem. As shown by this figure, when microgrid is
connected between main source and fault location, the fault
current measured by relay R1 will decrease owing to the
current division, which shortens the relay reach of R1 [8]. This
scenario is called protection blinding.
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Fig. 1. Case of protection blinding

C. Sympathetic tripping

Sympathetic tripping is defined as the false tripping of the
relay in healthy feeder due to the back-flow current from
embedded microgrid [8]. For example, in Fig. 2, if sympathetic
tripping occurs, relay Rs would trip for the fault at another
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line. Additionally, the probability of sympathetic tripping
would increase as the microgrid on healthy feeder approaches
to the busbar.
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Fig. 2. Case of sympathetic tripping

D. Varied fault level in dual mode operation and fault
detection in islanded microgrid

As aforementioned above, fault level in microgrid is
determined by its operating mode, which causes the
overcurrent relay designed for grid connected mode cannot
provide reliable protection for microgrid [4]. Moreover, in the
case of islanded microgrid, the fault current would decrease
sharply, which increases the difficult of fault detection.
Therefore, developing an appropriate protection scheme
available for dual-mode operating conditions is an urgent task
for the protection of microgrid.

E. Quick capacitor discharge and high-speed protection
request

The issue proposed in this part mainly exists in DC
microgrid protection. As presented in Fig. 3, when pole to
pole fault occurs in cable connected with voltage source
converter, the fault response of DC microgrid can be divided
into three stages [9]. In the first stage, a high fault current
would be introduced due to the quick discharge of capacitor
and low impedance of DC cable. During this stage, fault
response can be regarded as a typical RLC circuit response.
The second stage is called ‘freewheeling stage’. At this time,
the anti-parallel diodes will provide a flowing path for fault
current. Considering the safe operation of power electronic
devices, all faults should be isolated before this stage. The
last stage is called ‘Grid feeding stage’. Normally, all faults
have been cleared before second stage, therefore, this stage is
not essential as previous stages. Based on the researches in
[10], all DC faults should be detected and isolated within 2ms,
which is almost 10 times faster than AC system protection.
Hence, a high-speed protection scheme is compulsory for DC
microgrid protection.
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Fig. 3. Pole to pole fault in DC microgrid [9]

I1l. PROTECTION METHODS FOR AC MICROGRID

In previous literatures, many protection schemes have
been proposed for AC microgrid. According to their
fundamentals, these methods can be grouped as adaptive
protection based, differential protection based, travelling
wave based and other protective methods. The following part
in this section will discuss these methods detailly. Moreover,
the merits and demerits of proposed methods would be
discussed so that readers can make a choice easily among
these methods according to their demands.

A. Adaptive protection based methods

Adaptive protection is an automatic process where relay
settings can be amended automatically to cater for the
prevailing system condition so that the system can always
operate in the optimal condition [11]. According to the
protection logic, adaptive protection can be divided as off-line
[12][13] and online protection [15][16]. In offline mode, all
possible system configurations and DGs’ status (on/off)
would be recorded, which is used to do the offline fault
analysis. The obtained result will be stored in event table.
Then, based on the result in event table, appropriate relay
settings would be calculated [14]. However, considering the
intermittent nature of renewables and the changeable feature
of microgrid, it is hard to forecast all possible fault cases in a
microgrid. Therefore, the off-line mode adaptive protection is
hard to be implemented in practical condition. For this reason,
some scholars propose online adaptive protection where relay
settings are determined by real-time system conditions. In
[15], an online adaptive protection scheme is proposed to
ensure the dual-mode operation of microgrid. In this scheme,
relay setting is determined by equation (1). In this equation,
‘mode of operation’ shows the fault contribution from main
grid. For example, in grid-connected mode, it will be ‘1’ and
in islanded mode, it will be 0. In islanded mode, fault level of
microgrid is dependent on the generators in the microgrid. The
author utilizes a number of parameters to simulate the
dynamic behaviours of DGs in different operating conditions.
These behaviours including DGs’ status (On/off), type
(Inverter based or synchronous based) and numbers, are
considered in the second part of this equation.

Irelay_set = lrault_gria X Mode of operation +
{Ll(lmpact factor (K;) X Igauiepg; X DG; status) 1)

Another on-line adaptive protection is presented in [16].
Three-layer structure is employed in this scheme shown as
Fig. 4. Execution layer is responsible for monitoring the
primary system. Then, according to the data from execution
layer, coordination layer calculates appropriate settings of
relays to ensure their coordination. To avoid the frequent
changes in relay setting, this scheme introduces a
comparative logic in terms of operating time. This means the
new relay setting would only be employed when the
operating time calculated from new settings is shorter than
previous one. Management layer is at the top of this scheme,
which deals with the relationship between active network
management and relay coordination. In general, adaptive
protection is one of the most promising methods to overcome
the protection issues raising from varied fault level since it
can reflect the dynamic behaviours of power system and DGs.
In adaptive protection, communication channels are
commonly employed, which increases the cost of protection



scheme. On the other hand, it would be dangerous if a
communication failure occurs in the grid.
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Fig. 4. Three-layer adaptive protection [16]
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B. Protection scheme based on differential scheme

Differential protection is another commonly utilized
method for microgrid protection. The basic operating
fundamentals and parameter setting procedure of differential
protection are explained in [17]. As proposed in this paper,
current differential protection is less sensitive to fault current
variation, bi-directional power flow, DGs status and the
changes of system configuration. Microgrid protection
system based on differential algorithm is presented in [18]. In
this protection system, all relays are digital relay equipped
with communication capability, which can sample the
current-wave form at more than 16 samples per cycle. These
relays are installed at the both ends of protected feeders and
sample the current flowing through them. If the current
differences captured by two end relays are over than the
tripping threshold, relay would send a tripping signal to open
the respective breakers. Through validation, the performance
of this system is satisfied. However, the cost of this system
would be a barrier of practical use as it requires the use of
synchronous measurement and communication channels. To
further decrease the investment of differential protection, an
optimal differential protection scheme is presented in [19].
The author divides the total cost of differential protection
scheme as two parts, including protection devices (relay,
breaker, CT, VT) and additional cost caused by power
interruption. Meanwhile, the author believes there is no need
to put digital relays at both ends of feeders, which can be
replaced by cheap sensors. Based on the results of a case
study in this paper, this method can save around half price
comparing with scheme in [18]. However, because there is no
supported result to evaluate the protection performance of
this optimized differential system, it is uncertainty whether
this system can achieve the same protection performance as
before. Differential scheme relying on the spectral energy at
both ends is discussed in [20]. In this paper, current measured
at two ends is transformed to frequency domain through ‘S
transform’ [21] to calculate the spectral energy. The tripping
logic is similar with current based differential scheme. Relay
would trip when the energy difference is larger than defined
threshold. In this method, a small synchronous error is
allowed and it can also detect the fault with high impedance.
But as proposed in this paper, threshold selection is a tough
job in this scheme, which is determined by many factors
including fault impedance, operating modes, etc.

C. Other protective methods

1) Voltage based method

Considering the suppressed fault current in islanded
microgrid, some scholars try to develop the protection
schemes by using system voltage. An example is presented in
[3]. In this scheme, all generators are interfaced by using
three-phase inverter. The fault is detected by measuring the
voltage disturbance of the q axis, which is a DC variable
obtained by using Park Transform [22]. Voltage disturbance
Vpsr is defined as equation (2). The reason why we only use
voltage in q axes is that voltage at d axes has been locked to
zero by Phase Lock Loop (PLL). In normal loading or
balanced faults condition, V;, would be a pure DC wave and
Vpisr in (2) would be zero. While, in the case of a single line
to ground fault, V,,¢r is an oscillating signal varying between
zero and maximum value. When the system experiences
phase to phase fault, it would be a dc voltage with ac ripple.
Hence, through observing the features of Vper, fault
condition and types can be detected. However, same as
energy-based differential protection, a threshold is required
to determine tripping of relays. If this threshold is too large,
this protection scheme would not be sensitive to detect faults
especially in high impedance fault condition (HIFs). But if
the value is too low, undesired tripping would be initiated by
normal disturbance such as mode switching of microgrid.

Vpisr = Vqref - Vqr (2)

2) Total harmonic distortion based method

Total harmonic distortion (THD) is utilized in [23] for the
protection of converter dominated microgrid. This protection
scheme consists two stages including fault type identification
and fault localization. In the first stage, fault type is defined
by measuring the voltage with fundamental frequency and
THD of each phase. For example, if fundamental voltage
decreases and THD increases in terms of phase A, it can be
concluded that phase A to ground fault occurs in the network.
Additionally, as the value of THD increases as the decrease
of distance, the faulted distance can be estimated. While
according to [24], the performance of THD-based fault
detection is determined on the fault current limiting strategy
and implementing frame (SYRF, STRF, NARF) of the
voltage source converter (VSC). As proposed by this article,
THD based method would fail to detect faults when hybrid
reference frame limiting (HRFL) strategy is implemented.
Furthermore, as a threshold is also necessary in THD
protection scheme, the similar problem will experience as
before.

3) Phasor Based method

In [25], a protection scheme based on the phase angle
variation of postfault bus voltage and current is developed.
The working procedure of this scheme is shown as Fig. 5.
The variable R and Ag;; are defined by equation (3) and (4)
respectively. Both variables are used as index criteria for fault
detection and localization.
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Where F; and F, are defined as p
1

Aly, Al , ALy and 1, 1, I, stand for the seauence current
components during fault and normal cases. AU; and AI'l-j are
the phasor change of pre-fault and postfault voltage at bus i
and phasor change of current in the feeder connected by bus
iand busj.

From Fig. 5, it can be concluded that if fault occurs in the
microgrid, the value of Ag;; should be in the range of —-180°
and 0°. As a branch feeder is only connected one upstream
bus, only the phasor variation of the upstream bus should be
considered. However, the main feeder connects two buses,
hence, phasor variations at two buses are required. There is
no need of communication in this system and it is reliable in
the case of high impedance fault. However, it can only protect
the grid-connected microgrid, which is the main drawback of

this scheme.
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Fig. 5. Fault detection based on variation of voltage and current [25]

D. Travelling wave based method

Travelling wave method has been widely used for the fault
localization in high voltage transmission system, especially in
HVDC system [26]. However, owing to the limiting factors as
high sampling frequency, noise disturbance, etc [27], it is
rarely used as microgrid protection. In [28], an improved
travelling wave based protection scheme is established for
fault detection in inverter dominated microgrid. In this paper,
improved mathematical morphology (MM) is implemented to
capture the polarity of initial current travelling wave. More
detail information about MM method can be founded in [29].
When an internal fault occurs, the polarity of initial wave
captured at both ends would be the same, while it would be
opposite under the case of external faults. In this paper, ‘1’ and
‘-1” are defined as positive and negative polarity. If the
product of both polarities is positive, this indicates internal
fault occurs and the relay will be initiated. According to
validated result, this protection scheme has a good
performance on noise disturbance and high impedance fault
condition. Moreover, it is not influenced by the mode
switching and transient disturbance of microgrid. However,
the main limitation of travelling wave based method is the
high requirement of sampling frequency especially when the
feeder length is too short.

IV. DC MICROGRID PROTECTION

Except for experiencing the common protection issues
with AC microgrid, DC microgrid is also threatened by a high
magnitude fault current caused by the quick discharge of
capacitor [30]. To avoid the physical damage of power
electronic devices (IGBTs, Diodes), fast speed protection is
required. In this section, several schemes for DC microgrid
protection would be presented.

A. Fault detection based on the rate of change of volatage
and current

In DC system, owing to the fast discharging of capacitor
and low cable impedance, fault current can reach an
extremely large value in transient time period. This large
current would cause physical damage to electronic devices in
DC microgrid. To avoid this damage, all faults in DC
microgrid should be isolated within 2 ms. Derivations of
current and voltage (di/dt, dv/dt) are commonly employed as
their responses to fault are more sensitive than pure current
and voltage-based methods. A fault detection method based
on di/dt is discussed in [31]. In this scheme, the tripping
threshold Ai is presented as equation (5), which is deduced
from the RLC fault response.

AL =9 (5)

Given the fact that current during fault is much larger than
it in normal loading condition, the initial condition of current
is assumed as zero in this equation. Whilst, it is clear that this
tripping threshold is determined by the value of At , which is
the desired tripping time controlled by users. Hence, through
varying At, the coordination between relays can be achieved.
In [32], a protection scheme based on the difference between
predicted and measured voltage is proposed. This predicted
voltage is obtained by using Quadratic Model [33]. In
Quadratic Model, the predicted voltage is determined by
previous sampling points of voltage, therefore any variation
of voltage caused by fault would introduce an obvious change
in predicted wave. If the difference between predicted and
measured voltage is over than defined threshold, relay would
trip. Generally, methods based on rate of change of current
and voltage are sensitive enough for fault detection. However,
this type of method is easily disturbed by the measuring noise
and normal transient behaviour of power system [34].

B. Differential based protection scheme

Comparing with non-unit scheme, differential protection
is believed as one of the best solutions for DC microgrid [30].
As proposed in [35], there are two main issues for the practical
use of differential protection. The first one is the error from
synchronous measurement of ended current. The second one
is the strict requirement for operating speed. Nowadays, with
the achievement of communication and synchronous
sampling technologies, this error can be limited within *1 ps
by using GPS time sampling, which is acceptable in DC
microgrid protection. On the other hand, in AC system, the
phasor and current magnitude are both measured by relays,
which causes a time delay. While in DC system, only current
magnitude is required and the output of measured device is in
the form of digital signal, which does not need the process of
analogue to digital conversion. For this reason, the time of
decision making process of DC protection relay would
decrease significantly. To validate the feasibility of above
conclusions, a current based differential scheme is built in this



paper and it has been tested by hardware. Depending on the
testing results, all internal faults can be isolated within 2 ms.
Another example is presented in [36]. In this paper, the
superimposed current is used, which is defined as the vector
difference of postfault and prefault current. The positive
direction is given by Fig. 6. When internal fault occurs,
superposed currents measured by relays at both ends are
always positive. On the contrary, in term of external fault or
normal loading condition, the superposed current at one end
would be negative. Hence, if the point made by superposed
currents at both ends lies in the first quadrant, the protective
relay would be tripped. In differential scheme, more relays and
measuring equipment are needed, therefore, the cost of this
would be much higher than non-unit protection.
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Fig. 6. Direction reference of positive and negative current flow

V. DISCUSSION ON POTENTIAL PROTECTION
SOLUTIONS

In the future, varying fault levels will become more
obvious in microgrid due to large penetration of renewables.
Under this background, the conventional protection scheme
with a fixed setting group would not be feasible. Therefore,
adaptive protection is likely to be one of the most attractive
solutions for AC microgrid. Moreover, driven by the
developments of new technologies (such as 5G), fast and
reliable communication is becoming achievable. This
provides a good opportunity for the implementation of
adaptive protection in AC microgrid. On the other hand,
considering the increased penetration of power electronic
inverter in microgrid, fault detection in islanded microgrids
will be another challenge owing to the suppressed current
magnitude. In this case, some signal processing tools such as
wavelet transform [37] or mathematical morphology [28] can
be used to detect fault in the microgrid.

In DC microgrids, fault current can increase to a very
large value within a very short period of time. If the fault is
not isolated rapidly (approximately within 2ms), it is likely to
cause damage to power electronic devices. Under this case,
differential protection becomes a valid choice for DC
microgrid protection as demonstrated in [30]. Comparing to
AC system, there is no natural current zero-crossing in DC
system, which makes the circuit breaker designed for AC
system not valid anymore. Although solid-state circuit
breaker can facilitate fast isolation, the high cost is likely to
be prohibitive for the wide use in the industry [38]. Different
with the aforementioned ideas, another way for DC microgrid
protection limits the increment of fault current by introducing
additional devices rather than speeding up the protection [39].

Hybrid AC/DC microgrid overcomes the drawback of
pure AC or DC microgrid. However, the protection for hybrid
AC/DC microgrid is rarely discussed in technical literature.
Hence, an innovative protection scheme for hybrid AC/DC
microgrid should be developed in the future [40].

VI. CONCLUSION

In the future power system, a large number of renewables
will be utilized. Microgrid provides an effective way to
interconnect these renewables. However, owing to the varied
fault level and low fault current in islanded microgrid,
traditional protection methods are not feasible. Comparing
with AC microgrid, DC microgrid protection is threatened by
the high magnitude fault current and lack of current zero-
crossing. In this paper, a comprehensive review of existing
issues and protection methods for microgrid is presented.
Given the dynamic behaviour of microgrid and suppressed
fault current level, adaptive protection and fault detection
scheme assisted by signal processing tools are suggested. For
DC microgrid, differential protection is regarded as one of the
most promising methods due to its fast operating speed.
Moreover, circuit breakers available for commercial use
should be designed in the future. Finally, this paper points out
more efforts should be paid for the protection of hybrid
AC/DC microgrid.
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